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A B S T R A C T   

The geopolitical situation following Russia’s invasion of Ukraine in February 2022 caused instant concern 
regarding the security of European petroleum infrastructures, with the sabotage against the Nord Stream pipe-
lines visible manifestations of the weaponization of energy infrastructures. In this article, we use the sudden shift 
in the security situation around Norwegian petroleum infrastructures as an example to highlight the intersection 
between security and safety risk problems, and the relationship between different analytical levels in the sub-
sequent risk governance. The example presents an opportunity for analytically capturing complexity and 
connectedness in a way that enables empirical study and conceptual development. We argue that there is a need 
for a reoriented research agenda for how safety science deals with multi-level, multi-actor and cross-sectoral risk 
governance, if safety science is to be able to study, theorize, and ultimately contribute to the solving of some of 
our major contemporary societal risks. To this end, we suggest a theoretical framework for holistic risk gover-
nance, that facilitates the empirical study of and theoretical development around risk problems that contain both 
safety and security dimensions, and crosses sectoral borders and political-administrative levels, including the 
international level. Utilizing conceptual lenses from the social sciences, the suggested theoretical framework 
emphasizes intra-organizational dimensions of risk governance, intersectoral coordination challenges, and multi- 
level dimensions of risk governance under processes of securitization. This framework should have relevance 
beyond our empirical example, and may serve as a steppingstone for further scholarship dealing with the 
governance of complex, inter-organizational, cross-sectoral, multi-actor and multi-level risks at the intersection 
between security and safety.   

1. Introduction 

The spirit of the special issue of which this article is part, is one of 
“connectedness” – connections between technologies, organizations, 
sectors, nations, and analytical levels. This article discusses how safety 
science can approach connectedness between safety and security prob-
lems, where these also entail connectedness between nation states, 
levels of analysis, sectors, and organizations. It is an ambition of this 
paper to open new avenues for safety science, by exploring the potential 
in the relationship to perspectives in the social sciences; to political 
science, security studies and sociology. Doing so presents great potential 
for safety science, because these scholarly domains facilitate the expla-
nation of connectedness between states, levels of analysis, sectors, and 
organizations, and of how security risks emanating from the interna-
tional level of analysis meander through this connectedness through 

processes of “securitization”. In such processes, interactions emerge 
between security risk problems and safety risk problems, inter alia when 
national security responses to geopolitical risk affect the safety measures 
of domestic institutions or companies normally preoccupied with safety. 

Of course, neither the role of the international level nor the links 
between security and safety risk problems are new to the domain of 
safety science. For instance, in a special issue on “societal safety” in 
Safety Science in 2018, some authors emphasized the international 
dimension by highlighting that “the notion of the global expands to 
encompass wider and more complex objects because of the number of 
interactions and entities to be considered” (Le Coze, 2018: 23). Others 
emphasized the links between safety and security, arguing that the 
“conventional distinction between safety and security is (…) more and 
more difficult to uphold” (Almklov et al., 2018: 2). Indeed, while safety 
science has no lack of statements about the need to explore the 
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international dimension or the intersections between safety and security 
(e.g., Glesner et al., 2020), empirical studies into the international level 
and the interaction between safety and security remain scarse. This is an 
important research gap for safety science, and one for which it is an 
ambition of this paper to describe a research agenda. 

Debating how safety science can approach connectedness between 
safety and security problems, and simultaneously connectedness be-
tween states, levels of analysis, sectors and organizations, is a daunting 
task. There is thus an obvious need to recast the complex issue into a 
more manageable one to find a sufficient level of granularity for 
addressing the problem (Roe, 2023). Therefore, we have identified an 
empirical example to center our discussion around; the case of risk 
governance for Norwegian petroleum industry infrastructure in the 
aftermath of Russia’s full-scale invasion of Ukraine in February 2022. 
The risk governance setting around this case exposes great variety in 
connectedness: Between safety and security risk problems and the pro-
fessional approaches to them, between states, levels of analysis, and 
between sectors and organizations. But most of all, it illustrates the need 
for safety science to expand upon its go-to levels of analysis when 
addressing complex risk problems. It does so by illuminating how 
addressing risk governance at several levels of analysis – also at the 
international level – can be crucial when we are faced with complex risk 
problems at the intersection between security and safety. 

We use the term “governance” generically to denote the efforts 
brought about by a variety of independent actors to address a specific, 
common problem, here the need to manage security risks to petroleum 
infrastructures (see also Zürn et al., 2010). Governance efforts in our 
case encompass regulations, policies, decisions and processes designed 
to protect petroleum infrastructure from security risks, to prevent in-
cidents with consequences for life, industrial facilities, energy security of 
supply, etc. The actors are any relevant actor with a stake or ownership 
in the collective course of action on risk governance around this infra-
structure, that take part in shaping the processes and design of risk 
governance. 

The geopolitical situation after Russia’s invasion of Ukraine in 
February 2022 put a premium on the security of petroleum industry 
infrastructures. As the political tension between Russia and Europe 
escalated, sabotage against the Nord Stream I and II pipelines and re-
ported drone activity around Norwegian petroleum infrastructures 
became manifestations of how the weaponization of not only fossil en-
ergy, but also the accompanying energy infrastructures, played an 
important role in the conflict. As we will show from our example of the 
Norwegian petroleum industry, the new geopolitical context, with the 
weaponization of energy infrastructures, has changed the framework 
conditions for the Norwegian petroleum companies operating this 
infrastructure in sudden and significant ways: It has brought the inter-
national level and geopolitical threats into petroleum industry risk 
governance; it has had legal ramifications in the shape of new security 
legislation imposed on a heavily safety-oriented industry; and it has 
onboarded new institutional actors at different levels of analysis and 
with different cultures, professional communities and foci to petroleum 
industry risk governance. The case and the problem structure it repre-
sents demonstrates complex connectedness, between institutions, sec-
tors, states, analytical levels, and between safety and security risk 
problems. This article will demonstrate how this connectedness gener-
ates a need for new tools for approaching and analyzing risk governance. 
Our empirical example particularly calls for risk governance models apt 
for capturing the multi-level and multi-actor nature of the risk complex, 
and the various interrelationships between safety and security. The 
interrelationship between safety and security itself represents a 
connectedness that operates at various levels of analysis and involves a 
complex network of actors and professions. 

In our observation, safety science has not sufficiently dealt with the 
variety of connectedness referred to above, and has therefore not fully 
opened the black box of interconnected factors of relevance for risk 
governance for geopolitically important energy infrastructures. Our aim 

in this article is to highlight developments and challenges that combined 
illustrate the need for a reoriented research agenda for how safety sci-
ence should deal with risk governance, if safety science is to be able to 
meet and theorize about some of the major contemporary societal risks 
that currently implicate both safety and security. Our call is for a holistic 
research agenda for safety and security risk governance. 

With “holistic”, we first of all refer to a research agenda that is more 
comprehensive and that zooms out in order to spot the fuller picture of 
interconnected and interdependent factors ultimately affecting the 
ability to deal with complex risk problems at the intersection between 
safety and security. In our empirical example, a holistic research agenda 
is a research agenda that must recognize the variety of connectedness 
and complexity of safety and security risks, and the multi-level, cross- 
sectoral and multi-agency nature of the appropriate risk governance de-
signs. Second, for risk governance problems at the intersection between 
safety and security, as in our empirical example (and presumably in 
empirical cases with similar features), a holistic research agenda should 
integrate both safety and security on more equal conditions when 
explaining complex risks with both a safety and security dimension to 
them. We suggest that in order to seize this research agenda, scholars 
may utilize theoretical and conceptual lenses from political science, 
security studies and organizational sociology. Importantly, we do not set 
out to methodologically or conceptually merge safety and security; we 
see safety and security as clearly distinct, and our effort at a holistic 
research agenda is geared towards understanding governance at their 
complex intersection. 

The remainder of this article unfolds as follows: In section 2, we 
distinguish the domains of safety and security, and detail some of the 
unrealized potential of existing scholarship on the intersection between 
safety and security when facing an empirical example like ours. In sec-
tion 3, we address the empirical example of the changed risk situation 
for the Norwegian petroleum industry since 2022, and the implications 
of the changes for the risk governance regime in and around the Nor-
wegian petroleum sector. We discuss the ways in which this empirical 
example brings about challenges for risk governance, challenges that 
entice a new research agenda for safety science. Then, in section 4, we 
propose a theoretical framework for addressing multi-level and multi- 
actor holistic risk governance. Section 5 concludes with a short sum-
mary, with comments on the added value of applying this model on our 
empirical example, and with suggestions about relevance beyond it. 

2. Safety and security risk governance: Identifying the need for 
holistic, multi-level and multi-actor models 

Many scholars have addressed the need to integrate safety and se-
curity thinking in industrial risk governance due to the in-
terdependencies in practice between the two, particularly following 
digitalization (e.g., Antonsen & Almklov, 2019; Glesner et al., 2020; 
Gould & Bieder, 2020; Guzman et al., 2021). Despite their connected-
ness in practice, the overlap between safety and security analysis re-
mains a loosely defined domain without established theories and 
methods, which leads to complications during both scholarly and 
practical risk analyses (Guzman et al., 2021). 

To introduce our empirical case and argument, a necessary first step 
is to look closely at what distinguishes safety and security. For the 
purposes of this paper, safety refers to the condition of being protected 
from injury to humans, assets or systems, to the extent deemed possible 
or acceptable in the tradeoff against other goals and values. Safety sci-
ence as a scholarly field refers to the “knowledge about safety related 
issues, and the development of concepts, theories, principles and 
methods to understand, assess, communicate and manage (in a broad 
sense) safety” (Aven, 2014). Safety science emerged in connection with 
hazardous industries and the resulting focus on issues of accident pre-
vention (Gould & Bieder, 2020), and has traditionally been dominated 
by issues relating to the engineering of safe technical systems and the 
organizational management of risk (Jore, 2023). Safety-related issues 
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traditionally refer to unintended events, caused inter alia by human or 
organizational error, technical failures or natural phenomena, though 
they may also be intended but not motivated by malign objectives (e.g., 
Jore, 2019). 

Security on the other hand refers to the perceived or actual ability to 
prepare for, adapt to, withstand, and recover from dangers and crises 
caused by people’s deliberate, intentional, and malicious acts such as 
terrorism, sabotage, organized crime, or hacking (Jore, 2019). They can 
be conducted either physically, or remotely, e.g., through cyber means. 
Security risks have malicious and criminal intent in common but vary 
between a broad range of risks, including theft, organized crime, sabo-
tage, hacking, espionage, terrorism, and warfare (ibid.). We find it 
important to emphasize how perpetrators may sit at several levels of 
analysis, ranging from the individual criminal to state or military leaders 
operating on behalf of a state, for instance in information warfare, 
conventional warfare or espionage. Solutions to security risks vary 
depending on the nature of the risk, the level of analysis at which the risk 
is caused and its potential governance solutions sit, and which gover-
nance institution “owns” the security problem. Whereas safety risks and 
some security risks remain apolitical or at best associated with low 
politics and bureaucratic regulation, some security threats are more 
strongly connected to matters of high politics and are traditionally the 
domain of international relations, intelligence, and defence studies, and 
hence the corresponding problem owners. This very clearly is the case 
with the security risks now facing the Norwegian petroleum industry, 
that transgress many levels of analysis, problem owners, and colonize a 
predominantly safety-oriented domain in ways that come to have sig-
nificant implications for how governance schemes around these risks 
should be addressed and designed. 

Security has become a hot topic in safety and risk studies following 
inter alia the threat of terrorism, cyber-attacks and hybrid warfare, and is 
now likely to gain additional traction because of the recent attacks on 
petroleum infrastructure. Though scholars have begun debating their 
connectedness and researching their interfaces, safety and security are 
typically siloed in that security and safety scholarship as well as their 
corresponding practice fields operate in largely separate domains that 
traditionally do not interact a lot. Scholars within each domain tend to 
have different professional backgrounds, go to different conferences, 
publish in different journals, and embrace different models and methods 
for risk assessment (Heyerdahl, 2022). As we return to, safety and se-
curity also have siloed practice fields within the Norwegian petroleum 
industry, mirroring the scholarly silos. Overall, the scholarly and prac-
tical silos may not be surprising, considering the differences between 
security and safety risks. Four important differences may be outlined: 

First, safety and security refer to phenomena with very clear differ-
ences in ontology; predominantly unintended, and clearly accidental 
events in safety vs. intended, malicious events in security. Second, there 
are vast differences epistemology; i.e., different ways of creating knowl-
edge about risk problems. Quantitative methods are historically more 
widely used in the field of safety than in security. While at least some 
safety risks lend themselves well to quantitative risk assessment tech-
niques and probabilistic methods, security threats are hard to gauge and 
assess quantitatively. Indeed, in security, the frequency of security risks 
is often low, particularly as one moves upwards to high politics, as in our 
empirical example. Third, there are differences in practice – the profes-
sional competence and training involved in applying the acquired 
knowledge – between safety and security. The nature and cause of risks 
and the communities of practice dealing with them clearly diverge. 
Knowledge-creation around matters of safety can be done, at least to 
some extent, within industries and the particular companies, partly 
based on data from frequencies, significant incidents and accidents. 
Creating knowledge about security risks however involves surveillance 
and intelligence, and draws upon national security services, the military 
and the police. Indeed, very different professions and institutions own 
the knowledge about safety and security risks for industrial enterprises. 
Fourth, there are differences in communication between safety and 

security, with a strong norm of openness in safety vs. a persistent norm 
of secrecy in security. Though safety reports (e.g., audit reports) are not 
always publicly available, transparency is traditionally far lower in se-
curity than in safety, as security – in high politics at least – touches upon 
national security and state sovereignty. Whenever a risk may impact the 
security of the realm, discussions are moved behind closed doors and 
information deemed sensitive. 

For all the above reasons, it will be no surprise that organizations and 
companies that normally deal (at least predominantly) with safety risks 
– as in the empirical case presented in this article – become significantly 
challenged when having to consider a menu of security risks. The threat 
lies outside their organization, and the tools lie beyond their risk 
governance focus and models. At the same time, with the increase in 
hybrid threats, organizations and companies alike have become 
increasingly challenged and obliged to tackle security risks (Petersen, 
2023), hence acquiring a role in national security policy. Indeed, the 
divisions between safety and security thinking, methods and governance 
come under pressure once the risks at hand require holistic, integrated, 
and interdisciplinary solutions. In section 3, we outline the ways in 
which these challenges play out in the Norwegian petroleum industry. 

Responding to the calls for the need to integrate safety and security 
risk governance due to their interdependencies in practice (Antonsen & 
Almklov, 2019; Bernsmed et al., 2018; Glesner et al., 2020; Gould & 
Bieder, 2020; Guzman et al., 2021; van Asselt, 2018), work on the 
intersection between safety and security has begun. Some of the work 
deals with the relationship between safety and security as methodo-
logical phenomena and concepts (e.g., Gould & Bieder, 2020; Jore, 
2019). Beyond the methodological and conceptual work, parts of extant 
scholarship dealing with how to practically address the intersection 
between safety and security focuses on developing methods for identi-
fication and detection of harm scenarios. For instance, Guzman et al. 
(2021) develop the Cyber-Physical Harm Analysis for Safety and Secu-
rity (CyPHASS), a harm scenario builder designed to assist analysts 
working on cyber-physical risk identification. Their case is that of cyber 
threats in safety accident scenarios in cyber-physical systems. Hence, 
their focus is on how security risks affect safety. They recognize that 
security extends beyond cyber-physical attacks and in practice include 
physical attacks such as sabotage and terrorism, but their focus remains 
on cyber-physical attacks. The need to study the interconnections be-
tween safety and security in cases where international security risks 
cause accidents has also been discussed (see van Asselt, 2018). However, 
this cherished track into the interweaving of risk phenomena and levels 
of analysis – that includes requests for further research into this domain 
(ibid.) – has not yet been followed up by the degree of empirical analysis 
we would like to see. 

A full literature review is beyond the scope of this paper. Yet, after 
following the field with some interest, we have made a threefold 
observation from the existing efforts of integrating safety and security. 
These observations point to potential drawbacks, but also suggest 
important and possibly vibrant avenues for further scholarly scrutiny 
and curiosity. First, we observe that efforts to integrate safety and se-
curity tend to sit on the premises of either safety or security, particularly 
the former. A number of studies are conducted by safety scholars 
acknowledging the importance of security, incorporating questions 
about security into safety models, such as when Guzman et al. (2021), 
following Paul (2015) and Paul et al. (2016), collapse safety and security 
into “security for safety”. Indeed, “security for safety” (Paul, 2015; 
Guzman et al., 2021) is a sub-field of safety, not one of security. Though 
certainly a valuable undertaking, in the push to “integrate” safety and 
security, there is a risk of downplaying the inescapably different natures 
of safety and security when safety remains the key dependent variable 
and security is subsumed under the safety umbrella. The two are 
increasingly intertwined in practice, yet they have different logics and 
spur different needs for risk governance. Several scholars argue that 
safety and security research can learn a lot from each other’s theories 
and methods, building common ground (e.g., Aven, 2007; Kriaa et al., 
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2015). Still, others contend that security should be developed as an in-
dependent science, detached from safety science, due to the numerous 
differences between safety and security (Smith & Brooks, 2012; Jore, 
2017). We do not take a particular stance in this matter. However, we do 
question the extent to which security receives sufficient attention on its 
own premises, in situations where security risks are central, if security is 
always treated as a component of or extended toolbox for safety. 

Second, the security focus in research on the intersection between 
safety and security has to our knowledge been heavily oriented toward 
cybersecurity, and only to a lesser extent toward physical threats like 
sabotage, attacks and terrorism. While the focus on cybersecurity rec-
ognizes that cyber events can have physical consequences, cyber events 
are just one category (albeit broad) of security. As we empirically detail 
below, the new geopolitical situation presents a broader menu of secu-
rity risks, typically described as “hybrid threats”. Hybrid threats refer to 
a wide range of methods and activities used by hostile state (or some-
times non-state) actors in a coordinated manner to target vulnerabilities 
of institutions and states, that remain below the threshold of armed 
conflict (Meld. St. 10, 2021–2022). The influx of hybrid threats in-
troduces new variables to the intersection between safety and security. 

Our third and last observation is the lack of zooming out, to look at 
the multi-level and multi-agency nature in the ownership structure to 
the security risks at hand, that ultimately shapes how risk governance is 
to be addressed and designed. In our empirical example, risk governance 
involves actors at different levels of analysis, from the international 
through the state to companies. For instance, internationally, a multi-
lateral defence alliance with state members, the North Atlantic Treaty 
Organization (NATO), is about to cement a high-profile role in the se-
curity governance of offshore energy infrastructures. Nationally, the 
Norwegian state has become involved in enhancing the security of pe-
troleum infrastructures, inter alia through the Norwegian Defence and 
the National Security Authority. Petroleum companies own the infra-
structure, and have been subjected to new regulation giving them legal 
responsibility for taking adequate steps to enhance industrial security. 
Thus, in our case, risk governance involves a multitude of actors across 
the different levels of analysis; actors with different responsibilities, 
professional environments and focuses (e.g., NATO, different ministries 
and directorates, companies). These in turn have their own professional 
communities, interests and organizational cultures, and their preferred 
risk governance solutions may pull in the same or in different directions. 
All the aforementioned elements create substantial complexity for se-
curity risk governance in and around the petroleum industry. Because 
some of the major societal and political risks we face cannot be solved at 
one level and within one sector or institution, there is a general need for 
empirical studies addressing how cross-sectoral, multi-agency, multi- 
level risk problems, with complex actor and ownership structures, 
should be approached. 

In extant scholarship, the overlapping intersection between the do-
mains of safety and security is often sought resolved through methods 
for risk and hazard detection (e.g., Guzman et al., 2021). Our alternative 
approach to the intersection between safety and security does not entail 
constructing a model for identification and detection, and it does not 
provide a practical toolkit. Rather, our empirical example is illustrative 
of the conceptual and analytical challenges in the interrelationships 
between safety and security on different analytical levels, from the in-
ternational, via the national and sectoral, to the domestic organizational 
level. We approach the safety-security intersection from a social science 
perspective rather than from an engineering perspective. We focus on 
understanding societal, political, and organizational dynamics; dy-
namics that do not lend themselves well to “modelling”. Introducing a 
focus on multi-level governance, institutions and organizational culture 
enables us to empirically approach and theorize about processes and 
dynamics that remain overlooked and undertheorized if approached 
predominantly from an engineering and safety (or security for safety) 
perspective. 

We see a conceptual umbrella for integrating safety and security risks 

as a prerequisite for developing a comprehensive approach to protect 
people, assets and information from unintended or intended harm or 
damage. This involves combining principles and practices of both safety 
and security to create a holistic approach to identify, manage and govern 
risks and vulnerabilities, be they physical threats, cyberattacks, or nat-
ural disasters. It also involves recognizing how risk governance policies 
and procedures of particular risk problems must focus on the hetero-
geneity in levels of analysis and actors involved. 

3. New challenges for the Norwegian petroleum industry 

3.1. Changing geopolitics and a new risk situation 

The global geopolitical situation has dramatically changed with the 
full-scale Russian invasion of Ukraine, that reestablished political hos-
tility between Europe and Russia. In Europe, the security of petroleum 
infrastructures has come to play a central role in the geopolitical con-
flict, imposing new challenges on the risk governance schemes within 
and around the Norwegian petroleum industry. 

The subsea gas pipeline sabotage in the Baltic Sea in September 2022 
is the prime example of how the geopolitical tension has implicated 
energy infrastructures. On September 26, 2022, a series of explosions 
occurred on the Nord Stream I and II pipelines that transported natural 
gas from Russia to Germany through the Baltic Sea. These pipelines were 
at the time not operational after Russia halted the delivery in 2022, but 
they were still filled with natural gas, and the explosions caused natural 
gas leakages. 

The sabotage occurred the day before the opening of the Baltic Pipe 
between Norway and Poland, that was a vital part of the European 
Union’s (EU) diversification efforts away from reliance on Russian 
natural gas. The sabotage was generally interpreted as a warning to the 
EU, intended to illuminate the vulnerability of the European continent. 
At the time of writing, the identities and motives of the perpetrators 
remain officially unclear, though there is general agreement that the 
perpetrator is a state or an actor operating on behalf of a state. In Eu-
ropean and Norwegian discourse, the Russian government is widely 
pointed out as the perpetrator. Although we might never know the de-
tails about the event, analysts have pointed to Russia’s record of hybrid 
warfare and a possible motive of retaliation after European states chose 
to back Ukraine following the invasion. Part of the indications pointing 
towards Russia as the perpetrator includes the observation of a SS-750 
Russian navy ship in the area of the explosions four days before the 
explosions; this ship carries a small submarine designed to carry out 
underwater operations (BBC, 2023). Other indications include evidence 
from Norway, Sweden and Denmark that Russia has been using civilian 
vessels to collect intelligence on military activity and critical infra-
structure in the North Sea (NRK, 2023a). It also includes alleged pur-
chases by the Russian embassy in Norway of advanced sub-sea 
equipment, and alleged attempts prior to the war at purchasing preci-
sion equipment for detection of sub-sea cables (NRK, 2023b). Russia, on 
the other hand, has variously blamed the UK and the US for the explo-
sions, while some have pointed at Ukrainians. Investigations by Danish, 
Swedish and German authorities into the explosions continue. Regard-
less of the perpetrator, however, the events exposed the vulnerability of 
petroleum infrastructure and placed security atop the agenda of the risk 
governance regime around the petroleum industry. 

The Nord Stream gas pipeline sabotage received high publicity, and 
so did a more recent October 2023 incident on the Balticconnector 
pipeline. As in the case of the Nord Stream incident, the perpetrator as of 
November 2023 remains officially unidentified. But there were also 
other but internationally less visible expressions of the weaponization of 
energy infrastructures than gas pipeline sabotage. In Norway, increased 
activity of unidentified drones around petroleum installations on the 
Norwegian continental shelf were reported throughout 2022 (Stavanger 
Stavanger Aftenblad, 2022). The Norwegian police has not been able to 
establish the nationality of all the drones. The activity was however 
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interpreted as an act of aggression, a clear example of hybrid warfare, 
and in the public Norwegian discourse, Russian intelligence is consis-
tently pointed out as the suspect. 

The above events illustrate how sectors where safety measures are 
high, such as the petroleum sector, can also be strategic targets for 
malign actors seeking to inflict harm. The experience is of course not 
confined to petroleum infrastructure; there are similar experiences inter 
alia in nuclear energy and aviation. This has obvious implications for 
risk assessment, however: A comprehensive risk assessment of an in-
dustrial site will have to consider not only safety risks, but also security 
risks, including identifying potential hazards that could cause harm to 
people or the environment, as well as vulnerabilities that could be 
exploited by malicious actors. Following the security threats, the Nor-
wegian government also placed parts of the petroleum industry under 
the national Security Act, giving industry a bigger responsibility to 
assess security risks. It also essentially gives petroleum companies a role 
in national and international security policy. To this date, the security 
risks considered most relevant to and by the petroleum industry have 
been confined to the cyber domain. The new geopolitical situation 
however presents a broader menu of security risks than the Norwegian 
petroleum industry traditionally has been facing. It also introduces a 
more explicitly international dimension to risk governance of petroleum 
infrastructures; both in terms of the risks/threats emerging from the 
international domain, and in terms of the involvement of international 
organizations like NATO in risk governance. 

The threats against energy infrastructures are not only threats 
against infrastructures per se, but also against energy security more 
broadly. After the invasion of Ukraine, Norway plays a crucial role in 
ensuring the security of energy supply to the European continent, and 
the subsea pipelines between Norway and Europe transport large 
quantities of natural gas. Any disruption to these pipelines could lead to 
a significant energy shortage in a number of European countries, 
potentially causing economic and social upheaval. The security of 
Norwegian petroleum infrastructure is more crucial than ever for the 
energy security of Europe, and for vital societal functions across Europe. 
Because of this connectivity, the scope of risk governance processes will 
have to be quite expansive in including both security issues related to 
threats, as well as consequences for the security of supply. In addition, 
the petroleum sector is the workplace for thousands of people whose 
safety may be compromised by security threats. 

The Norwegian petroleum giant Equinor has acknowledged that the 
company and society must live with more insecurity associated with 
hybrid threats (NRK, 2022). Both the petroleum industry regulator (PSA, 
2021) and the regulated companies (NRK, 2022) describe the new acts 
of aggression as a massive challenge for the sector, because handling the 
new categories of risk remain beyond their competence and ability. As 
we detail in this paper, companies’ risk governance must take place in 
coordination and collaboration with other key actors with problem 
ownership. At the same time, companies are expected to showcase some 
level of adaptation to the new situation, e.g., through general atten-
tiveness to security risks following the introduction of the Security Act. 
This takes us to the adaptability of the safety dominated sector. In the 
following section, we will detail the ways in which and why events at the 
intersection between safety and security challenge the sector. 

3.2. A challenge to existing structures 

The above outline suggests a shift in the framework conditions of the 
petroleum industry that involves 1) a more influential international 
dimension in the petroleum industry’s risk governance, and 2) changes 
in the intersections and balance between safety and security both within 
the petroleum companies and in their coordination with governmental 
and international actors. These changes operate at multiple analytical 
levels of governance and involve diverse actors located at different 
levels of governance and in professional domains. 

First, a more influential international dimension to risk governance of 

petroleum infrastructure is evident. As returned to below, the traditional 
regulatory model in the Norwegian petroleum sector involves that 
companies operating in the industry own their own infrastructure as 
well as their own security. Companies, and their supervisory authorities, 
have hence been the main actors. However, the initial response to the 
Nord Stream explosions was not led by companies or supervisory au-
thorities, but by international organizations and their state members. 
The Nord Stream explosions were followed by an immediate increase in 
NATO presence around the petroleum facilities in the North Sea and the 
Baltic Sea, in addition to military guarding of the onshore processing 
facilities in Norway. In March 2023, one of the Norwegian petroleum 
facilities in the North Sea, the Troll A platform, received a highly pub-
licised visit from the NATO Secretary General and the president of the 
European Commission, together with the Norwegian prime minister and 
the CEO of the petroleum company Equinor. This was a very symbolic 
visit in terms of displaying integration in the efforts to protect petroleum 
infrastructures from attack, and defending the safety of the personnel 
onboard the offshore facilities. It also clearly illustrated how very 
different actors at several levels of governance came together to discuss 
joint risk governance efforts. But in addition to exposing the multi-level 
and multi-actor features of the emerging risk governance design, it il-
lustrates how previously more peripheral international actors rise to the 
occasion as problem owners and potential problem solvers. 

Importantly for the purposes of this paper, the stronger international 
dimension symbolizes the way the crisis crosses and compresses the 
different levels and different actors of security risk governance. The 
stronger international dimension constitutes an almost immediate 
change in the external framework conditions of industry that automat-
ically obscures the division of labour between levels and actors on these 
levels; between powerful international actors, the nation state and the 
industry. Analyses of risk governance of the security risks under scrutiny 
will be deficient unless the inherently multi-level and multi-agency 
governance structures are taken into account. In section 4, we suggest 
a theoretical framework that can serve as a basis for thinking about risk 
governance under such complexity. 

For the industry, and the companies in it, the stronger international 
dimension – and the high politics and high security nature of the risks – 
alters a fundamental building-block of the regulatory regime around the 
petroleum industry. A core legal foundation of the Norwegian petroleum 
industry has been that “each individual company is responsible for the 
safety [and industrial security] of their own activities” (PSA, 2017). This 
logic of “decentralizing” responsibility through enforced self-regulation 
(Engen et al., 2023) applies well for the governance of industrial safety, 
but less so for international aggression from state actors. Such aggres-
sion belongs to the realm of international and state security policy and 
measures thereof. Yet, in the immediate aftermath of the Nord Stream 
sabotage, the Minister of Petroleum and Energy relied on the decen-
tralized logic when quoted stating that the industry had the primary 
responsibility for securing its infrastructure (VG, 2022). This shows how 
deeply anchored the decentralized self-regulation is in the governance of 
the petroleum sector. The statement was later modified to a “cooperative 
responsibility”, as concern was raised about the implications of the 
statement (ibid.), before parts of the industry was subjected to the na-
tional Security Act. Subjecting industry to the Security Act made the 
protection of petroleum infrastructures a matter of national and inter-
national security interests and gave industry security responsibilities in a 
domain traditionally the responsibility of the state. 

Second, this shift in turn has clear implications for the intersections 
and balance between safety and security both within the petroleum 
companies and in their coordination with governmental and interna-
tional actors. First, Norwegian governance structures on safety and se-
curity have traditionally been characterized by an extensive division of 
labor between several agencies (Lango et al., 2011; Almklov et al., 
2017), partly corresponding to the distinction between safety and se-
curity, and partly corresponding to sectoral boundaries. This sectoral 
division of labor is part of the Norwegian governance model. In addition, 
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the Norwegian petroleum sector’s approach to risk management has 
historically been strongly oriented around safety concerns, with strong 
sectoral regulations and dedicated supervisory authorities focusing on 
safety. Aside from cybersecurity, less attention has been given to secu-
rity. It is fairly uncontroversial to argue that the history of the Norwe-
gian petroleum sector is characterized by a prevalent bias towards 
safety, as well as somewhat fragmented professional and institutional 
relationships between safety and security within the companies. Indeed, 
audits of the Norwegian Ocean Industry Authority (the main supervisory 
body for the petroleum industry, up until January 1st 2024 named the 
Norwegian Petroleum Safety Authority) have observed cleavages be-
tween safety and (cyber)security environments and concluded that these 
lead to “an absence of holistic understanding of the security risks of 
intentional undesirable incidents” (PSA, 2022). 

With the security risks the sector is now facing, the traditional bal-
ance between safety and security within the companies is challenged; 
while there is no push to focus less on safety, there clearly is a push to 
focus more on security. This in part owes to the increased responsibility 
for security after the Security Act was introduced to the sector’s security 
regime. The focus is also automatically skewed towards security because 
the “new” actors involved have an explicit security orientation. For 
instance, the involvement of NATO obviously means the involvement of 
a security oriented – not an explicitly safety oriented – organization. 
Indirectly NATO’s mandate of enhancing security is however also about 
safety; in our empirical case, industrial security potentially enhances 
industrial, national and societal safety. In an energy security perspec-
tive, the protected infrastructure is also essential for the societal safety of 
countries in continental Europe. Indeed, in practice, security and safety 
are often two sides of the same coin. 

In a “holistic” approach to risk management in a petroleum com-
pany, both security and safety risks will obviously be present. Fig. 1 
presents a highly simplified bow-tie model of this logic, related to 
damage to critical and internationally strategic petroleum infrastructure 
such as subsea gas pipelines.1 In the following, we discuss the risk 
governance of damage to critical petroleum infrastructure, on the basis 
of the nature of the consequences, and the nature of the causes, 
respectively. Our focus is on subsea infrastructure, e.g., pipelines, since 
subsea infrastructure is the infrastructure that has been most directly 
attacked. 

The right-hand side of the model enlists possible consequences of 
damage to critical subsea infrastructure: Due to the energy import reli-
ance of continental Europe, disturbances to security of supply has the 
potential of spurring social and political unrest in Europe. Moreover, 
damage will have environmental consequences if there is gas or oil spill. 
Furthermore, damage can have other losses, related to life, health and 
material values. 

For some of the consequence categories on the right-hand side of the 
model, the cause of an incident may for the companies not make that big 
a difference for company consequence-reducing measures. Whether a 
fire or an environmental discharge is due to technical failure, human 
error, or sabotage, reducing the consequences will still depend on the 
technical, organizational, and operational barriers for detection, 
containment, and emergency preparedness. 

For the disturbances of security of supply, however, i.e., at the upper 
right-hand side of the model, the story is different. In this category, the 
consequences may be the problem of other actors than the company. For 
instance, if there is an imminent threat of sabotage to a critical subsea 
pipeline, the obvious solution for the companies involved (e.g., natural 
gas producer and pipeline operator) will be to shut down production and 
drainage of the pipelines and thus reduce the consequence-potential of a 
potential attack. Although this may involve heavy economic loss to the 
involved parties, their risk will be significantly reduced. For the actors 

on the other side of the pipeline, however, the story may be very 
different. If gas supply from the North Sea is disturbed, several countries 
are more than likely to experience serious problems in upholding critical 
societal functions (e.g., providing heating to inhabitants) due to the 
import dependence and present lack of easy replaceability of natural gas 
as a critical input. This is where the risk problem leaves the company 
sphere, and meander into the international and geopolitical domain, to 
be dealt with by company-external state and international actors with a 
stake in maintaining and protecting the security of supply. In our case, 
because Russia has a long tradition of using energy as a geopolitical tool 
to maintain political leverage vis-à-vis Europe, both European states as 
well as powerful institutions like the EU have strong stakes in upholding 
energy deliveries despite the risks involved. 

The boxes on the left-hand side of Fig. 1 address causes of risk 
originating in the security and safety domains, respectively. Indeed, as 
we show below, it matters for the architecture and institutional set-up of 
risk governance whether the risk is imposed on the industry in malign, 
intentional ways, or whether it is predominantly attributed to non- 
intentional safety events, e.g., factors within the organization related 
to production itself, or from environmental accidents, etc. 

The lower left-hand box of Fig. 1 points to risks and events of safety 
nature. The Norwegian petroleum industry has a long tradition for 
dealing with risks in this category, and for maintaining a high level of 
safety. Since the major accident of the 1980 capsizing of the Alexander 
Kielland rig, which caused 123 fatalities, the political attention and 
prioritization of safety against major accidents has been high and stable, 
and the industry has devoted massive financial resources to developing 
competence, technology and organizational structures and culture to 
maintain a very high level of safety. Its social licence to operate has been 
inextricably connected to its safety measures, and the entire regulatory 
regime around the industry is predominantly oriented towards safety. 

At the same time as the institutional setup for maintaining safety in 
the petroleum industry was developed, the attention to security risks 
(higher left-hand box of Fig. 1) is characterized by an almost opposite 
development. After the facilities of Statoil (now Equinor) in In Amenas, 
Algeria, came under terrorist attack in 2013, there has been no push 
towards security in the same manner as the Alexander Kielland accident 
created a push towards safety. There was no absence of criticism, 
however, and even the internal investigation report into the attack 
concluded that the company was not sufficiently attentive to security, 
that it missed multiple warning signs, failed to foresee and prepare for 
incidents, and did not have a strong enough security culture (Statoil, 
2013). This somewhat dovetails with an overall dismantling of national 
security structures in Norway over the past decades. As the Cold War 
came to an end, the threat of war became less prominent and the 
structures for societal security gradually oriented towards civil security 
(e.g., protection against natural hazards) rather than towards matters of 
state and international security (see NOU 2023:19). This, arguably, led 
to a dominance of safety-related perspectives on risk, not only in the 
petroleum industry but also in education and research related to the 
industry’s needs. 

The safety-related risk problems can be dealt with by means of the 
institutional and organizational setup within companies and the state, 
and at least to some extent by means of established methods for risk 
assessment where probabilities based on historical frequencies can 
inform risk analyses.2 Those analyzing safety risks can also count on a 
high level of available information and, at least in a Norwegian context, 
the sharing of safety-related information across companies. Again, the 
security-related challenges are a different story. The potential security- 
related risks of the nature relevant for this paper are connected to a 
wider landscape of international relations, where the assignment of 
probabilities based on historical frequencies makes less sense. Risk 

1 See Bernsmed et al. (2018) for an example combining safety and security 
risks in operational bow-tie analysis. 

2 The frequentist approach has recently been under criticism from more 
uncertainty-based research on risk, see Aven (2010). 
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assessments here will not only be of a more qualitative nature, often 
with a higher degree of uncertainty, but the information is likely to run 
in other circuits, with very restricted access, and have as much to do 
with considerations of balances of power, geopolitical risk and alliances 
as with national concerns. The actor landscape is obviously also 
different, and national and international actors within security acquire a 
more central role in the institutional set-up of risk governance. 

Having shown the complexity of issues on both sides of the bow-tie, 
the question about the consequences of this complexity for the middle 
box of the model for risk governance remains. In our view, implications 
for risk governance are considerable. On the nature of the causes of risks 
(left-hand side of Fig. 1), when analyzing a “Defined Situation of Hazard 
and Accident” (DSHA3) a comprehensive analysis asking the question 
“what can go wrong?”, can have answers that include both safety and 
security risk causes. Also, preceding the question of “what can go 
wrong” lies the question of which values are at stake. After all, the very 
concept of risk refers to the possibility of damage to or loss of something 
that is of value for humans (e.g., Aven & Renn, 2010). What is valuable, 
why, and for whom it is valuable opens a wide range of considerations, 
including the symbolic value of both safety and security to the public. 
The intent of an action may not even be to cause harm, but to show the 
ability to do so, thus targeting institutional trust and social order and 
stress-testing the response apparatus of the adversary. In any case, this 
will touch upon matters of both safety and security. Hence, a holistic 
approach to risk governance will need to be multidisciplinary at the 
intersection between safety and security professionals, and the assess-
ment of the security side will most likely include geopolitical concerns. 

On the consequence side, where the question is “what happens if 
something goes wrong?”, the picture is likely to be a bit different. Parts 
of the consequence assessment for scenarios like the one we have studied 
here is likely to leave the domain of the analysts within the particular 
companies. For consequences affecting the security of supply, whether 
originating in safety- or security-related problems, governance processes 
will move upwards the multi-level governance ladder and into the 
sphere of high politics; to the domains of national and international 
energy security policy and international relations. In our case, the 
consequence side also moves beyond the material consequences on the 
right-hand side of the above model, and further into the domain of 
signals in international power politics. For governments and interna-
tional organizations like the EU and NATO, the values of signalling 
resolve, unity, and geopolitical presence in situations such as the Nord 
Stream incidents is important in a broader, global geopolitical context, 
also beyond the mere energy security of supply dimension. The afore-
mentioned joint visit at the Norwegian petroleum facility by NATO and 

the European Commission must be viewed in such a signalling 
perspective. 

The aim of the brief account of the new geopolitical risk environment 
around the petroleum industry and the description of its challenges to 
existing risk governance structures was not to give a complete analysis of 
neither the event, nor the response to it. Rather, our aim was to use the 
case as a basis for addressing complexities – between safety and security, 
between levels of analysis and between diverse actors – that have rele-
vance for risk governance. We believe that addressing these complexities 
in further empirical research will enhance the ability of safety science to 
provide comprehensive descriptions and solutions for dealing with risks 
characterized by complexity and layers of connectedness. 

4. Analytical models for analyzing complex risks 

So far, we have pointed to how the intersection between safety and 
security and the interaction between different analytical levels and ac-
tors becomes skewed with the new risk situation. What remains is to 
delineate a theoretical and conceptual toolkit for meeting these chal-
lenges in empirical research. To this end, we believe there is a lot to be 
learned from adapting and applying existing knowledge from organi-
zational sociology, political science and security studies to the domain of 
safety science. Although the theoretical and conceptual toolkit is 
extensive, we will propose three theoretical and conceptual perspectives 
that together would enable the analysis of our particular empirical 
example, and that together comprise an analytical framework for future 
scholarship on risk governance. Importantly, our aim in the following 
sections is not to provide a complete and universal analytical model or 
blueprint for analysing complexity, but to point at variables and drivers 
of significance in our empirical example, and potentially in other 
empirical cases. Scholars should treat the following as a suggested 
conceptual framework for understanding and analyzing complex risk 
problems. Our proposed framework is multi-level, starting at the intra- 
organizational level, moving through the state and bureaucratic level, 
to the international level. We thus start from the lowest level of analysis, 
moving upwards towards the highest level of analysis. Presenting each 
individual perspective, we will try to answer the following question: 
How can this perspective aid scholarship on holistic risk governance 
(understood here as "zoomed out", complexity-aware governance 
models comprising both safety and security)? 

4.1. Safety and security cultures – The intra-organizational dimension of 
risk governance 

As we described in section 2, the domains of safety and security have 
differences in ontology and epistemology, and, consequently, different 
practice fields and norms for openness in communication. To enhance 
scholarly, societal, and corporate abilities for holistic risk governance of 

Fig. 1. Simplified bow-tie model of holistic risk governance around critical petroleum infrastructures.  

3 The term DSHA corresponds to the Norwegian DFU (Definert Fare- og 
Ulykkessituasjon), which is a widely used approach to organizing risk assessment 
and barrier management in the Norwegian petroleum industry. 
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risk problems at the intersection between safety and security, analytical 
models need to include a practice level and look to the way the two do-
mains, with all their differences, meet (or do not meet) in work opera-
tions, specific risk assessments and decision-making processes. To this 
end, drawing on work on organizational cultures, in order to identify 
how safety and security cultures meet and interact, will be helpful. 

Although the existing research on the relationship between organi-
zational cultures and various aspects of risk is far from a coherent and 
integrated body of research, it has a long tradition within safety science. 
A line of development runs from the early studies of safety climate (e.g. 
Zohar, 1980), via the High Reliability Organizations (HRO) studies’ 
emphasis on a culture of reliability (Weick, 1987) and the safety culture 
“hype” around the year 2000 (e.g., Cox and Flin, 1998; Guldenmund, 
2020) to more critical studies over the last decade or so (e.g., Haukelid, 
2008; Nævestad, 2008; Silbey, 2009; Antonsen, 2009a; Henriqson et al., 
2014; Antonsen & Almklov, 2019). 

Importantly, the development within safety science points to orga-
nizational culture not being seen as referring to organization-wide 
integration, consensus, and consistency (e.g., Antonsen, 2009b, Dek-
ker & Nyce, 2014), echoing the earlier development within general 
conceptualizations within broad organizational science (e.g., Martin, 
1992). Rather, organizations are seen as comprised of differentiated 
subcultures, between which there may be differences of interest, 
asymmetries of power and different patterns of meaning (Antonsen, 
2009b). Safety and security professionals can represent such intra- 
organizational subcultures. After all, safety and security expertise are 
usually specialized in terms of education, and often structurally divided 
into separate organizational entities (Gould & Bieder, 2020). Safety and 
security are also embedded in different decision-making processes, with 
openness the default norm in safety, and secrecy the equivalent in 
security. 

This involves a “differentiation perspective” on organizational cul-
ture (Martin, 1992) that has important implications for the conceptu-
alization of the sub-concepts of safety and security culture (Jore, 2020). 
The perspective means that safety and security practices are seen as 
interacting, yet potentially conflicting and that the interaction within 
and between these practices will involve crossing cultural and profes-
sional boundaries of “us and others”. It also means that it will neither be 
possible nor necessarily desirable to integrate them into one domain, as 
the risk problems are indeed different. Rather, in terms of scientific and 
practical progress, the aim is to facilitate sufficient integration – through 
mutual understanding and learning – to enable increased communica-
tion capability across communities of practice. 

In summary, established perspectives on organizational culture 
enable scholars to acknowledge the peculiarities of different profes-
sional cultures with their different ways of seeing and doing, and pro-
vide tools for working with understanding and learning across 
professional domains. By utilizing these perspectives, both safety and 
security scholars will be better equipped to analyze the prospects for 
holistic risk governance across organizational, cultural and professional 
domains in a particular case, and to explain what is going on where 
holistic risk governance proves troublesome. 

The organizational cultures perspective is vital in our particular case. 
In the Norwegian petroleum industry, there is broad agreement both 
among the petroleum regulator and the companies that the professional 
cultures of safety and security need to develop mutual understanding 
and learning. In the biggest petroleum company operating on the Nor-
wegian continental shelf, Equinor, the safety and security environments 
are not only specialized but also divided into organizational entities 
under leadership placed in two separate countries; safety in Norway and 
security in the UK. From the perspective of organizational culture, ho-
listic risk governance is premised upon these environments developing – 
at minimum – mutual understanding, communicative ability, and plat-
forms for learning. 

4.2. Institutions and coordination at the governmental level – 
Intersectoral challenges and institutional logics 

To enhance both scholarly, societal and more corporate ability for 
holistic risk governance of risks at the intersection between safety and 
security, our empirical example suggests that analytical models should 
also include an institutional level and look to the way that the safety and 
security domains meet, and challenges that they face, in the institutional 
structures of risk management and risk governance. 

Although part of a long-term trend toward an increasing inter-
weaving of safety and security risks (Almklov et al., 2018), the recent 
geopolitical events now serve as a tipping point triggering the need for 
swift and concerted response from the actors in the institutional field of 
risk management and governance. Because hybrid threats target and 
affect both governmental and non-governmental actors, this presents a 
need for cross-sectoral and multilevel coordination and collaboration in 
a heterogenous network of actors. Such collaboration has proved to be a 
“wicked problem” in previous studies of societal security and histori-
cally somewhat of an Achilles’ heel in the Norwegian political- 
administrative system (e.g., Christensen et al., 2016). When faced with 
a mismatch between problem structure and sectoral structure, collabo-
ration and coordination problems have challenged the national handling 
of crises (ibid.). 

Moreover, and important for our purpose, the nature and targets of 
hybrid threats challenge existing lines of responsibility in security 
governance. Resultingly, national responses to international security 
events are not matters of hierarchical decision-making within the state, 
but complex and distributed processes of governance. We see this clearly 
in our empirical example. Here, security governance takes place be-
tween international institutions, different national ministries, and di-
rectorates, as well as between governmental units and private 
companies. This is not to say that the traditional role of the state as the 
main referent object of security policy has in any way withered. How-
ever, because of their multifaceted and all-encompassing nature, hybrid 
threats and the emergence of cybersecurity as both political and security 
problems require a diversification of the actors involved in security 
policy implementation. In our example, critical infrastructure protection 
requires the state to cooperate with the targeted private sector to raise 
awareness about and work with the new risks. It also requires both the 
state and companies to collaborate with international institutions like 
NATO for intelligence, surveillance, and burden-sharing; this is the very 
reason that Norway has requested increased NATO presence around 
petroleum infrastructures. Distributing authority and responsibility 
along the lines of a multi-level governance model becomes a prerequi-
site. However, it also creates complexity as heterogenous institutions 
both within and outside the state, with traditionally different roles and 
foci, are to collaborate around a subject matter. 

The institutional approach implies that organizations and in-
stitutions should be seen as embedded in different institutional logics. 
Institutional logics is here defined as the “frames of reference that 
condition actors’ choices for sensemaking, the vocabulary they use to 
motivate action, and their sense of self and identity. The principles, 
practices, and symbols of each institutional order differentially shape 
how reasoning takes place and how rationality is perceived and expe-
rienced” (Thornton et al., 2012: 2). The institutional logics perspective 
continues a long line of institutional research (e.g., DiMaggio & Powell, 
1983) emphasizing the cultural and cognitive factors in organizations’ 
environments that shape organizational behaviour and decision- 
making, and how different logics may compete or coexist within an 
institutional field. 

The institutional logics perspective applies well to safety and secu-
rity. Both as fields of research and practice, safety and security have 
their own “vocabularies of practice” (Thornton et al., 2012: 94) in terms 
of conceptualizations of risk, methods, rules, standards, and professional 
backgrounds. They can also be represented by different regulatory 
frameworks. In the current empirical example, the introduction of the 
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Security Act to a field where risk regulation has been entirely dominated 
by the safety-oriented Petroleum Act represents a meeting between two 
institutional logics that may be partly overlapping, yet not consistent nor 
congruent. Dynamics between such logics, and organizations involved, 
are vital for understanding and improving the capacity for collaboration 
and coordination across the two domains of safety and security, and for 
creating holistic risk governance. 

From an institutional perspective, holistic risk governance will be 
connected to how risks are handled within and between organizations. 
We believe that institutional perspectives can enable scholars to 
describe and analyze the ways that institutions across levels and do-
mains interact, why problems of interaction come about and can be 
addressed, and how issues of institutional coordination and collabora-
tion can be handled. As risk governance in our empirical case involves an 
increasing number of heterogenous actors with different professional 
organizational cultures, different risk focuses and different mandates, 
understanding the links between institutions’ inner life, institutional 
logics and effective risk governance is of the essence. The institutional 
perspective is well fit to address peculiarities of our particular case, as 
more and diverse actors have a say in risk governance. 

4.3. The international influence – Multi-level governance and 
securitization 

As we have described throughout this paper, the international level 
has become increasingly important for risk governance in the current 
empirical case. This has led to the involvement not only of traditional, 
national security actors such as the Ministry of Defence and the Nor-
wegian Defence, but also of NATO. Holistic governance of risks at the 
intersection between safety and security should hence also entail a 
recognition that the international level, represented by actors at this 
level, is important not only as a cause of events, but also for actual risk 
governance. 

Of course, among scholars of risk, also safety risks, the recognition 
that the causes of risk or the risk governance solution may sit at the 
international level is not novel. Several studies have so far acknowl-
edged that the international level, for a variety of case-specific reasons, 
plays into risk governance, whether as cause or solution (Schut et al., 
2013; Lasink et al., 2018; van Asselt, 2018). Still, in safety science, the 
international level is tends to be somewhat backgrounded. For security 
risks of the nature dealt with in our empirical example, there is a need 
for systematically integrating the international level into analyses of risk 
identification, and into the designs of risk governance frameworks. In 
our particular example, looking to political science and security studies 
to bake the international level into risk governance analysis provides 
value, and we believe that this value extends beyond our empirical 
example. 

We have throughout this paper focused on the multi-level nature of 
the emerging risk governance in our empirical case. Political science has 
a long tradition of multi-level analyses of governance. For instance, in 
early work, Waltz’ (1959) widely used three-level model argues that war 
or geopolitical tension is rooted in causes and solutions at three levels of 
analysis; the international level, the state level, and the individual level. 
Allison’s (1971) seminal book on foreign policy analysis, a sub-field of 
political science, frames governmental decision-making as a function of 
processes at three different levels; the state level, the sub-state organi-
zational level, and the bureaucratic politics level. 

Over the past two decades, a vibrant body of political science 
scholarship on multi-level governance (MLG) has emerged and grown 
into a diverse body of scholarship. MLG as a field emerged within po-
litical science and its sub-disciplines of foreign policy analysis, inter-
national relations (IR) and European Studies, in part as a response to the 
need to understand and explain the development of multi-layered 
governance within the EU. The appeal of MLG in political science re-
flects shared concern with increased complexity, and the rise of non- 
state actors in governance, sometimes as challenges to state power 

(Bache & Flinders, 2004, pp. 4-5). Though this work is diverse, common 
ground prevails in that it points to the interplay between functionally 
differentiated institutions and actors that sit at various governmental 
and non-governmental levels and must collaborate and coordinate in the 
effort to sort out a policy problem (e.g., Enderlein et al., 2010). More 
often than not, the highest level of analysis is the international level, and 
the lowest level will vary depending on the problem complex. The MLG 
framework offers a suitable toolkit for situating and ordering actors 
involved in risk governance, and for identifying where the center of 
gravitation of security governance sits in particular empirical cases and 
at particular points in time. 

In an empirical example like ours, where the international level ac-
quires a more prominent explanatory position because of geopolitical 
changes, the political science sub-domain of security studies also offers 
analytical value, particularly if combined with the MLG framework. 
Security studies expect international events such as disputes, wars, and 
international terrorism to shape domestic processes of “securitization” 
(Buzan et al., 1998) and hence impact domestic security and security 
policy tools. For security studies scholars, the security threats against 
petroleum infrastructure and the subsequent subjection of petroleum 
companies to the Security Act reads as a very tangible exemplification of 
a process of securitization of petroleum infrastructure, wherein security 
legislation imposed on the petroleum sector becomes an important se-
curity policy tool. Whether or not scholars use the label of “securitiza-
tion”, what is clear is that with the influx of hybrid threats, a broad range 
of IR scholars interested in security have recognized how sub-state 
governmental and non-governmental actors (e.g., petroleum com-
panies) are increasingly moved to the forefront of national and even 
international security policy. Particularly companies (whether private 
or state-owned) have increasingly become a part of national security 
policies; not only as owners of critical infrastructures but also as tools of 
state security policy (Petersen, 2023). The Norwegian petroleum in-
dustry is undergoing exactly such a process of securitization. 

We suggest that combining MLG with the securitization perspective 
enables the study and explanation of how particular risk problems move 
between and within levels of governance. Our vision is that the nature 
and origins of particular security risks, and the ways in which they 
become securitized within and across institutions and countries, helps 
predict and explain which level of governance that becomes the most 
central one at specific points in time. Securitization theory hence adds 
value to the MLG framework by enabling scholars to understand the 
important connectedness between security risks, processes of securiti-
zation, and risk governance solutions. 

The empirical phenomena that can be targeted by a multi-level and 
cross-sectoral perspective, are to a large extent the study of moving 
targets. Thus, the analytical toolkit we have presented is not to be 
mistaken with a fixed and visualized model that aims at being exhaus-
tive, neither in the way the different components may interact, nor in 
terms of the theoretical contributions that may be relevant in empirical 
analysis. This is why the reader waiting for a visualization of a theo-
retical model will be left disappointed. Fleshing out a more substantive 
model would need to be further grounded in a broader set of empirical 
studies, and visualizations should thus be developed in parallel with the 
growth of knowledge about the various empirical phenomena (see 
Hollnagel, 2022; Reiman & Le Coze, 2022 for discussions about the role 
of visualizations in safety science). We do believe, however, that the 
MLG perspective, combined with the securitization perspective, will 
provide scholars of risk governance with a flexible toolkit for seeing, and 
more effectively addressing, how the interplay between multiple actors 
at different levels of analysis has an impact on risk governance. For 
instance, without applying a theoretical perspective that recognizes the 
dynamics between the international level and the domestic company 
level, we would not be able to tell how the risk governance plans within 
NATO impact the risk governance plans of petroleum companies. This 
would mean we lose sight of important information; indeed, NATO has 
both ongoing activity and further initiatives relating to surveillance of 
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subsea infrastructure. Though this process is in the making, there are 
and will continue to be exchanges – of information, advise and know- 
how – between NATO, the relevant Norwegian ministries and di-
rectorates, and petroleum companies operating these infrastructures. 
This is morphing into a classic case of MLG under securitization. 

5. Concluding discussion 

In this paper, we have suggested a way in which to open up a new 
scholarly avenue for safety science, in order to make safety science 
capable of analyzing and responding to some of the major and complex 
risk challenges we are facing in an era of geopolitical tension. These risk 
challenges are often characterized by connectedness; connections be-
tween technologies, organizations, sectors, states, and analytical levels. 
When such complex risks are to be addressed and managed, risk 
governance models must appreciate and cope with their complexity and 
connectedness. We argue that safety science has not sufficiently dealt 
with the variety of organizational and political connectedness that are 
strongly present in our empirical case. On the basis of the empirical case 
of the security risks facing the Norwegian petroleum industry, we have 
highlighted how the new risks that the petroleum sector is facing com-
bined illustrate the need for a reoriented research agenda for safety 
science. To push this research agenda forward, we have proposed a 
framework enabling practitioners and scholars to analyze holistic, multi- 
level and multi-actor risk governance. With holistic, we refer to an 
approach that is more comprehensive, zooms out to spot the full(er) 
picture of interconnected and interdependent variables, and that in-
tegrates both safety and security on more equal conditions when 
explaining risks with both a safety and security side to them. With multi- 
level and multi-actor, we call for an approach that recognizes the ne-
cessity for multi-level and multi-agency dimensions to the risk governance 
framework. We have suggested that scholars can utilize theoretical and 
conceptual lenses from organizational sociology, political science and 
security studies in order to approach the governance of complex risks at 
the intersection between safety and security. 

Admittedly, our superficial account of the framework’s theoretical 
building blocks hardly does justice to neither the depth nor breadth in 
the lines of research we draw upon. Also, neither the links between 
safety and security nor the weaponization of critical infrastructure 
vulnerability are new. They were certainly present during the cold war, 
and several major industrial accidents have clear connections to a po-
litical and international sphere (e.g., the Chernobyl and the Challenger 
accidents). This, however, only serves to underline the need for safety 
science to be sensitive to these dimensions and to frame them according 
to the empirical realities in the world around us. 

Our aim has primarily been to illustrate the potential benefits for 
safety science from combining existing theoretical lenses to explore the 
multilevel connections between safety and security, a relationship that 
seems to be increasing in influence for both domains. The added value of 
applying this model on our empirical example of governance of Nor-
wegian petroleum infrastructure is substantial. First of all, thinking 
holistically about risk governance will enhance the ability of a safety 
dominated sector to meet a new category of risks, and their ability to 
face actors operating in a very different risk domain foundered upon 
different ontologies, practices and epistemologies of risk. Secondly, our 
empirical case showcases the importance of the multi-level perspective 
for risk governance. In particular, our case highlights the importance of 
the international level for risk governance. This is a level of analysis that 
is often backgrounded in safety science. However, as described above, 
without applying a theoretical perspective that recognizes the dynamics 
between the international and the domestic company level, we would 
not have been able to tell how risk governance within NATO impacts the 
risk governance of petroleum companies. Third, our empirical case is a 
complex one involving a significant number of actors, at different levels 
of analysis, and with different stakes in the risks at hand. Risk gover-
nance of petroleum infrastructure will by no means be conducted by one 

actor, but across a diverse network of actors. Without acknowledging 
this multi-agency nature of risk governance around this empirical 
complex, a study into risk governance of petroleum infrastructures will 
be empirically deficient. 

We believe that the theoretical framework we propose – founded 
upon intra-organizational dimensions of risk management, institutional 
coordination, and a multi-level model emphasizing interactions between 
levels of analysis – is relevant far beyond our empirical case of risk 
governance. Any infrastructure of importance for societal security can 
become subject to threats similar to those that the Norwegian petroleum 
industry is subject to. One obvious example is electricity grids. Europe is 
heading for a greener future, but a necessary element in the green 
transition are increases in interconnections between states (Hansen & 
Moe, 2022). While enhancing energy security, such interconnections 
also construct vulnerability by tying states to the same power system. As 
electrification speeds up and interconnectors follow suit, power grids 
may increasingly become targeted by malign actors aiming to harm. 
Also this refers to a risk problem at the intersection between safety (both 
industrial and societal) and security, involving changes in legal frame-
works, regulatory landscapes and the associated institutional logics and 
organizational cultures involved. We suspect that this would be the case 
in most critical infrastructure sectors. We believe that risk governance of 
such strategic infrastructures can meaningfully be addressed by means 
of a holistic risk governance model. Such a model must appreciate both 
the links between safety and security, as well as the multi-level and 
multi-actor needs for risk governance. 
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Enderlein, H., Wälti, S., Zürn, W. (eds.), 2010. Handbook on Multi-level Governance. MA, 
USA: Edward Elgar. 

Engen, O.A., Lindøe, P., Braut, G.S., 2023. Coping with different system logics of 
standardization in regulatory regimes. Norwegian offshore experience. Saf. Sci. 161. 

Glesner, C., Van Oudheusden, M., Turcanu, C., Fallon, C., 2020. Bringing symmetry 
between and within safety and security cultures in high-risk organizations. Saf. Sci. 
132. 

Gould, K.P., Bieder, C., 2020. Safety and Security: The Challenges of Bringing Them 
Together. In: Bieder, C., Gould, K.P (Eds.), The Coupling of Safety and Security. 
Exploring Interrelations in Theory and Practice. SpringerOpen, pp. 1–8. 

Guldenmund, F.W., 2000. The nature of safety culture: a review of theory and research. 
Saf. Sci. 34, 215–257. 

Guzman, N.H.C., Kozine, I., Lundteigen, M.A., 2021. An integrated safety and security 
analysis for cyber-physical harm scenarios. Saf. Sci. 144 https://doi.org/10.1016/j. 
ssci.2013.07.026. 

Hansen, S.T., Moe, E., 2022. Renewable energy expansion or the preservation of national 
energy sovereignty? Norwegian renewable energy policy meets resource 
nationalism. Polit. Geogr. 99 https://doi.org/10.1016/j.polgeo.2022.102760. 

Haukelid, K., 2008. Theories of (safety) culture revisited – An anthropological approach. 
Saf. Sci. 46 (3), 413–426. http://www.sciencedirect.com/science/article/B 
6VF9-4PDSYR7-2/2/6c085f02812b8c122545f4e123de8542. 
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