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Abstract

In recent years, vessels have become increasingly digitized, reflecting broader societal trends. As a result, maritime operations
have become an attractive target for cyber threat actors. Despite the limited cybersecurity training seafarers receive, they are
expected to operate within technologically advanced environments. The importance of cybersecurity awareness is evident,
but the extent of seafarers’ knowledge in this area remains uncertain. This article investigates three primary aspects: (1) the
current state of cybersecurity onboard cargo vessels, (2) seafarers’ cybersecurity awareness, and (3) potential improvements in
seafarers’ cybersecurity awareness. To accomplish this, a literature review is conducted to collect and analyze current research,
supplemented by a questionnaire survey targeting Turkish seafarers. Our findings support increased investment in awareness
and training programs, including organizational-wide cybersecurity awareness efforts, more frequent training, mandatory
training for all seafarers through the Standards of Training Certification and Watchkeeping (STCW), and the appointment of
a cybersecurity Officer (CySO) to ensure satisfactory cybersecurity levels onboard. Since this article focuses on high-level
topics by assessing the general state of maritime cybersecurity and seafarers’ cybersecurity awareness, it does not delve into
detailed considerations of awareness and training programs. Nevertheless, it lays the foundation for future research in this

area.
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1 Introduction

In the contemporary global economy, maritime transport
serves as the backbone of international trade, handling nearly
all global transportation of goods [3, 4]. This pivotal sec-
tor serves as critical infrastructure, underpinning economic
prosperity and facilitating the distribution of indispensable
commodities [40]. As we advance into an era of digital trans-
formation, vessels have evolved into complex technological
ecosystems, incorporating state-of-the-art information tech-
nology (IT) and operational technology (OT) systems [9,
22]. These sophisticated systems steer navigational proce-
dures, enhance intra-ship communication, support vessel
safety measures, and monitor cargo and ballast management,
heralding limitless possibilities for future maritime opera-
tions.

Yet, as these systems become more intricate, the poten-
tial for cybersecurity threats increases, particularly when the
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primary operators of these systems, the seafarers, often lack
formal IT training [32]. Despite their extensive maritime
expertise, seafarers are typically not equipped with robust
cybersecurity skills, a predicament highlighted by critics of
maritime education programs [24, 49]. Given this discrep-
ancy, the question arises: How can we ensure secure vessel
operations when the majority of onboard personnel may not
have adequate cybersecurity knowledge?

Historical digitization trends have revealed that human
errors consistently pose a significant cybersecurity threat,
often due to inadequate user awareness [76]. As digital envi-
ronments become more complex, the likelihood of such
human-induced errors and their subsequent impact on system
security increases [23]. Therefore, understanding the state of
cybersecurity awareness among seafarers is a critical first
step toward identifying potential vulnerabilities and institut-
ing effective preventive measures.

Recognizing the profound implications of ongoing dig-
ital transformations, the maritime industry has called for
extensive research into maritime cybersecurity to ensure reli-
able and secure operations [62]. In response to this call, our
research addresses three primary research questions:
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— What is the current state of cybersecurity onboard ves-
sels?

— What is the level of cybersecurity awareness among sea-
farers?

— How can we enhance cybersecurity awareness among
seafarers?

These questions guide our research focus toward under-
standing the present cybersecurity landscape onboard cargo
vessels and assessing the cybersecurity awareness of sea-
farers. We deliberately exclude passenger vessels from our
research to eliminate the unpredictable variable of passenger
behaviour, which could compromise cybersecurity onboard.
Additionally, despite the increasing interest in autonomous
vessels, our research does not delve into their cybersecurity
issues, as our primary interest lies in human interaction with
computer systems.

Our research is concentrated on security issues rather
than safety concerns, focusing on the prevention of harm-
ful actions, unauthorized data access, or manipulation of
information. Data for our research was collected through a
questionnaire survey distributed among seafarers affiliated
with two maritime organizations in Turkey. Although our
sample is region-specific, the findings may hold value for the
global maritime community, given the sector’s international
character.

The remainder of this article is organized as follows:
Sect.2 establishes the theoretical background necessary to
understand the field of maritime cybersecurity in general
and the cybersecurity awareness of seafarers in particular.
Section 3 present related research and situates these within
the context of this article. Section4 describes the method-
ology used to design and conduct the questionnaire survey.
Section5 presents results from the data collection done in
the questionnaire survey and analyzes the results. Section 6
discusses the results from the questionnaire and proposes
improvements to maritime cybersecurity awareness follow-
ing the research questions, questionnaire data, and literature
review. Section7 concludes the article, discusses its limita-
tions, and proposes future work.

2 Background
2.1 Maritime cybersecurity

To understand how maritime cybersecurity can be improved,
it is important to first be aware of its current state, includ-
ing technical, organizational, and operational aspects. This
section seeks to establish a general description of maritime
cybersecurity.
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2.1.1 Organizational elements of the vessel

Vessels, for this article, will be considered primarily within
the context of cargo transportation. They come in various
forms, each tailored to transport specific types of cargo such
as tankers, container vessels, roll-on/roll-off (RORO) vessels
and dry cargo vessels. The differences between these are not
further explored in this article.

The hierarchical structure of a vessel consists of the
management, operational, and support levels [32]. The man-
agement level includes the Master, also known as the Captain,
who commands the ship, as well as senior officers such as
the Chief Officer, Chief Engineer, and Second Engineer [58].
Junior officers, including the Officer on Watch, Engineer
Officer on Watch, or Electro Technical Officer, constitute
the operational level. The support level consists of ratings,
which form part of a navigational or engine watches, or cater-
ing services. It is worth noting that the roles and ranks may
vary based on the specific vessel and company.

2.1.2 Current state of cybersecurity in the maritime sector

The rapid surge in digitization has escalated the need for
robust security measures in computer systems susceptible
to attacks. The proliferation of digital systems amplifies the
risk profile, providing cybercriminals with an expansive play-
ground to exploit [39].

In the maritime sector, cybersecurity developments dis-
play varying degrees of sophistication, depending on the
analytical lens applied. A school of thought argues that mar-
itime cybersecurity is deficient, primarily due to the absence
of comprehensive cybersecurity policies embedded in vessel
procedures and protocols [69, 72, 73]). This gap in inte-
grating cybersecurity components within overarching vessel
safety protocols is believed to negatively impact the overall
security posture. Counterarguments emphasize the necessity
of a holistic approach to cybersecurity, balancing techni-
cal interventions with human-centric considerations [41].
Human decision-making processes are subjective and prone
to biases, factors that potentially influence cybersecurity
incidents. However, the maritime industry appears to have
overlooked the human dimension of cybersecurity [41].

Amid these challenges, there are promising aspects of
maritime cybersecurity. Oruc [53] assessed the cybersecurity
implications of vetting programs used for vessel risk assess-
ment, such as Ship Inspection Report Programme (SIRE)
and Tanker Management and Self-Assessment (TMSA),
highlighting the positive impact of including cybersecurity
queries in the vetting process. The International Maritime
Organization’s (IMO) 2017 resolution mandated the inclu-
sion of cybersecurity elements in the Safety Management
Systems (SMS) of vessels by January 1st, 2021 [28, 30].
Oruc’s research found that the tanker industry initiated these
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processes, indicating a focus on cybersecurity in certain mar-
itime segments.

Yet, the IMO resolution is the only official international
document outlining cybersecurity prerequisites for its Mem-
ber States [2, 27]. Critics argue that countries’ efforts to
combat cybercrime at sea are inadequate, suggesting an
overall deficiency in cybersecurity attention. However, more
recent studies, such as [34], indicate that some maritime com-
panies have developed cybersecurity procedures within their
safety management systems, indicating a positive response
to the 2021 IMO requirements.

Studies have also highlighted the correlation between
managerial attitudes towards cybersecurity and organiza-
tional security outcomes. Avanesova et al. [5] found that
while Chief Information Officers invested in technical secu-
rity, they overlooked measures to enhance cybersecurity
awareness. Jensen [33] further corroborated the lack of
understanding of cyber threats at the managerial level,
emphasizing the necessity of international cybersecurity
guidelines for the maritime sector.

Progoulakis et al. [59] assessed cybersecurity within the
offshore oil and gas sector, pointing out a similar lack of
comprehension among senior executives. They argued that
without a clear understanding of cybersecurity concepts and
threats, it is unlikely that implementation of effective cyber-
security measures will be prioritized. This underscores the
crucial role top-level management plays in bolstering the
overall security of an organization.

2.1.3 Current state of cybersecurity in vessels

Modern shipping vessels are equipped with a variety of
intricate systems designed to facilitate safe and efficient oper-
ations. Some essential systems on the bridge include Global
Navigation Satellite System (GNSS), Electronic Chart Dis-
play and Information System (ECDIS), external communi-
cation systems (e.g., satellite communication and internet
services), main propulsion control units, and ship monitor-
ing and security systems (e.g. Ship Security Alert System
(SSAS)) [38]. While these systems are indispensable, they
are also rife with potential vulnerabilities.

As ben Farah et al. [21] have noted, the rising dependence
on the internet, unprotected computers, and a lack of appro-
priate security training for crews greatly heighten the risk
of successful cyber attacks. A prominent challenge is the
plethora of different IT and OT systems onboard, resulting
in a complicated ecosystem. Despite this complexity, there
appears to be a greater emphasis on physical security over
cybersecurity regarding these critical systems [59].

Navigational devices such as the GNSS, ECDIS, and
Automatic Identification System (AIS) are crucial for effi-
cient and safe navigation. However, these systems are sus-
ceptible to malicious interference since these systems rely

on communicating with external systems (e.g. sattelites) to
function.

For example, the AIS provides real-time information
about a vessel’s position and movements but lacks encryption
mechanisms, leaving it open to data manipulation or misin-
formation campaigns [21]. Similarily, GNSS uses sattelites
to calculate positioning data. This makes it possibly for threat
actors to intercept the communication between vessels and
the sattelites, and deliver false positioning data to the vessels
[6, 44]. As described by Leite Junior et al. [43] it is even
possible to intercept AIS and ECDIS communication as a
back door for sending commands that trigger cyber attacks
in other information systems onboard the vessel.

Many vessels use Very Small Aperture Terminals (VSAT)
for communication between the vessel and land. While this
makes it possible for vessels to have a sattelite broadband
connection, it might also expose them to unnecessary threats.
As with other maritime communications technologies, VSAT
is dependent on transferring data to sattelite receivers far
away, but it lacks encryption mechanisms that secures the
data [55]. As aresult of this, confidential communication can
be exposed to threat actors equipped with necessary tools for
conducting eavesdropping activities.

Ben Farah et al. [21] argue that the surge in digitization is
leading to an increase in system vulnerabilities, particularly
in Internet of Things (IoT) devices due to their web-based
cloud connections. If attackers were to exploit an onboard [oT
device, other critical systems could be compromised [67].

Another concern lies in the outdated technology often
found in older vessels, which frequently have outdated
computer systems not designed with a cybersecurity focus.
Implementing modern cybersecurity measures within these
vessels poses a significant challenge [25, 26].

Multiple studies by Svilicic et al. have found that com-
puter systems onboard vessels are not updated frequently,
leaving them exposed to potential cyber threats. A reason
might be a lack of specific cybersecurity policies and proce-
dures onboard [69-73]. In [72] Svilicic et al. highlight that
maritime vessels are primarily dependent on digital tools for
navigation, essentially sailing without analogue alternatives.
Given that vessels rely this heavily on digital tools for naviga-
tion, it underscores the critical need for robust infrastructure
that address the inherent vulnerabilities of these technolo-
gies.

2.1.4 Cyber threats to maritime operations

To comprehend the threat landscape in the maritime sector, it
is necessary to understand the various threat actors involved.
The Baltic and International Maritime Council (BIMCO) [9]
classifies these threats into targeted and untargeted attacks,
with actors ranging from accidental malware spreaders to
nation-states conducting deliberate attacks.
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Various governmental agencies and private organizations
regularly publish threat assessments to aid public and private
organizations in bolstering their cyber defences. For exam-
ple, the Center for cybersecurity (CFCS) in Denmark has
identified a high threat from cyber attacks towards naviga-
tional systems used in maritime operations [13]. Similarly,
the Norwegian organization NORMA Cyber has noted a
range of actors targeting international maritime operations,
including nation-states and cybercriminals [51].

Threat actors in the maritime sector could also include ter-
rorists, pirates, activists, spies, and even employees within the
vessel posing as an insider threat. A wide variety of cyber
attacks have been reported in the maritime sector, demon-
strating the broad range of attacks that the sector is currently
facing. Examples include manipulation of positional AIS
data of a vessel, injection of malware through unsolicited
emails or distribution of malware through IoT devices.

2.2 Cybersecurity awareness and training of
seafarers

The preceding sections highlighted the current state of cyber-
security within the maritime industry. Of particular interest
is the fundamental role that seafarers, and their interaction
with computer systems, play in ensuring secure and efficient
operations of vessels. This section, therefore, delves into the
elements of cybersecurity awareness and training among sea-
farers.

McGillivary [46] postulates that ship crew and manage-
ment often find themselves at a loss in case of a cybersecurity
breach. Although a stark statement, it resonates with a signif-
icant proportion of the industry. Studies by researchers such
as Bolatand Kayisoglu [10], Alcaide and Llave [1], Mrakovi¢
and Vojinovi¢ [49], and Senarak [64, 65] reveal a pervasive
lack of cybersecurity awareness among maritime personnel.
Research also underscores the relationship between the level
of cybersecurity training among seafarers and vessel safety
[25]. Furthermore, a deficit in cybersecurity awareness could
also expose vessels to physical attacks in addition to digital
ones. Karahalios [36] reported that poor cybersecurity aware-
ness rendered vessels more susceptible to digitally savvy
pirates, particularly in piracy-prone waters.

Addressing this knowledge gap naturally points to enhanc-
ing training. Despite the critical role of cybersecurity, it often
receives inadequate attention in the maritime industry. The
International Convention on Standard of Training, Certifi-
cation and Watchkeeping for Seafarers (STCW), which lays
the foundation for most maritime training, does not explicitly
mention cybersecurity. However, the increasing recognition
of the importance of cybersecurity training is reflected in
organizations providing such training, possibly fueled by the
IMO’s Resolution MSC.428(98) [18].
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It is uncertain how many enrol in such courses or pro-
grams. Based on the lack of cybersecurity focus in the sector,
it is probable that the engagement is lower than neces-
sary. However, some credited maritime organizations such
as the Oil Companies International Marine Forum (OCIMF),
heightened their cybersecurity efforts already before the
implementation of the IMO’s resolution.

2.3 Improving the state of maritime cybersecurity
awareness

The contemporary landscape of cybersecurity underscores a
pressing need for an elevated level of cybersecurity aware-
ness. Many researchers have proposed various measures
intended to improve the state of cybersecurity in the mar-
itime sector. Some argue that it is important to incorporate
cybersecurity awareness in all levels of the organization,
and that effort should begin from the top [2, 37, 48, 59].
Extensive scholarly discourse suggests the necessity for a
widespread and organizational approach to cybersecurity
awareness, commencing from executive management down
to the operational levels [5]. This approach, mainly aiming
to secure the top management’s commitment, is pivotal for
adequate funding allocation, strategic planning, and setting
the organization’s trajectory.

Nonetheless, the promotion of comprehensive organiza-
tional involvement in cybersecurity awareness programs is
inadequate alone. It is crucial to account for personal fac-
tors such as cultural distinctions. Research by Karamperidis
et al [37], highlights cultural differences between European
and Asian cultures and how they shape our perspectives on
and responses to cyber risks. This indicates that one training
approach that works sufficiently in one geography or culture
is not necessarily perfect for another, and makes it important
to not forget that people from different cultures have different
ways of thinking.

Risk perception, influenced by individual knowledge of
threats, and IT and OT systems’ functionality, also plays
a significant role in shaping cybersecurity measures [41].
Therefore, training initiatives should be personalized to align
with specific employee roles, vessel activities, and challenges
they face [66, 67]. For instance, onshore employees likely
experience different cybersecurity challenges compared to
their onboard colleagues [59, 64, 65].

Meanwhile, the maritime industry would benefit from
enhanced regulatory standards or guidelines [36]. This could
involve strengthening the role of the IMO to develop and
enforce comprehensive measures, regulations, and guide-
lines that combat cyber threats [2]. Furthermore, integrating
cybersecurity training into the mandatory elements of the
STCW is envisioned to contribute to improving digital com-
petencies in cyber risk management practices [25].
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In addition to the above, redesigning organizational roles
may prove beneficial. For instance by introducing a CySO
responsible for safeguarding the overall cybersecurity state
of the vessel and the entire organization [11]. These rec-
ommendations, originating from the extensive cybersecurity
research body, demonstrate how minor adjustments could
yield significant improvements to maritime security.

One step to improving the overall awareness is to educate
both specialists and generalists in maritime cybersecurity.
Nikolov discusses how to address new challenges of mar-
itime cybersecurity education and highlights the importance
of having a curriculum aimed at both management level
and technical level [50]. Here, he underlines that technical
courses should contain sufficient curriculum regarding IT and
OT of ship systems so that these can be protected properly.
Similar views are presented in [15] that discusses a course
on cybersecurity in maritime industrial control systems that
was taught at the U. S. Naval Academy.

However, cybersecurity is not only the responsibility of
IT personnel, but all employees within the company. This
implies that training should include all personnel, whether
they are seafarers, general office workers or IT specialists. As
discussed by Erstad et al. [19], this can be done by not only
educating seafarers individually, but including stakeholders
from a broader part of the maritime supply chain in simula-
tions and trainings. Another approach is the one presented in
[54] where a modular cybersecurity training programme is
introduced. Such a modular approach can make it easier to
fit the training programme to a varied group of people and
their roles within the company.

3 Related work

A literature review is essential for a structured search, selec-
tion, analysis, and comparison of scientific literature, and
serves as the basis of background information discussed in
this article.

To maintain thoroughness and minimize bias, Okoli’s [52]
steps for conducting literature reviews were adapted for this
research. This simplified approach consists of five steps:
identification of purpose, literature search and selection, data
extraction and quality appraisal, data synthesis, and writing
the review.

3.1 Stages of literature review

In the first step, the purpose of the literature review was
defined. That is to locate, analyze, and discuss literature
related to maritime cybersecurity, helping to answer three
primary research questions.

The second step involved literature search and selection. A
strategy was formulated to identify research papers that could

answer the research questions, focusing on search engines,
search strings, and inclusion/exclusion criteria. Oria, Web of
Science, and Engineering Village were the chosen search
engines. The search strings used were “maritime cyber-
security”, “maritime cybersecurity awareness”, ‘“‘maritime
cybersecurity training”, “maritime cyber risks”, and “mar-
itime cyber threats”. Papers had to be peer-reviewed, written
in English, and discuss maritime cybersecurity. They also
needed to be published by acknowledged organizations or
institutions.

The search generated 559 hits, from which 35 papers were
selected for initial screening. To maintain an overview, infor-
mation about the papers was documented separately.

In the third step, data extraction and quality appraisal took
place. Relevant information was extracted from the papers
based on the research questions. Each paper was carefully
read, and notes were written in a separate document. The
papers were graded based on their relevance to the research
questions. Twenty-nine papers were considered highly rele-
vant, four somewhat relevant, and two less relevant.

The fourth step involved data synthesis. Literature was
grouped according to topics and viewpoints corresponding
to the relevant research question.

Lastly, the review was written, as presented here. It was
additionally used to answer research questions in Sect.6.
Although the selection, grading and evaluation of research
papers were subjective and influenced by biases, this liter-
ature review approach was designed to be comprehensive,
thorough, and minimize bias, with the ultimate goal of
providing a strong foundation for understanding maritime
cybersecurity awareness.

3.2 Overview of related studies

Alcaide and Llave [1] conducted research on the cyberse-
curity knowledge of maritime professionals by distributing
an online questionnaire to a large number of potential par-
ticipants. In total, the questionnaire received 124 responses,
but only 102 were analysed. The researchers pointed to poor
network connectivity onboard vessels being one reason why
they were able to collect what they considered few partic-
ipants, but also that many recipients likely saw the email
invitations as spam or similar.

In total, the questionnaire consisted of 14 questions,
including demographic questions and more specific ques-
tions related to cybersecurity knowledge. The researchers
highlight that 33% of the participants answered that they had
experienced a cyber incident within the last year, 40% stated
that they share passwords with colleagues, and in general
that the cybersecurity knowledge of maritime personnel is
too poor. They also found that many seem to focus on tech-
nical cybersecurity measures without focusing enough on the
human element in cyber risk. Additionally, they stress that
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technical cybersecurity is not enough to protect the maritime
sector, but that cybersecurity training is important to achieve
sufficient security levels.

Mrakovié and Vojinovi¢ conducted a study to assess the
level of cybersecurity awareness of seafarers [49]. This was
done using a questionnaire distributed to active seafarers in
Montenegro. Out of a total population of 3,000, they gathered
a sample of 429 participants who all had officer ranks.

The questionnaire consisted of 18 questions that were
based on various cyber threats and best practices. To assess
the level of cybersecurity awareness of the participants, they
applied ISRAM; the Information Security Risk Analysis
Method [35], to calculate a risk value using a certain for-
mula. Using this method gave results indicating a medium
risk level pointing to a poor level of cybersecurity awareness.

To improve awareness, Mrakovi¢ and Vojinovi¢ proposed
atraining course that they believe should be mandatory for all
seafarers onboard a vessel. This proposal includes repeating
the course every five years and including it in IMO’s existing
security awareness training.

Bolat and Kayisoglu conducted research to assess the
effect of various measures on the cybersecurity awareness
of Turkish seafarers [10]. This was done by conducting
a questionnaire targeting officers and engineers working
either onboard a vessel or onshore with at least one year
of experience. They successfully collected responses from
211 unique participants in a target population of 15,000 peo-
ple. The questionnaire consisted of 37 statements with Likert
scale alternatives. The questions were divided into groups
with topics such as cybersecurity awareness, secure user
behaviour, cybersecurity education, and cybersecurity poli-
cies. During analysis, structural equation modelling (SEM)
and exploratory factor analysis (EFA) were used to measure
the effect of the different question groups concerning each
other.

The analysis showed that education is an important fac-
tor in improving cybersecurity awareness, that knowledge
of cybersecurity incidents affects awareness, and that cyber-
security awareness affects what level of cyber hygiene the
participant has. At the same time, the analysis indicates that
cybersecurity rules and policies have no significant effect
on cybersecurity hygiene. The same applies to information-
sharing practices. In essence, their findings confirm that
cybersecurity education is an important part of raising the
level of awareness.

4 Methodology

This section describes the questionnaire methodology used
and the ethical considerations applied during the research.
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4.1 Questionnaire methodology

The questionnaire for this research was developed using a
methodology framework described by multiple renowned
scholars, including Lee [42], Saris and Gallhofer [63], and
Burgess [12]. The structural approach proposed by Burgess
[12] served as the primary guideline. The seven key stages
outlined by Burgess - defining research aims, identifying
population and sample, deciding on the method of response
collection, designing the questionnaire, conducting a pilot
survey, implementing the main survey, and analyzing the data
- were meticulously followed in this research.

The first step, defining research aims, centred on assessing
cybersecurity awareness, personal and professional cyberse-
curity etiquette, and the depth of cybersecurity knowledge
among the respondents.

The second step, identifying the population and sam-
ple, involved targeting Turkish maritime professionals, both
active seafarers and office personnel with seafarer back-
grounds. The total count of Turkish seafarers was approx-
imately 28,000 in 2021 [29]. The targeted professionals
were mostly registered with two Turkish maritime education
websites managed by the co-author of this article, Aybars
Oruc. To maintain the focus on the target population, con-
trol questions were inserted in the questionnaire to filter out
respondents without relevant seafaring experience.

Given the size of the population, full-scale participation
was not feasible or necessary. A representative sample suf-
fices to make inferential statements about the population.
Decisions regarding sample size were based on acceptable
levels of sampling error (+5%), confidence level (95%), and
variability measures. Previous related studies [10, 49] offered
a benchmark to determine these parameters.

The third step is related to response collection. The
survey was administered through the University of Oslo’s
Nettskjema tool. Email addresses were collected to maintain
the uniqueness of responses, but they were later removed to
preserve respondents’ privacy. Further details on these pro-
cesses are elaborated upon in the subsequent sections.

The fourth step involves designing the questionnaire.
During the construction of the survey instrument, meticu-
lous care was given to crafting questions that were explicit,
purpose-driven, and comprehensible to the respondents, fol-
lowing Lee’s guidelines [42]. The survey predominantly uti-
lized closed-ended queries to expedite participant response
and simplify subsequent data analysis. Limitations of this
approach, such as potential participant confusion or misin-
terpretation of questions, were acknowledged and mitigated
in the questionnaire design.

The survey consisted of 27 questions which were asked
in four different styles, ranging from binary options (yes
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Table 1 Date range for

S . Date range Number of email Number of opened Number of clickon ~ Number of
distribution of emails and the .. . . . .
recipients emails link questionnaire
number of answers generated
answers
September 9 to 14 40,758 2886 135 15
September 18 to 23 40,772 3661 151 29
September 26 to 29 40,811 3786 142 27
October 9 to 12 40,885 2223 108 46
Total number answers 117

or no) to multiple-choice queries. These questions aimed to
measure aspects such as the respondents’ background, their
perceptions about cyber hygiene and awareness, and their
understanding of different cybersecurity scenarios. Care was
taken to ensure these questions were relevant to the overar-
ching research objective.

The questions were also designed to validate the partici-
pant’s experience as a seafarer, a criterion essential for this
study’s target demographic. The inspiration for the question-
naire came from previous research, including da Veiga’s work
on Information Security Culture Assessment (ISCA) [16, 17,
45], although da Veiga’s methodology was adapted to align
with the specific needs of this article.

Before distribution, the questionnaire was translated into
Turkish to improve participant understanding and ensure data
collection from the target demographic.

The fifth step consists of executing a pilot survey. The
questionnaire underwent a continuous refinement process. A
pilot survey was carried out with a Turkish-speaking mar-
itime professional to test the questionnaire’s coherence and
the accuracy of the Turkish translation.

The sixth step is related to the execution of the main sur-
vey. The survey was distributed over five weeks in September
and October 2022 to recipients on various mailing lists.
Detailed records of email distribution, including the num-
ber of emails opened and links clicked, were maintained.
Table 1 shows the time frames in which emails were sent
out, the number of opened emails, and the number of links
clicked as well as how many answers were gathered from
each distribution sequence.

The seventh step is related to data analysis. The col-
lected data, obtained from Nettskjema, were analyzed using
IBM SPSS Statistics. Data preprocessing included combin-
ing smaller groups into larger ones and converting string
variables to numerical variables with labels to facilitate more
streamlined analysis. The primary analytical focus included
descriptive statistics, data distribution, visual dependencies,
and Analysis of Variance (ANOVA) tests, supplemented by
Post hoc tests such as Tukey’s Honestly Significant Differ-
ence (HSD) [56] and Fisher’s Least Significant Difference
(LSD) [57]. The threshold for statistical significance was set
at “p < 0.05” as this is the generally accepted value to show

statistically significant differences in the data [7]. This p-
value is the likelihood that the same results will be achieved
as long as the null hypothesis (HO) is true [61]. The HO is
essentially a hypothesis stating that the variables have no
effect on the outcome, and the alternative hypothesis (H1) is
the opposite. For the ANOVA tests, HO indicates that there
is no difference in group means [68].

4.2 Ethical considerations

The data collection process began after receiving approval
from the Norwegian Agency for Shared Services in Educa-
tion and Research (Sikt), validating the data collection and
data management plan. Participation in the questionnaire
was in its entirety voluntary, and the informed consent of
participants was obtained through an invitation letter and a
subsequent summary of it.

The questionnaire itself did not contain questions that
would gather personal or identifiable information. Email
addresses were however collected within the questionnaire
platform to preserve the uniqueness of the responses. After
ensuring the uniqueness of responses, email addresses were
removed from the data and never used for analysis.

5 Results and analysis

This section presents the findings of the questionnaire and
analyses the results. The data were analysed particularly
for the population sample and confidence level, demo-
graphic data, personal perception of cybersecurity topics, and
behaviour in given cybersecurity scenarios.

5.1 Population sample and confidence level

A total of 117 answers were initially received. After conduct-
ing a control process to ensure the uniqueness of responses,
115 unique answers were identified. In the questionnaire,
two demographic questions were implemented to ensure
the inclusion of participants with maritime experience only.
Upon analysis, five participants were found to have pro-
vided responses indicating a lack of maritime experience or
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incoherent answers, leading to their exclusion from further
analysis. Consequently, the final count of responses utilized
in the research was 110. The resulting confidence interval
of £9.52% at a 95% confidence level, as calculated using
Yamane’s formula [77], was deemed a fair representation of
the total population of 28,000 seafarers. This was considered
acceptable given the scope of this article.

5.2 Demographic data

This section presents demographic data collected from 110
respondents based on several of the questionnaire questions.
It aims to describe the background of the sample population.

The distribution of years of maritime experience and the
participants’ rank is shown in Fig. 1 and Fig. 2 respectively. It
shows that most of the participants had significant experience
in the maritime sector, and the majority had senior officer
rankings.

When asked what type of vessel the participants worked
on in their last contract, the majority answered dry cargo
vessels and tankers, as shown in Fig.3. Although the focus
of this article is cargo vessels, the responses from the other
groups are included in the analysis as their experiences from
being seafarers in the maritime sector are likely relevant.

Participants were asked to provide information about their
educational background. To balance out the fragmentation in
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Fig.3 Participants’ vessel types in their last contract

the participants’ responses, the educational levels were dis-
tinguished into three categories. The mapping of the new
categories and their relevant old categories are depicted in
Table 2. The distribution of answers according to the new
categories of educational level is shown in Fig. 4. It appears
that the majority of the participants pertain to high educa-
tional levels.

Participants were asked if they had any formal education
or training in information technology or cybersecurity. This
question allowed the participant to tick all the applicable
boxes, making the number of answers larger than the number
of participants. The options include “No education”, “Formal
education from college/university”, “Short courses taken in
private”, “Short courses through the workplace”, and “Other
types of formal education”. To make the data more usable in
analysis, the data were transformed to suit a binary format
with the category “No education” staying the same, while
all other categories were combined in a new category called
“Education”. The distribution shows that 65.5% (N = 72)
of participants had some form of education or training in
cybersecurity or IT, while 34.5% (N = 38) had none.

The participants were asked to grade their understand-
ing of computers. Since it is natural to assume that having
education in cybersecurity or IT increases the participant’s
computer understanding, these two variables were combined
and illustrated in Fig. 5. The distribution indicates that most
of the participants answered that their computer understand-
ing is either very good or good, also have education in
cybersecurity or IT.

One-way ANOVA tests were conducted to reveal the sta-
tistical significance of the computer knowledge assessment
with the other demographic variables. The tests revealed that
“Education in cybersecurity or IT” has a highly statistically
significant difference in the group means, and implies that
there is a relationship between the variable and its effect on
the question.
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Table 2 Overview of new education categories

New Category

Old Category

High school or lower

Higher education from college

Higher education with academic degree

Secondary school, Vocational training, High school (non-maritime),
and Maritime high school

Vocational college (non-maritime), Maritime college

Bachelor’s degree (maritime), Bachelor’s degree (non-maritime),
Master’s degree, Doctor’s degree (PhD)

Educational Level
High School or Lower

Higher Education from College

Higher Education with Academic Degree _
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Fig.4 Participants’ education levels

5.3 Personal perception of cybersecurity

This section presents results from questions related to per-
sonal perception of cybersecurity. Different aspects of cyber-
security are assessed together to facilitate the presentation of
the results.

5.3.1 Frequency of cybersecurity training

The frequency of the cybersecurity training was explored
among participants. The goal was to reveal information about
the daily routines and habits. The distribution, as depicted in
Fig. 6, shows that 48.2% (N = 53) never receive cybersecurity
training, 11.8% (N = 13) receive training less than every five
years, 10.9% (N = 12) receive it every five years, 7.3% (N =
8) every two years, 17.3% (N = 19) once every year, and 4.5%
(N =5) more often than once every year. The majority of the
participants claimed that they never received cybersecurity
training while only 17.3% received training more than once
per year.

To examine potential statistically significant differences
in responses due to a selection of variables, several one-way
ANOVA tests were conducted. The resulting p-values are pre-
sented in Table 3. The tests showed that only the variables
“Type of vessel” (p = 0.004) and “Education in cybersecu-
rity or IT” (p < 0.001) had p-values lower than the threshold
of p < 0.05, indicating statistically significant differences in
the group means. The variable “Type of vessel” exhibited
significant differences between “Dry cargo” and “Tanker”,
and “Tanker” and “Other vessels”, with “Tanker” participants
indicating a higher frequency of cybersecurity training. Fur-
ther, participants with an education in “cybersecurity or IT”
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Fig.5 Participants’ computer understanding and education in cyberse-
curity or IT
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were also found to have more frequent cybersecurity training.
The remaining variables, “Maritime rank”, “Years of mar-
itime experience”, and ‘“Highest education level” showed no
statistically significant difference in responses.

5.3.2 Preference in cybersecurity training

Several forms of cybersecurity training were presented to
identify the most preferred among the participants. As pre-
sented in Fig.7, 1.8% (N = 2) stated that they do not need
cybersecurity training, 18.2% (N = 20) preferred in-person
training, 32.7% (N = 36) preferred online training, while
4.5% (N = 5) of the responders chose remote training. The
majority of the participants, 42.7% (N = 47), preferred a
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Table 3 Results from one-way ANOVA test for cybersecurity training
frequency

Variable p-value
Maritime rank 0.687
Type of vessel 0.004
Years of maritime experience 0.110
Highest education level 0.354
Education in cybersecurity or IT <0.001
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Fig.7 Overview of preferred cybersecurity training with maritime rank

combination of self-study, in-person and online training. To
illustrate whether there is a relation between the variables,
maritime rank is considered in the analysis of the preferred
training arrangements in Fig.7. The distribution indicates
that two senior officers answered that there is no need for
cybersecurity training, while the rest of the distribution looks
fairly equal in terms of maritime ranks. An exception occurs
for in-person training where there seems to be a higher num-
ber of “Senior officers” preferring it. The daily interaction
with the system functions and operations could influence the
preference for cybersecurity training.

The one-way ANOVA tests revealed a statistical signifi-
cance for the effect of “Highest educational level” (F(2,107)
= [4.235], p = 0.017), with p-value < 0.05. This implies
that there is a relationship between the variables and their
effect on the question. Because the variable involves several
groups, post hoc tests using Tukey’s HSD were conducted.
These revealed that there is a statistically significant dif-
ference between “Higher education with academic degree”
and “Higher education from college”, (p = 0.015, 95% C.L
= [—1.46, —0.13]. There is no statistically significant dif-
ference between “Higher education with academic degree”
and “High school or lower” (p = 1.000), or “Higher educa-
tion from college” and “High school or lower” (p = 0.101).
The tests indicate that what kind of educational level the
participant has affects what kind of cybersecurity training
arrangement they prefer. There also seems to be a preference
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Fig.8 Overview of need for cybersecurity training with maritime rank

for a combination of self-study, in-person training, and online
training.

5.3.3 Need for more cybersecurity training

A question intended to identify whether the current cyberse-
curity training is appropriate or whether there are need for
improvements was asked. As depicted in Fig.8, 77.3% (N =
85) of the participants identify that there is a need for addi-
tional cybersecurity training, and 22.7% (N = 25) answered
that there is no need for any additional training. Looking at the
distributions depicted in Fig. 8, the majority of “Senior offi-
cers” 82.1% (N =55) answered “Yes”, while 17.9% (N = 12)
answered “No”. Within the “Other ranks”, 69.8% (N = 30)
answered “Yes” and 30.2% (N = 13) answered “No”. There
seems to be a slightly larger percentage of “Senior officers”
that find a need for additional cybersecurity training than
“Other ranks”. Although there seems to be a visual relation-
ship between maritime rank and the participant’s answer to
whether or not there is a need for more cybersecurity training,
the one-way ANOVA tests reveal that there is no statistically
significant relationship. This also implies that any tenden-
cies are due to chance. None of the other variables seem to
affect participants’ answers either. Overall, the distribution
of answers illustrates that most of the participants believe
there is a need for additional cybersecurity training in their
workplace.

5.3.4 Mandatory cybersecurity training

Participants were asked whether or not they believe there is a
need to make cybersecurity training mandatory as part of the
STCW. The distribution in Fig. 9 illustrates that 60.0% (N =
66) answered “Yes”, while 40.0% (N =44) answered “No”. In
general, the effect of educational level is interesting to assess
concerning this question. Two stacked bar charts involving
the question about STCW with “Education in cybersecurity
or IT” and “Highest educational level” were created. Visually,



Survey-based analysis of cybersecurity awareness of ...

Should STCW make cybersecurity training mandatory?
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Fig. 9 Overview of cybersecurity training being mandatory with edu-
cational level

there seems to be a relationship between answering “Yes” to
cybersecurity training being mandatory, and having either
education in cybersecurity or having higher education with
an academic degree.

After conducting one-way ANOVA tests, the only effect
with a marginal statistically significant difference in the
group means is the effect of “Education in cybersecurity or
IT” (F(1,108) = [3.927], p = 0.050) with p-value = 0.05. This
implies that there is likely some kind of relationship between
having cybersecurity education and attitudes towards training
being mandatory. Based on the distribution, having cyber-
security education makes it slightly more likely that the
participant believes cybersecurity training should be manda-
tory through the STCW convention.

5.3.5 Senior crew’s attitude towards cybersecurity training

The contribution and importance of cybersecurity in the
safety of the vessel are also explored in the questionnaire. Par-
ticularly, whether cybersecurity appears important for senior
crew such as the master, chief engineer, chief officer, and 2nd
Engineer. Figure 10 shows that 51.8% (N = 57) answered
“Yes”, while 48.2% (N = 53) answered “No”. This indi-
cates that there is a relatively equal distribution among the
sample population. Moreover, taking into consideration the
maritime ranks of the participants, 56.7% (N = 38) of “Senior
officers” answered “Yes”, while 43.3% (N = 29) answered
“No”. For “Other ranks”, the distribution was 44.2% (N =
19) at “Yes” and 55.8% (N = 24) at “No”. This indicates that
there is a slightly higher number of “Senior officers” who
believe cybersecurity is important for senior crew such as
themselves. However, to test the effect of maritime rank on
the belief that cybersecurity is important to the senior crew,
a one-way ANOVA test was used. The test gave p = 0.203
(which constitutes p > 0.05). This indicates that there is no
statistically significant difference in means between the mar-

Is cybersecurity important for senior crew?
(N=110)

Yes No

M Senior officers  m Other ranks

Fig. 10 Maritime ranks with beliefs about senior crew’s attitude

itime ranks and their beliefs related to how senior crew views
cybersecurity. Although a few more participants answered
that they believe the senior crew finds cybersecurity impor-
tant, the difference is too small to conduct any generalization.
There does not seem to be any significant difference in the
demographic groups in terms of what they believe the senior
crew thinks of cybersecurity.

5.3.6 Knowledge of cybersecurity breaches

The awareness of participants regarding whether their com-
pany had faced any cyber attacks in the last 12 months was
assessed. 1.8% (N = 2) of the participants answered “Yes”,
while 98.2% (N = 108) answered “No”. When it comes to
physical security breaches, 4.5% (N = 5) of the participants
answered “Yes”, while 95.5% (N = 105) answered “No”.
This indicates a slightly similar distribution regardless of
what domain the security breach took place in. However,
the number of participants who have experienced any kind
of security breach is very low.

5.3.7 Knowledge of cybersecurity threats

The overall awareness related to cyber threats is considered
in the next set of questions. Figure 11 illustrates that 90.0%
(N =99) answered that they are aware of cyber threats, while
10.0% (N = 11) answered that they are not aware. This indi-
cates that a great majority of the participants believe they
have some sort of awareness related to cyber threats. When
looking at cyber threat awareness together with whether the
participant has undergone any cybersecurity or IT educa-
tion, the distribution indicates that there is a clear tendency
in responses. Although the number of participants answer-
ing “No” is low, most of whom have done so also state
that they have no education in cybersecurity or IT. Simi-
larly, a higher number of participants answering “Yes” to
cyber threat awareness also say that they have some kind of
cybersecurity education. Carrying out a one-sided ANOVA
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Fig. 11 Overview of cyber threat awareness with cybersecurity educa-
tion

test on the effect of cybersecurity education on cyber threat
awareness gives a p < 0.001, since (F(1,108) = [13.323], p
< 0.001). This means that there is a statistically significant
difference in the answers indicating that knowledge of cyber-
security threats is related to whether the participant has any
education in cybersecurity or IT.

5.3.8 Guidelines for updating vessel navigation systems

When asked whether there are any existing guidelines and
policies related to regular updates of navigational systems
such as Multifunction Display (MFD), ECDIS, and Radio
Detection And Ranging (RADAR), the majority of the par-
ticipants, 60.0% (N = 66), indicated that there are guidelines
in place while 40.0% (N = 44) answered that there are none.
Similarly, the existence of guidelines for software, operat-
ing systems, and antivirus updates onboard the vessel is
explored. 55.5% (N = 61) of the responders answered “Yes”
and 44.5% (N = 49) answered “No”. This indicates a dis-
crepancy between the two questions. Table 4 shows that
participants answering “Yes” to one question did not nec-
essarily answer “Yes” to the other, indicating an irregularity
between guidelines and practices.

Focusing on the guidelines, it is interesting to look at the
relationship between software updating guidelines and cyber
threat awareness. These variables are illustrated in Fig.12.
While the number of participants answering “No” to whether
they are aware of cyber threats in their daily work is quite low,
there seems to be a higher percentage of these participants

Do you have guidelines for updating software?
(N=110)
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Fig. 12 Overview of software updating guidelines with cyber threat
awareness

also answering “No” to having software updating guidelines
onboard. When carrying out a one-way ANOVA to test the
effect of software updating guidelines on participants’ cyber
threat awareness, the test gives p < 0.05 since (F(1,108)
= [5.635], p = 0.019). This indicates that there is a statis-
tically significant difference in the answers, which implies
that whether software updating guidelines exist might affect
cyber threat awareness of the personnel onboard vessels.
More one-way ANOVA tests were conducted to test the
effect of other variables on how the participant responded on
having software update guidelines. For the variable “Edu-
cation in cybersecurity or IT”, we can conclude that there
is a likely relationship between whether the participant has
any education in cybersecurity and how they responded to
the question as the p-value indicates a marginal statistically
significant effect, (F(1,108) = [3.927], p = 0.050). The distri-
bution indicates that having cybersecurity education makes it
more likely that they also have guidelines for updating soft-
ware. For “Type of vessel”, the test indicates that the variable
has a significant effect on what answer is chosen (F(2,107)
=[3.763], p = 0.026). Because the variable involves several
groups, post hoc tests using Tukey’s HSD were conducted.
These revealed that there is a marginal statistically signif-
icant difference between “Tanker” and “Other vessels”, (p
=0.045, 95 % C.I. = [0.01, 0.59]. There is no statistically
significant difference between “Tanker” and “Dry cargo” (p
= 0.058) or “Dry cargo” and “Other vessels” (p = 0.901).
The tests indicate that what type of vessel the participant
last worked on might affect whether they answered that their

Table 4 Crosstabulation of software updating guidelines with actual practice

Is computer software updated regularly? Total
Yes No
Do you have guidelines for updating software? Yes 45 21 66
No 16 28 44
Total 61 49 110

@ Springer



Survey-based analysis of cybersecurity awareness of ...
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Fig. 13 Maritime rank with opinions on cybersecurity responsible

company has guidelines for updating navigation system soft-
ware, with participants from tanker vessels having the highest
chance of answering that they have such guidelines. Simi-
larly, having education in cybersecurity or IT also seems to
influence the responses. Lastly, there seems to be a connec-
tion between having software updating guidelines and being
aware of cyber threats in their daily work.

5.3.9 Responsible for cybersecurity onboard vessels

The cybersecurity accountability onboard the vessel is
explored through the questionnaire. Particularly, the partic-
ipants were asked to indicate what role/rank is responsible
for the cybersecurity of a vessel. The distribution in Fig. 13
depicts that 9.1% (N = 10) answered “Master”’, and 30.0% (N
= 33) answered “One of the other senior crew”. The major-
ity of the responders, 40.9% (N = 45), answered “Everyone
onboard”, and 20.0% (N = 22) answered “Nominated staff
at the office”. None of the participants answered “No one”.
A significant number of the participants answered “Every-
one onboard”, and when looking at the answers compared
to what maritime rank the participant has, it looks like the
distribution is relatively equal between the groups. 41.8%
(N = 28) of the “Senior officers” believe everyone on board
is responsible for cybersecurity, while 39.5% (N = 17) of
“Other ranks” believe the same. Similar tendencies are seen
for the other alternatives. For instance, 17.9% (N = 12) of
“Senior officers” believe that nominated staff at the office
should be responsible, while 23.3% (N = 10) from “Other
ranks” believe the same. The rest of the distribution is pre-
sented below.

Although none of the demographic variables indicates a
statistically significant effect on who the participant believes
is responsible for cybersecurity, the general distribution indi-
cates that many participants believe everyone onboard shares
the responsibility. The second largest group believes that it
is the responsibility of one of the senior crew, but not the

master. This indicates that participants disagree on who is
responsible for cybersecurity onboard vessels.

5.4 Behavior in cybersecurity scenarios

The questionnaire contained questions aimed at assess-
ing the participants’ behaviour in cybersecurity scenarios.
These were intended to help assess participants’ knowledge
of cybersecurity-related topics, as described in Sect.4 on
methodology. All questions had four alternatives, but not nec-
essarily one correct answer. Where relevant, this is specified
for each scenario below and further discussed in Sect. 6.

5.4.1 Scenario 1: someone asks for the wifi password

“Someone at the port asks you for the password to the ves-
sel’s wifi. How do you respond?” The distribution presented
in Table 5 shows that almost all (88.2%, N = 97) answered
alternative 3 “You refuse to share the password and imme-
diately notify your superior.” One could likely argue that
this is the preferred answer. It is also worth noting that a
total of 6.4% (N = 7) answered that they would share the
WiFi password in one way or another, while 5.5% (N = 6)
answered: “You refuse to share the password, but log in the
person’s device so that he or she can get access to the WiFi
anyways”. Without having any decisive solution, one could
likely argue that alternatives 1, 2, and 4 are less desirable
than number 3. This means that while almost all participants
answered “You refuse to share the password and immediately
notify your superior”, there is no statistical evidence support-
ing differences between the groups. Additionally, 11.8% of
participants answered the less desirable alternatives.

5.4.2 Scenario 2: you receive an email about outdated
antivirus

“You receive an email that tells you the vessel’s antivirus is
outdated and tells you to update it by clicking the attachment.
How should you react?” In this question, none of the partici-
pants answered alternative 1 “You follow the instructions of
the email and click the attachment to install the update”. The
rest of the distribution is presented in Table 6. There is not
necessarily a right answer, but both alternatives 2 “You get
suspicious of the email and report it to the IT department”
and 4 “You ignore the instructions of the email and delete
it” likely constitute preferable answers. Depending on the
actions of the supervisor, alternative 3 “You show the email
to your supervisor and ask them to check the attachment for
you” could in theory also be acceptable.

The one-way ANOVA tests revealed that there is likely
a difference in answers depending on what type of vessel
the participant is coming from, with effects related to “Dry
cargo” and “Tanker” vessels. The tests also reveal that having
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Table 5 Answers to scenario

question 1 (N = 110) Alternative N %
Check the reason for asking and share the password 6 5.5%
Share the password without asking why 0.9%
Refuse to share and notify superior 97 88.2%
Refuse to share, but log into the person’s device 6 5.5%

Tales e ioscenio Nioie N :
Get suspicious and report to IT 59 53.6%
Show the email to a supervisor and ask them to check the attachments 16 14.5%
Ignore email 35 31.8%

Table 7 Answers to scenario question 3 (N = 110)

Table 8 Answers to scenario question 4 (N = 110)

Alternatives N % Alternatives N %

1 Reuse old password 4 3.6% 1 Ignore email and delete it 24 21.8%
2 Use same password as colleague 3 2.7% 2 Report email to supervisor 73 66.4%
3 Create new password based on the old 15 13.6% 3 Answer email and tell to contact someone else 12 10.9%
4 Create a totally new password 88 80.0% 4 Answer email and explain security routines 1 0.9%

education in cybersecurity or IT makes it more likely that the
participants answered that they would get suspicious of the
email and report it to IT.

5.4.3 Scenario 3: you need to update your old password

“When logging into a computer you are asked to update the
password because the old one has expired. What should you
do?” The responses are shown in Table 7. In this question,
most of the participants (80.0%, N = 88) answered alterna-
tive 4. The second highest group, being significantly smaller,
answered alternative 3. The remaining 6.3% (N =7) answered
either alternative 1 or alternative 2. Although there are no
definitive correct answers to this question, the two first alter-
natives are the least correct answers, alternative 4 is likely
the most correct answer, and alternative 3 is somewhere in
between.

A series of one-way ANOVA tests were conducted to
evaluate the influence of various variables on participants’
responses in a given scenario. The results showed that most
variables did not significantly affect the answers, with the
exceptions being “Type of vessel” and “Education in cyber-
security or I'T”. A significant correlation was found between
participants with cybersecurity or I'T education and a propen-
sity to create entirely new passwords (p < 0.001). The type
of vessel also influenced responses, specifically those work-
ing on tanker vessels were more likely to choose to create a
new password compared to those on dry cargo vessels (p =
0.037). Post hoc analysis revealed no significant difference
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in responses among other vessel types. Overall, participants
were more likely to create new passwords, but education in
cybersecurity or I'T, and working on a tanker vessel, increased
this likelihood.

5.4.4 Scenario 4: an email asks about the vessel’s security
routines

“You receive an email from someone asking you for details
about vessel security routines. How do you react?” The dis-
tribution as depicted in Table 8 shows that 21.8% (N = 24)
answered alternative 1. Also, (N = 73) answered alternative
2. The remaining 11.8% (N = 13) answered either alternative
3 or alternative 4. Similar to the other scenarios, there are not
necessarily correct answers here. However, one could likely
argue that alternatives 1 and 2 are the most correct, and alter-
natives 3 and 4 are the least correct. This is further discussed
in Sect. 6.

No statistically significant difference was found between
the various groups in terms of what they answered to the
scenario. The distribution reveals that most of the participants
answered one of the alternatives that included not replying
to the email, but a total of 11.8% of participants answered
the least correct alternatives.

5.4.5 Scenario 5: you find a USB memory stick

“While walking into the vessel, you find a USB memory
stick. What do you do?” The distribution in Table 9 shows
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Table 9 Answers to scenario question 5 (N = 110)

Table 10 Answers to scenario question 6 (N = 110)

Alternatives N % Alternatives N %
1 Leave the USB alone 2 1.8% 1 Write on paper and attach to device 6 5.5%
2 Pick up USB and put into vessel computer 2.7% 2 Remember password in own mind 13 11.8%
3 Pick up USB and put into private computer 7.3% 3 Write in dedicated list in vessel 78 70.9%
4 Inform supervisor about USB 97 88.2% 4 Write electronically and store in computer 13 11.8%

that 1.8% (N = 2) answered alternative 1 and 88.2% (N =
97) answered alternative 4. The remaining 10.0% (N = 11)
answered either alternative 2 or alternative 3. In this scenario,
one could argue that the most correct alternatives involve not
inserting the USB memory stick into any computer. We can
therefore state that alternatives 1 and 4 are the most correct,
and alternatives 2 and 3 are the least correct.

Even though none of the variables had any statistically
significant effect on the responses to the scenario, we can
conclude that most of the participants answered that they
would either leave the USB alone or report it to a superior. A
total of 10% answered that they would insert the USB into a
computer to check the contents.

5.4.6 Scenario 6: Where do you store passwords to
computer systems?

“You are asked to change the password for the ECDIS,
GPS, purifier or similar, how do you store the password?”
The distribution in Table 10 shows that 70.9% (N = 78)
answered alternative 3. For the other participants, 5.5% (N =
6) answered alternative 1, 11.8% (N = 13) alternative 2, and
11.8% (N = 13) alternative 4. This scenario has alternatives
representing various degrees of best practice. A recognized
best practice stated in BIMCO’s guide [8] is to have a dedi-
cated list of passwords for vessel computer systems onboard
the vessel. The guide also indicates that writing the password
electronically and storing it on a computer (with restricted
access) is also accepted. However, writing it on paper and
attaching it to the device is not recommended. Having that
in mind, alternatives 3 and 4 are likely the most correct. One
could also argue that alternative 2 is adequate as it limits the
likelihood of the password getting into the hands of someone
unauthorized. Alternative 1 is the least correct.

Since none of the variables seem to have a statistically
significant effect on the way participants answered in the
scenario, no generalization on the grounds of demographic
backgrounds can be made. However, the general distribution
shows that most of the participants would store the pass-
word in a dedicated list in the vessel. At the same time, 5.5%
answered the least correct answer.

6 Discussion

This section proposes measures to enhance seafarers’ cyber-
security awareness based on the analysis results.

Out of 115 unique answers, 110 were analyzed since they
were from seafarers with maritime experience. The major-
ity had 5-15 years of experience, while the second largest
group had over 15 years. Senior officers comprised 60.9% of
maritime ranks, the remaining were lower ranks. Dry cargo
vessels had the most participants, followed by tanker vessels.
The remaining employees worked in vessels not mentioned,
like RORO, container, and passenger. Almost all participants
held an academic or college degree, as only 14.5% of par-
ticipants had a high school or lower education level. 65.5%
of participants had education in cybersecurity or IT, includ-
ing formal and shorter courses from work or privately. When
asked, most participants rated their computer knowledge as
good or higher, with only two rating it as poor.

6.1 Cybersecurity perception

The data regarding specific cybersecurity-related topics sug-
gest that the overall state of cybersecurity awareness is
slightly better than for the studies described in the back-
ground section.

6.1.1 Cybersecurity awareness

Most participants had work-related cybersecurity awareness,
with 90% recognizing cyber threats, and awareness of cyber
threats was associated with education in cybersecurity or
IT. This indicates that having cybersecurity education also
makes the person more aware of cyber threats in their daily
work. While not unexpected given the topics covered in the
background section, it is still important to note this correla-
tion. Participants in the research showed awareness of cyber
threats in their daily work, despite prior research indicat-
ing inadequate levels of cybersecurity awareness. However,
the participants cannot specify known cyber threats due to
the question’s breadth. Furthermore, it is worth stating that
education in cybersecurity correlates with a good computer

@ Springer



|. Moen et al.

understanding. Thus, having a good understanding of com-
putersis likely a great benefit when considering cybersecurity
awareness.

Participants were asked about physical and cybersecu-
rity breaches within their company’s vessels in the last year.
1.8% reported knowing a cybersecurity breach, while 4.5%
knew of a physical breach, indicating that barely anyone was
familiar with either kind of breach. Several factors may have
caused this low number. Ideally, few participants claiming
to know of a breach would indicate a low number of actual
incidents. However, this topic is discussed in the limitations
section, as it may arise from reluctance to disclose compro-
mising information about their workplace, or information
about incidents may not reach participants on all vessels.
Assuming truthful responses, the low number of incidents is
positive.

6.1.2 Cybersecurity training

Almost half of the participants never receive cybersecurity
training, while the other half receive training with some
frequency. The high number of participants without cyberse-
curity training is alarming. It is, however, not surprising when
having in mind that few regulations or frameworks have made
such training mandatory. Resolution MSC.428(98) is a step
in the right direction, with Guidelines on Maritime Cyber
Risk Management effective from January 1st, 2021 [28].
This makes it mandatory to include cyber risks in the safety
management systems but does not specify that cybersecu-
rity training should be mandatory. The number of untrained
participants suggests the resolution had little impact on
cybersecurity training. One important, and possibly easy,
improvement would therefore be to conduct cybersecurity
training more frequently, as cyber threats evolve with tech-
nology, requiring updated knowledge to combat them.

Cybersecurity training frequency varies based on vessel
type, with tanker vessels having a more frequent training
regime than others. Section2 discusses how this may be
linked to specific requirements for tanker, such as those
outlined by the OCIMF in 2017. The TMSA 3 mandates
member vessels to include cybersecurity awareness in the
overall training of seafarers. Regardless of vessel type, mar-
itime rank, or experience, 69.8% of participants believe that
more cybersecurity training is necessary, indicating a desire
for additional cybersecurity training across the entire popu-
lation.

Given the majority’s interest in more cybersecurity train-
ing, adapting the training arrangements to participants’
preferences is imperative. Online and blended training is pre-
ferred by most participants, while the answers indicate that
diversity in cybersecurity training is advantageous. cyberse-
curity training is most engaging when participants have the
freedom to choose. Online training is typically structured so
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that the participant can complete training material within a
set time frame but at their own pace. However, some people
may favour traditional classrooms and interact with teach-
ers in person, and it may be prudent to allow seafarers the
freedom to choose their training.

While the STCW convention [31] requires seafarers to
receive in-depth training in various aspects of vessel safety
and security, it does not mandate obligatory cybersecurity
training, as noted in Sect.2. In response to whether cyber-
security training should be mandatory for seafarers through
the STCW, 60% answered “yes”. Interestingly enough, most
respondents had some form of prior cybersecurity education.
This might imply that having a basic understanding of cyber-
security principles makes it clear how important correct cyber
hygiene is for maritime operations. Despite majority support,
a significant portion of participants oppose mandatory cyber-
security. The participant’s answer lacked elaboration, leaving
the reasons unclear and varied. Some might find it challeng-
ing to have more mandatory training, but would still choose
to undergo cybersecurity training voluntarily. However, to
ensure that cybersecurity is taken seriously in all organiza-
tions, it could be wise to make it a mandatory requirement as
part of the STCW as proposed by others [25]. This way, the
regulatory framework would enforce a minimum of cyberse-
curity awareness in training programs.

6.1.3 Attitude towards cybersecurity

Approximately 50% of the participants think that cyberse-
curity training is needed for the senior crew, and this is not
influenced by maritime rank, indicating that cybersecurity is
likely not as high on the agenda as it should be. As discussed
in Sect.2, other researchers have argued that cybersecurity
should be implemented in the whole organization for it to be
effective [2, 37, 48, 59]. Despite not being part of onshore
top-level management, senior crew onboard vessels are the
highest level of management onboard. Their perspectives
and opinions impact daily operations, including their attitude
towards cybersecurity and its integration into work. The data
suggests that there is room for improving the cybersecurity
attitude of senior crew onboard vessels.

Participants were also asked who should be responsible for
cybersecurity on a vessel. 40.9% said everyone is responsi-
ble, 9.1% said the master is responsible, and 30% said a senior
officer is responsible. Overseeing certain tasks onboard is
normally the responsibility of senior officers. It is therefore
not surprising that many have answered this. Interestingly,
20% believed that nominated staff at the office should be
responsible.

These answers suggest that some participants believe
cybersecurity is not their responsibility. Thus, assigning one
person to oversee cybersecurity on the vessel is wise, despite
everyone onboard being familiar with and following cyber-



Survey-based analysis of cybersecurity awareness of...

security principles. It is common for vessels to have multiple
people assigned specific tasks. One possibility is to appoint a
CySO, as suggested by the Institution of Engineering and
Technology (IET) [11], who would then be in charge of
maintaining a high level of cybersecurity onboard. Smaller
vessels may have an onshore representative for fewer sea-
farers, maintaining the CySO role regardless of vessel size.
The CySO would then have to make sure that seafarers are
updated on cyber threats, that security guidelines exist and
that best practices are being followed in daily operations.

6.1.4 Cybersecurity guidelines

The questionnaire also contained questions regarding vessel
guidelines. cybersecurity guidelines on board, particularly
those for securing vulnerable computer systems, were found
to be lacking by Svilicic and other researchers [69, 71-73].
This is supported by Karahalios who also points to the lack
of enforcement of guidelines as a vulnerability [36].

Participants were asked about company guidelines for
updating vessel navigation systems, and whether computer
systems onboard the vessel are updated regularly. Guidelines
were reported by 60.0%, but only 55.5% update systems reg-
ularly. The two questions reveal a discrepancy: some do not
follow updating guidelines and some update without guide-
lines. The low number of cases makes definitive conclusions
difficult, yet it is interesting to mention. It might imply that
having guidelines for updating systems is not enough, but that
someone also has to make sure that they are being followed.

Despite the discrepancy, many participants do not have
guidelines and do not update important software regu-
larly. Despite the questionnaire’s general nature, it confirms
Svilicic’s findings. Maritime organizations should enforce
software update guidelines to secure against cyberattacks.

The data also suggests a link between cyber threat aware-
ness and software updating guidelines. Mutual effects are
possible, but software updating guidelines can enhance sea-
farers’ awareness of cyber threats, and cyber threat awareness
may enhance seafarers’ understanding of software update
guidelines. This applies to other variables as well, indicating
the positive impacts of implementing cybersecurity measures
onboard.

6.2 Cybersecurity scenarios

The scenario answers align with personal perception ques-
tion findings. Most participants showed an understanding of
cyber threats and maritime cybersecurity, but some answered
oppositely indicating a need for improvement.

6.2.1 Scenario 1

In the first scenario, participants were asked “Someone at the
port asks you for the password to the vessel’s Wi-Fi. How do
you respond?”

88.2% opted not to share the password, which was the
correct answer as per section 4. The goal was to test the
participant’s awareness of social engineering, as the person
asking could be someone with malign intentions. Unfortu-
nately, 11.8% of participants were willing to share the Wi-Fi
password or help the stranger log in. The last option was
added to evaluate if the participant perceived any difference
between sharing the password directly or granting Wi-Fi
access in another manner. The problem with sharing Wi-Fi
passwords is the access it grants to the vessel’s Wi-Fi, not the
password itself. Lack of concern about Wi-Fi security among
some participants suggests a need for greater awareness.

6.2.2 Scenario 2

In the second scenario, participants were asked: “You receive
an email that tells you the vessel’s antivirus is outdated and
tells you to update it by clicking the attachment. How should
you react?”

A surprising difference in answer distribution was observed
here. All participants showed situational awareness regard-
ing suspicious emails as no one agreed to follow instructions.
Still, 14.5% of participants indicated that they would ask their
supervisor to double-check the attachment. The email could
either be ignored or reported to the IT department according
to the vessel’s routines, with catastrophic or optimal results,
depending on the supervisor’s actions. It is uncertain why
this many participants answered that they would show the
email to the supervisor when ’cybersecurity awareness. This,
however, can be attributed to the fact that on vessels, per-
sonnel hierarchy can limit decision-making authority as one
moves down the ranks. If that’s why, it is possible a par-
ticipant would want to verify their actions with a supervisor.
Providing proper guidelines can counteract this issue for sea-
farers dealing with such emails. As expected, those with a
cybersecurity or IT education reported suspicious emails to
IT. This highlights the significance of understanding funda-
mental cybersecurity principles and reinforces the necessity
of providing cybersecurity education for seafarers.

6.2.3 Scenario 3
For the third scenario, participants were asked: “When log-

ging into a computer you are asked to update the password
because the old one has expired. What should you do?”
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This article does not provide any specific solutions for
creating passwords because they depend on multiple factors
that differ from one organization to another. For example,
The National Cybersecurity Agency of France released “Best
practices for cybersecurity on board ships™ [75]. Guidelines
suggest strong passwords should not include identifiable
information and should not be shared.

The questionnaire showed that 80% would create a sig-
nificantly different password. This option is the best, as it
reduces the risk of account misuse if old passwords fall
into unauthorized hands. The high number of responses
to this option suggests a good understanding of password
policies, influenced by company policies, personal experi-
ences, security knowledge, or other factors. Despite this,
20% of participants selected less favourable options, with
many opting to generate a new password based on the pre-
vious one. The new password may be acceptable, but it is
not recommended. However, reusing old passwords (3.6%)
and using colleagues’ passwords (2.7%) are both unaccept-
able. A lack of cybersecurity awareness is implied by this
last option, which increases the possibility of unauthorized
personnel accessing user accounts. Adopting multi-factor
authentication (MFA) on vessel systems would be a use-
ful countermeasure against password breach issues, with
BIMCO recommending this measure [9].

6.2.4 Scenario 4

In scenario 4, the participants were asked: “You receive an
email from someone asking you for details about vessel secu-
rity routines. How do you react?”

The goal was to assess awareness of email dangers, includ-
ing phishing and social engineering. The main priority is to
not respond to the email, with 88.2% choosing to ignore or
report it. Reporting the email could lead to IT department
investigations and improve threat awareness. Thus, being the
preferred alternative.

A small fraction of participants, 0.9%, said they would
explain security routines via email. Nonetheless, 10.9% of
the participants mentioned that they would answer the email
and recommend the sender to reach out to someone else.
The implication is that social engineering’s role in cyber
attacks should be given more attention to stress that viruses
and hackers aren’t the only threats. To prepare for unso-
licited emails that may end up in a person’s inbox, awareness
programs should include real-life scenarios. Awareness pro-
grams with email hygiene best practices could enhance
cybersecurity [49, 66, 67]. Furthermore, management should
provide guidelines for handling suspicious emails.
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6.2.5 Scenario 5

In the fifth scenario, participants were asked: “While walking
into the vessel, you find a USB memory stick. What do you
do?”

The goal was to test awareness of USB attack threats.
88.2% would report to their supervisor, with 1.8% opting not
to touch it, with both alternatives being beneficial. According
to [47], this attack vector has been employed in attacks on
the maritime sector before.

It was surprising to find out that 10% would choose to
insert the USB stick either into their personal computer or
into a computer on the ship. These participants either lack
knowledge of USB device-initiated attacks or are unaware of
appropriate responses. The fact that most participants chose
a beneficial answer is positive, but the presence of undesir-
able answers highlights the need to include these topics in
awareness programs and guidelines.

6.2.6 Scenario 6

In the last scenario, the participants were asked: “You are
asked to change the password for the ECDIS, GPS, purifier,
or similar, how do you store the password?”

We aimed to evaluate the participant’s knowledge of best
practices or company guidelines. As an alternative to the best
practice recommended by BIMCO [8], 70.9% opted for writ-
ing it down on a dedicated list stored in the vessel. Another
option proposed by 11.8% of the participants is to write it
down electronically and save it on the computer. BIMCO’s
best practices recommend this as an alternative, provided the
file is encrypted to prevent unauthorized access.

It is worth noting that 5.5% of people chose to write the
password down on paper and attach it to the computer. Luck-
ily, vessels often have good physical security ensuring that
few unauthorized people have access to secure areas [36].
Depending solely on physical security to prevent unautho-
rized access is not ideal. More emphasis should be placed on
password management training to enhance awareness.

6.3 Improving the state of cybersecurity awareness

Improving cybersecurity awareness involves augmenting
one’s knowledge and grasp of cybersecurity. Contributing to
someone’s cybersecurity knowledge also boosts their cyber
hygiene, which refers to all the measures taken to safeguard
against threats. Good cyber hygiene can be seen as equiva-
lent to good cybersecurity practices. Good cyber hygiene for
this article is shown by seafarers following guidelines and
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best practices in their daily work. cybersecurity culture is
a comparable term that has various meanings depending on
the situation, but it generally refers to how a group or orga-
nization manages cybersecurity problems in their daily work
[60].

Seafarers form a collective group of people in the maritime
community. However, each company, vessel, or small group
of employees may have a subculture of their own that influ-
ences daily behaviour. This in turn affects their cybersecurity
culture. Without diving into aspects of maritime culture, it is
important to state that this culture should allow for behaviour
that supports a satisfactory level of cybersecurity.

Human behaviour affects cybersecurity, be it cyber hygiene
or security culture, while improving this behaviour would
enhance cybersecurity. Considering this, we need to revisit
the research results. There was disagreement among partic-
ipants on multiple aspects. They disagreed on cybersecurity
responsibility, training amount, format, and requirements for
seafarers. A considerable percentage of participants tended
to select incorrect options for most of the scenario questions
related to cybersecurity principles. However, when ques-
tioned directly, nearly all profess to know cyber threats in
their daily work. The findings show that there is a range
in participants’ cybersecurity habits, suggesting room for
improvement.

Based on the background and proposals of other researchers,
our research supports the application of some improvements
and additional measures:

— A requirement to undergo cybersecurity training as part
of the STCW.

— More frequent cybersecurity training.

— Choice of cybersecurity training arrangements, including
in-person, online, and self-study options.

— cybersecurity awareness training in all levels of the orga-
nization.

— An appointed person with the role of CySO to ensure an
overall satisfactory level of cybersecurity onboard.

— Ensuring that all seafarers understand how and why com-
mon cybersecurity practices should be applied in daily
work.

The suggested measures could assist in improving struc-
tural arrangements, however, related policies and awareness
and training programs could also be improved. Certain
important elements should be considered, supported by the
findings of our research:

— A real-life focus on cyber threats and how they can affect
seafarers in their daily work.

— Guidelines for updating vessel software and routines for
ensuring that these are followed.

— Multi-factor authentication for computer systems onboard.

— Stronger password policies and efficient ways of ensuring
that they are followed.

— Training programs that include the dangers of social engi-
neering, and not only the threat from malware or other
technical attacks.

— Information on how emails and USB devices can be mis-
used by threat actors in cyber attacks.

While additional factors may be necessary for training
and awareness programs, this should be reserved for fur-
ther research. However, it is recommended to customize
cybersecurity training based on the organization and the par-
ticipants’ roles. The use of generic training programs can be
seen as uninteresting, impersonal, or irrelevant to the par-
ticipant [14]. The proposal is to offer common fundamental
courses for all seafarers, and various job-specific courses,
to guarantee that each role is aware of the cyber threats and
best practices linked to their domain. Furthermore, instead of
presenting training and awareness programs as necessities,
organizations should also strive to make them engaging and
interesting. According to Corradini (2020), requiring par-
ticipation without explaining could result in unenthusiastic
employees who are not motivated to engage in the training.

Additionally, individual differences in risk perception
must be acknowledged when designing training and aware-
ness programs. Being human, individuals onboard tend to
make mistakes [23], and human errors in onboard computer
systems enable half of all maritime cyber attacks [20]. With-
out space for mistakes or open discussion, cybersecurity
culture may suffer. However, mistakes can vary in severity,
with some being capable of causing significant damage to the
vessel. However, the maritime sector would benefit from hav-
ing a culture where it is possible to be insecure about how to
act correctly, where challenging topics can be discussed and
where it is ok to ask questions in all security-related areas.
Although today’s case isn’t necessarily dire, it is worth not-
ing that promoting an open culture could make it easier for
people to comprehend the intricate field of cybersecurity and
potentially bolster cybersecurity awareness overall.

cybersecurity communication must take into account that
not everyone is familiar with technical language, so we must
make an effort to familiarize people with necessary aspects,
in a way that is easily understandable for an average person.
In general, as “people acquire adequate information and are
familiar with it, they are more likely to develop a favourable
attitude towards the content they have received” [14].

There is a difficulty in compiling a list of all the solutions
that can aid in improving cybersecurity awareness. Despite
various suggestions for improvement, none of them will solve
all the maritime sector’s issues quickly. However, the sector
is being positively affected by every little improvement. An
organization can choose to enhance training frequency and
introduce cybersecurity awareness programs throughout the
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company without STCW enforcement, as what works for one
maritime organization may not be effective for another.

6.4 Limitations
6.4.1 Sample size

The sample size gives a clear limitation to the findings of this
research. Having only 110 participants in a total population
of about 28,000 gives a relatively high margin of error with
a confidence interval of 95%. However, as described in the
methodology section, a lot of effort was put into recruiting
participants for this questionnaire.

There were about 40,000 email recipients in each of the
four distribution rounds. Here, between 2,223 and 3,786
opened the email each time. Only between 108 and 151 recip-
ients clicked the link to the questionnaire, and between 15
and 46 answered the questionnaire each time. This indicates
that although quite many received and opened the email, rel-
atively few were willing to click the link. Even after clicking
the link, many were reluctant to answer the questionnaire.

Why this happened is unknown, but could be related to
scepticism of clicking a link in an unsolicited email, poten-
tial participants not understanding the reason to participate
or potential participants not having the time to participate.
Regardless of this, it is important to remember that the con-
clusions made above are limited and cannot necessarily be
extrapolated to the whole population. The data does never-
theless give an insight into the population.

6.4.2 Nationality

This research focused on Turkish seafarers, meaning that
seafarers from other nationalities were excluded. This pro-
vides an understanding of the specific group but is not
necessarily transferable to seafarers of other nationalities.
In various countries, cyber security is taught as a compul-
sory course during the undergraduate education of cadets.
For instance, at Tallinn University of Technology’s Esto-
nian Maritime Academy, the Introduction to Cyber Security
course [74] is mandatory for students in the navigation and
ship engineering departments [54]. In this course, students
are exposed to a curriculum customized for maritime cyber
risks. However, to the best of our knowledge, undergraduate
curricula in maritime education in Turkey do not include
such a course. Therefore, the study is limited to Turkish
seafarers, and research results may vary among seafarers of
different nationalities. The article does not attempt to draw
conclusions applicable to the entire maritime sector across
different nationalities, but has narrowed the scope to include
only Turkish nationals. This was done not only for prac-
tical purposes but also to remove uncertainties that could
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arise within the data from having participants from different
nationalities.

6.4.3 Ship type

Asdetailed in Sect. 5.2, the majority of seafarers participating
in our survey had experience on cargo ships (e.g., tankers,
dry cargo ships, containers, and RORO vessels). There is a
possibility that cyber security awareness of seafarers varies
depending on the type of vessel. However, since most survey
participants had experience on tankers and dry cargo ships,
we do not have sufficient data to measure the impact of vessel
type on cyber security awareness.

6.4.4 Statistical analysis

During the statistical analysis, only two variables were ana-
lyzed together at a time. This was done to systematically
assess the relationships between important variables. Not
conducting multivariate analysis might have led to some cor-
relations being less visible.

The methodology did not include metrics that could be
used to quantify the level of cybersecurity awareness amongst
seafarers. This was instead qualitatively assessed based on
established cybersecurity practices and the authors’ knowl-
edge of cybersecurity.

6.4.5 Demography

A significant part of the participants were senior officers and
had extensive experience in the maritime sector. There were
relatively few participants from lower ranks and with few
years of experience. Additionally, there were more partici-
pants from tanker vessels and cargo vessels than from other
vessel types.

6.4.6 Few pedagogical elements in the questionnaire

The article analyses the current state of cybersecurity aware-
ness without exploring pedagocical elements explaining
how cybersecurity awreness programs should be designed.
Therefore, it does not explore exactly what constitutes best
practices for teaching.

6.4.7 Willingness to answer truthfully

Some of the questions in the questionnaire contain topics
that might be perceived as sensitive or difficult to answer
for someone unwilling to compromise themselves or their
company. It is possible that some participants are unwilling
to report that they have been under a cyber attack or similar
for fear of being identified.
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6.4.8 Relatively wide scope of research

Because the article explores a diverse group of vessels and
personnel, the scope of the research is relatively wide. Even
though this has led to interesting findings, the article is
limited to giving high-level recommendations as opposed
to detailed improvements to awareness programs, training
arrangements, or cybersecurity policies and guidelines.

6.5 Future research

There are numerous approaches to future research based on
this article. Firstly, the community can benefit from con-
ducting a similar research project with a larger sample size.
Alternatively, the total population size could be reduced by
narrowing the scope to fit selected groups in the maritime
sector. This could lead to a smaller margin of error and find-
ings that are even more applicable to the maritime sector in
general.

The population could also be altered by focusing on other
nationalities, not only Turkish seafarers, or be narrowed to
only include specific vessel types. Future research could also
assess if there are differences between passenger vessels
and cargo vessels. Another approach would be to assess the
differences in cybersecurity awareness across different pop-
ulations, for instance, grouped according to maritime rank,
vessel type, years of experience, or similar variables. As
mentioned, a limitation of this project is that the collected
data primarily comes from highly ranked maritime personnel.
Future research should also attempt to look at how personnel
from lower ranks relate to cybersecurity.

As this has been a study into cybersecurity awareness and
training, without focusing on the pedagogical perspective,
future research could explore how pedagogical factors affect
cybersecurity awareness. A similar research project could
also benefit from exploring what specific topics should be
included in the awareness programs.

Lastly, a deeper exploration of cyber hygiene and cyberse-
curity culture in the maritime sector could be undertaken. As
culture tends to differ between groups of people, it is valu-
able to understand more of what effects maritime culture has
on the overall state of cybersecurity.

7 Conclusion

This research aimed to assess the current state of cyberse-
curity onboard vessels, the current state of cybersecurity
awareness of seafarers, and how this awareness can be
improved. This was done through a literature review div-
ing into the state of the art on the field, and a questionnaire
survey targeting Turkish seafarers.

Based on the literature review, the overall state of cyber-
security awareness in the maritime sector was found to be
unsatisfactory. Awareness and training seem to be insuf-
ficiently prioritized amongst the senior management of
maritime organizations, something that likely affects the
overall effort put into it. Having few regulatory requirements
and guidelines makes cybersecurity awareness and training
less influential than efforts put into other areas of maritime
security. Some argue that cybersecurity training should be
mandatory as part of the STCW, and others argue that the
position of the IMO should be strengthened with cybersecu-
rity guidelines valid for a larger part of the maritime sector.
The literature review does nevertheless highlight the fact that
effort must be put into increasing the status of cybersecurity
awareness and training to properly secure maritime opera-
tions.

By assessing and analyzing the participants’ knowledge
of cybersecurity principles and how they would act in given
cybersecurity-related scenarios, a general understanding of
their awareness level was acquired. This revealed that the
overall awareness level is slightly better than anticipated
through the literature review. There was also a significant
difference for those having education in cybersecurity or IT,
implying that such education is positive for the overall state
of maritime cybersecurity. It did nevertheless reveal a sub-
stantial number of participants with a poorer knowledge than
what is desired, indicating that effort should be made through
cybersecurity training. However, with a slightly poorer con-
fidence level than desired together with a sample population
consisting of mostly senior officers with many years of mar-
itime experience, and a higher academic education, itis likely
that the data is not representative of all Turkish seafarers.

The findings from the research give an insight into how
cybersecurity awareness and training could be improved,
including proposing a requirement that all seafarers undergo
cybersecurity training and that it is undergone frequently.
Awareness programs should include a real-life approach to
cyber threats and best practices of cybersecurity in a way that
is relatable and understandable for all involved parties. The
overall security level can further be benefited by introducing
a CySO, making cybersecurity training mandatory through
the STCW, and ensuring that awareness and training mea-
sures are implemented at all levels of the organization.

As these are primarily suggestions, further research should
be put into their effect and consequences. Making cyber-
security a requirement through regulatory means is not
necessarily the right approach. This research does not reveal
exactly what details should be put into an awareness pro-
gram, what pedagogical tools should be used, or exactly how
the training should be given. These are all topics suitable for
future research.

The article has nevertheless given an insight into the cur-
rent state of cybersecurity awareness of Turkish seafarers
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and proposed several ways to improve it. While this creates
a basis for future research, it also gives valuable input to
the maritime sector on what areas should be focused on to
improve maritime cybersecurity awareness.

Appendix A: Appendix

The contents of the English version of the questionnaire used
in this article are presented below.
Background Questions

In the following, you are presented with questions that
have several alternatives. Please choose the answer that best
fits your professional and educational background.

1. How long have you been working in the maritime sector?

Less than 1 year

— Between 1 and 4 years
Between 5 and 15 years
More than 15 years

— Never

2. What is your rank?

— Master

— Chief Officer

— Officer on Watch (OOW)

— Chief Engineer

— Second engineer

— Engineer Officer of the Watch (EOOW)

— Electro Technical Officer (ETO)

— Rating (Bosun/Fitter/ Oiler / Able Seaman/Ordinary
Seaman / Cooker / Steward)

— Deck cadet

— Engine Cadet

— Others

3. Which type of vessel did you work on in your last con-
tract?

— Dry cargo

Roll-on/roll-off (RORO)
Tanker

— Passenger

Container

Others

— I have never worked on a vessel

4. Whatis your highest level of education or training? Please
check off ALL education you have completed in the
list below. Example: Secondary school + Maritime High
School + BSc (non-maritime)

— Secondary school
— Vocational training
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— High school (non-maritime)

— Maritime High school

— Vocational college (non-maritime)
— Maritime college

— BSc (non-maritime)

— BSc (maritime)

— MSc

— PhD

5. Do you have formal education in information technology
or cybersecurity?

No education

— Short courses are taken in private

— Short courses taken through the workplace
Formal education from college/university
— Other

6. Inyour opinion, how good is your understanding of com-
puters?

— Very good
— Good
Average
— Poor

— Very poor

7. Inyour opinion, who should be responsible for the cyber-
security of a vessel?

— No one

Master

— One of the other senior crew (C/E or C/O or 2/E)
Everyone onboard

Nominated staff at the office

8. How do you receive cybersecurity training in the work-
place? Please choose ALL training forms you have in
your workplace from the list below.

— Onboard

At the shore

In-person

— Remote (studying by yourself)

Online training

Other

I never received training in the workplace

9. How would you prefer to receive cybersecurity training?

I do not need cybersecurity training

— In-person training

Online training

Remote (studying by yourself)

— A combination of self-study, in-person and online
training
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10. How often do you receive cybersecurity training?

— Never

Less than every five-year

Every five year

— Once every two years

Once every year

More often than once every year

11. Has your company received remarks about cybersecurity
after audits or inspections in the last 12 months? Please
choose ALL of the remarks you have received in this
period in the list below.

- No

— Yes, in SIRE

— Yes, in CDI (Chemical Distribution Institute)
— Yes, in port state

— Yes, in flag state

— Yes, in RightShip

— Yes, in class society

— Yes, in other

Personal Perception of Cybersecurity Topics

In the following you are presented with questions that have
only two answer alternatives: Yes and No. Please choose the
answer that best fits your opinion.

12. Has the cybersecurity training you attended included
ship-specific attacks such as GPS jamming, AIS spoofing
attacks or similar?

13. I am aware of cyber threats in my daily work

14. Tknow of a physical security breach within a vessel in my
company within the last 12 months (ISPS Code violation)

15. T know of a cybersecurity breach within a vessel in my
company within the last 12 months

16. Do you think cybersecurity training should be mandatory
for all seafarers as per STCW?

17. In your opinion, do you think it is necessary to limit what
websites are allowed to visit through the vessel wifi?

18. I believe that there is a need for additional training in
cybersecurity in my workplace

19. I believe that senior crew (Master, chief engineer, chief
officer, and 2nd Engineer) onboard a vessel consider
cybersecurity important for the safety of the vessel

20. Does your company have guidelines for updating ves-
sel navigation systems (e.g. Transfer systems, ECDIS,
RADAR etc.) regularly?

21. Are computer systems (software, operating systems and
antivirus) onboard your vessel updated regularly?

Scenario Questions

In the following you are presented with scenarios. Imagine
yourself in these scenarios and choose the answer that best
reflects your reaction.

22. Someone at the port asks you for the password to the

vessel’s wifi. How do you respond?

— You check if the person has a good reason for asking
and then share the password.

— You share the password without asking any questions.

— You refuse to share the password and immediately
notify your superior.

— You refuse to share the password, but log into the
person’s device so that he or she can get access to the
wifi anyway.

23. Youreceive an email that tells you the vessel’s antivirus is

outdated and tells you to update it by clicking the attach-
ment. How should you react?

— You follow the instructions in the email and click the
attachment to install the update.

You get suspicious of the email and report it to the IT
department.

You show the email to your supervisor and ask them
to check the attachment for you.

— You ignore the instructions of the email and delete it.

24. Whenlogging into a computer you are asked to update the

password because the old one has expired. What should
you do?

— You type in the old password again so that you don’t
have to remember a new password.

— You ask a colleague what password they are using
and use the same password as him/her.

— You create a new password based on the old password
you were using.

— You create a new password that is completely differ-
ent from the old one.

25. Youreceive an email from someone asking you for details

about vessel security routines. How do you react?

— You ignore the email and delete it.

— You contact your supervisor and report the email to
him/her.

— You write an email explaining that you do not know,
but that the person can contact someone else in the
company.

— You write an email and try to explain the maintenance
routines as well as you can.

26. While walking into the vessel, you find a USB memory

stick. What do you do?

— You do not pick up the USB device and let it stay in
the same place.

— You pick up the device and plug it into a computer
on the vessel to check what is inside.

@ Springer
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— You pick up the device and plug it into a personal
computer to check what is inside.
— You inform your supervisor about the USB device.

27. You are asked to change the password for the ECDIS,
GPS, purifier or similar, how do you store the password?

— You write it down on a piece of paper and attach it to
the component.

— You do not write it down, but try to remember it in
your mind.

— You write it down in a dedicated list that your vessel
has for passwords.

— You write it down electronically and store it on the
computer.
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