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A B S T R A C T

Nowadays, assets in space are vital for the provision of critical societal functions such as transportation,
communication, production and supply of food, agriculture, etc. The increasing adoption of services provided
by assets in space in our every day life, as well as the high dependence on cyberphysical systems, the
increased interconnection and the commercialization of space increase the attack surface and poses significant
cybersecurity risks to the space infrastructure; several cybersecurity incidents have already threatened assets
in space. This work systematically reviews existing studies on the cybersecurity of the space infrastructure,
analyzes the main results of each work, organizes and systematizes the current knowledge in the field, and
proposes future research directions towards improving the cybersecurity posture of assets in space.
1. Introduction

In 1958, the then US Senator Lyndon Johnson mentioned that
controlling space infrastructures will mean controlling the world [1].
Nowadays, the digital transformation increases the reliance of societal
critical functions such as transportation of people, food, and products;
manufacturing; energy and water management; on space assets and
systems. Further, critical infrastructures such as the communication
infrastructure highly depend on both ground and space assets [2], while
research and innovation leverages space assets to promote knowledge
and technology [3]. Additionally, the adoption of satellites in cloud
computing communications is increasing, as is also the high number
of satellites in earth orbit,1 due to the significant contribution of the
private sector to several space initiatives (e.g., SpaceX, Blue Origin).

Fig. 1 depicts the main segments of the space infrastructure, namely
the Space, Link, Ground, and User Segments [5,6]. The Space Segment
includes satellites, probes, capsules, space telescopes and space shuttles
and provides data to the Ground and User Segments. The Link Segment
describes the interconnections of centers, stations and spacecrafts, using
ground and space communication links. The Ground Segment consists
of the ground-based infrastructure and associated services or support
mechanisms and personnel critical to the functioning of the space
system, such as satellite monitoring and control, uplink and downlink
ground stations and mission operations centers. Last, the Link Segment
describes the capabilities that can be hand-held, or mounted on several
infrastructures such as communication, maritime vessels, and aircrafts.

∗ Corresponding author.
E-mail addresses: georgios.kavallieratos@ntnu.no (G. Kavallieratos), sokratis.katsikas@ntnu.no (S. Katsikas).

1 On July 20, 2023 there were 8256 objects in orbit [4].

The increased dependence on space infrastructure makes the pro-
tection of its cybersecurity important; however, several challenges
exist towards achieving this. Several cybersecurity incidents have been
reported in the literature [7,8]. Such incidents include the disrup-
tion of the communication between satellites and subscribers due to
a satlink/downlink hijacking attack [9]; GPS jamming and spoofing
attacks that targeted maritime GPS receivers [10]. In 2011 adver-
saries attacked NASA’s Jet Propulsion Laboratory (JPL) and gained full
control over mission-critical systems [11]. The cybersecurity posture
of the space infrastructure, in terms of threats, vulnerabilities, and
risks, has not been fully studied. The increasing adoption of COTS
systems, the lack of threat modeling for the space infrastructure and
the increasing cyber incidents create the need to systematically review
existing research with an eye towards finding the appropriate directions
for cybersecurity research and solutions for the space infrastructure.
Systematic reviews are beneficial for researchers to inform decisions,
processes, and conclusions [12].

Motivated by the discussion above, this paper aims to systemati-
cally analyze the scientific literature on the cybersecurity of the space
infrastructure. To this end, the state of play of cybersecurity in the
four segments of the space infrastructure – space, link, ground, and
user – is captured in terms of threats, risks, attacks, and controls. Two
focus areas are studied, namely the space infrastructure as a whole
and satellites in particular. Additionally, legal issues of cybersecurity in
space are also examined, and future research directions are proposed.
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Fig. 1. Space infrastructure structure.

The remainder of this paper is as follows: In Section 2 we discuss
earlier surveys of aspects of cybersecurity in the space domain. Sec-
tion 3 describes the research methodology and Section 4 presents the
results of the systematic literature review. In Section 5 the results are
discussed and future research directions are proposed. Finally, Section 6
summarizes our conclusions.

2. Related work

Several works in the literature have examined cybersecurity as-
pects of the space infrastructure. A comprehensive survey of space
information networks is conducted in [13], where the security of the
physical layer is extensively analyzed to facilitate security by design
principles in satellite network designs. A survey of the security issues of
routing and anomaly detection in space information networks (SINs) is
provided in [14]. The protocols are reviewed considering four aspects,
including SINs routing types, single-layer routing, multi-layer routing,
and intelligent routing-based machine learning. A survey in sustainable
satellite communication is provided in [15], whereby traffic manage-
ment, debris detection, environmental impacts, spectrum sharing, and
cybersecurity aspects are discussed. A state of the art analysis for
cybersecurity of space assets focusing on threats, vulnerabilities, and
past incidents in the space infrastructure is provided in [16]. However,
a systematic method of analysis has not been followed and security
aspects such as risks, requirements, and cybersecurity legal issues are
not included. A survey on the application of software defined networks
in satellites and the accordant research challenges and directions is
provided in [17]. A review on the security of the physical layer in
satellite communications, providing a comparison between the existing
applications along with the security goals towards identifying research
gaps and future directions for research is reported in [18]. A survey
on secure routing protocols in satellite networks considering different
attacks and applications is provided in [19]. Finally, a review of
threats, solutions and research challenges in satellite communications
is provided in [20].

None of the above studies provides a systematic analysis of the
cybersecurity of the space infrastructure. Further, most of these surveys
focus on satellite communications and infrastructure only. Cyberse-
curity aspects of the space ecosystem, including space assets, ground
infrastructures, and satellites have only partially been examined.

3. Methodology

Our analysis of the state-of-the-art of the cybersecurity of the space
infrastructure is based on a systematic approach that allows for the
2

Fig. 2. SLR process flowchart.

identification, highlighting, and evaluation of several works that are
then analyzed and compared.

The scope of the Systematic Literature Review (SLR) is to carry
out exhaustive research on the state of play of cybersecurity in the
space infrastructure. Several methods for performing SLRs have been
proposed in the literature [21–23]. In this study we follow the steps
of the SLR method described in [24,25]. This method is chosen as
the most appropriate for this study, as it provides detailed guidelines
to review both quantitative and qualitative works [26]. Furthermore,
the SLR follows the recommendations of the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) statement [24,27]
that it is followed by many SLRs in the literature [28,29]. The method
includes the following distinct steps, depicted in Fig. 2 and described
in detail in the sequel:

• Select Research Questions: The purpose of this literature review
is to search for and identify publications on aspects of cybersecu-
rity in the space infrastructure. This review aims at providing a
comprehensive analysis of the field in terms of research activities,
publications, methods, and trends towards making recommen-
dations for future research. Accordingly, the following research
questions were defined:

– RQ1: What is the current state of the art of the cybersecurity
of the overall space infrastructure?

– RQ2: What is the current state of the art of the cybersecurity
of satellites in particular?

• Select Bibliographic Databases and Sources: The SLR is per-
formed in the following academic research databases: IEEE Xplore,
ACM Digital Library, ScienceDirect, and Scopus. These databases
have been selected as the most appropriate for this study, accord-
ing to the recommendations for conducting literature reviews in
the field of computer science [30].

• Search Terms Selection: The process includes two groups of
terms: the first group is related to the targeted infrastructure
(space, outer space, orbital infrastructure, satellite, cubesats) and
the second to the cybersecurity domain (cybersecurity, cyberat-
tacks, risk, threats, vulnerabilities, countermeasures, mitigation
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Table 1
Search strings.

Terms

1st group 2nd group

Space Cybersecurity
OR OR
Outer space Cyberattacks
OR AND OR
Orbital Infrastructure Risk
OR OR
Satellite Threats
OR OR
Cubesats Vulnerabilities

OR
Countermeasures
OR
Mitigation Techniques

techniques). The terms and their combinations are illustrated in
Table 1. The search returned 107 sources.

• Practical Screening: The following inclusion and exclusion cri-
teria were applied:

– Only articles that are published in the English language are
considered.

– Duplicate articles are excluded.
– This study reviewed scientific articles published in confer-

ences, workshops, and journals; and PhD and MSc theses of
significant relevance to the examined topic. Presentations,
editorials, and posters are excluded.

– The article must be directly related to cybersecurity of the
space infrastructure and/or of satellites.

– Although cybersecurity issues in the space infrastructure
appeared as early as 1960, the proliferation of cyber com-
ponents in space missions started recently. Whereas most
of the incidents before 2010 focused on critical military
assets in orbit [1], a wave of jamming incidents started in
2010 [31]. Accordingly, this Systematic Literature Review
(SLR) examines the relevant literature since 2010.

After the screening process, 76 articles were retained.
• Quality appraisal: The articles retained after the screening were

evaluated in terms of relevance, significance, and impact. The
final number of sources to review was 67.

• Review of articles: The selected sources were categorized ac-
cording to the focus area – space infrastructure or satellites – and
are subsequently reviewed considering the research questions to
produce a summary of the content organized as per the cyberse-
curity aspects threats, attacks, risks, countermeasures, vulnerabilities,
legal issues, cybersecurity requirements.

4. Results

Fig. 3 depicts the distribution of the reviewed sources per space
segment. The majority of the existing works focus on the link segment
and particularly on satellites, while only three and two studies focus on
the ground and the user segments respectively. The space segment has
been addressed in nineteen out of the reviewed sixty six sources.

Although cybersecurity of space assets is not a new research topic
[32], only twenty out of the sixty six reviewed papers were published
before 2020. Further, most of the cybersecurity research is conducted
in the USA: twenty six out of the sixty six reviewed works are published
by USA institutions, eighteen by European, eleven by UK and four
from Oceania. Only seven works were published by authors in Asian
institutions and organizations.

Most of the research in the last decade is on the cybersecurity of
satellites: Nineteen works have studied cybersecurity aspects in the
3

Fig. 3. Reviewed sources per segment.

overall space infrastructure and forty seven have focused on satellites.
This is possibly due to the fact that satellites are the main components
in contemporary communications and facilitate the operations of both
national and international critical infrastructures [33]. Nevertheless,
many of the papers that focus on satellites include some high-level
overview of cybersecurity in the overall space infrastructure. Accord-
ingly, the results of the SLR are presented in two focus areas, one on
the overall space infrastructure and one on satellites in particular. The
former area comprises systems, components, and interconnections in
all four space segments – space, link, ground, and user – whereas the
latter focuses on satellite components and communications. Five out of
the sixty six studies are reviewed in both the space infrastructure and
satellite focus areas of the review, in Sections 4.1 and 4.2 respectively.

The analyzed works explore different cybersecurity aspects, namely
threats, attacks, risks, countermeasures, vulnerabilities, legal issues, cyber-
security requirements; the analysis follows these classes.

4.1. Space infrastructure

As shown in Fig. 4, nineteen out of the sixty six reviewed articles
analyze the cybersecurity of the space infrastructure. The majority of
them focus on threats and attacks while only one article discusses risks,
requirements, and legal issues.

4.1.1. Threats and attacks
Several cybersecurity threats and attacks against the space infras-

tructure have been explored in the literature. Fig. 5 presents a proposed
taxonomy of these. The threats that have been discussed in the litera-
ture are shown in the figure, along with the corresponding references. It
can be noticed that the majority of the works focus on the spoofing and
jamming threats, while only a few sources discuss more sophisticated
attacks and threats such as loss of control and elevation of privileges.
Further, most of the sources discuss and analyze general threat cat-
egories and attacks; this is possibly because in many cases technical
details and experimental platforms are not easily accessible.

Spoofing: The spoofing threat is among the most prominent, since
t is described in most of the reviewed works [2,7,32,34–41]. Spoofing
as been characterized as being among the most common threats
argeting communications in the space infrastructure [40,42,43]. One
ay for performing a spoofing attack is to compromise a satellite

eceiver and create fake signals, that appear to be originating from the
ompromised satellite. Alternatively, an adversary may use a GPS signal
imulator or create a software-defined network to perform a false data
njection attack and spoof the satellite signal [2]. Cyber threats that
arget the physical disruption of space assets are presented in [44],
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Fig. 4. Cybersecurity aspects addressed in space infrastructure.
Fig. 5. Space threat taxonomy.
where the analysis focuses on spoofing activities. The cybersecurity
posture of the ground, space, and link segments was examined in [39],
which focused on the spoofing threat. In [2] a GPS spoofing attack
is analyzed; a use case that changed the fixed position of a satellite
is included. The spoofing threat in the link segment is characterized
as the most critical in [32]. It was identified in [35] among the
most critical ones also in the space segment, particularly as regards
critical operations. Space mission-specific cyber threats are analyzed
in [37] and spoofing was among the most critical threats for navigation
missions. Moreover, spoofing is characterized as the most critical threat
for NATO’s space assets in [45]. The spoofing threat for space assets
is analyzed by using the STRIDE methodology in [46]. The threat is
also discussed in [38], which analyzed specific attack scenarios such as
attacks through faulty or malicious hardware and software components;
attack against the links between satellites and ground control stations;
attack on terrestrial command and control or data relay stations; attack
against the user segment of space systems — terminals or devices re-
ceiving satellite signal and closely related; and exploitation of satellite
links for hacking other targets. In the link segment, a reconnaissance
attack that implemented a spoofing threat by leveraging single sign on
vulnerabilities was deployed in an experimental environment [7]. A
discussion of spoofing attacks, based on the vulnerabilities of the space
and link segments, is provided in [47].

Tampering: The tampering threat has also been discussed in the
literature [38,48–50]. Tampering is discussed within the context of
several cyberattacks in [38]. Such attacks are attacks against the links
4

between satellites and ground control stations; attacks on terrestrial
command and control or data relay stations; attacks against the user
segment of space systems — terminals or devices receiving satellite
signal and closely related, and exploitation of satellite links for hacking
other targets. A tampering attack could change the direction of the
satellite’s solar panels, directing them towards the sun, thus destroying
the batteries and resulting in the satellite to lose power and, eventually,
hit the Earth [38]. Both technical and legal aspects of tampering
attacks are also discussed in [48], which focuses on the attendant risks
and mitigation techniques. A recent tampering cyberattack against the
space infrastructure is discussed in [50]. The cyberattack is based on
the wiper malware that infected ground segments where the payload
control center, hardware components, and embedded software are
critical. Further, a unified cybersecurity testbed to analyze tampering
threats was proposed in [49].

Jamming: The jamming threat in space infrastructures has been
examined in [32,34,38,41–44,46,51]. The cyber threats, including jam-
ming, that target the physical disruption of space assets are presented
in [44]. By leveraging the increasing dependence on software-defined
networks [52], an adversary may modify the settings of the networks
and perform a jamming attack by sending jamming signals on the
payloads. Moreover, NASA examined the jamming threat in both in-
stitutional and mission related systems [51]. The jamming threat is
briefly discussed in [41,43] as one of the most comment threats in
space infrastructure. Several threats against the ground segment are

discussed in [42], and jamming is found to be among the major ones,
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as is also in [32]. Jamming cyberattacks that target the communica-
tion networks, satellites, and ground stations are discussed in [34].
Jamming in space assets is analyzed in [46] by using the STRIDE
methodology, whereas in space operations it is analyzed in [38], where
attackers’ motivations such as finance, espionage, disruption, politics
and retaliation are considered. The jamming threat and its impact on
the confidentiality, integrity, and availability attributes in space assets,
missions, and communications are examined in [52].

Loss of Control: Space mission-specific cyber threats are analyzed
n [37]. The identified threats are deliberate interference and loss of
ontrol and viral attack targeting an observation exploration mission.
n adversary could seize control of a space asset through a cyber
ttack (e.g., by gaining administrative access) and disrupt the asset’s
ommunication and/or electronics circuits, that may lead to a situation
erceived as an accidental malfunction.

Information Disclosure: The information disclosure threat that
can materialize through a malware or eavesdropping attack has been
discussed in several works [38,43,48–51] and its technical and legal
aspects are discussed in [48]. An attacker could compromise a user ac-
count and gain access to unauthorized information. In 2018, an account
of an external user was compromised and used to steal approximately
500 megabytes of data from a space system [51]. The threat is further
discussed in [43,51], where account has been taken of eavesdropping
techniques. Different categories of cyberattacks targeting the space
infrastructure, such as attacks through faulty or malicious hardware
and software components and attack against the links between satellites
and ground control stations are discussed in [38]. Additionally, the
wiper malware that targeted ground station components was analyzed
in [50]. By leveraging a unified cybersecurity testbed for the satellite,
aerospace, avionics, and maritime sectors, the impact of information
disclosure is discussed in [49].

Denial of Service: Denial of service attacks against the space
infrastructure are examined in [35,37,45,48–50]. An attacker may, for
example by employing laser dazzling and blinding, create temporary
disruptions and generate interference in command and control systems
and logistics networks. In 2010, a software update of the GPS Ground
Segment caused a denial of service and the impact of this attack was
observed on 8,000 to 10,000 military receivers for several days [37].
The denial of service attack that targets the critical operations of the
space segment is discussed in [35]. Space mission-specific cyber threats
are analyzed in [37] while an overview of the regulatory aspects in the
space infrastructure related to denial of service attacks are presented
in [48]. The attack is classified among the most critical ones for NATO’s
space assets in [45]. An analysis of a denial of service attack focusing
on the wiper malware is presented in [50].

Elevation of Privilege: The elevation of privilege attack in the
ground segment is discussed in [7,36]. When there is a lack of ap-
propriate security controls, an attacker may gain access to critical
components and perform unauthorized activities. In 2012, an attacker
illegally accessed numerous systems belonging to NASA, the Pentagon,
the Romanian government, and U.S. commercial entities [7]. A recon-
naissance attack where the adversary aimed to acquire privilege access
to the ground base system and exploit vulnerabilities of the single-sign-
on technology was deployed in an experimental environment [7]. Space
situational awareness is discussed in [36] as a measure to improve
cybersecurity against such threats.

Replay: The replay attacks against the space infrastructure are
briefly discussed in [45], in relation to NATO’s space-based strategic
assets. This type of attack is identified as being among the most critical
ones for such assets. A replay attack may target the communication
between space assets (e.g., satellites and ground stations) and cause
damage to the communication links, thus making them unavailable.

4.1.2. Vulnerabilities
According to [45], the most critical vulnerabilities of the space as-
5

sets are back-doors in encryption; the supply-chain security of satellites;
lack of authentication in terminals located in ground stations; and data
exchange interfaces used between the military and civil sectors. The
major vulnerabilities in the space infrastructure in particular are the
increased communication between the space assets (e.g., satellite to
satellite communication); the continuous adoption of COTS; and the
lack of guidelines, standards, and regulations [40]. Among these, COTS
components; software-centric assets; wide coverage of satellites; limited
in space repair; cascading risks; and third party facilities are among
the most critical vulnerabilities in the space infrastructure, according
to [43]. A discussion on the vulnerabilities and risks of the space
infrastructure with particular focus on the use of AI technology is
found in [41], where telemetry; tracking and command; electronics —
avionics; and the onboard data handling system are identified as the
most vulnerable space assets. Additionally, the use of legacy systems,
the adoption of COTS systems, and the increasing interconnectivity of
the IoT increase the attack surface.

4.1.3. Risks
The risk which cyberattacks pose to the space infrastructure is

discussed in [53], which also proposes a set of best practices and
guidelines, and analyzes existing national and international initiatives
for space cybersecurity. Cybersecurity incidents in space systems, avia-
tion, electricity networks, and general space assets (e.g., satellites) are
analyzed and attacker profiles are discussed. However, the risks are not
systematically assessed.

4.1.4. Countermeasures
The mitigation of the risks resulting from the threats, attacks, and

vulnerabilities discussed previously has been addressed in the litera-
ture by proposing several countermeasures. However, all the proposed
measures are techniques of a generic nature and do not focus on
specific threats, vulnerabilities, and space assets. Fig. 6 depicts the
countermeasures that have been proposed for the space infrastructure;
the classification follows the NIST CSF [54] core functions. It can
be noticed that most of the identified countermeasures focus on the
protect function. The detect and the respond functions include the basic
security recommendations for space assets to foster security by design
principles and increase the cybersecurity awareness of the personnel.
The recover function is only partially covered by the recommended
countermeasures.

Protect: Several cybersecurity controls have been proposed to pro-
tect against cyberattacks in space [2,36–38,41,44,51]. A baseline of
security controls to protect space infrastructure is proposed in [2].
These are: access control management, development of security tools,
and increase of the security awareness of the personnel in the space
infrastructure. Similarly, the basic cybersecurity recommendations for
space assets are provided in [38]. These are access control, phys-
ical security, cyber hygiene practices, and risk management of the
supply chain risks. NASA, in [51], by leveraging the NIST cyber-
security framework, identified the general security controls such as
inventory of hardware and software assets; vulnerability assessments;
secure configurations; continuous maintenance and patching; malware
defenses; data protection; and incident response policies and proce-
dures. Additionally, a baseline of security controls for space assets is
also proposed in [36,41], that focus on the encryption of telemetry;
tracking and commands; and foster the cyber resilient system by design.
The core components to increase the cybersecurity posture of the space
infrastructure are space situational awareness, space environment pro-
tection and preservation, and space infrastructure security, according
to [44]. Furthermore, countermeasures are discussed in [37], where
physical, personnel, and information pillars, including the application
of firewalls focusing on tele-commands and telemetry; integrity checks;
encryption of communications; increasing cybersecurity awareness; and
establishment of cybersecurity policies to detect and mitigate cyber

risks are considered.
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Fig. 6. Countermeasures for the space infrastructure.
Detect: To facilitate the detection of cyberattacks against space
assets, security mechanisms such as security awareness and tracking
and commands have been proposed [37,38,51]. For attack detection
techniques, the establishment of cybersecurity policies to detect and
mitigate cyber risks and increase cybersecurity awareness are proposed
as controls in [37]. Cybersecurity recommendations for space assets
such as supply chain security are provided in [38]. Further, NASA
in [51], proposed security controls such as malware defenses.

Respond: Practices such as cybersecurity awareness programs,
space situational awareness, information sharing, network segmenta-
tion, firewalls, and integrity checks have been proposed as response
measures in case of a cyber incident [37,44,45,47,51]. Security coun-
termeasures such as space situational awareness, space environment
protection and preservation, and space infrastructure security are dis-
cussed in [44]. B. Unal, in [45], provides general recommendations
about policies, organizational procedures, and training, with a focus
on NATO’s infrastructure. Specifically, information sharing, establish
of security awareness programs, and network segmentation between
military and civilian networks are among the most prominent proposed
controls. Furthermore, countermeasures to respond in case of a cyber
attack are discussed in [37], which considers physical, personnel, and
information pillars, including the application of firewalls focusing on
tele-commands and telemetry; integrity checks; encryption of commu-
nications; and increasing cybersecurity awareness. Malware defenses
and incident response policies and procedures were proposed in [51].
Further, cybersecurity recommendations for space infrastructures fo-
cusing on emerging technology (e.g., quantum computing) and policy
making to support incident response in space are discussed in [47].

Recover: The recovery function of the NIST framework is only par-
tially addressed in [34,45,51], where a set of cybersecurity guidelines
to ensure recovery in case of a cyber attack and policy develop-
ment are proposed. Similarly to the discussion on controls in the
Respond function, B. Unal, in [45], provides general recommenda-
tions about policies, organizational procedures, and training, with a
focus on NATO’s infrastructure. NASA, in [51], by leveraging the NIST
cybersecurity framework, identified generic security controls such as
inventory of hardware and software assets, vulnerability assessments,
secure configurations, continuous maintenance and patching, malware
defenses, data protection, and incident response policies and proce-
dures. A baseline of recommendations focusing on business continuity
and recovery policies development and risk management procedures
for space assets is provided in [34].
6

4.1.5. Requirements
The specification of cybersecurity requirements facilitates the de-

velopment both of secure space assets and of cybersecurity standards
and guidelines. Only one source was found that discusses such require-
ments: Ref. [37]. The suggested requirements focus on tele-commands
(ground to space), telemetry (space to ground), and payload data (space
to ground networks). The availability, integrity, authentication, confi-
dentiality, and sequencing (anti-replay) requirements are identified as
the most critical ones for space assets.

4.1.6. Legal issues
L. Palmqvist et al. in [40] provide a general overview of the current

legal issues of cybersecurity in the space infrastructure. The legislation
about space and cybersecurity in Sweden is extensively discussed, and
the lack of the necessary cybersecurity aspects in space regulations
is highlighted. Neither the international laws nor the space-specific
laws comprehensively cover cybersecurity in space. Even though gen-
eral reference to international laws and regulations relevant to the
cybersecurity of the overall space infrastructure is made in several
publications [55–57], these sources focus on legal issues pertinent to
satellites and are therefore reviewed in the appropriate subsequent
Section 4.2.6.

4.2. Cybersecurity of satellites

The cybersecurity of satellites has been extensively, compared to
the space infrastructure, analyzed in the literature. As it can be seen
in Fig. 7, forty seven articles out of the reviewed sixty six focus on the
cybersecurity of satellites.

4.2.1. Threats and attacks
Fig. 8 depicts the threats against satellites as proposed in the re-

viewed sources. The spoofing, jamming, and denial of service attacks
have been analyzed the most in the scientific literature. Similarly to
the space infrastructure, malware and eavesdropping techniques have
been leveraged for tampering, information disclosure, and denial of
service attacks. Although the level of detail of the identified threats is
similar to that for the space infrastructure, attacks and threats against
satellites have been analyzed more thoroughly. The accessibility of the
relevant infrastructure, its connectivity, and the dependence of several
critical sectors, such as power grids, maritime, and supply chain, on it
are among the main reasons for this difference.
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Fig. 7. Cybersecurity aspects addressed in satellites.
Fig. 8. Taxonomy of threats against satellites.
Spoofing: Several works in the literature discussed the spoofing
threat in satellites [31,56,58–69]. Spoofing may aim to capture, alter,
and re-transmit a communication signal so as to mislead the recipient
to accept it as originating from the intended sender. Attacking satellites
via spoofing involves taking over a space communication infrastructure
by masquerading as an authorized user and sending false commands
causing the spacecraft to malfunction or to fail its mission. The MA-
TRIX and the STPA-Sec approaches are leveraged to explore spoofing
threats in satellite systems in [59]. The spoofing threat is among
the most common threats to satellites, as it may result in collisions
and communication disruptions according to [68,69]. The potential
impact of spoofing threats in the four space segments of satellites
is discussed in [66]. The spoofing threat is among the most critical
according to [67], as it may result in satellite shutdowns and financial
damages. An overview of security incidents in satellite infrastructures
is provided in [31], and spoofing is identified as being among the most
critical threats. The most critical spoofing attacks against satellites are
identified in [58], where the focus is on loss of control, pre-launch
supply chain attacks, and post-launch supply chain attacks. The major
security threats on the operational, communication, and supply chain
environments of small satellites are analyzed in [61] and spoofing is
among the most critical ones. Past incidents in the space sector and
the cybersecurity perspectives, including spoofing attacks on the space,
user, and ground segments of small satellites are analyzed in [60]. The
spoofing threat is discussed and analyzed in the context of past cyber
incidents also in [62,63]; by leveraging the attack trees methodology
three cyberattacks against the CubeSat infrastructure are analyzed. The
7

cybersecurity needs of the European space infrastructure are analyzed
in [64] taking also into consideration spoofing threats.

Tampering: Several works in the literature have discussed the Tam-
pering threat in satellites [48,50,63,68,70–76]. An adversary is able to
add, delete, or otherwise modify files by gaining unauthorized access
to the satellite systems. This can lead to the misdirection of the satellite
or to disruption of the communication with the ground segment [73].
Further, the tampering threat is analyzed in [75] considering the space,
ground, link, and user segments. The potential threats that target small
satellites are presented in [74]. The space assets, attack motivations,
and attacker profiles are analyzed and the STRIDE method is utilized
in [71], where an interception of data attack in satellites is analyzed.
A security analysis of cubesats is provided in [63]; by leveraging
the attack trees methodology three cyberattacks against the cubesat
infrastructure, namely denial of service, data tampering, and disabling
cubesat communications are analyzed. A small satellite vehicle was
analyzed in [70] by leveraging the NIST cybersecurity framework, and
data tampering is identified as being among the most critical threats.
The cybersecurity challenges of satellite networks are presented in [48],
where the malware threat is analyzed. Tampering is characterized as
one of the most critical threats in small satellites in [72], by leveraging
the attack trees methodology. Similarly, the cybersecurity threats of
satellites are identified in [73] by utilizing the STRIDE and DREAD
methods, and Tampering is identified as being among the most critical
ones. The criticality of tampering threat is also discussed in [76]. Addi-
tionally, the ViaSat cyberattack, in which the malware wiper targeted
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the ground segment to disrupt the communications of the satellite
infrastructure is analyzed in [68].

Jamming: The jamming threat is among the most common and crit-
ical ones for satellites [31,48,58,60,64,66,70,71,74,76–84]. The jam-
ming attack could affect the normal operation of a satellite by dis-
rupting the radio communication used by satellites to receive com-
mands [78]. The jamming threat is discussed in [81] and has been ana-
lyzed considering several malicious actors in space such as nation-state,
professional or amateur hackers, organized criminals, and insiders. A
jamming threat that targets the communication links between ground
and space segments in the context of satellites is analyzed in [74]. The
jamming threat in a small satellite system is analyzed by leveraging
the NIST cybersecurity framework in [70]. Furthermore, the jamming
threat is analyzed by considering kinetic, non-kinetic, electronic, and
cyber attacks in [83]. The jamming threat in Galileo, Copernicus, and
mega-constellations and cubesats is analyzed considering several cyber
incidents in [64]. Software-defined spoofers are characterized as one
of the most critical techniques to perform GPS jamming [78]. By lever-
aging the STRIDE methodology, the jamming threat is analyzed along
with the attack motivations and attacker profiles in [71]. Additionally,
a taxonomy of threats against satellites, that includes threat agents,
targets, actions, and consequences, is proposed in [79]. The jamming
threat is analyzed by considering the aforementioned taxonomy and has
been characterized as being among the most critical ones. Moreover,
past incidents and the cybersecurity perspectives of the space, user, and
ground segments of satellites are analyzed in [60] and the jamming
threat is among the most critical and well-known ones. The main
threats for small satellites are identified in [58] where loss of control,
pre-launch supply chain attacks, and post-launch supply chain attacks
are among the most critical ones. The jamming threat and its effects
on the on-orbit space infrastructure are analyzed in [77]. Further,
the main cyber incidents in space systems, particularly in satellites,
are analyzed and the existing technical and organizational challenges
are presented in [78]; the main threats identified are cyber-espionage,
GPS jamming, and GPS spoofing. The criticality of the jamming threat
in satellite systems is analyzed in [31]. Jamming is characterized as
the most critical threat for satellites in [48,66,76]. A new class of
cyberattacks in space that leverages the communication between space
assets, particularly satellites, to violate the availability and integrity of
sensors and actuators used in space missions, is described in [80].

Loss of Control: The loss of control threat has been discussed by
considering different attacker profiles in [53]. Loss of control can be
caused by several cyber attacks on satellites. Such attacks are jamming,
spoofing, or denial of service, that may disrupt communications, data
processing, or the physical functions of the satellite. Furthermore,
the loss of control threat in internet-connected satellites is analyzed
considering four categories of threats in [83]. The criticality of loss of
control in satellites is examined in [48,85].

Information Disclosure The information disclosure threat is among
the most common threats in satellites according to [84]. The leak of
information in satellites can be performed by leveraging vulnerabil-
ities in a satellite receiver dish and software to perform a spectrum
analysis. To this end, an adversary could determine if a transponder
is operational or if it has unused bandwidth and power and attack on
the excess capacity. Thereafter, this attack may cause denial of service
or the unintentional transmission of illegal signals. General aspects of
the information disclosure threat in satellites are discussed in [71,73].
Further, the information disclosure threat against satellites is analyzed
in [75] considering the space, ground, link, and user segments. The
information disclosure threat that targets the signals in satellites is
discussed in [82]. The realization of the threat by using malware is
analyzed in [48,50,68,74–76]. Additionally, eavesdropping attacks that
may result in information disclosure are studied in [31,60,70,79,82,84,
86,87]. The information disclosure threat in small satellites is analyzed
in [74], where hardware, software, and network vulnerabilities have
8

been considered. Information disclosure attack scenarios are discussed r
in [71], where space assets, attack motivation, and attacker profiles
are analyzed. The criticality of the information disclosure threat in
satellites is discussed and assessed in [48,60,73,76,79]. Eavesdropping
attacks are characterized as the most critical for satellites in [31].
By leveraging the STRIDE methodology, the eavesdropping attack is
analyzed in [86]. The leak of information in satellite communications
is analyzed in [87] towards identifying the most efficient mitigation
technique.

Denial of Service: The denial of service threat has been classified
mong the most common threats in satellites [84]. General discussions
bout the threat in satellites are provided in [31,49,62,63,66,70–73,
5,76,79,82,84,86,88,89]. The denial of service attack could block the
perations of network-based services, affecting the control operations
r data transfer to and from a satellite, leading to the loss of the
sset. The denial of service threat in satellites is analyzed in [75,86]
onsidering the space, ground, link, and user segments. Therein, the
pace assets, attack motivations, and attacker profiles for a denial of
ervice attack are analyzed by leveraging the STRIDE method. More-
ver, the threats in satellites considering the space, link, and ground
egments are presented in [89]. Following a systematic analysis, the
TRIDE and DREAD methods are utilized to analyze denial of service
hreats in satellites [73]. The denial of service threat against small
atellites is briefly discussed in [74] considering hardware, software,
nd network vulnerabilities. A brief description of the threat in small
atellites is provided in [70]. Denial of service caused by malware is
tudied in [48,50,68,74–76]. Additionally, the denial of service attacks
n satellites are partially discussed in [48,50]. The impact of a denial
f service attack in the four space segments of a satellite is analyzed
n [66] by means of examining ten denial of service attack scenarios.
he Denial of service threat is among the most critical ones for satel-

ites; its criticality is discussed in [31,72,76,79,85,88]. The denial of
ervice attack is characterized as the most critical threat for satellites,
s availability is a top priority in the domain [49]. Such attacks in
atellites and in cubesats are analyzed in [62,63] and the same attack
n the satellite payload is analyzed in [82]. The ViaSat cyberattack is
nalyzed in [68], where the malware wiper that targeted the ground
egment to disrupt the communications of the satellite infrastructure
s presented. The attack leveraged network and VPN vulnerabilities
o upload the malware. The technical and organizational aspects and
essons learnt are described in relation to the cyber attack’s lifecycle.

Elevation of Privilege: The elevation of privilege attacks against
atellites are analyzed in [31,61,71–73,76,82,86]. The elevation of
rivilege can be performed through entry points such as I/O ports
nd wireless communications and affects the satellite’s onboard sen-
ors. The attacker gains unauthorized access to the satellite systems
nd performs malicious actions, such as turning off critical compo-
ents [71,86]. This threat in satellites has been systematically analyzed
y leveraging the STRIDE method and the attack motives and the
ttacker profiles have been considered in [71,86]. Both the STRIDE
nd DREAD methods have been applied to satellite assets to discuss
ecurity threats including elevation of privileges in [73]. By leveraging
he NIST cybersecurity framework, the elevation of privileges attack in
atellites is discussed in [76]. A satellite payload attack is described
n [82]. The impact of the elevation of privileges attack in satellites is
nalyzed in [72], by utilizing the attack trees method. The criticality
f the threat is discussed in [31,61].

Replay: Several works have discussed the replay attack against
atellites: [31,49,65,75,76,82,90]. An attacker may compromise the
ystem’s functionality by modifying routing information and replaying
ld packets over the satellite network, thus causing malfunction in the
ommunications between the satellite and the ground segment [90]. A
eneral discussion about replay attacks in satellites is provided in [90]
owards proposing an appropriate security mechanism to counter them.
urther, replay attacks in satellites have been discussed in [75] consid-
ring the space, ground, link, and user segments. The criticality of the

eplay attack is discussed in [49,76] and [31] provides an overview of
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cybersecurity incidents in satellites where the replay attack is classified
among the most critical threats. Replay attacks in satellite signals
have been examined in [82]. The potential implications of the replay
attack in the communications between satellites and ground stations
are studied in [65].

4.2.2. Vulnerabilities
By leveraging the NASA open source core flight system, the network

vulnerabilities are identified and four exploits are utilized in [65]. The
focus was on the software bus (SB) and the communication between
satellites and ground station and more specifically on the lack of
authentication in SB and the lack of incident recovery plans through
the SB entry point. By analyzing the user segment, the default creden-
tials, weak encryption, insecure protocols, and software backdoor are
characterized as the most common satellite vulnerabilities in [60]. On
the other hand, the increasing adoption of COTS and legacy systems
increases the attack surface and are among the most critical vulnera-
bilities in the space, link, and ground segments of satellites, according
to [81]. Further, [91] identifies the adoption of legacy systems, the
lack of regulations and standards, supply chain vulnerabilities, and the
easiness to access space technology as the most critical vulnerabilities
of satellite assets.

4.2.3. Risks
Cybersecurity risks in satellites are discussed in several works in the

literature. The discussion is mostly about methods for risk management
rather than detailed analysis of the risks themselves.

Risk-related methods: A risk management method for satellite
systems is proposed in [91]. The method consists of the main risk
management phases, namely threat identification, vulnerability anal-
ysis, risk assessment, risk mitigation, contingency plan, and incident
response. However, specific cyber risks in satellite assets are not con-
sidered. An approach is proposed in [92] to facilitate the cyber risk
governance in satellite. The approach takes into account the vulnerabil-
ities, threat actors, targets, impact, and countermeasures. Furthermore,
the NIST cybersecurity framework is proposed as an appropriate ap-
proach to analyze the risks of the unmanned commercial space vehicles.
A small satellite vehicle is analyzed to illustrate the workings of the
framework. Several cybersecurity threats, such as jamming, commu-
nication interception, data tampering, and denial of service, along
with their impact and severity are analyzed. The interception/loss of
sensor data, hijacking/unauthorized commands, and malicious code
injections are characterized as the most critical risks. Finally, a set of
recommendations is provided to mitigate the aforementioned risks. The
risks of the space infrastructure and of satellites are analyzed in [76],
by leveraging the NIST CSF. High risk levels exist for denial of service,
sensor injection, and jamming. Eavesdropping, replay attack, and data
manipulation are characterized as medium level risks. Although several
of the reviewed works have followed a systematic method and have
identified different levels of criticality, a comprehensive analysis of the
risks that would provide details about the different risk management
phases has not been made available.

Risk taxonomies: A security risk taxonomy for commercial space
missions is provided in [62]. The risks have been categorized consider-
ing past incidents and existing databases and technical reports. Physi-
cal, digital, organizational, and regulatory risks are included; however,
software related risks and mechanical faults are not included in the
proposed taxonomy. Technical and social engineering categories that
include signal hijacking, data manipulation, space situational aware-
ness deception, seizure of control, denial of service, phishing and
baiting are identified as cyber risks.

4.2.4. Countermeasures
Similarly to the threats and attacks, several works have analyzed

countermeasures and security strategies for satellites. Fig. 9 presents
9

Fig. 9. Countermeasures for satellites.

the proposed countermeasures for satellites, following the NIST CSF
core functions classification [54]. The majority of the countermeasures
are related to the protect, detect, and respond functions, with only two
out of sixty six reviewed articles discussing controls for recovery plans.
However, the countermeasures for satellites capture more aspects than
those for the space infrastructure (shown in Fig. 6).

Protect: Several cybersecurity controls have been proposed to pro-
tect against cyberattacks in satellites [31,58,61,69,74,81]. A set of basic
cybersecurity guidelines for small satellites that includes enforcement
of cryptography, application of access control, and satellite operational
procedures such as fail-safe and root recovery was proposed in [58].
Different encryption mechanisms to ensure the communication of the
telemetry and telecommand in small satellites were analyzed in [74].
The analysis concluded that AES-128 is among the most secure and
energy-efficient algorithms for small satellites. Recommendations that
focus on satellite space and ground systems are discussed in [31];
these are: RF encryption; specialized ground station hardware; use
of forensic auditing tools and procedures; enable the monitoring of
behavioral anomalies by leveraging intrusion detection systems; store
a verified secure copy of the satellite operating system on a trusted
platform module (TPM); continuously patch hardware and software
vulnerabilities; formal verification of the code in the payload; increase
redundancy in the case of compromise or loss; encryption of com-
munications; and develop disaster recovery plans. Further, security
awareness and cybersecurity standards and regulations are among the
basic means of protecting satellite assets [81]. A cybersecurity scheme
to mitigate the eavesdropping threat is proposed in [87], where the
Low-Density Parity-Check (LDPC) coding is employed to ensure the
confidentiality of communication by leveraging channel uniqueness
information into the coding process. Following a similar approach,
a security mechanism for satellite networks, based on blockchain, is
proposed in [90], where techniques such as access control, confidential-
ity, and security authentication are proposed to mitigate unauthorized
access, non-repudiation, false data injection, and replay attacks. Finally,
a collision avoidance system for satellites was proposed in [69]. This
system aims to protect satellites against indirect kinetic cyber attacks
that can result in a collision; such an attack is spoofing. Several general
recommendations were proposed in [61] to protect satellites. Among
these, access control mechanisms, strong cybersecurity regulations, and
cybersecurity policies are the baseline measures.

Detect: To facilitate the detection of cyberattacks in satellites,
security mechanisms such as intrusion detection and payload verifica-
tion have been proposed [84,85,87,90,93]. A novel intrusion detection
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system for satellite systems that operates over the routing protocols is
proposed in [85]; this control aims to mitigate DoS attacks in dynamic
space information networks. By analyzing the resilience of satellite
assets, advanced algorithms were developed to create adversarial net-
works (for attack simulation purposes), variational auto-encoders, and
multi-variate time-series in [93]. This facilitates the development of
cyber resilient technologies and particularly intrusion detection systems
and automated threat response to mitigate injection attacks. Further-
more, an intrusion detection scheme for IoT-based satellite networks
is proposed in [84] to mitigate denial of service, power depletion,
and eavesdropping attacks. Finally, the resilience of satellite assets is
examined in [93] by proposing cybersecurity countermeasures such as
variational auto-encoders, and multi-variate timeseries.

Respond: Practices such as cybersecurity policies, audits, and reac-
tive network segmentation have been proposed to respond in case of a
cyber incident [31,58,74,93]. A set of basic cybersecurity guidelines for
small satellites including cybersecurity policies and auditing procedures
focusing on cyber incident response are proposed in [58]. Increase
redundancy in the case of compromise or loss and develop incident
response plans are discussed in [31].

Recover: The recovery function of the NIST framework is only
artially addressed in the proposed countermeasures [31,58], where a
et of cybersecurity guidelines to ensure recovery in case of a cyber
ttack and policy development are proposed. The need to increase the
edundancy in the case of compromise or loss and to develop disaster
ecovery plans is mentioned in [31].

.2.5. Requirements
The cybersecurity requirements for satellites are partially analyzed

ithout following a systematic method or approach for their elicitation.
he importance of confidentiality, integrity, availability, authenticity,
nd safety to the satellite ecosystem is highlighted in [91]. It is im-
ortant, according to the existing approaches, that the space assets
ulfill the CIA triad requirements along with the authenticity of the
ransmitted data and the safety objective to avoid physical hazards.
urther, a satellite supply chain cybersecurity framework based on
he NIST SP 800-171 Rev.2 [94] requirements is proposed in [50],
here the payload control center, hardware components, and em-
edded software are characterized as critical assets. By leveraging
xisting security requirements the security strengths and weaknesses
f the satellite suppliers are examined and evaluated. The threats and
ttacks are identified by utilizing the STRIDE method, and authen-
ication, integrity, non-repudiation, confidentiality, availability, and
uthorization are identified as the basic requirements for the satellite
nfrastructure [73].

.2.6. Legal issues
Although space/satellite-specific acts and regulations exist, the cy-

ersecurity of the space infrastructure and of satellites is only partially
ddressed, in the form of guidelines [95–98]. A typology of hostile
vents involving satellites, classified in three categories, namely ki-
etic, virtual, and hybrid events is provided in [99]. The UN Charter
egime, Space law, and the telecommunication law are considered in
his analysis to discuss the need for a global framework for multi-
takeholder cooperation. The governance and cooperation issues of
ybersecurity of satellites are discussed along with the existing barriers
owards developing cybersecurity governance procedures in [77]. The
ain security objectives regarding satellites of the European Space
gency (ESA) policy are discussed in [55]. Asset identification, require-
ents establishment, and the establishment of necessary procedures

re among the most critical towards the development of standards and
egulations. Additionally, the legal aspects that cyberattacks against
atellites may pose are examined in [56]. Specifically, [56] discusses
he existing legal frameworks and mechanisms for the cybersecurity of
atellites, along with the national mechanisms of Australia and Ukraine.
10

he important steps towards increasing the security posture in satellites f
include the establishment of requirements for technical standards, and
the development of a legal culture for space cybersecurity. The EU
new directives on Network and Information Security (NIS2) and on the
Resilience of Critical Entities (RCE) and their relevance to the space
infrastructure and in particular to satellite cybersecurity are examined
in [64] to provide the current status of relevant legislation in the EU. An
overview of the regulations and laws in cybersecurity regarding mega-
constellations of satellites, potential risks per segment, and mitigation
techniques is provided in [48], where the definitions of the main space-
related terms in existing legal frameworks, along with the technical
standards for the satellite assets is provided. Finally, the regulatory
framework regarding space cybersecurity and particularly Article VI on
satellite cybersecurity of the Outer Space Treaty (OST) are analyzed
in [57].

5. Discussion and future research directions

A summary of the results presented in the previous section is shown
in Tables 2 and 3. Table 2 provides a tabular overview of the results
obtained from the systematic literature review. They are divided into
four areas: year; country; cybersecurity aspects of focus; and type of the
analyzed work.

Most (46) of the reviewed works discuss and analyze threats that
might inflict damage to the space infrastructure. However, most of
them contain general discussions, without systematically analyzing po-
tential threats. Eighteen out of the reviewed sixty six papers elaborate
on past or future cyberattacks; seven focus on space infrastructure
assets and eleven on satellites. Only ten of the reviewed works provide
information about the risk analysis and management processes. Most
of those that do are based on the NIST CSF [54]. Thirty four out
of the reviewed sixty six works discuss and propose cybersecurity
controls or mitigation techniques for space infrastructure assets, while
only nine papers analyze system vulnerabilities. Eleven works analyze
cybersecurity legal aspects, focusing on the national and international
regulations and the lack of both technical and regulatory standards.
Last, only two works discuss cybersecurity requirements in the space
domain. However, the discussion is on general concepts, such as the
CIA triad, without employing a methodology to define requirements
and ensure the application of cybersecurity by design principles.

Table 3 gives an overview of the cybersecurity threats that the
reviewed works focus on. Three threats have been analyzed in most
of the reviewed works, namely jamming, spoofing, and denial of service;
twenty eight, twenty five, and twenty works have discussed such
threats respectively. The denial of service threat in satellites is analyzed
in seventeen out of twenty papers, possibly due to its criticality in
communications and other critical infrastructure operations [18]. The
eavesdropping and privilege escalation threats have been analyzed in
leven and ten works respectively. These threats are mostly analyzed
n satellite systems and components, with only five works having
iscussed their impact on space infrastructure assets. The malware
nd replay attacks attracted the attention of nine and eight works
espectively, with particular focus on satellites. Finally, the tampering,
oss of control, and information disclosure threats for satellites are only
carcely analyzed in the literature. Five out of sixty six works have
nalyzed cyber threats by leveraging a systematic process or method-
logy [46,63,71,73,86]; STRIDE, DREAD, and the attack trees methods
ave been utilized. Further, four out of these five systematic analyses
re focused on satellite components and only one approach is used
o analyze threats in the space infrastructure. The denial of service,
ampering and privilege escalation threats have been explored by three,
ne and two studies respectively, while in the satellite domain these
hreats have been extensively discussed.

Based on the results in Section 4 and the discussion above, the

ollowing future research directions are suggested:
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Table 2
Summary overview of the SLR results.

Year Country Cybersecurity Focus Type

Space

2009 [32] USA Threats Technical Report
2014 [7] USA Attack, Threat Article
2016 [34] UK Countermeasures Technical Report
2016 [35] EU Threat Technical Report
2018 [2] USA Threats, Attacks, Countermeasures Conference
2018 [44] EU Threats, Countermeasures Technical Report
2019 [45] UK Threats, Countermeasures, Vulnerabilities Technical Report
2020 [53] OC Risk Technical Report
2020 [36] EU Countermeasures Article
2020 [46] UK Threats, Attacks Conference
2020 [37] EU Threats, Countermeasures, Requirements Article
2021 [38] EU Threats, Attacks, Countermeasures Conference
2021 [42] UK Threats, Attacks Article
2021 [39] AS Threats, Attacks Conference
2021 [51] USA Threats, Countermeasures Technical Report
2022 [40] EU Threats, Vulnerabilities, Legal issues Technical Report
2022 [41] EU Countermeasures, Vulnerabilities Conference
2022 [43] EU Threats, Vulnerabilities Technical Report
2022 [47] EU Threats, Countermeasures Conference

Satellite

2014 [88] USA Threats Conference
2015 [85] AS Threats, Countermeasures Article
2016 [100] USA Countermeasures Conference
2016 [99] AS Legal issues Article
2017 [58] USA Countermeasures Conference
2018 [55] EU Legal issues Article
2018 [77] EU Legal issues Technical Report
2018 [78] USA Attacks Technical Report
2019 [59] USA Countermeasures, Threats, Risks Technical Report
2019 [91] UK Vulnerabilities, Requirements, Threats, Risks Conference
2019 [60] UK Attacks, Threats Article
2019 [74] AS Countermeasures Article
2019 [1] UK Threats, Attacks, Vulnerabilities Conference
2020 [61] USA Threats, Countermeasures Article
2020 [92] USA Risks Article
2020 [79] AS Threats Article
2020 [31] UK Threats, Countermeasures Article
2020 [86] UK Threats, Attacks Conference
2020 [80] USA Attacks Conference
2021 [62] USA Risks Conference
2021 [81] USA Countermeasures, Vulnerabilities, Threats Technical Report
2021 [87] USA Countermeasures Article
2021 [63] USA Attack, Threats, Countermeasures Conference
2021 [82] UK Threats Technical Report
2021 [90] AS Countermeasure Conference
2021 [70] USA Risks Technical Report
2021 [93] USA Countermeasures Conference
2021 [75] OC Countermeasures, Threats Article
2021 [56] EU Legal issues Article
2021 [83] EU Threats Technical Report
2021 [64] EU Legal issues Technical Report
2022 [65] USA Vulnerabilities Conference
2022 [84] OC Countermeasures Article
2022 [71] USA Threats, Countermeasures Conference
2022 [76] EU Risks Technical Report
2022 [66] OC Threats, Countermeasures Conference
2022 [67] EU Countermeasures, Threats Article
2022 [68] USA Attacks Conference
2022 [89] USA Threats, Education Conference
2022 [72] USA Attacks Conference
2022 [69] CA Countermeasure Article
2022 [73] UK Threats, Requirements Article
2022 [48] A, EU Legal issues Article
2022 [101] USA Attacks, Countermeasures Conference
2023 [57] AS Legal issues Article
2023 [49] EU Threats, Education Conference
2023 [50] USA Risks Article
• Security by design: Vulnerabilities and threats in space assets
may arise during all phases of a system’s lifecycle. However,
improving the cybersecurity posture of a system early in the
development and production phases reduces the attack surface
and consequently the cyber risks. The increasing adoption of
COTS components, the commercialization of the sector, and the
increasing dependence on software applications create the need
11
to define and apply cybersecurity by design principles for the
overall space infrastructure. More research is needed to provide
actionable guidance on this.

• Threats, vulnerabilities, attacks and requirements analysis in
the space infrastructure: The systematic analysis of threats in
the space infrastructure provides a comprehensive understand-
ing of the space threat landscape. This process facilitates the
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Table 3
Overview of cyber threats in space.

Reference Spoofing Malware Eavesdropping Denial of service Jamming Tampering Replay Loss of control Information disclosure Privilege escalation

Space

[32] ✓ ✓

[7] ✓ ✓

[34] ✓ ✓

[35] ✓ ✓

[2] ✓

[44] ✓

[45] ✓ ✓ ✓

[53]
[36] ✓

[46] ✓

[37] ✓ ✓ ✓ ✓

[38] ✓

[42] ✓ ✓ ✓

[39] ✓ ✓

[51]
[40] ✓ ✓ ✓ ✓

[41] ✓

[43] ✓

[47] ✓ ✓ ✓

Satellite

[88] ✓

[85] ✓

[100] ✓

[99]
[58] ✓

[55] ✓

[77] ✓

[78] ✓

[59] ✓

[91] ✓

[60] ✓ ✓

[74] ✓ ✓ ✓

[1]
[61] ✓

[92] ✓

[79] ✓ ✓ ✓

[31] ✓ ✓ ✓ ✓ ✓

[86] ✓ ✓ ✓ ✓

[80] ✓

[62] ✓

[81] ✓ ✓

[87] ✓

[63] ✓ ✓

[82] ✓ ✓ ✓ ✓ ✓ ✓

[90] ✓

[70] ✓ ✓ ✓ ✓

[93]
[75] ✓ ✓ ✓

[56]
[83] ✓ ✓ ✓

[64] ✓

[65] ✓ ✓

[84] ✓ ✓ ✓ ✓

[71] ✓ ✓ ✓ ✓ ✓

[76] ✓ ✓ ✓ ✓ ✓

[66] ✓ ✓

[67] ✓

[68] ✓ ✓

[89] ✓ ✓

[72] ✓ ✓ ✓

[69]
[73] ✓ ✓ ✓ ✓ ✓

[48] ✓ ✓ ✓

[101]
[57]
[49] ✓ ✓

[50] ✓

Sum 25 9 11 20 28 6 8 5 2 10
identification of critical space components, the cyber risks, and
potential countermeasures. The payload in space assets provides
critical mission data by communicating to the ground station.
Analyzing the cybersecurity threats and vulnerabilities of the
payload facilitates the identification of the most appropriate se-
curity techniques for space assets and informs the elicitation
of requirements, which in turn is the basis for defining a cy-
bersecurity reference architecture for the four segments of the
space infrastructure. More research is needed on the assessment
and treatment of cybersecurity risk in space infrastructure, by
studying and adopting existing frameworks for both information
technology [102–105] and cyber–physical systems [106].

• Interconnections and interdependencies in Space: Intercon-
nections and interdependencies within and between space seg-
ments and other critical infrastructures need to be identified and
12

analyzed. This will allow the identification of the information
and control flows between cyber–physical systems that comprise
the space, link, ground, and user segments. Such analysis allows
the complete specification of the space infrastructure reference
architecture that in turns informs the accurate assessment of risks.
To this end, more research is needed in the identification of
interconnections and interdependencies between space systems to
systematically analyze the overall space ecosystem and identify
vulnerability inheritance, threat and risk propagation, and the
most appropriate security controls for space. By leveraging ex-
isting systematic methodologies [107,108], the interconnections
and interdependencies in space can be explored.

• Cybersecurity framework: The unique characteristics of space
create the need to develop a comprehensive cybersecurity frame-
work to manage the attendant cyber risks. Such a framework
will provide risk management procedures to deal with unique

space characteristics such as the single point of failure, lack
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of standards and regulations, complex supply chain, and the
widespread adoption of COTS. Further, through this framework,
a set of cybersecurity best practices for all four space segments
will be provided, towards improving the cybersecurity posture in
the space infrastructure.

• Human interactions: The number of spaceflight missions involv-
ing and/or carrying humans grows rapidly. Therefore, it is of
paramount importance to analyze human aspects and interaction
with and among humans in the space infrastructure, considering
the four space segments and safety issues too. The resolution
of conflicting safety and cybersecurity requirements needs to be
examined, to identify avenues towards developing safe and cyber
secure missions. Additionally, the threats and risks that might
arise because of the human interactions should be analyzed.

• Cybersecurity standards and regulations: Even though space
is a highly standardized domain, there is a lack of cybersecurity-
specific standards and regulations. The adoption of industry stan-
dards and guidelines to improve the cybersecurity posture in
space is needed; this process can be greatly facilitated and in-
formed by research.

• Cascade effects: The short and long term cascading effects of
cyberattacks in space on other critical infrastructures need to be
considered, by means of a systemic risk assessment approach.
More research is needed in analyzing the interconnections be-
tween critical infrastructures and space infrastructure. Further,
the risk propagation between these would increase the cyber-
security posture of the space infrastructure and hence of the
interconnected critical infrastructures.

. Conclusions

In this paper we answered the posed research questions by con-
ucting a systematic literature review that summarized and organized
ecent research results on the cybersecurity in the space infrastructure
t large and in satellites in particular, to integrate and add understand-
ng to existing work in the field. Research on the topic is increasing,
s more interconnected, advanced systems are included in the space
nfrastructure. Following a systematic approach we identified and an-
lyzed sixty six relevant publications. The majority of the reviewed
tudies focus on satellites and their communication components and
nly partially study the cybersecurity of cyber–physical systems in
oth the space and ground segments. Although several works have
xamined threats, vulnerabilities, attacks, and risks, a comprehensive
nalysis that will include and combine these aspects and will consider
he unique operations and conditions in space, is still needed. Such
nalysis should extend to all four space segments and lead to the
ormulation of a cybersecurity framework based on the NIST CSF.
iven the international nature of space, such an endeavor will best be
ndertaken by leveraging international collaborations and by sharing
ybersecurity knowledge.
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