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Routing Protocol for Low-Power and Lossy Networks (RPL) is a standard routing protocol for the Low Power
and Lossy Networks (LLNs). It is a part of the IPv6 over Low-Power Wireless Personal Area Network (6LoW-
PAN) protocol stack. Features like energy-efficient mechanisms and availability of the secure modes of op-
erations make RPL suitable for the constrained Internet of Things (IoT) devices. Hence, the majority of IoT
applications rely on RPL for data communication. However, routing security in RPL-based IoT networks is
a significant concern, motivating us to study and analyze routing attacks and suggested countermeasures
against them. To this end, we provide a comprehensive survey on the state-of-the-art security threats and
their corresponding countermeasures in RPL-based IoT networks. Based on our study, we propose a novel clas-
sification scheme that uses a mapping between RPL attacks and their countermeasure techniques to the RPL
control messages used to develop these techniques. Furthermore, we provide an in-depth statistical analysis
that includes analysis of routing attacks through the RPL control messages, distribution of various mitigation
techniques as per the method used, RPL control messages involved in the mitigation techniques, and details
of the tools used by multiple researchers. In the end, we highlight some open challenges and future research
opportunities on this topic. We believe this survey will be beneficial to researcher and practitioners working
in the area of RPL security.
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1 INTRODUCTION

One of the significant challenges for the Internet of Things (IoT) is to allow resource constrained de-
vices to converge with the IP-based environment [1]. The use of Internet Protocol Version 6 (IPv6)
over Low-Power Wireless Personal Area Network (6LoWPAN) protocol stack solved this problem.
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2 Ankur O. Bang, et al.

The 6LoWPAN group has specified encapsulation and header compression mechanisms [1] for
sending and receiving IPv6 packets over IEEE 802.15.4 networks. Routing Protocol for Low Power
and Lossy Networks (RPL) is a part of the 6LoWPAN protocol stack and manages the routing
task. Although RPL offers optional security mechanisms to protect its network privacy, credibility,
and validity of control messages, attackers can still control the legitimate nodes because sensor
nodes are not immune to manipulations. This makes it possible for attackers to hamper the rout-
ing process and mount different routing attacks. Hence, enhancing routing reliability of the RPL
protocol has gained significant attention and has attracted many researchers from the Low Power
and Lossy Networks (LLNs) community. However, while providing secure routing solutions to the
RPL networks, the resource constraint nature of the IoT devices and working principles of the RPL
protocol must be considered.
To the moment, very few studies focus upon the various routing attacks and their countermea-

sures with regards to the RPL protocol. The majority of these surveys shed little light on the thor-
ough investigation of the RPL routing attacks. Besides this, the bulk of them lacks knowledge from
the existing literature and are not fruitful for researchers working in this area. Further, most cur-
rent work mainly focuses on internal threats to the Wireless Sensor Networks (WSNs) [2]. Hence,
there is a significant need to investigate the security dimension of the RPL protocol to get a more
profound knowledge about the threats and prevention strategies. The lack of a precise survey cov-
ering aspects like (i) The investigation of attacks possible through various RPL control messages,
(ii) The involvement of the RPL control message in the proposed mitigation techniques, (iii) In-
depth study and classification of the existing security methods constitutes a strong motivation for
us to write this survey.
Our survey includes all the unique and relevant attempts to improve the routing security of

the RPL protocol. Besides this, this paper’s primary goal is to analyze all the routing attacks and
respective mitigation methods concerning the RPL control messages. With providing highlights
about the advantages and drawbacks of the studied mitigation techniques, our study also presents:

• The distribution of the mitigation techniques as per the method used,
• RPL control messages involved in the mitigation techniques,
• Details of the attack possible through each RPL control message, and
• Details of the tools used to implement (validate) the suggested methods by the various re-
searchers.

Thus, this work will enable the readers to quickly understand the security issues of the RPL
protocol with its control messages.

1.1 Related Surveys

Many previous studies have covered various security aspects of the RPL protocol. However, the
contributions of these works to the research community are widely scattered and insufficient. This
subsection provides a literature review with a short discussion of these works organized in chrono-
logical sequence.
L. Wallgren et al. [3] provide details about the RPL’s basic functionalities and introduce the at-

tacks related to it along with a discussion on their respective countermeasures. Along with this,
they also propose a lightweight Intrusion Detection System (IDS) called heartbeat using the Inter-
net Control Message Protocol for IPv6 (ICMPv6) messages. P. Pongle and G. Chavan [4] inspected
the history of research efforts that improve the RPL protocol since its standardization (in 2012)
until the year 2014. They also mention various threats related to the 6LoWPAN protocol stack.
Further, this survey includes a brief overview of the IDSs and their classifications. However, this
survey seems to be outdated and does not include the latest attack and mitigation techniques.
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Assessment of Routing A�acks and Mitigation Techniques with RPL Control Messages: A Survey 3

In [5], authors summarize the work done till 2015 and contribute mainly by giving the first-ever
classification of the routing attacks based on Resource, Topology, and Traffic. They also mention
the prerequisites and impact of each attack in their work. However, this study lacks a thorough
discussion of the attacks and respective mitigation techniques. Another study [6], published in
2016, explains some aspects regarding the growth of the IoT market projected by the year 2020.
The survey examines the efforts made for securing RPL for IoT. Authors in their study classify
the routing attacks as attacks on Confidentiality, Integrity, and Availability (CIA). They also state
the adverse effect of each attack on the network performance. Besides this, we came across other
studies like [7], where the authors present a summary of various attacks and defense mechanisms
and [8], which suggest possible solutions for some routing attacks not evaluated until the year
2017. However, all these studies made a minimal discussion about the RPL’s security.
Kim et al. [9] review the history of various research efforts related to RPL. This study discusses

RPL related papers until 2017, and it is, therefore, outdated. The authors provide a brief statisti-
cal overview of hardware platforms, publications, and simulations tools. However, this study does
not discuss RPL routing attacks and related mitigation techniques in detail and does not provide
research on RPL’s security. A. Kamble et al. [10] stated and classified attacks targeting Resource,
Topology, and Traffic. However, this work summarizes only a few studies and sheds little light on
RPL’s research challenges. A. Raoof et al. [11] made a very exhaustive study of various researchers’
research efforts. Their work segregates defense methods as per the mitigation techniques used. Be-
sides this, they also bifurcate attacks as WSN’s inherited and RPL specific. Further, they discussed
the open issues, challenges, and future directions regarding mitigating routing attacks on RPL.
However, this study lacks information about various tools and RPL messages involved in the mit-
igation techniques. Some recent studies [12], [13] did a short survey and focused on privacy and
combinations of different routing attacks against the RPL protocol. We, in our survey, mainly fo-
cus on the aspect of RPL control messages and discuss attacks and mitigation techniques possible
through them.We extend previous studies to notify potential scope of improvement in the existing
mitigation techniques, provide an in-depth analysis regarding the relation of RPL control messages
and attacks, and discuss challenges and research opportunities to enhance RPL’s security.

1.2 Our Survey

As mentioned above, a few surveys have been undertaken to analyze the numerous security con-
cerns of the RPL protocol. To the best of our knowledge, there is no prior survey similar to ours.
Interestingly, Table 1 shows how this work separates itself from the previously widely quoted ar-
ticles. This survey provides a one-stop solution as an opportunity to understand and overcome
the difficulties in the existing approaches proposed to enhance RPL’s resilience against routing
attacks. Thus, this paper encourages researchers to design new and efficient solutions against the
RPL routing attacks. Our survey tries to extend previous studies by summarizing all the existing
attacks and adding some new recent mitigation techniques suggested by researchers. Besides this,
the survey provides a more profound vision of the RPL control messages and their relations with
routing attacks and countermeasures. Compared to other existing surveys on the RPL routing
attacks, this article is the first to evaluate RPL control messages with routing attacks and coun-
termeasures. Understanding the attacks and countermeasures from the perspective of the control
messages is particularly important. It will provide the root cause of the attack and insights into
the possible changes that can be made in these control messages to prevent attacks in the future.

1.3 Major Contributions and Scope

Given the shortcomings of the other surveys listed in Table 1, our paper’s main contributions can
be summarized as follows.
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Table 1. Comparison of this survey with other related surveys

Articles
Survey

Subject
Year

Research

Effort/ Year

Overview of

6LowPAN

RPL

Basics

Classification on

the basis of
Control Messages in

Mitigation Techniques

Effect of

Each Attack

Tools

Used

Scope of

Enhancements

Statistical

Analysis

Research

Opportunities
A 1 B 2 C 3 D 4 E 5

Linus Wallgren et.al

[3]

Secure routing in

wireless sensor networks:

Attacks and countermeasures

2013 2010-2013 •
a

△
b

×
c

× × × × × △ × × × ×

Pavan Pongle et.al

[4]

A survey: Attacks

on RPL and

6lowpan in IoT

2015 2011-2014 △ △ × × × × × × △ × × × △

Anthéa Mayzaud et.al

[5]

A taxonomy of

attacks in RPL-based

Internet of Things

2016 2011-2015 × △ X
d
× × × × × △ × △ × ×

DavidAirehrour et.al

[6]

Secure routing

for Internet of

Things: A survey

2016 2011-2015 X • × X × × × × • × • × X

Divya Sharma et.al

[7]

A detailed classification

of routing attacks against

RPL in Internet of Things

2017 2013-2015 △ △ X × × × × × △ × × × ×

S. Mangelkar et.al

[8]

A comparative study

on RPL attacks and

security solutions

2017 2012-2016 × △ × X × × × × △ × × × ×

Kim et al.

[9]

Challenging the ipv6

routing protocol for

low-power and lossy

networks (rpl): A survey

2017 2012-2017 × • × × × × × × × • △ △ △

A. Kamble et.al

[10]

Security attacks

and secure routing

protocols in RPL-based

Internet of Things: Survey

2017 2012-2015 × • X × × × × × × × × × ×

A. Raoof et.al

[11]

Routing attacks and

mitigation methods

for RPL-based

Internet of Things

2018 2011-2018 × • × × X X × × × × • × •

A. Jain and S. Jain

[12]

‘A survey on

miscellaneous attacks

and countermeasures

for RPL routing

protocol in IoT

2019 2011-2016 × △ × × × × × × × × △ × ×

M. Durairaj et.al

[13]

The Internet of Things

(IoT) routing

security—A study

2020 2011-2019 × × X × × × × × × × × × ×

This Survey

Assessment of Routing

Attacks and Mitigation

Techniques with RPL

Control Messages: A Survey

2021 2011-2020 ••• ••• ××× ××× ××× XXX XXX XXX XXX XXX XXX XXX XXX

1 Attacks on Resource, Topology and Traffic. 2 Attack on Confidentiality, Integrity and Availability. 3 RPL Specific and WSNs Inherited. 4 Mitigation Techniques. 5 RPL Control Messages. a Aspect is

appropriately covered in the survey. b Aspect is shallowly covered in the survey. c Aspect is not covered in the survey. d Aspect is covered to the core in the survey.
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• First, we present a comprehensive study of the RPL protocol, its identified attacks, and the
suggested mitigation methods against each attack. Next, we provide a novel classification
of the attacks and countermeasures possible by exploiting RPL’s control messages. We also
present a comprehensive overview of the various defense mechanisms along with their lim-
itations.

• We provide first of its kind in-depth statistical analysis that includes analysis of routing
attacks through each control messages, distribution of the mitigation techniques, control
messages involved in mitigation techniques, and details of the tool used to implement at-
tack/countermeasure by various researchers. We conclude our contributions by highlighting
a set of research opportunities relevant to further security enhancement of the RPL protocol.

Our survey is written to target researchers actively involved and working in the security of
RPL-based IoT networks. In our view, the contributions mentioned above will provide the targeted
readers with an integrated survey to track existing research directions and the latest updates about
RPL’s security challenges and issues. In particular, we believe that the readers will understand and
learn about the following from this article.

• For the novices, it will provide a thorough understanding of the working methodology of
the RPL protocol and the role of the control messages while forming the network topology
and performing the data communications. They will also gain adequate knowledge about
the RPL’s strengths and security issues. Our novel classification of the existing mitigation
methods will enable researchers to study and move further in a particular method or invent
new hybrid methods.

• Our work will provide a precise picture of the vulnerabilities related to the control messages
in the RPL and attacks possible through them. Moreover, to help the researchers who are
working to enhance RPL’s security, our contribution ofmapping attackswith the RPL control
messagesmay open new research opportunities towardsmaking architectural changes in the
RPL protocol to enhance its security.

The rest of the article is organized as follows. Section 2 describes the overview of the 6LoWPAN
protocol stack and the RPL operations. Section 3 presents a classification and description of the
attacks possible through each RPL control message. In the same section, we present an in-depth
discussion about the mitigation techniques suggested against each identified attack. Key findings
from the literature and research opportunities are stated in Section 4. Section 5 elaborates on the
identified issues, challenges, and future research opportunities. Finally, Section 6 concludes our
work.

2 6LOWPAN PROTOCOL STACK AND RPL

This section contains all the necessary and prerequisite information regarding the 6LoWPAN pro-
tocol stack (please refer to section 2.1) and RPL protocol (please refer to section 2.2).

2.1 Overview of 6LoWPAN Protocol Stack

The 6LoWPAN protocol stack arose from the belief that the Internet protocol should be applica-
ble to small devices and low-power machines with minimal computing capacities involved in IoT
technology. Thus, the 6LoWPAN networks have characteristics [3], [14] like resource-constrained
nodes with restricted energy, memory, and processing power, lossy links, and low data rates
(approximately 250 kbps). Moreover, the bulk of the traffic in these networks is either point-to-
multipoint (root node to child nodes) or multipoint-to-point (child nodes to root node).
The 6LoWPAN protocol stack [15], [16] is developed by the Internet Engineering Task Force

(IETF). This protocol stack is based on IPv6 [17], with the addition of an adaptation layer called

, Vol. 1, No. 1, Article . Publication date: October 2021.

Page 5 of 35 Computing Surveys

https://mc.manuscriptcentral.com/csur



6 Ankur O. Bang, et al.

6LoWPAN [17], that handles header compression, fragmentation, and reassembly of IPv6 packets
along with other important tasks. Figure 1 shows a comparison between 6LoWPAN and traditional
TCP/IP protocol stacks. As our article’s scope is restricted to the RPL only, we direct the interested
readers to refer [1], [18] to study the other protocols and standards used in the 6LoWPAN protocol
stack.

Fig. 1. Five Layered Protocol and 6LoWPAN Stacks

2.2 Overview of RPL

The routing methods used for the WSNs are found unsuitable for IoT [15]. Besides this, the tradi-
tional Internet routing protocols are also of no use for resource-constrained IoT devices [1]. There-
fore, from a variety of solutions that existed for routing in the 6LoWPAN networks, the IETF only
implemented and standardized the RPL [1] protocol. RPL is designed from scratch to fulfill IoT
network routing needs and to reduce resource consumption along the routing paths. Also, it is
flexible and can be modified according to the various operating conditions. RPL forms a loop-free
tree-like topology, called Destination Oriented Directed Acyclic Graph (DODAG) [19], in which
nodes are arranged into a ranked structure, comprising of the root, the children, and the progenies.
RPL uses an objective function to ensure the formation of the optimized topology [19]. Topology
formation in RPL is based on a set of pre-defined goals, like conservation of energy, lower hop
count, and the eminence of connection. A network may have several DODAGs, each having its
pre-defined objective function. If required, RPL may run multiple network instances within a sin-
gle IoT network by creating a separate set of DODAGs for each instance [19]. However, at any
given time interval, a node can only be a part of a single DODAG instance [19].

2.2.1 Summary of RPL’s Features.

• RPL ControlMessages: RPL’s DODAG is developed and managed using: (a) DODAG Infor-
mation Solicitation (DIS), (b) DODAG Information Object (DIO), (c) Destination Advertise-
ment Object (DAO), and (d) DAO-Acknowledgment control messages. A new node can enter
a prevailing network by transmitting a DIS message to request the DIO messages that carry
DODAG information like node ID, version number, and rank. Additionally, a node may wait
to collect periodically transmitted DIO messages from its neighbors to maintain and update
RPL topology. A timer called Trickle maintains the periodic and optimal transmission of the
DIO messages [11].

• Objective Function and Topology Formation: A node uses its objective function [14] to
calculate its rank on receiving a new DIO message. Node’s rank value resembles its distance
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Assessment of Routing A�acks and Mitigation Techniques with RPL Control Messages: A Survey 7

from the root/sink node in the RPL topology.To guarantee the graph’s acyclic nature, the
node’s rank value must always be higher than its parent node’s rank value [1], [14]. When
DIO messages from multiple nodes are received, the best-ranking parent (with the lowest
rank) among the recipient nodes is selected. Thus, the DIO message plays a vital role in
building andmaintaining the RPL topology. Once the topology is created, the node sends the
DAO message towards the root/sink node of the respective DODAG [14]. Figure 2 depicts
the formation of DODAG and the flow of control messages with both existing and newly
added nodes.

Fig. 2. RPL DODAG Formation

• Avoidance and Detection of Loop: Whenever the topology changes, the RPL can detect
and repair such changes. RPL relies on two basic rules for preventing loops (i) Any mes-
sage that travels down the DODAG but originates from an inherited node is ignored, and (ii)
Downward movement of these messages is allowed only during the loop avoidance proce-
dure or when the root/sink node initiates a new version of the DODAG [1], [14]. RPL has a
mechanism for route validation whenever a loop is detected, and it corrects the inconsisten-
cies associated with the DODAG formation [1], [14].

• Mode of Operation: In RPL, there can be multiple DODAGs in a network [14]. Any node
can join one or more instances and perform a completely different role in each DODAG [14].
RPL supports Point to Point (P2P), Multipoint to Point (MP2P), Point to Multipoint (P2MP)
communications [14]. RPL operates in two modes. Storing, where node keeps downward
routing table stored locally and network use this table for traffic management. Non-storing,
where node uses source routing to send traffic to the destination nodes [1], [14].

• Security Features: RPL provides three types of security modes [14].
(i) UnsecuredMode: This is RPL’s default security mode of operation, which provides no secu-
rity, here RPL relies on the link layer for security, and RPL control messages are unsecured.
(ii) Preinstalled Mode: Here symmetric key is preinstalled on the node. RPL control messages
are secured with the key. When additional routing security is required, this mode can be
used.
(iii) Authenticated Mode: The authentication authority is responsible for providing a key. To
get this key, a newly joined node has to use the preinstalled key to enter DODAG. When
authentication of the node is required, this mode is used.

, Vol. 1, No. 1, Article . Publication date: October 2021.

Page 7 of 35 Computing Surveys

https://mc.manuscriptcentral.com/csur



8 Ankur O. Bang, et al.

Further, RPL has many other features [14] like Self-configuration through which RPL uses IPv6,
where IPv6 provides the functionality of neighbor discovery for the construction of routes in the
network from source to destination. Auto healing feature is useful when nodes are added or re-
moved in RPL topology due to mobility or failure of a node. Multiple edge routers that support
high availability and load balancing in RPL.

3 CLASSIFICATION OF RPL ROUTING ATTACKS AND RELATED MITIGATION

TECHNIQUES

After carefully studying each routing attack, we adopt the following classification.

• Attack Classification Based on Control Messages: Some of the previous studies have
adopted different classifications. This survey focuses on the routing attacks that originated
due to the RPL’s structure and working principle. Control messages are the fundamental
and core part of the RPL working [14], [1]. Therefore, this survey relates each known attack
with the four RPL control messages discussed in the previous section. Figure 3 depicts more
about this novel classification. Further, every attack on RPL is clarified, and the knownmech-
anisms are summarized one by one. In addition to it, RPL packets involved in the suggested
mitigation techniques are extensively discussed in the later part of the survey.

• Mitigation Classification Based on Defense Methods: We classify the studied mitiga-
tion mechanisms based on various defense methods used as - specification-based (which use
RPL specifications like change in rank, DODAG, and version number to detect the attacker
node), trust-based (where the legitimate nodes maintain trust values among themselves and
make use of it to detect the attacker node), statistical/mathematical (cryptographic) based,
location-based, and acknowledgment-based [11]. This classification has helped us to under-
stand similar problems with each class of the classified methods. We further used this data
and tried to extract notably useful information from that and precisely analyze it in Section
4.

Fig. 3. Classification of RPL A�acks Based on its Control Messages

Each classified attack and the respective mitigating techniques are studied and discussed in the
remaining part of this section. In addition, a tabular format describing all themitigation techniques
along with the attack’s impact, classification based on mitigation techniques, involved control
messages, respective tools used, and scope of development of each technique is provided.

3.1 DIS Specific A�acks and Mitigation Techniques

This subsection provides a brief overview of the respective countermeasures against the potential
routing attacks possible through the DIS control message.
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Assessment of Routing A�acks and Mitigation Techniques with RPL Control Messages: A Survey 9

Table 2. Summary of A�acks through DIS Control Message and Mitigation Techniques

Mitigation

Techniques

Publication

Year
Attacks

Attack

Impact

Classification Based on

Mitigation Technique

Modified / Default

Control Messages

Tools

Used

Summary of Limitations /

Scope of Enhancement

[22] 2013

DIS

Attack

Increased

Delay

Specification

Based

DIO and DAO Cooja Accuracy is an Issue

[21] 2016 DIS Cooja
Method Depends on

Cluster Head

[24] 2019 DIS Cooja

Lossy Nature of RPL

is not Taken into

Consideration

[23] 2020 DIS Cooja

Lossy Nature of RPL

is Not Taken into

Consideration, Depends on

Time Stamp

[26] 2017

Sybil

Attack

Decreased Packet

Delivery Ratio (PDR),

Increased Network

Overhead and

Energy Consumption

Trust Based

DIO * Cooja

Needs Collaboration with

Neighbors to Detect

Intrusions

[28] 2019 DIO*
Cooja and

Testbed

Trust Calculation Takes Time,

Method Depends On

Sink Node

[27] 2019 DIO* Cooja Trust Calculation is Crucial

[29] 2019 DIO* Cooja Trust Calculation is Crucial

[32] 2018 Statistical /

Mathematical

(Cryptographic) Based

DAO* Cooja

Taking Hash of Each Node

and Checking it at Root

Node Creates Overhead

[30] 2019 DIS and DIO OMNet++

Includes Heavy Mathematical

Calculation, Not Suitable

for Larger Networks

[31] 2020 DIS and DIO OMNet++
Gini Base Filtering Requires

Initial Calculation

[19] 2012
Replay

Attack

Increased Delay,

Power Consumption and

Network Overhead

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Networks

* Denotes Modified Control Message

3.1.1 DIS (DIS Flooding) A�ack and Mitigation Techniques. The older design and implementation
of the RPL in the Contiki Cooja emulator uses 60 seconds as a predefined transmission time for the
DIS message. Thus, a new node continuously transmits a DIS message with a fixed 60 second cycle
until it collects a DIO message from any other adjacent node. When a new node wants to join a
DODAG, it sends a DIS message to get the information of the surrounding nodes in the network
topology. An attacker can misuse this feature, and it can frequently send multiple DIS messages
to its neighboring nodes. Figure 4 shows this attack. Here the attacker node with ID 9 mounts a
DIS flood attack on the adjacent nodes.

Fig. 4. DIS Flooding A�ack Fig. 5. Sybil A�ack
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10 Ankur O. Bang, et al.

The existing methods against this attack are now discussed one by one. Le et al. [20] examined
the DIS attack effects under unicast and multicast mechanisms and have discovered that the DIS
attack cannot disturb the delivery rate. However, it can increase end-to-end delay. Till now, there
is no particular attack prevention method for this attack. Nevertheless, to minimize the attack’s
effects, IETF has proposed some changes to the node’s reaction upon receiving multiple DIS mes-
sages [20], [21]. These changes are still to be tested and examined. Le et al. [21] have demonstrated
the successful protection against DIS attack through their specification-based IDS. Their technique
is based on semi-auto profiling and construction of an abstract of network operation through net-
work simulation traces for different clusters. Next, it uses these traces as a reference for the node’s
behavior and verification. However, the security and optimal placement of the cluster head is the
primary concern of this method. There are few studies like [23], [24], where the authors have
made efforts to investigate the effects of this attack on network performance and have delivered a
lightweight mitigation technique against it. They considered two safety threshold values, one for
the maximum number of allowed requests and the other for the fixed DIS transmission interval.
They have demonstrated the correctness of their work using the Cooja emulator. However, the
effect of the lossy nature of the RPL protocol is not taken into consideration while designing these
methods. Further, the use of timestamps makes these methods more complicated.

3.1.2 Sybil A�ack and Mitigation Techniques. In this attack, the malicious nodes create multiple
identities as shown in Figure 5 andmislead the other nodes [25]. In Figure 5, the nodeswith IDs 2, 5,
and 8 are the sybil attackers with the fake identities shown in the square brackets. By implementing
such an attack, the attacker can control various areas of the network without using any physical
node. The paper [25] classified sybil attacks into three types, namely SA-1 (restricted to a specific
area of the network), SA-2 (distributed over the network), and SA-3 (distributed over the network
and the attacker nodes are mobile). Authors in [26] studied and evaluated the performance of the
RPL protocol under mobile sybil attack.
The summary of the studied mitigation techniques is as follows. Some researchers have sug-

gested the use of information about the node’s geographical location with the communication
messages. This approach is the best one to tackle clone ID/sybil attack because a single node can-
not be present at two different locations at the same time instance [3]. Besides this, there are some
other methods as proposed by Zhang et al. [25], which makes a social graph of the network and
then recognize the attacker nodes on two principles: (i) Sybil nodes have a tight connection be-
tween them as compared to with that of the legitimate nodes, and (ii) Sybil node does not have
a tight connection with many legitimate nodes. The scheme is best for the SA-1 type of attack.
The SA-2 type of attack can be defended by behavioral classification methods, which assumes that
the malicious nodes have incomplete, monotonous, and certain specific behaviors compared to
the normal nodes. The use of trust-based methods that adopts friend relationship sybil detection
schemes and maintains a friend list with each node is suggested for the SA-3 type of attack.
S. Murli et al. in [27], have proposed and evaluated a novel solution against the Artificial Bee

Colony (ABC)-inspired mobile sybil attack model in RPL. They have used Cooja emulator on top of
Contiki OS to demonstrate their results. Still, themethod can be improved concerning the accuracy
and time of attack detection. D. Airehrour et al. in [28] proposed a time-based trust-aware approach
to tackle sybil attack. They have explained how their trust-based solution can be embedded in the
RPL protocol. This method’s design has steps like trust calculation, trust monitoring, trust rating,
detection, and isolation of attacker node and taking backup of new trust values. The method has
toomany intermediate stages, and therefore causes latency in the attack detection. One more trust-
based method is suggested in [29]. Here the authors determine the node’s trust value based on the
received signal strength and use the Cooja emulator with Wireshark to evaluate their solution
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performance. Besides this, some recent studies [30], [31] have proposed a Gini Index-Based coun-
termeasure against the sybil attack in IoT. They have implemented this approach in OMNeT++ and
compared its performance with the two existing schemes, called SecRPL and two-step detection.
This method has an improved detection rate with optimal energy consumption. However, these
methods have a complex mathematical calculations.
M.Conti et al. [32] enhanced the RPL by modifying the DAO packet to add device ID and the

hash of software to protect nodes against insider attacks. The authors have proposed two different
algorithms, one for the root node and the other for the non-root nodes. The results shown in their
work are based on the Cooja emulator. However, calculating, storing, and comparing hash values
degrades RPL’s performance to some extend.

3.1.3 Replay A�ack and Mitigation Techniques. The attacker here records the control messages
(DIO, DIS, DAO, and DAO-Ack), then purposely re-transmits them in the network [10]. The attack
can be mounted even if the RPL runs in a secure mode. Because to mount the attack, the attacker
doesn’t need to know about the keys used for cryptography. The attack consequences include
obsolete or fake routing entries, poor routing systems, a lower transmission rate of packets, and
sometimes detachment of the victim node from the formed DODAG. The attack typically can have
more harmful effects on the dynamic networks than the static networks. Note that this attack is
common with all control messages. Hence, it is only covered once in this section.
RPL has an optional mechanism for the replay protection [33] within itself, but using it increases

the delay, power consumption, and the network overhead. The replay protection mechanism of
the RPL protocol is useful in static networks. However, there are no proposals for the mitigation
of the attack in dynamic networks. Table 2 summarizes the DIS control message-related attacks
and scope of improvement in the studied mitigation techniques. The table also briefs about the
classification of methods based on the defense techniques and use of the packets (either modified
or as it is) in the respective mitigation technique.

3.2 DIO Specific A�acks and Mitigation Techniques

This subsection provides a brief discussion on the routing attacks possible through the DIO control
message and an overview of the respective countermeasures against them.

3.2.1 Rank A�ack andMitigation Techniques. RPL forms aDODAGwhere the rank value increases
from the root node to the child nodes. The task of the child node is to select a parent with a lower
rank value. An attacker can change a node’s rank value to mount a rank attack or manipulate the
parent selection procedure to mount the worst parent selection attack. This affects the routing
topology [3], [6]. In Figure 6, nodes with IDs 3 and 2 show decrease and increase rank attacks,
respectively. Whereas the node with ID 7 selects the worst parent with node ID 6 instead of the
node ID 4 with a lower rank value, thus affects the RPL topology. Note that the worst parent
selection is also a part of the rank attack, but selecting the worst parent has a negligible effect on
the network. All thesemanipulations can be done in either of the twoways: (i) Direct manipulation
of the rank value in the DIO message, and (ii) Through the objective function used.
A variety of methods for the mitigation of the rank attack(s) are proposed by various authors

that include the IDSs and other methods as mentioned hereafter. Perrey et al. [34], [35] proposed
a method called ‘Trust Anchor Interconnection Loop’ (TRAIL). In which, whenever a new DIO
message is received, a test message containing a randomly generated nonce and the rank of the
sender of the DIO is sent to the root nodes via the receiving nodes. The sender node waits for an
acknowledgment duly signed by the root node and includes the sender rank, respective DODAG
version, and the original nonce. Every intermediate node ought to review the test message as well
as its rank acknowledgment. If authentication fails, the message is discarded, and the local repair
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Table 3. Summary of A�acks through DIO Control Message and Mitigation Techniques (Part 1)

Mitigation

Techniques

Publication

Year
Attacks

Attack

Impact

Classification Based on

Mitigation Techniques

Modified / Default

Control Messages

Tools

Used

Summary of Limitations /

Scope of Enhancement

[34] 2016

Rank

Attack

Increased Delay,

Control Message

Overhead,

Power Consumption,

Decreased Packet

Delivery Ratio (PDR)

Acknowledgement

Based
DIO* RIOT and Testbed

Nodes have to wait for

Acknowledgement

[37] 2017 Trust

Based

DIO* and DAO MATLAB
Detection Depends on the

Accuracy of Trust Calculations

[46] 2019 DIO* Cooja
Detection Depends on the

Accuracy of Trust Calculation

[41] 2011

Statistical

/ Mathematical

/(Cryptographic) Based

DIO* MICAz
Use of Hash Function Creates

Network Overhead and Delay

[35] 2013 DIO Not Mentioned

Sender Nodes Have to Wait for

Acknowledgment Duly

Signed by The Root

[42] 2015 DIO Cooja

Taking Average of Rank

Value is Not Practical with

Decreased RankAttack

[39] 2016 DAO and DIS NS-2
Detection Accuracy

and Time is an Issue

[43] 2016 DIO* Cooja

Hash Chain Authentication

Increase Computation Overhead,

Not Practical for Large Networks

[55] 2018 Not Mentioned Cooja
Energy consumptions can

be due to other attack also

[44] 2018 DIO* Cooja
Nodes have to Store Values Like

Ego and Sensitive Node List

[45] 2018 DIO Cooja

IDS Completely Relies on

Sink Node and Assumes that the

Sink is Secure

[47] 2019 Not Mentioned Not Mentioned

Implementation of Block-

Based Data Structure on

Large Networks is Not Practical

[22] 2013 Specification

Based

DIO and DAO Cooja
6LoWPAN Mapper Dependency

and Issue With Accuracy

[21] 2016 DIO and DIS Cooja
Attack Detection Time and

Accuracy Can be Improved

[34] 2013

Version

Number

Attack

Increased Delay,

Power Consumption,

Decreased Packet

Delivery Ratio (PDR)

Acknowledgement

Based
DIO

RIOT

and Testbed

Nodes have to wait for

Acknowledgement

[41] 2011 Statistical

/Mathematical

/(Cryptographic) Based

DIO* MICAz
Use of Hash Function Creates

Network Overhead and Delay

[35] 2013 DIO Not Mentioned

Sender Node Waits

for Acknowledgment Duly

Signed by The Root

[22] 2013 Specification

Based

DIO and DAO Cooja
6LoWPAN Mapper Dependency

and Issue with Accuracy

[50] 2019 DIO Cooja
Rank validation of Node is

Not Considered

[22] 2013

Neighbour

Attack
Increased Delay

Specification

Based

DIO and DAO Cooja
6LoWPAN Mapper Dependency

and Issue with Accuracy

[21] 2016 DIO and DIS Cooja
Detection Time

and Accuracy is an Issue

[51] 2017 DIO Cooja
Attack Detection Time

can be improved

[52] 2018
Location

Based
DIO Cooja

Location Privacy

is an Issue
* Denotes Modified Control Message

process is initiated. Once the originating node receives the DIO message, the acknowledgment
content is verified and compared with the content of the received DIO message. If all fields are
similar, then the usual RPL procedure is carried out. To optimize the control overhead and ensure
better scalability for TRAIL, the authors introduce an aggregation mechanism based on the bloom
filters. However, this method creates a significant delay because the nodes have to wait for the
acknowledgment message.
Other mechanisms, proposed by Airehrour et al. [36] that calculates trust values and Kham and

Herrman [37] which have distributed mechanisms to find ‘Trust’ values exists. In [37], the trust
values are passed to the root node, where all these values are added to find the ‘Reputational’ values.
These values are then used to identify the adversaries. The literature [11] says that some IDSwhich
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Table 4. Summary of A�acks through DIO Control Message and Mitigation Techniques (Part 2)

Mitigation

Techniques

Publication

Year
Attacks

Attack

Impact

Classification Based on

Mitigation Techniques

Modified / Default

Control Messages

Tools

Used

Summary of Limitations /

Scope of Enhancement

[19] 2012 DODAG

Inconsistency

Attack

Increased Delay,

Power Consumption

and Network

Overhead

Acknowledgement

Based
DAO Not Mentioned

Not suitable for Large and

Dynamic Networks

[53] 2014 Statistical/

Mathematical

(Cryptographic) Based

DAO and DIO Cooja
Do Not Provide Complete

Mitigation

[54] 2015 DAO and DIO Cooja
Do Not Provide Complete

Mitigation

[19] 2012
HELLO

Flood Attack

Increased Delay,

Power Consumption

Acknowledgement

Based
DAO Not Mentioned

Not suitable for Large and

Dynamic Network

[3] 2013

Selective

Forward

Attack

Increased Delay,

Disrupt Routing

Path

Acknowledgement

Based
ICMPv6 echo Cooja Not Practical for Larger Network

[57] 2015
Trust Based

DIO* Not Mentioned
Calculation of Trust is Crucial

and Increases Overhead

[58] 2017 DIO* Not Mentioned
Trust Value Calculation and

Accuracy is an Issue

[40] 2014

Statistical /

Mathematical

(Cryptographic) Based

Not Mentioned Gambit Increases Computational Overhead

[60] 2015 DIS Cooja Increases Computational Overhead

[39] 2016 DAO and DIS NS-2
Detection Accuracy and

Time is and Issue

[61] 2018 DIO Cooja
Mobility is Not Taken Under

Consideration

[63] 2020 DAO* and DAO-Ack Cooja

Lossy nature of RPL is not

considered, Accuracy can be

Improved

[62] 2017
Specification

Based
DIO and DAO Cooja

Network Overhead Increases

with Mobile Nodes

[64] 2012

Sinkhole/

Blackhole

Attack

Increased Delay,

Disrupt Routing

Path

Acknowledgement

Based
Not Mentioned

Custom-built discrete-

time RPL Simulator

Not practical with larger Networks,

Node has to Maintain Blacklist

[57] 2015

Trust

Based

DIO* Not Mentioned
Accuracy of Attack Detection can

be Improved

[36] 2016 DIS Cooja
Trust Value Calculation and

Accuracy is an Issue

[58] 2017 DIO* Not Mentioned
Experimental Analysis is Not

Done

[66] 2017 DAO and DIO* Cooja
Trust calculation and Storage

is an Issue

[67] 2018 DAO and DIO* Cooja
Trust calculation and Storage

is an Issue

[65] 2019 DAO and DIO* Cooja Bulky Trust Calculation Process

[40] 2014

Statistical /

Mathematical

(Cryptographic) Based

Not Mentioned Gambit
Computational Hard for

Sensor Nodes

[38] 2015 DAO and DIS Cooja Increased Computation Overhead

[39] 2016 DAO and DIS NS-2
Detection Accuracy and

Time is an Issue

[71] 2018 DIO Cooja Not suitable for Larger Networks

[72] 2020 DIO and DAO Cooja Not suitable for Larger Networks

[22] 2013

Specification

Based

DIO and DAO Cooja
6LoWPAN Mapper Dependency

and Issue with Accuracy

[21] 2016 DIO and DIS Cooja Issue with Accuracy

[69] 2016 DAO and DIO Cooja

Maintaining Counter and collecting

Neighbour Information creates

delay in attack detection,

Accuracy is an Issue

[68] 2019 DIO Cooja
All these methods can be

more Effective and Lightweight

[70] 2019 DIO Cooja

Dependent on 6 Mapper

This method is not evaluated

with larger Sensor Networks

* Denotes Modified Control Message

are statistical/mathematical based can also be useful to tackle rank attack. IDSs like INTI [38],
InDReS [39], and Game theory IDS [40] with some extensions can be used for the mitigation of
the rank attack. However, mathematical calculations create a significant overhead on the network.
Besides this, these methods are not suitable for larger networks.
Dvir et al. [41] introduced the ‘Version number and Rank Authentication’ (VeRA) mechanism.

VeRA creates two related hash chains using a one-way hash function for version numbers and the
relevant rank value. VeRA is found prone to rank falsification [35], either by making a fake rank
hash chain or simply by re-transmitting the parent’s rank. Besides this, the complexity of VeRA
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Table 5. Summary of A�acks through DIO Control Message and Mitigation Techniques (Part 3)

Mitigation

Techniques

Publication

Year
Attacks

Attack

Impact

Classification Based on

Mitigation Techniques

Modified / Default

Control Message

Tools

Used

Summary of Limitations /

Scope of Enhancement

[77] 2013

Wormhole

Attack

Disrupt the

Network Topology

and Traffic Flow

Statistical /

Mathematical

(Cryptographic) Based

Not Mentioned NS-2
Not Suitable for Dynamic

and Mobile Networks

[40] 2014 Not Mentioned Gambit Increase Computation Overhead

[79] 2016 DIO

Java

Based

Simulator

Increases Power Consumption

and has Complex Mathematical

Calculation

[80] 2020 DAO* and DIO* Cooja
Not Practical for Mobile and

Large Networks

[22] 2013
Specification

Based
DIO and DAO Cooja

6LoWPAN Mapper Dependency

and Issue with Accuracy

[78] 2003
Location

Based

Not Mentioned Not Mentioned
Depends on Acknowledgement

Packets and Created Delay

[76] 2015 DIO* and DAO* Cooja Location Privacy is an Issue

[74] 2016 Not Mentioned NS-2 Not Practical for Mobile Nodes

[19] 2012
Replay

Attack

Increased Delay,

Power Consumption and

Network Overhead

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for Large and

Dynamic Networks

* Denotes Modified Control Message

Fig. 6. Rank A�ack

increases the consumption of the resources. Iuchi et al. [42] introduced ‘Secure Parent Node Selec-
tion’, in which every node calculates the average of rank value through the received DIOmessages
and makes use of it to construct a threshold rank value. The threshold value helps to choose a bet-
ter and valid parent. The method depends on the fact that the attacker always advertises a lower
rank than its adjacent nodes.
SVELTE IDS [22] uses a specification-based method to mitigate the rank attack. In this IDS, the

authors propose a ‘6LoWPANMapper’ that runs on the border router. The authors have proposed
algorithms that work on input from all the nodes. The proposed method works well. However, it
requires additional computations and storage to maintain the whitelisted and blacklisted nodes.
Moreover, this method struggles with accuracy. It uses a distributed mini-firewall to protect from
global attacks. The authors have used the Cooja emulator to show the results. The technique ‘S-
RPL’ suggested by Glissa et al. [43] can also be used to conquer the rank attack. It uses the decrease
rank threshold and hash chain authentication. S-RPL has two algorithms, one for the verification
phase and another for the rank updation. However, it increases computational overhead. Recently
Shailendra Shukla et al. in [44] proposed a method against the increase rank attack. The proposed
solution uses two terms - ‘ego’ for the node of interest and ‘alters’ for the node’s connection. The
method avoids the use of global information and considers local information. However, the nodes
have to store values like ego, threshold, and list of the subtle nodes. Hence it is found unsuitable
for dynamic and large networks.
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In [45], Usman Shafique et al. proposed a Sink Based Intrusion Detection System (SBIDS). The
method encrypts the DAO packet having information like IP address, preferred parent, and rank
value and sent it to the sink node. The sink node decrypts this DAOmessage and checks the valid-
ity of the rank value. When a malicious node is detected, this method uses the parent switching
threshold to change the parent and avoid the path through the attacker node. The IDS entirely
relies on the sink node and assumes that the sink is secure. This kind of IDS has an additional
overhead on the sink node, and it assumes that the version number is always correctly updated.
In [46], the authors use a non-cooperative gamemodel and maintain a direct trust measurement to
restrict the malicious node. In [47], authors use the block-based data structure at each node. They
proposed using a local node database for the connected nodes in the network and a global node
database for the sink nodes. However, they have not implemented and validated their work.

Fig. 7. Version Number A�ack Fig. 8. Neighbour (DIO) A�acks

3.2.2 Version Number A�ack andMitigation Techniques. With the RPL protocol, only the root/sink
node can change the DODAG’s version number. Besides this, the present RPL model has no mech-
anisms for maintaining the communicated version number’s validity through a DIO message [48].
The attacker exploits this vulnerability to mount the version number attack. When a malicious
node sends a higher version DIO message, RPL’s global repair procedure starts. This results in
topological inconsistencies and the routing loops, particularly if the malicious node is at a dis-
tance from the root node [49]. The main objective of the attack is to drain energy of nodes and to
delay the delivery of the packets. In Figure 7, the node with ID 3 sends a DIO packet with a higher
version number to its child nodes.

Some of the well-known mitigation methods proposed for this attack are as follows. TRAIL (as
discussed earlier), a strategy based on acknowledgment packets, is very successful against the ver-
sion number attack. Many other trust-based methods remarkable for the sinkhole/blackhole attack
mitigation are also found fruitful to tackle version number attack. Statistical/Mathematical based
IDSs like InDReS [39], Game theory IDS [40], and VeRA [41] are some of the prominent mech-
anisms used to mitigate this attack. Mitigating the version number attacks is also possible with
SVELTE [22] and other specification-based IDSs. Moreover, Mayzaud et al. [48] have designed a
distributed IDS formitigating the attack. In [50], a new lightweightmethod is suggested tomitigate
the attack. Here, the authors have proposed two novel mitigation techniques. Firstly, they suggest
considering the version number update coming only from the root/parent node, i.e., from the node
with a lower rank value. In the second method, they have suggested using the shield mechanism
that updated the version number only when most surrounding nodes have updated their version
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number. However, they have assumed that the rank of every node is correctly propagated through
the RPL network. They have used Cooja emulator to validate the proposed mitigation technique.

3.2.3 Neighbour A�ack and Mitigation Techniques. In this attack, an adversary transmits a DIO
message to its neighboring nodes without any alteration [4], [20]. Thus, the unmodified DIO mes-
sages are forwarded to mount this attack. Figure 8 shows the attack scenario where the node with
ID 3 attacks the nodes with ID 5 and 6. The major consequence of the attack is a slight increase
in the end-to-end delay. But, it can become more severe when clubbed with other routing attacks.
This attack is difficult to detect [4], [20] because the adversaries seem to be opaque in the net-
work. A limited number of solutions and studies are present on the prevention of the attack. Le et
al. [21], and Shreenivas et al. [51] studied and stated that some IDSs which are specification based
like SVELTE [22] might be extended to detect this attack. Furthermore, location-based mitigation
approaches that link the node’s position with its communication range can support the logical
identification of this attack. The IDS, as in [52], is incorporated by considering location informa-
tion and received signal strength to identify the malicious nodes. This IDS has also incorporated a
secure routing process that can rectify disruption in the routing paths. However, all these methods
can only work if the adversary cannot change the signal strength of the compromised node.

3.2.4 DODAG InconsistencyA�ack andMitigation Techniques. TheRPL protocol uses its self-repair
mechanism to address the inconsistency in the RPL DODAG formation. As per [19], [53], [54], an
attacker can misuse this process to launch the DODAG inconsistency attack. The attacker here
sends packets with its ‘O’ and ‘R’ flags set. Thus, the receiving parent detects an inconsistency
with the DODAG because the ‘O’ flag packets are designed for the ancestor nodes only. It insists
the receiver node to drop the packet and reset the trickle timer. Thus, the attack strikes all the
crucial network parameters. Different methods suggested against the attack are as follow. Sehgal
et al. [53] have suggested using an adaptive solution to reset the trickle timer. The method uses
the ratio of inconsistent packets to regular packets. Authors in [54] have attempted to address the
DODAG inconsistency attack created by the manipulation of ‘R’ and ‘O’ flags in the DIO packets.
They have stated the problems with the static value used to reset the tickle timer in a loop forma-
tion. Therefore, they proposed a method based on the threshold value to reset the trickle timer.
In [55], the authors have proposed a novel approach that uses the energy consumption details
of each node stored at the sink node. The proposed method uses this stored list of nodes at the
sink node and generates a virtual loop-free tree. Further, the method uses this tree and detects the
malicious node based on its energy consumption. However, the method adds an extra burden on
the sink node. Besides this, the attacker, when resides deeper in the network topology, can still
significantly harm the network.

3.2.5 HELLO Flood A�ack and Mitigation Techniques. Whenever a new node joins a network,
it uses a HELLO message that an attacker node can use to mount the HELLO flood attack and
mislead other nodes. A DIO message or a DIS message can be used to start this attack [3]. As
shown in Figure 9 the attack can persist in the RPL networks for some time. The RPL protocol has
an inbuilt defense mechanism against the attack. RPL’s self-healing mechanism is found beneficial
to mitigate this attack. However, it is not suitable for dynamic and large networks.

3.2.6 Selective Forwarding A�ack and Mitigation Techniques. In this attack, a malicious node de-
nies to transmits some packets. The attack scenario is shown in Figure 10. It results in the disrup-
tion of the routing path [3].Moreover, the attack can be further extended into the sinkhole/blackhole
attack, where the malicious node rejects all the forwarding packets [56]. Various methods for the
mitigation of this attack are proposed in the literature, mainly involving the IDSs and other meth-
ods. The authors in [3] introduce a technique that creates a disjoint path from the root to the leaf
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Fig. 9. HELLO Flood A�ack Fig. 10. Selective Forwarding A�ack

nodes. However, the problem with it is that it fails with a more extensive network. In [4], the con-
tributors emphasize using encrypted packets. Here the selective forwarding is avoided. However,
this method does not avoid the sinkhole/blackhole attack. Besides, it also increases the end-to-end
delay.
Heartbeat mechanism, as proposed by Wallgren et al. in [3] is a method that works on peri-

odic Acknowledgment messages. Here, ICMPv6 echo message is broadcasted from the root to the
connected nodes to get back an echo message. The node that does not respond within a specified
period is declared as a malicious node. The authors advocate the use of IP security (IPSec) to make
the technique infallible. Some trust-based techniques are introduced to remove the drawbacks of
the acknowledgment-based methods. Airehrour et al. in [36] propose a method that first calcu-
lates the trust value of the neighboring nodes and then chooses the preferred parent. However,
they have not considered the mobile nature of the nodes. In [57], [58], Djedjig et al. propose a
trust-based mechanism for the RPL where each node has a Trusted Platform Module (TPM) as a
coprocessor.
Using IDSs based on mathematical methods can be used to detect this attack. However, the use

of complex mathematical calculations exhausts the nodes’ battery life, especially with the hybrid
placement of the IDS [59]. Specification-based IDS like SVELTE [22] is found to be most promising
among all. In [60], authors have proposed and evaluated a new variant of the RPL protocol that is
immune to insider manipulations and different routing attacks. They have implemented this solu-
tion in the Cooja and found that it is better concerning packet delivery ratio and energy efficiency.
To detect malicious nodes Sabah Suhail et al. in [61] maintained the count of the received packets
from the respective child nodes and kept a record at each parent node. Fatma Gara et al. [62] pro-
posed an IDS which works in the phases like data gathering, analysis, decision, and then finds the
compromised nodes. They implement the solution in the Cooja emulator. However, due to the time
taken in data gathering, this method’s attack detection latency has shown a significant increase.
Recently authors in [63] have proposed and evaluated artificial intelligence-based techniques to
detect packet drop ratio, which is the first of its kind. Their solution is based on the working of
the DAO packet, and after detection, they have used the DIO packet to drop the attacker node as
a parent.

3.2.7 Sinkhole/Blackhole A�ack and Mitigation Techniques. In the sinkhole/blackhole attack, the
malicious node intends to drop the packets going through it [3]. Node with ID 3 in Figure 11
depicts a sinkhole attacker node. Usually, the attacker node advertises a false rank value to form
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Fig. 11. Sinkhole A�ack Fig. 12. Wormhole A�ack

fake routes. After being a part of such false or non-optimal routes, the attacker node then drops
the packets. This attack, when combined with other attacks, can significantly damage the IoT
networks.
The discussion about the mitigation techniques is as follows. As blackhole and sinkhole attacks

are very similar, the same trust-based methods are fruitful to mitigate both attacks. Weekly and
Pister [64] have proposed an acknowledgment-based method, namely “Parent Fail Over” as a solu-
tion for this attack. If the root node does not get an acknowledgment message within 10 seconds,
it adds this node to the blacklist. However, maintaining the blacklist of an extensive network in
a resource-constrained environment is not easy. Further, when this attack is combined with the
sybil attack, it is tough to mitigate it with the above method. Weekly and Pister [64] has also pro-
posed a mathematical mechanism ‘Rank Verification’ as a counter technique against this attack.
Their method verifies topological ranking by using a hash-chain. Along with it, other IDS like
INTI [38], InDReS [39], and Game theory IDS [40] are also useful against this attack. SVELTE [22]
a specification-based IDS (discussed earlier) for the RPL is found quite useful against this attack.
However, as per our observation, non of the IDS is suitable for the larger and dynamic networks.
Further, the mathematical mechanism-based IDSs create an extra burden on power and memory
usages. It can be a potential area where the researcher can focus on. Apart from the above, some
trust-based techniques like in [65], [66], [67] are found effective against the sinkhole and the black-
hole attacks. All of them are evaluated in the Cooja emulator. As discussed earlier, trust calculation
and storage are the main problems with these methods.
H.Patel et al. in [68] proposed and evaluated a strainer-based detection technique for the black-

hole detection through monitoring the traffic on each node. Their architecture is based on the
local and global modules for the detection of the attack. The local module has a strainer, observer,
detector, and alternator. In contrast, the global module has to collect and make decisions through a
decision-maker based on four neighboring nodes’ behavior. The method is evaluated in the Cooja
emulator. A similar kind of work is presented in [69], which emphasizes the observation of the
communication of adjacent nodes and has local and global modules. A defense mechanism against
the sinkhole and the clone ID attack [70] illustrates and examines the result of this hybrid assault
on the efficiency of the RPL protocol. This method is inspired by earlier detection methods on
the sinkhole and the clone ID attacks. Other mathematical-based methods based on some math-
ematical calculations as in [71] are found effective against this attack. Sonxay Luangoudom et al.
proposed and evaluate their method [72] in Cooja, which is similar to SVELTE [22] IDS discussed
earlier.
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3.2.8 Wormhole A�ack and Mitigation Techniques. This attack uses two malicious/compromised
nodes as shown in Figure 12 and creates a direct communication link to forward network traffic
and thus ignores the intermediate nodes [73]. Usually, such a connection is utilized for communi-
cation without malicious purposes [3]. The attack, when combined with the sinkhole attack or the
sybil attack, becomes more troublesome. Intrusion Detection and Prevention Systems (IDPSs) and
visualization mechanisms can detect it. Wormhole attack is also prominent in the WSNs. To avoid
this, the ‘Round-Trip Time’ oriented method is proposed in [74], [75]. The method estimates the
distance between the nodes and creates a virtual map of the nodes present in the vicinity. However,
if an attacker is using a high-speed connection, then the method has some limitations. Some IDSs
which have location information like Pongle and Chavan [76] are found effective against worm-
hole attack. Some game theory-basedmathematical models are also used to mitigate the wormhole
attack. The authors proposed Merkle tree-based authentication to counter the wormhole attack
in [77]. However, all these methods have a huge scope of further enhancements.
Adding geographical location information to communication messages [3] is found to be the

most promising method to avoid the wormhole attack. As in [76], the node uses GPS or indoor
location beacons to involve the nodes’ geographical locations for the path authentication process.
However, it may cause a problem with location privacy. Besides this, an attacker may also ma-
nipulate or send false location information. Moreover, such methods face difficulties to detect the
attackers which are mobile. Another approach [78] called ‘Packet Leashes’ adds a trip to packets
to limit packets’ flow within a geographical region. The authors have used GPS-enabled hardware
in this method. Moreover, the method needs an accurate clock synchronization to work correctly.
SVELTE-IDS [22] with some extensions is capable of mitigating the wormhole attack. Work was
done in [79] uses rank values extracted from the DIO messages and uses them to detect the ad-
versaries. A recent paper by P. Kaliyar et al. [80] stated the concept of the Highest Rank Common
Ancestor (HRCA)method to tackle the combination of the sybil and thewormhole attacks together.
They evaluated their method in the Cooja emulator. The detection algorithm for the wormhole at-
tack runs periodically, and the sybil nodes can be detected through the list of familiar parents. Some
recent studies like [79] detect the wormhole attack based on the rank of the node obtained through
the DIO message. This method has a scope of improvement regarding the attacker isolation time
and the accuracy of the attack detection.

3.2.9 Routing Choice Intrusion A�ack and Mitigation Techniques. It is an attack where first the
attacker observes and learns about the routing choice mechanisms and then uses this knowledge
to interfere with the routing paths and thus can alter them. However, we do not come across any
apparent effort to mitigate such an attack in the literature. Exploring this attack has a good scope
in the future. The attack is related to the DIS message. The DIS message contains a DAG routing
metric container that enables the attacker to learn about the routing process. Another possible
way of gaining information about the routing process is to understand the objective function’s
working. Tables 3, 4, and 5 summarize the DIO control message-related attacks and respective
mitigation techniques. The table also briefs about the classification of methods based on the de-
fense techniques and use of the packets (either modified or as it is) in the respective mitigation
technique. The table also highlights the summary of limitations and scope of improvement in the
existing methods.

3.3 DAO Specific A�acks and Mitigation Techniques

This subsection examines and discusses possible attacks through the DAO packet. Furthermore, it
presents a summary of the studied methods against each possible attack.
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3.3.1 Storing Mode A�acks and Mitigation Techniques. When the RPL protocol is operating in the
storing mode, every node is supposed to store the downward routes in its routing table [19]. An
attacker can exploit this mechanism. There are three types of storing mode attacks, as listed below.

• Routing Table Flooding: The nodes operating in the RPL’s storing mode have to maintain
a routing table. An attacker may send several bogus routes (through a DAO message) to
saturate the victim’s routing table. This makes the victim node avoid genuine DAOmessages.
Therefore, it cannot build accurate routes [10].

• DAO Inconsistency Attack: In this attack, an adversary misuses the DAO inconsistency
repair mechanism of the RPL protocol. The malicious node returns every packet which it
receives by making its ‘F’ flag set. This leads to the complete isolation of the attacker’s
sub-DODAG or generates longer routes to reach the destination node. The attack mainly
increases the end-to-end delay.

• Falsification of the Routing Table: In this attack, a malicious node announces false routes
to other nodes. The nodes advertised in the false route may be a part of the network but may
not be present in the adversary’s sub-DODAG or maybe totally fake [10]. The attack causes
packet loss and increases the end-to-end delays.

To the best of our knowledge, to date, no proposed methods for detecting or mitigating storing
mode attacks and no comprehensive analysis of how these attacks affect on RPL network is avail-
able. However, as mentioned in the RFC-6653, the frequency at which the trickle time reset is 20
per hour. This mechanism can address and minimize the effect of the DAO inconsistency attack.
Pu. challenged this method in [81], stating that the attacker could still start the attack without af-
fecting the pre-defined fixed limit. Hence, he introduced a Dynamic Threshold Mechanism (DTM)
to change the trickle timer reset rate limit.

3.3.2 Local Repair A�ack and Mitigation Techniques. In this attack, as shown in Figure 13, a mali-
cious or compromised node forcefully uses the local repair messages and forces nearby nodes to
regenerate their routes through the attacker node. This leads to the creation of a similar topology
as existed before. The attack leads to an increase in the control message overhead and drains the
resources [4] of the nodes. As per our knowledge, there is no specific method for mitigating the
local repair attack until the present. However, authors who proposed other techniques and IDSs
advocated extensions to their solution to alleviate this attack.

Fig. 13. Local Repair A�ack
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Table 6. Summary of A�acks through DAO Control Message and Mitigation Techniques

Mitigation

Techniques

Publication

Year
Attacks

Attack

Impact

Classification Based on

MitigationTechniques

Modified / Default

Control Messages

Tools

Used

Summary of Limitations /

Scope of Enhancement

[19] 2012

Routing

Table Flood

(Storing Mode)

Increased Resource

Consumption

(Energy and Memory )

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Networks

[19] 2012
DAO Attack

(Storing Mode)

Fake Routes,

Sub Optimal DODAG

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Networks

[19] 2012

Falsification

of Root Table

(Storing Mode)

Falsification of Routes
Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Networks

[58] 2017 Local Repair

Attack

Increased Delay,

Network Overhead and

Resource Consumption

Trust Based DIO* Not Mentioned
Not suitable for Large

and Dynamic Networks

[35] 2013

Statistical /

Mathematical

(Cryptographic) Based

DIO Not Mentioned

Sender Node have to

Waits for Rank Value

Acknowledgement Duly

Signed by the Root

[19] 2012
Replay

Attack

Increased Delay,

Power Consumption

and Network Overhead

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Networks

* Denotes Modified Control Message

Authors proposed an extension of TRAIL [34] that is capable of mitigating local repair attack.
Djedjig et al. [58] and Airehrour et al. [36] suggested strategies for expanding their systems for the
identification and mitigation of this attack. However, no experimental assessment is done by them.
SVELTE [22] authors also have introduced an extension for their IDS to work against local repair
attack. Furthermore, specification-based IDSs can be used tomitigate this attack. But, specification-
based methods generate high false-negative detection [21] regarding this attack.
Table 6 summarizes the DAO control message related attacks and respective mitigation tech-

niques. It also briefs about the classification of methods based on the defence techniques and use
of the packets (either modified or as it is) in the respective mitigation technique. The table also
highlights the summary of limitations and scope of improvement in each of the existing methods.

3.4 DAO-Acknowledgment Specific A�acks and Mitigation Techniques

The attacks possible through the DAO-Acknowledgment packet are discussed in this subsection.
Further, we have studied and summarized all the existing methods against each identified attack
possible through the DAO-Acknowledgement packet.

3.4.1 Fake DAO-Acknowledgment A�ack and Mitigation Techniques. When the DAO-Acknowledg-
ment message is enabled in RPL, every node sends an acknowledgment message against the re-
ceived DAOmessage. An attacker can exploit this feature andmay send a fakeDAO-Acknowledgm-
entmessage. The fake acknowledgment depicts like the packet is received, but an attacker can drop
the packet(s). Thus, this attack can cause an increase in the end-to-end delay and network overhead.
On the other hand, an attacker can also trigger a replay attack through theDAO-Acknowledgement
message. To date, RPL depends on its self-healing mechanism to tackle this attack. Nevertheless,
RPL’s self-healing mechanism is not suitable for dynamic networks.
Table 7 summarizes the DAO-Acknowledgement control message related attacks, defense tech-

niques, and RPL packets used in each suggested mitigation technique.

Table 7. Summary of A�acks through DAO-ACK Control Message and and Mitigation Techniques

Mitigation

Techniques

Publication

Year
Attacks

Attack

Impact

Classification Based on

Mitigation Techniques

Modified / Default

Control Message

Tools

Used

Summary of Limitations /

Scope of Enhancement

[19] 2012
Fake-Ack

Attack

Increased Delay,

Power Consumption

and Network Overhead

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Network

[19] 2012
Replay

Attack

Increased Delay,

Power Consumption

and Network Overhead

Acknowledgement

Based
DAO Not Mentioned

Not Suitable for

Dynamic Network
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4 DETAILED FINDINGS AND INFERENCES

This section presents useful information derived from our study. All the information will add up to
crucial and in-depth knowledge about the RPL’s security issues. Along with that, this section elab-
orates on future enhancements as per the stated findings. Firstly, the identified percentage of the
attacks possible through each RPL control message is stated. Secondly, a discussion is made about
the distribution of different mitigation techniques suggested by the various researchers against all
the identified attacks of the RPL protocol. Further, a brief discussion is made about the identified
common problems that prevail with five types of classified and covered methods in this and pre-
vious surveys. After that, a crucial statistical analysis and discussion about the attacks possible
through each control message, and contorl messages (either modified or unmodified) used in the
respective mitigation technique is provided. This discussion will add up valuable conclusions for
the readers and help them to understand the existing attacks possible due to the RPL’s working
principles. We have also put forward some essential data about different simulators/testbeds used
to validate various mitigation techniques. To find out all the corresponding percentages/values,
we have summarized all the data (extracted from the studied papers) and then have worked on
it. Finally, this section also covers the year-wise distribution of the published papers regarding
routing attacks on RPL from the year 2010 and before to mid-2020.

Fig. 14. Percentage of A�acks Through Each Control Message

4.1 Relation of RPL Control Messages and A�acks

Our study based on the existing literature in section 3 noted that a large percentage of routing
attacks in RPL is made possible through its control messages. Figure 14 shows the relation between
the RPL control messages and the identified attacks. Further, through our study to investigate the
possible number of attacks through each RPL control message, we realized that 50% of the total
attacks are possible alone through the DIO control message. This data is followed by the DAO,
DIS, and DAO-Acknowledgement control messages, contributing 25%, 15%, and 10% of the attacks,
respectively.
The RPL protocol relies mainly on the DIO message for the topology creation and maintenance

[1], [9], [11], [14]. Hence it is a high-profit area for the attackers. Interestingly, our analysis also
reveals that the DIO message is most frequently used to mount the internal routing attacks. Read-
ers must note that in the RPL protocol, whenever a parent node mounts an attack, it can affect
many child nodes. Hence, more attention is to be paid to the security of the DIO control message.
The DIO packet carries all the crucial information that is necessary for topology formation [9],
[11],[14]. Therefore, when it carries falsified information, this packet has the highest potential to
mount a large variety of attacks, as shown in Figure 14.When enabled, the DAO-Acknowledgment
packet can also be used by an attacker to send fake replies to the connected child nodes. Besides
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this, the DAO packets travel from the child node to a single selected parent node [1], [14]. Thus,
DAO packets have less potential to disturb the complete network. However, still, many attacks are
possible through the DAO packet. When studied about the RPL functioning, the DIS packet is also
crucial as it is the first packet that allows any node to join the DODAG [1], [14]. The surveyed
literature is evident that many dangerous attacks are possible through the DIS packet.

Fig. 15. Classification of Mitigation Techniques

4.2 Relationship of Mitigation Techniques and A�acks

During our study, we adhered to the classification made by [11]. It has helped us find the relation
of the RPL routing attacks and their control messages used in each class of the mitigation meth-
ods. Further, we expanded our research to examine the distribution of different methods against
each routing attack covered in our study. Figure 15 shows the distribution of the used mitigation
methods. The statistical/mathematical-based methods are the first choice against the RPL routing
attacks as they cover nearly 38% among all the studiedmethods. In contrast, the specification-based
methods cover 22%. The acknowledgment-based methods and the trust-based methods cover 17%
and 16%, respectively. However, the location-based methods cover only 5% of the total methods in-
volved tomitigate various attacks. In addition to it, our study further describes each attack with the
relevant mitigation techniques. Figure 16 shows the details about attack-wise distribution of miti-
gation techniques. Our investigation reveals that the studies mainly focus on sinkhole/blackhole,
selective forward, and rank attack. Fewer contributions are made against the attacks like local re-
pair, falsification of the routing table, DAO attack, route cloning attack, and reply attacks. Further,

Fig. 16. A�ack Wise Distribution of Mitigation Techniques
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we foresee an excellent opportunity for the researchers to work against DODAG inconsistency
attack, neighbor attack, sybil attack, and DIS attack.

4.3 Identified Problems with the Studied Mitigation Techniques

Major drawbacks of each type of method that we observed and not stated in other prominent
surveys [3], [4], [6], [11] are as follows.

• Acknowledgment Based Methods: These methods use acknowledgment packets either on
a periodic time interval or on receiving the desired packet. Thus, unnecessarily increase
packet overhead even when the network operates normally.

• Trust Based Methods: Trust-based methods need additional computing and storage over-
head to calculate and store the trust values whenever a message is transmitted.

• Location BasedMethods: Location-basedmethods are found amply appropriate against the
sybil/clone ID attacks. However, these methods endanger the node’s location-privacy.

• Statistical/Mathematical (Cryptographic) Methods: Cryptographic methods are consid-
ered unbreakable but need mathematical calculation. Considering the resource-constrained
environment, they create a significant delay in the network and require additional compu-
tational power. Besides this, the security of the keys stored on the remote devices is also an
issue.

• Specification Based Methods: These methods raise the alarm whenever an anomaly is de-
tected. However, accuracy is an issue with these methods. Moreover, the alarm is raised
when an attacker has done significant harm to the network.

4.4 Analysis and Discussion about the RPL Control Messages used in Mitigation

Techniques

Along with the default RPL control messages, many researchers have proposed modified structure
of the RPLmessages or have used a combination of the RPLmessages to defend against the various
RPL routing attacks. Firstly, we find out the number of default, modified, or combination of control
messages involved in mitigating the respective attacks classified as per each RPL control message.
Next, we present the percentage of modified and unmodified packets used in the studied mitigation
techniques.

4.4.1 A�ack Details and the Control Messages used in the Mitigation Methods. To analyze and as-
sess the RPL control messages used in the mitigation techniques, we use the four attack categories
(i.e., attack through each RPL control message). Further, we studied and presented a thorough
study about the control messages associated with each mitigation technique suggested against
the respective attacks. This information will enable the readers to quickly learn about the control
messages that various researchers use to mitigate various attacks.

(1) Attacks Through DIS Control Message and Messages Involved in the Mitigation Techniques

As per the classifications made by us, the DIS flooding attack, sybil, and replay attack are
possible through the DIS control message. Our study reveals that out of the studied methods,
DIS attack is mitigated by using the DIS and the combination of DIO and DAO messages.
Whereas, mitigation of the sybil attack mainly involves trust-based methods. These methods
involve the modified DIO packets and the combination of DIS and DIO messages. Besides
this, the methods using DAO messages are found useful against the replay attack. Figure 17
shows the details about them.
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Fig. 17. A�acks Through DIS Control Message and Messages Involved in Mitigation Techniques

(2) Attacks Through DIO Control Message and Messages Involved in Mitigation Techniques A sig-
nificant number of attacks like rank, version number, selective forward, and sinkhole/blackhole
are possible on the RPL network through the DIO message. Figure 18 explains more about
it.

Fig. 18. A�acks Through DIO Control Message and Messages Involved in Mitigation Techniques

Our study shows that most reviewed mitigation techniques rely on the normal DIO packet
or the modified structure of the DIO packet and the combination of the DIO or the DAO
packets to address these attacks. Further, a counter method against selective forward attack
has also used the ICMPv6 Eco message. The majority of methods have used the modified
DAO and DAO-Acknowledgementmessages against the selective forward attack. Mitigation
techniques used to counter sinkhole/blackhole attacks also involve the combination of DIS-
DIO, DIS-DAO, and unmodified DIO- DAOpairs. Whereas, the combination of DIO andDAO
and modified DIO and modified DAO is the most popular one, which is used against eleven
and six kinds of attack, respectively. Nearly twelve mitigation methods use the DIO and the
modified DIO messages to mitigate various RPL routing attacks. However, we came across
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nine methods where the authors do not mention the RPL control message’s involvement in
the suggested mitigation techniques against the attack possible through the DIO message.
The above discussion clarifies that various messages or combinations of the various mes-
sages are used to date tomitigate a large variety of attacks possible through the DIOmessage.
Moreover, the mitigation techniques using the combination of messages have extensively
used the DIO message. The main reason behind it is the working principle of the RPL pro-
tocol, which is highly dependent on the DIO message. So, to design an efficient mitigation
technique, a proper control message or combination of them must be chosen.

(3) Attacks Through DAO Control Message and Messages Involved in Mitigation Techniques

The DAO message travels from the child node to the parent node. Routing table flood, DAO
attack, falsification of the routing table, and replay attack are the prominent attacks through
this control message. The majority of the suggested methods used the DAO message packet
to mitigate these attacks. Whereas, local repair attacks are addressed through the methods
making use of DIO and modified DIO control packets. The graph in Figure 19 illustrates
more about it.

Fig. 19. A�acks Through DAO Control Message and Messages Involved in

Mitigation Techniques

From the studied methods, it is clear that four mitigation techniques out of six have used
DAOmessage. Thismessage is extensively used against the attack, which is caused due to the
malfunctioning of the DAOmessage. As the DAOmessage purely affects the selected parent
in the formed topology, it can only help mitigate the attacks originated through the DAO
message. However, as per our observations, the local repair attack originated from the DAO
attack can be tackled by DIOmessage. The reason behind using the DIOmessage is its timely
propagation in the formed topology through the tickle algorithm. Thus, a DIO message is
mainly selected to mitigate the local repair attack. All the DAO message originated attacks
target the formed topology. Therefore, it is necessary to handle the weakness that arises due
to the negligence of the security of the DAOmessage. Besides this, the mitigation techniques
or IDSs that need to send data toward the sink node have to pay more attention for securing
the DAO message.

(4) Attacks Through DAO-Ack Control Message and the Messages Involved in Mitigation Tech-

niques

Attacks through the DAO-Acknowledgment message are possible only if it is enabled in the
RPL’s operations. The possible attacks through this control message are fake acknowledg-
ment and replay attacks. Our study shows that the researchers have used the DAO message
alone to aid the mitigation techniques against these attacks. Figure 20 shows the details
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Fig. 20. A�ack Through DAO-Ack Control Message and Message Involved in the Mitigation Techniques

about it. As DAO and DAO-Ack messages are co-related with each other, the majority of the
researchers have used DAO messages in the suggested mitigation techniques.

4.4.2 Unmodified vs Modified Control Messages. Modifying the RPL control messages to implant
the suggested methods is a practice adopted by many researchers. The reason behind it is that
many of the defense methods use some additional information like location, hash values, and trust
values, along with the RPL control messages. As per our study, out of the suggested mitigation
techniques, 72% methods used unmodified packets, whereas 28% methods used modified packets.
Figure 21 shows a pie graph about the same. Note that ‘*’ in the table number 2, 3, 4, 5, 6, and
7 denotes the use of modified packet formats. Moreover, modifying the RPL control message can
effectively deal with many of the routing attacks. However, the researcher must be careful while
modifying the existing packets. Because modifying a control message to carry bulky information
may hamper the network performance and create extra power overhead.

Fig. 21. Unmodified vs Modified Control Packets

4.5 Analysis of Tools Used to Validate Various Mitigation Techniques

This study was extended to find out various tools used to implement and validate the suggested
solutions. Figure 22, shows a variety of tools used to validate the mitigation techniques. This study
shows that out of all the studied research papers, nearly forty-four techniques are implemented in
the Cooja simulator, and five techniques have used the NS-2 simulator. Whereas, only two studies
have done actual hardware implementation using TestBeds. Besides this, nearly twenty methods
have not implemented their suggested solutions. Other tools like Omnet++, Gambit, and MAT-
LAB are also used to implement few given solutions. Through our study, we infer that most of the
exisitng papers focus mainly on simulations rather than performing actual hardware implementa-
tions. More than 85% of the total reviewed articles have used simulation tools.
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The Cooja simulator’s dominance is because it is an open-source simulator/emulator tool and
runs on the widely adopted Contiki OS for WSNs [82], [83]. Also, the default implementation
of the RPL protocol is readily available in Cooja. Moreover, with Cooja, one can easily create
different network layouts, topologies and can compile various motes [82]. Besides this, it also
supports many plugins for mobility and data collection and support script utilities to produce
more accurate results [83]. Additionally, the simulation results of Cooja are very close to actual
hardware implementations [50].
However, the simulation-based assessment does not represent fact as it does not take into ac-

count a set of limitations such as climate change, natural processes, and human experiences [11].
While going through vast RPL related papers we come across some prominent studies [84], [85],
[86], [87] that focus on practical hardware implementation using large-scale IoT testbeds. Accord-
ingly, we also want to highlight that most security papers are not evaluated on actual sensor nodes
(hardware) and hence might not be considered practical. This significant disparity in actual hard-
ware implementations can be attributed to the lower amount of testing laboratories and the high
hardware cost. This point also makes it hard for researchers, especially research scholars and aca-
demicians, to validate their proposed solutions on actual sensor nodes.

Fig. 22. Analysis of Tools Used to Validate Various Mitigation Techniques Against All A�acks

4.6 Year-wise Publication Statistics

The year-wise distribution and publication statistics of the various papers published and reviewed
in this article are shown in Figure 23. From this Figure, it is quite clear that very few papers were
published until 2011 concerning RPL and LLN’s. However, after the standardization of this protocol
by IETF, publications gradually increase till 2014. After 2014, the publication percentage raised by
nearly 60% and was highest in the year 2016. During this period, a variety of mitigation techniques
and various IDS were published. More focus was given on the traditional routing attacks like
sinkhole/blackhole, selective forward, and reply attacks. Moreover, few RPL specific attacks like
rank attack, version number attacks, and DODAG inconsistency were concentrated from 2014
to mid-2018. However, the publication count dropped by roughly half, particularly in the year
2018. After 2018 extensive work concentrating on known attacks like sybil, wormhole, local repair,
neighbor, DIS, and DAO attack were published. Moreover, the researchers during this time have
not focused on the hybrid attacks that combined two or more known routing attacks. Recently,
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Fig. 23. Year Wise Publication Details

investigations focusing on novel methods and hybrid routing attacks are increasing the publication
count rapidly in this field. This discussion makes an obvious picture of how the research flow
has progressed in securing the RPL protocol. More research publications concentrating on RPL’s
security will emerge; this statement can be justified by the fact that RPL protocol is still prone to
many security issues.

5 CHALLENGES AND RESEARCH OPPORTUNITIES

There is a significant research volume on various mitigation techniques against routing attacks
in the RPL-based IoT networks. However, many issues are yet to be addressed. Moreover, the
approach of providing security to RPL must be chosen so that it must not hamper the performance
of the protocol and the resource constraint devices on which it runs. Below are the key issues and
challenges that the current research community on the topic is facing. We have suggested a few
future directions that can be useful to carry the future work on mitigating the identified or new
routing attacks.

(1) Implementing RPL’s Default Security Features: Although RPL comes with many secu-
rity features, these are treated as optional. However, Perazzo et al. [33] have made an effort to
implement RPL’s security feature partially. Therefore, exploring and improving the security
capabilities of RPL is one of the first activities for future research. Such deployment could
be difficult for existing systems in terms of resource consumption. With rapid hardware de-
velopments, we assume that incorporating the full list of RPL security features will soon be
feasible. Moreover, we foresee a great opportunity to develop new lightweight solutions in
this regard.

(2) Large Network and RPL’s Routing Attacks: From the studied literature, we came to
know that less amount of work has targeted the effects of routing attack on large-scale IoT
networks. The architectural flows in RPL make it unsuitable for the larger networks (e.g.,
more than 250 sensor nodes) [88]. The main issues along with the above-mentioned security
challenges, are delay in topology formation, bottleneck, and high power consumption of the
nodes present near the root node. These larger networks make the IDS implementation very
hard. Besides this, attacks like sybil, replay, and wormhole are among the most hazardous
attacks [89] on the larger RPL-based IoT networks. Besides, when a larger number of the RPL
control messages are used, the network is likely to suffer from jams [33]. This can be used
to mount Denial of Service (DoS) attacks. Some recent approaches [90], [91], [92], [93], [94]
have targeted this problem. However, all these works are at the very infant stages.
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(3) IDS and Scalability Issues: Most of the papers have mentioned extension to their IDS.
However, as per our observations, these IDSs have marginal extensibility to detect the addi-
tional routing attacks. Moreover, most of the suggested extensions have not been practically
evaluated. We concluded that IDS defending all the routing attacks will face scalability issues
through our study. Therefore, researchers must investigate this issue.

(4) Exploring Multisink Property of RPL to Develop Collaborative IDSs: For efficient
and speedy detection of intruders, these types of IDS rely on collaboration between sensor
nodes and the sink node. There are just a few research articles in the literature that focus
on the development of collaborative IDS. To enhance the scalability and security of RPL, we
suggest that researchers must explore the multilink property of RPL that involves multiple
sink nodes for large-scale RPL deployment.

(5) Cross-layer Attack and Defense Mechanisms: Cross-layers attacks on the 6LoWPAN
protocol stack are hugely neglected till now. As per our investigation, V.K.Asati et al. [95]
are the first to move in this direction. The researchers should explore this research area as
cross-layer attacks are hard to detect. Moreover, developing a cross-layer IDS against such
attacks can be an important area to work.

(6) Implementing Outlier Detection Techniques: An outlier is an observation that differs
very significantly from the rest of the data. We advise the researchers to work in this direc-
tion to detect anomalies in the RPL networks. Many novel methods, including techniques
based on machine learning models, Z-score value analysis, probabilistic or statistical model-
ing, linear regressionmodels, information theory, and proximitymodels, would be developed
to defend against multiple RPL routing attacks.

(7) Developing Secure RPL Based Multicast Routing Protocols: By default RPL supports
optional support formulticast routing [14], [96]. In recent times many studies have proposed
such multicast variants of the RPL protocol [97], [98], [99]. However, security remains a
major concern while deploying these varients. Researchers must focus on developing secure
variants of such protocols.

(8) Developing Security Solutions for Dynamic RPL Networks: There is no method to
facilitate mobility in the standard specification of RPL [14]. As a result, in the presence of
mobile nodes, total network performance suffers. Link disconnections, collisions, and packet
loss increase with the mobile nodes. Identifying an attacker node in such situations is indeed
a challenging task.

(9) Security of RPL and IPv6 over the TSCHmode of IEEE 802.15.4e (6TiSCH) Combina-
tions: 6TiSCH achieves industrial-grade performance by combining a time-slotted channel
hopping (TSCH) MAC with IPv6 addressing [100]. Also, it is integrated with 6LoWPAN,
RPL, and CoAP protocols [100]. However, it requires node-to-node synchronization to pre-
vent looping in the network and attacks on RPL may disturb this process. The study of the
security of the RPL and 6TiSCH combination is still in its initial stage, but it is a potential
subject for security researchers to investigate.

(10) Exploring Large Number of RPL’s Optional Features: Availability of optional features
is one of the most vital points of the RPL protocol while enhancing its security. All these
features provide RPL with immense flexibility to use it with various applications. On the
security front, research may explore all these features to provide security to this protocol. To
hint the researchers, we highlight some features likemulti-instance RPL property, modifying
the RPL’s objective function, exploring storing and non storing modes of the RPL protocol,
and changing the existing format or proposing entirely new control messages.

(11) Architectural Level Changes:With the expansion of the IoT ecosystem, new applications
are emerging. As RPL is the only standard routing protocol, researchers have to make efforts
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to make this protocol suitable for various emerging applications [9], [101], [102], [103], [104].
Architectural level changes done in RPL may resolve the attacks carried through various
control messages.

(12) Investigating New and Hybrid Attacks: Even though a large number of mitigation tech-
niques are present for each distinguished attack, still work can be done by combining the
merits of two or more methods that are efficient to address a large set of attacks. Moreover,
the combination of two or more routing attacks are needed to be investigated, and new
methods to mitigate such blended attacks ought to be developed.

(13) Using Hardware Platforms: Less attention is given on the actual implementation of the
suggested methods. As mentioned in [9], a majority of work is evaluated using simulation
on Contiki/Tiny OS and by using Telos B [105] or Zolerita Z1 [106] platforms. However, both
of these platforms are now outdated. Telos B has many old components, whereas the man-
ufacturing of Zolerita Z1 is suspended [106]. Thus, using these platforms will not provide a
fully functional security solution due to resource restrictions. We suggest switching towards
more recent hardware platforms like Cortex-M3 [107]. The advancement in electronics has
made it much more feasible to work on new platforms with a multi-core processor, adequate
memory, and larger batteries.

6 CONCLUSION

We have extensively reviewed the RPL standard and have studied recent IETF’s suggestions to
modify it. Based on that, we have provided a background of the 6LoWPAN protocol stack and
working principles of the RPL protocol. Recent articles concentrating on the RPL routing attacks
were thoroughly investigated to present a brief overview of the attacks and the respective coun-
termeasures. Further, all the studied methods were carefully examined in a systematic way to
classify and relate the attacks with the RPL control messages. Also, all the studied methods were
classified as per the used mitigation techniques. Besides this, all the existing classes of mitigation
methods were carefully investigated to find the potential drawbacks. To aid the readers to gain
quick and in-depth knowledge about the current research status, we present statistical analysis
and point out all the critical findings related to the relation of RPL control messages and attacks,
the relation of mitigation techniques and attacks, attack details and control messages used in the
studied mitigation techniques, and analysis of tools used to validate the proposed solutions. To
summarize, nearly 50% of the attacks are possible through the DIO control message alone. There-
fore, securing the information carried by this control message is crucial. As far as the distribu-
tion of mitigation methods is concerned, mathematical/statistical methods cover 38%, followed
by specification-based (22%), trust-based (18%), acknowledgment-based (17%), and location-based
(5%) methods. Among the classified methods, 28% suggested modifying the format of the RPL con-
trol messages. Besides this, Cooja is the most popular tool among all and is used to validate nearly
45% of the total proposed methods. In addition to it, a thorough discussion is made regarding fu-
ture research opportunities related to the RPL protocol. We think our survey will provide a strong
base to study and lead to the rapid development of new and more appropriate mitigation methods
against routing attacks on RPL-based IoT networks.
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