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This paper proposes a formal reliability validation enabling framework (RVEF) for evaluation of digital
forensics in criminal investigations. The RVEF is informed by examined theoretical and conceptual gaps
between law and digital forensics related to reliability and validation. Identified are validation criteria
and validation testing techniques for digital forensics as well as their limitations and challenges.

The proposed RVEF aims to satisfy the objective for documenting the chain of evidence and custody as
standard process. It is a generic and extensible approach to create a formal procedure for documentation
of reliability information at three levels: technology, method, and application. For each level reliability
criteria are compared against international digital forensic standards, guidelines, and best practices in
order to elaborate concrete minimum documentation requirements necessary to enable reliability
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Validation validation by law enforcement. The framework aims to increase accountability, reliability testing, and
Reliability machine-human error mitigation in digital forensics. It can also serve judges and defense lawyers to
Reproducibility cross-examine the forensic report in a formalized process, access the proportionality of the investigation
Daneft ) measures, and potential risks from the inappropriate use of technology.
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1. Introduction: Challenges with reliability in digital forensics

A reliability crisis in digital forensics (DF) for criminal in-
vestigations is emphasized by Interpol (Reedy, 2020) and in the UK
National digital forensics strategy [ (The UK National Police Chiefs
Council, 2020), p. 21]. Academics and practitioners also stated the
lack of reliability validation in digital forensics (Hughes and
Karabiyik, 2020; Horsman, 2018a; Casey, 2019; Jones and Vidalis,
2019). Standardization and governmental bodies commented on
the reproducibility crisis in the field (PCAST, 2016) (Council of the
European Union, 2016). Legal scholars proposed expert accredita-
tion in digital forensics (Henseler and van Loenhout, 2018),
(Kwakman et al., 2011) and discussed the absence of clear legal
requirements for digital evidence reliability assessment (Risinger,
2018; Edmond, 2012; Sommer, 2010; Saks and Koehler, 2005;
Risinger, 2000). The fast technological advancements in computa-
tions to assist forensic sciences makes a lot of existing validation
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and reproducibility studies outdated (Kloosterman et al., 2015;
Horsman, 2019a; Tully et al., 2020), challenges testing in digital
forensics (Garfinkel et al., 2009), and the subsequent court evalu-
ation of digital evidence (Saks and Faigman, 2008). A comprehen-
sive reliability challenges taxonomy identified underdeveloped
validation procedures and limitations with testing datasets, tools,
methods, and examiner work (Stoykova, 2021).

The identified lack of quality assurance and accountability
mechanisms in digital forensics might lead one to expect more
strict evaluation of digital evidence reliability in the criminal justice
system.

To the contrary, judges “seem to be enthusiastic to rapidly
embrace the products of technological progress” (Edmond and
Roberts, 2011) and often assume that the digital media source of
evidence is “working properly”.[ (Mason and Seng, 2017), Para.
6.198]. Similarly, “law enforcement and prosecuting authorities are
often willing to use novel science and technology” in order to
secure evidence.[ (Doyle, 2019), Ch. 7]. The enhanced use of auto-
mated tools to acquire and analyze digital evidence creates the false
perception that technology mitigates errors and bias, and that re-
sults from tools are reliable and trustworthy. A phenomenon
described as technological protection fallacy (Dror, 2020).
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Digital forensic suffers from proliferation of standards, which
are short-lived and insufficient to reach general acceptance in the
domain. For example, there is clear consensus in the DF community
that following a process model is an obligatory requirement in
order to meet legal and scientific objectives. However, currently
over 60 different process models are proposed (Arnes, 2018). By
contrast, implementable solutions for reliability validation or
practical validation process models are rarely discussed in digital
forensics which raises concerns for dissemination of unreliable
knowledge.

In order to overcome those challenges a first step is to develop a
generic framework and standard process for reliability validation of
digital forensics for criminal proceedings.

This paper proposes a reliability validation enabling framework
(RVEF) under which tools, methods, and examiner work can be
documented for cross-examination. The framework can guide and
support different validation techniques by defining a formal vali-
dation process and deriving minimum documentation re-
quirements for law enforcement purposes. RVEF aims to overcome
the limitations of current testing of tools, methods, and examiners
done in isolation by linking together different validation specifi-
cations relevant to the forensic task and mapping information on
the validation process as a whole.

The paper is organized as follows: Section 2 outlines that legal
and forensic science concepts related to reliability often defer,
overlap, or complement each other which requires their clarifica-
tion in order to ensure a validation process that satisfies both do-
mains. Those aspects of the problem define the scope and the
elements of scientific validation in digital forensics and are com-
plemented with literature review on validation, chain of custody,
and chain of evidence requirements. Section 3 discusses specific
limitations with reliability validation procedures in DF. Section 4
defines the proposed generic RVEF as a process and clarifies vali-
dation criteria and specific requirements at technology, method,
and application level. Section 5 explains how RVEF can satisfy
techno-legal objectives, while its possible limitations and
improvement in future work are discussed in Section 6.

2. Reliability validation: Techno-legal analysis

This section introduces a techno-legal understanding of key
concepts related to digital evidence reliability.

First examined are the concepts of evidence admissibility, pro-
bative value, and relevance as well as proportionality of investi-
gative measure to show that they all depend on clear reliability
procedures. Then we clarify the meaning of reliability and valida-
tion in law and in science to identify what is the reliability standard
for digital evidence in criminal proceedings and what is required in
digital forensics to meet such standard. This will give a theoretical
background for the proposed RVEF.

2.1. Admissibility and probative value

The admissibility and probative value of the evidence are eval-
uated by the judge at a trial. However, to strengthen the judicial
evaluation of the facts, the investigation procedure must guarantee
at least minimum quality of the evidence and preliminary confir-
mation that it is admissible, probative, and legally obtained. This
requires upholding to criminal procedure and standards for quality
of the investigation which depend on the jurisdiction of each
country. However, demonstrating reliability of digital evidence is a
factor which influences both admissibility and probative value, and
does not depend on the jurisdiction. This means that it can be
internationally standardized.
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2.2. Relevance in law and in science

Relevance in court is a function of two tasks: “the arguments
made by lawyers and judges, as well as examining the inherent
quality of a piece of information” [ (Roberts and Zuckerman, 2010), p.
104]. This second part of the examination is routinely skipped in
courts since incriminating evidence relevance is taken for granted
(Edmond and Roberts, 2011). Consequently, digital forensic exam-
iners when testifying or submitting report to the judge, are chal-
lenged with the objective to advance legal arguments about the
case, and rarely on the relevance and reliability of the information.
Testing the reliability of the information must be done in the digital
forensic process, since the courts are ill-equipped to do so and have
different objectives than thoroughly validation of forensic findings.

2.3. Reliability in law and in science

Reliability in law is a different threshold than scientific reli-
ability because the legal evaluation of expert evidence has different
objectives. In law reliability is related to trustfulness and weight of
the forensic evidence in the concrete case. Judges evaluate the
“forensic reliability” of the evidence against its overall probative
weight and relevance to the case. Digital forensics examiner is
concerned with accurate fact-finding only, while judges evaluate if
the evidence is reliable but also its probative value to the case
including if it is legally obtained. The development and adminis-
tration of standards for scientific validity is part of digital forensics
and must be done before the digital evidence is presented in court.
Judge's role should be only to verify and enforce upholding to the
standards.

In forensic science reliability is a property of process related to a
consistent intended behavior and results (ISO/IEC 27037:2012). A
test that produces the same results on successive applications is
said to be reliable (Gross and Mnookin, 2003). The primary role of a
forensic scientist is to provide guidance about the reliability of
different kinds of evidence, and to develop methods and devices for
increasing such reliability (Risinger, 2000).

However, currently there is no clear legal standard for digital
evidence reliability. Relevant digital evidence must be processed in
forensically sound manner in order to be admitted as probative. The
Council of EU interpreted that sound digital forensics procedures
must reflect the “state of art of science and technology” (Council of
the European Union, 2011). It is considered that a process or a
method are forensically sound if they adhere to established digital
forensics principles, standards, and processes [(Arnes, 2018), p. 13].
The issue is that often in digital forensics certain reliability stan-
dards are rethought and improved in short periods of time base on
technology advancement. For example, the ACPO guidelines, that
were one of the first standards for digital forensics, stated that data
on the original source must never be changed by the forensic
procedure (ACPO, 2012). It was later realized that in certain cases
(e.g. live acquisitions, encryption on the device or remote acquisi-
tions) complying with this principle was impossible from a tech-
nical point of view. Therefore, the standard was subjected to
reevaluation and current requirements suggest that changes to the
system must be limited to the minimum and accountable, while
any interference with evidence data must be justifiable (ISO/IEC
27037:2012; Adams et al., 2013). Another principle, that the data
must be acquired in lowest level of abstraction, was disproved in
mobile forensics where encryption and security features render the
physical acquisition of data unreadable for tools or examiners.

Consequently, reliability testing during the forensic examina-
tion and according to a standardized procedure is a pre-requisite
for the subsequent in court verification of the reliability of the
evidence resulted from this process. According to Horsman there
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are three types of validation — following previous case work,
existing published works, or validation via testing (Horsman,
2019b). Only validation via testing, however, meets the legal re-
quirements for a scientific rigor.

2.4. Validation in law and in science

The Forensic science regulator in UK (FSR, 2020) guideline states
that when methods or tools are novel, in-house developed scripts,
or documentation of a formal validation is missing, they need to
comply with software engineering verification and validation
testing [ (FSR, 2020), Pt. 6.2.2—6.2.4].

According to IEEE Std 1012—1998 validation is the assurance
that a product, service, or system meets the needs of the customer
and other identified stakeholders. It often involves acceptance and
suitability with external customers. Verification is the evaluation of
whether or not a product, service, or system complies with a
regulation, requirement, specification, or imposed condition.
Notably, SWGDE emphasise that “software testing can never prove
that a tool is functioning correctly [however ...] testing can lead to
confidence that the tool is unlikely to fail within the situations for
which it has been tested.”

Hereafter, we adopt the generic definition that validation is the
scientific methodology for demonstrating the accuracy and reliability
of a process (Hughes and Karabiyik, 2020) (Gross and Mnookin,
2003). This definition is consistent with forensic sciences and
avoids requirements like “fitness for purpose”, “general accep-
tance” or “current state of technology” (FSR, 2020; ENFSI, 2015a;
Guo et al., 2009), which are lowering the threshold for testing in
digital forensics and introduce a vague, unclear legal standard.
Thus, the identified need is for a generic independent validation
process in digital forensics.

2.5. Documentation as a legal requirement

Documenting forensic methodology is crucial given the de-
pendencies in digital forensic actions. Both chain of custody and
chain of evidence need to be preserved in digital forensics in-
vestigations in order for any party to the criminal proceedings to be
able to establish the accuracy and reliability of the digital evidence.

2.5.1. Chain of custody

The chain of custody record is a document identifying the
chronology of the movement and handling of digital artefacts (ISO/
[EC 27037:2012). Such a record must be established for each piece
of electronic evidence (Interpol, 2019). Most forensic labs standards
require a record of the control and quality of forensic procedures
(ISO/IEC 17025:2017), which can be examined by both judge and
defense lawyers. This is a requirement for the accessibility of the
chain of custody.

In the legal context, the term chain of custody is established in
the US legal tradition, while in England and Wales “continuity of
evidence” covers the same concept. The chain of custody “begins
prior to collection and ends when evidence is released to the owner
or destroyed.” (ISO/IEC 27037:2012)

Although the chain of custody includes all phases of the digital
forensic process and must be preserved together with the original
data, its role during evidence identification and collection is crucial:
as Roger argues, if “doubt is cast on the initial collection and
management of evidence, output from the other phases is moot”
(Rogers et al., 2006).

Any break in the chain of custody “can lead to questions about
the validity of the evidence”[(Daniel and Daniel, 2012), p. 12], but
could also be accounted for in further investigation activities.

In digital forensics, the chain of custody is an overarching
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principle since validation and reproducibility testing are impossible
without proper documentation. In law, however, the chain of cus-
tody is just one of many ways to prove due diligence, and re-
quirements vary strongly between different jurisdictions.
Therefore, in most continental jurisdictions, although not explicitly,
rules on chain of custody exist, but there are hard to interpret in
digital context. For example, Norwegian criminal procedure law'
requires a description of nature and purpose of the search, where
“all objects seized shall be accurately recorded and marked in such
a way as to avoid confusion”. Same broad and vague requirements
for expert report are open to interpretation in how to document
digital searches, seizures, and examination of data. In the absence
of clear requirements for digital chain of custody and formalized
protocols for each type of evidence, many forensic actions are
poorly or not at all documented. Arguably, in the digital evidence
domain a break in the chain of custody can be potentially
compensated by testimony, but a complete absence of it cannot as
there is no possibility to audit the stages of the processing and
therefore the reliability of digital evidence or its compliance with a
fair trial. This argument is even more important in relation to chain
of evidence documentation.

2.5.2. Chain of evidence

Often chain of custody and chain of evidence are used inter-
changeably, but it could be argued that they are the results of
different procedures, have different objectives and human rights
impacts, and are related to separate evaluation.

Chain of evidence documents the digital artefact interpretation
of relevance to the concrete criminal case and enables classification,
reconstruction, and examination of digital events. The actual digital
data which has evidential value and is related to the crime is just a
small piece of the data originally collected and preserved. However,
before the examination and analysis phase, the potential relevance
and probative value of data seized as evidence cannot be discov-
ered. Therefore, the chain of evidence is constructed only when all
the digital evidence processing steps of acquisition, examination
and analysis are completed. Moreover, as the stages are interde-
pendent and repetative, if a certain stage is not documented there is
no possibility to trace the origin of digital evidence and the forensic
actions performed.

The output of the acquisition, examination, and analysis should
be chained in a digital forensics report. Although it is simple for a
practitioner to obtain data using forensic tools, the validation that it
has been correctly obtained and the interpretation of the under-
lying data structures is of far greater importance, because these
reveal the origin of the digital artefacts and are therefore crucial for
the attribution and individualization of the digital artefacts and
events to concreate suspects, locations, and timelines.

The term evidence chain is not used or established as a legal
requirement. However, Schum refers to “intellectual audit trials”
which explain “what questions were asked at what times, what
possibilities were being entertained at various stages of an inves-
tigation, and what was the existing evidential base for entertaining
these possibilities at various times.” (Schum, 2001) Also, in foren-
sics Carrier describes “standard trace detectors for efficient trace
gathering that can be compiled into event chains to support
different hypothesis about the case.” (Carrier, 2006) The chain of
evidence is part of and based on the chain of custody. The principle
of availability requires suspects and defendants to have access to
the chain of evidence and chain of custody in order to be able to
cross-examine and challenge the evidence on valid grounds. Full

1 See Norwegian Criminal Procedure Act (NCPA) section 207 §1, NCPA section 197
§ 3 in conjunction with NCPA section 153 § 3.
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chain of evidence and chain of custody ensures that the work of the
DF examiners is limited to what was authorized, that only
competent personnel had access to the data, no data is randomly
omitted or destroyed, and according to the principle of propor-
tionality the investigation interference with human rights was
reduced to a minimum.

Documentation and chain of custody are often referenced as an
obligatory requirement in digital forensics(Montasari, 2016; Beebe
and Clark, 2004; Kohn et al., 2013) but not yet prominent as a legal
requirement, while chain of evidence is not so much discussed with
the exception of the theoretical works cited above. Although there
is a consensus on the importance of documentation, the lack of a
legal requirement for chain of custody and chain of evidence in
digital forensics investigations is considered as a major drawback in
the development of reliability validation procedures.

2.6. Proportionality

Proportionality of the investigative measure is a principle in law
which receives little attention in digital forensics. Proportionality
requires that the methods used to gather the evidence must be fair
and proportionate to the interests of justice: the prejudice (i.e. the
level of intrusion or coercion) caused to the rights of any party
should not outweigh the probative value of the evidence (Interpol,
2019). Proportionality analysis oppose the estimated relevance and
probative value of the evidence against the intrusiveness and
resource demand of the method. It also requires LEA to choose the
least intrusive in respect to human rights investigative measure. As
argued, human rights objectives “may prevail when the public in-
terest can be attained with a less restrictive measure, but they may
be curtailed when the measure seems proportional to the objec-
tive” (Alendal et al., 2021). Although legally and internationally
recognized as a principle, proportionality is routinely criticized for
its difficulty to be implemented and enforced in practice (Bart van
der Sloot, 2016) (Tsakyrakis, 2008).

Validation documentation of digital forensics is crucial to up-
hold to the proportionality principle in practice. The principle re-
quires description of specific forensic task (scope of examination)
and justification of the tools and methods chosen in the
investigation.

However, empirical study in the Norwegian police showed that
such documentation is often missing in DF reports (Stoykova et al.,
2022). The proposed here RVEF aims to meet those objectives and
to map the minimum documentation needed for proportionality
assessment of the digital forensics’ methodology.

3. Specific challenges with validation in digital forensics

The theoretical background identifies two needs: (i) a generic
independent validation process for digital forensics and (ii) exact
documentation requirements to enable validation and minimum
chain of custody/chain of evidence preservation. In order to identify
further requirements for validation procedure in digital forensics,
this section is focused on specific challenges with validation in
practice.

3.1. Lack of a reliability standard: Daubert’s limitations

De facto reliability standards in DF are not specific enough to
guide the consistent development of a validation process.

2 Daubert v. Merrell Dow Pharmaceuticals, Inc., 509 U S. 579, 1993. The Daubert
criteria was further elaborated in General Electric Co. v. Joiner 522 U S. 136 (1997),
and Kumho Tire Co. v. Carmichaet 526 U S. 137 (1999).
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The US Supreme Court developed the Daubert standard® with
several decisions to promote court criteria for evaluating reliability
of expert evidence on scientific grounds. Since most jurisdictions
don’t have clear reliability standards, Daubert had an international
impact and turned into a de facto standard for digital forensics.?
The Daubert standard requires: (1) the forensic method to be
tested, (2) peer-reviewed, (3) generally accepted in the scientific
community, (4) with identified error rates (5) and within the ex-
aminer’s expertise. In previous work we identified multiple limi-
tations for implementation of this criteria in digital forensic related
to the lack of procedures to produce the information needed for
Daubert evaluation. [21, Tbl. 2] Testing is limited due to insufficient
resources, quality standards, and test scenarios (Horsman, 2019a)
(Horsman, 2019b) (Horsman, 2018b). It is unclear what type of peer
review or competence of the reviewer is acceptable (Tully et al.,
2020) (Marsico, 2004). Often there is no agreement in digital fo-
rensics what is standard or accepted method (Horsman, 2019b)
(Marsico, 2004) (Sremack, 2007) (Arshad et al., 2018). The re-
quirements for DF expert skills vary among jurisdictions (Henseler
and van Loenhout, 2018) (Kwakman et al., 2011).

Daubert aims to make judges attentive to reliability issues in
forensics, but under no circumstances suggests that judges or
defence lawyers must perform complex scientific validation in the
court room. Although digital forensics validation requires a Dauber-
similar standard, the criteria are vaguely formulated, jurisdiction-
specific, and insufficient to guide such a dynamic discipline. They
must be used to develop a more detailed formal model for
validation.

3.2. Lack of verification and validation specifications for tools

In digital forensics, often development specifications are not
disclosed by the vendor (Marshall and Paige, 2018), and LEAs rely
on the vendors testing that a tool is functioning appropriately.
Often DF methods and tools are not specifically designed to satisfy
law enforcement purposes and legal constrains (Marshall and
Paige, 2018) (Page et al., 2019). For commercial digital forensic
tools, Marshal and Page concluded that validation requirements for
law enforcement purposes are neither clearly formulated by law
enforcement, nor do DF tool vendors provide validation informa-
tion according to such requirements (Marshall and Paige, 2018).
Moreover development and customer specifications are changing
rapidly due to changes or updates in the underlying software or the
DF tool itself (Horsman, 2019a) (Tully et al., 2020). New digital
forensic methods are introduced more quickly than accreditation or
certification can be obtained (Tully et al., 2020).

Often in digital forensics is stated that exhausting all testing
scenarios is impossible (Horsman, 2019a). A lot of the big forensic
suites (EnCase, X-Ways, XRY, UFED, Cellebrite, etc) routinely used
by law enforcement and accepted by the courts performed poorly
in test scenarios designed by NIST (NIST, 2017a). Multi-purpose or
closed-source DF tools include many functionalities but validation
testing is developed only for some of those functions, leaving others
not tested at all (NIST, 2017b). Further, there is no European body to
perform independent validation testing for law enforcement.
Consequently, LEAs themselves need to test DF products and
demonstrate testing results.

3 For example, the Scientific Working Group on Digital Evidence (SWGDE) uses
Daubert to define error mitigation analysis (Scientific Working Group on Digital
Evidence, 2018). Montasari based the evaluation of the quality of over 30 digital
forensic process models on it (Montasari, 2016). A google Scholar search for
“Daubert and digital forensics” outputs more than 3,690 results. Some authors
directly refer to it as a de facto standard (Jasanoff, 2005a).
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Requirement: To address these challenges the proposed RVEF
must aim to provide a generic and formal process for law
enforcement to test, document, and trace back digital forensics
processing operations in order to meet legal requirements for evi-
dence reliability. Such generic process must not be dependent on
commercial validation, upgrades in technology, or the specifics of
the case. The developed in RVEF standard procedure for minimum
documentation of digital forensics actions must facilitate the
design, improvement, and implementation of any type of testing
methods and techniques.

3.3. Lack of reproducibility and repeatability studies for DF
methodology

Current validation procedures are focused predominantly on
tool testing, but this proves insufficient in more complex cases.
Identified challenges to forensic method validation are related to
lack of realistic testing data sets, lack of validation scenarios, lack of
reproducibility studies, and the need for multidisciplinary peer-
review (Nordvik et al., 2021).

Reproducibility refer to “the ability to replicate a measurement
during repeated analysis” (Hughes and Karabiyik, 2020). Repeat-
ability requires one investigator to be able to arrive at the same
conclusion as another under similar conditions (Valjarevic and
Venter, 2012). Consistent literature for the past 10 years shows
that digital forensics techniques are not reproducible (PCAST, 2016)
(Garfinkel, 2010). In reproducibility or repeatability studies, sys-
tematic errors can cause the results to be consistently wrong, which
is a problem of validity (Foster and Huber, 1999). Therefore,
repeatability study is considered as “simply a confidence indicator
and one which should form part of the overall process of validating
a tool” (Horsman, 2019a).

A source code audit of the tool (Gerber and Leeson, 2004) is
preferable but usually such information is not accessible. Excep-
tionally, source code access can be requested by courts under non-
disclosure agreement or if the tool is challenged by the defense.
Some argue that black-box testing as a methodology level valida-
tion is preferable (Khan and Khan, 2012) (Risinger, 2018), the
simplest of which is dual-tool verification. Dual-tool verification is
sufficient for verification of tool results only in limited situations.
For example, it is not a valid method for testing tools which reuse
libraries and functionalities (Friheim, 2016). Black-box testing is
inefficient for algorithm testing (Khan and Khan, 2012) and algo-
rithm implementation errors detection (Alendal et al, 2021).
Therefore, more often examiners are required to perform reverse
engineering which has multiple reliability limitations as it deals
with partial knowledge and subjective interpretations (Nordvik
et al,, 2021).

An important challenge is the lack of realistic real or synthetic
testing data sets in digital forensics (Hughes and Karabiyik, 2020).
The best way to estimate error rates is to perform blind proficiency
test on realistic datasets. This requires samples whose properties are
known and agency unaffiliated with the forensic scientist's labora-
tory (Saks and Faigman, 2008). It was proposed, that for each
forensic functionality with its specifications, there must be a “set of
references with known results” in order “any tool regardless of its
original design intention, can be validated against known elements”
(Guo et al., 2009). The generation and maintenance of testing data
sets in compliance with data protection regulation that are suffi-
ciently large and can keep up with the technology advancement is
burdensome and requires specific knowledge. Only recently, some
efforts in this direction can be found (Gobel et al., 2022).

Requirement: The development of formal validation proced-
ures and sufficient automated documentation of the forensic
methods are the key needs in order to ensure reproducibility
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without overburdening practitioners (Stoykova and Franke, 2020).
Such documentation should enable internal LEA testing of tools and
methods on case level as well as by cross-examination of similar
forensic tasks and methodologies in different cases.

3.4. Lack of accountability for examiners’ errors

Currently, most quality standards in digital forensics are not
specific as to practical solutions for evaluating the examiner work
and her/his interaction with the tools (Horsman, 2019b) (Page et al.,
2019).

It is hard to distinguish method errors from examiner errors “in
fields where the method is primarily the judgment of the exam-
iner.” (Saks and Faigman, 2008) and such judgment is not reflected
in the case documentation.

The dependencies of data interpretation on the skills and
knowledge of the forensic examiner are not well studied. Exam-
iners learn to configure complex tools, to fine tune them, or to
extend them with scripts, batch files, and plugins according to the
case specifics and the data set — but this reasoning is not recorded
or represented.

Several authors have examined multiple biasing factors for ex-
aminers in digital investigations such as exposure to case-irrelevant
information, base rate expectations from previous investigations,
failure to evaluate competitive hypotheses, or digital context in-
formation indicating intent or bad character (Sunde and Dror,
2019), (Edmond, 2016) Examiner errors are related to inaccurate
data examination and tool result interpretations, as well as
improper interaction with the tool’s setup. Since the same tool or
method for data examination can be used in multiple investigations
and trials, failing to identify limitations and errors could potentially
result in reopening previous cases for re-examination once the
errors are detected. Currently, there is no standard in digital fo-
rensics for “calculating error rates for both tools and specific pro-
cedures.” (Carrier, 2002) Moreover, errors related to many digital
forensic activities are “systematic in nature and no statistical error
rate exists.” (Lyle, 2010) McKemmish argues that “it is impossible to
test for either the inaccuracy or accuracy of computer operations,
and impossible to give a statistical rate of failure, and that there is
therefore no rational basis for assuming a high rate of reliability”
(McKemmish et al., 2008).

Requirement: Validation procedures must document exam-
iners’ subjective judgement and interpretation. Cross-verification
of results based on documenting the methods and tools, with
examiner interaction in the process, is a preferred method for
advancing the field.

3.5. Lack of a standardized reporting process

There is a lack of standardized and efficient procedures for
documenting processing operations which results in resource and
time consuming reporting that overburdens practitioners (Casey,
2019), (Horsman, 2018b) However, poor documentation cannot
serve as an established practice (Horsman, 2018b).

Requirement: New solutions to enable and automate swift
chain of custody and chain of evidence as standard documentation
processes in law enforcement work with digital forensics is
necessary from both theoretical and practical perspective.

4. Proposed reliability validation enabling framework for
digital forensics (RVEF)

4.1. RVEF: Generic framework

In 2005, Saks and Koehler envisaged a paradigm shift in the
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forensic identification sciences where “untested assumptions and
semi-informed guesswork are replaced by a sound scientific
foundation and justifiable protocols” (Saks and Koehler, 2005). This
effort, the authors argued further, should begin with adoption of
the basic research model, which allows forensic scientists to design
experiments that test the core assumptions of their fields. A
research model based on the scientific method (Define problem —
Hypotheses — Observation — Analysis — Evaluate Hypotheses)
seems to be essential also for digital forensics. However, the
advancement in computations to support every stage of this sci-
entific process additionally complicate reliability assurance. By
examining the effects of increased computations in forensic sci-
ences and investigations, Franke and Srihari argued that contem-
porary forensic sciences can be defined as the intersection between
technology, methodology, and application (Franke and Srihari,
2008). They concluded that in order the investigation to benefit
from the advancement in technology and methodology, the appli-
cation level should be supported by “new work procedures and
legal frameworks ... that take advantage of both knowledge do-
mains; forensic and computational sciences”.[Franke and Srihari,
2008, p. 8] This generic definition (see Fig. 1) was not further
developed by the authors or conceptualized for each of the three
intersections. The hereafter proposed RVEF adapts and instru-
mentalized this generic model to develop a new approach to
improve reliability in the digital forensics’ domain. This model is
selected as a base concept for several reasons. First, although ab-
stract the model provides an insight of all levels of intersection in
digital forensics as a multidisciplinary field of expertise. In this
sense, it overcomes Daubert’s limitations which is purpose-specific,
one-dimensional models in law. The generic framework also
doesn’t focus on results-based requirements for forensic reports,
but rather on the importance of a broader process-level perspective
where technology, methodology, and application aspects can have
impact on the quality of the digital forensics result. Therefore, the
framework supports equally (i) a research model in forensics and
computer science, and (ii) a development of a new legal approach
to reliability evaluation.

A reliability validation enabling framework means a conceptual

Application

Methodology Technology

Forensic Science

Fig. 1. Forensic science dimensions (Franke and Srihari, 2008).
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framework which identifies legal and forensic requirements for
digital evidence reliability and elaborates the related measure-
ments in digital forensic processes that need to be documented in
order to meet the high-level requirements. Given the rapid de-
velopments and increased data volumes and complexities in
technology and digital forensics a “one-standard-fits-all” validation
cannot be applied. For these reasons and in order to be practical, the
validation procedures must have the following properties.

o Formal: to be swiftly implemented in practice; extensible; ma-
chine- and human-readable; suitable for different jurisdictions
and the rapid advancement in DF technology

e Validation — minimum requirements for reliability testing in DF

procedures

Framework — ideal validation criteria with considerations for

practical implementation

Covering legal and scientific objectives in law enforcement work

with DF

e Documentation — enabling auditing and multitude of reliability
testing methods in digital investigations.

In previous work a reliability challenges taxonomy was devel-
oped in order to summarize the problems related to reliability
assurance in digital forensics (Stoykova, 2021). Based on this tax-
onomy, the RVEF identifies four validation criteria — data set, tool,
method, and examiner. They have interdependencies to be
accounted for in validation (see Fig. 2). For each of the core vali-
dation criteria RVEF defines minimum documentation re-
quirements at three abstract levels of validation — technology,
method, and application level.

First, each of the three intersections is defined. Technology must
be conservatively used in the sense that tools and automated
processes must be verified and validated for their ability to meet
development specifications and law enforcement requirements
and to achieve accurate results. The forensic methodology as a
sequence of predefined steps must be tested for scientific validity.
At the application level the validation process must establish if the
examiner correctly selected and used the method and the tool in
the concrete case according to the forensic task and the data set
characteristics. All three levels have overlaps in their scope and
validation requirements but also specifics to be considered.

Secondly, for each of the intersections, RVEF identifies reliability
requirements. The literature review in the reliability challenges
taxonomy was used as a first step to identify such requirements. In
addition, best practices and guidelines from NIST (Ayers et al.,
2014), ISO (ISO/IEC 27037:2012; ISOJIEC 17025:2017; ISO/IEC

TASK

Tool &
Method

Examiner

AN

DATA SET

Fig. 2. Reliability criteria for digital forensics.
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27041:2015; ISO/IEC 27042:2015) ENFSI (ENFESI, 2015b), and Inter-
pol (Interpol, 2019) were examined to derive further reliability
requirements for the three-levels RVEF. These standards were
selected as they map fundamental digital forensic principles
internationally recognized by the digital forensic community. The
ENFSI best practice manual for examination of digital technology is
considered suitable as it is a reliability validation standard. The
NIST guide and ISO standards map general, technical, and organi-
zational conditions, while the Interpol guidelines are focused on
acquisition requirements of procedure specifically for law
enforcement and define guidance notes for documentation of dig-
ital investigation. The standards are extensive, descriptive, and
define sequence of steps and processes, rather than concrete
criteria for validation and documentation. RVEF builds up on this by
providing a consistent three-level schema for documentation,
where the standards are concretized, and instrumentalized as
minimum practical requirements for documentation of digital
forensic work which can satisfy a validation procedure. The RVEF
does not guarantee that the international standards are fulfilled but
maps minimum documentation to enable reliability validation
testing to make the forensic process accountable and testable.
Some of the international standards suggest concrete documenta-
tion requirements.[(Interpol, 2019), p. 66], [ (Ayers et al., 2014),
Para. 7], [(ISO/IEC 27042:2015), Para. 9.2], [(ENFSI, 2015b), p. G],
However, they are mainly on case level reporting, and require
further interpretation for reliability testing purposes as provided in
the RVEF. In addition, current testing of tools, methods, and ex-
aminers is done in isolation, while a practitioner needs information
on the validation process as a hole. The RVEF can guide and support
any type of validation technique and can link together different
validation specifications relevant to the forensic task.

4.2. RVEF: Technology level

At the technology level, validation documentation must provide
proof that a tool is treating all the input data in the same way, does
not omit any data, processes everything according to the forensic
objectives, and does not serve personal or corporate interests
(Stoykova and Franke, 2020).

In this validation framework, the tool is understood as the
specific functionality of the automated setup which is employed in
the methodology and may include commercial software, but also
in-house scripts, open-source tools, and batch files.

It is recommended that law enforcement use only validated
tools and they are revalidated when updates are released.[(Interpol,
2019), Para. 3.4], [ (Ayers et al., 2014), Para. 3.4], The tool docu-
mentation must include its name, version, configuration, and
functions used.[(ENFSI, 2015b), Para. 4.2 and 6.6]. In commercial
tools this is sufficient as the algorithm and implementation are
fixed. In bigger tools specification of the concrete function used is
important to detect algorithm and implementation errors. Refer-
ence to previous validation and verification testing can inform
about known errors. [(ENFSI, 2015b), p. 23]

Documentation should provide reference to the tool results and
tool's reported errors in output e.g. areas of the disk that were not
recovered or read correctly. Technology level documentation is
sufficient for dual tool verification.

4.3. RVEF: Method level

The method and tool technical requirements for validation
overlap. Several forensic methods can be automated in one tool, or
different tools might be necessary to construct the forensic meth-
odology. In more complex computations it is insufficient to perform
technology level validation only, as the examiner must have
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sufficient understanding of the use and limitations of peer-
reviewed methods.

For the purpose of RVEF, the method is defined as a “concept
that the work carried out by the organization is based on accepted
scientific approaches, preferably consensus-based, and that any
deviations from accepted scientific approaches can be substanti-
ated in a manner considered generally acceptable by experts in that
field.” (Marshall and Paige, 2018) Validation of the method is an
“assessment of whether a standardized sequence of steps, often
employing digital forensic tools, leads to a reliable result.” (Hughes
and Karabiyik, 2020) The documentation should enable to deter-
mine if an appropriate scientific method, technique or procedure
was followed(ISO/IEC 27037:2012), if the method meet the re-
quirements of the investigation and have been appropriately tested
(ISOJIEC 27042:2015). The used method for each forensic task
should be validated. [ISO/IEC 27041:2015, Para. 5.5.2], [ISO/IEC
27042:2015, p. 7]

Ergo, documentation for formal validation of the method may
include principles in computation and engineering, mathematical/
statistical methods, or reference to peer reviewed methods,
established practices, and previous work.[(ENFSI,2015), Para. 4.3]
Documentation of previous work can serve as guidance for vali-
dation but must not be considered correct. In some cases, where the
method is simple e.g., reference to an established practice might be
sufficient. However, more complex methods or cases where peer-
reviewed methods need to be modified to fit the present forensic
task — an experiment or test setup should be described, including
test data sets, and limitations of previous methods. Every new
testing data set requires a new method level documentation.

At minimum the method for the pre-processing of the data set
for input, and the feature and algorithm selection methods should
be documented for reliability validation purposes. Each of these
methods has certain limitations, which can impact the results and
their correct interpretation. For example, it has been convincingly
demonstrated that pre-processing for input has an effect on the
accuracy of the results (Johnsen and Franke, 2019). Special issues
with pre-processing are related to information loss due to digita-
lization, normalization, data reduction, data enrichment, changes
to the system due to the forensic process. Changes introduced into
the data set during pre-processing must be reduced to the mini-
mum and must be documented in detail. Given the reproducibility
requirements in digital forensics, only deterministic algorithms can
be utilized, since they give the same results based on the same
input data.

Feature selection depends on sufficient understanding of the
data structure. However, in real data sets the base truth is not
known and the examiner cannot be sure that the selected features
are representable. Issues with features selection methods are
related to insufficient detection of statistical properties represen-
tative for the data set and heuristic feature search strategies
(Nguyen et al., 2010). Therefore, methods for feature extraction and
selection must be fully documented and traceable.

Method level testing is resource and time consuming. Docu-
mentation about the algorithms limitations and its implementation
can enable cross-validation of the method and examination of error
triggering conditions.

4.4. RVEF: Application level

At the application level the DF examiner must ensure that the
selected methods and tools fit the data set characteristics and the
forensic task. They must be able to test if the methods and tools
work correctly in the specific case and be able to document any
human judgement in the setup.

The validation of the DF examiner performance is related to
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competence, authorization, performance and mitigation of biasing
factors. Examiner’s accreditation and certification are enough as
entry requirements. Moreover, experts with domain or topic spe-
cific knowledge might be called in cases where an accredited digital
forensic expert does not have competencies.

Documenting the investigative task is essential, as it defines the
scope of the forensic examination [(Interpol, 2019), Para. 5.2.3.3]
and impacts the selection of tools and method.[(ENFSI, 2015), p. 20]
Defining a task also serves for proving that the scope of the
investigationis proportionate and authorized, and the privacy of
suspects or other human rights are not violated during the forensic
actions .

Further, a description of the original data set for each forensic
task must be documented. Physical preservation documentation
includes authentication and identification of the initial physical
carrier and digital data sources from the crime scene, digital field
triage method, storage medium description, secure storage repo-
sitory.[(ENFSI, 2015), p. 12] Logical preservation of the data set re-
lates to the description of the data set structure and behavior, level
of acquisition and integrity preservation methodology (e.g., unique
identifiers and hash function description [(Interpol, 2019), Para.
5.1.2.3 and 5.1.3.3] (Ayers et al., 2014),), information availability
assessment (errors/issues preventing access to the data and/or data
source, e.g., volatility order, security locks, encryption, power fault,
anti-forensics, etc.). [(Arnes,2018), p. 31 Table 2.2].

To validate the examiner work at the application level, the
documentation must contain a minimum description of subjective
measurements e.g., hypothesis, assumptions, decision taken based
on expert knowledge (Interpol, 2019), [ISO/IEC 27042:2015, Para.
6.4] This requires justification of the selected methods and tools as
to why they are suitable to solve the forensic task at hand.

The examiner’s interaction with the tool must be traceable and
includes parameterization of the tool or feature extraction and
selection according to method specifications. Documenting the
application level of the forensic examination will output the chain
of evidence that can be cross-examined by other parties before or
during trial.

RVEF at application level allows to perform proficiency testing
(Hughes and Karabiyik, 2020) (ENFSI, 2015a). Common law juris-
dictions use sometimes a practice of expert hot tubbing (Rares,
2011; Ross, 2013; Sommer, 2009) where examiners are discussing
their arguments on the same facts in front of a judge. However, this
practice is mainly advancing the legal arguments in the case, not
necessarily improving scientific reliability. Dual investigator and
random dip-sampling (Page et al., 2019) are good practices, how-
ever, it is a matter of resources since for some topic-specific
knowledge there might be not two examiners with the same
level of competence or sufficient cases to randomize. A more viable
solution is establishing of independent, multi-disciplinary expert
commissions. Such commission is best suited to perform testing of
all validation criteria in all levels, but most importantly can ensure
application-level reliability testing. In addition, proportionality
assessment of the forensic method requires legal knowledge as
well. Some formal verification methods are used also in validation
for external functional testing, however risk-based testing to the
best of our knowledge is not performed or published by any

Table 1
RVEF overview.
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Table 2

Reliability validation techniques.
Level Validation method
Technology Dual-tool verification

Black-box testing

Reverse engineering

Security testing
Reproducibility/Repeatability study
Proficiency testing; Dual investigator
Expert hot tubbing; Expert commissions
Random/Dip-sampling

Method
Application

standardization body or in academia. For highly automated tools —
such as those used in ‘intelligent’ triage —a validation against a
human-created ‘gold standard’ has been proposed (James et al.,
2014).

Any errors or uncertainties found during the application of the
method should be documented. Finally, reporting confidence levels
about the traces’ relevance and reliability in probabilistic terms is of
key importance for advancing the investigation and consequently
the trial. Output interpretation of tool results must ensure that facts
and inference or opinions are kept separately.[79, Para. 13.4] The
need for the fast evolution of methods and standards in digital
forensics related to technology advancements, increased data vol-
umes and complexities, means that reliability testing must be
performed on the application level in each case and during daily
work.

Application-level validation of computational methods in fo-
rensics is necessary given the advancements in machine-learning
approaches to utilize computer power and reduce the informa-
tion overhead in digital forensics. New methods need to be vali-
dated in their concrete application given the subjective nature of
the pre-processing and feature selection and the importance of
choosing the correct method and algorithm according to the data
set structure and the forensic task.

4.5. RVEF: Summary and test scenarios

The RVEF is summarized in Table 1 above. As already stated, this
is a general and formal framework for reliability validation, which
can be extended and concretized for each specific digital forensic
activity. The included minimum documentation is only exempli-
fied, in order to prove that only a specific and limited number of
steps and measures needs to be documented during the forensic
work in order both automated and semi-automated processing
operations to be clear.

In this section we discussed also that the RVEF can support the
validation techniques listed in Table 2 below.

To prove practical utility the RVEF was tested in two case sce-
narios. The RVEF was trailed against peer-reviewed methods for file
system reverse engineering in order to evaluate if they provide
sufficient documentation for reliability and reproducibility studies
(Nordvik et al., 2021). The second case study was conducted on
investigation records from the Norwegian police and had twofold
objectives: (i) to examine the records according to RVEF in order to

Level Minimum documentation

Technology Tool type, name, version; Tool function used; Prior validation/verification results; Known errors reports; Tool’s ability to report errors in output

Method

Algorithms and implementation; Reference to peer reviewed method; established practice; previous work; Experiment/Test setup; known limitations

Application Forensic task; Data set; Guidelines/SOPs reference; Tool parameterization; Justification of method, algorithms, and features selection; Assessment of tool

results; Confidence levels; Separation of facts and inferences
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evaluate the reliability of digital evidence handled by the police; (ii)
and to propose RVEF as a template for LEAs to improve their reli-
ability assurance in their investigative work (Stoykova et al., 2022).
An initial work to automate RVEF via standard expressions and to
create validation testing reports efficiently was also presented
(Stoykova and Franke, 2020).

5. RVEF discussion: techno-legal objectives

The proposed reliability validation enabling framework (RVEF)
is motivated by the need for chain of custody and chain of evidence
documentation in digital forensics investigations as a precondition
to enable reliability validation. Further, validation procedures must
be implemented in the design of digital forensics methodologies
and processes where machine and human errors can be identified
and mitigated. Generation of reliability validation documentation
will assist the development of a legal reliability standard, as the
digital evidence process can be audited at each processing stage for
legal compliance and prejudicial effects. The RVEF ensures conti-
nuity with existing international standards for digital evidence as it
adapts them to law enforcement needs and extends them with a
practical framework for efficient compliance.

The generic framework does not suggest a concrete testing
procedure or exhaustive testing at each stage of the digital evidence
process. As Casey argued well-established technical processes
might require only an audit or some level of repeatability, while
evidence evaluation must include procedures standardization and
testing implementation (Casey, 2016). It ensures the traceability of
critical decisions in the examination, the sound cross-validation of
the methodology steps and the tool parameterization by the
examiner. Moreover, reliability testing can be performed on
different levels or on all of them depending on the case specifics
and resources.

The RVEF has the advantage that it maps the formal procedure
and minimum documentation required for validation in any digital
forensics task and at any stage of the evidence processing. This
overcomes the limitations of high-level and abstract reliability re-
quirements and provides a process-level validation schema as
opposed to the current focus on only tool-testing or testing of tools,
methods, and examiners done in isolation. The RVEF can link
together different validation specifications relevant to the forensic
task. Moreover, RVEF-based documentation does not require a
general acceptance of methods, because they can be documented
and tested with flexible and different types of validation techniques
depending on the case. The RVEF allows for errors and uncertainties
documentation during forensic examination. It also assists in the
generation of data for developing more advanced validation ap-
proaches and test scenarios in the LEA work. It focuses on mapping
the automated and semi-automated processing operations by
making explicit the forensic actions in the digital forensic
investigation.

The minimum documentation process can assist in adminis-
trative control and audit in routinely and easily verifiable tasks in
acquisition, as well as robust lab testing during evidence exami-
nation and analysis (Casey, 2016). DF examiners and LEA can track
forensic actions based on scientific methodology and separate them
clearly from purely investigative actions.

The proposed framework is suitable for automation and every-
day documentation of each case where digital forensic examina-
tion is performed in order to save time and guarantee expedience in
practice. It can inform examiners of the minimum documentation
required for validation it can be used as a template for their day-to-
day work. This does not suggest that digital forensic actions have to
be validated on a daily basis, but in case of doubt or a challenge to
the digital evidence in the consequent criminal proceedings, the
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RVEF can ensure accountability and sufficient documentation for
cross-examination. Moreover, such validation documentation can
be automated and standardized to the benefit of cross-verification
of results amongst examiners and amongst different labs. The main
objective of the minimum documentation is to provide a guideline
for practitioners. This can assist in formulating and improving
development and customer specifications by law enforcement to
commercial tool vendors, that can enable LEA to better test the
digital forensics tools purchased. The implementation of the RVEF
process by LEA can continuously ensure the tracking of the digital
evidence process and the management and support optimization
and error rates studies.

RVEF is flexible enough to satisfy fair trial requirements. It can
serve judges and defense lawyers in cross-examining the forensic
report in a formalized process, where potential dangers to the
presumption of innocence and risks from the inappropriate use of
technology can be mitigated. Generating the information needed
for validation will assist in information-driven policy and regula-
tion and informed decisions by the courts. Statistics and analytics
can be used to evaluate the validity, proportionality, and legal
compliance of different forensic methods. The RVEF also aims to
ensure that if challenged in court the forensic actions can be traced
back and errors are identifiable. Defense lawyers can be provided
with access to such documentation in order to understand and
challenge the digital forensics actions and request exculpatory data
to be retrieved using different methods, features, or algorithms.
Moreover, based on this three level validation documentation
judges can verify that the authorization and principles of propor-
tionality, data minimization, and fairness of processing are not
violated. The application-level validation is the most complex
because it evaluates the adequacy of digital forensics against the
law enforcement purpose (Jasanoff, 2005b).

The propose RVEF can provide the necessary information for
proportionality assessment and assist in classification of digital
forensic methods and tools according to their intrusiveness. This
allows more intrusive digital forensics methods to be gradually
justified and authorized when less intrusive ones fail to acquire the
evidence.

6. Conclusions and further work

This paper argues that digital forensics can reach a level of
standardization and validation similar to the classical forensic sci-
ences. However, we identify as major gaps the lack of clear reli-
ability standard and the focus on quality assurance of technology,
where methodology and application validation techniques are
underdeveloped. As opposed to “one-standard-fits-all” lab re-
quirements, proposed solutions should enable gradual documen-
tation of the methods, tools, and the interaction of examiners
across the process in order to enable different types of validation
procedures.

To support theoretically the development of a reliability stan-
dard, we clarified concepts routinely used as a measure for quality
assurance in digital evidence since often they have different nu-
ances in the legal and forensic science domain.

The proposed reliability validation framework (RVEF) is a con-
ceptual framework which identifies practical, legal and forensic
requirements for evidence reliability and elaborates the related law
enforcement requirements in digital forensic processes that needs
to be documented in order to meet the high-level criteria. The
framework identifies four validation criteria — data set, tool,
method, and examiner.

The RVEF suggests a model for minimum documentation of
three level validation requirements as a first step to address the
identified reliability challenges.



R. Stoykova and K. Franke

A technology level documentation assures validation of tools
and specific functionality of the automated setup which is
employed in the investigation task.

A methodology level documentation provides proof that an
accepted scientific procedure, and standardized sequence of steps
is followed to provide reliable results. It includes method, algo-
rithms, and feature selection and detailed description of dataset,
experiment setup and preprocessing for input.

At the application level, it was identified that the examiner’s
interaction with the method and tool as well as subjective mea-
surements must be traceable and justified according to the concrete
forensic task.

The RVEF is general and needs to be elaborated and tested
further. Nevertheless, the added value of RVEF is that it enables the
gradual development of techno-legal standards for reliability as it
facilitates any type of testing on any stage of the evidence pro-
cessing. Further, it can be used by LEAs to create audit trials of
digital forensic actions, which can be studied at large for reducing
subjective opinions and assumptions in favour of objective mea-
surements, formal justification of the selected methodology ac-
cording to the forensic task, and large-scale reliability and error
rates studies. Most importantly, the RVEF provides the minimum
documentation to secure the opportunity for cross-examination
and the challenging of digital evidence on valid grounds in
further criminal proceedings.

Considering that digital forensics for criminal proceedings re-
quires not only scientific validation, but also proportionality and
data protection assessment, the RVEF can serve as a first step to
meet these ends as well.
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