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Abstract—Reliable authentication of individuals is the foun-
dation of trusted digital interaction. Biometrics lend themselves
ideally to this goal. However, biometric data must be protected
under computation according to European laws and international
standards. Over the past ten years, fully homomorphic encryption
has become a popular tool for biometric template protection.
However, it comes with the security risk of cryptographic key
material, which requires careful management and could be
leaked, leaving the stored templates vulnerable to attacks. To
meet this challenge, we present the novel MT-PRO protocol
utilising homomorphic transciphering to improve the security
of such systems against offline decryption attacks. Our protocol
does not impair the biometric performance and allows for multi-
biometric comparisons of fixed-length feature representations.
Furthermore, we evaluated our protocol on public data sets
with open-source implementation available at https://github.com/
dasec/MT-PRO and discuss its real-world application potential.

Index Terms—template protection, fully homomorphic encryp-
tion, multibiometrics, homomorphic transciphering

I. INTRODUCTION

Trustworthy digital communication requires reliable authen-
tication mechanisms, i.e., the ability to tie a human user to
their digital identity. The need for reliable authentication is
present in many applications, ranging from online banking and
legal transactions to telemedicine. Biometric characteristics are
uniquely suited to provide such authentication mechanisms, as
they allow for a persistent identification of individuals [1].

However, there exist a number of concerns regarding bio-
metric authentication, which can be classified into two main
categories: concerns about the reliability (or security) of
biometric authentication, and concerns about the protection
of biometric feature vectors stored and used in the system
(i.e., privacy). For the privacy protection of biometric reference
templates, the ISO/IEC 24745 standard on biometric informa-
tion protection [2] defines clear requirements: i) unlinkability,
two protected templates stored in different applications cannot
be linked to the same subject, ii) renewability, new templates
can be created from the same source if the previously stored
reference was leaked without the need to re-enrol a subject,
and iii) irreversibility, it is impossible to reconstruct original
samples given only protected templates. Furthermore, both the
computational and biometric performance (i.e., accuracy) of
the unprotected system should be preserved.
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Fig. 1. Security risk in FHE-based biometric template protection: if the non-
collusion assumption is violated, the encrypted reference database can be
decrypted by an attacker, leaving the enrolled templates vulnerable to attacks.

Recent solutions to biometric template protection apply
Fully Homomorphic Encryption (FHE) for encrypted storage
and comparison of biometric feature vectors [3]–[6]. The
established architecture for these works includes a two-server
setup, where a trusted key server manages the cryptographic
key material, while a computation server has access to the en-
crypted reference database (Fig. 1). This scenario is typically
considered in a semi-honest adversary model (aside from [7]),
where the two servers must not collaborate. If they do, or
an attacker gains access to the cryptographic key material in
another way, the database could be decrypted and the enrolled
subjects would be vulnerable to impersonation attacks.

This non-collusion assumption can be considered the weak-
est point in FHE-based template protection systems, as it
does not reflect real-world adversary capabilities. This has
lead to a decreased trust in outsourced biometric authenti-
cation compared to on-device biometric authentication, e.g.,
FaceID [8]. Security against attackers who have obtained
secret components of a biometric system has previously only
been achieved using cancelable biometrics [9], which can
decrease the accuracy of the system. The accuracy of biometric
comparisons however determines the reliability of biometric
authentication, and thereby, its security. As biometric feature
representations are noisy due to intra-class variance, they in-
troduce the risk of false-accepts, which can lower the security
of the biometric system. In response, multibiometric systems
have received increased interest in recent years [4], [10]–[12].
Through the combination of multiple biometric modalities
(e.g., iris and fingerprint), the false-accept rate can be lowered
significantly [12], increasing the overall security level.
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A secure and reliable biometric authentication system would
therefore address both of the aforementioned research chal-
lenges: security and privacy. In this work, we present such a
system with our novel MT-PRO protocol that utilises the cryp-
tographic concept of Homomorphic Transciphering (HT) [13].
Using HT, the protected database receives an additional layer
of encryption, such that the leakage of the FHE secret does
not enable a viable attack on the database. We describe our
contribution as follows.

• We present the novel MT-PRO protocol for secure and
privacy-preserving multibiometric verification with HT.
To the best of our knowledge, this is the first application
of HT to biometric template protection.

• Our MT-PRO protocol is secure against an attacker who
has obtained both the protected multibiometric database
and the corresponding FHE secret key. Compared to
related work considering this attack model, our protocol
does not impair the biometric performance of the system.
We give a vulnerability analysis of established FHE-based
BTP approaches with regard to these offline attacks and
compare our work to the state-of-the-art in the field.

• We present a reproducible experimental evaluation of
MT-PRO and give a comprehensive security analysis,
showing how the shortcomings of current FHE-based
BTP approaches have been addressed.

The remainder of this article is structured as follows: Section II
discusses related work and gives context to our contribution,
before we define the cryptographic backbones of our work
in Section III. As our main contribution, Section IV presents
our proposed MT-PRO protocol for HT-based multibiometric
template protection secure against offline attacks, including
a vulnerability analysis of previous work. The experimental
evaluation of MT-PRO is presented in Section V with a
security analysis, before we offer conclusions in Section VI.

II. RELATED WORK

The concept of HT has previously received interest from
various research fields, including cloud computing [14] and
privacy-preserving genomic comparisons [15]. However, these
previous works have only used FHE schemes based on integer
plaintexts, which in the context of real-valued biometric fea-
ture representations lead to accuracy loss through quantization.
In comparison, our MT-PRO protocol utilises an encryption
scheme that operates directly on floating point data [16], such
that no accuracy is lost in the encrypted domain.

More recently, the problem of FHE-based template pro-
tection schemes secure against offline decryption attacks has
been investigated in biometric research, with [9] proposing
a combination of Cancelable Biometrics (CB) and FHE to
mitigate the leakage of secret key material. However, the
application of CB yields an accuracy loss [17] in addition to
requiring quantisation to accommodate for integer-based FHE.

Regarding the aspect of an additional layer of encryption
in MT-PRO, a notable recent work is [12], who utilise the
concept of password-hardening for fuzzy vaults. While [12]

TABLE I
QUALITATIVE COMPARISON OF RELATED WORK.

Reference BTP
approach

Preserve
accuracy

Prevent Post-
Quantum
Security

offline
attacks

Canteaut et al. 2017 [14] FHE + HT∗ ✗ ✓ ✓

Singh et al. 2018 [15] FHE + HT∗ ✗ ✓ ✓

Boddeti 2018 [18] FHE (✓) ✗ ✓

Otroshi et al. 2022 [9] CB + FHE ✗ ✓ ✓

Sperling et al. 2022 [11] FHE ✓ ✗ ✓

Ours FHE + HT ✓ ✓ ✓

∗not applied to biometric data

also add a password-derived symmetric key to their scheme,
the symmetric decryption is performed on the client side.
Thereby, the client gains access to the original protected
database entry, i.e., the locked fuzzy vault, and can potentially
perform offline attacks. In MT-PRO on the other hand, the
symmetric decryption is performed inside the FHE circuit
on the server side, such that the client does not learn the
protected reference template, while the server does not learn
the symmetric key. Table I gives an overview of related works.

III. BACKGROUND

A. Homomorphic Encryption (HE)

HE is a cryptographic technique that allows for computation
on encrypted data that translate directly to computation on
the underlying plaintext. HE schemes are classified by the
arithmetic operations they allow for, where FHE allows for the
evaluation of arbitrary arithmetic circuits [19]. For the scope
of our work, we give a simplified definition of the following
FHE functionalities [16]:

• (sk, pk) ← HomKeyGen(1λ): on input of the security
parameter λ, generates a secret key sk and public key
pk, where pk includes the homomorphic evaluation keys.

• cm ← HomEnc(pk,m): on input of the public key pk
and a message m, outputs a ciphertext cm.

• cf(m1,m2) ← HomEval(pk, cm1 , cm2): on input of the
public key pk and two ciphertexts cm1 and cm2 , outputs
an encryption cf(m1,m2) of the evaluation of a func-
tion f on the underlying plaintext messages m1 and m2.

• m′ ← HomDec(sk, cm): on input of the secret key sk
and ciphertext cm, outputs a message m′. It holds that
m = m′ with overwhelming probability.

B. Homomorphic Transciphering (HT)

HT [13] combines FHE and symmetric encryption. We first
define a symmetric cipher with the following functions:

• k ← SymKeyGen(1λ): on input of the security parameter
λ, this function generates a key k .

• cm ← SymEnc(k,m): on input of the key k and a
message m, this function outputs a ciphertext cm.

• m ← SymDec(k, cm): on input of key k and ciphertext
cm, this function outputs the message m.
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Fig. 2. FHE encryption using Homomorphic Transciphering (HT) [13].

Let (sk, pk) be a FHE key pair as defined above. Then,
HT allows for the transformation of a symmetric encryption
SymEnc(k,m) of a message m to a homomorphic encryption
of the same message m, i.e., HomEnc(pk,m), using a homo-
morphic encryption of the symmetric key, i.e., HomEnc(pk, k).
An illustration of the HT functionality can be seen in Fig. 2.

The transciphering functionality performs a homomorphic
evaluation of the decryption circuit of the symmetric cipher.
Thereby, the party computing the transciphering does not gain
access to the symmetric key k or the message m. Typically,
a client device will compute the symmetric encryption of m
which requires less computational workload and bandwidth,
while a server will compute the transciphering operation and
retrieve the homomorphic encryption of m. It is important
to note that not all symmetric ciphers are considered FHE-
friendly, i.e., only symmetric ciphers specifically developed
for an application to transciphering can be used [13].

IV. PROTOCOL

We will now describe our MT-PRO protocol in detail. We
begin with a description of the unprotected and protected
baseline system using FHE, including a vulnerability analysis
under offline attacks. Then, we will describe the integration
of HT and discuss its benefits and drawbacks.

A. Pre-processing

Biometric characteristics can be captured by various sensors
depending on the biometric modality. In our protocol, we con-
sider combinations of multiple biometric modalities, known
as multibiometrics. We consider only feature vectors that can
be expressed as fixed-length, ordered vectors. However, our
protocol is unconstrained in terms of the length of single
vectors, number of vectors, and data type (i.e., binary, integer,
or floating point values). In particular, a combination of
different feature representations and comparison functions can
be used in MT-PRO. After capturing and feature extraction,
we consider the reference template or probe feature vector
as a concatenation of individually extracted vectors. The
cryptographic solution for deriving the combined comparison
score will be explained in further detail later in this Section.

B. Two-Server Architecture

Our MT-PRO protocol builds on the established architec-
ture [3]–[6] consisting of a computation server and key server
as described above. A client capturing and extracting the
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Fig. 3. FHE-protected verification baseline system as used in [3]–[6].

reference and probe feature vectors interacts with the com-
putation server in order to initiate an enrolment or verification
transaction. In prior works, both servers are considered to act
as semi-honest adversaries, i.e., such that they do not deviate
from the given protocol, and do not collude in sharing any data
they receive or store. We will continue our description of the
baseline system under this model before considering the risk
of offline attacks and its impact on this security assumption.

C. Unprotected Baseline System

The unprotected baseline system performs enrolment and
verification transactions on plaintext data. During enrolment,
the unencrypted reference template is stored in the database.
Then, for a verification transaction, a fresh probe feature set is
sent to the computation server, who computes the comparison
score and determines the verification outcome.

D. Protected Baseline System

The protected baseline system shown in Fig. 3 performs
the same transactions as the unprotected system, however,
while operating on encrypted instead of plaintext data. During
enrolment, the client encrypts the reference template to a
ciphertext HomEnc(pk, r), which is stored in the database.
During verification, the client encrypts the probe feature
vector to HomEnc(pk, p), which is sent to the computa-
tion server. Through the properties of FHE, the distance
score can be computed based on the encrypted reference
and probe templates, yielding an encrypted comparison score
d = HomEnc(pk, dist(p, r)). The key server, using the FHE
secret key sk, can decrypt the score to HomDec(sk, d) and
determine the verification outcome after threshold comparison.

E. Vulnerability Analysis

Considering real-world adversaries, the FHE-protected
baseline system described in Section IV-D established over the
past ten years [3]–[6] can be vulnerable to the following attack.
Having gained access to the protected reference database
consisting of ciphertexts HomEnc(pk, r), and the FHE secret
key sk, an attacker can easily decrypt and obtain the reference
templates, from which samples can be reconstructed with
high confidence [20], [21]. If a template is compromised, its
biometric instance (e.g., a finger or eye) can no longer be used
for trustworthy authentication due to the risk of impersonations
attacks, which could be viable for several decades [1]. We
call this attack scenario an offline decryption attack or offline
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Fig. 4. Proposed MT-PRO protocol based on HT [13] and FHE [16] ensuring protection of the encrypted database under offline decryption attacks. If an
attacker gains access to the database and the FHE secret key, it cannot decrypt the encrypted references due to the additional layer of symmetric encryption.

attack, as the attack can be executed without active access to
the system and thereby in an unobtrusive manner.

It is important to note that the addition of zero-knowledge
proofs in previous works such as [7] does not withstand
such offline attacks, and can therefore not be considered
a complete solution to the security challenge. While zero-
knowledge proofs guarantee that the computations have been
calculated correctly, and can therefore aid in the detection of
an attacker deviating from the protocol, they do not protect
the encrypted database from decryption once an attacker has
gained access to the FHE secret key. We will therefore now
present our MT-PRO protocol secure against offline attacks.

F. Enrolment in MT-PRO

In the MT-PRO enrolment phase (Fig. 4), the client
computes a symmetric encryption of the reference template
cr = SymEnc(k, r) instead of a homomorphic encryption as
in the baseline system, using the symmetric key k. Then, the
client sends cr to the computation server, who computes an
additional layer of encryption around the symmetric ciphertext
through encrypting it homomorphically to HomEnc(pk, cr).
This ciphertext is then stored in the reference database.

G. Verification in MT-PRO

During MT-PRO verification, also shown in Fig. 4, the
client repeats the symmetric encryption for the freshly ex-
tracted probe features and computes SymEnc(k, p). In ad-
dition, it computes a homomorphic encryption of its sym-
metric secret key k, yielding HomEnc(pk, k). Then, both
ciphertexts are sent to the computation server, who exe-
cutes the HT. Upon receiving SymEnc(k, p), the computation
server computes a homomorphic encryption HomEnc(pk, cp).
Then, HomEnc(pk, cp), HomEnc(pk, cr) and HomEnc(pk, k)
are inputs to the HT circuit as described in [13]. Using
HomEnc(pk, k), the homomorphic evaluation of the symmetric
decryption function is computed. As outputs, the compu-
tation server obtains FHE ciphertexts HomEnc(pk, p) and
HomEnc(pk, r), and the comparison score is computed, which
will be described in the following. The key server decrypts the
comparison score and determines the verification outcome.

H. Multibiometric Comparisons in MT-PRO

In the MT-PRO protocol, combinations of multiple biomet-
ric modalities can be used. For this, we extend the concept of

coefficient packing presented by [5], where multiple templates
are concatenated and encrypted into the same ciphertext.
Two challenges arise with regard to multibiometrics: different
template lengths and different comparison functions. Through
sharing the template order and length (but no information
about the underlying data), the computation server can execute
the respective comparison functions for each subcomponent of
the multibiometric template. To ensure that no information is
overwritten, the masking technique from [22] is applied, where
only the final comparison score at the start position within
the multibiometric plaintext vector is revealed. The individual
scores are then combined though an average score level fusion.

I. Key Management in MT-PRO

Regarding the management of the additional symmetric
secret key k within MT-PRO, several options arise:

1) Device key: The symmetric key k can be embedded
into the client device, as is typical in IoT applications. This
approach has the advantage that the data subject does not
need to manage any key material. As the key is static, the
reference database can be encrypted as described above, and
the transciphering will be correct upon verification. However,
the risk of key leakage is larger as one key is used for
potentially many subjects, and all reference database entries
corresponding to the device key must be re-encrypted when
the key is updated. Additionally, a subject can only be verified
from the same device that was used during enrolment.

2) Static User Key: Alternatively, the secret key can be
made user-specific. To ease key management on the user side,
a password-derived key can be used. As long as this key
is static, i.e., derived from the password in a deterministic
manner, the protocol can be executed as in the case of a
device key. Upon a key update, only the corresponding entry
for one subject needs to be re-encrypted in the database. Note
that contrary to classical password authentication, no hashed
password is stored at the computation server, further improving
the protection against offline attacks.

3) Ephemeral User Key: The symmetric key can also be de-
rived from password-authenticated key exchange, correspond-
ing to session keys that are different for each authentication
attempt. This approach yields a higher security level for the
symmetric key as it is no longer feasible to brute-force. As a
significant drawback however, the reference database cannot
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Fig. 5. DET curve showing the multibiometric system performance, where
FMR is the false-match rate and FNMR is the false non-match rate [23].

be encrypted with a symmetric cipher, as the keys used during
enrolment and verification will be different. This is useful
in classical HT scenarios where large amounts of data are
encrypted and HT is mainly used for workload reduction on
the client side, but not applicable to prevent offline attacks.

V. EXPERIMENTAL EVALUATION

We implemented our MT-PRO protocol using the framework
by [13], which is based on the Lattigo [24] FHE library. The
cryptographic components are the stream cipher HERA [13]
and the CKKS [16] FHE scheme. All parameters are chosen at
a security level of 128bits. For reproducibility of our results,
our implementation is available at https://github.com/dasec/
MT-PRO. Due to the high RAM requirements of the HT
framework, a Debian GNU 11 server with an AMD EPYC
processor at 32x2.8GHz CPU and 128GB RAM was used.

To illustrate the multibiometric verification, we used the
newly available deep fingerprint embeddings by [25] of the
MCYT [26] database, and deep iris embeddings by [27] of the
CASIA Iris Thousand database [28]. For both modalities, 512-
dimensional real vectors are extracted, where the fingerprint
feature vectors can be split into two 256-dimensional vectors
representing the textural and minutiae-derived information, re-
spectively. Cosine distance is used as the comparison function.
We evaluated the individual performance (shown as Iris and
FingerprintFull in Fig. 5), the performance using the first
256 dimensions of the fingerprint features (FingerprintHalf in
Fig. 5), the combined performance of both 512-dimensional
feature sets (Multibiometric in Fig. 5) as well as the multi-
biometric performance where only the first 256 dimensions of
the fingerprint features are used. For the latter, the individual
modalities’ scores were scaled according to their dimension
(MultibiometricWeighted in Fig. 5). By using different-length
feature representations, we show the functionality of MT-PRO
described in Section IV-H compared to previous approaches
considering only feature representations of the same length [5].
MT-PRO can also be instantiated with binary feature represen-
tations using the Hamming distance for comparison.

TABLE II
MT-PRO EXECUTION TIMES FOR VERIFICATION AND ENROLMENT.

MT-PRO Component Time (s)
Symmetric template encryption 0.42
Homomorphic template encryption 0.21
User key encryption 3.40
Template transciphering 107.64
FHE comparisons 66.40
Comparison score decryption 0.17

Enrolment 0.63

Verification 330.22

Protected Baseline Verification (without HT) 66.78

A. Results

The biometric performance of our MT-PRO protocol can
be observed in Fig. 5, where the weighted multibiometric
system is the preferred approach. We note however that our
protocol is independent of the multibiometric combinations,
and that the individual system performance will depend on the
modalities and feature representations used. Due to the use of
floating-point based FHE [16], the biometric performance of
the unprotected baseline system is maintained.

The computational performance can be viewed in Table II. It
can be seen that the transciphering operation, i.e., transferring
the symmetrically encrypted probe and reference to their ho-
momorphically encrypted representation, is the most expensive
operation at 107.64 seconds, followed by the FHE operations
at 66.40 seconds. This shows that while the concept of HT
is meaningful on a theoretical basis, it is not yet applicable
in real-world systems. Further improvements on the crypto-
graphic components are required to improve these transactions
times, as further dimensionality reduction of the biometric
templates would not yield a significant improvement. Due to
larger parameter choices required for HT, the baseline cost of
FHE comparisons is also higher than in previous works [5].

B. Security Analysis

MT-PRO fulfils the ISO/IEC 24745 [2] requirements of un-
linkability and renewability due to security of the FHE scheme
against chosen-plaintext attacks [16]. Post-quantum secure ir-
reversibility is provided by the Ring-Learning With Errors [29]
hardness assumption of the FHE and HT schemes [13].

1) Security Against Offline Decryption Attacks: We re-
consider the adversary from Section IV-E that has gained
access to the encrypted database and the FHE secret key.
In MT-PRO, the adversary only has access to a database
with entries HomEnc(pk, cr) = HomEnc(pk, SymEnc(k, r)).
Therefore, FHE decryption only yields SymEnc(k, r), which
cannot be decrypt without the key k. This security guarantee
assumes that the database can be attacked in storage, while the
computation server is not corrupted during verification. If the
adversary gains access to HomEnc(pk,k) during verification,
the database could be decrypted. However, an attack on the
database is the more realistic attack scenario from a forensic
standpoint, as databases are static and outsourced targets.
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2) Security Under Full Disclosure Model: The ISO/IEC
30136 [30] standard on performance testing of biometric
template protection schemes defines the full disclosure attack
model for biometric systems, where an adversary has access to
all algorithms and all secrets used in the system. The standard
adds that this security assumption can be restricted to the
adversary knowing a subset of the secret information handled
throughout the system. Thereby, the security of MT-PRO
against offline decryption attack can be considered as a partial
fulfilment of the full disclosure model, as MT-PRO remains
secure if the FHE secret key is leaked to an attacker. Notably,
MT-PRO achieves this security without accuracy loss of the
biometric comparisons, which is an advantage compared to
previous work [9]. However, the symmetric key k as well
as its homomorphic encryption HomEnc(pk, k) must be kept
secret. As k can be freshly derived from a user-password for
each authentication attempt as described in Section IV-I, it is
not easily accessible to an attacker. Additional protection of k
could be achieved through the use of multi-party computation,
however, at the cost of an additional computational overhead.

VI. CONCLUSION

In this work, we presented the MT-PRO protocol for fully
homomorphic encryption-based biometric template protection
secure against offline decryption attacks even if an attacker
gains access to the secret key of the homomorphic encryption
scheme. To achieve this, we applied homomorphic transci-
phering to template protection for the first time, yielding a
system with post-quantum security and unimpaired biometric
performance. Our experimental evaluation showed that homo-
morphic transciphering is not yet feasible. Therefore, further
improvement of the cryptographic components is required.
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