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Abstract

Numerous consensus mechanisms have been suggested to cater to the specific characteristics of fog computing. To comprehensively
understand their unique features, performance, and applications in fog computing, it is crucial to conduct a systematic analysis of these
mechanisms. For this study, 79 relevant articles were carefully selected based on predefined criteria. Among these articles, 35 employed
work-proof-based consensus mechanisms, 24 utilized voting-based mechanisms, and 22 adopted capability-based mechanisms. Among the 26
identified consensus mechanisms, proof of work remains the most prevalent one. It is important to note that the scope of this paper is limited
to the research available in the predominant databases at the time of writing. Future research may expand to include additional databases and
more recent literature in this domain.
© 2024 The Author(s). Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open
access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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1. Introduction

Fog Computing (FC) was introduced to help mitigate sev-
eral issues of cloud computing such as the limitation of the
bandwidth, high latency time, and its centralized structure [1].
FC provides a potential solution for these issues; however, FC
seems to have several issues due to its characteristics including
its closeness to the IoT devices, homogeneity, distribution
among different trust domains, and resource constraints [2,3].
These characteristics created new issues for FC especially
security and privacy-related issues [4,5].

Fig. 1 summarizes the characteristics of FC [6–8]. FC ex-
hibits various characteristics that make it a powerful paradigm.
Firstly, it supports location awareness and low latency by
deploying fog nodes across different locations, bringing pro-
cessing closer to end devices for reduced delays. Addition-
ally, its geographical distribution sets it apart from the cen-
tralized cloud, allowing services and applications to be de-
ployed flexibly anywhere. The scalability of fog computing
enables its efficient operation in large-scale sensor networks

∗ Corresponding author.
E-mail addresses: yehia.alzoubi@aum.edu.kw (Y.I. Alzoubi),

alok.mishra@ntnu.no (A. Mishra).
Peer review under responsibility of The Korean Institute of Communica-

tions and Information Sciences (KICS).
Please cite this article as: Y.I. Alzoubi and A. Mishra, Blockchain consensus mechanisms comparison in fo

ttps://doi.org/10.1016/j.icte.2024.02.008
405-9595/© 2024 The Author(s). Published by Elsevier B.V. on behalf of The
pen access article under the CC BY license (http://creativecommons.org/licenses
that monitor the environment. Furthermore, its mobility fea-
ture enables direct connections to mobile devices, facilitating
smooth mobility methods. In contrast to batch processing in
the cloud, fog applications offer real-time interactions between
fog nodes, enhancing responsiveness. The heterogeneity of
fog nodes and end devices, originating from various manufac-
turers, is efficiently managed by FC, accommodating diverse
platforms. Lastly, fog components exhibit interoperability, en-
abling seamless collaboration across different domains and
service providers.

A large number of articles have been published during
the last five years discussing FC’s challenges, especially pri-
vacy and security drawbacks [9]. Recently, Blockchain (BC)
has gained great attention in the literature as the most suit-
able solution to most FC security and privacy-related is-
sues [10]. Accordingly, a tremendous number of publications
have recommended adopting BC in FC, recently [11].

BC can provide many lucrative benefits for FC due to its
unique characteristics including [12–14]: (1) decentralization
such that the verification of each transaction is done using the
BC using a consensus between distributed peers, (2) trustless
such that the verification process does not require the peers
to trust each other, (3) scalability such that it allows many
new participants (participants or peers) to join the chain which
g computing: A systematic review, ICT Express (2024), https://doi.org/10.1016/j.icte.2024.02.008.
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Fig. 1. FC characteristics.

scales up the capacity of the FC, (4) security such that the
security of each transaction is achieved using cryptographic
techniques that guarantee transparency of the transaction to
everyone in the network as well as the guarantee that there
will be no one single point of failure, (5) privacy such that no
third party will be involved which guarantee the anonymity
of data and identification, (6) BC can guarantee the tamper-
proof storage of authorized transactions, and (7) accessibility
such that BC allows the accessibility to the distributed access
control information rules any time and failure of some servers
will not prevent access to this information.

Consensus mechanisms are used in BC to achieve agree-
ment among all peers about the verification and validity of a
transaction [15]. The first and the most popular consensus is
Proof of Work (PoW) [14]. In PoW, nodes are only allowed
to release their blocks after performing high effort using their
computing power. Despite its high popularity, many studies
have reported several drawbacks of PoW including security
and privacy issues. Therefore, many alternatives have been
since introduced to overcome the drawbacks of PoW [16].
One alternative to PoW was the Proof-of-Stake (PoS) which
employs each node stake and a factor to decide the block
appending node [17]. In addition to these two mechanisms,
many mechanisms depending on the application or context
applied, have been introduced recently such as Byzantine
Fault Tolerance (BFT), Practical BFT (PBFT), Ripple, and
Tendermint [18]. Some studies proposed a modification of
the existing mechanisms to suit the context of FC [19]. Nev-
ertheless, implementing these mechanisms or modifications
is still not clear. Also, the benefits of the new suggested
mechanisms are still confusing, in some cases [20]. Therefore,
there is a need to provide a systematic and more comprehen-
sive understanding of BC consensus mechanisms in the FC
context [21–23].

To the author’s knowledge, the consensus mechanisms of
BC-based FC applications have not yet undergone a systematic
review [8,24,25]. Moreover, these mechanisms have not been
thoroughly examined in terms of decentralization, security, and
performance, which are significant aspects when evaluating the
service effectiveness of BC consensus mechanisms [15]. The
mechanisms have been evaluated subjectively and abruptly in
the majority of comparative studies, which makes it difficult to
assess the complexity of consensus mechanisms [22]. Further-
more, several consensus mechanisms are not included in the
2

previous comparison since BC consensus mechanisms evolve
every day. This paper responds to this demand by conduct-
ing a Systematic Literature Review (SLR) of the pertinent
literature and offering a thorough analysis of the state-of-the-
art consensus mechanisms used in BC-based FC applications.
This paper provides a comparative discussion of the features
and benefits of these mechanisms and the open questions and
future directions of these mechanisms. Hence, this paper aims
to answer the following research questions:

RQ1: How are the BC consensus mechanisms used in
BC-based fog computing applications?

RQ2: What are the future challenges for BC consensus
mechanisms in BC-based fog computing applications?

This paper used the SLR approach to address the research
questions. We looked through a variety of databases to find
articles that discussed employing consensus mechanisms in the
context of BC-based FC. 79 articles were found and chosen
to perform the analysis after several search iterations and the
application of pre-defined exclusion criteria. The following is
how this paper contributes to the corpus of literature.

• Up until August 2022, every work that discussed BC
consensus mechanisms in the FC context was identi-
fied. There were 26 consensus mechanisms found and
discussed, which were classified into three categories
voting-based mechanisms, work-proof-based
mechanisms, and capability-proof-based mechanisms.
This classification was necessary to clarify the purpose
for which these mechanisms were utilized. This SLR also
identified several novel mechanisms that were released
recently [26].

• This classification also makes it easier to examine how
these mechanisms and connected apps have evolved in
recent years.

• Moreover, this paper compares the three consensus
mechanisms that may help choose the most suitable
mechanism utilized.

• Additionally, this paper outlined the challenges of all
consensus mechanisms, identified in this paper, that may
help designers in future development. Work-proof-based
mechanisms are typically stated as having high compu-
tational requirements, while also having good scalability
and security. Capability-proof-based mechanisms, on the
other hand, are classified as having medium computa-
tional requirements, moderate scalability, and medium
security.

• Additionally, voting-based mechanisms are described as
having a high communication overhead, medium secu-
rity, and medium scalability.

The rest of this paper is organized as follows. Section 2
presents the background of BC and consensus mechanisms.
Section 3 discusses the research methodology. Section 4
presents the descriptive analysis of the selected papers in
this SLR. Section 5 discusses the state-of-the-art of features
and benefits of these mechanisms. Section 6 evaluates the
performance of these mechanisms. Section 7 discusses the im-
plications and the research and the future research directions.
Finally, Section 8 concludes this paper. Table 1 summarizes
the abbreviations used in this paper.
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Table 1
Abbreviations used in this paper.

Abbreviation Definition Abbreviation Definition

AdPBFT Algorand Delegated Practical Byzantine Fault Tolerance PoD Proof of online Duration
BC Blockchain PoDL Proof of Deep Learning
BFT Byzantine Fault Tolerance PoET Proof of Elapsed Time
DLPBFT Double-Level Practical Byzantine Fault Tolerance PoL Proof of Learning
DPPoW Designated Prover Proof of Work PoS Proof-of-Stake
DPoS Delegated Proof-of-Stake PoSer Proof-of-Service
ePoW Enhanced Proof of Work PoT Proof of Trust
FC Fog Computing PoW Proof of Work
LPoP Lightweight Proof of Proximity RAFT Reliable, Replicated, Redundant, and Fault-Tolerant
mPBFT Modified Practical Byzantine Fault Tolerance SG-PBFT Score Grouping-Practical Byzantine Fault Tolerance
PBFT Practical Byzantine Fault Tolerance SLR Systematic Literature Review
PoA Proof of Authority SSC Stochastic Selective Consensus
PoC Proof of Creditability VANET Vehicular Ad-hoc Networks
Fig. 2. BC characteristics.

2. Background

2.1. Blockchain characteristics

The BC was proposed in 2008 by Nakamoto [27] to au-
thenticate Bitcoin. BC refers to the shared distributed ledger
that manages the growing list of blocks that is secured using
cryptography [11]. BC, since then, has achieved high popu-
larity due to its capabilities in maintaining the security and
privacy of transactions. In Bitcoin, for example, BC includes
two actions that are generated by the participants; the record
and the block [12]. Recorded transaction refers to the payment
history or personal data, while the block is used to record the
transactions. Blocks in BC are appended sequentially to the
chain. All nodes or participants are part of the BC community
so it has no single point of failure [28].

BC may be divided into three categories in general;
permissioned-private (identified participants), permissionless-
public (any participants), and permissioned-consortium or fed-
erated (can be private or public) [29]. Several BC platforms
have been developed that enable the private, public, or con-
sortium BC. Some of the BC platforms are sponsored by
companies (e.g., Ethereum which is by the Ethereum Founda-
tion located in Switzerland, and Hyperledger Fabric which is
maintained by IBM and the Linux Foundation) and others by a
large number of independent developers (e.g., Bitcoin project
3

has a large open-source developer community) [26]. Bitcoin
was the first platform that is a public peer-to-peer network
of nodes (i.e., participants and general nodes) [30]. Ethereum,
which is a consortium BC, has initiated a new epoch of BC
since the payments and money are built-in. Also, in Ethereum,
financial systems are accessible by everyone (i.e., no one
person or company is the controller) and customers own their
data [12]. Hyperledger, which is an open-source platform,
has had a high impact on BC applications. The most popu-
lar project resulting from the Hyperledger platform was the
Hyperledger-Fabric which is a private BC [31]. Hyperledger-
Fabric has been deployed as a base for other platforms like the
IBM platform. General-purpose languages can be used in the
development of distributed BC applications [32].

Fig. 2 summarizes the BC characteristics. In a BC system,
its fundamental characteristic of “Decentralization” enables
multiple nodes to participate in the network, removing the
need for a central authority. This decentralization is further
supported by the “Consensus Mechanism”, where nodes agree
on the validity of transactions, preventing double-spending
and ensuring consensus. As data is recorded on the BC,
“Immutability” comes into play, making it impossible to alter
or delete transactions once they are recorded, ensuring data
integrity. The principle of “Transparency” complements “Im-
mutability”, as all transactions are visible to every participant,
promoting trust and accountability within the network. To
safeguard data integrity and maintain privacy, BC employs
“Security” measures, utilizing cryptography to protect against
unauthorized access. The recorded data is distributed across
multiple nodes, forming the “Distributed Ledger”, provid-
ing redundancy and fault tolerance. Additionally, the “Trace-
ability” of transactions, which is made possible through the
chronological chain of blocks, allows for a complete audit trail
of data history. “Smart Contracts” are another integral feature,
self-executing contracts with predefined conditions, automat-
ing processes without the need for intermediaries. Lastly,
the BC ecosystem can be categorized into “Permissioned” or
“Permissionless” based on access control, allowing variations
in the level of openness to participants. All these relationships
work in harmony to form a robust and transparent blockchain
system with applications spanning various industries and use

cases.
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.2. Blockchain consensus mechanisms and fog computing

Several industries have been working on the integration
f BC and FC applications including IBM, Microsoft, Intel,
isco, Bosch, Alibaba, and General Electric. The application
f BC and FC combination has been introduced in several
ndustrial contexts such as Supply chain management, IoT,
mart grid management, healthcare data sharing, and Vehicu-

ar Ad-hoc Networks (VANET). For instance, in supply chain
anagement, FC combined with BC consensus mechanisms

o enhance transparency and traceability in supply chains.
hrough distributed ledgers, stakeholders in the supply chain
an securely record and track the movement of goods, en-
uring authenticity, reducing fraud, and minimizing delays.
n IoT, FC plays a vital role in managing the massive data
enerated by IoT devices at the edge of the network. BC
onsensus mechanisms add an extra layer of security, al-
owing IoT devices to securely communicate and exchange
ata while preventing unauthorized access and tampering. In
ealthcare, FC combined with BC consensus to ensure secure
nd privacy-preserving sharing of medical data among health-
are providers. Patients can control access to their medical
ecords through BC-based permission systems, maintaining
onfidentiality while allowing authorized parties to access
ritical information when needed.

The two main perspectives on BC’s participation in FC are
ata processing and communication [19]. In other words, BC
ill play a critical role in ensuring privacy and security while
ata is sent from one fog node to another, to the cloud, or to
oT gadgets. For IoT gadgets, the fog node will assume the op-
rator or manager function [2]. The fog node interacts directly
ith the BC between the cloud and the fog nodes, treating IoT
adgets as consumers [33]. So, the fog node should be stable
ith the BC functionality to serve its related IoT devices [34].
hus, permissioned BC platforms such as Hyperledger-Fabric
r Ethereum will be the best choice to achieve these goals
ince it does not face issues of permissionless platforms such
s Sybil attacks [1].

Consensus mechanisms in decentralized BC networks es-
ablish agreement and trust through a combination of decen-
ralized validation, fault tolerance, cryptographic principles,
nd economic incentives [32]. These mechanisms enable the
reation of transparent, tamper-resistant, and trustworthy dis-
ributed systems. Different BC platforms and applications may
hoose different consensus mechanisms based on their specific
equirements and use cases [18].

Every BC-based system makes use of a consensus mech-
nism in some way. Though there are several ways that the
arious consensus mechanisms affect the systems. PoW, a pi-
neering privacy mechanism, is what Bitcoin uses. Originally,
thereum employed Ethash, which requires a lot of Memory,
nd then switched to PoS as it requires fewer resources than
thash. By letting users set up their consensus procedures,
yperledger adopts a more flexible and open method. Hy-
erledger offers two distinct mechanisms: BFT and SIEVE,
n enhanced variant better suited for commercial applications.

BFT variant and an iterative consensus procedure are both
4

used by Ripple [35]. There is no need to provide an incentive
because it is a BC with authorization. A technique similar to
PBFT is used by Multichain, although each block only has
one verifier, chosen via a round-robin process. Again, this
is doable because Multichain is a permissioned BC. Which
component is utilized determines the Eris consensus method
(e.g., Tendermint uses a variation of BFT). Furthermore, Eris
is a private BC where only certain nodes are tasked with
verifying transactions [9].

2.3. Blockchain consensus mechanism types

Consensus is a process for ensuring network trust, in which
participant nodes in the BC network agree on a new block
to be added to the current BC [36]. Consensus mechanisms
are used in mining to prohibit the BC from being fabricated,
modified, or destroyed [37]. By acquiring and validating the
acknowledged BC from the network, nodes might identify the
fraudulent transaction inserted by an attacker. As a result, the
majority of nodes can agree to cancel the erroneous blocks
and which nodes are allowed to attach their suggested blocks.
A reliable consensus mechanism is necessary for reaching
consensus in a distributed network. The consensus process
makes sure that the most recent blocks are correctly added to
the BC, the BC data held by the nodes is accurate, and it can
even fend off malicious activity [11].

Consensus should generally be taken into account when
a network’s nodes are malfunctioning or communicating in
an erratic manner. Asynchronous or synchronous communica-
tion modes should be considered when developing consensus
mechanisms [34]. A fork may occur if a new block of changed
transactions is added or when valid transactions conflict with
invalid ones. Achieving agreement across the participants so
that each participant accepts a single valid value is the main
objective of the consensus mechanism. Crash failure, Byzan-
tine failure, transitory failure, security failure, omission failure,
temporal failure, and software failure are some of the several
types of failures reported in the literature [38].

Several BC-based IoT systems have recently attracted inter-
est because of their potential for addressing security problems
through smart contract-based verification [38]. To guarantee
consistency, smart contracts contain predefined logic that is
distributed on a BC network and performed automatically.
Smart contracts, on the other hand, are susceptible, which
increases the threat for many BC-based systems. There is
currently no security mechanism in place to secure smart
contracts once they have been deployed [34].

Early on in the BC development, certain BC consensus
mechanisms, including PoW, PoS, and PBFT, were imple-
mented. More recently, many novel consensus mechanisms
have been proposed. Three categories may be identified for
these novel consensus mechanisms [34,38,39]. The first cate-
gory is the modifications to the initial consensus mechanisms
(e.g., Bitcoin-NG, which is an improved PoW, and Algorand,
which is an improved PBFT). The second category includes
the fusion of the initial consensus mechanisms, such as DBFT,
which combines PoS and PBFT. The DAG-based consensus
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echanisms, such as Byteball and Hashgraph, are in the third
roup. The BC’s consensus mechanism can be categorized
nto two types; the consensus between untrusted nodes and
he consensus between trusted nodes. The first type mostly
onsists of consensus mechanisms ideal for permissioned BCs
uch as PBFT-based BC and its variant mechanisms, as well
s public BCs such as PoS and PoW-based BC. The second
ype primarily consists of the Paxos, RAFT, and related variant

echanisms. According to many authors (e.g., [16,18,40]), BC
onsensus mechanisms can be categorized into three types.

1. Work-proof-based mechanisms: The essential idea be-
hind work-proof-based mechanisms is that the node that
performs sufficient evidence of computational power
will be granted the privilege to add a new block to the
chain and get the incentive. Some examples of work-
proof-based mechanisms are PoW and DPPoW [21].

2. Capability-based mechanisms: The overconsumption of
resources of work-proof-based mechanisms is owing to
their competitive nature, in which all participants com-
pete for the opportunity to mine the next block using
their processing capacity. As a result, numerous consen-
sus mechanisms have been proposed in the literature to
pick a participant based on non-computing capacity in-
cluding capability-based and voting-based mechanisms.
A participant’s capability can be determined by a variety
of criteria, including the participant’s service to the
community, the number of cryptocurrencies held by the
participant, and the network’s trust in the participant.
Some examples of capability-based mechanisms are
PoS, DPoS, PoET, and PoA [22].

3. Voting-based mechanisms: In voting mechanisms, a par-
ticipant is elected to generate the BC. This avoids the
issue of competition that requires high power consump-
tion of compute-intensive-based mechanisms. It also
addresses the issue of the affluent growing richer in
capability-based mechanisms. Voting mechanisms are
built to withstand Byzantine (i.e., the network’s capacity
to attain the intended consensus notwithstanding the
failure or malicious behavior of some of the system’s
participants) errors by supposing that the system has
distinct participant failures or that some participants
are acting maliciously. Some examples of voting-based
mechanisms are BFT, PBFT, and DBFT [41].

.4. Consensus process and Byzantine problem

The classic Byzantine general’s problem, in which each
eneral had two options when confronting enemies: retreat or
ttack, is where consensus mechanisms got their start. They
an only reduce fatalities and win a war when all honorable
enerals concur on the command to retreat or attack. Some of
hese generals, though, are disloyal and could give the wrong
nstructions or provide different commands to various generals,
ndermining the total judgment of the trustworthy generals. In
onclusion, the Byzantine general’s problem might be defined

s the difficulty of convincing trustworthy generals to agree in

5

the presence of untrusted generals [39]. BC is not governed
by a single entity and has a distributed ledger. Large rewards
might be provided for malicious activities to attempt to cause
problems. This makes thinking about the Byzantine problem
and its answers important to BC as it affects every component
of the system and makes it harder for everyone to reach an
agreement on certain decisions [22]. The system is confused
by these failures, which makes it challenging for the system
to accept the failures. For instance, a server could appear to
be down to one participant while still being operational to
another. Due to the inability of all participants to agree, the
server cannot be declared to have failed [22].

Accordingly, the BC consensus mechanisms are utilized to
address the issue of guaranteeing data integrity and availability
in the presence of many failed nodes. Byzantine fault nodes
and Crash fault nodes are the two categories into which failure
nodes may be classified [39]. Byzantine fault nodes exhibit
arbitrary behavior, such that, to thwart the process of achieving
a consensus, they might transmit incorrect information to
other nodes or send alternative information to various nodes.
Whereas Crash fault nodes can only stop functioning, such that
information will only be dropped or deferred [22]. In the case
of a Crash fault, the consensus problem is rather easy to be
solved using such consensus mechanisms as RAFT and Paxos.
However, in the case of Byzantine fault, multiple participants
in a typical BC system frequently represent various entities or
consortiums, and because there is no central role, these entities
may act randomly. The BC consensus mechanism should thus
be able to handle Byzantine fault nodes [39].

In distributed systems, the communication model plays
a significant role in the consensus process. In synchronous
communication, faults can only occur for a short period.
Asynchronous communication, on the other hand, lacks a
timeout mechanism. This leads to the fact that, as a result of
asynchronous communication, no consensus can be achieved
in a distributed system [39]. The bulk of the existing consensus
mechanisms relies on either the light synchronous or the full
synchronous communication modes, where a timeout method
is specified for information delivery. Although information
may be deferred in the BC that uses the light synchronization
communication mode, it will finally achieve the recipient
within a certain window of time after which the transmitting
node would be deemed to have failed. Thus, it follows the con-
cept that the availability and integrity criteria of BC consensus
methods must be ensured [39].

BC consensus mechanism process may be divided into three
stages: representative selection, block addition, and transaction
verification [39]. As part of the representative selection stage,
the representative node is in charge of creating blocks, which
entails gathering and validating transactions, condensing trans-
actions into a block, and delivering the block to other nodes.
For each new transaction, the representative may be selected
at random, as in the case of PoW or PoS, or it may be
selected based on pre-ordering or voting processes such as
in PBFT. In the block addition stage, a node verifies the
representative and block upon receiving a new block from

the representative based on the transaction header. However,
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Fig. 3. Study selection process.
he verification of the representative is also related to the
ethod of representative selection. In this stage, the data

tructure is also validated. After validating the representative
ode and transaction, the block can be placed in the BC. Some
onsensus mechanisms like PBFT should achieve the majority
f the participant nodes in voting to add, which results in high
ommunication overhead since all participant nodes should
hare in voting [18]. Each node will have a copy of the BC
fter choosing the representative node and adding a new block
o the BC, which is how the transaction is verified in the third
tep. The transaction is verified if the verification took place
n real-time. Varying nodes may have different BC if there are
ertain verification delays. Consequently, just because a block
ppears on the BC does not indicate it has been verified. The
C’s data structure affects how a transaction is verified. A
lock, for instance, can be validated in a PoW-based system if
minimum of six blocks follow it [40].

. Research methodology

With the help of [42,43] guidelines, we employed an SLR
echnique to identify the various BC consensus mechanisms
eployed for FC. SLR’s goal is to locate and synthesize the rel-
vant literature in order to respond to research questions [44].
he SLR protocol is crucial for directing the review process
ecause it offers a framework for comprehending the various
C consensus mechanisms used in FC [44]. In order to vali-
ate how the results of this paper were classified, we created
review protocol. Locating studies, selecting and evaluating
6

studies, and extracting and summarizing data are the different
phases that have been used.

3.1. Locating studies

This review made use of the nine well-known electronic
databases listed below. These databases should provide suffi-
cient literature coverage for this paper. Stage 1 of the exclusion
criteria (Fig. 3) was used in this case.

• IEEE Xplore (www.ieeexplore.ieee.org/Xplore/).
• Elsevier ScienceDirect (www.sceincedirect.com/).
• MDPI Online (https://www.mdpi.com/journal).
• Google Scholar (http://scholar.google.com.au/).
• SpringerLink (www.springerlink.com/).
• Wiley Online Library (https://onlinelibrary.wiley.com/).
• Emerald Insight (https://www.emerald.com/insight/).
• SAGE Publication (https://us.sagepub.com/en-us/nam/ho

me).
• ACM Digital Library (www.portal.acm.org/dl.cfm).

In this phase, all possible combinations of BC, FC, and
consensus were searched using the logic operators “AND” and
“OR”. We search the combination of “Blockchain” AND (“fog
computing” OR “edge computing”) AND “consensus mecha-
nism” OR “consensus protocol” OR “consensus method” OR
“consensus algorithm”. The articles that were selected in-
clude a range of FC applications, including those for vehicles,
drones, healthcare products, and smart cities. Peer-reviewed
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Table 2
Publication channel.

Database Study Number Percentage (%) Total percentage (%)

IEEE Xplore (Journal) [45–88] 44 55.7 60.8
IEEE Xplore (Conference Proceeding) [89–92] 4 5.1
Elsevier Science Direct (Journal) [41,93–106] 15 19 19
MDPI (Journal) [107–111] 5 6.35 6.35
Wiley Online Library (Journal) [112–115] 4 5.1 5.1
SpringerLink (Journal) [116,117] 2 2.5 3.75
SpringerLink (Book Section) [118] 1 1.25
Google Scholar (Journal) [119–121] 3 3.75 3.75
ACM Digital Library (Journal) [122] 1 1.25 1.25
articles that have been published in journals, conference pro-
ceedings, or book sections are the type of articles that were
selected in this SLR. Fig. 3 demonstrates the exclusion criteria
employed and the count of articles included at each stage in
this SLR. The review encompassed research conducted until
August 2022. Articles discussing prefaces, poster sessions,
article summaries, news, editorial debates, or reader’s letters
were excluded from this SLR. Only articles written in the
English language were considered.

3.2. Study selection and evaluation

The exclusion criteria ranging from stage 2 to stage 5 are
discussed in this section. Based on the criteria reported in
Section 3.1, the authors independently evaluated all of the
literature. At the end of each stage, all authors got down
together and discussed the articles that were included and
excluded. We kept the chosen studies in EndNote as a citation
management tool. The aforementioned search criteria returned
759 hits in total. The number was reduced to 730 after ex-
cluding articles published in languages other than English and
duplicate studies. Additionally, the number was reduced to 217
once the article titles were reviewed, in stage 3. In this stage,
articles that were unrelated to the BC consensus mechanism in
FC were eliminated. Some titles, however, were not correctly
detected and were thus added to the following review stage.

At stage 4, articles were disqualified based only on their
abstracts. The article was rejected if the abstract did not
specifically address this SLR scope. The article was left till
stage 5 if the abstract was not related to the scope of this SLR.
131 articles were eliminated in this stage, leaving 86 articles
for stage 5. However, this stage also applied the backward
snowball sampling approach to finding other related articles,
which resulted in another 15 articles. These 15 new articles
were investigated against the exclusion stages 2 and 3. 5
articles were excluded, which resulted in another 10 articles
being included in this stage, bringing the overall stage 4
total article number to 96 articles. In stage 5, the full-text
review was applied to every potential article. 20 articles were
eliminated from this stage because they failed to provide the
BC consensus processes in FC, leaving 79 articles for stage 6
analysis.
7

3.3. Data extraction and synthesis

The final selection decision was to include any article
that discussed using the BC consensus mechanism in FC or
edge computing. Therefore, the article was disregarded if it
did not address the BC consensus method or had a focus
other than on FC or edge computing. Some studies have not
identified which consensus mechanism is used in their design
such as [1,10,17,19], and [36]. Therefore, these studies were
excluded from this review. Other studies reported that some
consensus mechanisms can be used, but did not clearly state
which mechanism, such as [9,11,37]. Other studies have not
used any consensus mechanisms such as [123] (used SDN
cluster technique to achieve consensus) and eliminated the
usage of Pow in order to decrease resource consumption.
Also, [124] suggested utilizing BC and SDN to create clusters
in IoT networks. With this method, the energy-intensive con-
sensus mechanism is no longer necessary. Moreover, review
articles were excluded from this SLR. The three BC consensus
mechanism types (themes) listed in Section 2.3 were adopted.
Independently, the authors conducted theme analyses of the
articles that were selected. The final comparison of the three
themes across all authors yielded a consensus of almost 72%.
The 79 items chosen in the theme analysis were all agreed
upon by all authors. The next sections provide an analysis of
the chosen studies [39–115,123,124], depicted in Table 2.

4. Descriptive analysis

The publication channel for the chosen article is displayed
in Table 2. With 60.8% of the total number of selected articles
(55.7% journal articles and 5.1% conference proceedings arti-
cles), IEEE’s IEEE Xplore database received the highest rat-
ing. Elsevier Science Direct, the second-most-cited database,
had a score of 19% (all journal articles). MDPI Database is in
third place with 6.35%, followed by Wiley Online Library with
5.1%, and the ACM Digital Library, which scored the least,
with only one article (i.e., 1.25%). Moreover, using the search
criteria we used, we were unable to find any related articles in
the Emerald Insight or SAGE Publication databases.

Fig. 4 presents the BC consensus mechanisms found in FC
through this SLR. In this diagram, we categorize PoW and
its extensions (ePow and DPPoW) as PoW-based mechanisms,
while PoS and its extensions (DPoS, Improved DPoS, and
PPoS) are referred to as PoS-based mechanisms. PBFT and
its extensions (BFT, DLPBFT, mPBFT, ADBFT, SG-PBFT,
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Fig. 4. Consensus mechanism number and year.

Simplified PBFT) are grouped as PBFT-based mechanisms to
facilitate comparison. However, in the following sections, all
these extensions will be individually and thoroughly discussed.
The distribution of publications shows that only 2 studies
were published in 2017, followed by 7 in 2018, and then 15
in 2019, reflecting the relatively new nature of FC and BC
technologies. Until August 2022, a total of 30 studies were
reported, as depicted in Fig. 4. Notably, PBFT-based mech-
anisms witnessed a significant increase in 2022, while PoW
mechanisms and their variants have been the most prevalent
since 2017. Additionally, 2022 saw the introduction of several
other mechanisms, including TPM, PoDL, PoL, and LPoP.

5. Blockchain consensus mechanisms in fog computing

The RQ1 (How are the BC consensus mechanisms used in
BC-based FC applications?) will be addressed in this section.
Work-proof-based, capability-based, and voting-based mecha-
nisms make up the three categories of BC consensus mecha-
nisms. It is essential to mention that other consensus mecha-
nisms or new extensions have been suggested to overcome the
drawbacks of applications that rely on PoW, PoS, and PBFT.

5.1. Work proof-based mechanisms

The implementation of the representative defines phase is a
primary concern for consensus mechanisms of the work proof
type. This category of mechanisms includes PoW and its varia-
tions. Numerous subsequent mechanisms have been influenced
by the initial PoW mechanism. In this section, we outline
the various PoW-based consensus mechanisms utilized in the
BC-based FC systems. Table 3 summarizes the work-proof-
based consensus mechanisms identified in this SLR; their
characteristics, the purposes of the consensus mechanisms, and
the FC applications.

Fig. 5 displays the distribution and count of PoW and
its variant mechanisms. Despite facing criticism for its high
resource demands, PoW remains the most popular consensus
mechanism. In the years 2020 and 2021, only two studies
8

Fig. 5. Work-proof-based consensus mechanisms number.

used ePoW, while one article utilized DPPoW in 2021, and
another article employed Groupchain in 2020. The figure also
illustrates that approximately 5 studies per year focused on
PoW deployment between 2018 and 2021. However, in 2022,
the number significantly increased to 11 studies. This could be
attributed to the way PoW-based applications or solutions are
designed. Despite the substantial resource requirements, many
of these solutions adopt PoW to enhance transaction security
and privacy

5.1.1. Proof-of-work (PoW)
The fundamental idea behind this mechanism is to demon-

strate its validity using computational resources. A nonce value
is also present in the header of blocks produced by PoW. When
preparing a new block, the participant must try various nonce
values repeatedly until the block header’s hash value meets
the challenging criterion, for instance, with several leading
zeros [125]. BC validators in a PoW network should accept
data from a block header as input and pass it through a cryp-
tographic hash repeatedly. “Mining” is another name for this
technique [39]. Every time the input data is processed through
the cryptographic hash, the validator includes an anomaly
score called a nonce.

When a participant correctly mines a block and the mined
block is successfully added to the BC, the participant node
winner (leader) earns the mining incentive [56]. Participants
who must show that they performed a certain amount of work
must do multiple calculations before the solution is provided,
which reduces the risk of attacks. This way ensures that BC
systems are secure and reliable. PoW is based on the idea that
a node that contributes a lot to the network would be less likely
to target it [120]. Attackers need 51 percent of the network’s
computer power to manipulate the BC. This is a huge expense
for the attackers, and it is unlikely that they will be able to
afford it in practice. This lowers the Sybil attack since partic-
ipants must perform costly tasks that are virtually difficult to
complete by a single participant [75]. However, due to the high
computing process and energy usage, transaction throughput is
low, which impacts the PoW’s scalability capability, which is
undesirable in an FC setting [126].
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Table 3
Work-proof-based consensus mechanisms.

Mechanism PoW characteristics Study Purpose of consensus
mechanism

Application

PoW
Wu 20 used
smart contracts

• Minimize the attacks up to
50% or less
• Improve security (e.g., DoS
attack, double spending attack)

[49,51,54,
70,73,86,
89]

Consensus for secure data
transmission

• FC resource management [70]
• Vehicle FC management [49,86]
• Electrical vehicle cloud/FC data
security [51,73,89]
• FC/IoT data security [54]

• First and most common
mechanism

[52,58,81,
84,88,119]

Consensus for resource
management in FC

• FC resource management [52,58]
• VANET resource management
[119]
• Edge computing market [81]
• Mobile IoT resource competition
[84,88]

[47,55] Consensus for cooperative
FC services

• Trustworthy FC services [55]
• Cloud/FC security [47]

[93,99,100,
110,113,
120]

Consensus for new block
validation

• Cloud/FC security [120]
• FC/IoT authentication [93]
• Data security [113]
• Edge/IoT task offloading [110]
• Industrial IoT applications
[99,100]
• FC/drone data management [98]

[53,109,
118]

Consensus for unsupervised
machine learning

• FC data privacy [53,109,118]

[56,57] Enhancing incentivization in
IoT applications

• Edge computing resource
management [56,57]

[46,104] Choosing winner node to add
new blocks to the BC

• Cloud/FC service provider
competition [46]
• 5G network data security [104]

DPPoW • Distinguish if the string is
created by the prover miner

[59] Consensus for new block
validation

• FC/IoT key management

ePoW • Allow for immutable data
sharing and guard against data
poisoning threats

[82,96] Consensus for new block
validation

• FC/IoT DDoS attack prevention
[96]
• Industrial health data security
[82]

Groupchain • Groupchain [50] Solving the consistency
problem in Bitcoin and
bitcoin-NG

• PoW used for leader selection
and transactions sequencing

Mixed • Mixed mechanisms were
used to extract the strengths of
each mechanism

[48] PoW was used for interacting
among nodes and PoC was
used to identify DoS and other
attacks

• Cloud/FC task management

[74] PoW or PoS were used to
verify transactions and DPoS
was used to select the winner
node

• Edge/IoT resource allocation

[59] DPPoW was used for the
resource authentication
mechanism and PoS was used
to select the winner node

• FC/IoT key management
Consensus for secure data transmission: To achieve consen-
sus for secure data transmission, Lei et al. [49] suggested a key
management scheme for vehicle FC. The PoW was utilized
to accomplish message integrity and security by verifying
the signature to ensure node authentication [49]. In electric
vehicle cloud/FC, Liu et al. [51], Gu et al. [89], and Kang
et al. [73] presented a BC-based scheme, in which the PoW
was used to achieve consensus by using the value of energy
contribution and the frequency of data contribution. Similarly,
Qureshi et al. [86] suggested a strategy using Ethereum BC to
9

enhance privacy preservation in the vehicle system. The PoW
consensus was utilized to verify transactions [86]. Sharma
et al. [54] and Fan et al. [70] suggested leveraging BC-based
distributed mobility management to implement a safe handover
method for IoT devices in FC. PoW was used to handle data
sharing in peer-to-peer format, which preserves the data in
blocks following full control and data validity.

Consensus for resource management: To achieve consensus
for resource management in FC, Loung et al. [52] and Yang
et al. [58] proposed the construction of an ideal auction based
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n deep learning, where PoW was used to achieve consensus
hen participants purchase one or more computational re-

ource components at the fog nodes. Similarly, for vehicle FC,
ong et al. [119] deployed a PoW consensus mechanism to
rovide a method for vehicle networking resource management
ased on resource transactions. The PoW mechanism was used
o identify which nodes are eligible to add new blocks to the
C and get associated rewards [119]. Guo et al. [81] developed
n architecture for the edge computing market in which several
dge service providers can offer computational resources. PoW
as used to establish BC’s resource-sharing and incentive

ystem [81]. Liang et al. [84] proposed a mining framework
or the mobile IoT devices resource competition to reduce the
omputationally heavy mining loads on participants and to
upport IoT device involvement. Similarly, Yang et al. [88]
sed the Stackelberg game theory for resource pricing for
obile IoT devices to maximize the advantages for both the

dge server and device users. PoW was deployed to purchase
omputational resources [88].

Consensus for cooperative FC services: To achieve con-
ensus for cooperative FC services, Kumar et al. [47] de-
loyed PoW mechanisms for cloud/FC transaction sharing;
owever, the author has used the polynomial matrix factoriza-
ion and expectation maximization mechanism to reduce the
umber of iterations to reduce the computation requirements
f PoW [47]. Wu et al. [55] introduced the BlockEdge, a BC-
ased platform that offers trustworthy cooperative FC services,
o solve the challenges of trustworthiness between mining
odes. To increase the efficiency of the FC services and
roduce a puzzle that represents dispersed stakeholder work,
oW was implemented [55].

Consensus for new block validation: To achieve a consen-
us to validate new blocks, Shukla et al. [93] utilized the
oW-based Ethereum platform to propose a three-tier BC-
ased FC architecture, where PoW was used to increase the
egree of authentication in FC/IoT healthcare applications.
n the resource allocation scheme for edge AI computing
hat Qiu et al. [113] presented, PoW was used to validate
he new transaction. A cloud/FC scheme based on BC tech-
ology was presented by Nadeem et al. [120]. To protect
he privacy of the drivers in a cognitive radio VANET, BC
as created as an alternative to the traditional cloud/FC ar-

hitecture. This scheme integrates the partial contributions
rom each service provider utilizing PoW, which provides
ervice transparency [120]. Wadhwa et al. [110] proposed a
onsensus solution based on PoW, in which a sole partic-
pant node is chosen for mining the workload, in order to
ffer an energy-efficient consensus mechanism in edge/IoT
omputing architecture. The participant is chosen based on
he digitalization of the relevant machine’s parameters [110].
imilarly, Lakhan et al. [99] suggested a BC-enabled federated

earning paradigm for industrial IoT applications to reduce
nergy usage and application latency. To guarantee the trans-
ction’s validity, PoW was utilized. Furthermore, Mohapatra
t al. [100] developed a BC-based strategy for fog-based IoT
etworks to improve data security. Block addition was per-
ormed by an authenticated IoT device via PoW [100]. Khan
10
et al. [98] suggested a solution to improve data management in
a fog-based drone system employing Hyperledger-Fabric BC,
smart contracts, and a metaheuristic mechanism. To maintain
preservation, add a new recording to storage, and perform
drone enrollment, the PoW mechanism was utilized.

Consensus for unsupervised machine learning: To enhance
privacy in unsupervised machine learning, Mahmood and
Jusas [109] proposed a federated learning-based BC-based
model. By utilizing Ethereum’s incentive mechanism and
PoW consensus mechanism to foster trust across the decen-
tralized nodes, this model makes federated learning possi-
ble [109]. With the use of BC-based federated learning in FC,
Qu et al. [53] presented a decentralized privacy-preserving
scheme. With the help of a PoW-based BC, this scheme
provides unsupervised machine learning to cooperate without
the need for a central authority [118].

Enhancing incentivization in IoT applications: To enhance
incentivization in IoT applications, to enable IoT devices
that employ mobile BC apps, Xiong et al. [57] presented an
economical strategy for managing edge computing resources.
Participants adopted PoW as the fundamental consensus mech-
anism to benefit from the incentives [56].

Choosing winner node to add new blocks to the BC: For
computing resource allocation in cloud/FC service providers,
Jiao et al. [46] presented an auction-based market approach.
PoW was employed in order to achieve the consensus on the
winner node to add new blocks. Moreover, Wan et al. [104]
suggested and combined Wasserstein’s generative adversarial
network with BC-enabled federated learning to address the
challenges of the issues related to centralized cloud/edge ar-
chitecture. This was done to provide differential privacy so that
edge devices’ model parameters in 5G or later networks might
be protected. To obtain incentives and validate local model
changes, mining nodes utilize the PoW mechanism to compete
with one another [104].

5.1.2. Designated prover PoW (DPPoW)
The DPPoW is a recently developed PoW extension [59].

DPPoW is based on PoW (i.e., a fog device will be assessed
if it has enough computational capabilities before entering the
FC system). A participant is asked to produce a string prefixed
with several zeros with a given input in the traditional PoW
process. In PoW, the participant must perform a variety of
calculations in order to produce such a series (e.g., hash oper-
ation). If the participant can generate the string in a predefined
amount of time, it is a sufficiently powerful prover. However,
since the participant may assign the job to other nodes, the
standard PoW mechanism is incapable of distinguishing if the
string is calculated by the prover itself. This limitation can be
addressed by the DPPoW mechanism [59].

Chen et al. [59] developed a DPPoW-based resource au-
thentication mechanism. As the likelihood of winning is
mostly controlled by each node’s computing power, only one
of the nodes in the system should be picked to check the
processing power of the fog device that desires to enter the
system in order to prevent a collision attack. To choose which
node is the winner, PoS was used [59]. To begin the DPPoW
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rocess, one of the fog nodes is chosen to create a randomized
essage and request that the other nodes create a string, which

s a signature with n-bit zeros over a predetermined amount of
ime [59]. The more computationally powerful a participant is;
he quicker proof can be generated for a given complexity.

.1.3. Enhanced PoW (ePoW)
To guarantee trustworthiness across IoT nodes at the device

ayer of the IoT architecture, Kumar et al. [96] introduced
trustworthy privacy-preserving approach. EPoW was devel-

ped to conduct data authentication and guard against data
oisoning attacks on the original data [96]. Since the tradi-
ional PoW requires finding high proofs and hash consistency
n the network requires varying levels of difficulty, the ePoW

echanism was proposed. When it comes to creating proofs
nd preserving the integrity of the hash chain, ePoW requires
ess processing power. Three functions are embedded in ePow:
lock generation, PoW improvement, and adding new blocks
o the ledger [96]. Kumar et al. [82] suggested a system
or data exchange in industrial healthcare combining BC and
eep learning techniques. The network’s data transactions were
erified using an ePoW consensus that is based on smart
ontracts to create proofs and preserve the integrity of the hash
hain [96].

.1.4. Groupchain
Lei et al. [50] proposed the Groupchain (i.e., an FC-

ompatible expandable public BC with a two-chain structure).
roupchain is based on Bitcoin-NG, which extends PoW to

nable the consensus on representative selection and transac-
ion sequencing [50]. The goal of Bitcoin-NG is to address
he issue of PoW’s high latency and low throughput. Bitcoin-
G uses the PoW mechanism to choose the representative;
owever, while transactions are taken into account while cal-
ulating a block’s hash value in Bitcoin, carrying transactions
re not taken into account during the mining process in
itcoin-NG [50]. The disadvantage of Bitcoin’s inconsistent
ehavior is still present in Bitcoin-NG. As a result, Groupchain
erforms the consensus protocol in the leader’s group, which
ignificantly lowers the consensus delay, rather than gaining
onsensus for block data across the whole network in Bitcoin.

In order to increase pivotal impact, Groupchain utilizes the
epresentative group to submit transactions jointly. To commit
ransactions, the n rolling consensus nodes comprised of leader

embers work together to add new blocks to the BC. Only
ne node from this set of the leader’s group acts as the leader,
uggesting candidate blocks made up of several sequential
ransactions. In every consensus cycle, a leader-driven candi-
ate block is decided by a vote of the whole leader group [50].
o sum up, Groupchain offers two methods for choosing a

eader in various circumstances; PoW for leader competitions
mong groups other than the present leader group, and round-
obin among members of the stable leader group. Regardless
f whether the new leader is chosen by producing blocks
r by taking turns, Groupchain requires a necessary view
odification [50].
 n

11
Fig. 6. Capability-proof-based consensus mechanisms number.

.2. Capability-based mechanisms

Numerous consensus mechanisms have been presented in
he literature to choose a participant based on capability due
o the high energy usage of work-proof-based mechanisms. A
articipant’s capability can be determined using a variety of
ariables, including their contributions, the number of cryp-
ocurrencies they hold, the storage capacity they own, and the
etwork’s trust in them [40]. The PoS is one of the most well-
nown capability mechanisms. In a PoS mechanism, nodes
ght for mining or leading privileges using the tokens they

ndividually own. Because of this, the fundamental tenet of
oS is that a node with a bigger stake has a higher chance of
inning the mining right. To compete for mining rights, all

apability mechanisms depend on the stake. Table 4 summa-
izes the capability-based consensus mechanisms identified in
his SLR; their characteristics, the purposes of the consensus

echanisms, and the application of the article.
Numerous consensus mechanisms have been influenced by

he initial PoS mechanism. We outline the various capability-
ased consensus mechanisms utilized in the BC-based FC
ystems in this section. Fig. 6 illustrates the distribution and
revalence of PoS and its variant mechanisms. Despite facing
riticism, the figure shows PoS’s dominance as a consensus
echanism from 2018 to 2022, with a total of seven studies

eporting its adoption in planned solutions. Following PoS,
hree studies utilized PoA, and four investigations employed
PoS. In 2021 and 2022, several new consensus mechanisms,

ncluding PoL, PoDL, and SmartCoin, were proposed, as
ndicated in the distribution shown in Fig. 6.

.2.1. Proof-of-stake (PoS)
In 2011, the PoS mechanism was developed as an al-

ernative to the PoW to overcome the energy consumption
ssue [18]. Coin age, a PoS node property, is a function of
he number of coins a node holds and the length of time it
as been holding those coins. The ability to load a block is

o longer only determined by CPU power; rather, the higher
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Table 4
Capability-based consensus mechanisms.

Mechanism PoW characteristics Study Purpose of consensus mechanism Application

PoS • Low energy and computation
power compared to PoW
• High speed and throughput
• Incentive fairness between
nodes

[61,62,80,94] Consensus for secure data sharing • FC resource sharing [62]
• Electric vehicle data privacy
[61]
• Medical IoT health sensors
[94]
• Edge computing market [80]

[76] Hybrid of PoW and PoS to
enhance trust for IoT applications

• Vehicle network trust
management

DPoS • Pre-selected nodes or
trustworthy observers

[63] Consensus for data exchange • Medical data exchange

• Low computational
requirements compared to PoS

[107] Resources contribution consensus
in FC nodes

• FC resource management

[102] Consensus for new block
validation

• Mobile edge computing
resource management

PPoS • High throughput and scalability [79] Consensus for new block
validation

• Industrial IoT attack detection

Improved DPoS • Delegate votes more quickly
• Fix the industrial IoT’s
centralized security issues
• Resolve the industrial IoT’s
data transfer and energy
consumption issues

[114] Consensus for new block
validating

• Industrial IoT data security

PoET • Works in both permissioned
and public BC

[116] Consensus for secure data sharing • Vehicle FC data sharing

• Decrease participation cost
• Requires far less energy than
PoW

[71] Consensus for new block
validation

• FC trust management

PoA • Distributed validators
• Low energy consumption

[92] Consensus for new block
validation

• FC/IoT data sharing

• Encourage rewarding BC
stakeholders instead of punishing
passive stakeholders
• Good choice when no trust
exists between nodes

[68] Consensus for resource
orchestration

• FC/IoT data sharing

[112] Consensus for services’
provisioning

• FC/IoT data sharing

PoSer • Built based on PoW and PoS [69] Ensuring associated token
exchanges can occur between IoT
devices in the BC

• Cloud/FC/IoT data security

PoD • Built based on PoS, but it
depends on the online
duration time as a stake
• It enhances transaction
verification performance and
minimizes resource usage when
compared to PoW, but similar to
PoS

[60] Consensus for new record storage • Electric vehicle data privacy

Optimized PoDL • Use the available computational
power of the miners
• Save power and communication
compared to PoW

[122] Participant nodes to train the
fusion model rather than
producing pointless hash values

• Medical image fusion privacy

(continued on next page)
b
o
t
m
k

node’s coin age, the more likely it is that it will be granted
he privilege to load a block [127]. The main notion is that
odes with a higher stake will be the leader to add blocks to
he network more frequently. The amount of energy required
o mine a block will be greatly lowered as a result of this.

node’s coin age must be reset once it successfully packs a
 B

12
lock and must be reaccumulated. The security of PoS is based
n the fact that nodes with substantial assets are reluctant to
hwart because malicious attempts will not bring in enough

oney to make up for their financial loss [127]. The two best-
nown PoS-based platforms are Ouroboros and Casper [15].

y using a safe coin-flipping mechanism and effective time
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Table 4 (continued).

PoL • Uphold the stability of BC and
stop wasting the processing power

[111] Enhancing and optimizing the
resources’ utilization of edge
computing

• Mobile edge computing
resource allocation

PoC • Cheap, efficient, distributed
• Effective in detecting attacks
like DoS

[48] Identifying DoS and other attacks • Vehicle cloud/FC data sharing

SmartCoin • Compared to PoW and PBFT,
the time required for block
formation and verification is not
very long

[103] Consensus for choosing the next
block creator

• Edge/IoT data sharing
slot synchronization, Ouroboros chooses the stakeholder at
random. Casper gives a shakier assurance as to how much
stake the attacker has in order to create interruption [127].

To achieve consensus for data sharing, Gao et al. [62]
deployed PoS in the Ethereum platform with smart contracts.
The choice of PoS was because it has a low computational
resource consumption and high throughput compared to PoW,
it maintains the incentive structure and assures node fairness,
and it best meets the criteria of the proposed architecture [62].
To save carpooling records, Li et al. [61] presented a privacy-
protecting carpooling solution. PoS was deployed as it ran-
domly chooses one of the nodes to share the data. Similarly,
data streaming from medical IoT sensors is processed using a
light-adapted PoS consensus technique in FC [94]. Moreover,
a trustworthiness model was developed by Du et al. [80] for
the edge computing market to assess network entities’ per-
formance during transactions. Transactions’ verification and
distribution of the block creation incentive were made possible
by the adoption of the PoS mechanism [80]. On the other
hand, to improve trust management in-vehicle networks, Yang
et al. [76] employed a modified PoS (a hybrid of classic PoS
and PoW). The modified PoS is employed for IoT applications
in this case, where the stakes are represented by the total
amount of trust value [76].

5.2.2. Delegated proof-of-stake (DPoS)
In PoW-based and PoS-based mechanisms, BC is ruled

by the richest members, which pressed for the creation of
a more federated new mechanism [128]. To avoid this issue
and provide a fair incentive process, the DPoS was proposed.
DPoS mechanism also lessens the monopoly risk associated
with PoS. In DPoS, the stakeholder allows other nodes to
cast votes for verified participants, with the mining privileges
alternately going to the highest participants. Accordingly, the
DPoS mechanism can significantly improve authentication and
consume less energy as well as provide a solution for security
challenges [114]. Many experts refer to it as a representative
variant of the PoS consensus system because it is based on a
voting process and elect’s delegates rather than individual net-
work nodes [67]. Experts assume DPoS can manage a higher
transaction volume and quicker confirmation times than PoW
and PoS consensus systems since only a limited number of
network nodes or trustworthy observers are needed to validate
data in the creation of the new block [63].

To facilitate the exchange of medical data across various
entities, DPoS was utilized in [63]. The representatives who
13
handle the permits for authentication and accounting in DPoS
are chosen by stakeholders [63]. In order to contribute re-
sources to FC nodes, Wang et al. [107] presented a framework
based on BC technology. The DPoS was employed due to
its slight computing needs, compared to PoS [107]. To elim-
inate bid-rigging tactics in the distribution of resources for
mobile BC edge computing, Qiu and Li [102] devised an
auction mechanism depending on DPoS to validate the new
block [102]. He et al. [74] presented a scheme for the alloca-
tion of resources in IoT using a deep reinforcement learning
technique for BC-based edge computing. The DPoS consen-
sus mechanism was applied within a private BC network to
choose the node that would execute the transaction. It was
recommended to use PoW or PoS to confirm transactions [74].

5.2.3. Algorand pure proof-of-stake (PPoS)
Abdel-Basset et al. [79] suggested a solution for detect-

ing privacy breaches in industrial IoT by deploying a feder-
ated learning technique. As a consensus mechanism, Algorand
PPoS was utilized to ensure that the transactions were ver-
ified [79]. The PPoS mechanism, which is characterized by
high throughput and scalability properties, was suggested to
boost the consensus throughput issue in PoS [79]. The chance
that a participant will get selected depends on how much of
their stake is spread across all tokens. Moreover, the committee
members use a gossip protocol to circulate the created block
among the neighbors to reach a consensus [79]. In Algorand’s
PPoS mechanism, the integrity of the overwhelming majority
of participants is tied to the system’s overall security. The
system is secure when most of the stakes are in trustworthy
hands. Moreover, it is difficult for the holders of a small
number of stakes to negatively affect the entire system, and
it would be unwise for the holders of the majority of stakes
to act foolishly because doing so would weaken their position
and eventually reduce the value of their holdings [39].

5.2.4. Improved DPoS
An enhanced industrial IoT network using the DPoS mech-

anism that syndicates BC and AI for real-time data transfer
was reported by Sasikumar et al. [114]. Despite the advantages
offered by DPoS, establishing fairness by relying entirely on
DPoS is difficult because it will only permit those with more
wealth to cast votes [114]. Also, since voting options and
vote calculations are inaccurate, it is unbearable to choose the
best delegates for block development in DPoS. Accordingly, to
pick delegate votes more quickly and keep block data in the
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rade node, an improved DPoS was proposed. The improved
PoS mechanism consists of three stages. The first stage is the

reation of transactions, which is the responsibility of trading
odes, whereas the creation and verification of blocks is the
esponsibility of consensus nodes. A collection of delegate
hrases is produced for each voting node by the first voting
ystem, known as the honorable voting system [114]. The
econd stage entails developing a better voting function that
ill be applied to decide the value of each node. The more
onor votes a node receives, the higher its chances to be
lected as a delegate. The last stage in the voting system is
o ascertain the deviation degree [114].

.2.5. Proof of elapsed time (PoET)
Many private BCs, such as Hyperledger Sawtooth, are now

sing PoET instead of PoW because it relies on a randomized
imer mechanism for network participants rather than mining
ardware designed to lower complexity and increase respon-
iveness [129]. Each BC node in the network must wait a
redetermined period, and whoever has the most completed
ime wins and validates the new block [71]. The node that gets
lert first is the consensus round’s representative and earns a
eward in the form of a priority that may be used in subsequent
ounds of the dispersed scheduling process. This qualifies
oET for opportunistic kinds of networks where clients are
esource restricted [116].

In vehicular FC, Bonadio et al. [116] employed the PoET
echanism to bring vehicles that were exchanging information

nto consensus. In terms of scalability and latency, the consen-
us evaluation revealed that PoET performed better than PoW.
qbal et al. [71] proposed a safe FC where tasks are transferred
rom roadside units to adjacent fog vehicles based on reputa-
ion ratings kept at BC. As a result, the decision model may
hoose a reliable vehicle for any forthcoming transactions. The
onsortium’s members agree on the arrangement of the blocks
n order to maintain uniformity. The reputational ratings of
he fog vehicles were validated using PoET to ensure efficient
ork offloading.

.2.6. Proof of authority (PoA)
PoA was created by Ethereum and is regarded as an ef-

ective mechanism for private BCs since it is built based on
he valuation of the participant’s identity and reputation in a
etwork. As a consequence, PoA-based BC is secured by rep-
esentative trustworthy nodes that are randomly selected [112].
oA has been suggested as a potential solution to address

he PoS issue of accumulating nodes that may be not even
art of the network due to its stakes [130]. PoA encourages
C ownership and service by rewarding active stakeholders

ather than punishing inactive stakeholders. In settings where
here is no trust between network nodes, especially for private
Cs, the PoA mechanism is a viable choice for reaching a
onsensus [68]. In PoA-based BC, representatives need to
aintain and secure their computers to ensure they are not

ompromised. Any node has the right to be the representative
roviding the identity reputation. Here, participants will not
ompromise their identity with a negative reputation, which
14
makes PoA more robust than PoS, for example. Moreover, in
the case of attacks, only validator nodes may be compromised
since PoA does not require consecutive block consensus from
all validators.

Núñez-Gómez et al. [68] utilized PoA to develop the
Heterogeneous, Interoperable, and DistRibuted Architecture
(HIDRA), which is a decentralized FC/IoT architecture that
combines permissioned BC networks with lightweight
container-based virtualization solutions. This architecture aims
to manage resource orchestration. The PoA mechanism was
used to achieve consensus among participant nodes to enhance
fault tolerance and security levels [68]. Zeigler et al. [92]
presented a scheme that unifies BC and FC using the Plasma
framework. The Plasma framework has the benefit of offering
scalability based on off-chain or side-chain methods. Since the
proposed design only requires one validator, PoA was utilized
as a consensus mechanism [92]. Moreover, a provisioning
approach was developed by Xu et al. [112] to guard against
unsafe external service codes from dubious edge servers.
Using edge servers’ authentication and service validation, BC
was utilized to maintain all of the off-chain services’ legitimate
statuses. PoA consensus mechanism adoption was also made
to guarantee low latency and high throughput [112].

5.2.7. Proof-of-service (PoSer)
In their article, Sharma et al. [69] suggested a PoSer con-

sensus mechanism that complies with the requirements of their
SDN-based proposed solution to the security and privacy-
related FC problems. These requirements include the nodes’
participation in an activity that takes place outside the BC,
such as the transmission or supply of data or the execution
of a computation that will result in the exchange of tokens
among participants. In order to establish the accuracy of the
contribution and the viability of connected token trades in the
BC, PoSer was deployed instead of the more often used PoW
or PoS consensus mechanisms [69]. The 2-hop BC approach,
which integrates the PoW and PoS mechanisms, was utilized
by PoSer. If the genuine participant nodes have more control
over the pooled resources, which include processing power and
stakes, the PoSer-based BC will be more secure [69].

5.2.8. Proof-of-online duration (PoD)
Li et al. [60] proposed the PoD, as the fundamental con-

sensus method in the proposed privacy-preserving charging
strategy for electric cars, using Hyperledger-Fabric as the
execution platform. When compared to PoW, PoD can sig-
nificantly decrease resource usage and increase the efficiency
of transaction verification [60]. The PoD is based on PoS
but depends on the online duration that operating systems
supply without a time-consuming stake proportion calculating
method. That is, the device that can stay online for a longer
period is in better functioning condition and more reliable to
create blocks [60]. The analysis of PoD’s resource usage in
comparison to PoW and PoS revealed that PoD uses about
the same number of resources as PoS and significantly less
than PoW. However, compared to the PoS, the PoD uses the
amount of time that devices are online as stakes, which lowers
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he computation of virtual resources [60]. Moreover, PoD has
ewer decentralization properties than PoS, but its consensus
ffectiveness is a little bit greater [60].

.2.9. Optimized proof-of-deep learning (PoDL)
An inception network and convolutional neural network-

ased fusion of medical image model was developed by Xiang
t al. [122]. Xiang et al. [122] developed an improved PoDL
echanism that requires participant nodes to train the fusion
odel rather than producing pointless hash values as is done

n PoW-based BC to save computational power. PoDL solves
he issue of power consumption by using the computational
apacity of nodes to do practical deep-learning tasks as proof
ather than searching for a nonce as in PoW. The original
oDL does not support multitasking and requires blockheads

o be submitted twice, which increases communication costs.
ccordingly, the improved PoDL extends PoDL for multi-task

cenarios and optimizes PoDL’s workload.
The PoDL process, in Xiang et al. [122] design, was

one over two steps. The task presenter (i.e., institutions with
imited computational power) distributes medical fusion tasks
containing task information, fusion models, training dataset,
nd so forth) to full nodes (i.e., a strong network of trustworthy
nstitutions) and miners in the first phase (i.e., institutions
ith strong computational resources). After selecting the job
ith the greatest return, the miners train the fusion model

s necessary and provide the hash values, by the end of this
tep. The task publisher sends a link of the dataset to the full
odes and other miners in the second stage, who then test their
rained models and create blocks before submitting their test
ndings to the full nodes by the end of stage 2. The successful
iner wins the posting of the new block once the block with

he highest testing results is accepted by full nodes. Full nodes
isregard models whose step 1 hash is not obtained [122].

.2.10. Improved proof-of-learning (PoL)
Zheng et al. [111] presented a model to enhance resource

llocation in BC-based mobile edge computing. The model
as implemented with PoL consensus, which does not squan-
er the CPU power of edge computing servers. The challenge
f neural network training takes the role of the hash puzzle in
oL. Every node also serves as a participant in the BC system,
hich means that nodes produce blocks after completing the

raining neural network task that has been issued by the PoL
onsensus process. Each support node locally trains the model
n a given amount of time by simply substituting the hash puz-
les with the neural network training task. The support node
ust include the learning outcomes in the transaction when a

raining assignment is complete. By using the loss functions
nd output sets of the neural network, additional nodes can
se this method to determine whether the training result is
ccurate. PoL can prevent misuse attacks in this way while also
onserving computational resources [111]. However, because
oL sets a training time, the speed of block production cannot
hange in response to BC network capacity. To solve this
roblem, an improved PoL was proposed by [111] such that
he node just has to finish the specified number of training
15
cycles based on the specified set of data, where the specified
number denotes the level of complexity of the training. To
alter the speed of block production, the system can vary the
complexity level [111].

5.2.11. Proof-of-creditability (PoC)
As a foundational consensus mechanism for the identifi-

cation and banning of false information, each node in the
network is seen by PoC as a peer that adds to a distributed
ledger [131]. After conforming to a pre-defined number of
mistakes that should be contained in each block, it is added
to the BC network. Finally, all peers are informed of the
detection process carried out by PoC. PoC allows mining
nodes to validate the transactions using their hardware [131].
PoC maintains a list of potential solutions in the mining nodes,
which is opposite to PoW where participants use the mining
device’s process computation or PoS where participants follow
the participant’s stake. So, the more power provided by the
node, the greater number of possible solutions stored on it.
This increases the likelihood of capturing the needed hash
value from its list, and then higher chances to win the mining
incentive. Accordingly, PoC is more efficient than PoW and
PoS. Lakhan et al. [48] offered a scheme for task scheduling
and offloading in vehicular FC. In this scheme, the authors
used both PoW and PoC consensus mechanisms. To complete
data offloading while in mobility, nodes use PoW to interact
with one another. To identify DoS and other attack-related
problems, the PoC was used [48].

5.2.12. SmartCoin mechanism
An incentive scheme for vehicles based on consortium BC

was proposed by Vishwakarma and Das [103], which they
called “SmartCoin”. In the consortium BC-based SmartCoin,
the roadside unit of the VANET network serves as the public
network while the monitoring node was made into a private
BC. This helps to confirm the collected data. According to
the suggested approach, the message source vehicle receives
a rating from the vehicles depending on the message’s verac-
ity [103]. The vehicle network benefits from decentralization,
transparency, and immutability provided by BC. The round-
robin process is used by SmartCoin to quickly choose the next
block creator.

Blocks are generated by SmartCoin at regular periods.
When the period is finished, the following node in the network
begins producing blocks. Since there is no possibility of two
participant nodes producing the same block at the same time,
the issue of unnecessary fork generation has been resolved
with SmartCoin [103]. The network will not be impacted even
if one node is not operating properly or fails to operate at
all. Thus, failing of any node does not influence the operation
of the SmartCoin, and hence it is fault-tolerant. The block
is disseminated around the network for validation by the
leader mining node. The blocks are verified by each node
in the network, which then marks them as trustworthy. If
there are N nodes, the leader node does not add the blocks
until it has 3N/4 valid responses. SmartCoin performance is
improved as 90% less consensus latency and 70%–80% lower
storage and transmission costs than PoW and PBFT-based BC
systems [103].
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Fig. 7. Voting-based consensus mechanisms number.

5.3. Voting-based mechanisms

Using a voting procedure, the voting-based mechanisms se-
lect a participant responsible for creating a block. Voting-based
mechanisms were developed to solve the problem of PoW-
based mechanisms’ high energy usage. As the choice is made
according to financial domination, the voting mechanisms also
deal with regard to the affluent growing richer in capability-
based mechanisms. By considering that there would be distinct
node breakdowns in the network or that certain nodes may act
fraudulently, the voting mechanisms are built to accommodate
Byzantine faults. Further divisions of voting-based techniques
include crash fault tolerance-based and BFT-based. The con-
sensus that is based on BFT eliminates the possibility of
malicious and failing nodes, such as BFT, PBFT, mPBFT, and
DLPBFT mechanisms. Contrarily, crash fault tolerance-based
consensus just guards against the possibility of failing or crash-
ing nodes. Crash fault tolerance consensus is demonstrated
through the RAFT, Paxos, and Federated mechanisms [40].
However, crash fault tolerance mechanisms are unable to re-
solve the Byzantine fault-tolerance issue, which arises when
nodes exhibit malevolent activities. Other consensus voting
mechanisms such as DBFT and Algorand are built to elect
the committee members, from which the representative or
leader is elected, in addition to block-adding phases. Typi-
cally, the representative node and committee nodes are chosen
during the first phase (only committee nodes are eligible to
participate in the consensus-building process). Table 5 sum-
marizes the voting-based consensus mechanisms identified in
this SLR; their characteristics, the purposes of the consensus
mechanisms, and the application of the study.

We outline the various voting-based consensus mechanisms
utilized in the BC-based FC systems in this section. Fig. 7
portrays the distribution and prevalence of BFT and its variant
mechanisms. Notwithstanding the criticism of high commu-
nication costs, PBFT stands out with the highest frequency
in this SLR, being utilized in 12 studies, and among them,
5 studies were published in 2022. Additionally, most of the
studies published in 2022 proposed PBFT or a modification

of PBFT, such as LPoP, TPM, and SG-PBFT.

16
5.3.1. Byzantine fault-tolerant (BFT)
The BFT is one of the Hyperledger mechanisms, where

users are allowed to use their consensus structures [66]. BFT
is designed for distributed networks to achieve consensus
even if some of the participating nodes fail to validate the
transaction [91]. In BFT, all participant nodes must concur on a
unified state to prevent total failure while presuming that some
of the nodes may be untrustworthy. However, only one val-
idator manages the transaction—selected by a majority of the
participants [132]. Since BFT demands that all network nodes
take part in consensus, it does not apply to public BC that have
a significant number of dynamically connecting nodes [102].
It works well for consortium BC and private BC with a limited
number of permanent nodes and minimal delay [102].

A consensus architecture built on the Byzantine method was
suggested by Sheikh et al. [77] to improve the data sharing se-
curity among electric vehicles as well as to protect the system
from fraudulent intrusions [77]. Moreover, BFT was utilized
in [65] to achieve the consensus on a device authentication
request. Following receipt of the requested findings from com-
plete nodes, the participant node compiles them to determine
the device’s public key and identification cancelation status
before returning the device’s authentication outcome [65]. A
privacy-preserving method using BFT consensus was proposed
by [64] to improve verified data sharing in vehicle FC. Under
this method, a selected few participants create the necessary
blocks and disseminate them to the whole network. A partic-
ular block is regarded as validated and entered into the chain
if the number of confirmations meets a certain threshold [64].

5.3.2. Practical BFT (PBFT)
The PBFT is a BFT extension that can function effi-

ciently in asynchronous systems and is described with low
latency [64]. PBFT was created to address some of the BFT’s
shortcomings. Compared to BFT, PBFT is a protocol with
lower computational complexity and a higher degree of useful-
ness in distributed environments [91]. PBFT is implemented
on some BC platforms, like Hyperledger. The maximum
number of malicious nodes cannot be more than a third of
all nodes, according to PBFT [90]. The pre-preparation stage,
prepare stage and commit stage are the three key stages of
PBFT [127].

The representative node transmits a block to regular par-
ticipating nodes in the initial pre-prepare stage so they can
validate it. Each regular node transmits the confirmation results
to all other nodes during the second preparation stage. In the
third stage, each node sends the preparation stage verification
results to all other nodes once more. Based on the messages
received, each node then performs a final block confirmation.
Adding the block to the BC is possible if the “YES” votes
number is more than 2f+1. Each block is validated in real-
time by the majority of nodes during the block-adding phase
of PBFT, which indicates that in the PBFT mechanism, every
two nodes must interact with one another [95]. As a result,
while PBFT significantly improves crash resistance to Byzan-
tine robustness, it also necessitates multiple communications

among each pair of nodes, compromising communicational
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Table 5
Voting-based consensus mechanisms.

Mechanism Characteristics Study Purpose of consensus
mechanism

Application

BFT • Low variance of reward
• Less latency and energy usage
than PoW

[65,77] Consensus for new block
validation

• Electric vehicle energy trading
[77]
• FC/IoT authentication [65]

[64] Consensus for data sharing • Vehicle FC data sharing [64]

PBFT • High communication costs
• Low variance of the reward and
energy consumption
• It solves the BFT generals’
problem for asynchronous
environments
• It maintains stability even if the
number of malicious validators
rises

[66,85,90,
91,95]

Consensus for
authentication

• Vehicle FC authentication
[66,90,95]
• FC rogue nodes protection
[91]
• Cloud/FC/IoT data sharing
[85]

[75,78,83,
101,108,
115]

Consensus for new block
validation

• Multi-access edge computing
task sharing [75]
• Industrial IoT resource
allocation [78]
• 6G-VANET data sharing [115]
• Fertility preservation [108]
• Cloud/FC/IoT data sharing
[83]
• Multi-access edge
computing-VANET task sharing
[101]

[45] Consensus for confirming
a block’s accuracy

• Vehicle FC-6G data sharing

DLPBFT • Low transaction processing time
compared to PBFT
• It ensures the accuracy of the
data recorded on the BC
• Higher throughput compared to
PBFT

[67] Consensus for data sharing
authentication

• Edge computing-as-a-service
scheduling data sharing in
industrial energy

mPBFT • It is appropriate for a network
of vehicles with SDN capability
that utilizes permissioned BC

[87] Consensus for choosing
the leader

• Vehicle network with SDN
support data storage

AdBFT • Calculate the task participants’
current reputation

[105] Verifying miners’
credentials and screening
the data

• Edge mobile crowdsourcing
data storage

SG-PBFT • Improve the security and
efficiency PBFT

[41] Consensus for new block
validation

• Vehicle FC data sharing

Simplified PBFT • Simplify complex operations
PBFT consensus mechanism

[106] Consensus for new block
validation

• Industrial IoT data sharing

RAFT • Scalable, lightweight, and high
throughput
• It provides a stable response
time
• It meets the requirements of a
small number of firms

[72] Consensus for data sharing
authentication

• 5G mobile edge computing
authentication

(continued on next page)
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ophistication while saving computational costs, which slows
onsensus down as the number of nodes rises [127].

Yao et al. [66] created a simple anonymized authentica-
ion scheme for vehicular FC. The PBFT mechanism was
sed in this scheme to get a consensus on the new trans-
ction. PBFT was chosen over other mechanisms like PoW,
oS, and DPoS because of its medium energy usage and a
17
elatively smaller number of malicious nodes (i.e., 33% in
BFT compared to 51% in PoW and PoS) [66]. In a similar
ein, Kaur et al. [90] presented a lightweight authentication
ystem for vehicular FC. With the use of PBFT, participants
alidate transactions [90]. Alshehri and Panda [91] and Eddine
t al. [95] provided a method to prevent malicious fog node
sage, and the PBFT mechanism was utilized to authenticate
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Table 5 (continued).

PoT • High level of trust among
pre-selected nodes
• Light compared to PoW, PoA,
and PoS
• It eliminates malicious nodes
and effectively reduces consensus
time

[121] Consensus for new block
validation

• Edge computing data sharing

SSC • It utilizes hardware-based
security to prevent identity theft

[117] Selecting miners in a
stochastic way to ensure
dispersed but timely
consensus

• Edge/drone data sharing

LPoP • It creates a group of
verifications
• It enables many sensors to
exchange data in a lightweight
way

[97] Lightweight consensus to
carry out heavy mining

• Industrial IoT auction
fair bidding process
data shared. Okegbile et al. [85] developed a method for
securing data exchange in cloud/edge-IoT networks utilizing
a collaborative approach, where many data sources and data
consumers work together to complete data exchange. PBFT
was utilized to validate the data shared and create trustworthy
validation procedures while preventing the single-node failure
threat [85].

Rivera et al. [75] provided a framework to offer a trustwor-
thy cooperation mechanism amongst edge servers. Each new
transaction is disseminated to all nodes, and before each node
performs the transaction and creates a block, the consensus
is reached using the PBFT mechanism [75]. A method for
exchanging data was proposed by Wang et al. [115]. The
private set intersection protocol and smart contracts were used
to create the PBFT mechanism. Voters are chosen using the
private set intersection protocol mechanism, and the voting
procedure is carried out using smart contracts. PBFT is used
to allow selected nodes to carry out the consensus process in-
stead of all nodes, which considerably enhances the network’s
overall throughput [115]. Li et al. [83] suggested an approach
for enhancing collaborative resource allocation to IoT devices
utilizing the reinforcement learning method for cloud/edge-
IoT networks. The transactions that are added to the block
are first verified using the PBFT consensus mechanism [83].
Similar to this, Yang et al. [78] suggested a deep reinforce-
ment learning-based model for resource allocation and energy
conservation in industrial IoT. To reach a consensus on the
released transaction, the PBFT mechanism was used [78].
Poongodi et al. [101] developed a neuro-fuzzy systems-based
BC strategy for VANET networks to improve data security.
The identification and key exchange method suggested in this
work were employed by an authorized IoT device to add
blocks without coming into touch with vehicle users. PBFT
was used to ensure the transaction’s validation [101].

In order to increase customer engagement and satisfac-
tion, Liao [108] presented a federated BC-based egg banking
scheme for fertility preservation. The addition of a new block
made use of the PBFT consensus mechanism. Only block
representatives are permitted to take part in the consensus
procedure. This concept offers a reward to the block’s primary
representative for each new block that is created [108]. Gao
18
et al. [45] developed a model to improve security and trust
in VANET by merging BC and SDN in FC. To confirm a
block’s accuracy, the PBFT consensus mechanism was used.
After receiving the block, a few pre-selected nodes take part in
voting until a consensus is formed to choose a representative,
which then generates a block [45].

5.3.3. Double-level PBFT (DLPBFT)
Due to problems with the PBFT consensus mechanism’s

actual implementation, other academics have proposed ad-
vanced forms of PBFT. The PBFT consensus mechanism’s
very high communication cost makes it unsuitable for dynamic
systems [41]. The DLPBFT is a new extension of PBFT, which
has less communication overhead than PBFT, and accord-
ingly, the consensus reliability is more for DLPBFT [67]. The
PBFT mechanism takes longer to validate transactions than the
DLPBFT mechanism. DLPBFT reduces the storage pressure
of a single BC and increases computational performance.

Bai et al. [67] used the DLPBFT mechanism for EdgeChain
to ensure data consistency and decrease the processing time for
data stored in BCs. The DLPBFT consensus method was used
to vote for the calculation messages, which include data and
outcomes from Stackelberg game optimization, and then offer
traceability and protect data secrecy. The top 80% of nodes
in the first level act as regular participating nodes and cast
votes on messages received through leader peer streaming; the
remaining nodes act as storage nodes. The regular nodes at the
second level are made up of each EdgeChain’s major peers in
order to assure node trust and increase consensus throughput
by lowering the number of consensus nodes.

5.3.4. Modified PBFT (mPBFT)
Using BC, Vishwakarma et al. [87] proposed a lightweight

BC-based security protocol for vehicle networks with SDN for
safe storage and communication. This protocol is a
permissioned-based BC that uses a new consensus mechanism,
which is a modified PBFT (mPBFT) to achieve safe storage
and communication for vehicle networks. The mPBFT is
more appropriate for permissioned BC than other mecha-
nisms [87]. Four states—new-round, verification, commitment,

and append—are used by the mPBFT. The state’s process
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rogresses from a new round to a committed state. In the
ew-round stage, a leader is chosen from the pool of miners.
n the verification stage, except for the leader node, all the
ther miner nodes confirm the block following a vote of more
han two-thirds of the mining nodes after which a commitment

essage is sent throughout the network. If there are more
han two-thirds of the commitment messages, the block is
onfirmed. All of the miner nodes append the suggested block
nto the BC during the append stage [87]. The mPBFT consen-
us mechanism promotes fairness by giving each participant

similar opportunity to submit a block. In comparison to
revious consensus mechanisms like PoW, PoS, and traditional
BFT, the mPBFT mechanism provides a selection of the

eader, which minimizes the consensus latency and decreases
omputational resources and cost [87].

.3.5. Algorand delegated PBFT (AdBFT)
Representative nodes and regular nodes are two different

lasses of nodes in DBFT. Based on the percentage of the
take they each own; the regular nodes participate to select
he representative nodes. All nodes in the committee are
epresentatives. The representative who creates the block is
hosen among the representative nodes via polling [40]. In
he representative selection stage, Algorand employs verifiable
andom functions to generate the representative and committee
embers at random for every block. Transactions may be veri-
ed once the block is uploaded to the BC, much as PBFT. The
ain goal of representative committee consensus mechanisms

s to reduce communication overhead by limiting the number
f nodes involved in the consensus process. Furthermore, since
ll nodes have an opportunity to join the committee, the
ervice’s decentralization is not sacrificed [39].

Wang et al. [105] suggested a data privacy protection model
ombining federated learning and BC for mobile crowdsourc-
ng. All consensus nodes’ credentials and data shared are veri-
ed using the AdBFT consensus mechanism, which integrates

he Algorand mechanism with the DBFT mechanism [133].
he suggested solution uses the Algorand mechanism to ar-
itrarily choose certain nodes as interim consensus nodes and
hoose an interim leader node. This successfully lowers the
ikelihood of member inference attacks by providing the leader
hat analyzes data randomly each time [105]. This also can
uccessfully address the threat of single-point failure [105].
warm as an off-chain storage technique was deployed to
ddress the issue of BC’s restricted block storage [105]. The
valuation of AdBFT showed that tag-flipping attacks, Byzan-
ine attacks, and data poisoning attacks may all be effectively
revented since the system chooses task consensus nodes and
ask data of the highest capacity [105].

.3.6. Score grouping-PBFT (SG-PBFT)
Xu et al. [41] introduced Score Grouping-PBFT (SG-

BFT), a novel consensus mechanism for distributed vehicle
etworks. By streamlining the PBFT consensus mechanism
nd employing a score grouping method to increase consensus
fficacy, the SG-PBFT consensus mechanism outperforms the
onventional PBFT mechanism [41]. There are N/2 consensus
19
nodes in the SG-PBFT, which will choose the leader node. The
leader shares the transaction with all consensus nodes after
receiving the request from the client node. If the verification
from every consensus node is successful, the message is passed
to the preparation step. Consensus takes place when the leader
node receives identical confirmation messages from more than
50% of the consensus nodes. The lowest-scored consensus
node will be placed at the bottom of the nodes list, while the
successful nodes’ scores will be raised by 1 point. The results
of the SG PBFT evaluation demonstrated that the strategy may
significantly increase consistency efficiency and successfully
thwart single-node failure. In particular, the consensus latency
of the SG-PBFT method is only around 27% of what is
needed for the original PBFT mechanism when the number
of consensus nodes hits 1000 [41].

5.3.7. Simplified PBFT
Yang et al. [106] proposed a distributed model for data-

sharing in industrial IoT that is based on BC and edge com-
puting to enhance scalability. The evaluation suggested that the
model may significantly increase data sharing’s effectiveness,
dependability, and security while imposing realistic and toler-
able overheads [106]. The lightweight model presented in this
article does not operate with the conventional PBFT consensus
mechanism due to the high communication overhead. The
PBFT is therefore treated as a categorizing service, which
simplifies the PBFT consensus mechanism [106]. A nonce, or
incremental number, is used to verify every transaction. If the
nonce offered by a node is not accepted by other nodes, no
further transactions may be performed, requiring the node to
concur with the other nodes [106].

The simplified PBFT mechanism’s concept is fundamen-
tally similar to that of the PBFT. Orders, endorsers, and
committers make up the BC network’s member nodes. The
order node is in charge of packing transactions, the committer
node is in charge of obligating the transaction, and the en-
dorser node is in charge of confirming the transaction [106].
Before the committer node publishes the transaction, the en-
dorser node validates it, and the order node then bundles the
transactions following predetermined rules to produce blocks,
such as the block height or timing of transactions. The packed
blocks are then sorted by the order node using predetermined
criteria, such as creation time. A randomized technique among
a group of order nodes can be utilized when a transaction is
filed to identify a specific order node to arrange the blocks.
This guarantees that the transaction is consistent and prevents
the bifurcation problem [106].

5.3.8. Reliable, replicated, redundant, and fault-tolerant
(RAFT)

The Linux Foundation launched Hyperledger in 2016, and
it is the most active and widely used permissioned BC in the
industrial and IoT realms [31]. The RAFT mechanism is used
in the permissioned BCs intended for enterprise environments
and is a great match because it is more transparent and
consumes fewer resources [31]. RAFT can withstand system
failures up to N/2 by employing a “master and follower”
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trategy [31]. A master node is chosen by the collection nodes
this group of nodes is known as the “consenter set”), and
ts decisions are replicated by the followers. Furthermore, the
AFT setup comes straight from the master node. The master
ode keeps track of a replicated log across all nodes. A more
ispersed ordering service is made possible by this robust
esign [31].

One of the key objectives of RAFT is to build a distributed
onsensus mechanism that is more understandable than Paxos
ithout losing efficiency or correctness. Paxos is one of the
ost widely used mechanisms for achieving distributed con-

ensus for permissioned BC and many distributed consensus
echanisms are built on or inspired by Paxos [134]. Paxos,

n the other hand, is a notoriously difficult mechanism to
pply in order to satisfy its performance and correctness
riteria. In terms of fault tolerance and performance, it is
omparable to Paxos [134]. The distinction is that it can be
roken down into comparatively self-contained sub-problems
nd covers all of the main components needed for practical
ystems. For supply chains operating in 5G networks, Jangirala
t al. [72] presented a lightweight BC-enabled RFID-based
uthentication method. The needs of an internal RFID system
nside a firm may be satisfied in a private BC using a RAFT
onsensus mechanism [72]. Using RAFT, it is possible to
afeguard the secret tag data while sharing non-sensitive tag
ata for authentication [72].

.3.9. Proof-of-trust (PoT)
Jayasinghe et al. [121] proposed the TrustChain service-a

rivacy preserving BC-based scheme, in which PoT consensus
s used. PoT is a substitute for traditional consensus mech-
nisms such as PoW and PoS when a node’s record on a
etwork increase in value with its participation in the BC net-
ork. When a node attempts to tamper with the system, trust

s undermined. Maintaining a reasonable conversion factor
etween trustworthiness and the network’s unit of value (such
s a token or coin) is crucial in PoT networks so that trust
ay be properly taken into account during the node selection

rocedure for block verification [121].
PoT mechanism chooses a set of nodes as consensus partic-

pants based on their ability to sustain greater levels of trust-
orthiness [121]. The PoT uses a voting mechanism reliant on

eputation, which is driven by the BFT-based mechanism. The
election of participants in PoT, however, is not governed by a
ingle participant and enables any node with a sufficient level
f trustworthiness to be chosen as a leader [121]. There is no
entralized master authority, thus anybody may start spinning
nd take part in consensus, which increases decentralization.

malevolent participant would find it challenging to influence
he voting process since many new nodes may be connected to
he system [121]. Through the TrustChain platform, nodes may
ain the trust of other nodes by participating in transactions
hat provide value to the ecosystem. The evaluation revealed
hat TrustChain can conserve resources in IoT networks and
educe latency and security problems related to centralized
onsensus mechanisms such as Pow and PoS.
20
5.3.10. Stochastic selective consensus (SSC)
By separating the data component (also known as the block

ledger) from the block header and moving it to off-chain
storage, Singh et al. [117] developed BC-based architecture
for the drone network. The use of a trusted platform module
in the approach adds chip-level protection to the security keys
kept on drones so that if a drone is stolen, an attacker will
not try to alter it without being aware of its trackability.
Additionally, the BC only consists of block headers, which
improves the efficiency of communication, synchronizing, and
processing. To guarantee that each drone is in charge of its
block, Singh et al. [117] developed a lightweight consensus
technique (SSC) utilizing stochastic sampling and transaction
signatures. According to the findings, selecting a voter takes
less time when there are fewer voters. However, the time
increases with more drones [117].

5.3.11. Lightweight proof-of-proximity (LPoP)
Bhattacharya et al. [97] presented a BC-based mining-as-

a-service model for industrial IoT and proposed an auction
technique for fair bidding amongst participant nodes. A novel
consensus technique—LPoP was proposed to create group
verifications rather than single block verification for data shar-
ing and enable many sensors to communicate the data in a
lightweight way [97]. The foundation of LPoP is the Delegated
PoP (DPoP) consensus mechanism [135]. The fundamental
principle of DPoP is that nodes vote for their delegate utilizing
their stake, which is based on their proximity to a sensory
event, rather than on the validity of a specific block [135].
Delegates are in charge of verifying transactions and selecting
the block sequence by contrasting their sensing event record-
ings to the block sequence proposed by the system. To prevent
being singled out, selected delegates are randomly distributed
among the nodes in the pool, ensuring that a distinct group
of nodes participates in the delegated duty for each round of
consensus [135]. A voting node is chosen depending on the
node’s proximity to the transactional occurrence in a voting-
based consensus [136]. Due to the low likelihood of such
nodes being chosen, this does not guarantee fairness for nodes
that are too far away. Because prior methods did not take into
account the remote nodes, Bhattacharya et al. [97] modified
the DPoP consensus by adding a fair reward policy, which is
known as LPoP [97].

6. Evaluation of the identified consensus mechanisms

A large number of processes and the wide variety of BC
consensus mechanisms properties make it challenging to fully
comprehend them. It may be difficult to establish whether
a given mechanism fits particular criteria. In this scenario,
visual assistance would be beneficial. To do this, we pro-
vide a summary that can be used to identify the optimum
consensus mechanism based on certain criteria in a range of
contexts. In order to achieve its goal, the summary makes
use of decentralization, security, and effectiveness criteria to
evaluate the consensus mechanism best match. In the sections
that follow, we describe these criteria for each consensus
mechanism category and then offer options for how to deploy
different mechanisms in various contexts.
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Table 6
Consensus mechanism performance evaluation.

Mechanism Decentralization Security Effectiveness

Work-proof-based • Decentralization risk • Adversary 50% • High scalability
• Low throughput and high energy requirements

Capability-proof-based • Decentralization risk • Adversary 50% • High scalability
• Medium throughput and medium energy requirements
• PoDL and PoL to save energy

Voting-based • High decentralization • Adversary 33% • Low scalability
• High throughput and Low energy and resource requirements
• High communication cost
• DLPBFT shortens the transaction time of PBFT
• SG-PBFT and SSC enhance the security of PBFT
• RAFT and LPoP lightweight meet IoT and small enterprise
requirements
6.1. Performance analysis

Based on our review of recent surveys, the performance of
BC consensus mechanisms may be assessed in three factors:
decentralization, security, and effectiveness [22,39,40]. How-
ever, each of these factors has several evaluation indicators.
The ability and rights of distributed nodes to participate in the
consensus mechanism are referred to as decentralization. The
security of the BC system relates to whether it assures the
proper functioning and stability to withstand various attacks
such as DoS attacks, double spending, eclipse attacks, Sybil
attacks, and selfish mining [39]. Scalability, latency, through-
put, and cost are among the aspects of effectiveness [40]. The
number of nodes that can contribute to the consensus mecha-
nism is referred to as scalability [50]. Latency is the amount of
time it takes for a transaction to pass from the creation phase
to the final confirmation phase. Throughput is the number of
transactions that a system can accomplish in a given amount
of time [62]. Cost relates to the cost of various resources such
as power, storage, and CPU requirements [22]. The imple-
mentation of a consensus mechanism frequently necessitates a
trade-off between these three factors (i.e., decentralization, se-
curity, and effectiveness). Under standard conditions, however,
security should not be compromised [39]. Table 6 summarizes
the performance aspects of the three mechanisms categories.

6.1.1. Decentralization
The decentralization of FC refers to the distribution and dis-

persal of computing resources, data processing, and decision-
making capabilities across multiple decentralized nodes within
an FC network that aims to bring computing resources closer
to the edge of the network [20,53]. Decentralization in FC
shifts computational tasks and data processing from a central-
ized cloud to a distributed network of edge devices, promoting
efficiency, responsiveness, and scalability while addressing
the unique requirements of edge computing applications [8].
When combined with BC, FC’s inherent decentralization cre-
ates a number of difficulties, such as scalability problems
resulting from the coordination of BC transactions across a
distributed FC environment, increased latency brought on by
BC consensus mechanisms, privacy concerns when integrating
sensitive data with a public ledger, resource limitations on
21
edge devices, security flaws, architectural complexity, inter-
operability barriers, and difficulties with regulatory compli-
ance [137]. However, with careful planning and resolving these
issues through deliberate design and technology decisions
suited to particular use cases, successful integration may result
in advantages like improved security and transparency [138].

Due to low throughput in work-proof-based mechanisms,
for instance, a mining pool could be formed by aggregating
the mining assets of multiple miners in order to maximize the
likelihood of producing a new block. Once a mining pool earns
a payment for generating the next block, the payment is dis-
tributed evenly among the miners. However, this has resulted
in centralization issues, with block creations restricted to a
small number of miners [22]. A consensus cannot be reached if
validators do not act rapidly enough to ensure double-spending
prevention. As a result, block construction is extremely slug-
gish. Furthermore, the block size is limited such that the
bigger block sizes will result in more unwanted splits due to
latency amongst nodes. Real-time voting is necessary during
the block addition stage of voting-based mechanisms, which
results in minimal transaction verification delay. Accordingly,
voting-based mechanisms can achieve good decentralization.

6.1.2. Effectiveness
When used with BC, fog nodes’ efficiency varies depend-

ing on the situation. On the one hand, this integration can
strengthen FC systems’ dependability and credibility by im-
proving security, openness, data integrity, and decentralized
consensus [139]. However, difficulties with scalability, in-
creased latency, resource limitations, architectural complexity,
and related expenses may result in a reduction in overall ef-
fectiveness, especially in latency-sensitive applications [140].
The efficacy of a particular implementation will depend on
how well these issues are handled and if the advantages
of improved security and transparency exceed any possible
negatives [141].

Although the work-proof-based representative selection
stage has a limited throughput and the possibility of centraliza-
tion, it guarantees excellent scalability. On the other hand, each
node in work-proof-based mechanism applications should ex-
pend energy to calculate the hash. As the network’s difficulty
rises, so does its energy usage. When measured throughout the
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ntire network of ASIC/GPU mining rigs located all over the
orld, the consumption of energy is rather large. The use of

uch a large amount of energy has sparked concerns about the
ong-term viability of work-proof-based mechanisms [40].

Although voting-based mechanisms can guarantee low
ransaction latency, it results in high communication overhead
nd there is a chance of DoS assaults [39]. Due to the re-
tricted number of validating nodes, voting-based mechanisms
ypically face node-scalability issues. In capability-based and
ork-proof-based mechanism applications, there could be a

ignificant number of participants engaged. The on-chain data-
haring system will face scalability challenges as more partic-
pants engage and information-sharing evolves. Accordingly,
ff-chain storage systems were proposed as an alternative
o on-chain transactions in order to boost scalability [26].
ff-chain information exchange methods necessitate cross-
rganizational communications channels, which increases the
oad on the organization to create and manage these channels.
urthermore, these methods cannot ensure the privacy and in-

egrity of an organization’s data. For instance, if Organization
has to modify the original data to match the particular needs

f Organization Y, then the original data may differ from the
hared data with Organization Y [26].

.1.3. Security
Another compelling reason for work-proof-based BC is

ts inherent security. The number of miners in work-base-
roof BC is significantly bigger than the number of valida-
ors in capability-based BCs. This means that work-proof-
ased mechanisms are more decentralized than capability-
ased mechanisms. Collusion among validators in capability-
ased BC validators is considerably more likely than in any
opular work-base-proof BC. As a result, many researchers
ave questioned the security of capability-based BC. The
ounter-argument, on the other hand, emphasized the issue of
entralization, which might lead to a collusion attack in work-
roof-base BC [39]. According to many authors (e.g., [79,142–
46]), due to its decentralized design and the allocation of
omputer resources at the edge of the network, FC brings cer-
ain security needs and difficulties. Here are some significant
ecurity issues unique to FC and IoT connected to FC nodes:

• The computing capabilities of IoT devices may be con-
strained, and they may also be more vulnerable to phys-
ical manipulation and compromise. If IoT devices are
exploited, data saved locally on those devices may be
exposed. Also, having insufficient resources for com-
plicated security mechanisms, IoT devices may be less
resistant to attacks.

• Due to their deployment in the wild, IoT devices lack the
physical protection afforded to servers in controlled en-
vironments. This exposure increases the risk of unautho-
rized individuals gaining physical access to IoT
devices, potentially compromising their functionality, ex-
tracting sensitive information, or even causing intentional
damage.
22
• Every IoT device, in an FC and BC integration, is given
a distinct identity stored on the BC. An attacker using
Sybil can try to get into the system by creating many
false identities for harmful or nonexistent devices. This
can cause phony devices to be added to the BC without
authorization, which might compromise the accuracy of
the device identity data. It gets more difficult to tell real
devices from fakes.

• Network connectivity issues pose another significant se-
curity challenge for IoT devices, impacting their ability
to maintain stable access to the global network. In a
BC network, extended outages or sporadic network ac-
cess might interfere with the consensus process. Consen-
sus algorithms, like PoW and PoS, depend on constant
node agreement and communication. Disrupting consen-
sus may result in disagreements on the BC’s current
status, which leaves the network open to assaults like
double-spending or illegal transactions. Furthermore, net-
work connectivity problems might cause delays or errors
in the authentication process, which could result in illegal
access, in situations where devices need to prove their
identities or validate the identities of other devices.

• Keeping track of security for a large number of IoT
devices may be difficult and time-consuming.

• The variety of platforms and devices seen in FC sit-
uations makes it difficult to deploy standard security
measures.

• Due to the dynamic nature of FC systems, where devices
regularly enter and exit the network, it is difficult to keep
security configurations up to current.

• It can be difficult to strike a balance between the demand
for low latency and security since strict security measures
may cause processing delays.

• A crucial design decision is whether security operations
should be spread to IoT devices connected to FC or
centrally managed in the cloud.

• Interoperability issues may need to be resolved in order
to provide security across diverse devices and platforms.

• As there are more possible entry points for attackers, the
dispersed nature of FC may expand the attack surface.

It takes a mix of strong security policies, frequent updates,
monitoring, and a proactive approach to threat detection and
mitigation to address these security concerns in FC systems.
Designing security solutions that are compatible with the
unique requirements and peculiarities of FC applications and
settings is crucial. By combining distributed validation, im-
mutability, BFT, consistency and finality, trustless verification,
and cryptographic hashing features and mechanisms, consen-
sus protocols in decentralized BC networks ensure robust data
integrity, making the data stored in the blockchain reliable,
tamper-resistant, and trustworthy [65]. Moreover, combining
these security measures, consensus mechanisms provide a
robust and resilient security foundation for BC networks. The
distributed nature of consensus ensures that no single point
of failure exists, making it challenging for malicious actors to
compromise the BC’s security [77].
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Double spending: It occurs when an attacker makes a
econd purchase of a currency, causing a fork when the trans-
ction is not yet finished, causing the transaction to be revoked.
ouble spending mostly undermines the sustainability of the
C system. As a result, double spending mostly affects BCs
hen transactions are not instantly validated when submitted

o the BC. To prevent a double spending attack, transaction
alidation should be precisely constructed to avoid the risk of
anceling an approved transaction [39]. Through distributed
alidation, transaction confirmation, consensus on the longest
hain, finality, and incentives, consensus protocols prevent
ouble-spending in decentralized BC networks, ensuring the
ntegrity and security of digital transactions and the value
tored in cryptocurrencies [87].

DoS attacks: A DoS aims at rendering a network resource
r server inaccessible to its intended users by interrupting the
ervices of a client connected to the Web, either momentarily
r permanently. DoS attacks are often managed in BC systems
y limiting or preventing the consequences of single-point
ailures on the network. Only the failure of the representative
ode has a substantial influence on the system. As a result,
he consensus mechanism should be developed in such a way
hat attackers are incapable of foreseeing which node is the
epresentative node, and a very efficient process should be
esigned to recover from the failure of the representative
ode. Choosing the representative is part of PoW and PoS
echanisms. The same is true in the case of some permis-

ioned BC, where the representative’s selection is previously
nown to the entire network, which makes preventing the
epresentative from DoS difficult. In this situation, a voting
rocess during the block addition phase to determine whether
he representative is authentic or not, such as PBFT-based

echanisms, can aid in the prevention of DoS.
Sybil attacks: The Sybil attack in the BC network describes

he case where a user may have multiple identities, allowing a
alicious node to have multiple votes and thus gain control of

he system. Sybil attack primarily undermines the equality of
he BC system and raises the prospect of centralization. As a
esult, the Sybil attack can be avoided at the representative
election phase such that the method of picking the repre-
entative does not rely on how many identities a client has.
ecause the representative in work-proof-based mechanisms is
hosen based on computational power, and the representative
n capability-based mechanisms is tied to a user’s stake, the
ybil attack can be avoided. However, because the represen-

ative is chosen through voting in voting-based mechanisms,
ybil attack is possible. Setting up an identity authentication
ethod for consortium BCs is another technique to mitigate

he Sybil attack.
Eclipse attacks: In this attack, the intruder compromises

he victim’s routing table to separate the victim from the
uthentic BC network. To run the Eclipse attack, attackers
rst conduct the Sybil attack in order to build up a sufficient
umber of Sybil nodes and proclaim them to be legitimate
odes. The Eclipse attack would not occur in BCs that use
uthentication mechanisms, such as consortium and private
Cs; nevertheless, it is difficult to prevent an attacker from
23
concurrently controlling several nodes in a public BC because
no authentication method is used. While it is possible to create
a decent system to stop Sybil attack at the consensus level,
it is difficult to stop network isolation induced by Eclipse
attack [39]. Eclipse attacks must be addressed at the network
communication layer, such as by upgrading routing tables
regularly.

Selfish mining: This attack is primarily aimed against work-
proof-based mechanisms. After correctly processing one of the
blocks, a selfish miner can keep mining the next ones, retaining
the leadership without broadcasting the mined blocks to the
remainder of the miners. The selfish miner can distribute the
cleared blocks and collect rewards for them when the other
miners close up on him. Timestamps may be a remedy to
this occurrence. That is, if a miner publishes a large number
of blocks with recorded timestamps in a single round, other
miners may reject them.

6.2. Suggestions for selecting consensus mechanisms

According to Fu et al. [39], if the representative pick-
ing method is intended to be equitable and the outcome is
unknown, the block adding can be streamlined, and blocks
may be added without voting immediately after verification.
If the block-adding method is constructed with real-time vot-
ing, blocks are verified immediately and then uploaded to
the BC, hence the transaction verification step is unneces-
sary [39]. Work-proof-based mechanisms and capability-based
mechanisms are good options if the system has to reward
the participant/validating nodes. The main uses of these con-
sensus mechanisms are public cryptocurrencies due to their
underpinning incentive structures [22]. A private BC system,
on the other hand, frequently does not depend on any cryp-
tocurrencies to encourage or reward any validators to manage
the BC system. In private BC networks, non-incentivized
consensus methods predominate. In comparison to other kinds
of consensus processes, private BCs use a relatively small
number of resources and are also quite scalable. However,
these approaches are more susceptible to assaults due to the
relatively small number of validating nodes [22]. DPoS and
PBFT variants are the recommended choices if an incentive-
based mechanism is necessary for a highly scalable BC system
that wants to spend less power.

DPoS and PBFT variants will, nevertheless, enjoy the pre-
viously mentioned modest security. On the other hand, PoW
mechanisms are better suited if security is the top goal. There
are two possibilities in this situation: memory-bound or CPU-
bound. Memory-bound PoW methods should be chosen if
ASIC resistance is needed. Scalability must be given up in
this situation, and such systems use a lot of energy [22]. In
addition, energy usage also plays a role in selecting the best
consensus mechanism. While the PoS mechanism and its vari-
ants use a medium amount of energy, PoW-type mechanisms
need a lot of energy. Currently, PoW-type mechanisms are
extremely sluggish and can only handle a small transaction
throughput.
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Fig. 8. BC consensus mechanisms selection decision tree.
Different consensus mechanisms are needed for various BC
platforms. Work-proof-based mechanisms, for example, can
fit better for public open environments BC systems, whereas
capability-based mechanisms can fit better consortium BC
such as business collaboration, and voting-based mechanisms
can fit better private BC networks such as vehicle and drone
systems. We classified the most prevalent BC application
cases into four categories after assessing them. Transactional
throughput, node number, and BC type were used in this
classification [22,39]. Fig. 6 summarizes different scenarios
and the suggested BC consensus mechanisms to best suit that
scenario.

(1) When the node number is fixed, there are no weak
nodes and transaction throughput is low, voting-based
mechanisms may be appropriate. This instance could
represent a collaboration between a limited number of
organizations, with a total node number of fewer than
20, and hence significant scalability of the BC is not
necessary.

(2) When the number of nodes is fixed, some nodes are
light (clients manage several nodes), and transaction
throughput is medium, voting-based-based mechanisms
may also be appropriate. This instance may represent
a collaboration between a limited number of organiza-
tions, where the total node number is also fewer than 20.
Hence, the great scalability of the BC is not necessary.
However, a high volume of transactions may necessitate
a high transaction throughput and a short verification
time.

(3) Lightweight voting consensus mechanisms such as
RAFT and Alogrand may be a good choice when
there are a set number of nodes—usually, more than
20 but fewer than 100, numerous light nodes, and
throughput is high. However, if the number of vali-
dating nodes exceeds 20, throughput may decline due
24
to communication overhead. It is difficult, however, to
ensure the synchronization of so many full nodes in this
circumstance.

(4) When the number of nodes is large and not fixed, there
are many light nodes, and throughput is high, voting
consensus mechanisms such as RAFT and LPoP can be
a viable choice. If the needed throughput is not high,
capability-based mechanisms such as optimized PoDL
and DPoS may be a reasonable alternative. The massive
number of sensors in smart cities is an illustration of this
scenario.

(5) When the number of nodes is vast and not fixed, decen-
tralized, many light nodes connect and leave often, and
throughput is low, PoW and PoS can be a good choice.
Furthermore, using procedures based on voting mode
is not suggested since nodes’ identities are disguised
in public BC, which makes controlling these nodes
very difficult. This situation can be seen when many
nodes mining on Bitcoin (see Fig. 8).

7. Discussion

The purpose of this SLR is to provide answers to the
research questions (RQ1: How were different BC consensus
mechanisms used in FC applications? RQ2: What are the fu-
ture challenges of consensus mechanisms in FC applications?).
The RQ1 was addressed in Sections 5 and 6 by presenting
the state-of-the-art BC consensus mechanisms used in FC and
proposing a decision tree for selecting the most appropriate
mechanisms for particular scenarios. The research implications
and RQ2 are addressed in this section.

7.1. Implications

According to this SLR, it is evident that work-proof-based
mechanisms continue to be the most popular (43.3%) from
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hich 89% used the PoW consensus mechanism, in this cate-
ory, until August 2022. Voting-based mechanisms come sec-
nd (29%) from which 50% used the PBFT mechanism, in this
ategory. Followed by capability-based methods, in the last
lace (27.7%) from which 30% used the PoS, in this category.
his indicates that, even though many authors and practitioners
elieve DPoS-based and PBFT-based mechanisms may be the
reatest alternatives to PoW-based mechanisms, their adoption
s still far behind PoW. This suggests that within the cryp-
ocurrency industry, PoW continues to be the most widely
mployed consensus mechanism. Additionally, because Bit-
oin and Ethereum were innovators, PoW benefits from being
he first to market. While Ethereum is the first platform to use
mart contracts in BC, Bitcoin has been the first successful
ryptocurrency. Due to its success, other cryptocurrencies may
ave followed the PoW as their equivalent consensus method.
he majority of platforms (e.g., Tron and EOS) appeared after
016 when Ethereum started using PoW. These platforms use
imilar tokens of Ethereum based on PoW. This could be
he cause of the PoW implementation present in the newest
ryptocurrencies. The market distribution shows around $27
illion in Bitcoin and $14 Billion in Ethereum, dominating
ll other currencies by a staggering 40% of Bitcoin and 19%
f Ethereum [147]. This provides further hints why PoW
ominates other mechanisms [22].

Voting-based mechanisms, especially PBFT-based mecha-
isms, according to this SLR, have shown a big jump in
022. This indicates that many authors have seen a higher
otential in voting mechanisms in FC rather than work-proof-
ased mechanisms or capability-based mechanisms. This can
e due to the nature of FC with limited resources such that
oting-based mechanisms may use fewer resources than other
echanisms. However, here we need to remember the high

ommunication overhead since all participant nodes should
hare in the voting process. Another remarkable note in this
LR is that several new mechanisms are proposed in 2022,
hich are not even based on traditional mechanisms such as
oW or PoS. This gives another indication that the authors are
orking towards solving both resource issues related to work-
roof-based mechanisms and capability-based mechanisms,
nd communication overhead issues related to voting-based
echanisms. Accordingly, we are expecting more mechanisms

o be proposed in the context of BC-based FC in the near
uture.

One could ask if the proportion of the consensus mech-
nisms will change given PoW’s supremacy. We think that
n the coming years, we will probably see a shifting of
roportion. The largest change in this area may be towards
he voting-based mechanisms. This SLR demonstrated that
he bulk of studies using voting mechanisms were published
n 2022, which makes this conclusion quite evident. Addi-
ionally, it is thought that capability-based mechanisms like
PoS security will be considerably closer to PoW and far
etter than any present DPoS mechanism can offer due to
heir significant emphasis on game-theoretic and economic
ncentive-based approaches. Specifically, there will be many

ore validators than are now used by the DPoS mechanisms.
t remains to be observed how they will work when used in

ractical situations, though [22].

25
7.2. Future directions

According to this SLR, work-proof-based consensus mech-
anisms have significant drawbacks, particularly the high re-
sources and power requirements as well as low throughput.
Moreover, both capability-based mechanisms and voting-based
mechanisms have several limitations. In the selection stage,
the mining rights are automatically awarded to the node with
the largest stake, in capability-based mechanisms, which de-
creases the wastage of computational resources compared to
work-proof-based mechanisms, but it could lead to monopo-
lies. This could fuel the system’s trend toward centralization,
giving malevolent intruders an obvious target to attack and
jeopardizing the system’s security. DPoS, for example, for-
goes decentralized characteristics in order to increase system
throughput [107].

Voting-based mechanisms, on the other hand, have a large
communication overhead. It is clear that all of the mecha-
nisms have valid applications, but there is no optimum mecha-
nism. Moreover, as revealed in this SLR, several mechanisms
were introduced to reduce power usage and low throughput
in capability-based mechanisms, including optimized PoDL
[122], PoL [111], and SmartCoin [103]. Similarly, several
voting-based mechanisms were introduced to simplify PBFT
or reduce communication overhead, such as simplified PBFT
[106], SSC [117], and LPoP [97]. However, these proposals
are still in the development phase and have not been tested in
comparison to other BC consensus mechanisms. Table 7 sum-
marizes the challenges and future directions of BC consensus
mechanisms in FC applications.

7.3. Threats to validity

For this SLR, the threats-to-validity component of quality
evaluation is done by looking at the titles, keywords, ab-
stracts, and full texts of journal and conference articles to
determine how relevant they are to the combination of BC
and FC. The validity requirements including, internal validity,
external validity, construct validity, and conclusion validity
were covered in this study, to ensure the validity and trans-
parency of the findings [148]. To enhance internal validity,
we established clear inclusion and exclusion criteria, defin-
ing the parameters for selecting studies based on publication
dates, relevance to the research question, and documenting
the databases searched, and search terms. Also, we imple-
mented blind screening by reviewing and selecting studies,
independently. We also followed a data extraction protocol
for extracting predefined information from each selected study
and conducting quality assessments using established tools or
checklists to help address potential bias, which enhances both
internal validity and conclusion validity [149]. To enhance
the external validity of the review, the inclusion of papers
included a diverse set of studies, and various characteristics,
such as different populations, geographic locations, and pe-
riods. To enhance construct validity and conclusion validity,
we meticulously aligned the review process with the research
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Table 7
BC consensus mechanisms’ challenges and future directions in FC applications.

Algorithm Study Considers Future directions

PoW [47,84,99,
109]

• High power consumption
• Centralized miners
• Uselessness computation, forking, unfair
incentivization
• Publicly accessible which reduce privacy
• Building blocks is challenging

• Lightweight PoW to decrease the cost of service
and data storage
• Using smart contracts to enhance adaptability
• Identifying how to reduce the computational
resource requirements for BC applications in mobile
networks

DPPoW [59] • Although it improves resource authentication, it
still has problems with high computing requirements

• To realize the performance measurements, real-time
sensor devices with a range of capabilities should be
tested

ePow [82,96] • Although ePoW improves data authentication and
protects against data poisoning attacks, it carries over
PoW’s high power consumption and unfair incentive
problems

• Experiments with real public BC networks are
required

Groupchain [50] • Higher latency than PoW • Enhancement of the throughput time and incentive
mechanism
• Experiments with real public BC networks are
required

PoS [40,80] • Suitable for the consortium in certain scenarios
• Vulnerable to nothing-at-stake issue
• Building blocks is challenging

• Work is needed to create lightweight versions of
this method and address the no-stake issue

DPoS [102,106,
114,136]

• Forking issues and unfair incentive mechanism
• Centralization and high energy use
• Difficulty to select the ideal delegates for block
development

• DPoS has some drawbacks similar to PoS, such as
that only participants can get the block incentive,
which significantly reduces the liquidity of coins
• Enhance optimization and the stability of the
algorithm

PPoS [79] • Despite its high throughput and scalability, it is
used in consortiums under certain situations

• To realize the performance measurements, real-time
sensor devices with a range of capabilities should be
tested

Improved DPoS [114] • The complexity of the computations will rise as a
result of using the mechanism

• Reduce calculating complexity while maintaining
accuracy as a priority

PoET [40] • Total reliance on Intel rather than any other third
party
• Specialized hardware is required

• Involves using certain SGX hardware from Intel
which exercise of dominating authority results in a
more centralized BC

PoA [39,40] • Excessive energy use
• Centralized authority and validators need to
confirm their real identities
• Used only for permissioned BCs

• To realize the performance measurements, real-time
sensor devices with a range of capabilities should be
tested

PoSer [69] • Built based on PoW and PoS so it inherits their
challenges
• Security level depends on the legitimate user’s
control level

• Identifying how to reduce the computational
resource requirements for BC applications

PoD [60] • It is similar to PoS in terms of resource usage.
When compared to PoS, PoD employs the
devices online time of as stakes to reduce the virtual
asset computation

• Real-world experiments to determine how to
reduce the computing resource needs

Optimized PoDL [122] • Communication overhead
• Does not have a solution for multitasks
• The verification procedure must be repeated
numerous times by multiple full nodes

• Practical test for this consensus mechanism as well
as comparing it to other mechanisms rather than
PoW is required

PoL [111] • The speed of block production cannot change in
response to BC network capacity

• Enhance the flexibility of the allocation strategy
• Experiments in the real world to check its
generalizability

(continued on next page)
p
uestions. Based on what was learned from the literature, ques-
ions were resolved through a series of iterative improvement
 d
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rocedures, cross-checked peer review, and the generation of
ata according to proof [149].



Y.I. Alzoubi and A. Mishra ICT Express xxx (xxxx) xxx
Table 7 (continued).

PoC [48] • Decentralization and forking issue
• Malware may affect mining activities

• Lightweight PoC to decrease the high resources
requirements

SmartCoin [103] • Private BC
• Does not use any node competition for block
submissions

• Assessment in a real-world setting is necessary

BFT [40,77] • High complexity
• The number of messages increases exponentially
• Building blocks is challenging
• Suitable for consortium BC

• The consensus approach is yet to be improved

PBFT [41,78,106,
115]

• Communication overhead
• Centralization of computing and high energy use

• Multichain and sidechain to be used to boost
model performance
• Improve consensus efficiency
• Taking into consideration the issue of network
access while connecting large-scale devices

DLPBFT [67] • Bigger block size compared to PBFT • Assess the energy usage and take into account the
best BC node classification techniques

mPBFT [87] • Performance evaluation needs to be compared with
other consensus mechanisms

• Assessment in a real-world setting is necessary

AdBFT [105] • Performance and security analyses need to be
validated

• Mechanism for rewarding task completion and
enhancing service quality

SG-PBFT [41] • The performance evaluation was only compared to
PBFT-based mechanisms

• Improve the miner group selection process to
minimize latency time

Simplified PBFT [106] • It is more suited to industry fields
• The throughput declines as the system’s fraction
rises
• Suitable for consortium BC

• Use extensive node testing in a real-world
industrial setting to further enhance its performance
in terms of availability and reliability

RAFT [40,72] • It is a rigid one-leader protocol
• Issues occur in reaching a consensus
• Unable to resolve the Byzantine fault-tolerance
issue
• It is used in permissioned BC

• It is possible to improve data management and
decision-making by combining AI with machine
learning
• No guarantee of data integrity if a node acts
maliciously

PoT [121] • It works only on a permissioned BC
• It requires a minimal threshold of trustworthiness
and a minimum number of trustworthy nodes

• Improved versions of PoT to mitigate the effect of
forks and computational power wastage

SSC [117] • Processing time increases when more nodes are
included in the consensus

• Assessment in a real-world setting is necessary
• The stability of the miner has an effect on the
system; therefore, this issue needs more research

LPoP [97] • Security limitations
• Block size and latency

• Validate the security level through a wider variety
of threats investigation
• Enhance and optimize the algorithm when the
number of nodes is increased
7.4. Limitations

It is important to acknowledge that this study is limited to
the number of selected studies that focus on the specific search
parameters defined for this paper. This may inadvertently omit
potentially valuable studies that do not precisely align with the
predefined criteria. Consequently, the diversity of insights col-
lected could be restricted. Moreover, the reliance on predefined
criteria for selecting relevant articles could unintentionally
exclude valuable research that presents alternative viewpoints
or insights about BC consensus mechanisms. Furthermore, the
scope of the SLR was confined to the databases included in
the search phase.

While the review covered literature up to August 2022,

it is essential to recognize that BC consensus mechanisms

27
continue to evolve daily. Researchers might opt to explore
additional databases to uncover further relevant studies. Ad-
ditionally, the study’s conclusions regarding the strengths and
limitations of proposed consensus mechanisms are predomi-
nantly derived from the assertions made by the authors of the
selected studies. These assertions may not necessarily provide
a completely accurate reflection of the real-world performance
and implications of these mechanisms. Also, the conclusions
and recommendations presented in this review are based on
the expertise and interpretation of the available literature by
the researchers.

It is worth noting that different researchers may arrive at
varying conclusions based on their unique perspectives and
interpretations. Finally, the classification and decision tree
presented in the review are based on the existing literature

available at the time and reflect a current assessment. However,
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hey are subject to potential modifications and updates as new
onsensus mechanisms emerge in the future. Another limita-
ion for this work is that various BC consensus mechanisms
ave evolved to better accommodate the unique characteristics
f edge computing and IoT devices, in recent years. For exam-
le, DHT-based lightchain, Tree-chain, Bullshark, Lattice, and
achesis consensus mechanisms, among others. However, it is
orth noting that there is limited existing literature on these

merging blockchains, primarily because these efforts are still
n the development phase.

. Conclusions

Because of the recent trend toward BC, many FC projects
re shifting toward BC-based approaches. The consensus
echanisms necessary to add or verify a new block in the
C are at the heart of the BC. Many research works have

ecently been made to compare the present consensus meth-
ds utilized in BC and propose a new one. In this paper,
e conducted a systematic review of available literature on

onsensus mechanisms using BC-based FC solutions. Based
n established criteria, this SLR identified 79 articles for
nal analysis, as detailed in Section 3.2. This SLR gives
taxonomy of BCs based on their consensus underpinning

asis. There were three major themes utilized: work-proof,
apability-proof, and voting-based. The three themes were
hen compared to identify the most suited mechanisms depend-
ng on various FC applications. The three themes of consensus

echanisms were analyzed and compared in terms of three
imensions: performance, decentralization, and security.

The findings of this SLR revealed that work-proof mech-
nisms (e.g., PoW-based mechanisms) remain the dominant
heme, but voting-based mechanisms (e.g., PBFT-based mech-
nisms) have gained a lot of attention in the last two years.
he SLR also revealed that PoW is still the most common
C consensus mechanism suggested by many researchers,

o provide FC solutions. This SLR also identified several
ew consensus mechanism proposals. Although the authors
ave reported that these mechanisms can minimize numerous
ssues of the previous mechanisms, real-world experiments are
equired to accurately evaluate the strengths and drawbacks of
he proposed consensus in terms of fog node demands. This
aper may assist developers in choosing the best mechanism
esign for their BC application. The paper also highlights the
hallenges and future research direction for each consensus
echanism, identified in this paper.
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