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Abstract—This paper considers multiple unmanned aerial
vehicles (UAVs) to enable secure and reliable communications
between energy-constrained Internet of Things devices (IoDs).
First, these IoDs harvest energy using the radio frequency (RF)
signals transmitted from a power beacon. Then, the harvested
energy is used to exchange information via multiple UAV relays
in the presence of an eavesdropper. Among multiple UAVs,
the best UAV relay is selected based on the achievable signal-
to-noise ratio of the first hop. The selected UAV applies a
decode-and-forward (DF) operation to forward the information.
However, an eavesdropper present in the vicinity of IoDs can
wiretap the information transmission through the UAV-to-ground
channel. Thus, the UAV employs artificial noise (AN) injection
technique to prevent the eavesdropper from intruding on the
information transmission. For modeling the composite fading
channel, we use the log-normal distribution to characterize
the shadowing components. Further, we adopt the Gauss-Hermite
quadrature method to derive the closed-form secrecy outage
probability (SOP) expression. Moreover, we offer a reliability and
security trade-off analysis by providing closed-form expressions
for the outage probability (OP) and intercept probability (IP) as
reliability and security performance measures, respectively. The
numerical and simulation results corroborate the analytical find-
ings, highlight the impact of various channel/system parameters
on the secrecy and reliability performance, and provide valuable
insights into the system’s behavior.

Index Terms—Unmanned aerial vehicles (UAVs), wireless
power transfer, artificial noise, secrecy and reliability trade-off.

I. INTRODUCTION

The rapid advancements of Internet of Things (IoT) technol-
ogy are driven by the emergence of compact, intelligent, and
widely distributed sensing equipment, integrating the physical
and virtual realms. However, these IoT devices (IoDs) are
often deployed in remote and difficult environments, such as
border areas, in the aftermath of natural or artificial disasters,
etc. [1]. These conditions pose significant challenges to data
acquisition and dissemination, compounded by the limited
energy resources of battery-powered nanoscale IoDs, which
restrict their operational lifespan. To address this issue, many
energy harvesting (EH) alternatives have emerged as promising
solutions for extending the functionality of IoDs [2]. Among
these alternatives, radio frequency (RF) EH techniques have
gained popularity due to their resilience to environmental
factors compared to traditional energy harvesting sources.

On the other hand, unmanned aerial vehicles (UAVs)
can offer versatile solutions for establishing on-demand
infrastructure-less wireless networks in various applications,
including search and rescue missions, disaster response, and
military operations [3]. Moreover, UAVs leverage line-of-sight
(LoS) air-to-ground (A2G) or ground-to-air (G2A) channels,
making them particularly suitable for scenarios where terres-
trial networks are overloaded or inaccessible [4]. In such cases,
UAVs can serve as aerial nodes to collect data from energy-
constrained IoDs and relay it to the intended destination
[5]. However, UAV links are also susceptible to shadowing
effects caused by the UAV’s airframe or tall obstacles [6].
Additionally, the performance of UAV-assisted networks can
be impacted by hardware imperfections associated with RF
transceivers, making it essential to consider these hardware
impairments (HIs) for accurate performance assessment [5].

In addition to the limited operational lifespan, ensuring data
security is a critical challenge in IoD communications [7].
Further, wireless channels’ broadcast nature and the presence
of potential eavesdroppers in unpredictable locations pose
security risks to IoD links. As a result, the A2G link in
UAV-assisted IoD networks may increase the likelihood of
eavesdropping on transmitted data [8]. To address this con-
cern, UAV's employ various physical layer security techniques,
such as path planning, relay selection, artificial noise (AN)
insertion, and cooperative jamming, to enhance the security
of UAV-assisted communications [4]. For instance, the authors
in [9] have focused on enhancing the covertness of full-
duplex UAV relay-assisted networks by leveraging the flexible
deployment capabilities of UAVs. They proposed strategies
considering the presence of no-fly zones in UAV path planning
and the existence of multiple eavesdroppers. Addressing the
average minimum secrecy rate maximization problem, the
authors in [10] have aimed to optimize the secrecy rate while
accounting for the presence of multiple eavesdroppers. Further,
the authors in [11] have investigated a mobile UAV-relay node
that facilitates data transfer between two terrestrial users in the
presence of a terrestrial eavesdropper.

The authors in [12] aimed to maximize the secrecy rate
by employing AN generated by a UAV. They split the UAV’s
transmit power into two streams, one for serving terrestrial



users and the other for emitting AN to counter eavesdropping.
Exploring the problem of average secrecy rate maximiza-
tion, the researchers in [13] considered a UAV emitting AN
to deceive an eavesdropper while a terrestrial BS provided
communication services to the users. The authors in [14]
formulated a problem to maximize the worst-case secrecy
rate, considering the imperfect location of an eavesdropper.
They proposed a UAV serving a mobile user while jamming
the eavesdropper. Focusing on the security-reliability trade-
off (SRT) in a SWIPT-based relay network, the authors in
[15] introduced a friendly jammer to enhance security against
eavesdroppers.

Motivated by the previous works, we aim to establish
a reliable and secure multi-UAV relay system for energy-
constrained IoDs in scenarios where the direct links between
IoDs are heavily obstructed or shadowed. Different from [9],
[10], [12]-[14], where the authors have focused only on data
secrecy, we emphasize on reliability-security aspects of the
proposed system. Here, the IoDs harvest energy from the RF
signals transmitted by the nearby power beacon. Then, one
of the IoDs (loD;) utilizes the harvested energy to transmit
information to other IoD (loD;) with relaying assistance from
multiple UAVs. We employ the SNR-based relay-selection
technique to determine the best UAV for relay coopera-
tion. Additionally, we assume the presence of a terrestrial
eavesdropper capable of compromising the secrecy of the
transmitted information through the A2G link. Unlike [11],
[15], where the authors have utilized a separate UAV jammer
to counter the eavesdropping, we employ the same UAV that
performs both relaying and AN injection. Thus, during the
second phase, the selected UAV decodes the signal, introduces
self-generated AN, and broadcasts it to the intended node. The
system experiences composite channel fading conditions that
include log-normal distribution for shadowing and Nakagami-
m distribution for small-scale fading, owing to the prevalence
of the UAV’s A2G link. We derive closed-form expressions
for the secrecy outage probability (SOP), outage probability
(OP), and intercept probability (IP). We offer valuable insights
into the secrecy and reliability-security aspects of the proposed
work through extensive numerical analysis.

Notations: The probability, PDF and CDF of a random
variable X are denoted by Pr[-], fx(-), and Fx(-), respec-
tively. I'(+), I'(+,-) and Y(-,-) are the complete, upper and
lower incomplete gamma functions. /C,,(-) represents modified
Bessel function of second kind of vth order.

II. SYSTEM MODEL DISCUSSION
A. System Model

We consider multiple UAV relays-assisted secure commu-
nication between energy-constrained IoDs in the presence
of an eavesdropper, as illustrated in Fig. 1. There can be
many loDs deployed in a small geographical region, how-
ever, we focus on accomplishing information dissemination
between a selected pair of IoDs. All the involved nodes,
i.e., a power beacon (B), N number of UAVs (U,) for
n € {1,---,N}, the IoDs pair (IoD; and IoDs), and an
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Fig. 1. UAV-enabled secure IoD communications.
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Fig. 2. Transmission block for the considered system.

eavesdropper (Eve), are assumed to be equipped with single
antenna devices and operate in half-duplex mode. The hor-
izontal distances between the involved entities are taken as
ri; for (i,7) € {(b,1); (1,n);(n,2); (n,e)} with subscripts
b, 1, 2, n, and e indicate the nodes B, IoD, IoD>, U,, and
Eve, respectively. Thereby, the distances between these nodes
h2+4r7 ; and
8; = arctan (h/r; ;), respectively, where h is the height of the
U,. The data transmission block of duration 7" is divided into
three phases, i.e., the wireless power transfer (WPT) phase,
and two information transmission (IT) phases, as depicted in
Fig. 2.

Here, the main objective is to enable information transfer
between IoD; and IoDsy, where the direct path is heavily
obstructed. To achieve this, we utilize a multiple UAV-assisted
relaying scheme. The RF transmission from a nearby located
B is leveraged for energy harvesting at IoD; in the WPT
phase, i.e., aT, where « refers to the TS factor, satisfying
0 < «a < 1. Thereafter, IoD; transmits the information to
the multiple UAVs in the first IT phase, ie., 5(1 — a)T.
The UAV corresponding to best instantaneous SNR is selected
for relaying the information to IoDs by applying decode-
and-forward (DF) operation. We assume that a terrestrial Eve
is located in the vicinity of IoD,, which can wiretap the
information through A2G channel. Thus, in the second IT
phase, the selected UAV adds self-generated AN to increase
the security of data before transmitting it to IoDs.

B. Channel Model

We assume block fading scenario and adopt a composite
channel model that combines Nakagami-m distribution for
small-scale fading and a log-normal distribution for capturing
the effects of shadowing for the channels between UAV to
ground nodes. For example, the PDF of a composite fading

and the elevation angles are calculated as d; ; =



channel X can be derived using the Gauss-Hermite Quadrature
technique [16] and is given as

f (I’) = L i w mi,j mi,j xmi,jfl 67(,3;]J£) (1)
X o ﬁn:1 n Al,] F[mzj] ) ,

_ 10(\/§5i,jtn+19i,j)/10

where A; ; and m;; is the fading
severity parameter for the channel between the nodes ¢ and
j. Gauss-Hermite quadrature weights are %}Ven by w, and
Hermite polynomial roots are given by [t,],,_, with N sam-
ples. §; ; = cre” %% represents the standard deviation for the
environment parameters ¢; and di. ¥; ; denotes the average
path loss between the links [16], which is evaluated based on
LoS and NLoS probabilities, and ¥; ; is mathematically given
as ¥; j = (Pros(#) X V1ros +Pnros (0) X UnLos ), Where Py o5 and
Pnros represent the LoS and NLoS probabilities, respectively.
Here, Pros(0) = 1/(1+ae*%.i72)) and Pnpos(d) = (1—
PLos(0)), a and b are environment-dependent parameters, and
0 denotes the angle between terrestrial nodes and UAV relay.
Additionally, mean path-loss for LoS and NLoS components
is given as V1,5 and JnLos, respectively, and are expressed as
PLos = 2010g10 (47ch/C) + 2010g10di7j + YLos, and Unpos =
20log (47 fo/c)+20log, 4 d; j+NLos, Where ¢ and f. denotes
the speed of light and carrier frequency, ¥ os, and Pnios are
the propagation environment constants [6].

On taking the HIs into account, the received signal is given
as Y5 = hm(\/ﬁx, + CL]') + Ni,j5, where Ci,j NCN(O, k2p)
represents the distortion noise resulting from the transceiver
impairments, P denotes the transmit power, and k = kf—HcJQ
with k; and k; indicating the impairment levels of the trans-
mitter and receiver, respectively [17]. The special case where
Ci,; = 0 corresponds to the ideal case.

C. Signal-to-Noise-plus-Distortion-Ratios (SNDRs)

In the WPT phase, IoD; harvests the energy from the
RF signal transmitted by B, which is given by &y =
n(Py|hy1]?)aT, where P, is the transmit power of B, 7
is the energy conversion efficiency, and hy ; is the channel
coefficient. Thus, the power available at the IoD; is given
by P, = %ﬁ;)ﬁ)' In the first IT phase, i.e., the signal
received at the U,, node from IoD; in the presence of HIs can
be given as y1., = (v Piz1 + C1,n)h1,n + 1y, where Py and
x1 are the transmit power and unit energy symbol transmitted
by IoD;, respectively and n, ~ CN(0, Ny) represents the
additive white Gaussian noise (AWGN) at U,. Thus, based on
the received signal, the SNDR at the U,, can be expressed as

_ naly |, |1 n|*
nak?Py|hy1]?|h1n|? + B(1—a)Ny
From the multiple UAV relays, the best loD;-U, relay link is

selected by using the SNR-based relay selection technique in
the first IT phase [18]. This is mathematically given as

Y1,n 2)
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Next, in the second IT phase, the selected UAV decodes the
information signal received from the IoD; [12], [19]. Then,

it adds the self-generated AN with the signal and broadcasts
it so that the Eve should be unable to access the confidential
information [20]. Thus, the signals received at oDy and Eve
are given as

Yn=1=( VePntns +1/(1—€) Prrxa +Cnxi) ey +mu,  (4)
—_—— —
Information signal AN

where [ € {2,¢e}, x,« and P, are the unit energy symbol

and transmit power at U+, 2o € CN(0,1) is the normalized
complex Gaussian AN transmitted by Uy,-, n; ~ CN(0, No)
represents the AWGN at oD, and Eve, and 0 < € < 1 is
the power allocation factor for deciding the power dedicated
to information signal and AN. It is important to note that the
AN can be eliminated by the IoDy node, but the Eve fails
to remove the AN from the received signal [12], [21]. Thus,
based on the signal received in (4), the instantaneous SNDRs
at the IoDs and Eve can be expressed, respectively, as

€Pp|hn 2 |?
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III. PERFORMANCE ANALYSIS

A. Secrecy Outage Probability (SOP)

We define the SOP as an event that occurs when the secrecy
capacity Cs, which is defined as the difference between the
instantaneous capacity of a legitimate link and eavesdropper’s
link, falls below the target secrecy rate, Ry, (bps/Hz) [4]. The
SOP is mathematically expressed as

Psop =Pr[Cs < Run] =Pr [M <¢} ~Pr {M < qb} , (D

1+’Yn,e n,e

where Cs = (Cp2 — Cpe) for Co = (1 — B)(1 —
a)log,(1+yn,2) and C,, . = (1 —B8)(1 — a)logy(14+yp,e), and
¢ = 2Re/(1=B)(1=2) We derive the expression for SOP in the

following lemma.
Lemma 1: The expression of Py, is expressed as
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Proof 1: Please see Appendix A.
B. Security and Reliability Trade-off (SRT) Analysis

In this section, we perform the SRT analysis for the con-
sidered system, where IP and OP are used to evaluate security
and reliability performance, respectively [15], [19], [22].
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Fig. 3. SOP vs. SNR with different Ry, and

1) Outage Probability (OP): The system is said to be in
outage when the instantaneous data rate falls below the pre-
defined target rate, Ry,. The OP is given as

Pouwt =1 — (1 — Pr[Rl,n* < Rth])(l — PI‘[Rn’Q < thD
=1—(1="Pr[y, <¢¥)(1 = Pr[yn,2 <), ©

where Py + =P1[R1 p+ < Ru) and Py, 2 =Pr[R,, 2 < Ru] are
terms corresponding decoding of signal in the first and second
IT phases, Ry« = B(1 — a)logy (1 +71,,+) and Ry 2 =
(1= B)(1—a)logy (1 +7,2), 1 = 2Rw/B=2) _ 1 and § =
oRa/(1=F)(1-a) _ 1 are the target SNRs of different links,
respectively. Using (3) and (9), the expression for the OP can
be expressed as

Pout = 1 — (1 — [Pl < d)]) (1 = Pr[yn2 < 9])
=1- (1= (Fy, ()M - (9))-

We provide the expression of F, (i) in the following

lemma.
Lemma 2: The expression of F,,  (v) is expressed as
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Proof 2: Please see Appendix B.
On utilizing (5) and then performing some mathematical
simplifications, we can express F, ,(0) = Pr[|h,2|* < O],

where © = (ﬁ) Similar to (1), the PDF of |/, |2
can be obtained and substituted in the expression of CDF

F, ,(0) = foe fihno12(0)dz. We can obtain the CDF of
F,, () by the aid of [23, eq. (3.381.1)] as
1 = w My 2
F“’“=2(5):ﬁz F[mw]r{mn,z,@AnJ .12

c=0

04 05 06 07 08 03 1
€

Fig. 4. SOP vs. e with different Ry,.

Fig. 5. SOP vs. o and 5.

2) Intercept Probability (IP): An intercept event is encoun-
tered when the eavesdropper’s capacity becomes higher than
the pre-defined target rate [15], [19]. This is mathematically
given as

Pint = Pr[Cn,e > Rm] =1-F

Yn,e

(0)-
We can obtain F,, () = Pr[|h,.[* < Z] by using (6),

13)

where = = Al%;lw . Followed by performing necessary

simplifications as done to acquire (12), we can obtain the CDF

of F, .(¢) by the aid of [23, eq. (3.381.1)] as
1 < w m
F i g T n,es E e 9 14
’YTL,E(SO) \/7? ggo F[mn,e] |:’ITL s An,e:| ( )
where A, . = 10(V20n.ctotin.e)/10 gng w, provides the

weights of the Gauss-Hermite quadrature.

IV. NUMERICAL RESULTS

In this section, we provide the numerical and simulation
results for SOP and SRT analysis and verify the accuracy of
the analytical formulations. Throughout this section, P,
P, = P and P/N, represents the transmit SNR. Gauss-
Hermite quadrature approximation coefficients are taken as
J=L=G=Q =C =15. The UAV’s operational height,
h =30 m, and r; ; =50 m for (i,5) € {(b,1); (1,n);(n,2)}
and r,, . =60 m and f.=700 MHz. For the sake of simplicity,
the fading severity parameter, m;; = m = 2. We consider
a dense urban environment scenario with the following pa-
rameters: a = 12.081, b = 0.1139, (c1,d1) = (9.64,0.04),
(CQ, dg) = (3083, 004), (w]_os, wNLoS) = (1, 20) The Monte-
Carlo simulations are performed for 10° iterations to acquire
accurate results.

Fig. 3 illustrates the SOP performance for varying transmit
SNR with different values of Rth and m. It can be observed
from the curves that the SOP at IoD2 decreases with an
increase in transmit SNR for the fixed Ry, value. However,
the SOP performance degrades with an increase in Ry,. This
trend is expected as the instantaneous achievable secrecy rate
corresponding to the transmit SNR tends to fall below the
increasing value of target secrecy rate. Additionally, it can be
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Fig. 6. IP and OP vs. transmit SNR for different values of NV and e.

observed that increasing the value of m € {1,2,3} improves
the SOP performance.

Fig. 4 displays the SOP versus € curves for different values
of Ru. From the obtained curves, it can be inferred that the
SOP is minimum in the mid-range of e, while it drastically
increases for lower and higher values of e. When ¢ is too low,
the power allocated for IT decreases, leading to increased SOP.
On the other hand, for higher e values, the power allocated to
AN decreases, resulting in degraded SOP performance. Thus,
it can be concluded that the minimum SOP can be achieved
for an optimal value of e using the curves provided in Fig.
4. The SOP performance corresponding to different o and
values are depicted in the 3D plot shown in Fig. 5. As the time
allocation for WPT and overall information transfer between
the IoDs are realized by « and §, illuminating the combined
impact of these parameters on the system’s performance and
finding the optimal values of these parameters for achieving
desired system performance are of particular relevance. The
convex nature of the SOP plot suggests that there is an optimal
combination of « and 3, i.e., « = 0.3 and 8 = 0.5 at which
minimum SOP can be obtained.

Figs. 6 and 7 offer valuable insights into the trade-off
between security and reliability of the system. Further, ¢ = 1
corresponds to the conventional information transmission sce-
nario, where no AN is injected by the UAV. In Fig. 6, the plot
illustrates the IP and OP as a function of transmit SNR for
different values of N and e. As the transmit SNR increases,
both the OP with both single-UAV and multiple-UAVs cases
decrease. Notably, the outage performance improves signif-
icantly with the increasing number of UAV relays. This is
due to the fact that with more number of UAV relays, system
can achieve better diversity order resulting in improved OP
performance.

Further, from Fig. 6, it can be observed that the IP increases
as the transmit SNR increases, which is expected since a higher
transmit SNR improves the wiretap channel’s capacity. It is
shown that with € = 1, the IP performance is poor than that
for e = 0.4. This implies the existence of a trade-off between
security and reliability during information transmission in
the presence of an eavesdropper. Fig. 7 provides IP versus

e

Intercept Probability

102 107 10°

Outage Probability

Fig. 7. Analyzing SRT with IP vs. OP curves.

OP curves for different values of € and N. It demonstrates
that the SRT performance can be concurrently improved by
increasing the number of UAVs in the network. Therefore, it
can be concluded that multi-UAV relaying can significantly
enhance outage performance, while the AN injection scheme
can greatly improve data secrecy against eavesdroppers. This
results in a trade-off between security and reliability of the
considered system.

V. CONCLUSION

This paper focused on establishing a reliable relay link
between the energy-constrained IoD pair and improving the
secrecy in the information transmission. We investigated the
security and reliability performance of multiple UAVs-assisted
and WPT-enabled IoDs whose direct link is heavily shadowed.
Here, we utilized SNR-based relay selection and AN injection
to enhance the reliability and secrecy of the transmitted
information, respectively. By considering the HIs, we assessed
the secrecy performance in terms of the SOP and SRT. We
obtained the closed-form expressions of SOP, IP, and OP by
considering the composite fading channel model, i.e., log-
normal and Nakagami-m distributions. Through the simulation
results, we demonstrated that the secrecy performance of the
system 1is significantly affected by various factors such as
SWIPT parameter, target rate, number of UAVs in the network,
and power allocation for AN and IT phase.

APPENDIX A

On substituting the expressions of v, 2 and 7, . obtained
in (5) and (6) into (7), Psop can be expressed as

. oY . 54345
psop =Pr |:X < 41 — (¢A2 — Ag)Y:| _/O fY(y)dy
—_—
I;
oo ity
+ / ) / O ix @)y (ydedy,  (15)
Ay Az 0

I

where X = |h,2|? and Y = |h,, |* follow log-normal distri-
bution for shadowing and gamma distribution for Nakagami-
m faded signal amplitude distribution, whose PDF is given



by (1) A1 = (epn/No), Ag = ((1 — €)Pn/N0), and
Az = ((1 — e + k*>)P,/Np). In (15), I; can be evaluated
by leveraging [23, eq. 3.381.1]. Then, the PDFs of X and Y
are substituted in Iy, and then using [23, eqgs. 3.381.3] and
performing change of variables, we can obtain I as

J L m
_ 1 w5 Wy Mn,e Mne e
IQ - ™ Z Z F[mn,e} |:F (mn’e ’ A4~An,e) (An,e )

=0 1=0

My, 2—1 m m b
1 (maa Y7 (e (22
S e (AMM) (G (-2
1" Tl Mpe +p—1 *~ My, 2—r—1
G)TTE () e

; (16)

where Ay = ¢As — As. Finally, we can obtain the final
expression of Py, by using [23, eq. 3.471.9] as shown in (8).

APPENDIX B

Let Z = |hy1|? follows gamma distribution and V =
|h1,,|? represents a composite channel gain which follows log-
normal distribution for shadowing and gamma distribution for
Nakagami-m faded signal amplitude distribution, whose PDF
is given by (1). By using (2) and (10), the CDF F.,,  (¢) can
be given as

3 B\VZ
F’Yl,n(w) - Pr |:B2VZ+ B3 < w:|

- /Om F (%) fv (v)dv,

where By =naPy/No, Ba=nak?Pg /Ny, and B3=(1—a).

On inserting the CDF of composite channel distribution and
PDF given by (1) into (17) and then performing some mathe-
matical simplifications using [23, eqgs. (3.381.3),(3.471.9)], we
can get I, (1) as in (11).
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