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Entanglement distribution via photons over long distances enables many applications, including
quantum key distribution, which provides unprecedented privacy. The inevitable degradation of
entanglement through noise accumulated over long distances remains one of the key challenges in this
area. Exploiting the potential of higher-dimensional entangled photons promises to address this challenge,
but poses extreme demands on the experimental implementation. Here, we present a long-range free-space
quantum link, distributing entanglement over 10.2 km with flexible dimensionality of encoding by
deploying a phase-stable nonlocal Franson interferometer. With this distribution of multidimensional
energy-time entangled photons, we analyze the achievable key rate in a dimensionally adaptive quantum
key distribution protocol that can be optimized with respect to any environmental noise conditions. Our
approach enables and emphasizes the power of high-dimensional entanglement for quantum communi-
cation, yielding a positive asymptotic key rate well into the dawn of the day.

DOI: 10.1103/PhysRevX.13.021001 Subject Areas: Optics, Quantum Physics,
Quantum Information

I. INTRODUCTION

Securing communication against eavesdropping is one of
the most important challenges of modern society with its
constantly increasing use in information technology. The
security of our current encryption methods, however, is
challenged by the computational power of emerging

quantum computers and vulnerable to device hacking.
A solution to these threats can also be found in the
quantum realm, namely by means of quantum key dis-
tribution (QKD) [1,2]. In contrast to classical cryptography
relying on computational hardness assumptions, the secu-
rity of QKD is based on the very nature of physical laws. In
particular, quantum entanglement [3] allows us to establish
a secure cryptographic key between two communicating
parties, which can be used to establish a secure commu-
nication channel. Security of a cryptographic key produced
by an entanglement-based QKD protocol is assured by the
monogamy of quantum entanglement. This concept can be
extended to multiuser communication networks [4–7] and
thus has a great potential to revolutionize the way secrecy
of communication is protected. Over the past decade,
laboratory proof-of-principle experiments were turned into
real-world entanglement-based QKD implementations
over deployed fiber [8,9], horizontal free space [10–14],
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and satellite-Earth links [15–19]. Nevertheless, there are
fundamental challenges to overcome in free-space QKD
communication channels. Among these are long commu-
nication distances that cause high signal loss. With increas-
ing loss a point appears where intrinsic dark counts and the
presence of high intrinsic background count rates, which
generally make QKD during the day considerably more
difficult, become dominant. To overcome these limitations
it is possible to exploit fundamental quantum correlations
even further by leveraging properties of high-dimensional
quantum states. This can be achieved through hyperentan-
glement using simultaneous entanglement in different
degrees of freedom (d.o.f.) [20,21] and using d.o.f. that
intrinsically offer high-dimensional entanglement such
as the time-energy d.o.f. [22–24]. Indeed, such high-
dimensional quantum states do not only offer an increased
quantum communication capacity [25–28], but also pro-
vide improved noise robustness in entanglement distribu-
tion [29,30]. These remarkable features can be exploited in
a QKD protocol with high-dimensional encoding [31].
Although these features have been analyzed in theory using
simplified noise models and later also demonstrated under
laboratory conditions [32], a fully fledged demonstration of
the benefits of high-dimensional quantum states over a real-
world quantum channel has been missing until today.
In this paper, we implement the first high-dimensional

entanglement-based real-world free-space link and demon-
strate its practical usefulness by computing the asymptotic
key rate in the subspace encoding QKD protocol [31]. A
significant innovation of this approach is that it enables an
adaptive and flexible encoding, allowing for an optimized
QKD performance even under very harsh environmental
conditions. By establishing a 10.2-km-long free-space quan-
tum communication channel over Vienna’s metropolitan
area, we expose the quantum channel to themajor challenges
of free-space quantum communication and show that our
schemes help under all circumstances where noise plays, or
starts to play, a dominant role. To this end, we develop and
advance techniques that will enable fundamental and applied
experiments based on phase-stable nonlocal interference
over free space and long distances. Our approach provides
a pathway that harnesses the advantages of high-dimensional
quantum correlations to overcome the major challenges of
real-world quantum communication, paving the way for a
resilient and resource-efficient quantum internet.

II. RESULTS

A. Experiment and implementation

To exploit the high-dimensional nature of the time-
energy d.o.f., we produce entangled photon pairs and
measure two-photon interference in a Franson-type non-
local interferometer [33] over a long-range free-space link.
The long-range experiment is carried out between the
sending party at IQOQI Vienna (Alice) and the receiving

party (Bob), located at a 10.2 km free-space distance at
Bisamberg in Lower Austria (see Fig. 1).
The free-space quantum channel runs north-northeast

(bearing 10.89°), mainly across Vienna’s metropolitan area
and over the Danube river to Bisamberg. The strong
influence of atmospheric turbulence on the signal propagat-
ing over such anurban environment leads to fluctuation in the
angle of arrival of 150 μrad and an average channel loss of
∼25 dB, comparable to low Earth orbit satellite links [34].
We use spontaneous parametric down-conversion

(SPDC) to create hyperentangled photon pairs at Alice’s
laboratory. The entangled-photon-pair source is operated in
a Sagnac configuration [35,36] bidirectionally pumped by a
404.53 nm continuous-wave laser producing photon pairs
at 809 nm, with a coherence time of τp ∼ 3 ps defined by
the periodically poled potassium titanyl phosphate
(ppKTP) crystal length (see Appendix A 1). The resulting
quantum state features both time-energy and polarization
entanglement and can be approximated by

jΨiAB ¼
Z

dtfðtÞjt; ti ⊗ ðjH;Hi þ e−iϕjV; ViÞ; ð1Þ

where fðtÞ is a continuous function of time, determined by
the coherence time of the laser, and H (V) indicates the
horizontal (vertical) polarization state. One photon of a pair
is detected locally at Alice’s laboratory while the other is
transmitted over the turbulent free-space link to Bob. The
transmitter is composed of a 75 mm achromatic sending
lens and the beacon receiving 350 mmNewtonian telescope
mounted on top of a hexapod. Bob’s receiver consists of a
Cassegrain telescope with a 254 mm aperture also mounted
on a hexapod in addition to the entire receiving module. To
achieve consistent long-time-averaged count rates over the
free-space link, we implement a bidirectional angular
tracking of 532 nm beacon lasers at the transmitter and
the receiver [10].
Each communicating party is equipped with a receiving

module capable of performing measurements in two
incompatible bases: the time-of-arrival basis (TOA) and
the time-superposition (TSUP) basis (see Fig. 1). To
measure in the TSUP basis, the first-ever reported nonlocal
Franson-type interferometer [33] separated by a distance of
10.2 km free-space was build. In the TOA basis, we detect
the arrival time of the photons as well as their polarization
(HV measurement), effectively decreasing the accidental
noise photons as compared to a polarization insensitive
bucket detector.
To perform the TSUP-basis measurements, we imple-

ment unbalanced Mach-Zehnder interferometers (MZI)
with a path difference of τMZI ¼ 2.7 ns, which exceeds
the coherence length of the SPDC photons ðτp ≪ τMZIÞ.
By using polarizing beam splitters (PBS) in theMZIs, we

measure postselection-free Franson interference by map-
ping the polarization entanglement to the interferometer
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paths followed by a polarization measurement in the
D/A basis, effectively erasing the which-path information
[14]. Thus, we exploit the hyperentanglement of the photon
pairs to improve the time-energy TSUP measurement by
means of polarization entanglement (see Appendix A 2).
To enable nonlocal interference over a long-distance

free-space link, which has to be phase stable over signifi-
cant times, we devise and implement several experimental
features. To counteract the detrimental effect of atmos-
pheric turbulence and reduce mode mismatch between long
and short interferometer paths, caused by the difference in

angles of arrival, we place two 4f systems in the long path
of Bob’s MZI [5,37].
To reach the required high subwavelength demands in

terms of phase stability and to avoid phase drifts due to
thermal expansion of the MZIs, we stabilize them at the
sender and the receiver by using two lasers locked to atomic
hyperfine structure transitions [38], achieving frequency
fluctuations below 1 MHz. By using the pump laser as
stabilization laser we additionally lock the phase ϕ of the
state Eq. (1) to the phase of both interferometers
(see Fig. 1).

FIG. 1. Illustration of the high-dimensional quantum key distribution experiment. The free-space link is established between the
sender at IQOQI Vienna (Alice) and the receiver at Bisamberg (Bob) in Lower Austria over a distance of 10.2 km. The hyperentangled
photon source is pumped by a 39K stabilized laser at 404.532 nm. The hyperentangled state is set by adjusting a combination of half-
wave (HWP) and quarter-wave (QWP) plates. The hyperentangled photons produced at 808.9 nm by a ppKTP crystal are separated and
guided to the receivers Alice and Bob who by the aid of a 50∶50 beam splitter (BS) randomly measure their photons in the time-of-
arrival (TOA) and the temporal superposition (TSUP) basis. By using polarizing beam splitters (PBS) in the Mach-Zehnder-
Interferometers (MZI) followed by a polarization measurement in the D/A basis, we achieve postselection-free Franson interference.
While Alice analyzes her photons locally, Bob’s photons are transmitted over the free-space link to Bisamberg. The MZI is locked to the
pump laser stabilized by a piezoactuator controlled by the interferometric intensity changes measured by two photodetectors (PD). The
photon detection events are recorded by single-photon avalanche diodes (SPAD), time stamped by the time-tagging module, and
streamed to the server. The photons received at Bob are guided to his detection modules where we use several irises as optical baffles and
combinations of optical filters to reduce the influence of background radiation. Bob’s measurements are corresponding to Alice’s, with
the difference of having two 4f systems in the MZI to compensate for the atmospheric turbulence; Bob’s MZI is locked to a 87Rb
stabilized laser at 780.23 nm.
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An essential point for using the time-energy d.o.f. over
long distances is to keep the reference time frames of Alice
and Bob synchronized, which is demanding due to relative
drifts of the clocks and the small temporal size of time bins.
In order to solve this problem, we use Global-Positioning-
System-synchronized Rb clocks on both sides to lock the
time-tagging modules for long-term stability. The time-
tagging modules provide time stamps for each of the eight
photon-detection events and stream the data to the client
and server data storage, respectively. Furthermore, it is
necessary to compensate for relative short-term clock drifts
Tdev ∼ 30 ps=s by tracking via the statistical photon inten-
sity correlation function to gain accuracy [39,40].

B. High-dimensional state encoding from discretization

Because of the finite precision of recording each indi-
vidual photon’s time of arrival, we implement discretized
measurements in the energy-time d.o.f. These discretized
measurements work with notions of time frames and time
bins [29,31]. A time frame defines a time interval in which
the arrival of up to one photon is expected and its length is
one of the free parameters we can choose to manipulate the
effective state dimension. The time frame is further sub-
divided into time bins which determine whether Alice’s and
Bob’s recorded photon arrival times are correlated. One can
then specify a time frame of length Δtf that starts at time t0
and consists of d time bins of length Δtb. The measurement
outcome in the TOA basis, labeled j ∈ f0;…; d − 1g,
indicates the time of arrival in a time bin starting at time
t0 þ jΔtb. We use the time of arrival as the standard basis
and identify each time bin to a basis vector. Therefore, an
outcome j corresponds to the projection onto a state jji.
The TSUP-basis measurement, on the other hand, performs
a projection onto the superposition ð1= ffiffiffi

2
p Þðjji � jjþ kiÞ,

which comes from the indistinguishability between the
propagation of entangled photons through the short and the
long arms of the MZI. Notably, we require that k ¼
τMZI=Δtb to be an integer. This ensures that starting times
of both jji and jjþ ki are exactly τMZI apart and the
interference can be observed. The above-mentioned dis-
cretization effectively reduces the continuous quantum
state introduced in Eq. (1) to its discretized form:

jΨiAB ¼
Xd−1
j¼0

1ffiffiffi
d

p jj; ji ⊗ 1ffiffiffi
2

p ðjH;Hi þ e−iϕjV; ViÞ: ð2Þ

Overall, our measurement setup allows us to measure
elements of discretized states of the form in Eq. (2), giving
access to (d × d)-dimensional entangled states. In particu-
lar, we can choose to address different discretizations by
choosing different values of Δtf and Δtb, which represent
different levels of fine graining. This fine-graining process
bears the great advantage that it can be adapted and
optimized to the various channel and measurement

conditions in postprocessing. In the following, we dem-
onstrate this outstanding feature in an experiment and show
that it can be used for optimizing entanglement transfer
and secure key rates for a wide range of channel noise
contributions under real-world conditions. In particular, we
are working with a time-frame length of twice the MZI
imbalance (5.4 ns), which we divide into multiple time bins
to operate on Hilbert-space sizes varying between 4 × 4
and 36 × 36. Where the choice of 5.4 ns frame length leads
to well-defined TSUP measurements (see Appendix A 4).
Furthermore, we do not certify entanglement for d < 4 over
the free-space link due to the intrinsic low signal-to-noise
ratio [29], and d ¼ 36, corresponding to Δtb ¼ 150 ps, is
the highest dimension achievable beyond which the signal
is degraded due to limitations in the timing synchronization
and detector jitter (see Appendix A 7).

C. High-dimensional entanglement distribution

We first demonstrate that we indeed distribute entangle-
ment in the time-energy d.o.f. of the noisy free-space
channel. For this purpose, we exploit a tight and straightfor-
ward entanglement witness Ŵd that acts on qubit subspaces
of the distributed d-dimensional state. Entanglement is
certified when the expectation values hŴdi exceed the value
of 1.5 (see Ref. [41] and Appendix A 5).
We experience different types of noise during the 4 h

measurement run with distinct influences on entanglement
distribution and the corresponding optimal state dimen-
sionality. The strongest source of noise in the long term is
the continuously increasing background radiation from the
Sun which finally exceeds the level of noise tolerable to
observe an entanglement witness at 06∶46 (see Fig. 2).
Notably, this is more than 1.5 h after sunrise with a noise-
count rate on Bob’s side that is 20 times larger than the
signal from the source. Other noise types are minor
instabilities in the interferometers, caused by vibrations
or strong airflow, leading to dephasing noise in the TSUP
basis and the dark count rate of the detectors both
constantly adding to the noise count. Hence, our results
show that time-energy entanglement can be successfully
distributed in the presence of these different noise con-
tributions over a real-world quantum channel.

D. Noise-resistant time-energy
quantum key distribution

Here we demonstrate that it is possible to harness the
distributed entanglement for secure quantumcommunication.
For this purpose, we employ a recently introduced high-
dimensional subspace QKD protocol [31] for which we
estimate the achievable asymptotic key rates and demonstrate
the advantage of high-dimensional states for quantum com-
munication over urban noisy free-space channels.
The calculated asymptotic key rates, optimized with

respect to dimension d, are shown in Fig. 3. We clearly
observe that the optimal dimensionality changes with the
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noise conditions in the channel over time. For low noise
levels, lower dimensions generate the highest key rates,
while higher dimensions show the possibility to obtain a
secure key even under the influence of strong noise,

particularly during daylight. This enables us to adaptively
choose the best state dimension, featuring a flexible and
versatile approach for QKD under varying noise condi-
tions. The optimal dimension strongly depends on the type
of noise level the signal is experiencing. During precipi-
tation, we observe that the optimal dimension increases (see
Fig. 3 around 03∶45). Also during dawn, the ever rising
level of background radiation requires an increase of the
dimension d to acquire the optimal key (see Fig. 3 between
04∶30 and 05∶35).

III. DISCUSSION

We demonstrate the distribution of high-dimensional
entangled photon pairs over a 10.2-km-long free-space link
under various detrimental noise conditions. This is
achieved by advancing both experimental techniques and
theoretical tools, tailored for the optimal exploitation of the
high-dimensional quantum state. These results are the first
proof-of-principle demonstration of energy-time entangle-
ment-based QKD over a long-distance free-space channel.
The link runs partly over the urban inner-city area which is
heavily populated and causes very strong turbulences. The
developed quantum-state discretization and encoding tool-
box (see Appendix A 4) enables the optimization of QKD
under various noise conditions, providing an adaptive and
versatile avenue toward noise-resistant quantum commu-
nication for the future quantum internet.
The heart of our contribution consists of an innovativeway

in which we measure and exploit high-dimensional energy-
time entanglement. This requires the first realization of a

FIG. 2. Entanglement witness. Expectation values of entangle-
ment witness Ŵd of the discretized distributed state are plotted
for different discretization dimensions d ¼ f4; 6; 18; 36g. Values
above 1.5 certify entanglement [41]. The witness is evaluated for
data obtained by integrating over 200 s blocks of time-tagged
detector event streams, which corresponds to typical passage
times of satellites [42]. To show the increasing noise from
sunlight the received single-photon count rates at Bob’s side
are plotted in the background. From the plot it is apparent that
with sunrise the channel conditions start to deteriorate rapidly.
Nevertheless, entanglement can be certified well up to 1.5 h after
the sunrise (05∶03). Further, discretizations with higher dimen-
sionality outperform the lower-dimensional ones in all cases.

FIG. 3. Achievable key rate. The achievable key rates are plotted over the measurement time of the experiment. The key rate is
evaluated for data obtained by integrating over 200 s blocks of time-tagged detector event streams. For each interval the optimal nonzero
key-rate value is plotted, using different colors to indicate the corresponding best dimensionality. The orange line indicates sunrise, and
we show the rain data and single photon counts as a measure for background radiation. From the plot it can be clearly seen that our noisy
free-space channel can be used to distribute a cryptographic key under various noise conditions, even for considerable time after the
break of the day. Overall, the dimension of the discretization which achieves the largest key rate increases with the increasing
background radiation, thus demonstrating superior noise resistance of high-dimensional encoding.
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Franson-type interferometer used over a long-distance free-
space link. It is implemented by the deployment of two
interferometers and one photon-pair source, all being phase
locked in reference to each other separated by a 10.2 km free-
space link. Furthermore, we implement two 4f lens systems
in the receiver’s interferometer to counteract the influence of
wave-front distortion that otherwise would inhibit the inter-
ferometric measurement. For enabling a common reference
frame in the time-energy d.o.f. between the communication
parties, we had to implement a precise two-step clock
synchronization approach which reached a precision of
∼20 ps. These advances break ground for further work in
quantum science over long distances and under harsh
conditions ranging from fundamental tests, such as the study
of Bell nonlocality, to advanced applications in quantum
information.
Even though the implemented nonlocal interference

measurements only allow for measurements in two-
dimensional subspaces, our results provide optimal exploi-
tation of thehigh-dimensional state space and its applications
and benefits. We develop an entanglement-based QKD
scheme that effectively utilizes the high-dimensional state
space. It can be optimized and adapted concerning the
communication channel imperfections, such as strong losses
even during rainfall and high solar background radiation
(see Fig. 3). This can be achieved by calculating the
state-dimension trade-off between noise resistance and
information capacity (see Appendix A 6). Furthermore, all
adaptations can be applied in the postprocessing without any
change in the setup or knowledge of the noise contribution
prior to the measurement. This adaptability is what sets our
time-bin implementation apart from high-dimensional QKD
implementations using other d.o.f., where the total dimen-
sionality typically needs to be set before the start of the
experiment. Importantly, we also demonstrate that it is
necessary to use a state dimension of at least four in our
experiment to obtain a positive key rate and that the optimal
dimension is often found for even larger total dimensionality,
i.e., genuinely requires the usage of more than simple qubit
discretizations.
We show that both entanglement and secure key rates

can withstand different noise contributions within the
highly turbulent atmospheric channel long after sunrise
(see Figs. 2 and 3). The implemented channel is compa-
rable with low Earth orbit satellite links regarding losses
and turbulence [43,44], thus demonstrating its relevance for
global quantum communication. Although challenging, it
is possible to implement the source and detection modules
with the required stabilization and synchronization on
spaceborne platforms [16].
Entanglement even persists further into the day and is

still certifiable without any further assumptions, when no
key can be produced any more. On the one hand, this
could prove useful for other quantum communication
scenarios in which entanglement is always known to

provide an advantage, such as entanglement-assisted
classical communication [45]. On the other hand, this
should motivate further research into more elaborate
quantum key distribution protocols. Since distillable
entanglement [46] can still be shown, one would assume
that it should be possible to distill a useful key from the
noisy quantum states. Current protocols, however, sacri-
fice too much key to perform error correction preventing
them from providing a positive key rate.
Altogether, our results pave the way for an extensive

field of fundamental and applied research in quantum
science and technology that explores and exploits the
potential of high-dimensional quantum states.
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APPENDIX

1. Hyperentangled photon-pair source

The source is built in a Sagnac configuration deploying a
30-mm-long type-II ppKTP crystal which is bidirectionally
pumped without any active phase stabilization. By super-
posing the clockwise and counterclockwise SPDC photons,
a polarization-entangled two-photon state is created.
Further, due to the energy conservation of the SPDC
process, energy-time entanglement emerges within the
laser’s coherence length, which leads to the hyperentangled
state in Eq. (1). A laser stabilized to a potassium (39K)
hyperfine transition pumps the source at λ ¼ 404.453 nm
with a power of P ¼ 28.5 mW and a long-term stability of
≤1.8 fm=h. The signal and idler photons are produced in a
degenerate spectral mode at λ ¼ 808.9 nm. To evaluate the
source performance without link, we carry out local
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measurements yielding a pair rate of Rcc ∼ 65 kcps=mW
with a local heralding efficiency of η ∼ 26%, including
detector efficiency and source imperfections. Additionally,
we measure a local visibility of the entangled state in
the horizontal/vertical (diagonal/antidiagonal) polarization
basis of VHV ∼ 99% (VDA ∼ 98%).

2. Detection modules

The detection modules consist of two submodules,
namely the superposition (TSUP) and the time-of-arrival
modules, corresponding to the respective measurement
basis. Both modules receive the incoming beam via a
beam splitter to ensure random basis choice. Before
detection, the TOA basis is further multiplexed in the
polarization d.o.f. by means of a polarizing beam splitter.
For the TSUP measurement we deploy unbalanced MZIs
consisting of two polarizing beam splitters and a path
difference between the long and short arm ofΔL∼80.8 cm,
which corresponds to a propagation-time difference of
τMZI ∼ 2.7 ns. The polarizing beam splitters are used to
map the polarization-entangled state to the time-energy
entangled state. This means that polarization states are
mapped to temporal modes as jVipol→ jLipath and jHipol →
jSipath, where jSipath and jLipath represent the short and long
paths of the interferometers, respectively. The measurement
after the interferometers is performed in the D/A basis
to delete the photon’s which-path information. This
method facilitates a postselection-free Franson interferom-
eter which increases the efficiency of the energy-time
analyzers by a factor of 2. Each MZI is locked to a
stabilized laser via a piezoactuator in a closed control loop.
For this purpose, we apply Doppler-free saturation-
absorption spectroscopy to lock the lasers [47]. For Bob,
we use a 780.23 nm laser with a 87Rb cell; for Alice, we use
the SPDC pump laser at 404.53 nm with a 39K cell. The
stabilization compensates for thermal drifts to keep the
phase of the Franson interferometer stable within 1 MHz of
relative phase error. Because of atmospheric wave-front
distortion of the incoming beam, Bob’s receiving inter-
ferometer has two 4f systems implemented in its long arm.
These 4f systems map each incident angle of the arriving
beam from the first to the second PBS. The 4f system has
been used in the past as spatial filter and for spatial map
[5,37,48]. This spatial mapping makes Franson interference
possible despite the distorted wave front. The single-photon
avalanche diodes (SPADs) are free-space detectors with a
detection area of 150 μm in diameter on Bob’s side and
multimode-fiber-coupled SPADs on Alice’s side. Locally,
each Mach-Zehnder interferometer reaches an interference
visibility of 95%.

3. Link establishment

The sending lens (f ¼ 274; 5 mm) is a custom-made
achromatic duplet designed at λ ¼ 780 nm with a calcu-
lated spot size of d ∼ 50 mm (Gaussian beam) at 10.2 km
distance. It is mounted on top of a Newtonian telescope

(f ¼ 1140 mm) with an aperture of 350 mm, which is
additionally used for pointing and tracking. Furthermore, a
beacon laser (λ ¼ 532 nm) is mounted on the telescope. On
the receiving side, we choose an off-the-shelf Cassegrain
telescope (f ¼ 2032 mm) with an aperture of 254 mm.
This choice is a result of a trade-off between availability,
cost, loss, and weight. The telescope introduces a 6 dB
geometric loss to the link budget due to the size and the
central obstruction. Also, the receiver has a beacon laser
mounted for bidirectional tracking. To avoid angular beam
transfer from the receiving telescope to the setup
and to optimize the pointing, the sending telescope and
the entire receiver setup are mounted on hexapods. This
link configuration enables bidirectional closed-control-loop
tracking with 1 Hz on the beacon lasers with a 5 μrad
resolution. We use a 532 nm pointing laser to easily
separate the pointing signal from the quantum signal at
810 nm. Without tracking, with the best experienced
environmental conditions the signal at 810 nm is steadily
decreasing within 1 h to background noise levels.
Additionally, without tracking, it would not have been
possible to align the setup with respect to the link. During
the alignment without tracking the signal is immediately
lost due to the weight shifts and the mechanical stress to the
optical setup. This method prevents beam wandering and
keeps the signal intensity at the optimum. To reduce stray
light on the receiver, multiple irises are placed in the setup
and attached behind the telescope. A combination of long-
pass, short-pass, and interference bandpass filters is placed
in the incoming beam to minimize environmental noise
further. The filters are chosen to lower noise in the overall
sensitivity spectrum of Si-based detectors by 60 dB. With
the exception of the bandpass filter with a bandwidth
(FWHM) <1 nm at λ ¼ 808.9 nm to ensure the narrow
spectral filtering of the signal wavelength.

4. Discretization techniques

As we briefly describe in Sec. II, the crucial component
of the discretization is the division of time-tagged detection
event streams into time bins of length Δtb. Subsequently, d
subsequent time bins are collected into a time frame. As the
quantum state of the photon pairs corresponds to a coherent
superposition of arrival times, the information of the arrival
time of a photon in one of the d time bins of a single time
frame forms the computational basis of a d-dimensional
Hilbert space. Counting from zero, the arrival in the jth
time bin of the time frame is represented by a basis vector
jji. Using the continuous entangled-state description pre-
sented in Eq. (1), the energy-time part of the (unnormal-
ized) discretized state can be written as

jΨiAB ¼
Xd−1
j¼0

cjjjiAjjiB; ðA1Þ
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where jcjj ¼
R tjþΔtb
tj dtfðtÞ, fðtÞ is a continuous function

of time, determined by the coherence time of the laser, and
tj denotes the starting time of the jth time bin. Note that if
the coherence time of the laser is much longer than the
length of a time frame Δtf ¼ jtd−1 − t0 þ Δtbj, then fðtÞ ≈
f̄ ¼ const in this interval, which leads to cj ¼ f̄Δtb and,

after normalization, to jcjj ¼ 1=
ffiffiffi
d

p ∀ j.
In light of the discrete state description above, the TOA

measurement can be trivially described as a projection onto
the basis fjjigd−1j¼0. The basic data unit associated with the
corresponding joint measurement is a d × d correlation
matrix MTOA ¼ ðmi;jÞði;jÞ, which in position mi;j contains

the number of coincidences obtained in time bins jii
and jji on Alice’s and Bob’s side, respectively, meaning
mi;j ∝ Trðρ̂ABjiihij ⊗ jjihjjÞ.
The description of the TSUP-basis measurement is more

involved, because only the superposition of arrivals
between certain pairs of time bins can be measured.
Recall that the delay introduced in the interferometer’s
long arm is τMZI ∼ 2.7 ns and that the measurement
arrangement effectively erases the information about which
path (long or short) the photon took. Therefore, if there are
two time bins jii and jji with starting times ti and
tj ¼ ti þ τMZI, respectively, a click in a TSUP detection
module in time interval ½ti; ti þ Δtb� is interpreted as a
projection onto an equal superposition of photon arrival in
time bins jii and jji. Since the which-path information is
deleted using the D/A-basis measurement in the polariza-
tion degree of freedom, the information about the phase
between time bins jii and jji in their superposition is
encoded in information about which of the two detectors in
the TSUP detection module clicked. The click of a detector
in the transmitted path is interpreted as a projection onto
jþi;ji ¼ ð1= ffiffiffi

2
p Þðjii þ jjiÞ and the click of a detector in the

reflected path as j−i;ji ¼ ð1= ffiffiffi
2

p Þðjii − jjiÞ. The basic data
unit for the TSUP measurement therefore contains four
d × d matrices Mþþ

TSUP, M
þ−
TSUP, M

−þ
TSUP, and M−−

TSUP, which
capture time-of-arrival information as well as which detector
[transmitted (þ) or reflected (−) path] in Alice’s and Bob’s
TSUP measurement modules clicked. As an example, con-
sider matrix element mþ−

i;j of Mþ−
TSUP, which contains the

number of coincident projections onto jþi;i0 i on Alice’s side
and j−j;j0 i on Bob’s side, where ti0 ¼ ti þ τMZI and
tj0 ¼ tj þ τMZI. Further complication comes from the fact
that not all projections captured in four TSUP correlation
matrices belong to the chosen time frame and therefore their
detection is not a valid measurement outcome for the chosen
Hilbert space. As an example, consider the d − 1st row of an
arbitrary TSUP correlation matrix that contains the number
of projections onto a superposition between time bin jd − 1i
and a time bin starting at time td−1 þ τMZI inAlice’s lab. Such
a projection clearly falls outside of the time frame defined by
time bins j0i;…; jd − 1i with t0 < t1 < � � � td−1. In this

sense the TSUP detection module can project onto an
overcomplete set of projectors, some of which even fall
outside of the chosen discretization. In order to obtain well-
defined and normalized outcome probabilities in the TSUP
basis, the set of projectors fjþi;ji; j−i;jig, which are con-
tained in the four TSUP correlationmatrices, need to contain
at least one full basis of the Hilbert space associated to the
chosen time frame.
The presented results are obtained by setting the time-

frame length to 2τMZI ¼ 5.4 ns. Each time frame is sub-
sequently divided into timebins of equal sizeΔtb. The choice
ofΔtb influences the dimensionality d of theHilbert space as
d ¼ 2τMZI=Δtb. In our experiment, the highest chosen
dimensionality is d ¼ 36 ðΔtb ¼ 150 psÞ and the smallest
one d ¼ 4 ðΔtb ¼ 1350 psÞ. Importantly, if even values
of d are used in postprocessing, then the four TSUP data
matrices contain coincidence counts for projections onto
fjþi;iþd=2i; j−i;iþd=2ig for each i ∈ f0;…; d=2 − 1g. Such a
set of vectors forms a complete basis of the chosen
d-dimensional Hilbert space and thus defines a normalized
projective measurement. Coincidence counts corresponding
to these projectors can be straightforwardly normalized into
estimates of outcome probabilities, which are subsequently
used in the key-rate and entanglement witness calculations.
Having defined the Hilbert spaces and measurements

used in the postprocessing, it remains to define additional
measurement assumptions. We process the measurement
by splitting the data into 200 s intervals and sequence
them into time frames. Therefore, both TOA and TSUP
matrices used for the calculation of results in different
times contain coincident counts from 200 s integration of
time frames. In order to deal with nonconclusive meas-
urement rounds, we employ a fair-sampling assumption.
In the ideal case, in each of the time frames exactly one
detector would click in both Alice’s and Bob’s labs—we
call such events valid time frames. Time frames in which
neither party or just a single party detects a photon are
discarded, while multiclick time frames are assigned
random outcomes, which are added to the data matrices
produced by valid time frames.
The signal-to-noise ratio in the valid coincidences in the

measurements depends very strongly on the environmental
conditions (see Table I).

TABLE I. Frame statistics from the best and the least achievable
key rate in SUP (time-superposition) basis (see Fig. 3). The valid
frame ratio is the ratio of valid frames to all possible frames in the
integration time. The signal-to-noise ratio (SNR) is the ratio of
valid frames and the coincidence frames which detect a photon in
the same bin.

Dimension Time Valid frame ratio Valid frames SNR (%)

6 03∶20 2.49 × 10−6 91152 58.5
18 05∶35 2.35 × 10−6 86943 19.8
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5. Qubit subspace entanglement witness

As pointed out in Ref. [29], strong entanglement robust-
ness can be observed in subspaces of high-dimensional
entangled states. Therefore, we evaluate a qubit entangle-
ment witness in 2 × 2 subspaces of the whole (d × d)-
dimensional Hilbert space. Recall that time frames of even
dimensionality d are used and therefore both Alice’s and
Bob’s local d-dimensional Hilbert space can be interpreted

as a direct sum of d=2 qubit Hilbert spaces HðiÞ
2 , where

index i runs from 0 to d=2 − 1. Further, each subspaceHðiÞ
2

is spanned by computational basis vectors jii and
jiþ d=2i. In the subspace postselection, only coincidences
where both Alice and Bob register a click in the same
subspace are kept and to each subspace two measurements
are associated. The first measurement is a projection onto
the time-of-arrival basis spanned by fjii; jiþ d=2ig and
the second one is a projection onto fjþi;iþd=2i; j−i;iþd=2ig.
Both of these form a complete set of projectors in their
respective qubit subspaces and thus can be renormalized
into joint outcome probabilities. Importantly, the employed
entanglement witness takes into account only probabilities
of matching outcomes in both measurements. In each
subspace, the relative frequency of matching outcomes
for the TOA measurement is calculated as pi

TOA ¼ ðmi;iþ
miþd=2;iþd=2Þ=ðmi;i þ mi;iþd=2 þ miþd=2;i þ miþd=2;iþd=2Þ,
where ma;b are elements of the raw count matrix MTOA

defined in the previous section. Similarly, the relative
frequency of matching outcomes for the TSUP measure-
ment is calculated as pi

TSUP ¼ ðmþþ
i;i þm−−

i;i Þ=ðmþþ
i;i þ

mþ−
i;i þm−þ

i;i þm−−
i;i Þ, where all m�;�

i;i are elements of the
corresponding matrix M��

TSUP. The measured state is

entangled [49] in subspace HðiÞ
2 ×HðiÞ

2 if and only if
pi
TOA þ pi

TSUP > 3=2. In Fig. 2, the average value of the
witness calculated over all d=2 qubit subspaces is plotted.
Succinctly, for each subspace i this quantity can be
expressed using a witness operator:

ŴðiÞ
d ¼ jiihij ⊕ jiihij

þ jiþ d=2ihiþ d=2j ⊕ jiþ d=2ihiþ d=2j
þ jþi;iþd=2ihþi;iþd=2j ⊕ jþi;iþd=2ihþi;iþd=2j
þ j−i;iþd=2ih−i;iþd=2j ⊕ j−i;iþd=2ih−i;iþd=2j; ðA2Þ

with a condition that Trðρ̂ðiÞABŴðiÞ
d Þ > 3=2, where ρ̂ðiÞAB is the

projection of the experimental state ρ̂AB into the ith
subspace.

6. Key-rate estimation

For each subspace HðiÞ
2 ⊗ HðiÞ

2 defined in the previous
section, the asymptotic key fraction (i.e., key per subspace
coincidence) can be estimated using the Koashi-Preskill
[50] formula:

KðiÞ ≥ 1 −Hðpi
TOAÞ −Hðpi

TSUPÞ; ðA3Þ

where Hð·Þ is the Shannon entropy function. To obtain the
overall average key fractionK, individual key-rate fractions
KðiÞ of all subspaces are averaged. The key rate per second
can in turn be calculated by multiplyingK by the number of
subspace coincidences per second. Increasing the dimen-
sion increases the information shared by each transmitted
and accepted photon pair [see Fig. 4(a)], but on the other
hand lessens the number of photon-pair detection events
accepted by the protocol and therefore reduces the key rate
[see Fig. 4(b)]. Note that in each integration interval of
200 s for which we estimate the key rate (see Fig. 3), we
obtain coincidence counts ranging from 101 000 (during
the night) to 28 000 (after dawn).

7. Time synchronization

In our implementation the two communicating labs are
separated by 10.2 km. Although the signal travels with the

FIG. 4. Key rate versus key fraction. A closer look at achievable
asymptotic key rate. (a) Key fraction—the achievable key rate per
postselected coincidence—plotted for different values of discre-
tization dimension. To obtain key rate in bits per second, shown
in (b), this value is multiplied by the number of subspace
coincidences in the given 200 s integration window. Panel
(a) shows that discretizations consistently achieve the highest
key fraction with the highest local dimension d. However, the
highest key fraction does not lead to the overall highest key rate
per second in most cases, as using higher-dimensional discreti-
zation also leads to a smaller number of subspace coincidences
per second. The lines serve as guides for the eye.
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speed of light there is a significant timing delay introduced
between Alice and Bob, concerning the time-frame and
time-bin sizes used in the experiment. The delay is addi-
tionally increased by electronic jitter and group velocities
caused by signal processing. All these effects combine to
33.802 μs and can be subtracted as an offset from Bob’s
time tags. This operation leaves a timing uncertainty error
in the order of 10 ns which is still too large to process the
time bins efficiently. The residual error is caused by the
relative drift Tdev of the two Rb clocks on each end of
the experiment. To further improve our timing accuracy we
use the intrinsic property of the SPDC to produce time-
correlated photon pairs within the coherence time of
τp ∼ 3 ps. After splitting and distributing the correlated
photons to each communication partner, we chop the time
tag streams into 1 s chunks and perform an intensity
correlation function to an offset corrected chunk of Bob
with the corresponding chunk of Alice [51]. This results in
a photon coincidence distribution with a peak at the
expectation value μ̄. The value of μ̄ is calculated every
second and added to the offset to track the coincidence
peak. This results in a residual synchronization error in the
order of σ̄ ¼ 20 ps (see Fig. 5). With higher count rates one
can increase the accuracy further. To not diminish the key
rate and to increase the timing precision, we use correla-
tions between TOA and TSUP basis of Alice and Bob.
These are caused by the 3 dB beam splitters responsible for
the passive the basis choice (see Fig. 1), and in any case
contribute a 3 db loss to the link budget.
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