
Author Accepted Manuscript version of the paper by Shao-Fang Wen and Basel Katt in Information and Computer 

Security, DOI: 10.1108/ICS-06-2023-0101 

Distributed under the terms of the Creative Commons Attribution License (CC BY 4.0) 

1 

 

Exploring the Role of Assurance Context in System Security Assurance 

Evaluation: A Conceptual Model 

 

Shao-Fang Wen*, Basel Katt 

Department of Information Security and Communication Technology 

Norwegian University of Science and Technology 

Gjøvik, Norway 

 

* Corresponding author.  

   Email address: shao-fang.wen@ntnu.no 

   ORCID: http://orcid.org/0000-0002-6228-8367 

 

Abstract.   

Purpose – Security Assurance Evaluation (SAE) is a well-established approach for assessing 

the effectiveness of security measures in systems. However, one aspect that is often 

overlooked in these evaluations is the assurance context in which they are conducted. This 

research paper aims to explore the role of assurance context in system SAEs and proposes a 

conceptual model to integrate the assurance context into the evaluation process. 

Design/methodology/approach – The conceptual model highlights the interrelationships 

between the various elements of the assurance context, including system boundaries, 

stakeholders, security concerns, regulatory compliance, and assurance assumptions, and 

regulatory compliance. 

Findings – By introducing the proposed conceptual model, this research provides a 

framework for incorporating the assurance context into SAEs and offers insights into how it 

can influence the evaluation outcomes.  

Originality/value – By delving into the concept of assurance context, this research seeks to 

shed light on how it influences the scope, methodologies, and outcomes of assurance 

evaluations, ultimately enabling organizations to strengthen their system security postures 

and mitigate risks effectively. 
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1. Introduction 

In today's interconnected world, Information and Communication Technology (ICT) has 

become the lifeblood of organizations across various sectors. It facilitates seamless 

communication, enables efficient operations, and empowers data-driven decision-making. 

Given the extensive dependence on ICT systems, it is of utmost for organizations to prioritize 

the adoption of comprehensive security measures to safeguard their ICT systems and 

maintain a strong security posture. These measures are instrumental in reinforcing defenses 

and mitigating the potential risks posed by unauthorized access, data breaches, service 

disruptions, and other harmful cyber incidents. However, the implementation of security 

measures alone is not sufficient. Organizations must also possess tangible evidence that 

validates the effectiveness and adequacy of their security implementation (Johnson 2006; 

Williams 2001). This evidence serves as a testament to the organization's commitment to 

security and assures stakeholders that appropriate measures are in place to protect valuable 

information and critical assets. 

Security Assurance Evaluation (SAE) has emerged as a valuable approach for organizations 

to evaluate and ensure the trustworthiness and reliability of their systems  (Katt and Prasher 

2019). By conducting SAE, organizations can assess whether a system operates correctly and 

securely, thereby instilling confidence in its functionality and mitigating potential risks 

(Boyce and Jennings 2002). Specifically, SAE involves evaluating, documenting, and 

monitoring the security posture of systems to determine whether the implemented security 

features, practices, procedures, and architecture effectively align with the security objectives 

before dissemination or delivery to the intended users (Ross 2011). One of the key benefits 

of SAE is its contribution to regulatory compliance (Ezingeard et al. 2005). Organizations 

are often required to adhere to specific regulatory requirements, industry standards, and best 

practices to demonstrate compliance by evaluating their security measures against these 

benchmarks and identifying any gaps or non-compliance areas that need to be addressed 

(Hale and Gamble 2019). 

In recent years, there has been a significant surge in research efforts dedicated to SAE 

methodologies (Shukla et al. 2021). This increased focus has led to the development of 

numerous frameworks, models, and techniques that are specifically designed to assess and 

enhance the security of systems. These advancements have greatly contributed to the 

understanding and evaluation of security measures across various domains. However, amidst 

the progress made, it is important to acknowledge a crucial aspect that is often overlooked in 

these evaluations—the Assurance Context in which evaluation activities are conducted. 

According to Suchman (Suchman 1987), work is a situated activity and, particularly, it is 

performed within a context. This implies that all the essential information required for a work 

process to accomplish its objectives must be encapsulated within the context itself. To have 
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a complete understanding of actions and events, stakeholders must have access to all the 

pertinent contextual information associated with those circumstances (Borges et al. 2005; 

Kwan and Balasubramanian 2003; Santoro and Brézillon 2005).  

To enhance the overall effectiveness of SAEs, it is imperative to recognize and incorporate 

the assurance context into the evaluation methodologies and frameworks utilized during the 

evaluation process. By recognizing the specific context within which the SAE are conducted, 

organizations can ensure that their evaluations are comprehensive, accurate, and truly 

reflective of their security needs and objectives. This paper aims to explore the role of 

assurance context in system SAEs and proposes a conceptual model that highlights its 

significance. Our objective is to explore and address the research question: "What are the 

principal attributes of the assurance context that define the process of evaluating System 

Security Assurance?" By delving into the concept of assurance context, this research seeks 

to shed light on how it influences the scope, methodologies, and outcomes of system SAEs, 

ultimately enabling organizations to strengthen their system security postures and mitigate 

risks effectively.  

The rest of this paper is organized as follows. In Section 2, an exploration of the concepts of 

security assurance evaluation and assurance context is conducted. Section 3 introduces the 

proposed conceptual model for assurance context. Following that, Section 4 delves into the 

interconnections between the context model and the assurance evaluation. Finally, the 

conclusion and future work are presented in Section 5. 

2. Background 

This section outlines the concepts of SAE and assurance contexts, and their relationships are 

briefly described. This is the first step towards ensuring reliable communication within this 

field. 

2.1 Security Assurance Evaluation  

As suggested by Anderson (Anderson 2020), Assurance can be defined as the evaluation of 

the likelihood of system failure in a specific manner. In the context of security, security 

assurance can be simply understood as our estimation that the system will remain 

uncompromised. From a substantive perspective, security assurance encompasses the degree 

of confidence in satisfying security requirements (Spears et al. 2013). It involves ensuring 

that the necessary security measures are in place to protect the system from potential threats, 

vulnerabilities, and attacks. The NIST Special Publication (Ross 2011) provides a formal 

definition of security assurance as "the measure of confidence that the security features, 

practices, procedures, and architecture of an information system accurately mediate and 

enforce the security policy" (Page 26). Organizations strive to achieve a high level of security 

assurance to minimize the risk of security breaches and maintain the integrity and 
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confidentiality of their systems and data. This paper adopts the definition of security 

assurance proposed by Katt and Prashe (Katt and Prasher 2019), which views security 

assurance as an attribute linked to the confidence that system requirements are fulfilled, while 

vulnerabilities and weaknesses are either tolerated or addressed. The term "evaluation", with 

this definition, signifies a systematic process that involves assessing the Security Posture of 

a system to determine its overall security status and conditions. 

Security assurance evaluation typically follows a systematic approach that encompasses a 

range of activities, starting from the identification of relevant security policies and standards 

(Hecker and Riguidel 2009; Jaskolka 2020). These frameworks and methodologies provide 

a structured framework for conducting assessments, testing, and analysis of the system's 

security controls and practices. During the evaluation process, emerging threats are taken 

into consideration, reflecting the dynamic nature of the cybersecurity landscape. Compliance 

with applicable regulations and industry standards is also assessed to ensure that the system 

meets the necessary legal and industry requirements (Hale and Gamble 2019). The security 

assurance evaluation aims to provide an objective and unbiased assessment of the system's 

security posture by collecting and examining evidence. This involves identifying potential 

gaps or weaknesses in the security controls, practices, and architecture. Such findings are 

crucial in enabling stakeholders to make informed decisions regarding the system's security 

and to allocate resources effectively for risk mitigation (Peltier 2005). The ultimate objective 

of security assurance evaluation is to drive improvements in the system's security posture 

(Ouedraogo et al. 2012). Based on the evaluation findings and recommendations, 

stakeholders can prioritize remediation efforts, implement necessary security enhancements, 

and allocate resources efficiently to address identified weaknesses. This iterative process 

ensures that the system's security posture evolves and improves over time, keeping up with 

the evolving threat landscape and maintaining a strong defense against potential cyber threats 

(Peltier 2005; Sattarova Feruza and Kim 2007). 

2.2 Context and Contextual Information 

Context refers to the situation within which something exists or happens, and that can help 

explain it (CambridgeDictionary). Dey (Dey 2001) defines context as ‘‘any information that 

can be used to characterize the situation of entities that are considered relevant to the 

interaction between a user and an application, including the user and the application 

themselves”. This information set is named contextual information (Abowd et al. 1999). 

Context provides for two essential processes: on the one hand, it supports the 

particularization of meanings by restricting the cognitive process of meaning construction, 

and by eliminating ambiguities or concurrent meanings that do not seem to be adequate at a 

given moment; on the other hand, context also prevents this particularized meaning from 

being isolated as it brings about coherence with a larger whole (Van Oers 1998).  
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Contextual information includes elements such as time, location, historical background, 

social dynamics, and environmental factors that contribute to the nuances and complexities 

of a given situation. Contextual information is a crucial component of fully understanding 

knowledge (Klemke 2000; Brézillon 2002; Jafari et al. 2008).  In various disciplines, from 

communication to problem-solving and analysis, grasping contextual information is essential 

for avoiding misunderstandings, making informed choices, and effectively addressing 

challenges (Brézillon 2002). The context can provide a major meaning to knowledge, 

promoting a more effective comprehension of a determined situation in collaborative work 

(Brézillon and Araujo 2005). Access to relevant contextual information enables stakeholders 

to comprehensively understand the work processes, make informed decisions, and effectively 

respond to the challenges and opportunities that arise (Silva et al. 2012).  

3. Related Work 

Within this section, we will explore the forefront proposition of methodologies, frameworks, 

and models that address contextual information in the SAE. Our goal is to create a curated 

collection of critical concepts concerning assurance contexts in this particular field. Our 

curation process entails a careful selection and analysis of recent scholarly articles that delve 

into the integration of contextual factors into SAE. 

3.1 Security Assurance Evaluation Framework 

During the evaluation of system security, it is a typical practice to consider diverse 

information security standards and maturity models. These resources provide structured and 

methodical strategies to progressively improve security practices over time. One of the most 

representative works is the Common Criteria for Information Technology Security 

Evaluation (often referred to as Common Criteria or CC) (ISO 2022). The CC is an 

international standard (ISO/IEC 15408) for the security evaluation of IT products. CC offers 

a comprehensive framework of guidelines and specifications that can support the definition 

of security functional requirements and security assurance requirements. By following a 

strict, standardized, and repeatable methodology, the CC ensures the effective 

implementation, evaluation, and operationalization of security products by the specific 

operational contexts they are intended for (Shukla et al. 2022).  In the realm of CC, the 

assessment process of the target of evaluation (TOE) takes into consideration contextual 

information, including identifying potential security threats, establishing organizational 

security policies, and making necessary assumptions. 

In addition to CC, various researchers have been working on the development of SAE models 

and frameworks. Valuable insights and contextual information about SAE can be derived 

from their research contributions. For instance, Deveci et al. (Deveci and Caglayan 2015) 

have proposed a model-driven security framework that is used for the analysis, design, and 

evaluation of security properties of information systems. This framework supports 
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developers and evaluation authorities in implementing the CC assurance process through 

formal methods based on UML. Katt and Prasher (2019) proposed a general-purpose security 

assurance framework and its assurance evaluation process. The basic components of the 

proposed framework included are the assurance scheme, assurance target, assurance metrics, 

assurance technique, and assurance level. They discussed the advantages of quantitative 

security assurance metrics considering both the security requirements and vulnerabilities. 

Villagrán-Velasco et al. (2020) evaluate system security based on threat enumeration and on 

verifying if these threats are not controlled in specific software architectures. They also 

consider the effect of policies and the use of weights according to their impact.  

3.2 Ontology-Based Conceptual Modeling for Security Assurance Evaluation 

Numerous research studies have made attempts to utilize ontology-based approaches in the 

conceptual modeling process for integrating various security assurance concepts and 

methodologies. The main benefit of the ontology-based model is the availability of a formal, 

encoded description of the domain knowledge: that is, all the concepts, their attributes, and 

their inter-relationships will be well-defined and represented (Berners-Lee et al. 2001). 

Within the field of ontology-based SAE, there exists a considerable body of research 

literature. Among them, we can highlight several recent papers aimed at modeling security 

assurance knowledge and security assessment methodologies. 

Franco Rosa et al. (2018) have developed a security assessment ontology called SecAOnto, 

which serves to conceptualize the key knowledge in the field of security assessment. The 

primary objective is to provide support for security assessment methods that rely on 

assessment criteria. SecAOnto comprises various core concepts that can be broadly classified 

into three categories: system assessment, information security, and security assessment. 

Aman and Khan (2019) presented an ontology-based security model that aims to provide the 

necessary knowledge to evaluate the security performance of an application specifically in 

the context of its hosting infrastructure. The ontology consists of three domains: (1) The 

infrastructure domain contains the necessary vocabulary to set up a virtual operational 

environment for the target of evaluation, (2) the Testing profile domain is used to define, 

implement, and execute the test scope, requirements, and specifications, and (3) Security 

aptitude domain encompasses a list of all the known vulnerabilities that are assigned an 

impact score using the Common Vulnerability Scoring System (CVSS). 

Gonzalez-Gil et al. (2019) proposed a context-based security evaluation ontology 

(IoTSecEv) to describe the different security preferences of the end-users of an IoT device, 

based on concerns and interests in different security elements, such as threats, vulnerabilities, 

security mechanisms or features. In that regard, it is possible to evaluate security from a 

context-based standpoint in which the different interests and concerns of the uses are properly 

addressed. In the domain of cloud security, Maroc and Zhang (2019) developed an ontology 
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(CS-CASEOnto) for cloud services security evaluation, which covered necessary security 

knowledge and relevant cloud concepts of significance to security measurement. The 

ontology includes concepts related to the evaluation target, criteria, yardstick reflecting 

stakeholders' requirements, and the related evaluation activities including data gathering 

techniques and data synthesis approaches. 

In the automobile domain, Shaaban et al. (2019) presented an ontology (OnSecTa) for the 

security verification and validation process. The model verifies and validates security 

requirements in a vehicle to assure that these requirements are fulfilled according to the 

security status, and the actual security goal needs to be achieved. It creates an ontological 

view of vehicle components and detected potential threats and related security requirements 

(defined according to Common Criteria – Protection Profile). With logical queries to the 

ontology, one can determine whether or not the security requirements can handle risks in a 

vehicle. In addition, Powley et al. (2019) proposed an Evaluation Ontology (EO) that 

facilitate the modeling of evaluation processes and outcome in automobile industries, 

specifically for connected vehicles. For dealing with the complex systems of systems that are 

vulnerable to cyberattacks, it aims to integrate different types of evaluation into a single 

model for all activities at all levels of all organizations in an enterprise. 

Lastly, Doynikova et al. (2020) propose a semantic model for the security evaluation of 

information systems in which an ontology of security metrics is developed to trace 

dependencies among available security knowledge sources, available raw security data, and 

metrics calculated on their base (divided by the security assessment goals) and security 

assessment goals. The key aspect of ontology is to process huge streams of gathered security-

related data (both static, from open-source databases, and dynamic, from security monitoring 

tools). 

Table 1 presents a thorough overview of the significant contextual details discussed in the 

chosen research paper. We acknowledge that previous research in this area has been limited 

and fragmented, making it difficult for scholars and practitioners to develop a comprehensive 

understanding of the assurance context. Hence, this paper seeks to address this research void 

and bridge the knowledge gap. 
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Table 1. Contextual information addressed in the SAE frameworks/models 

SAE frameworks/models Contextual information being addressed  

Common Criteria (ISO 2022) The target of evaluation, threat, organizational security policy, 

threat 

Deveci and Caglayan (2015) Asset, security policy, threat 

Katt and Prasher (2019) assurance target  

Villagrán-Velasco et al. (2020) security policy, threat 

Franco Rosa et al. (2018)   Asset, system architecture, risk, scope of assessment, operational 

environment 

Aman and Khan (2019) Application, infrastructure (host, network, router, 

configuration), users 

Gonzalez-Gil et al. (2019) Asset, observer, evaluator, interest (security feature, security 

property, etc.), concern (threat) 

Maroc and Zhang (2019) Target (component, service, model), actor, threat, standards 

Shaaban et al. (2019) Target component, attack, threat, risk, common criteria 

(protection profile).  

Powley et al. (2019) The system under evaluation, stakeholder, purpose of evaluation 

(needs), standards (approved methods), environments 

Doynikova et al. (2020) Product, infrastructure (host, network), configuration, attacker 

 

4. Context Modeling for Security Assurance Evaluation 

To ensure the evaluation activities remain relevant, effective, and appropriate, SAE should 

operate within a well-defined boundary and specific parameter, known as the Assurance 

Context. We define the assurance context as the set of circumstances, factors, and conditions 

that surround and influence the process of security assurance evaluation. When conducting 

an SAE, the evaluation process takes into account the assurance context to assess the security 

posture. Figure 1 illustrates how assurance contexts interplay with SAE and security posture. 

The assurance context helps define the scope and criteria against which the security posture 

is evaluated. It provides the context-specific information and background necessary to ensure 

that the evaluation is relevant and targeted to the specific needs. It may include factors such 

as industry standards, regulations, and organizational-specific requirements, which also 

influents the choice of methodologies and approaches used in the evaluation process. By 

considering the context, the evaluation focuses on the specific areas that require attention, 

providing meaningful evaluation outcomes and recommendations. This facilitates decision-

making by helping stakeholders interpret the security posture evaluation results and assess 

their relevance. 
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Figure 1. The relationships between the assurance context and assurance evaluation 

 

The purpose of the context model is to encapsulate fundamental terms and concepts related 

to systems and their environment, providing a preliminary framework for comprehending 

SAE. In essence, our assurance context model focuses on addressing the following 

considerations: 

Consideration 1: Evaluation Scope  

When evaluating a system, it's important to consider the scope and parameters of the 

evaluation process. This includes understanding boundaries, extent, and any assumptions that 

may be involved (Jakeman et al. 2006). By doing so, one can determine the areas and 

components of the system that will undergo assessment, analysis, and validation within the 

context of the SAE. 

Consideration 2: Security Problem 

Security problems encompass specific issues, challenges, or areas of non-compliance that 

jeopardize the security of a system (Herrmann 2002; Kirlappos et al. 2014). They play a 

crucial role as catalysts, guiding and directing the evaluation process. It is imperative to 

address these security problems as an integral part of SAE. 

Consideration 3: Stakeholder Influence 

Stakeholders, with interests in the trustworthiness of the system, exert their influence to shape 

the activities, outcomes, and decisions of the evaluation process (Jaskolka 2020). Their 

perspectives, concerns, and requirements significantly impact the evaluation process and the 

measures taken to ensure the system's security. 

Taking into account the aforementioned considerations, we recognize four pivotal elements 

within the assurance context: system context, assurance assumption, security concern, and 
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stakeholders. The interconnection between the context consideration and model elements is 

depicted in Figure 2. The subsequent sections will present an in-depth discussion of each 

context element. 

 

Figure 2. The relationships between the context consideration and model elements 

4.1 System Context 

In the context of SAE, the system context refers to the broader environment in which the 

System of Interest (SoI) operates, including its relationships, interactions, and dependencies 

with other entities. In our definition, an SoI is a system that draws interest from a set of 

stakeholders who want to focus their attention on assessing the system's security measures 

through the lens of SAE. The system context encompasses the system-wise factors that can 

influence the security of the system and the risks associated with its operation. Vested in the 

security and trustworthiness of the system, stakeholders need confidence that their interests 

are being met.  

SoI represents the specific system, software, infrastructure, or network that is being assessed 

or evaluated for its security. The SoI could range from an entire organization's IT 

infrastructure to a specific application, device, or component within a larger system. To 

prevent ambiguity and ensures that the evaluation efforts are directed towards the SoI, it is 

crucial to take a wide-ranging approach to thoroughly view the system, which is often 

overlooked in SAE studies. Within this section, we commence by presenting the concept of 

SoI, which sets forth the groundwork for our proposed model.  
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Typically, an SoI includes components that have been deliberately subject to environmental 

influences and other factors within boundaries (e.g., the system boundary), as depicted in 

Figure 3. The system component is the core subset of SoI, meaning any essential constituent 

or the source code (in the software-system context) made to perform a specific task(s). The 

system component is influenced by the environment that it is installed, executed, or operated 

in. This environment consists of factors or elements that are not intrinsic to the component 

itself but can affect its behavior.  

The system boundary delineates the scope of an SAE and discerns it from the exterior 

environment. We categorize such external spaces into two distinct subsections: system 

environment and operational environment. The former is included in the scope of SoI, while 

the latter is external to the system (depicted in Figure 4). In our definition, a system 

environment refers to the complete set of hardware and software (tools, resources, systems, 

and services) that are the necessities to secure build, maintain, and scale the system 

component. Simple examples of system environments are a hardware environment, a 

software-based execution environment, or some combination of these. On the other hand, the 

operational environment is where the SoI operates within and interacts with its components 

   

Figure 3. The system boundary of a system of interest   

 

 

Figure 4. The structure of a system of interest in SAE 

https://doi.org/10.1108/ICS-06-2023-0101


Author Accepted Manuscript version of the paper by Shao-Fang Wen and Basel Katt in Information and Computer 

Security, DOI: 10.1108/ICS-06-2023-0101 

Distributed under the terms of the Creative Commons Attribution License (CC BY 4.0) 

12 

 

and other associated systems, for example, a user, a system administrator, an organization, a 

LAN, or a general office environment.  

To provide a practical demonstration of the proposed system structure, Figure 5 illustrates 

the structural composition of an SoI with the type of Application Software. This application 

is designed to offer users a specific set of tasks or functions. It is installed and runs on a 

platform made up of an operating system and software-based runtime environment. It is 

optimally deployed within a virtual machine (VM) to create an isolation layer from the 

underlying hardware. The SoI includes all software that forms part of the application 

installation package, incorporating any enhancements or modifications to its underlying 

platform such as drivers in the runtime environment.   

 

Figure 5. The structural composition of an application-software system 

The SoI functions within a network infrastructure that encompasses components such as 

firewalls, switches, routers, and other networking elements. These components facilitate 

seamless communication between the application and other parts of the system. The 

administrator is in charge of access management, system backups, patch management, and 

system updates. Due to the security evaluation's exclusion of responsibility for security 

functionality implemented by abstracted platform layers, the network infrastructure, VM, and 

administrator fall outside the system boundary. 

Based on the above definition, a conceptual model visualizing the system context is provided 

in Figure 6. The system context defines the limits and interactions of the SoI and plays a 

decisive role in defining the extent and characteristics of system properties. An SoI is 

comprised of System Component and System Environment, and it is situated within the 

broader Operational Environment, as discussed earlier. It is important for stakeholders who 

hold an interest in the SoI to briefly describes the usage of the SoI and its major functionalities 

(i.e., System Description), meanwhile, to define the System Boundary to provide a clear 

understanding of the system's context within its environment. Security Measures encompass 

the technical and procedural controls that are put in place to safeguard the SoI components 

and corresponding systems environments from potential threats. While security measures are 
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not explicitly outlined in the assurance context, they will be determined by the assurance 

context and assessed during the SAE process.  

Type of System refers to the categorization based on systems’ characteristics, behavior, or 

structures. Examples of these types of systems are web applications, databases, firewalls, and 

industrial control systems. By identifying the type of system, stakeholders can tailor their 

approach and focus on the specific security aspects that are relevant to that type of system. 

For example, the security considerations for a database will differ from those of a web 

application or a physical access control system.  

The Environment Owner is the individual or organization responsible for managing and 

maintaining the operational environment. They are responsible for implementing and 

enforcing security policies and procedures, identifying potential threats and risks, and 

implementing countermeasures (i.e., Environmental Security Measures) to mitigate them.  

These measures can include physical security measures, such as access control and 

surveillance, as well as technical measures, such as firewalls, intrusion detection systems, 

and system backup and recovery. In SAE, these measures are assumed to be true and will not 

be tested and verified (See Section 3.2 Assurance Assumption). 

4.2 Assurance Assumption Context 

Assurance Assumption in SAE refers to the explicit statements made about certain conditions, 

constraints, or factors that are considered to be true for the evaluation. Certain assumptions 

 

Figure 6. The conceptual model of system context 
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may limit the evaluation scope to specific systems or environments. In our model, assurance 

assumptions are mainly made on the operational environment, considering the SoI boundary, 

as depicted in Figure 7. The assumption includes the security measures of the environment 

where the SoI is expected to operate. Table 2 presents the potential assurance assumptions 

made regarding the operational environments in the SoI.  

To provide transparency and communicate any constraint associated with the evaluation, the 

stakeholder should explicitly formulate the assurance assumptions along with the assurance 

result. This helps decision-makers understand the context and potential uncertainties 

surrounding the assurance result. If assumptions utilized in the SAE are incorrect or 

insufficient, they can lead to inaccurate conclusions about the system's security posture.  

 

Figure 7. The conceptual model of assurance assumption context 

Table 2. Assurance assumptions about the operational environment 

Operational environment element Assumption 

Network Infrastructure It is assumed that strong network measures are built, such as virtual 

private networks (VPNs), intrusion detection and prevention 

systems (IDPS), and network segmentation. 

Virtual machine It is assumed that there is a strong isolation between VMs 

Application administrator It is assumed that the administrator is not careless, willfully 

negligent, or hostile, and administers the application in compliance 

with the applied enterprise security policy. 

 

4.3 Security Concern Context 

Security Concern refers to expressing apprehension, interest, or a sense of responsibility 

regarding the security aspects of a system. Security concerns can arise from various sources 

such as experience/historical data, anticipated problems, or organizational requirements. 
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These concerns must be fully addressed in the evaluation process to provide stakeholders 

with a higher level of confidence in the system's security posture. Figure 8 illustrates the 

conceptual model for the assurance assumption context. In our model security concerns are 

identified by taking into account two key aspects: threat and compliance.  

Threat Landscape is the major security concern in the context. Threats refer to potential 

dangers or hazards that can compromise the security of the SoI.  A threat consists of an 

Adverse Action carried out by a Threat Agent on an SoI. Threat agents exploit vulnerabilities 

that exist in the SoI to cause damage or inflict harm to the SoI. One of the goals of SAE is to 

discover vulnerabilities before threat agents can take advantage of them. Table 3 displays the 

potential threats to the system of interest, outlining the corresponding threat actors and their 

adverse actions. 

Another essential aspect of security concern is Compliance Requirements. In the context of 

SAE, compliance refers to adherence to relevant laws, regulations, standards, policies, and 

guidelines about security measures. The compliance concern is aimed at ensuring that the 

SoI operates within legal and regulatory boundaries and follows industry best practices for 

security, meanwhile, it helps demonstrate that appropriate security measures are in place to 

mitigate potential threats. The compliance is formulated and put into action by various 

Entities and results in various compliance frameworks, including Security Regulations, 

Security Standards, and Organizational Policies. 

 

 

 

 

Figure 8. The conceptual model of security concern the context 
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Security Regulations are legal requirements imposed by governing bodies or regulatory 

authorities. They are external mandates that organizations must adhere to comply with the 

law. For example, the General Data Protection Regulation (GDPR) is a comprehensive data 

protection law implemented by the European Union (EU) to enhance the privacy rights and 

data security of individuals within the EU. Security Standards, on the other hand, are 

voluntary frameworks or guidelines developed by industry organizations, consortiums, or 

standards bodies. They provide recommendations, best practices, and requirements for 

achieving a desired level of security within a specific domain or industry. Examples of 

security standards include ISO/IEC 27001 for information security management, NIST 

Cybersecurity Framework, and the OWASP Application Security Verification Standard 

(ASVS) (OWASP 2021) for web applications. The Organization Security Policy is an 

internal document developed by the organization itself. It is a set of guidelines, rules, and 

principles that outline the organization's approach to security. It considers factors such as the 

industry sector, organizational culture, business goals, and the sensitivity of the information 

being protected. This contextual understanding helps tailor security assurance activities to 

the specific needs and priorities of the organization. Examples of organizational security 

policies are access control policies, password policies, and privacy policies. 

4.4 Stakeholder Context 

Stakeholders in SAE can be defined as individuals, groups, or entities who have a direct or 

indirect interest in SoI. The assurance context recognizes the expectations and requirements 

of various stakeholders.  It ensures that security assurance activities address the concerns and 

priorities of these stakeholders and provide the necessary assurances regarding the security 

of the SoI. Figure 9 presents the conceptual model of the stakeholder context. The 

stakeholders in security assurance can be classified into three main categories: 

Table 3. Possible threats to the SoI 

Threat Threat actors and adverse actions 

Network attack Attackers may actively engage in communication with the application or 

manipulate the communication between the application and other endpoints to 

compromise its security. 

Networks eavesdrop Attackers may monitor and gain access to data exchanged between the 

application and other endpoints. 

Local attack An attacker can act through unprivileged software running on the same 

platform as the application. They can potentially provide the application with 

maliciously formatted input, such as files or other local communications. 

Physical access An attacker may try to access sensitive data at rest. 
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Figure 9. The conceptual model of stakeholder context 

• Internal Stakeholder: Internal stakeholders are those individuals or groups within the 

organization that owns or operates the SoI being evaluated. These stakeholders have 

a direct connection to the system’s security and are actively involved in its 

development, operation, or governance. They have a vested interest in the system 

depending on their specific roles and interactions with the system. Some examples of 

internal stakeholders include system developers, system owners, IT staff, security 

teams, and business units that handle sensitive data.  

• External Stakeholder: External stakeholders typically refer to individuals, 

organizations, or entities that have a stake or interest in the SoI being evaluated but 

are not directly part of the organization that owns or operates the system. These 

stakeholders provide an external perspective and contribute to the SAE process. Some 

examples of external stakeholders include customers, partners, suppliers, regulatory 

agencies, and business partners. 

• Third-party stakeholder: These stakeholders refer to individuals, organizations, or 

entities that are external to the organization that owns or operates the system being 

evaluated but have a direct involvement or influence on its security. Examples include 

security auditors, consultants, penetration testers, and vendors who provide security-

related products or services. 

In the context of SAE, stakeholders express significant security concerns that are informed 

by associated entities. Meanwhile, they define the system boundaries and develop assurance 

assumptions based on SoI. Stakeholders could also interact with each other in various ways 

in SAE. These interactions can include communication, collaboration, coordination, and 
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decision-making. The nature and extent of these interactions depend on the specific 

stakeholders involved and the objectives of the SAE. 

5. Discussion 

This section delves into how the assurance context impacts the assurance evaluation. We'll 

discuss how they are interconnected and how this interrelation can inform ways to assess 

security posture. By understanding the interconnectedness of these elements, we can gain 

valuable insights into evaluating security posture effectively. Figure 10 serves as an expanded 

representation of Figure 1, illustrating the interrelationships between the various context 

elements, the security posture of the system, and the assessment process.  

In this model, the security posture is conceptualized using three elements: security measures, 

vulnerabilities, and the assurance level currently in place. These elements collectively define 

the system's overall security readiness. The assurance level reflects the degrees of confidence 

or trust that stakeholders can have in the system's ability to meet its intended objectives and 

protect against threats. A strong security posture is characterized by the presence of robust 

security measures, minimal vulnerabilities, and a higher assurance level.  

The assurance context assumes a pivotal role in shaping the security posture of the SoI. The 

assurance context initially involves the identification of stakeholders participating in the 

evaluation process and their unique security concerns. The evaluation considers these 

concerns, guaranteeing that the assessment effectively addresses the pertinent security 

 

Figure 10. Interconnection between the assurance context, security posture, and the evaluation 

process 
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requirements, priorities, and expectations of the stakeholders. Moreover, the implementation 

of security measures is guided by these security concerns, which, in turn, are influenced by 

established standards and regulations. These standards and regulations provide a framework 

for determining the minimum level of security measures required. Organizations must 

provide security for their systems and meet the industry's standards. Compliance 

requirements are the guidelines that help stakeholders make sure they are meeting their 

security obligations and remaining compliant. By understanding and adhering to compliance 

requirements, organizations can ensure they are taking steps toward providing a secure 

system and avoiding potential risks. In this regard, the assurance context acts as a guiding 

principle in establishing the appropriate level of security measures to be implemented, 

providing a comprehensive and context-specific approach to security assurance. 

In addition, SAE involves assessing the effectiveness of the implemented security measures 

in addressing the identified threats (Herrmann 2002). By thoroughly analyzing and 

understanding various threats, stakeholders can identify the specific vulnerabilities that need 

to be addressed. This knowledge allows them to design and implement appropriate security 

measures that directly target these vulnerabilities, effectively mitigating the associated 

threats. Such integration of the threat landscape into the assurance evaluation and analysis 

process enables organizations to prioritize their security efforts and allocate resources more 

effectively, thereby maximizing the effectiveness of their security measures. 

Furthermore, assurance evaluation operates within the established boundary set by the 

assurance context and adheres to specific parameters outlined in the assurance assumption. 

Defining the system boundary enables stakeholders to determine the dependencies and 

interactions between the system and its external environments, meanwhile helping delineate 

the areas of responsibility, ownership, and accountability within the system. This ensures that 

the evaluation activities remain relevant and appropriate in addressing the security concerns 

of stakeholders. Based on the information, requirements, and considerations provided by the 

assurance context, assurance evaluation gathers the assurance evidence, generates the data 

and findings, meanwhile, interprets and analyzes that data to extract meaningful information. 

The insights derived from the assurance evaluation provide stakeholders with a clear 

understanding of the confidence level in the system's security posture. These insights serve 

as a foundation for informed decision-making processes, guiding stakeholders in determining 

the appropriate actions to enhance the security posture. 

6. Limitations 

While assurance context modeling holds promise for enhancing the accuracy and relevance 

of SAE, it's essential to acknowledge and address potential research limitations that could 

impact the effectiveness and applicability of the model. These limitations provide insights 
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into the boundaries and challenges associated with implementing assurance context 

modeling: 

Complex and Dynamic Nature of Context: The complexities and nuances of real-world 

situations in the context of SAE can pose challenges when it comes to drawing broad 

conclusions or implementing the model in various industries or sectors. Additionally, with 

the continuous advancements in technology, changes in regulations, and shifts in the market, 

the proposed ‘static’ assurance context model may face challenges in adapting to rapid 

changes. Developing a model that comprehensively captures this complexity and dynamics 

might be challenging, leading to oversimplification or the omission of critical contextual 

factors. Additionally, the crucial contextual factors and their interrelationships were 

identified and synthesized through the literature review, combined with a subjective 

comprehension of context modeling within the realm of security assurance. Different 

stakeholders might have varying opinions about what constitutes relevant context, which can 

introduce bias and inconsistencies. To ensure accuracy and validity, it is crucial to engage in 

thorough review activities and iterative practices for the modeling approach. 

Real-world Application/Framework Integration: While the model may seem promising 

in theoretical scenarios, its practical implementation could face unforeseen obstacles and 

unpredictable variations that are exceedingly challenging to foresee and account for during 

the validation process. Context models serve to provide a deeper understanding of the 

environment in which security measures are implemented, considering various factors such 

as system infrastructure, security threats, and organizational context. By integrating this 

model with established SAE frameworks, organizations aim to enhance their overall security 

posture. However, this integration requires careful consideration and analysis to ensure 

harmony between the different components. In some cases, there may be conflicts between 

the assumptions made by the context models and the existing SAE frameworks. Therefore, 

organizations must undertake a thorough assessment and alignment process to mitigate any 

potential inconsistencies or redundancies resulting from the integration of the context model 

with established security frameworks, methodologies, and compliance standards. 

7. Conclusion 

This paper focuses on the concept of assurance contexts in security assurance evaluation 

(SAE). Additionally, a conceptual model of assurance context is presented. This model 

highlights the importance of considering multiple dimensions of the assurance context during 

SAEs. These dimensions encompass aspects such as system boundaries, stakeholders, 

security concerns, assurance assumptions, as well as other pertinent factors that can 

significantly impact the evaluation outcomes. Furthermore, considerations such as regulatory 

compliance, industry-specific requirements, and the evolving threat landscape should be 

given due attention when assessing the security posture of a system. By introducing the 

proposed conceptual model, this research has provided a framework for incorporating the 

assurance context into SAEs. By incorporating these dimensions into the evaluation process, 
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organizations can achieve a more comprehensive and accurate understanding of the security 

landscape and make informed decisions to bolster their overall security measures.  

Through this research, we aim to contribute to the advancement of system SAE 

methodologies and empower organizations to strengthen their system security postures in an 

ever-changing threat landscape. By exploring the role of assurance context, we strive to 

provide valuable insights that enable organizations to conduct more effective and relevant 

system SAEs. Considering the assurance context is not just a recommended practice but an 

essential aspect of conducting thorough and meaningful security evaluations. By taking into 

account the unique circumstances, requirements, and objectives of the organization, the 

evaluation process can be aligned to address the specific concerns and priorities at hand. 

Neglecting the assurance context, on the other hand, can result in incomplete or inaccurate 

evaluations, overlooking critical insights, and compromising the effectiveness of security 

measures. Therefore, embracing the assurance context as an integral part of the evaluation 

process enhances the overall quality and value of security assessments. 

7.1 Implications for future research 

The introduction of the proposed assurance context model in the realm of security assurance 

evaluations holds profound implications for future research endeavors. The main theoretical 

contribution of this paper is the development of a comprehensive conceptual framework for 

assurance context modeling in the domain of security assurance. This framework can be 

viewed as a "sensitizing device" (Klein and Myers 1999) allowing researchers and 

practitioners to examine the world from a specific perspective and enhancing conceptual 

clarity in discussions about context management. As organizations strive to enhance their 

cybersecurity posture by considering a broader spectrum of contextual factors, several key 

research directions emerge.  

Firstly, there is a pressing need for comprehensive model validation and refinement across 

diverse industries and organizational scales. |Given that assurance context plays a crucial role 

in SAE, it is essential to understand how organizations can enhance their capabilities for the 

security evaluation process. While this paper has provided some insights into the challenges 

involved, it also acknowledges the need for further research to expand the empirical evidence 

base necessary to analyze and evaluate improvement efforts in this area. With a stronger 

empirical foundation, organizations can gain a deeper understanding of how to enhance their 

capabilities for SAE and improve their overall security practices. 

Another research direction is to explore the development of automated tools or software 

solutions that can assist evaluators in integrating the assurance context into their evaluations. 

Context is dynamic, and automated tools can ensure that the assurance context model remains 

up to date. These tools can monitor changes in regulations, industry trends, and internal 

https://doi.org/10.1108/ICS-06-2023-0101


Author Accepted Manuscript version of the paper by Shao-Fang Wen and Basel Katt in Information and Computer 

Security, DOI: 10.1108/ICS-06-2023-0101 

Distributed under the terms of the Creative Commons Attribution License (CC BY 4.0) 

22 

 

factors, automatically updating the model to reflect the evolving context. This real-time 

synchronization helps evaluators consistently consider the most current contextual factors. 

Such automated tools can also generate context-specific recommendations based on 

assessment outcomes. These recommendations align security measures with the 

organization's context and provide evaluators with structured guidance to facilitate the 

identification and incorporation of the assurance context factors into the evaluation.  

Furthermore, the absence of quantitative evaluation methods in security assurance presents 

an opportunity for further research (Shukla et al. 2022). A research frontier lies in the 

quantification of the influence of different contextual factors on security outcomes. Devising 

methods to objectively measure the impact of context could revolutionize resource allocation 

decisions and risk management strategies. This entails not only considering qualitative 

elements but also incorporating quantitative data, thus providing organizations with a more 

data-driven approach to addressing security vulnerabilities. By addressing these implications 

for further research, the cybersecurity community can significantly advance the field, paving 

the way for more tailored, efficient, and adaptive security assurance practices that mirror the 

intricate realities of today's complex assurance contexts. 
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