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Abstract

Phishing is one of the leading vectors of cyberattacks having led to millions of
monetary losses and damages every year. Due to the continued digitization of the
world, more of our operations are converted onto digital mediums, creating a
larger and larger pool of possibilities for malicious cyber actors. To keep up and
provide insight necessary to combat phishing, this thesis presents an analysis of
phishing conducted over the email medium from the years 2016 throughout 2022
through the creation of an email phishing collection model.

Influenced by prior work and published reports, as well as being populated by find-
ings from the selected phishing emails themselves, an email phishing collection
model is created. The model introduces and focuses on the properties of Content,
Target, Method, and Impersonation, drawn from the structure of an email and
definition of phishing.

By utilizing this model developed, phishing emails from the scoped years are
collected and further analyzed. Analyzing the evolution of phishing from 2016
throughout 2022 shows that approaches tied to the objective (Target) and method
of achievement (Method) of a phishing email popular in 2016 have remained con-
sistent, while the essence of the email (Content) and from whom the email ap-
pears to be from (Impersonation) have displayed varying results. Events such as
the COVID-19 pandemic, governmental operations, and the Christmas season are
occurrences having influenced the trends observed, while advances on the side of
detection technologies is a notable factor changing the approaches utilized within
email phishing.

The model created presents a standardized way of conducting email phishing col-
lection, providing a universal and replicable approach for the collection and sub-
sequent analysis. Through the utilization of this model and additional analyses,
insight on the evolution and trends within email phishing could be highlighted,
which again can give an indication of any future phishing behavior.
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Sammendrag

Phishing er en av de ledende angrepsvektorene i dagens digitale samfunn, som
har medfert store mengder monetare tap og skader de siste arene. Grunnet den
kontinuerlige digitaliseringen av verden blir stgrre deler av vare hverdagslige op-
pgaver fgrt over pa digitale medium, noe som skaper fler og fler muligheter for
ondsinnede cyber aktgrer. For & holde fplge med, samt fremheve kunnskap ngd-
vendig til & bekjempe phishing, vil denne Masteroppgaven presentere en analyse
av phishing e-post fra arene 2016 ut 2022 gjennom utviklingen av en phishing
e-post innsamlingsmodell.

Inspirert av tidligere arbeid og relevante rapporter, samtidig som a basere seg
pa elementer fra phishing e-postene selv, er en phishing e-post innsamlingsmod-
ell utviklet. Modellen introduserer og fokuserer pd omradene Content, Target,
Method, og Impersonation, hvorav omradene selv er knyttet opp mot strukturen
til en e-post og definisjonen av phishing.

Ved a benytte denne utviklede modellen er phishing e-poster fra de definerte rene
samlet inn og videre analysert. Analyse av utviklingen av e-post phishing fra 2016
til og med 2022 viser at populare tilnzerminger knyttet til malet (Target) og met-
ode benyttet (Method) fra 2016 fortsatt er populaere den dag i dag, mens selve
essensen av e-posten (Content) og hvem e-posten tilsynelatende er fra (Imper-
sonation) er varierende fra ar til ar. Hendelser slik som COVID-19 pandemien,
statsiverksatte operasjoner, og julesesongen utheves som pavirkende faktorer til
trendene observert. I tillegg pekes fremgangen innenfor deteksjonsteknologier
som innflytelsesfull for utviklingen av e-post phishing.

Den utviklede modellen &pner opp for en standardisert tilneerming til innsamling
av phishing e-post, en tilneerming som gir en universal og replikerbar metode for
innsamling og videre analyse. Gjennom bruk av denne modellen med tilhgrende
analyser, ble det fremhevet informasjon ngdvendig for & forsta trendene innenfor
phishing, som igjen kan vaere behjelpelig i 4 identifisere fremtidig phishing atferd.
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Chapter 1

Introduction

1.1 Background

The continuous digitization of the world has led to more and more of our day-to-
day and business processes being converted onto digital mediums. Even though
many of these tasks and processes are digitized, and some automated as well,
humans are still an essential part of the operation of these tasks. As humans are
psychologically driven, they can be manipulated into performing actions that oth-
erwise would not occur without the human factor involved. This human manipu-
lation is referred to as social engineering and is a prevalent method used in order
to gain unauthorized access to information and systems, or direct monetary gains.
A dominant form of social engineering related to digital mediums is phishing [1].
Phishing utilizes digital mediums, such as email, telephony, social media, and mes-
saging platforms, in order to conduct social engineering attacks.

This thesis aims to create a deeper understanding of the phishing phenomenon
through an analysis of email phishing trends from the years 2016 throughout 2022
from an organizational perspective, including an investigation into the causes for
these trends in order to determine any correlating factors. To conduct this collec-
tion and trend analysis, a phishing collection model is created, aiming to provide
a standardized and replicable way to collect and analyze email phishing.

1.2 Problem Description

Activision, Reddit, Mailchimp, DropBox, American Airlines, Uber, DoorDash, Cisco,
and Twilio. These are just a handful of the organizations that have been subjected
to data breaches reported the last year [2-10] who all have one thing in common;
They were all achieved by exploiting the human factor, specifically through the
usage of phishing, either as the initial breach or aiding in further compromise.
Even though the phishing phenomenon has been around since the mid 90’s, it
continues to be a prevalent method used to breach computer systems, accounting
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for the highest percentage (41%) of the initial access metrics in IBM’s 2023 Threat
Intelligence Index [11]. From these metrics, it is evident that phishing remains a
considerable problem in today’s society.

Although there exists an array of literature and reports on the phishing phe-
nomenon [12], there is a lack of studies investigating phishing trends from a
broader time perspective, seeing the trends in correlation with changes in external
factors. On another note, new phishing techniques are constantly appearing, caus-
ing changes to the phishing landscape, further highlighting the importance of con-
tinual research on the phishing subject. It is of interest to conduct this study as
this research can provide insight into how and why phishing trends are changing,
including identifying patterns that may indicate future behavior.

Further, both published research and reports from companies and groups concern-
ing phishing trends and statistics all display varying structures, terminology and
metrics in their published materials [ 13-18], making it cumbersome to both com-
pare and analyse them. On a similar note, they do not provide a practical method
to compare your own data to that of these reports either. A common methodology
for both collecting and analyzing phishing data may be of benefit, creating a uni-
form way of approaching the subject matter.

1.3 Thesis Definition

In this thesis, a collection and analysis of email phishing data over several years
will be conducted, with the aim to highlight how the phishing trends have evolved
throughout the years. The findings from these phishing trends will be subjected to
an analysis in order to determine why the trends appear as they do, such as being
influenced by external factors, as well as if these trends may give any indication
of future phishing behavior.

In order to perform this collection and analysis, an email phishing collection model
will be developed. The model created will not only be applied to this specific col-
lection, however should be a model that can be universally used. To create such a
model for universal use, prior literature depicting email phishing will be analyzed
in order to identify and select appropriate model properties. The model developed
will be utilized for the phishing data collection, while also being formed by the
collection itself. The findings from the collection will aid in populating and con-
firming the developed model.
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1.4 Scope

Due to the wide range of approaches and technologies that can be utilized in
phishing, this thesis will focus in on phishing conducted over email. This means
that other forms of phishing, such as phishing over social media or phishing over
instant messaging platforms, will not be subjected to any collection or analysis.
The reasoning for scoping the thesis to focus in on email instead of other forms
of phishing is both due to the fact that email is the medium over which the most
phishing activity occurs [19], as well as the availability of the desired phishing
data.

As the phishing data is mainly based on user-reported phishing emails from cor-
porate entities, the results and findings is scoped towards organizational environ-
ments as opposed to private. In addition, these corporations are primarily based
in Scandinavia, meaning that the result will reflect the trends from this area.

The data available for analysis consists of phishing emails spanning from mid Feb-
ruary of 2016 until present day. The collection scope starts in 2016 and consists of
data all the way throughout 2022, giving the collection and analysis a time frame
of seven years. The collection will encompass 2016 as a whole even though there
is no data available from January till mid February, with a disclaimer whenever
relevant data is presented. The lack of data was due to a change in reporting sys-
tem that took effect mid February of 2016, where data before this is not available.

1.5 Research Questions and Planned Contributions

This thesis aims to investigate the following research questions:

RQ1 How have the phishing trends changed in the recent years?

RQ2 Are there any correlation between changes observed in phishing trends and ex-
ternal factors, and if so, what are they?

RQ3 How can a universally applicable email phishing collection model be created?

The investigation into the evolution of phishing trends and corresponding causes
may be utilized to understand phishing patterns, which again can be used to un-
derstand any potential future phishing behavior. These results may assist organiza-
tions in determining what to focus on in regard to phishing, such as the evaluation
of security controls, and in turn reduce the overall impact that phishing attacks
currently are causing.

In inclusion of the resulting insight generated from this work, a unified model
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for the collection and analysis of phishing emails will be developed. This model
may effectivize the process of phishing collection and subsequent analysis, and
generate universal results wherever it is applied.

1.6 Structure

The thesis is written in English. However, as most of the phishing emails are from
Scandinavian entities, some figures depicting examples of these mails are in an-
other language than English. Whenever a non-English figure is presented, any
description will explain its contents.

The thesis is divided into 9 chapters and 2 appendices. Following, a list of each
chapter and its content is presented.

Chapter 1 - Introduction

The introductory chapter provides an explanation of the thesis, including the
background and problem description. In addition, the scope, research questions,
planned contributions, and the thesis structure is presented.

Chapter 2 - Theory

The Theory chapter provides the necessary background information relevant for
the understanding of the thesis. In this chapter, phishing and its approaches is
defined, as well as its history and evolution.

Chapter 3 - Methodology

The chapter details the methodology that is to be used for the various stages of
the thesis, including literature and information review, phishing data collection,
phishing data analysis, and model development.

Chapter 4 - Related Work

The Related Work chapter presents previously conducted work that are of relev-
ance to the thesis. This work consists of a previously conducted study, scientific
papers, and published phishing related reports.

Chapter 5 - Data Collection

This chapter details how the phishing data collection is conducted. The chapter
specifies the systems used for the collection of phishing data, as well as what prop-
erties are collected. It is in this chapter that the foundation of the collection model
is created.

Chapter 6 - Dataset Analysis

The analysis chapter presents the results of the collection, both related to the
phishing trends and observations, as well as populating and finalizing the contents
for the phishing collection model.
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Chapter 7 - The Email Phishing Collection Model
In this chapter, the created email phishing collection model is presented.

Chapter 8 - Discussion
The Discussion chapter encompasses discussions related to findings from the Data-
set Analysis chapter.

Chapter 9 - Conclusion
Concluding notes are presented in this chapter, including sections detailing chal-
lenges and future work on the thesis’ subjects.

Appendices

There are two appendices attached to this thesis. The first appendix, Appendix A,
presents a full summary of the year specific phishing dataset analyses. The second
appendix, Appendix B, provides an overview of all the Content categories related
to the Content property from the Email Phishing Collection Model.






Chapter 2

Theory

In order to lay a foundation for the email phishing collection model and trend ana-
lysis, the subject of phishing needs to be defined. The following chapter presents
an overview of the phishing phenomenon, defining the subject and providing in-
sights into the history and evolution, and its various approaches.

As touched upon in the introduction, phishing is a of form social engineering
exploiting the human factor through manipulation. Phishing can be defined as
a technique utilized to manipulate an entity into performing an undesirable ac-
tion, by masquerading as a legitimate source [20]. These can be actions such as
providing sensitive data, downloading malicious content, or giving up monetary
assets [21].

The consequences of a successful phishing attack can range from minor incon-
veniences, such as having to change your password or re-install your machine,
to severe damages, like seen in the 2015 Ukrainian power grid attack [22]. The
power grid attack was caused by a phishing email containing a malicious attach-
ment, and gave attackers access to critical infrastructure leading to outages for
close to 230 000 Ukrainian citizens.

2.1 History and Evolution of Phishing

The term phishing can be traced back to 1995 when the commercialization of the
Internet had just begun [23]. The term emerged to describe a technique utilized to
steal passwords and credit card details in a series of scams targeting AOL (Amer-
ica Online) customers. Malicious actors would infiltrate AOL chat rooms, targeting
new customers by impersonating as official AOL entities requesting confirmation
of either the customer’s password or credit card details. The acquired passwords
were often used to provide oneself with free internet access, while stolen credit
card details were utilized to sign-up for paid services online. The AOL scams also
saw the emergence of automated phishing tools, creating a more efficient ap-
proach to the phishing attack.
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The popularization of the email service for private users provided malicious actors
with a new platform to conduct their phishing attacks on. Although emails, or elec-
tronic messages as they were called, had existed since 1965, it wasn’t until 1996
with the launch of the HoTMail that users could utilize email services without
having to be tied to a specific internet service provider (ISP) [24]. Through email,
one of the more infamous phishings of the early 2000’s occurred, referred to as
"The Love Bug" or "ILOVEYOU-virus" [25]. The Love Bug of 2000 came as an email
titled "ILOVEYOU", containing a malicious file that when opened, overwrote im-
ages on the machine and sent it self to all of the victim’s contacts.

The remainder of the early and mid 2000’s saw more and more financially based
phishing attacks targeting brands such as PayPal and eBay [26-28]. An upsurge
having been tied to the increased use of eCommerce during that time frame [28].
These types of phishing attacks also saw the increased usage of fraudulent sites
being linked to from phishing messages, introducing a new method of acquisition
in addition to straight communication, as with the AOL scams, and email attach-
ments, as with the Love Bug.

The rise of social media usage, starting with MySpace in the early 2000’s and
followed by Facebook in the later half of the decade [29], provided yet another
platform for phishers to use. Social medias could not only be used to launch the
phishing attacks, but as a means to gather information on their targets in order
to more specifically tailor the attack towards the victim as well. As specifically
targeted phishing messages have been shown to yield a higher success rate than
that of messages without [30, 31], makes the rise of social media an important
aspect in the evolution of phishing.

The final integral aspect in the evolution of phishing is related to the continuous
digitization of the corporate domain. As more and more of the business processes
are being converted onto digital mediums [32], the digital systems of organiz-
ations have become a lucrative target for criminals. Targeting an organization
compared to an individual may increase the potential payout [33], such as shown
with the rise of corporately targeted ransomware in the mid-2010’s [34, 35]. Ad-
ditionally, with the digitization also affecting governmental entities, phishing has
been observed as a method utilized in international espionage [36] and sabot-
age [22].

What started out as small chat room scams aiming to get free internet services has
evolved into large scale operations targeting individuals, organizations, and gov-
ernments alike, accounting for USD millions of losses every year [37]. Although
both the technology and targets have evolved since the 90’s, the fundamentals of
the phishing attack has remained the same: Manipulating an entity into perform-
ing an undesirable action by masquerading as a legitimate source.
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2.2 Phishing Approaches

As discussed in the section above, the time frame from the first appearance of
phishing up until current time has seen great changes in both the social and tech-
nical landscape. An array of new mediums and services have appeared, creating
different opportunities for the conducting of phishing.

R. Alabdan presents an overview of phishing approaches, dividing them into me-
diums and vectors [21]. The medium concerns the means by which the malicious
actor communicate the phishing attack, while the vectors concerns the avenue of
attack and is dependent on the medium used. There are in total three mediums
identified for usage in phishing attacks, consisting of The Internet, SMS/MMS,
and voice.

Voice phishing, dubbed vishing, is any phishing attack carried out over telephony
services, while SMS/MMS phishing, dubbed smishing, are phishing attacks carried
out over short messaging services. Both voice and SMS/MMS provides few oppor-
tunities for the avenue of attack, while the final medium, The Internet, presents
a magnitude of opportunities for the launching of a phishing attack.

The Internet, which was a large part of the evolution detailed in the section above,
provides an array of communication platforms connecting users and entities to
one another. Services, or in this context vectors, such as email, eFax, social net-
works, websites, wi-fi, and instant messaging are avenues on the Internet that can
be utilized to conduct a phishing attack.

This thesis focuses on the email vector utilized over the Internet medium.






Chapter 3

Methodology

The following chapter details the methodology utilized throughout the thesis,
with the inclusion of alternative approaches and any criticism towards the chosen
methodology.

The completion of the thesis can be divided into six distinct processes as visualized
in Figure 3.1.

g Review Literature

Y

Define Collection Properties

Y

Collect Email Properties

RQ1
Analyze Dataset Populate Model
A 4 RQ3
RQ2-----uv-s Analyze Findings

Figure 3.1: Methodology Overview
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The thesis starts with reviewing relevant literature, a process which was continu-
ous throughout the entirety of the project. Following the initial reviewal of literat-
ure, the properties to collect from the phishing emails were defined, which were
used to populate the phishing collection model. Then, the email properties were
collected based on these identified collection properties, which again were used
to further populate and finalize the phishing collection model. In inclusion, the
collected properties established the dataset used for the following email phishing
analysis. After the analysis of the dataset, its findings were further analyzed and
discussed.

The process of analysing the collected email phishing dataset provided the inform-
ation necessary to answer the first research question; "How have the phishing trends
changed in the recent years?". The analysis of the subsequent findings provided
information necessary to answer the second research question "Are there any cor-
relation between changes observed in phishing trends and external factors, and if so,
what are they?", while the process of populating the model eventually resulted
in the creation of the Email Phishing Collection Model, providing answers to the
final research question "How can a universally applicable email phishing collection
model be created?"

3.1 Literature Review

The main activity of the literature review process is to gather and analyze papers,
reports, and information related to the topics of this thesis. This was done at the
beginning of the project in order to identify work that closely relates to the subject
matter to gain an understanding of their focus areas, methodologies, findings, and
proposed future work. The remaining of the literature review process was continu-
ous throughout, populating the thesis with necessary and relevant information.

Throughout the collection of related literature an emphasis on the credibility of
the papers and information was made. Because of this, the scientific search en-
gines of Google Scholar! and NTNU’s Oria? were utilized when searching for and
reviewing relevant work. As these engines includes materials published by an ar-
ray of different journals, the reviewed papers’ sources were also checked against
the Norwegian Register for Scientific Journals, Series and Publishers (Kanalre-
gisteret)® to determine their reputation and degree of trustworthiness.

As some of the information needed to appropriately conduct this thesis was not
present in scientific papers, it was necessary to use non-scientific search engines
as well. Periodical reports and information related to the analysis of trends were

1Google Scholar: https://scholar.google.com/
20ria: https://ntnu.oria.no
*Kanalregisteret: https://kanalregister.hkdir.no/
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subjects where the non-scientific search engine of Google* was utilized. As inform-
ation provided by this search engine not necessarily has a basis on scientific re-
search, source criticism was highly important. Information referenced was crossed
checked with multiple sources in order to determine the reliability of any state-
ments.

3.1.1 Alternative Methodology

An alternative approach to the literature review would have been to solely use in-
formation from published work. This would have increased the credibility of any
referenced information, but would not have been feasible for this thesis as a sig-
nificant portion of it required information not available in scientific publications.

3.1.2 Criticism of Chosen Methodology

Utilizing and referencing non-scientific sources reduces the credibility of any ref-
erenced work, and if not appropriately validated, reducing the credibility of the
thesis itself.

3.2 Defining Collection Properties

The defining of collection properties concerns the identification of the elements
to collect from the phishing emails. Figure 3.2 visualizes this phase, where the
arrows and accompanying text symbolizes an action, and the boxes symbolizing
an existing or resulting product.

define phishing identify email elements
Phishing Definition Related Work Email Elements
combine

l

Email Phishing Collection Properties

Figure 3.2: Methodology - Defining Collection Properties

“Google: https://www.google.com/
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In order to identify what properties to collect from a phishing email, the definition
of phishing itself, as well as the identification of available elements in an email was
conducted. This, in combination with already existing external papers and priorly
conducted work produced the properties and corresponding email elements to be
used in the subsequent collection process.

3.2.1 Alternative Methodology

An alternative approach would be to use properties already defined in external
research. Using this methodology could have reduced the amount of time used
for this process, as well as providing an approach externally tested and argued
for.

Due to prior work already having been conducted on the subject by the author, as
well as a lack of published studies presenting adequate collection properties, this
approach was not deemed appropriate for this thesis.

3.2.2 Criticism of Chosen Methodology

Defining collection properties oneself instead of using externally produced prop-
erties presents a time consuming process, whose allocated time could have been
utilized to improve any of the other processes defined for the thesis. In addition,
using an externally produced approach provides the collection with properties
that have been tested and approved by reputable sources.

3.3 Collection

The collection process utilizes the collection properties defined in the formerly
detailed process in order to generate a phishing dataset. Figure 3.3 visualizes the
stages within this process.

From the pool of emails for all the years within the collection scope, a filtering
on emails falling under the category of phishing was conducted, producing the
email phishing corpus. The specifics on the search queries used for this filtering is
defined in Chapter 5. The phishing corpus is filtered based on the years defined
for collection, before properties are collected from them. These steps are repeated
for each of the years within the collection scope, generating the phishing dataset.

The collection process utilized a quantitative methodology. A quantitative meth-
odology is a methodology used for the collection of quantitative data. Quantitative
data is data that comes in the form of numbers or other terms of units, often in-
cluding large volumes of entities [38]. Due to the substantial volume of phishing
emails within the collection years, as well as the desired output from the collec-
tion, which was data that could be used in a trend and evolutionary analysis, a
quantitative approach was deemed preferable for this process.



Chapter 3: Methodology 15

Pool of Emails

filter on phishing

|

Email Phishing Corpus

repeat for filter on year
each year l

Year Specific Email Phishing Corpus

collect properties

|

Phishing Dataset

Figure 3.3: Methodology - Collection

3.3.1 Alternative Methodology

An alternative approach would be to base the collection on a qualitative meth-
odology. A qualitative methodology focuses on the collection of qualitative data,
which concerns textual /visual interpretations of a few selected entities [39]. Using
a qualitative approach would allow for heightened focus on the phishing emails,
allowing for a more in-depth dataset resulting from the collection.

As one of the main parts of this thesis is to analyze trends, it is preferable to have
the collected data being presented in a numerical way so that statistics easily can
be extracted from the dataset for analysis. That, in addition to the overall size of
the phishing corpus, encompassing over 35 000 emails, rendered this approach
impractical for this thesis.

3.3.2 Criticism of Chosen Methodology

Choosing a quantitative approach limits the depth of information that can be
gathered from the phishing corpus. Information such as the layout and visual
cues of the phishing email could not be collected, and in turn being subjected to
trend and evolutionary analysis.
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3.4 Model Population

The Model population process, although marked as its own process, is largely
based on the outputs generated from the "Define Collection Properties" and "Col-
lect Email Properties" processes. The properties defined in the former laid the
foundation and structure of the collection model, while the collection of said
properties provided concrete categorizations within these properties based on real
phishing emails. In other words, the former process defined the properties them-
selves and what email elements were relevant to collect, while the latter defined
how to categorize what had been collected. Figure 3.4 visualizes this division. A
more detailed explanation of the model terminology is presented in Chapters 5
and 7.

Define Collection Properties Collect Email Properties
& IS
g hl
PROPERTIES TARGET
CONTENT Definition Categories
. The Target property defines the objective that the
TARGET malicious actor tries to achieve with the phishing | Credentials |
email. This is the objective that is tried lured from the
recipient of the mail. | Money |
METHOD Email Elements | credit Card Details |
" Email elements that may indicate what is being
IMPERSONATION - targeted: | nfece |
FROM | Pl |
DATE SUBJECT - -
. Message Body |Busmess Informatlon|
Attachment Info

Figure 3.4: Methodology - Model

The model population process itself mainly concerned combining the relevant out-
puts from the definition and collection processes in order to create and finalize
the Email Phishing Collection Model. As this process heavily depends on the two
aforementioned processes, the alternative approaches and criticism defined for
those is applicable for this process as well.

3.5 Analysis

The final processes conducted in this thesis concerned the analysis of the dataset
generated from the collection process. The analysis processes were divided into
two parts, where the first process consisted of the analysis of the dataset itself,
while the second part provided a more in-depth analysis on findings from the
dataset analysis. Figure 3.5 displays an overview of the dataset analysis process.
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Phishing Dataset

filter on year

repeat for
each year l

Year Specific Phishing Dataset

extract statistics repeat for
l each year

Year Specific Metrics

aggregate metrics analyze metrics
Overall Dataset Metrics Year Specific Analyses
analyze metrics combine
A 4
Overall Analysis Trend Analysis

Figure 3.5: Methodology - Dataset Analysis

Statistics from the phishing dataset is extracted for each of the collection years,
providing phishing metrics specific to the given years. The metrics for each year
were analyzed separately resulting in year specific analyses. On the other side, all
the year specific metrics were aggregated into an overall dataset of metrics. This
aggregation was done by converting all numerical values into percentwise distri-
butions for each year, and then putting them into the same dataset. This overall
dataset was analyzed, creating the overall analysis. Lastly, both the results from
the year specific analyses and the metrics from the overall dataset were viewed in
unison in order to provide an analysis on the phishing trends throughout the years.
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When the dataset analysis was done, specific findings from said analysis were
viewed in more detail in order to explain the observations, including whether
other sources had seen similar behavior and what could be the reasonings for
them. As this process heavily depends on information from external material, the
methodology detailed for the literature review process applied for this process as
well.

3.5.1 Alternative Methodology

For the dataset analysis, instead of analysing each of the years separately and then
aggregating the metrics in a percentwise fashion, the dataset could have been ana-
lysed based on the raw numbers for each of the years. This would have eliminated
the need for combining two outputs to create the trend analysis, as well as pre-
vented the process of converting each years’ metrics into percents before putting
them into a unified dataset again. As the percent-converting was a time consum-
ing task, avoiding it would have provided additional time to improve the outputs
of the other processes.

The reason why this approach was not applied was due to the significant differ-
ences in the sizes of the phishing corpuses for each of the collection years (ex-
plained further in Chapter 6). Drawing statistics from a dataset consisting of a
year with over 16 000 emails and a year with 500 emails would skew the results
to mostly reflect the former. Because of this, in order to present statistics where
each of the years within the collection scope were equally weighted, the raw nu-
merical data had to be converted into percentwise distributions.

As for the findings analysis, another approach would have been to dwell deeper
into all the findings of the dataset analysis. This would have provided a more
complete analysis, leaving fewer questions unanswered, however was deemed
too time consuming, as well as would have taken the focus away from the other
important aspects of the thesis such as the Email Phishing Collection Model.

3.5.2 Criticism of Chosen Methodology

By aggregating the metrics for each of the collection years, having them weigh-
ing equally, prevents the overall analysis to emphasis a year with more observed
phishing emails. It also limits the analysis’ ability to covey the magnitude of phish-
ing emails for certain time periods outside of an entire year. This is combated by
providing a separate analysis for each of the years within the collection scope,
however adds more layers of work, being both time consuming and complicates
the overall presentation of the thesis.

And lastly, for the findings analysis, not providing a more in-depth analysis of the
findings leaves the possibility of questions arising from the dataset analysis being
left unanswered.



Chapter 4

Related Work

This chapter presents various papers and reports that are of relevance for this
thesis. The material evaluated depicts work related to both the thesis’ model and
trend analysis.

4.1 Prior Work

This thesis will be a vast expansion of the work conducted by the author in the
paper "An Extensive Analysis of Email Phishing" [40]. The paper presents an ana-
lysis of phishing emails that were observed in Q1 of 2022. The analysis was three-
fold with the first part focusing on the phishing trends of the collected mails, the
second part comparing prior literature depicting phishing email features to fea-
tures of the observed phishing emails, and lastly, a part analysing the features of
phishing emails that people had fallen victim to. It is the first part of this paper
that is relevant for this thesis.

The first part of the aforementioned paper, focusing on the observed phishing
trends, outlined a methodology for defining what properties of the phishing emails
should be extracted for analysis in order to showcase the phishing trends. These
properties included elements such as the essence of the phishing email, methods
used within the emails, goal of the phishing, and who/what the email appeared to
come from. These properties will be utilized when developing the thesis’ model,
albeit after being subjected to an evaluation and re-definition based on existing
work.

The findings from [40] showed that phishing emails such as gift card CEO scams,
password expiry notices, and sharing of documents were the most prominent in
the time frame of the dataset. The former consisting of emails where the per-
petrator tries to lure the recipients into buying gift cards while pretending to be
the manager/CEO of the recipient. Further, the paper depicted that passwords
were the most sought after goal from the malicious actor’s point of view, and that
links within the emails was the most used method of achievement. Finally, it was
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deemed that phishers often pretend to be from an internal source within the or-
ganization when launching their attacks.

The Future Work section of the paper brought forth "repeated analysis" and "auto-
mated collection tool" as areas that should be focused on in any future research
into the field. This thesis will address these points by expanding the time frame
of the collection scope, as well as utilizing new query tools in order to further
effectivize the collection of the phishing emails.

The remaining sections provides papers, works, and reports of external sources
that are of relevance for this thesis.

4.2 Research Papers

There exist an array of studies collecting and analysing phishing corpuses, how-
ever many of the studies covering phishing emails are shown to focus on a smaller
time range for the collected emails [17, 18, 41-46], often in the range of approx-
imately a year, as opposed to a wider time range which this thesis does. Another
observation that can be made from these research papers is that many tend to
focus on phishing URLs within the email, and not other methods such as attach-
ments or plain communication [41-44].

The paper of Ferreira et al. [47] is one of few identified relevant papers that util-
ize a wide time range for the collection of phishing emails. The paper focuses on
the analysis of phishing email subjects in order to determine trends within the ob-
served subject lines in relation to human persuasion. The study utilizes a phishing
corpus stemming ten years from 2008 to 2017, however, only approximately 20
emails per year was extracted and used for the analysis. The Future Work section
of the paper states that the analysis should be attempted on a bigger sample of
emails. The focus point of the paper is relevant for the analysis of the "essence"
part of the emails for this thesis, and although the methodology will differ from
Ferreira et al.’s, it will extend on the findings and provide a related analysis of a
bigger sample.

One Master thesis has been identified focusing on a similar area related to phish-
ing trends. M. R. Riedle’s thesis "Identifying Trends Among Phishing Attacks" [16]
details a study of phishing attack trends from a 10 year perspective, up until 2016.
The study utilized both private and public sources for their phishing corpus, and
deployed a frequency analysis to categorize the attack trends. The results showed
that the amount of phishing attacks have increased over the ten year period in
which the study encompassed, and that surges could be seen around the holiday
periods and tax seasons of the years. In inclusion of this, the results revealed that
the typical Advanced-fee scam (such as Nigerian Prince scams) were declining,
and that the usage of HTML attachments in phishing emails had grown signific-
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antly. The thesis singled out three attack approaches which it based its analysis on,
excluding any other methods that could have been in play within the given time
frame. The present thesis will continue on analysing emails starting from 2016
to identify phishing trends, however, not singling the analysis in on particular at-
tacks.

The paper of Cui et al. titled "Tracking Phishing Attacks Over Time" [48], is another
paper whose findings will be utilized to achieve the goals of this collection and
analysis. The paper introduces a phishing site detection scheme that bases itself
on the DOM (Document Object Model) details of the site, and tests the assump-
tion that many phishing attacks are replicas or variations of each other. From their
corpus of over 19 000 emails, collected over 10 months, it was shown that 90% of
the observed phishing sites were replicas or variations of other observed phishing
sites. Although this thesis aims to collect and analyze the phishing emails them-
selves and not the landing site, the findings of Cui et al. is still of relevance in the
collection phase of this thesis in order to increase the efficiency of the collection
process.

4.3 Reports

There are a great variety of companies and groups who publish phishing related
reports, either focusing only on phishing or as a sub category of a wider range
of threats. Because of this, there exists an array of reports where phishing is de-
tailed, and in order to scope down the magnitude of reports, the ones focusing in
on email threats or email phishing is of most relevance surveying.

When viewing related reports, certain aspects relevant for this thesis is focused
on. As the main part of the thesis is displaying email phishing trends, how statist-
ics are shown and compared to prior metrics is an important note. Another aspect
of importance is types of metrics collected, viewing whether they are overarching
metrics or specific to one certain area within phishing. Following, a list of identi-
fied relevant reports are presented in relation to the specifics stated above.

Cofense - Annual State of Phishing Report (2022)

Cofense’s Annual State of Phishing Report [49] displays trends and statistics re-
lated to phishing as observed the prior year. The report details specific types of
email phishing attacks with examples and explanations. In addition, each shown
phishing example is categorized based on threat type and tactic. Although the
report showcases statistics from their observations, they are for the most part ex-
cerpts, meaning that they do not display the full dataset. Instances such as stating
that HTML attachments account for 30% of all credential phishing, but not reveal-
ing what the remainder 70% is are examples of this. The report tends to go more
in-depth on certain aspects rather than viewing the overarching metrics of their
dataset.
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Cofense - Annual State of Email Security Report (2023)

Cofense publishes various reports, and another report detailing phishing is their
Annual State of Email Security Report [ 15]. The report displays much of the same
statistics as seen in their State of Phishing Report, however provides additional
metrics expanding on their phishing observations. The statistics shown are in the
case of this report more complete than their aforementioned report, such as show-
ing statistics for all observed attachments and not just the top ones. It does still
focus on specific aspects rather than overarching metrics.

APWG - Phishing Activity Trends Report (3Q 2022)

The Anti-Phishing Work Group (APWG) publishes quarterly phishing reports de-
tailing phishing attacks observed within the quarter’s time frame, an example be-
ing their Q3 of 2022 report [13]. The report is statistic heavy, as opposed to the
two aforementioned reports, showcasing both trends and complete statistics. The
trends showcased span a year on the maximum, and is often compared to the
former quarter’s observations. Although it showcases a fair amount of complete
statistics, due to the relatively short length of the report, there is a limited amount
of data presented.

The APWG report does not display any examples of the observed phishing mails.
It does however explain certain types of email phishing attacks observed.

Zscaler - ThreatLabz Phishing Report (2022)

Zscaler’s report [ 14] details observations from the previous year, depicting trends
and metrics from specific focus areas. The report defines methods utilized by the
malicious actors in their phishing mails, including Link, Prompt, and Attachments,
however does not show any statistics related to these. Similarly, the report details
various types of phishing, but with no associated statistics.

The trends displayed in the report are for the most part comparisons from last
year’s observations with no broader analysis.

ProofPoint - State of the Phish (2023)

ProofPoint’s report [50] differs from the other selected phishing reports as it fo-
cuses on the recipients of the phishing message rather than the phishing messages
themselves. These are statistic related to areas such as recipients’ knowledge of
terms and concepts, risky actions performed, and deployment of security aware-
ness programs. It does however showcase some statistics related to the phishing
messages themselves, such as targeted brands and types of attacks.
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SlashNext - The State of Phishing (2022)

SlashNext’s report of phishing [51] details the company’s observations from the
prior year, focusing on specific areas within the phishing domain. This report is
the least email forward, as it details other phishing types such as mobile. The
parts detailing email phishing display little to no statistics, and does not detail
any trends from other time ranges.

Abnormal - Email Threat Report (H2 2022)

Abnormal’s Email Threat Report [52] focuses on the areas of credential phish-
ing and Business Email Compromise (BEC). The statistics shown in the report is
mostly related to attack volume and brand impersonation, displaying both trends
and evolution.

Consistent throughout all the identified reports, they all tend to focus on spe-
cific and varying areas within phishing, rather than displaying metrics based on
collection properties from the phishing emails themselves. This is somewhat un-
derstandable as most of the reports are structured as summaries rather than from
the complete dataset analysis. This does however limit the usability of the repor-
ted statistics, as well as the replicability for other datasets.

There are also instances where the terminology differs from report to report.
Such as Zscaler stating that Business Email Compromise and CEO fraud is one
in the same, and that they can only be achieved through a compromised account,
while other reports such as Cofense’s and APWG’s displaying CEO Fraud as a sub-
category of BEC and stating that BECs can be achieved both through compromised
and fake lookalike accounts.

From the collection of phishing reports, Cofense’s State of Email Security Report
and Zscaler’s Phishing Report are the most comprehensive in relation to the sub-
jects of this thesis, while Cofense’s State of Phishing Report, APWG’s Phishing
Activity Trends report, and Abnormal’s Email Threat Report all contain relevant
data, albeit in a bit reduced fashion compared to the two former. The reports of
ProofPoint and SlashNext were the least relevant as they put a wider focus on
subjects not relevant for this thesis.

Regardless of their comprehensiveness, this thesis will leverage the observations
from all of the reports both in order to create a collection model that can be used
universally, as well as during the analysis of the findings from the dataset.






Chapter 5

Data Collection

5.1 Collection Sources

The email phishing data is collected using historical email reporting data from
a Norwegian based IT platform provider. The collection of the phishing emails
utilize two separate data sources, consisting of a ticketing system and an email
reporting application called MailRisk!. The reasoning for the utilization of two
separate data sources is due to a change in the email reporting procedures of the
IT platform provider, where in the last months of 2020, a switch from the ticketing
system to the MailRisk application was made.

5.1.1 Ticketing System

The ticketing system allowed for users to report in suspicious emails they had
received in their mailbox. The reporting procedure consisted of forwarding the
suspicious email to the ticketing system’s address, where it could be analyzed
by relevant personnel. After analysis, all the reported emails would be classified
in the categories of phishing, scam, or harmless, and the analysis itself would
be appended to the ticket. The ticketing system itself allows for filtering on the
specific categories, including free text searches on the contents of the email.

5.1.2 MailRisk

MailRisk is an email reporting application and system provided by Secure Prac-
tice?. The application is made available to the user as an add-in within the email
application and provides an option for the user to flag any mails that they consider
suspicious. When an email is flagged, all email data, including metadata, is sent to
the MailRisk system for analysis. After an analysis of a mail, it is placed within one
of the eight categories Safe, Spam, Suspicious, Scam, Phishing, Harmful, Virus,
and Targeted. The MailRisk application provides a query function, called Threat

!MailRisk: https://securepractice.co/quides/mailrisk-intro
2Secure Practice: https://securepractice.co/
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Explorer for email lookups, where one can filter on specific details such as cat-
egory and email metadata. The Threat Explorer allows for a more granular search
than with the ticketing system, as it allows for AND, OR, and NOT clauses.

For the data collection, the ticketing system is utilized in order to collect phishing
data in the time period of 2016 to August 2020. For August 2020 throughout 2022,
MailRisk is utilized to collect the remainder of the phishing data. The categories
Phishing and Scam is filtered upon for the data collection within the ticketing sys-
tem, while the categories Scam, Phishing, Harmful, Virus, and Targeted, are used
to query and collect relevant data from the MailRisk application.

For both systems, the insight from Cui et al. [48] is used in order to effecivize the
collection. The search function of the ticketing system and the Threat Explorer in
MailRisk is utilized in order to collect batches of the same phishing emails based
on keywords found within a given phishing email.

5.2 Model Properties

In order to define what properties of a phishing email are relevant for collection,
the anatomy of a phishing email needs to be defined. The anatomy in this situation
refers to how an email is structured and what properties are relevant in the context
of phishing.

5.2.1 Email Structure

An email sent utilizing the Simple Mail Transfer Protocol (SMTP) [53] consists of
two parts; An Envelope and its content, while the content again can be divided
into the two sections Header and Body. Figure 5.1 visualizes the SMTP format,
including relevant properties.

The Envelope contains information relevant for the transmission of the email. This
includes information such as the sender and the recipient addresses. Email serv-
ers utilize this information in order to relay the email to the appropriate parties.
Further information on the SMTP is detailed in RFC5321 [53].

The Header contains relevant information about the email, including where and
whom the email is from, who the email is sent to, the subject of the mail, timestamps,
authentication information, and more. Further information on the message header
contents and corresponding RFCs can be found on IANASs sites [54].

The Body of the email is the actual content of the mail. The body can be plain text
or special formatted content such as with HTML.
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SMTP Envelope

MAIL FROM (RFC5321.MailFrom)
RCPT TO (RFC5321.RcptTo)

Content

Header

FROM (RFC5322.From)
TO (RFC5322.To)
SUBJECT (RFC5322.Subject)
DATE (RFC5322.Date)
REPLY-TO (RFC5322.ReplyTo)
RETURN-PATH (RFC5322.ReturnPath)

AUTHENTICATION-RESULTS (RFC8601.AuthenticationResults)

Email Message / Content

Figure 5.1: SMTP Email Format

In addition to the contents of an email detailed above, an attachment can be ap-
pended to the email as well. The attachment, although received with the email,
is not a part of the email build-up itself, however remains a crucial component in
the context of email phishing.

5.2.2 Phishing Properties

To select the properties relevant for the collection model, they have to be seen in
relation with the definition of phishing. As detailed before, phishing is a form of
social engineering where the main goal is to trick the victim into performing an
undesirable action by masquerading as a legitimate source. Based on this defin-
ition and in correspondence with prior literature and reports, several properties
can be defined as relevant for collection.

From the definition of phishing, its purpose is to make the recipient perform an
undesirable action in order to achieve their (the malicious actor’s) goal. Both the
aforementioned paper from Ferreira et al. [47] and Dhinakaran et al. [45] classify
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various goals a malicious actor can target through a phishing email such as data
theft, malware, fraud, and passwords. Other periodical reports from commercial
businesses such as ProofPoint’s 2023 "State of the Phish" [50] and Zscaler’s 2022
"ThreatLabz Phishing Report" [14], also define similar objectives targeted in ob-
served phishing mails.

In order to collect statistics on the desired objective of the malicious actor, the
property Target is defined for collection. Based on the aforementioned sources,
the Target can be collected through the collection and analysis of the email’s sub-
ject, from name, from address, contents of the email body, including any external
linked sites or attachments.

Continuing on with the performance of an undesirable action, the performance
itself must be defined. Irani et al. in their paper concerning an evolutionary study
of phishing [46], defines a collection property called the "sting". The sting is a
part of the content that direct the user into performing the undesirable action.
Their paper mainly focuses on URLs as the sting, however as seen in the previ-
ously conducted study in [40], this can be performed through other means such
as attachments and communication as well. From Cofense’s reports [15, 49], the
term "Tactic" is utilized to describe this property, while Zscaler utilize "method" to
describe the same [14].

The property Method is defined for this, and concerns the method of achievement
utilized by the malicious actor to obtain their target. Relevant email elements to
collect and analyze for this model property is the contents of the email body and
any attachments attached to the email.

The definition of phishing puts an emphasis on masquerading as a legitimate
source. Present throughout several of the papers and reports presented in the
related work chapter, Chapter 4, is the analyzing and/or collection of the brands
and persons that the phishers utilize to appear legitimate [13-15, 42, 45, 47, 50—
52]. From these papers and reports, multiple email elements can be seen providing
information as to whom the phishing email is pretending to be from. Relevant ele-
ments include sender name and address (both MAIL FROM and FROM), subject,
contents of the email body including any logos attached and URLs, and attach-
ment names.

Reports from Zscaler [14], ProofPoint [50], Slashnext [51], and Abnormal [52]
use the term "impersonation" when referring to this aspect of a phishing email.
Borrowing from these reports, Impersonation is defined as the common name
for this model property concerning what or whom the email is pretending to be
from.

As a final property, the concept of tricking the recipient into performing the un-
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desirable action needs to be covered. In order to trick the recipient into performing
the undesirable action, the mail itself should convey an overall perception of its
legitimacy. The Impersonation property is a contributing factor in the convincing
of the recipient, however a property conveying the essence of the mail should be
included. Irani et al. utilizes the term "content" to define what the email is con-
veying, and bases the information on the message body content [46]. As shown
in the previously conducted study [40], the essence of an email can also be based
on additional elements such as sender address and name, subject, and any attach-
ments appended to the mail.

The term Content will be borrowed from Irani et al. and utilized to define the
final collection property. However, in inclusion of the message body, the elements
of sender address and name, subject, and attachment info should be included in
determining the content as well.

Lastly, in order to analyze any trends from the phishing email corpus, the dates in
which the emails were received needs to be collected. The dates should be when
the email was received by the recipient and not when the email was reported or
collected. This means that the DATE header field will be collected for this property.
The Date property is the final property defined for this model.

5.2.3 Model Properties Overview

Based on the anatomy and properties defined in the section above, Table 5.1
details the model properties that should be collected in an analysis of phishing
trends, including their corresponding email elements.

Property Description Email Elements

Content The Content property concerns the essence | FROM
of the phishing email. It revolves around | SUBJECT
how the malicious actor convinces the re- | Message Body
cipient of the email’s legitimacy. Attachment Info

Target The Target property defines the objective | FROM
that the malicious actor tries to achieve | SUBJECT
with the phishing email. This is the object- | Message Body
ive that is tried lured from the recipient of | Attachment Info
the mail.

Method The Method property concerns the ap- | Message Body
proach utilized within the phishing email | Attachment Info
by the malicious actor in order to obtain
the desired Target.
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Table continued from prior page.

Property Description Email Elements

Impersonation | The Impersonation property concerns who | MAIL FROM
the email appears to be from. This is whom | FROM

or what the malicious actor pretends to be. | SUBJECT
Message Body
Attachment Info

Date The date in which the phishing email was | DATE
received.

Table 5.1: Model Properties

The model properties detailed above will be utilized when performing the data
collection. The collection will provide supplementary details for the model prop-
erties, and assist in finalising the thesis’ email phishing collection model.
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Dataset Analysis

The collection of the phishing dataset based on the model properties specified in
Chapter 5 yielded a result of a total of 35566 phishing emails. The dataset in its
entirety can be found in the GitLab repository tied to this thesis'. The following
chapter presents the findings and highlights any trends that can be seen within
the dataset. This chapter focuses on an aggregated view of the dataset, as well as
highlighting specific findings from certain years. A full analysis of the data detail-
ing each year separately can be found in Appendix A.

6.1 Collection Properties

For each of the five collection properties, there were identified several distinct cat-
egories throughout the data collection. Following, a presentation and description
of these property categories is given.

6.1.1 Content

The collection of the Content property, defining the essence of the phishing email,
resulted in the identification of 68 unique Content categories. The five most prom-
inent categories are presented below, while a full overview and description of all
the Content categories can be found in Appendix B

Invoice

The Invoice Content category embodies all the phishing emails that use the lure
of a supposed invoice in order to trick the victim into performing an undesirable
action. Figure 6.1 showcase an example of such phishing emails allocated within
the Invoice Content category.

1GitLab Repository: https://gitlab.com/Karset/mis4900-phishing-dataset

31


https://gitlab.com/Karset/mis4900-phishing-dataset

32

SAHK: Email Phishing

You received a new invoice via Onedrive

o OneDrive <ondrive@_________ =

To REDACTED®@example.com

NAME

You received some files

Here's the document that was shared with you.

1. Sales Invoice.pdf
2. Signed PI #082022.pdf

The below link will work for anyone.

Open

Figure 6.1: Invoice Phishing Email

Document Shared
The Document Shared Content category is a collective term for all the phishing
emails that conveys the message that a document has been shared with the recip-
ient. This can for example be by simply attaching a document to the mail itself,
or sharing a document through an online service, as shown in Figure 6.2.

l:l(via Dropbox) <no-reply@dropbox.com:

To REDACTED@example.com

3

g

WL ]

[ |shared "A document has been sent to you via DROPBOX.pdf* with you

| K |@outlook.com) invited you to

view the file "A document has been sent to you via DROPBOX.pdf"

on Dropbox.

Enjoy!
The Dropbox team

Figure 6.2: Document Shared Phishing Email
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CEO Scam - Transfer Money

The CEO Scam, or CEO Fraud as it is also called, is a generally known phishing
technique where the mail appears to be from a higher ranking employee, such as
a manager or the CEOQ, asking for a favor. This specific technique is recognized
and detailed by other mediums such as [55-57] as well.

This specific Content category encompass all the phishing emails that utilize this
CEO Scam technique in the context of requesting the recipient to transfer a sum
of money, for instance due to a business deal or an unpaid invoice. Figure 6.3
displays an example of this type of phishing mail, where the malicious actor mas-
querades as the CEO, asking the recipient if they can process a payment to an
England based company.

Betaling England

[ ceoname |4 l@gmail.com>
To REDACTED@example.com

Vi m3 foreta en hastebetaling i dag, til et selskap i England. Hvilken informasjon trenger du for 3 foreta betalingen?

Vennlig hilsen,
CEO NAME

Figure 6.3: CEO Scam - Transfer Money Phishing Email

Post Package

The Post Package Content category embodies all the phishing emails that uses the
incentive of a package yet to be delivered in order to lure the recipient into per-
forming an undesirable action. For example, requesting that a delivery fee is paid
for the package to be delivered, as seen in Figure 6.4.

Pakken din venter pa levering
Posten <support@posten.cz=
To REDACTED®@example.com

W/ posten

Kjeere kunde,

Pakken din venter pa levering. Bekreft betaling i lenken nedenfor, online bekreftelse
ma gjeres innen 3 dager far den utleper

SPORING: hitps:/posten.no/referanse/3771560000

Avsenders referanse: 3771560000

Sendingen har madlene 14cm x 31cm x 33cm. Vekt: 1,25 kg.

Figure 6.4: Post Package Phishing Email
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CEO Scam - Gift Card

The CEO Scam - Gift Card Content category is another Content category that can
be placed under the CEO Scam/Fraud umbrella. In this category, the malicious
actor utilizes the CEO Scam technique in order to lure the recipient into purchas-
ing gift cards for them. This could for instance be in relation to a customer, or
as a gift for the employees. Figure 6.5 showcases an example of such CEO Scam
- Gift Card phishing, where the malicious actor masquerades as the CEQ, asking
the recipient to purchase gift cards.

Kan du kjgpe gavekort? Det haster
. [ccomwe < dagligledel ___[@gmail.com >

To undisclosed- recu)lents

Med vennlig hilsen

CEO NAME

Figure 6.5: CEO Scam - Gift Card Phishing Email

6.1.2 Target

The Target property totaled six unique Targets from 2016 throughout 2022. These
Targets were: Credentials, Money, Credit Card Details, Infect, Personal Identifiable
Information, and Business Information.

An important note related to this property is that it is based on the first objective
achieved by a successful phishing. A phishing email may link to a malicious file
that infects the computer with a keylogger, which again retrieves the credentials
of the victim. In this case the infection is the first Target, and the phishing mail’s
Target would be categorized as such.

Credentials

Credentials in this context refers to any details used to authenticate one self on di-
gital mediums. Credentials encompass technologies such as passwords, one-time
passcodes, PINs, and digital keys.

Money

Any phishing email soliciting direct payment or the transfer of money falls within
the Money Target. In this context, it is digital payments and transfers that are of
relevance.

Credit Card Details
Credit Card Details and Money may appear similar as the overarching goal is
financial gains. However, there is a clear distinction between the two. With the
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Money Target category, a payment is requested by the malicious actors to a spe-
cific account. The malicious actors in this scenario would have no insight into the
payment process or details, only a transferred sum of money should the phishing
be successful. With Credit Card Details however, the malicious actor requests the
recipient to provide the credit card details necessary for the malicious actor to use
them as they please.

Infect
The Infect Target category encompass all phishing emails where the recipient is
attempted lured into downloading and opening a malicious file.

Personal Identifiable Information

Personal Identifiable Information (PII), or Personal Data, refers to information that
can identify an individual, such as names, phone numbers, and addresses [58].
Any phishing emails requesting this information will be categorized under the PII
Target category.

Business Information

Lastly, Business Information was identified as the sixth and final Target category
within the collected phishing dataset. Business Information embodies non-public
information contained within the organization. This can be information such as
account balance, invoices, and customer lists.

There were instances where the available data could not provide the necessary
information in order to determine the exact Target. In these cases, the Target is
marked as N/A.

6.1.3 Method

The collection of the Method property revealed four distinct methods of achieve-
ment within the phishing corpus. The Methods of URL, Communication, Attach-
ment, and Calendar Invite were identified, where the Attachment category could
again be divided into subcategories based on the attachment type.

Similar to the Target property, the Method property details the first method of
achievement. In some scenarios, the malicious actor may for example send out a
phishing email with a malicious link that leads to a site where a malicious file is
downloaded. In this case, the Method would be defined as URL.

URL
The URL Method encompass all phishing emails where the malicious actor tries
to lure the recipient into clicking a malicious link, leading to their phishing web
site.
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Communication

The Communication Method embodies the phishing emails where the Target is
achieved over communication, either within the email thread or on an external
medium such as over the phone.

Attachment

The Attachment Method includes the phishing emails that utilize an appended file
on the email in order to achieve the phishing Target. In total, 19 distinct attach-
ment types were observed. The types themselves will be showcased later in the
chapter during the presentation of the observed trends.

Calendar Invite

The Calendar Invite is a type of Method where the malicious actor abuses many of
the email providers’ technology of automatically adding a calendar invite into the
calendar of the recipient. Even though the event is not accepted, it is still present
in the calendar and may send notifications to the user when the event is approach-
ing. The calendar event itself may contain malicious information, attachments, or
links to malicious sites.

There were instances where the Method could not properly be identified. In such
cases, the Method was categorised as N/A.

6.1.4 Impersonation

The Impersonation category can be divided into two sections based on the obser-
vations from the collected phishing dataset, one dealing with generic impersona-
tions, and one dealing with non-generic impersonations. The generic Impersona-
tion categories consists of phishing emails where the supposed sender is not tied
to any specific brand. This category can again be divided into two parts: External
and Internal. The External Impersonation category consists of the phishing emails
coming from an external sender, but not from a specific brand or entity. The In-
ternal Impersonation category consists of the phishing emails where the sender is
supposedly from an entity within the organization, such as your manager, the IT
department, or HR, or from yourself.

The non-generic Impersonation category encompass all phishing emails that ap-
pear to come from a specific brand or entity.
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6.2 Aggregated Analysis

The properties of a total of 35566 phishing emails were collected from the years
2016 throughout 2022. Table 6.1 showcases the distribution of phishing emails
for each year of the collection scope.

Year Total
2016 1173
2017 986
2018 523
2019 720
2020 3181
2021 16202
2022 12781

Table 6.1: Phishing Email Distribution

The table shows a sharp increase in the number of phishing emails from the years
2020 and up. As explained in Chapter 5, this is due to a change in the email report-
ing system in August of 2020, where it was rendered easier to report suspicious
emails than with the prior system. Due to the varied number for each year, many
of the following sections will utilize percentages per year to display and analyze
the collected data.

The year of 2020 presents a challenge in the representation of that year’s phish-
ing data, as the new reporting system was introduced in August of that year.
This drastically increased the number of phishing emails collected for the last
five months of the year compared to the former seven months. A more in-depth
view of this challenge is presented in the Challenges section in Chapter 9.2. Due
to this discrepancy in 2020’s phishing dataset, some data will be presented in two
separate parts, one for the first seven months of 2020, and one for the remaining
five months. When looking at the total for all years, 2020 will be represented as
a whole.

6.2.1 Content

In total throughout the years within the collection scope, 68 unique Content cat-
egories were identified. Figure 6.6 displays the total occurrence rate of each of
these 68 Content categories based on the percentwise distribution for each year.
And, as can be seen, the Invoice category is the most observed Content category,
followed by Document Shared and CEO Scam - Transfer Money.
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Post Package
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CEO Scam - Gift Card
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Confirm / Update Account Information

Password Expires

3.78%
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Crypto Scam
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Extortion

3.37%

Refund

3.13%

Suspicious Activity
Account Will Be Disabled

New M g
Voice M g 2.21%

2.94%
2.57%

Error With Payment 2.21%
Account Disabled 2.03%
Payment Remittance - — ——————— 1.80%
Mailbox Full me————1.72%
Item Won =ee— 1.66%
Purchase Confirmation ———1.63%
Purchase Order n——— 1.49%
Update Software m—1.43%
Money Received m—— 1.43%
Money Won nesss——1.40%
Open / Receive Mail n— 1.37%
Verify Email n—1.25%
Fax e—1.22%
Inheritance m— 1.19%
Error Sending / Receiving Mail e——1.16%
Release From Quarantine e 0.82%
Business Proposal s 0.81%
Offer / Deal m— 0.75%
Donation /Fund e 0.73%
Password Reset Request mmm— 0.73%
Document From Scanner e 0.54%
Help Transfer Money e 0.54%
Sign Document e 0.50%
Shipping Details m—0.49%
Borrow Money = 0.48%
Police Notification == 0.46%
Payslip Details mm——0.44%
Meeting Invitation == 0.42%
Cancellation me== 0.36%
Guidelines mm== 0.33%
Financial Report === 0.29%
Payment Sent === 0.28%
Contract m=m 0.27%

Domain Registration === 0.27%
MFA Activate === 0.26%
Domain Expires === 0.23%
Password Changed ™= 0.20%
Added To Group ™= 0.17%
Change Payment Details ™ 0.15%
Notification ¥ 0.06%
Donate Money ¥ 0.05%
Account Details Changed ¥ 0.05%
CEO Scam - Crypto 1 0.05%
New Task ¥ 0.05%
Legal Document 10.03%
Advert Stopped 10.03%
Questionaire 10.02%
Job Application 10.02%
Server Stopped | 0.02%
Server Full 10.02%
Job Write-Up |0.01%
Anti-Virus Alert | 0.01%
Calendar Event ' 0.00%
Trademark 0.00%

Figure 6.6: Content Distribution
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In order to compare the total occurrence rate with the representation for each year,
Figure 6.7 shows the occurrence rate for the top 10 overall Content categories for
each of the seven collection years.
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Figure 6.7: Content Evolution (Top 10)
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As shown in the Figure 6.7, Invoice at the top has varied quite a bit, and shows
no clear pattern in its evolution. In second, the Document Shared Content cat-
egory has been fairly consistent throughout the years with a surge in the years of
2018 and 2019. Thirdly, the CEO Scam - Transfer Money category has seen a great
decline the recent years from being within the top three most observed Content
categories from 2016 throughout 2019, to having only a small presence the last
three years. The contrary can be observed in the fourth Content category, Post
Package, where there was only a small presence within the first four years, and a
surge for the last three.

CEO Scam - Gift Card and Password Expires has a similar pattern to that of Post
Package, showing a great increase the recent years, while the remainder of the
Content categories has a combination of surges in specific years (Confirm / Update
Account Information, Crypto Scam), and varied distributions (Extortion, Refund).

To showcase each Content category’s ranking, Figures 6.8 through 6.10 displays
highlights from the evolution in the ranking of the overall top 10 categories. The
ranking shows its recorded presence compared to the other Content categories,
where a ranking of 1 indicates the highest presence.

2016 2017 2018 2019 2020 2021

2022

.—./ T ® —e

Invoice -s-Document Shared CEO Scam - Transfer Money
Post Package CEO Scam - Gift Card Confirm / Update Account Information
Password Expires Crypto Scam Extortion

Refund

Figure 6.8: Rank Evolution - Invoice, Document Shared
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2016 2017 2018 2019 2020 2021 2022
Invoice Document Shared
CEO Scam - Transfer Money Post Package
CEO Scam - Gift Card Confirm / Update Account Information
Password Expires Crypto Scam
-=Extortion --Refund

Figure 6.9: Rank Evolution - Confirm / Update Account Information, Extortion, Refund

2016 2017 2018 2019 2020 2021 2022

Invoice Document Shared CEO Scam - Transfer Money
-o-Post Package ~CEO Scam - Gift Card Confirm / Update Account Information

Password Expires Crypto Scam Extortion

Refund

Figure 6.10: Rank Evolution - CEO Scam - Gift Card, Post Package
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The evolution graphs provides additional information into the trends for each
Content category. Based on the evolution the last seven years, both Invoice and
Document Shared showcases a smooth progression throughout the years with no
sudden changes in their position (Figure 6.8). On the contrary, the Content cat-
egories Confirm / Update Account Information, Extortion, and Refund display no
sign of predictable behavior as they are prone to erratic changes, such as going
from 5th to 45th and up to 13th within a three year span (Figure 6.9). As for Post
Package and CEO Scam - Gift Card, they have shown a steady position the latest
years after rising towards the top (Figure 6.10). The remainder of the Content
categories not highlighted, including CEO Scam - Transfer Money, Password Ex-
pires, and Crypto Scam, shows combinations of erratic and steady progressions
depending on the time frame viewed.

On the basis of both the percentwise distribution and rank evolution, one can
expect the Content categories of Invoice and Document Shared not to change
to drastically in terms of ranking the coming years, while Invoice’s percentwise
distribution may vary. Due to their now steady position, both Post Package and
CEO Scam - Gift Card can be predicted to still remain heavily represented going
forward. CEO Scam - Transfer Money was seemingly disappearing up until 2022
where it had a small boost in representation. Due to this increase, one cannot
say for certain whether the category is on the rise again, or if it was a one-time
increase followed by a decrease again. It is although safe to say that the CEO Scam
- Transfer Money category is not as big of a threat as it used to be in the beginning
of the collection scope. For the remainder of the Content categories, no prediction
can be made on their continued evolution.

6.2.2 Target

A total of six Target categories were identified during the analysis, consisting of
Credentials, Money, Credit Card Details, Infect, PII, and Business Information.
Table 6.2 displays the overall percentwise distribution of the identified Targets for
the years 2016 through 2022.

Target % Distribution
Credentials 47.15%
Money 25.51%

Credit Card Details 18.12%

Infect 6.75%

PII 1.22%

N/A 1.16%
Business Information 0.09%

Table 6.2: Target Distribution
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As can be seen, Credentials were the most sought after Target throughout the
scoped years accounting for nearly half (47.15%) of the Targets observed. The
monetary categories of Money and Credit Card Details follows suit in second and
third, and Infect is ranked in fourth with a 6.75% representation. Towards the
end of the list, the Target categories of PII and Business Information is present
with a low total representation rate. The emails in which the Target could not be
determined had a 1.16% representation, as displayed in the "N/A" row of the table.

Figure 6.11 displays the percentwise distribution of the Target categories for each
of the collection years.

/

t=-———=0\

2016

‘\\\\\*//

2017 2018 2019 2020 2021

Credentials =#=Money =#&=Credit Card Details Infect Pl -@-Business Information

Figure 6.11: Target Evolution

Credentials have consistently been the top ranking Target by a fair margin each
year. In 2019, the discrepancy between Credentials and the second highest Tar-
get category (Money) was as much as 35.7% in difference (Credentials: 63.89%,
Money: 28.19%). Money has been consistently the second most targeted Target
since 2018, with an overall smooth evolution line with no erratic changes. Credit
Card Details seemingly reverse mirrors the evolution of Credentials, going up
when Credentials is declining, and declining when Credentials is increasing. Infect
shows the greatest lasting decline, having had its representation reduced from its
highest in 2017 at 23.73%, to a 1.33% in 2022. Both PII and Business Inform-
ation have had a rather low overall representation, with no significant changes
observed.

2022
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From the observed evolution of the Target property one should expect Creden-
tials to remain heavily targeted in the following years. Money, as well, should not
change to drastically if its trend of consistency continues. Credit Card Details is the
least predictable out of the six, making it difficult to determine where to expect
the category in the coming years, and although Infect has shown being capable
of displaying surges, such as from 2016 to 2017, its consistency the recent years
can allude to a continued low representation. As both PII and Business Informa-
tion has not seen any considerable changes throughout the years, and has been
consistently low, they can be expected to remain low in representation.

6.2.3 Method

Throughout 2016 - 2022 four Methods were observed, including URL, Communic-
ation, Attachment, and Calendar Invite, where attachments again could be divided
based on the type of attachment. Figure 6.12 displays the overall percentwise dis-
tribution within the Method property.

Attachment Type % Distribution
HTML 4.55%
PDF 3.03%
Word 1.56%
ZIP 0.81%
Excel 0.31%
URL 66.32% PowerPoint 0.13%
Communication 22.41% IS0 0.11%
ACE 0.08%
Attachment 10.86% ARJ 0.08%
Calendar Invite 0.27% Ro4 0.08%
EXE 0.03%
N/A 0.15% JAR 0.03%
RAR 0.02%
7z 0.01%
CAB <0.01%
Gz <0.01%
Lz <0.01%
XLL <0.01%
Xz <0.01%

Figure 6.12: Method Distribution
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URL is by far the most utilized Method, accounting for 66.32% of the overall
representation, followed by Communication and Attachment. The fourth Method,
Calendar Invite, differentiates itself with a relatively low representation of 0.27%.
Expanding on the Attachment category, there was observed a total of 19 different
attachment types. A total of 12 of the file types are archiving / compressed files,
meaning they they act as a container for one or more additional files. These 12
includes ZIB ISO, ACE, ARJ, R04, JAR, RAR, 7z, CAB, GZ, LZ, and XZ. Besides the
archiving / compressed files, the Microsoft’s Office files belonging to Word, Excel,
and PowerPoint have a decent representation. However, HTML and PDF are the
most prominent attachment types within the collected dataset.

As shown in Figure 6.13, which visualises the evolution of the different Meth-
ods through the collection years, the ranking of the Methods have been persistent
throughout all of the years. URL has always been the most utilized Method fol-
lowed by Communication, Attachment, and Calendar Invite.

2016 2017 2018 2019 2020 2021

URL -E~Communication Attachment Calendar Invite

Figure 6.13: Method Evolution

In a similar fashion to the observed relationship between Credentials and Credit
Card Details in the section above, Communication seemingly reverse mirrors the
evolution of URL. Where URL increases, Communication decreases with a similar
amount, and increases whenever URL decreases, with a small exception in 2022
where they both have a decline. Attachment as well, had shown a consistently
smooth evolution up until 2022 where it deviated with a surge in representation.
Lastly, Calendar Invite is only present in 2018 and 2021, with a low representation
rate in both instances.

2022
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The evolution of the attachment types, as displayed in Figure 6.14, reveals that
the overall top attachment type, HTML, had a low representation rate up until
2020, where it saw a great surge in appearance. Both Word and PDF had a prom-
inent presence in the earlier years, however their representation has seen a great
reduction compared to their presence in 2016 throughout 2019.

XLL~

GZ-
7z Xz
EXE

- CAB
/~RAR
-1sO

Excel -
PDF | 71p

Word -

- JAR 7z
- RAR
|~ EXE

/150

1SO | Excel “JAR

EXE - — 1,

150 - -~ RO4 1z

~ PowerPoint

ACE~ —
1SO

Word Excel ~

Word Word
Word -
-~ Excel

Word - Al

PDF -

PDF
PDF

2020 2021

2017 2018 2019

Figure 6.14: Attachment Type Evolution

Most of the attachment types have a low representation rate, with only five having
a representation over 0.30%. As shown in Figure 6.14, this is due to the fact that
many of the attachment types only appear in one or two years, creating a high
turnover.

Based on the observed trends, one can expect the URL Method to continue being
a highly utilized Method, however as it is shown to be decreasing, its gap towards
the other Methods might continue to decrease. Due to the recent increase in the
utilization of attachments, deviating from what was observed the prior years, it
cannot be speculated how it will evolve in the coming years. Similarly can be said
about the Communication Method as they have both showed signs of a smooth
progression and surges. Calendar Invite will seemingly remain low in representa-
tion should the trends displayed continue.

- PowerPoint

2022
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6.2.4 Impersonation

A total of 90 Impersonation types were identified in the collected dataset. Two of
which were generic impersonations, External and Internal, while the rest could be
associated with a specific brand. The split pie chart shown in Figure 6.15, displays
the overall percentiwse distribution of the generic and top 20 brands observed.

Microsoft
5.23%

Internal
29.26%
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Google 0-36%
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Figure 6.15: Impersonation Distribution

As shown, both the generic Impersonation types are heavily utilized in the emails
of the phishing corpus, accounting for close to 62% of the overall representation,
with External being the most utilized by a small margin. On the other side of the
chart, no one specific brand has been overly represented in the overall scheme of
things, with both Apple and Microsoft sharing a similar distribution, closely fol-

lowed by Posten and Danske Bank.
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Figure 6.16 displays the top 10 non-generic Impersonation types observed for each
of the seven collection years, sorted by overall representation rate.

No impersonation type has been present in the ten highest for all the years within
the collection scope. Both Apple and Microsoft have appeared at the top in six
out of the seven years, with Apple not appearing at the top in 2022, while Mi-
crosoft has been present since 2017. Danske Bank, which is ranked fourth in the
overall overview, can be tied to a surge in 2016, as it has barley been present
the remainder of the years. Posten, although ranked third overall, has only been
present since 2019, providing insight into the starting point of this particular trend
of utilization.

Viewing the Impersonation data, no particular patterns can be observed. Each
year presents different distributions, varying both in representation and instances
of impersonations. We should however expect the generic Impersonation types to
remain heavily utilized in the coming years.
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6.2.5 Dates

The distribution of dates, that is, the days in which phishing emails have been
observed within the phishing corpus, is presented in a percentwise fashion in the
heat-map of Figure 6.17.
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Figure 6.17: Date Distribution

From the distribution of dates, there are no specific time periods that stands con-
siderably out from the rest of the heat-map. There can be seen a slight increase in
activity in the month of November and early December. On the other hand, there
is a reduction in activity from late December till early January, as well as in the
early middle of June. Although no specific time periods stand out in the heat-map,
one particular day, August 22, shows a spike in activity. Filtering the dataset on
that specific date, shows that the increase in activity can mainly be tied to a surge
in 2016. The particular surge accounted for 10.40% of all phishing mails observed
that year.

Stacking each year’s heat-map distributions into one row per year, as shown in
Figure 6.18, provides insight into whether the observations from the overall over-
view is due to any reoccurring trends, or, such as with August 22, is due to singu-
lar surges. Columns with concurrent darker lines indicates persistent heightened
activity. Columns with concurrent light lines indicates persistent low activity. And
columns with differentiating heat signatures indicates no particular trends.

Immediately, it is evident that there is no observed activity in January and most
of February of 2016. As stated in the Scope section in Chapter 1.4, this is due to
the establishment of the ticketing system used to collect the phishing emails.

The stacked distribution confirms that the heightened activity seen in the month of
November and early December has been prominent for the majority of the scoped
years. The low representation seen before in late December, is shown to be present
in the earlier years. However, recently there has been an increase in activity for
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that time period. The lower activity in early January can be seen to correlate with
most of the scoped years for the first couple of days, regardless of the fact that
no data could be collected for 2016, while the following days have seen varying
activity.

Should the observed trends continue, one should expect to see increased phishing
activity in November and in the early days of December. In addition, a low activ-
ity level can be expected the first couple of days in January. Besides these, the
distribution of dates appears to be varying each year, showing no clear patterns.

6.3 Property Relationships

This section will present the relationships between various of the collection prop-
erties, showing how they correlate with each other, as well as any trends observed
within these relationships.

6.3.1 Target-Content

The Sankey diagram [59] displayed in Figure 6.19 visualizes the relationship
between the Target categories and the Content categories. The diagram presents
the relationship flows between one set of values to another, in this case how the
phishing emails are distributed into their respective Targets, and how these again
are distributed into the observed Content categories.

The visualization of the flows reveals both the density of each Content category as
observed in relation to a specific Target, as well as the Content categories’ repres-
entation within the Targets. For example, showing if a Content category only has
a one-to-one relationship with a Target, or if it is utilized for multiple objectives.

Due to the size of the corpus, Figures 6.20 through 6.24 displays each Target’s
relationships separately.
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~— Account Details Changed: 15
— Added To Group: 83
~—— Advert Stopped: 1
Calendar Event: 4
Account Disabled: 554
Account Will Be Disabled: 367

Document From Scanner: 323

Document Shared: 2,684

Fax: 602

Guidelines: 106

Job Write-Up: 3
Mailbox Full: 234
Meeting Invitation: 129
New Task: 36
Notification: 9

Open / Receive Mail: 319
Password Changed: 112

Password Expires: 2,619

Password Reset Request: 151
Payslip Details: 219
Release From Quarantine: 294

Payment Remittance: 956

Server Full: 6
Server Stopped: 16
Sign Document: 125

Suspicious Activity: 443
Verify Email: 181

re———y , 7 v "

Voice Message: 1,071

Contract: 72
Error Sending / Receiving Mail: 207
Purchase Order: 295

New Message: 624

Invoice: 2,164

Legal Document: 9

Job Application: 1

MFA Activate: 183
Financial Report: 230

- Shipping Details: 38
Purchase Ci ion: 300
C ion: 117

Payment Sent: 58

Phishing Emails: 35,566

‘ Confirm / Update Account Information: 1,457

Error With Payment: 754
Item Won: 149

Post Package: 4,643

Domain Expires: 38
Refund: 1,797

Anti-Virus Alert: 7
Questionnaire: 4
Offer / Deal: 69

Money F ived: 202
Police Notification: 358
Borrow Money: 53
Business Proposal: 231
CEO Scam - Crypto: 11

PII: 363
CEO Scam - Gift Card: 3,416

N/A: 119 =
CEO Scam - Transfer Money: 733
Change Payment Details: 43
Crypto Scam: 1,822

Domain Registration: 34
Donate Money: 59

Extortion: 1,505

Donation / Fund: 573
Trademark: 1

Inheritance: 545

Help Transfer Money: 165
Money Won: 448

Figure 6.19: Target-Content
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~—— Account Details Changed: 15
Account Disabled: 540

Account Will Be Disabled: 361

Added To Group: 83

~——— Advert Stopped: 1

Calendar Event: 4

Cancellation: 50

Confirm / Update Account Information: 257
Contract: 65

Document From Scanner: 312

Document Shared: 2,459

Domain Expires: 16
Error Sending / Receiving Mail: 193
~——— Error With Payment: 20

Fax: 593

Financial Report: 132
Guidelines: 106

Invoice: 1,585

Iltem Won: 1

- Job Write-Up: 3

Legal Document: 2
Mailbox Full: 234
Meeting Invitation: 129
MFA Activate: 110
- Money Received: 10

Credentials: 14,994

New Message: 499

New Task: 36

- Notification: 9

Open / Receive Mail: 319
Password Changed: 112

Password Expires: 2,619

Password Reset Request: 151

Payment Remittance: 884

- Payment Sent: 19

Payslip Details: 217
-~ Police Notification: 11
~  Post Package: 2

Purchase Confirmation: 154
Purchase Order: 181
Refund: 8

Release From Quarantine: 294
~  Server Full: 6

~ Server Stopped: 16

~ Shipping Details: 14

Sign Document: 124
Suspicious Activity: 429

. Update Software: 359
Verify Email: 181

Voice Message: 1,069

Figure 6.20: Credentials (Target-Content)
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Borrow Money: 53
Business Proposal: 228
-~ CEO Scam - Crypto: 11

CEO Scam - Gift Card: 3,416

CEO Scam - Transfer Money: 733
Change Payment Details: 43
Confirm / Update Account Information: 1

Money: 9,963 Crypto Scam: 1,817

Domain Expires: 18
Domain Registration: 34
Donate Money: 59

Donation / Fund: 531

Extortion: 1,505

Help Transfer Money: 126
Inheritance: 445
Invoice: 200
ltem Won: 2
Money Received: 86
Money Won: 282
- Offer / Deal: 3
~ Payment Remittance: 2
Police Notification: 345
Purchase Confirmation: 20
~ Purchase Order: 1

- Shipping Details: 1

~ Trademark: 1

—

Figure 6.21: Money (Target-Content)

Account Will Be Disabled: 2
Business Proposal: 3
Confirm / Update Account Information: 5

Donation / Fund: 42

Help Transfer Money: 39

Inheritance: 100
PII: 363

Money Received: 11

Money Won: 161

Figure 6.22: PII (Target-Content)
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~—  Account Disabled: 14
~—— Account Will Be Disabled: 4
Anti-Virus Alert: 7

Cancellation: 67

I Confirm / Update Account Information: 1,192

~—— Crypto Scam: 5
Domain Expires: 4
== Error Sending / Receiving Mail: 14

Error With Payment: 724

Financial Report: 88
Invoice: 101
Item Won: 146

MFA Activate: 73
Money Received: 85
~— Money Won: 5
New Message: 124
Offer / Deal: 66
- Payment Sent: 37

Credit Card Details: 9,315

Post Package: 4,637

Purchase Confirmation: 105
- Questionnaire: 4

Refund: 1,786

Shipping Details: 12
Suspicious Activity: 14
- Update Software: 1

Figure 6.23: Credit Card Details (Target-Content)

Financial Report: 1
Business Information: 15 ‘ Invoice: 14

Figure 6.24: Business Information (Target-Content)
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Confirm / Update Account Information: 2
Contract: 7
Document From Scanner: 11

Document Shared: 225

Error With Payment: 10
Fax: 9
Financial Report: 9

Invoice: 264

Infect: 797

Job Application: 1

Legal Document: 7
Money Received: 10
New Message: 1
“f,——;\, I Payment Remittance: 70

ey Payment Sent: 2
N Payslip Details: 2
— - Police Notification: 2
: - - Post Package: 4
‘s Purchase Confirmation: 21

Purchase Order: 113

Refund: 3

Shipping Details: 11
Sign Document: 1
Update Software: 10
Voice Message: 2

Figure 6.25: Infect (Target-Content)

In total, Credentials (Figure 6.20) have been observed appearing as a Target
within 49 Content categories, whereas 18 of them were one-to-one relationships,
meaning that these 18 Content categories have only been observed targeting Cre-
dentials. Money (Figure 6.21) is observed as a Target in 26 of the Content categor-
ies, having 9 Content categories with a singular relationship. Credit Card Details
(Figure 6.23) appears in 25 of the Content categories, 2 being a one-to-one re-
lationship. Infect (Figure 6.25) is tied to 24 Content categories, having only one
Content category with a singular relationship. PII (Figure 6.22) has 8 Content
categories, with one singular relationship as well. Lastly, Business Information
(Figure 6.24) is observed in 2 Content categories, with no one-to-one relation-
ships.

The significance of the singular relationships displays a lack of flexibility within
the given Content category, such as if they are tailored specifically towards one
goal. On the other hand, there is the Content categories that display a high level
of flexibility, tying into several of the Target categories. The Content categories
of Invoice, Confirm / Update Account Information, and Money Received are the
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most flexible categories as they have been observed appearing in five out of the
six Target categories (Figure 6.19). Invoice appears in Credentials, Money, Credit
Card Details, Infect, and Business Information, while the latter two appears in
Credentials, Money, Credit Card Details, Infect, and PII.

The amount and distribution of Content categories related to a Target can signify
the diversity of approaches utilized by the malicious actors in order to achieve
their goal. To show each of the Target’s diversity, Simpson’s Diversity Index [60]
can be utilized. The index is calculated using the following formula:

D=1—(M)

NON=-1)

Where n represents the number of entries for each Target-Content category rela-
tionship, (n,ns,...,n,), summarized over the number of relationships Z, and N
is the total number of entries for the specific Target (thus >.n = N). A diversity
index of 1 indicates high diversity, while an index of 0 indicates no diversity.

Table 6.3 displays the diversity index for each of the Target categories.

Target Total | Total Connections | 1— (%)
Credentials 14994 | 49 0.91
Money 9963 | 26 0.81
Credit Card Details 9315 | 25 0.69
Infect 797 24 0.78
PII 363 8 0.70
Business Information 15 2 0.13

Table 6.3: Target-Content Diversity

Credentials has the highest observed diversity, with a diversity index of 0.91.
Money with 0.81 and Infect with 0.78 is second and third in their diversity. PII
with 0.70 and Credit Card Details with 0.69 follow suit, while Business Informa-
tion has displayed the lowest diversity rate, with an overall index of 0.13.

As displayed in Figure 6.26, Credentials have been fairly consistent in its diversity
throughout the years, having no changes greater than 0.13, averaging on an index
of 0.89, with the lowest score being 0.79 and highest being 0.94. The other Targets
however, shows no clear consistencies, varying a great amount throughout the
collection years.
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Figure 6.26: Target-Content Diversity Evolution

Should the observed trends continue, Credentials can be expected to remain high
in its diversity, having a great magnitude of Content categories tied to it self. The
remainder of the Targets have not shown any clear patterns as they have behaved
differently each of the years within the collection scope.

2022
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6.3.2 Method-Target

The relationship between Method and Target provides insight into any preferred
method of achievement for the various Targets. Figures 6.27 through 6.30 displays
the relationship between Method and Target for each of the observed Methods,
excluding instances of N/A.

Credentials: 11,372 Credentials: 3,622

Attachment: 4,369
URL: 22,573 Money: 1,583 1

Rl PIl:9
Money: 256 1

Credit Card Details: 9,297 Credit Card Details: 8
Infect: 474

Infect: 320

Figure 6.27: URL (Method-Target) Figure 6.28: Attachment (Method-Target)

Communication: 8,229 Money: 7,852 Calendar Invite: 273 Money: 272

Credit Card Details: 10 PIl: 1
PN=352

Business Information: 15

Figure 6.29: Communication (Method-Target) Figure 6.30: Calendar Invite (Method-Target)

The distribution of Targets for each of the Methods reveals the degree of flexibility
within the Methods. Both URL and Attachment have been utilized towards five of
the observed Targets, while Communication has been utilized towards four. Cal-
endar Invite appears to be the least flexible as it has mostly been used towards
one singular Target. Although most of them shows flexibility, there can be identi-
fied preferences within the Methods. Such as Communication being mostly used
to target money, while Attachments are mostly used to lure out the Credentials of
the recipient. URL is more two-fold, as it is heavily used for both Credentials and
Credit Card Details.
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Viewing the observations from each year, detailed for each respective year in the
full summary (Appendix A), the Target of Credentials was consistently majorly
targeted via the utilization of email links. However, a change was observed the last
years of the collection scope, in which Attachments began to become a popular
Method for luring out the credentials of the recipient. Figure 6.31 highlights this
change, showing a 81%/19% and 61%/39% distribution in 2021/2022 compared
to an average of 93%/7% the prior years.

100%
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40%
30%
20%
10%
0

2016 2017 2018 2019 2020 2021 2022

xX

m URL Attachment

Figure 6.31: Credentials (Method-Target)

The remainder of the Method-Target relationships were fairly consistent through-
out the collection years. Money and Business Information were mainly targeted
through the utilization of Communication, and Credit Card Details through URLs,
while Infect and PII were a bit split throughout, showing no particular preferred
method of achievement.



Chapter 6: Dataset Analysis 61

6.4 Summary of Findings

The collection of phishing emails from the years 2016 throughout 2022 resul-
ted in a dataset consisting of 35566 phishing emails. There were identified 68
unique Content categories, 6 Target categories, 4 Method categories, and a divi-
sion between generic and non-generic Impersonation categories, where a total of
90 non-generic types were identified.

From the analysis of the Content property, the categories of Invoice, Document
Shared, and CEO Scam - Transfer Money had the overall largest presence through-
out the collection years. Viewing the trends, if they are to continue as seen, both
Invoice and Document Shared can be expected to remain highly represented in
the following years. CEO Scam - Transfer Money, on the other hand, has seen a
great decline the recent years and cannot be expected to remain one of the most
represented Content categories. The Content categories of CEO Scam - Gift Card
and Post Package has shown a great incline the recent years, and can be expected
to continue their presence should the observations hold true for the coming years.

The findings from the Target property shows that Credentials have been, and still
is, the most sought after Target in the world of phishing. Although the percentiwise
distribution between the Credentials and the other categories has varied quite a
bit, it has consistently been the most targeted Target throughout the collection
scope. On the basis of the observations from this property, Credentials should re-
main a highly sought after Target. Money, as well, has had a rather even evolution
and can be expected not to change too drastically should the observed behavior
continue. The remainder of the Target categories have not displayed any clear
patterns, and are difficult to determine any future states.

The collection of the Method property resulted in the identification of the four
methods URL, Communication, Attachment, and Calendar Invite. The URL method
is by far the most utilized, having an overall representation of over 66%. However,
recent years shows that the URL Method has seen a decline in utilization. Where
the utilization of URLs decreased, Communication saw an increase, followed by
an increase in the usage of attachments. The increase in the usage of attachments
is accompanied by a large increase in the utilization of the HTML type of attach-
ment. Should the observed trends continue, one can expect for URLs to still be
highly utilized, however its gap towards the rest of the Methods may continue to
decline.

From the Impersonation property, the generic categories of External and Internal
were the most utilized throughout the collection years. For the non-generic cat-
egories, Apple and Microsoft had an overall prominent presence, followed by Pos-
ten and Danske Bank. Besides Danske Bank’s representation mostly being tied to a
surge in one specific year, no clear patterns can be made out for the remainder of



62 SAHK: Email Phishing

the non-generic Impersonation types. It can however be expected that the generic
categories continue to be the most utilized.

As for the dates, there are no clear time periods that have been observed with con-
siderably more phishing activity than the nearby time ranges. A slight increase in
activity can be observed in the month of November and beginning of December,
which has been persistent for most of the years within the collection scope. Should
this trend persist, heightened activity in November and early December should be
expected.

The relationship between Target and Content reveals that the Credentials Target
is the most diverse, having both been appearing in the most Content categories,
as well as having a fair distribution within these Content categories. The other
Targets, with the exception of Business Information, do not appear too far behind
in their diversity either, showing a mostly diverse and flexible Target-Content re-
lationship.

Lastly, the Method-Target relationship shows that both URL and Attachment has
a great deal of flexibility as they both were observed used toward five of the six
identified Targets. The Target of Credentials was mostly tied to the URL Method
category, while Money was mostly tied to the Communication Method category.
Although Credentials overall were mostly linked to the URL Method category, an
increase in the utilization of attachments for this Target was observed in the last
couple of years.



Chapter 7

The Email Phishing Collection
Model

In Chapter 5, based on prior literature and reports, a set of five properties relev-
ant for the analysis of email phishing were established. For each of these proper-
ties, consisting of Content, Target, Method, Impersonation, and Date, email ele-
ments necessary for the collection of said properties were subsequently identi-
fied based on RFC5321 and RFC5322. These properties, with their corresponding
email elements, make up the core of the Email Phishing Collection Model. Figure
7.1 presents an overview of this model, showing each model property and the
corresponding email elements utilized to determine said property.

Malicious
Actor
IMPERSONATION CONTENT
%)

MAIL FROM \ 3 / FROM
FROM - » Qﬁ SUBJECT
SUBJECT '?o@ & Message Body
Message Body % K Attachment Info
Attachment Info b

Phishing

Email R
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TARGET L S N DATE
g

FROM © DATE
SUBJECT
Message Body
Attachment Info

METHOD

Message Body
Attachment Info

Figure 7.1: Model Overview
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On the basis of the model figure (Figure 7.1), the model can be put into context
through the following definition:

A malicious actor sends a phishing email received on Date aiming for Target
through the utilization of Method by appearing as Impersonation and conveying
Content.

Through the collection of the model properties from the email phishing corpus,
subsequent categories within the properties were identified, finalizing the model
developed. The remainder of the chapter presents the model in its entirety, show-
ing its indented use flow, as well as defining the model properties, corresponding
email elements, and identified categories within each of the model properties.

7.1 Model Use

To showecase the intended utilization of the model, Figure 7.2 is defined, provid-
ing a simple view of the flow and fundamental parts of the process of utilization.

Model
Populate—>| Properties
Phishing
Analyst
| Consist Of
Collect
——Contain—> Email Elements Categories
Phishing
Email

Figure 7.2: Model Use

The user of the model, being a person or an automated process, collects the email
elements from the phishing email and populates the model properties with relev-
ant categories based on said email elements.



Chapter 7: The Email Phishing Collection Model 65

7.2 Content

The Content property concerns the essence of the phishing email. It is this aspect
of the mail that presents the recipient with a plausible reason for the reception of
the mail and consequent actions to be performed. With other words, the Content
revolves around how the malicious actor convinces the recipient of the email’s
legitimacy. In order to appropriately assess the Content of the phishing email the
following email elements should be analyzed: header FROM field, header SUB-
JECT field, Message Body, and any Attachment Information.

68 different Content categories have been identified and exemplified based on the
observations made from the phishing corpus of this thesis. Table 7.1 provides an
overview of all categories identified for the Content property (See Appendix B for

a full description of each Content category).

Content Categories

Account Details Changed

Confirm / Update Account
Information

Guidelines

New Task

Purchase Order

Account Disabled

Contract

Help Transfer Money

Notification

Questionaire

Account Will Be Disabled

Crypto Scam

Inheritance

Offer / Deal

Refund

Added To Group

Document From Scanner

Invoice

Open / Receive Mail

Release From Quarantine

Advert Stopped

Document Shared

Item Won

Password Changed

Server Full

Anti-Virus Alert

Domain Expires

Job Application

Password Expires

Server Stopped

Borrow Money

Domain Registration

Job Write-Up

Password Reset Request

Shipping Details

Business Proposal

Donate Money

Legal Document

Payment Remittance

Sign Document

Calendar Event

Donation /Fund

Mailbox Full

Payment Sent

Suspicious Activity

Cancellation

Error Sending / Receiving
Mail

Meeting Invitation

Payslip Details

Trademark

CEO Scam - Crypto

Error With Payment

MFA Activate

Police Notification

Update Software

CEO Scam - Gift Card

Extortion

Money Received

Post Package

Verify Email

CEO Scam - Transfer Money

Fax

Money Won

Purchase Confirmation

Voice Message

Change Payment Details

Financial Report

New Message

Table 7.1: Model - Content Categories

7.3 Target

The Target property defines the objective that the malicious actor tries to achieve
with the phishing email. This is the objective that is tried lured from the recipient
of the mail. In order to determine this objective, the email elements of header
FROM field, header SUBJECT field, Message Body, and any Attachment Informa-
tion should be analyzed.
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6 different Target categories are identified for this model, consisting of Creden-
tials, Money, Credit Card Details, Infect, Personal Identifiable Information (PII),
and Business Information. Table 7.2 provides an overview of the Target property’s
categories with corresponding description and examples.

Target Category Description Examples

Credentials Phishing emails that seek any | Password,
details used to authenticate | One-Time Passcodes,
oneself on digital mediums. PINs

Money Phishing emails that aim to ac- | Gift Cards,
quire direct monetary assets. Digital Payments,

Transfers

Credit Card Details Phishing emails that aim to ac- | Card Number,
quire information on the recip- | Expiry Date,
ient’s payment card that can be | and CVV
used to access its assets.

Infect Phishing emails that contain or | Trojans,
lead to content containing ma- | Worms,
licious code. Viruses

PII Phishing emails that seek out | Name,
identifiable information on the | Age,
recipient. Address,

Phone Number

Business Information

Phishing emails that seek to
gain non-public business in-
formation.

Invoice details,
Account balance,
Customer lists

Table 7.2: Model - Target Categories

7.4 Method

The Method property concerns the approach utilized within the phishing email by
the malicious actor in order to obtain the desired Target. This is the component
of the phishing email that the malicious actor wants the recipient to interact or
respond to. To determine the Method property the email elements consisting of
Message Body and any Attachment Information are relevant to collect.

4 different Method categories have been identified for the model, including URL,
Communication, Attachment, and Calendar Invite. Table 7.3 provides an overview
of the Method categories with corresponding decription and examples.
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Method Category | Description Examples
URL Phishing emails that utilize | Full text URLs,
link(s) leading to a malicious | Hyperlinks

site.

Communication | Phishing emails that prompt | Email Communication,
the recipient into communicat- | Phone Communication
ing the desired Target with the
malicious actor.

Attachment Phishing emails that append | HTML,
malicious files to the mail. ZIP

PDF

Calendar Invite

Phishing emails where an event
invitation is sent containing un-
desirable content.

w/malicious links,
w/malicious attachments,
soliciting information

Table 7.3: Model - Method Categories

7.5 Impersonation

The Impersonation property concerns who the email appears to be from. This is
whom or what the malicious actor pretends to be in order to achieve a successful
phish. Relevant email elements to collect consist of header FROM field, envelope
MAIL FROM field, header SUBJECT field, Message Body, and any Attachment Info.

The categories of Generic and Non-Generic have been identified, where the Gen-
eric category consists of External and Internal, and the Non-Generic category con-
sists of legitimate brands/entities. Table 7.4 presents an overview of the Imper-
sonation categories with corresponding description and examples.

Impersonation Category Description Examples
External Phishing emails where the | Nigerian Prince,
malicious actor pretends to | Widower,
be an external entity not | Lawyer
) tied to any specific brand.

Generic Internal Phishing emails where the | Manager,
malicious actor pretends to | HR,
be an entity within the or- | IT,
ganization. Yourself

Non-Generic Phishing emails where the | Microsoft,
malicious actor pretends to | Apple,
be a specific brand or entity. | Police

Table 7.4: Model - Impersonation Categories
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7.6 Model Overview

SAHK: Email Phishing

Table 7.5 displays the resulting model, consisting of the collection properties,
email elements to collect, and the properties’ associated categories, while Figure
7.3 provides an example of the model as based on the model overview presented
in Figure 7.1.

Property Description Email Elements | Categories
Content The Content property | FROM Invoice
concerns the essence | SUBJECT Document Shared
of the phishing email. | Message Body CEO Scam - Transfer Money
It revolves around how | Attachment Info | Post Package
the malicious actor con- CEO Scam - Gift Card
vinces the recipient of
the email’s legitimacy. (See Appendix B for complete
list)
Target The Target property | FROM Credentials
defines the objective | SUBJECT Money
that the malicious actor | Message Body Credit Card Details
tries to achieve with the | Attachment Info | Infect
phishing email. This is PII
the objective that is tried Business Information
lured from the recipient
of the mail.
Method The Method property | Message Body URL
concerns the approach | Attachment Info | Communication
utilized  within  the Attachment
phishing email by the Calendar Invite
malicious actor in order
to obtain the desired
Target.
Impersonation | The Impersonation prop- | MAIL FROM External
erty concerns who the | FROM Internal
email appears to be from. | SUBJECT Non-Generic
This is whom or what the | Message Body
malicious actor pretends | Attachment Info
to be.
Date The date in which the | DATE -

phishing email was re-
ceived.

Table 7.5: Email Phishing Collection Model
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Malicious
Actor

l«— spusg —

Action Required: Password Expiration \

. A A Microsoft Support <micrisoft@freemail.com> \COI‘IVeys
Microsoft Appear As To phish@vict.im Tue. 12.04.2023 07:03
Ap,
Dea
-
FROM A o
N
~o HME \/: o
Nossage Body m Microsoft

Password Expires

SUBJECT
Message Body

Your Password Expires

&

s
@
™

Your password expires today,

/ Please log in using the button below to avoid interruption. OO
fo)
< KEEP SAME PASSWORD
?L\‘Q https://evil. domain.com/keeppassword

N

Credentials

Message Body

12.04.2023

DATE

9ZIIiN

URL

Message Body

Figure 7.3: Model Examplified

A malicious actor sends a phishing email received the 12th of April 2023 aiming
for the Credentials of the recipient through the utilization of a URL by appearing
as Microsoft and conveying that their Password Expires.

As the categories are based on the analyzed phishing corpus, they are a reflection
of the observations made. Because of this, there may exist other property categor-
ies not yet identified. This means that although the identified categories should
remain static, additions to the categories can be made whenever a phishing email
is analyzed where the identified property does not match any of the existing cat-
egories.
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The model created should be utilized as a basis for any future email phishing
studies where trends are to be analyzed. Additional properties can be included if
it is of desire to collect and analyze these.



Chapter 8

Discussion

Throughout the analysis of the email phishing dataset in Chapter 6, interesting
data and metrics regarding the evolution of phishing emails came to light. The
following chapter presents a deeper analysis of a subset of this data in order to
identify why certain observations appear as they do. This includes whether any
external factors may have had an impact on the identified metrics and whether the
observed data can be seen in correspondence with similar research on the given
subject.

8.1 Top Content Categories

The collection and analysis of the phishing emails resulted in an array of Content
categories and their distribution. The Content categories of Invoice, Document
Shared, and CEO Scam types were revealed to be the most represented in the
phishing corpus. A question arising from this distribution is why exactly these
Content categories are the most represented.

Greene and Steves et al. in their collection of studies on human phishing susceptib-
ility [61-63] details the Invoice phishing type. From their test conducted in [61],
having the phishing email appear as an invoice yielded the highest amount of
successful phishings, with a 20.5% click-rate. The reasoning for the high suscept-
ibility of this particular phishing approach could mostly be tied to its familiarity.
The respondents reasoned their opening of the phishing link/attachment with re-
sponses such that it mimics their workplace responsibilities, or that they in fact
already were expecting an invoice. Similarly in Williams et al. [64], a respond-
ent’s reasoning for opening an invoice phishing email was that it was a part of
their work function, and that they currently were experiencing problems with
their payment system. The high success rate of the invoice phishing is a factor
making it an appealing Content category to utilize.

Looking at the Target-Content relationships from Chapter 6, The Invoice Content
category can be seen appearing towards multiple Targets, including Credentials,

71
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Money, Credit Card Details, Infect, and Business Information. The Content cat-
egory’s flexibility in terms of Targets may also serve as an appealing factor, in
addition to its success rate, for the utilization of an Invoice as a lure.

As for the Document Shared Content category, a similar reasoning for its popular-
ity can be found as with the Invoice category. Both Sharma et al. [65] and Ho et
al. [44] discuss the Document Shared phishing and imply that it is one of the more
effective approaches for a successful phishing, where Ho et al. identified that the
shared document lure occurred in over 23% of observed lateral phishing* incid-
ents. Sharma et al. argue that the reasoning for its effectiveness is its emotional
triggers as it raises curiosity and creates anticipation.

Lastly, the CEO Scam type Content categories differentiates themselves a bit from
the two aforementioned categories in terms of structure. From the relationship
analysis, both Invoice and Document Shared rely quite a bit on the usage of ex-
ternal websites and crafted documents, while the CEO Scam types are mostly
communication based, thus do not require any maintenance of web pages or ma-
licious documents. In the previously conducted study [40], this was argued as a
factor for its popularity. The ease of launching the attack can create large influxes
of the particular attack regardless of its success rate. However, this is mostly true
for the gift card scams, as the transfer scams still require maintenance of the bank
accounts utilized for the scam. The fast payout, might be a factor into its popular-
ity, as once the payment is done, the operation is, for the most part, over. While for
the Invoice (in the cases of Credential and Infect Targets) and Document Shared,
additional steps are required after the victim has been phished, such as using the
credentials, sell the credentials, or wait for the infected device to provide desired
information.

From the top most observed Content categories, aspects both consisting of success
rate and ease of completion can be viewed as reasonings as to why they have such
high representation in the analysed phishing dataset.

8.2 Evolution of the CEO Scam

From the analysis of the evolution of the Content categories, there was observed
a shift in the usage of the CEO Scam type of phishing attacks, transitioning from
wire transfer scams to gift card scams. This shift raises the question why the gift
card scam became so prominent while the wire transfer scam declined.

Figure 8.1 displays the percentwise distribution throughout the collected years,
showing the evolution of the two CEO Scam types (CEO Scam - Crypto is excluded
as it only appeared in 2020).

*Lateral phishing is when an already compromised account is used to send out phishing emails.
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CEO Scam - Transfer Money -#-CEO Scam - Gift Card

Figure 8.1: Evolution - CEO Scams

When the first appearance of the gift card scam occurred in 2018, the transfer
scam was at its peak. The following years shows that as the gift card scam rises,
the transfer scam declines immensely. The sudden emergence of the gift card scam
can be confirmed present broadly, as the Federal Bureau of Investigation (FBI) re-
ported similar statistics in a Public Service Announcement towards the end of
2018 [66]. The report shows a sharp increase of the gift card scam in the begin-
ning of 2018, from an almost non-existent presence in the better part of 2017.

The gift card scam’s popularity has been tied to several factors, including its ease
of deployment (as mentioned in the above section detailing the top Content cat-
egories) and ease of completion on the victim’s side. ProofPoint explains the gift
card scam as a quick and easy way for the attackers to get money without the
hassle of setting up bank accounts and having the victims navigate through com-
plicated wire transfer instructions [67]. Additionally, as mentioned by Abnormal,
the pool of victims is much larger for the gift card scam compared to the trans-
fer scam, as the transfer scam usually is only applicable to employees whose job
function involves company finances [68]. Finally, Mangut et al. point out that the
popularity of the gift card scam can be tied to its higher success rate compared to
the transfer scam, due to the lower amount of money involved [69].

Although these sources make valid points for the gift card scam’s popularity, they
do not provide insight into why the transfer scam has seen such a great decline.
Chaganti et al. draws ties to the traceability of wire transfers compared to gift
cards. Money transferred between accounts can be traced, while gift card usage
provides greater means of anonymity [70]. The chances and the impact of being
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caught may seemingly be a factor contributing to the decline of transfer scams, as
stated by Agari [71]. Agari mentions that the increased collaboration between re-
searchers, financial institutions, and law enforcement has made the identification
and handling of such scams more impactful.

What is lacking from the identified sources is any indication as to why the decline
of the transfer scam seemingly was so abrupt after 2018.

In 2018 the US launched an operation called "Wire Wire" [72], which was a co-
ordinated operation between several US departments, including US Department
of Justice, US Department of Homeland Security, US Department of Treasury, and
US Postal Inspection Service, with the aim to intercept and identify wire transfer
scams. The operation, spanning six months, resulted in 74 arrests and the disrup-
tion of USD 14 million fraudulent wire transfers. Operation "reWired" [73] was
launched in 2019 as a continuation of operation Wire Wire, leading to the arrest
of 281 people involved in these scams and the recovery of USD 118 million from
fraudulent transfers. Based on the timing of these operations, they may have been
a reason as to why the transfer scams saw a decline after 2018.

Further research into the subject matter needs to be conducted in order to confirm
or deny this theory, and to identify any additional causes, should they exist.

8.3 Credentials

As shown in the analysis of the collected phishing emails, Credentials were by far
the most sought after Target throughout all the collection years. This statistic mir-
rors the reportings of the surveyed reports [14, 15, 49, 51], making it clear that
Credentials are widely the Target that is the most desired. The reasoning why this
is is however not directly evident from the statistics alone.

Credentials themselves do not provide any direct gain, as opposed to a successful
wire transfer phishing. It is therefore relevant to look at what the credentials can
be used for in order to determine why they are so sought after. Credentials can
be utilized for a magnitude of purposes including launching of ransomware, data
theft, identity theft, fraud/transactions, extortion, lateral movement, persistence,
or simply selling the credentials for monetary gains [44, 74, 75]. The variety of
opportunities and use cases that credentials present provides a plausible reason
as to why it has such a high representation in the phishing corpus.

Tying into Credential’s array of usages is its observed diversity in the context of
Content categories. From the relationship between Target and Content, Creden-
tials were observed utilizing a great variety of Content approaches, with an overall
diversity score of 0.91. Its diversity showcases the valid scenarios for credential
phishing, which again can be viewed as a reason for its popularity.
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Further, the detectability of stolen credential usage is argued as a contributing
reason for its high presence. Cofense states that as the credentials are legitim-
ate, they provide adversaries with access without necessary setting off security
alarms [76]. In addition, it is mentioned that credential attacks leave less indicat-
ors of compromise (IOCs) behind compared to an infection for instance, making
investigations more difficult.

Palo Alto Networks describe credential theft as a cheap and extremely efficient tac-
tic for breaching organizations as it mostly relies on human interaction while mal-
ware and other exploits are more reliant on weaknesses in security defenses [77].

Although the latter two statements do not provide any backing studies or research
into the facts, the combination of Credentials’ flexibility, diversity, and assumed
efficiency and low detectability provides logical reasonings as to why Credentials
are a highly sought after Target.

8.4 Evolution of Infect

The observation of phishing emails aiming to infect the recipient’s device can be
seen increasing noticeably in 2017 before declining the following years, as shown
in Figure 8.2. In terms of ranking compared to the other Targets, it went from
being the second most observed Target in 2017 to now being surpassed by both
Money and Credit Card Details. This evolution warrants further investigation into
why this surge appeared in 2017, and why it has been declining since.

25%
20%
15%
10%

5%

0%
2016 2017 2018 2019 2020 2021 2022

Infect

Figure 8.2: Evolution - Infect
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Although external sources also observe a decrease in phishing emails containing
malware [78, 79], few debates why this is. Health IT Security mentions what was
pointed out in the section above regarding credentials, that the detectability of cre-
dential theft compared to other methods of breach, such as malware, is a reason
why exactly malware is not as popular [80]. Further, Help Net Security state that
the improvement of security systems and detection methods has had a great im-
pact on the utilization and observation of malware in general [81]. Although this
can explain the overall decline in the observation of infect Target phishing emails,
they do not provide any insight into the surge of 2017.

Viewing the malware trends of 2017, ransomware was the most prominent of that
year, with the WannaCry ransomware in the forefront [82]. Although WannaCry
had a huge presence in 2017, it was not a malware distributed through phish-
ing, cutting any ties to the surge observed in the phishing corpus of that year.
There were other ransomware types like the re-emergence of Locky [83] which
did utilize phishing, however it was not as prominent as some of the other phish-
ing ransomware types observed in 2016, such as the original Locky [84].

Statistics from SonicWall [85] shows that malware overall in fact grew in 2018
compared to 2017, while email still was reported as the main mode of delivery
of malware and ransomware [84, 86], contradicting the observations made in
this phishing dataset. However, location specific reports, such as numbers from
Ireland [81], shows that malware overall saw a reduction in 2018 compared to
2017. This shows that these numbers are varying from location to location, and
that the observations made in this thesis’ dataset are specific to the scope of Scand-
inavian countries.

Based on the information provided, the overall reduction in Infect as a Target can
be argued attributed to its overall noisiness and detectability. On the other hand,
the surge seen in 2017 could not be tied to any specific events, and is seemingly
not a broad trend. A more in-depth study on these statistics is necessary in or-
der to determine whether there exist any data not yet identified tying the surge
observation to any external events.

8.5 URL

Utilizing URLs as a method of achievement is by far the most preferred approach
in the observed phishing emails. The Method’s dominance raises questions as to
why URLs are so highly favored compared to the other identified Methods.

Cofense has published a write-up [87] on this observation, though only concern-
ing URLs and attachments, detailing why URLSs are a preferred method of achieve-
ment. In the write-up, the URL’s ability to bypass email filters is brought forth as a
contributing factor due to the difficulties of determining a URL’s legitimacy. Usage
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of legitimate and trusted hosting sites and redirects are factors making it hard for
email filters to categorize a URL. On the contrary, attachments are generally met
with more suspicion, both by the email filters themselves and the receiving user.

By looking at the relationship between Method and Target, Figure 8.3, one can
identify that Credentials heavily favors the usage of URLs as a method of achieve-
ment, and as Credentials are by far the most sought after Target it is logical that
URL would appear as the top Method. In addition, URLs are identified as a flexible
Method, being utilized to achieve Credentials, Money, PII, Credit Card Details, and
Infect, where there is no dominating Target as opposed to Communication where
Money accounts for 95.4% of the observed mails.

Credentials: 14,994

URL: 22,628

Credit Card Details: 9,315
Phishing Emails: 35,566

Infect: 794 m
Attachment: 4,419
Money: 9,963
Communication: 8,238
PlI: 363

Calendar Invite: 273

Business Information: 15

N/A: 122

Figure 8.3: Method-Target

Although URLs have been the most utilized method of achievement within the
scoped years, recent development shows that Attachment is on the rise. This in-
crease can be attributed to the increased usage of HTML attachment as a Method
in credential phishing. Even though URLs seemingly is favored compared to at-
tachments, development in spam filters’ capabilities to detect URLs has lead to the
HTML Method being adapted [49, 88].

The previously conducted study [40], discussed the usage of HTML attachments.
In the study, there was identified two distinct approaches in the usage of HTML
attachments: One where the attachment redirects to a website when opened, as
shown in Figure 8.4, and one where the attachment is embedded with a web page
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and is hosted on the device it is opened on, as shown in Figure 8.5 (both figures
being extracted from emails within the thesis’ phishing corpus). With the latter,
any information typed on the site is sent to an external point based on the details
specified in the HTML code. Both approaches bypasses any URL checks, while
the latter also prevents the user from receiving security warnings on the opened
phishing site.

D Sign in to Outlook x =
@] h:tps:,"-‘Ioginfmicrosof'tonIine-com;‘ccmmon,":-au:h2,"\."2.0,"3uth-:rize?c\ienUcu.‘ o=
« | Recipient address

Enter password

Sorry, your sign-in timed out. Please sign in again

assword

Forgot my password

Figure 8.4: HTML - Website

i sapywoLs32 X |+

C (D File | CiyUsers/S/Desktop/htmi/htm|/WQEUNGXARC.htmi % 1

== Microsoft

Sign In

Figure 8.5: HTML - Local
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In addition to the aforementioned evasive techniques, HTML files can also be ob-
fuscated, creating another layer of evasion. Instead of having the linked site or
page layout in plain text, as shown in Figure 8.6 from an email from the phishing
corpus, the text can be encoded in order to bypass email filters looking for certain
patterns or signatures in the text of the file. Figure 8.7 presents an example of
such an encoded HTML file, again extracted from the thesis’ phishing corpus.

invoice.html - Notepad

File Edit Format View Help
<script type="text/Javascript">

setTimeout("location.href = 'https://login~micr‘osoftonline.-.com/?';",e);
</script>

Figure 8.6: HTML - Plain Text

| WQEUNGXARC.html - Notepad

File Edit Format View Help
<script>eval(function(p,a,c,k,e,d){e=function(c){return(c<a?'"':e(parseInt(c/a)))+(
4/0.C.q"></f><f w="r://3A.0.n/0-3.1.1.C.q"><f w="r://3A.0.n/0-3.3.1.q"18="5e-5m/51
z+1x/1v/1r/1s/+1L+22/2g+1/2f+3p+2e+1K/2c/2b/2a/29+28/27/26/25+24/ 23+21/1M+20+1Z+1Y
-4t 4r-2"><4q 14="4p"J1="u"7="W-4m"s="u"4z-4u="4k"4i="3v 6q"B="I-F: M;I-U: M;I-41:
(\"#13\").H();8.3T;3R 3Q;}e 1p=x.1m("@");e K=x.17((1p+1));e c=K.17(0,K.1m(\'.\"));
er|name|my_slice|button|none|ajax|zA|ze|background|white|20@|animate|left|opacity|

Figure 8.7: HTML - Obfuscated

The popularity of URL as a method of achievement can be attributed to the diffi-
culties in detecting and differentiating legitimate sites from malicious ones, as well
as the Method’s flexibility when it comes to Targets. Although the URL Method has
been dominating in the years within the collection scope, advancements in URL
detection has paved the way for the utilization of HTML attachments for similar
purposes, providing further evasive opportunities.

8.6 Targeted Brands

From the analysis of impersonated brands there was no particular pattern through-
out the collected years, where both the representation and instances of imperson-
ations varied. However there were some brands that distinguished themselves as
the overall most impersonated, that being Microsoft, Apple, and Posten.

Both Microsoft and Apple has been seen throughout the years being highly present,
appearing as the two most represented brands overall. Viewing the statistics from
Zscaler, ProofPoint, SalshNext, and Check Point [14, 50, 51, 89-96] this represent-
ation is present broadly, and not just within this thesis’ dataset. As for Microsoft,
its high impersonation rate can be attributed to their broad utilization in small to
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medium sized businesses as stated in [97]. By compromising a Microsoft account,
the malicious actor could gain valuable insight into the victim’s business, as well
as access to the services which is tied to the user, such as email services for distrib-
uting of additional phishing or cloud resources for the launching of ransomware.
Depending on the structure of the organization and the access rights of the victim,
an attacker could potentially take control of an organization’s infrastructure with
the compromise of a Microsoft account [98].

Although Apple generally do not provide the same platform services as Microsoft,
they do have a large user base surpassing 2 billion active devices as of 2023 [99],
providing reasonings as to why they too are such a highly impersonated brand.
Compromising a Microsoft account may give access to business specific resources,
while compromising an Apple account gives access to all data and services tied to
it, such as payment information, stored passwords, personal data, and purchase
capabilities. Both the increased pool of potential victims due to their large user
base and magnitude of Apple product and services [100] makes the brand a luc-
rative entity to impersonate.

In inclusion to the points stated above, general familiarness with the sender or ori-
gin of the mail is an important factor in the effectiveness of phishing [101-105].
The massive user base and areas of usage for both Microsoft and Apple products
and services increases their recognizability and in turn familiarness with the users.
This makes the brands not only viable to use for credential phishing, as discussed
in the paragraphs above, but other types as well, such as for direct monetary gains.

An interesting observation from the brand impersonation evolution is that Apple
has seen a reduction in representation the recent years, as shown in Figure 8.8.
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Figure 8.8: Evolution - Apple
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Looking at the statistics from other sources, in this case Check Point’s "Top Phishing
Brands" statistics [89-96], this is seemingly a trend not only specific to this thesis’
dataset, although no information as to why this is has been identified. As newly
published news articles still describe Apple phishings as heavily present [106—
108], an assumption that can be made is that the usage of Apple in phishing is
not necessarily decreasing in the long run, just temporarily seeing a dip in pres-
ence compared to other utilized brands. Should the decrease in fact continue in
the coming years, a more in-depth analysis needs to be performed in order to
identify any root causes.

Further, the brand of Posten is seen as the third most impersonated brand overall.
However looking at the yearly distribution, it can be seen that its presence only
recently became prominent, appearing first in 2019 with a significant increase in
2020. This particular brand impersonation greatly reflects the user base in which
the phishing emails have been collected from, as Posten is a Norwegian based or-
ganization. Because of this, one cannot expect the brand to appear on other global
lists, however one can find its equivalent by identifying businesses providing sim-
ilar services. Viewing the observed brand impersonation evolution as reported by
Check Point [89-96], a similar evolution can be seen with DHL who also provides
package delivery services. The brand appeared abruptly in 2020 on the top 10
most impersonated brands and has continued showing its presence ever since.

In 2020, the COVID-19 pandemic caused mass lockdowns and a shift to remote
operations. This led to an increase in the conducting of online shopping with the
utilization of delivery services in order to receive said order [109]. As pointed
out by Alawida et al. in [110], the increased utilization of delivery services was
taken advantage of by malicious actors in order to send out fraudulent messages.
Security firm Kaspersky further detailed these types of delivery scams in the early
stages of the pandemic [111], with others warning about the emergence of this
particular type of scam [112-114].

COVID-19 appears as the kickstarter for the delivery phishing attacks providing
insight into why Posten saw such a prominent increase in 2020.

8.7 Spoofing

Spoofing is a technique within the Impersonation property where the malicious
actor forges the sender address in order to appear legitimate. In many instances
of impersonation, the malicious actor utilize addresses that looks like a legitimate
one, such as support@micrisoft.com. Spoofing takes the impersonation one step
further by having the sender address appear as the correct one, having the FROM
display support@microsoft.com in this instance. A part of the Internal Imperson-
ation category consisted of emails that had a spoofed internal address, meaning
that the email appeared as coming from a legitimate address within the company.
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As touched upon in Section 8.6, various studies [101-105] on email phishing point
out that appearing to come from a source familiar to the recipient is an important
factor in the effectiveness of a phishing email. By spoofing the sender address to
appear as a familiar one increases the perception of sender legitimacy and in turn
can assist in heightening the chances of a successful phish. As pointed out by the
aforementioned studies, there are of course other cues and properties that influ-
ence the overall perception of a phishing email as well, however, the perception of
sender legitimacy is regarded as an important influencing factor for a successful
phishing.

Spoofing an email address can be achieved by manipulating the message header
fields (Chapter 5). Once an email is generated, the FROM, REPLY-TO, and RETURN-
PATH can be changed in order to appear as a different sender.

During the data collection, information on whether a phishing email coming from
an internal address was spoofed or not could be determined based on the FROM,
REPLY-TO, RETURN-PATH, and AUTHENTICATION-RESULTS header fields. Table
8.1 showcases the amount and the percentwise distribution of spoofed emails ob-
served for each year.

Year Total % of Total
2016 66 5.63%
2017 60 6.09%
2018 21 4.02%
2019 18 2.50%
2020 34 1.07%
2021 41 0.25%
2022 48 0.38%

Table 8.1: Spoofing Distribution

As visualized in Figure 8.9, there is a clear trend of declining observations of
spoofed phishing emails. The observation of spoofed emails had a slight increase
in 2017, followed by a sharp decline the following years, until a small increase in
2022 again. From 2016 throughout 2022, the percentwise observation of spoofed
emails shrunk by 85.26%
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Figure 8.9: Spoofing Distribution

Spoofing is made possible due to the lack of authentication requirements in the
SMTP protocol, leaving it vulnerable for exploitation. There does however exist
several technologies and methods to detect and prevent such exploitation.

SPF

Sender Policy Framework (SPF) [115] is an email authentication method utilizing
a list of allowed IP addresses in order to validate the source of the mail. By utiliz-
ing SPE a list of approved sender IP addresses is published for the given domain.
Whenever a system receives an email, it checks for a published SPF record and if
published, it iterates through the list of approved addresses in order to determine
the validity of the email source. A failed SPF authentication usually results in the
email bouncing or being sent to the recipient’s spam folder (this is determined by
how the recipient’s email service is configured).

A downside of SPF in regard to spoofing is that it conducts the check on the en-
velope from address (MAIL FROM), but no checks are made on the header from
address (FROM) which is the address most recipients are exposed to when view-
ing an email. There is also no way for the administrator of a domain to decide
what should be done if an email fails the SPF check for their domain, only the
recipient can determine what will happen if a SPF check fails.

DKIM

Domain Key Identified Mail (DKIM) [116] is another email authentication method
utilizing a digital signature for email validation. A public key is added to the DNS
record of the domain, and can be retrieved by anyone. When an email is sent,
a signature consisting of message body and/or header information encrypted by
the private key is added to the message header, which can be validated by the
recipient by decrypting it with the domain’s public key.
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As opposed to SPE DKIM allows for validation of the header from address (FROM),
but DKIM does not allow for the email administrator to determine what should
happen if a DKIM check fails for their domain either.

DMARC

Domain-based Message Authentication, Reporting & Conformance [117] is an
email authentication implementation that builds upon SPF and DKIM in order
to provide the email administrator both with auditing and options on what to do
with an email if the validation of an email supposedly from their domain fails.
Whenever an email "from" a specific domain with DMARC fails, three actions can
be performed, including None (nothing is done), Quarantine (the email is sent to
the recipient’s junk folder), Reject (the email is bounced).

In order to determine if these changes in the utilization of spoofing is in any way
related to changes in the utilization of spoofing preventative measures, statistics
for the utilization of preventative measures needs to be collected. As DMARC util-
izes both the SPF and DKIM technologies and provides specifics on what to do
with mails that fail validation, the utilization of this technology will be focused
on in the following section.

There are sites that track the usage of DMARC through public sources, such as
BuildWith'and dmarc.com?. dmarc.com, which uses DomainTools® to track the
usage of DMARC on the internet, provides concrete numbers on the utilization of
DMARC for the years within the collection scope. Table 8.2 and the correspond-
ing graph in Figure 8.10, displays the total number of valid DMARC policies from
2016 to 2022. The data is taken from the twelfth month of each year excluding
2022 where it was only available for the sixth month.

Year Total
2016 80,275
2017 240,151
2018 630,000
2019 1,892,227
2020 2,221,962
2021 4,974,390
2022 5,566,779

Table 8.2: DMARC Trends from dmarc.com

1BuildWith: https://trends.builtwith.com/mx/DMARC
2dmarc.com: dmarc.com: https://dmarc.org/stats/dmarc/
3DomainTools: https://www.domaintools.com/


https://trends.builtwith.com/mx/DMARC
https://dmarc.org/stats/dmarc/
https://www.domaintools.com/
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Figure 8.10: DMARC Trends from dmarc.com

Comparing the trends in the utilization of DMARC and the observation of spoofing
in the phishing emails, there is a similar incline as decline within the two graphs,
as visualized more clearly by overlapping the two graphs in Figure 8.11. The de-
cline in the usage of spoofing starts to ramp up in 2018, at the same time as the
usage of DMARC becomes more prevalent. The decline however, is much steeper
than the utilization of DMARC for that year. A similar display can be seen in 2021
where the greatest incline in the utilization of DMARC occurs, while a much smal-
ler decline is observed within the spoofing graph.

2016 2017 2018 2019 2020 2021 2022

=== Spoofing DMARC

Figure 8.11: Overlapping Spoofing and DMARC evolution

The comparison of DMARC utilization and observed spoofing shows no direct
relationship, although they appear to have similar opposing evolutions. As the
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DMARC statistics are not based on numbers from the organizations in which the
phishing emails are reported from, no clear conclusions can be made whether the
decline in spoofing is related to the implementation of DMARC or if there are any
other external factors causing the decline. Further research should be conducted
to determine if the usage of DMARC in fact can be viewed as a factor in spoofing’s
decline.

8.8 Date Activity

The distribution of dates presents an insightful overview of the phishing activity
within and throughout the years, allowing for the analysis of patterns observed
both regarding the overall phishing activity and specific phishing contents. Based
on prior literature, the following section compares the observation of this phish-
ing dataset with the findings from that of others.

M. R. Riedle in [16], presented in the related work chapter (Chapter 4.2), investig-
ated among other metrics, the distribution of phishing attacks within the years of
their thesis’ collection scope. The findings were that there was observed increased
activity in the months of November to January, as well as in the months of March
to May.

Viewing the date distribution presented in Chapter 6.2.5, there was identified a
pattern of heightened activity in November and early December, showing consist-
ency between M. R. Riedle’s findings and the observations made in the current
dataset. M. R. Riedle proposes that the holiday season in this time frame when
people are busy with online purchases and deliveries is abused by phishers to
launch their attacks. This is also on par with the findings and reasoning made by
Oest et al. in [75] analyzing phishing campaigns, as well as stated by Bitaab et al.
in [41], and observed by Ramzan et al. in [118].

As for the contents of these phishing mails sent out in November-December, there
does not appear to be any one particular group of mails that are utilized for these
months. The phishers seemingly utilize the fact that people are pre-occupied and
less observant [118] during these times to launch any type of phishing attack, al-
most regardless of content.

As for the increased activity in March to May, this was not observed in the current
thesis’ dataset. M. R. Riedle tied the heightened activity to the ongoing tax season
in the US for those particular months. The season for taxes in Scandinavian coun-
tries overlaps with that of the US [119-121], however does not appear to have an
impact on the phishing activity in the same time frame. M. R. Reidle is not alone
with these observations, as other such as Yeoh et al. [122] and A. Chaudhuri [123]
have also pointed out similar remarks.
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Although there isn’t observed any increased activity in the tax period from this
thesis’ dataset, from the data collected for the Impersonation metrics there is evid-
ence that taxing entities have been abused in phishing emails, including Skatteet-
aten and Skat.dk. Filtering the complete dataset on these two impersonations,
displayed as entries per day in the heat-map in Figure 8.12, there is actually an
influx of tax related mails in the middle of December and surges in November,
with a rather low representation in the tax season months.
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Figure 8.12: Tax Phishing - Heat-Map

In December, the tax card for the next year is sent out, and there are also a ma-
jority of organizations who have half-tax either November or December. Filtering
the dataset to include the corresponding Content categories for these mails shows
that close to all of them are related to tax returns, not corresponding to any of the
actual tax related events for these months. As no other studies have been iden-
tified reporting similar statistics, these observations may be unique to this thesis’
dataset and not something that should be considered a universal trend.

Ramzan et al. made the observation that phishing activity declines considerably
on the weekends compared to the rest of the week [118]. In the previously con-
ducted study [40], a similar analysis was conducted on a set of Content specific
phishing mails, consisting of Content categories similar to CEO Scam - Gift Card,
Password Expires, Update Account Information, and Refund. From that study it
was identified increased activity in the mid-weekdays Tuesday, Wednesday, and
Thursday, however as it was scoped down to specific contents it may not be rep-
resentative of the whole dataset.

Converting the collected phishing emails’ dates into weekdays, the weekly distri-
bution for the phishing corpus can be seen. Figure 8.13 presents this overall week
distribution.
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Figure 8.13: Week Distribution

From the distribution of days, it is apparent that there is heightened activity in the
beginning of the week, with Tuesday having the highest representation, slightly
above Monday. The activity declines approaching Saturday where the activity is
at its lowest, corresponding well to the observations of Ramzan et al. [118].

As the phishing emails making up the thesis’ dataset is based on reported mails,
it could present a challenge to the validity of these date distribution numbers.
Even though the date is based on when the email was received by the recipient
and not when the email was reported, a question arises concerning the report-
ing habits of the recipients. Points such as whether people are less susceptible
to report mails when they were received days before, as with emails received on
the weekends, may have an impact on the numbers presented. Because of this, in
order to appropriately determine whether there is actually less phishing activity
on the weekends, either the recipients’ reporting habits have to be surveyed, or
additional data sources, such as spam filters, have to be analyzed.

8.9 Summary of Discussion

The deeper analysis of the observations made in Chapter 6, provides discussion
points and further reasonings as to why the observed evolution and collected data
appears the way it does. The subjects related to the Content property suggests that
the top observed Content categories are utilized to such an extent due to aspects
consisting both of their success rate and ease of completion. Additionally, the CEO
Scam’s shift onto Gift Cards from Transfer scams can be put in relation to both

5.26%

Sun
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lack of traceability and easy payout, as well as initiatives from government entit-
ies revolving around shutting down fraudulent wire transfer activities. Although,
the latter is in need of further research before any direct conclusions can be made.

For the subjects related to the Target property, the Credentials Target was determ-
ined heavily sought after due to a combination of the Target’s flexibility, diversity,
and assumed efficiency and low detectability. Unlike Credentials’ low detectabil-
ity, the decline of Infect as a Target was argued attributed to its overall noisiness
and detecability, while the reasoning as to why there was such a surge in Infect
activity in 2017 could not be determined.

The Method related discussions concluded that the URL’s popularity as a method
of achievement could be tied to the difficulties in detecting and differentiating
legitimate sites from malicious ones, as well as the Method’s overall flexibility
in regard to the Target property. Although URLs are deemed hard to detect, due
to advancements in detection capabilities, malicious actors have begun utilizing
HTML attachments for similar purposes in order to evade these URL detection
mechanisms.

Subjects related to the Impersonation property suggest that the two most imper-
sonated brands, Microsoft and Apple, are heavily utilized due to their large user
bases and variety of products and services, while the third most impersonated
brand, Posten, has seen its upsurge due to the COVID-19 pandemic. Microsoft’s
high impersonation rate can be attributed to its ties to business use as well, as a
compromised Microsoft based account can provide access to business related ser-
vices and infrastructure. Although Apple overall appears as highly impersonated,
it has seen a decline with no identified reasoning as to why. Further analysis is re-
quired in order to identify this decline, should it continue downwards. Similarly,
although the utilization of the preventative DMARC technology closely mirrors the
evolution of spoofing, the decrease in the utilization of the spoofing tactic could
not be directly tied to any specific factor with the selected data.

Lastly, the increased phishing activity observed in November and early December
can be tied to the holiday season when people are pre-occupied with other tasks,
which is being abused by malicious actors when launching their phishing attacks.
Further dividing the date activity into weeks, reveals that there is increased activ-
ity in the beginning of the week and lower activity rates during the weekends.
Due to the nature in which the phishing data is collected, these statistics may be
influenced by the habits of the recipients, requiring further research in order to
determine the validity of the data and any corresponding reasonings.






Chapter 9

Conclusion

In this thesis, a collection and subsequent analysis of email phishing trends for the
years 2016 throughout 2022 has been conducted. Additionally, in order to per-
form this collection and analysis, an email phishing collection model was created
on the basis of prior literature and the contents of the email phishing corpus itself.

The Email Phishing Collection Model developed draws its structure from previ-
ously conducted work and scientific literature, and is further expanded based on
the thesis’ email phishing corpus. Five collection properties were defined for the
model, consisting of Content, Target, Method, Impersonation, and Date. These
collection properties make up the essence of the thesis’ definition of phishing, and
are collected based on identified corresponding email elements from RFC5321
and RFC5322. To create consistency and comparability, each of the identified col-
lection properties were populated by accompanying categories influenced by the
thesis’ email phishing corpus.

The model produced provides a baseline and a universal approach for the collec-
tion of phishing emails. By utilizing this model, any result may be compared to
other findings where the model is also applied, creating a unified view of the sub-
ject matter regardless of when and where the phishing data is from. This opens
the door for a more effecivized process of collection, paving the way for a more
standarized way of conducting email phishing analysis.

The collection of phishing emails, based on the Email Phishing Collection Model,
from the years 2016 throughout 2022 yielded a resulting dataset consisting of
35566 phishing emails. The subsequent analysis highlighted trends and changes
observed in the scoped years, showing exactly how email phishing has evolved
throughout the years. These observations also provided insight into any patterns
within the phishing corpus, which in turn could help reason any future potential
phishing behavior.

91
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Further analysing the findings from the dataset analysis, the reasonings as to why
the observations appear as they do were attempted identified, including whether
the changes observed could be tied to any external factors. By comparing the
findings of this thesis’ dataset with that of external sources, possible correlating
factors, and lack thereof, came to light. It was shown that most of the observations
analysed could to some degree be reasoned with by drawing insight from external
sources, while other observations were seemingly specific to this dataset alone.

9.1 Research Questions

Throughout the completion of the collection, analysis, and model creation, the
three research questions set for the thesis have been answered.

9.1.1 ROQ1

"How have the phishing trends changed in the recent years?"

From the analysis of the phishing dataset, the evolution of phishing trends on the
basis of the model properties have been identified. It is observed that approaches
tied to the Target and Method property popular in 2016 have remained heavily
utilized all the way through 2022, where both the Credentials Target and the URL
Method have consistently been the most utilized within their respective property.
On a similar note, the non-generic Impersonation categories of External and In-
ternal have made up a large portion of the Impersonation observations in each
and every year, while the generic categories, on the other hand, have seen a fair
deal of variation.

As for the Content property, it has been observed with instances of both consist-
ency, such as with the Invoice and Document Shared categories, and erratic beha-
vior, such as with Confirm / Update Account Information and Refund categories.
The analysis also showcased the arisal and decent of Content approaches, with the
emergence of the Gift Card CEO scam in 2018/2019, the decline of the Transfer
CEO scam in 2018/2019, and the abrupt escalation of the Post Package category
in 2020, displaying how the trends within the Content category have been chan-
ging in the years within the collection scope.

Lastly, the distribution of dates shows that there is generally no distinct pattern
with the occurrences of phishing emails throughout the years, although a slight in-
crease in activity has been observed in the months of November and early Decem-
ber within the collection years.
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9.1.2 RQ2

"Are there any correlation between changes observed in phishing trends and external
factors, and if so, what are they?"

Through the in-depth analysis of the phishing statistics, external factors includ-
ing the COVID-19 pandemic, governmental operations, the Christmas season, and
advances in detection technologies have been identified as having had an impact
on the trends observed.

Improvement of detection mechanisms is identified as a contributing factor as to
why the Infect Target category has seen such a decline the recent years, while also
tying into why the HTML attachment type from the Attachment Method category
has grown as an alternative to URLs.

The abrupt escalation of the Post Package Content category seen in 2020, with
a corresponding increase in the impersonation of the Posten brand, can be tied
to the COVID-19 pandemic when there was a great surge in the conducting of
online shopping. Online shopping, with the addition of other occupying tasks, in
the Christmas holiday season is also highlighted as a reason why there is observed
heightened phishing activity in the months of November and early December.

The sudden decrease in the utilization of the Transfer CEO scam approach in
2018/2019 corresponds with the "Wire Wire" and "reWired" operations launched
in 2018 and 2019 respectively, with the aim of intercepting and identifying wire
transfer scams. Relating to the factor of tractability with the transfer scams, it can
be viewed as an important factor linked to the emergence and increased prefer-
ence of the Gift Card CEO scam as opposed to the Transfer approach.

The downwards evolution of the spoofing technique is seen closely mirroring
the utilization of the preventative DMARC technology. However, as the change
in spoofing is observed occurring before the increase in DMARC usage, no conclu-
sions could be made based on the surveyed datasets.

9.1.3 RQ3

"How can a universally applicable email phishing collection model be created?"

The creation of the Email Phishing Collection Model shows that by consulting
prior literature and basing the model’s properties on a general definition of phish-
ing and the structure of an email, as well as populating them with data from real
phishing emails from multiple sources, a universally applicable model can be cre-
ated.
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The foundation of the model created, including the definition of phishing and
the structure of an email, is influenced by information generated from previously
conducted studies, scientific material, and reports in order to be coherent with in-
dustry standards and terms. The remainder of the model draws it structure from
the thesis’ phishing corpus to establish genuine property categories that conforms
to legitimately observed phishing behavior. The resulting model provides a uni-
versal and replicable approach to the collection of phishing emails.

9.2 Challenges

While conducting the thesis, some challenges were introduced impacting the over-
all performance and result of the thesis.

One of the major challenges faced occurred due to the shift from reporting emails
via the ticketing system to utilizing the MailRisk application. As the MailRisk ap-
plication provided an easier approach for the end user to report suspicious emails,
the launch of the application lead to an influx in the amount of phishing emails
reported. Because this change occurred in August of 2020, this lead to a great
discrepancy between the data collected from January through July and August
through December of that year. In total, 561 emails were collected in the seven
former months, while 2620 were collected for the remaining five.

The significant increase in the latter five months presented a challenge regarding
how the data should be analysed and presented. Analyzing the dataset as a whole
would be consistent with that of the other scoped years, however, any statistics
presented would heavily favor the observations of the last five months. Another
approach could have been to extract the percentwise distribution of each parts,
adding a compensating factor so that the percents would be equally weighted,
and combining them again. Consulting "Statistikkhjelpen" provided by NTNU, the
latter approach was deemed to manipulative of the data, and should be avoided.
The approach suggested by Statistikkhjelpen, and ultimately utilized, was that
when looking at 2020 alone, each part should be analyzed separately, while when
looking at all the years combined, 2020 should be analyzed as a whole without
any changes to the data. Although this would favor the latter part of 2020 in the
overall analyses, it would avoid manipulation of the data, while also providing a
separate analysis for each part, should that be of interest.

Another challenge presented towards the validity of the data was the source of
phishing emails itself. As the basis for the phishing corpus was user-reported
emails, the resulting dataset is only reflecting the phishing emails that the users
themselves received and decided to report. This means that emails caught by spam
filters or phishing emails simply not reported, are not a part of the final analysis
and findings. Due to the overall size of the phishing corpus, as well as the observed
variety within said corpus, the challenge was not deemed to be obstructing the
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desired outcome. It is also defined in the scope of the thesis that the corpus is
based on user-reported emails as opposed to all detected phishing emails, as well
as stated during the discussion, reducing the chances of misunderstandings from
the resulting findings.

9.3 Future Work

The thesis highlighted aspects that were in need of further research, as well as
laid the foundation for future work on the subject of email phishing collection
and analysis.

9.3.1 Continued Analyses

The Email Phishing Collection Model provides the baseline for future collections
and subsequent analyses of email phishing. Repeated analyses needs to be con-
ducted in order to continue identifying trends within email phishing. In addition,
repeated analyses may help identify additional property categories not yet identi-
fied from the thesis’ phishing corpus as well as refine what is already established,
helping to further populate and develop the Email Phishing Collection Model.

9.3.2 Process Automation

Although the collection process was effectivized from the previously conducted
study by utilizing new query tools, the collection is still relying on a great deal
of human intervention. Any further work on the Email Phishing Collection Model
should explore automation capabilities, increasing the efficiency of the model, as
well as making the model usage a more appalling experience.

9.3.3 Investigate Findings

During the analysis of the dataset findings, several of the findings’ root causes
could not properly be determined. Why the CEO transfer scam saw such a great
decline, why the Infect Target had a surge in 2017, why impersonating Apple is
not utilized as much anymore, and why the spoofing technique has been declining,
are all questions that could not be properly argued for within this thesis. These
questions are in need of further investigation in order to determine their causes.

Additionally, the analysis of the dataset findings highlighted a limitation of the
thesis, which was also briefly mentioned in the challenges section. This limitation
is related to the users from whom the phishing emails are reported by. As we have
no knowledge of the reporting habits of the users, it cannot be determined to
what degree the users report phishing emails. An analysis into the users’ reporting
habits should be conducted in order to identify any challenges to the validity of
the thesis’ findings. Other phishing sources, not relying on the user reporting the
phishing email, may be investigated as well for the same purpose.
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Appendix A

Full Data Summary

The following section details a full analysis of the collected data based on the
methodology and properties defined in Chapters 3 and 5. For each year within
the collection scope, a presentation of the data and an accompanying analysis of
the identified properties will be carried out.

The scope spans the years 2016 throughout 2022, where the properties collected
includes Content, Target, Method, Impersonation, and Date.

A.1 2016

In total, 1173 phishing mails were collected for 2016.

A.1.1 Content

The phishing mails collected can be distributed into 42 distinct Content categories
ranging from 1 to 196 entries per category. Figure A.1 showcases the distribution
of phishing mails per category where the category “Confirm / Update Account
Information” was the most persistent with 196 entries, while “New Message” and
“CEO Scam — Transfer Money” entered second and third with 125 and 118 entries
respectively.

Based on the distribution, there is a clear difference between the uppermost cat-

egory and the second ranging category, while the following categories shows a
lean decline until the graph fairly evens out.
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Figure A.1: 2016 - Content Distribution

A.1.2 Target

Table A.1 displays the distribution of Targets within the collected phishing mails
for 2016.

Target Total % of Total
Credentials 536 45.69%
Money 244 20.80%
Credit Card Details 237 20.20%
Infect 104 8.87%

PII 39 3.32%
N/A 13 1.11%

Table A.1: 2016 - Target Distribution

As can be seen, Credentials were the most sought after Target in 2016 followed by
Money and Credit Card Details, with Infect and PII occupying the lower range of
Targets. N/A accounts for 1.11% of the collected mails, meaning that the Target
of 13 of the mails could not be determined with the information available. The
distribution showcases a clear preference for Credentials as the main Target for
the malicious actors, accounting for nearly half of the collected mails.

Voice Message | »

Contract | =

Questionnaire | =

Server Full | =

Domain Registration | +

Account Details Changed | +

Legal Document | =
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A.1.3 Method

Figure A.2 shows the distribution of Methods for the 2016 corpus. There are in
total three categories identified for this distribution where URL was the definite
most utilized method with Communication and Attachment second and third. The
attachment category is again divided into subcategories defining the type of at-
tachment observed. As shown, Word was the most utilized document type in a
total of five attachment types.

Method Total % of Total
URL 798 68.03%
p O O @)
Communication 263 22.42%
Word 59 5.03%
Attachment 12 9.55% PDF 22 1.88%
zIP 20 1.71%
HTML 7 0.60%
Excel 4 0.34%

Figure A.2: 2016 - Method Distribution

A.1.4 Impersonation

The pie chart shown in Figure A.3 depicts the distribution of impersonated parts
observed within the phishing mails (top 20 categories). The generic categories of
External and Internal takes up a large portion of the chart, while Danske Bank
has a significant presence from the non-generic categories. In total, there were 35
distinct Impersonation categories observed, where the top three categories takes
up over 69 percent of the observed impersonations.
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A.1.5 Dates

The date distribution of the collected phishing mails can be seen in the heat-map
of figure A.4. As explained in the main section, the ticketing system from where the
phishing mails were collected was not implemented until mid-February of 2016,
meaning that no phishing data is present in this time range.

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Figure A.4: 2016 - Date Distribution

Based on this distribution, it is evident that the August month of 2016 saw the
most mails, while the winter months shows a decline in the observed phishing
mails. August 22nd shows a surge in the amount of mails observed. From the
Content log, it can be shown that this surge is tied to the three Content categories
New Message (45), Confirm / Update Account Information (27), and Account Dis-
abled (50), all whom were connected to a banking impersonation, either Danske
Bank or SpareBankl1.

A.1.6 Property Relationships

Figure A.5 displays the relationship between the two collection properties Target
and Content. Each Target category is tied to one or multiple Contents that they
have been observed appearing in.
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- Account Details Changed: 1
Account Disabled: 51

Account Will Be Disabled: 93

Confirm / Update Account Information: 196

Mailbox Full: 14

New Message: 125

Credentials: 536

Open / Receive Mail: 9
Password Expires: 7
Payslip Details: 2

Release From Quarantine: 5
Server Full: 1

Suspicious Activity: 7

Verify Email: 5

Purchase Order: 8

Payment Remittance: 14

Business Proposal: 28

Phishing Emails: 1,173
CEO Scam - Transfer Money: 118

Document Shared: 64

Crypto Scam: 13
Domain Registration: 1
Extortion: 5

Money Won: 51
Donation / Fund: 12
Invoice: 39

Inheritance: 19

Help Transfer Money: 14
Contract: 1

Document From Scanner: 8
Fax: 5

Legal Document: 1
Voice Message: 1
Domain Expires: 6

~ Shipping Details: 5
Cancellation: 3

Error With Payment: 9

Item Won: 93

N/A: 13 =

Post Package: 9
Purchase Confirmation: 40
Money Received: 21
Offer / Deal: 38

Refund: 18

Figure A.5: 2016 - Target-Content Relationship

25 of the Content categories have been observed having a singular relationship
with a Target, meaning that all phishing emails within the given Content category
is only targeting one specific Target. Credentials is the Target category with the
most singular relationships, totalling 11. On the other hand, both the Content
categories of Confirm / Update Account Information and Shipping Details are ob-
served with three different Targets; Credentials - PII - Credit Card Details, and
Money - Infect - Credit Card Details.

From Table A.2, displaying the Content distribution and diversity per Target, shows
that PII is the most diverse Target, with a diversity score of 0.84. The diversity
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score is calculated utilizing Simpson’s Diversity Index [60]. A diversity index of 1
indicates high diversity, while an index of 0 indicates no diversity.

Target Total | Total Connections | 1— (%85"__11)))
Credentials 536 16 0.79
Money 244 12 0.72
Credit Card Details 237 11 0.79
Infect 104 12 0.74
PII 39 8 0.84

Table A.2: 2016 - Target-Content Diversity

Overall, all of the Targets showcases a good, as well as consistent diversity rate,
all being above 0.70, and all being within 0.12 points from each other.

Viewing the relationship between Method and Target, as displayed in Figure A.6,
provides insight into any preferences regarding method of achievement for the
specific Targets.

Infect: 104 |

N/A: 13
Attachment: 112

Credentials: 536

URL: 798
Phishing Emails: 1,173

\

N\
Credit Card Details: 237 I

~

Communication: 263
Money: 244

P39
Figure A.6: 2016 - Method-Target Relationship

Credit Card Details are only targeted through the utilization of links in the phish-
ing emails, and PII is only targeted via Communication. The remainder of the
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Targets, although featured in various Methods, have one main Method of achieve-
ment, such as Credentials mainly being targeted through URLs, Money through
Communication, and Infect through Attachments.

A.2 2017

A total of 986 phishing mails were identified for 2017. This is a decrease of 187
mails compared to the 2016 corpus.

A.2.1 Content

The collected phishing mails from 2017 could be distributed into 47 Content cat-
egories, where 11 new categories could be identified. Six of the Content categor-
ies observed in 2016 were not observed in 2017, this includes Cancellation, Fax,
Payslip Details, Questionnaire, Server Full, and Voice Message.

Figure A.7 visualizes the distribution of Content categories for 2017.
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Figure A.7: 2017 - Content Distribution

The Invoice and CEO Scam - Transfer Money categories have a great outspurt
compared to the rest of the categories who shows a more lean decline between
each subsequent category.
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As can be seen when comparing the 2016 Content data with the 2017 Content
data, the top category of 2016, Confirm / Update Account Information, has seen
a great reduction in representation. In 2016 this top category accounted for over
16% of the observed mails, while in 2017 it only accounts for 0.17% of the phish-
ing corpus. CEO Scam — Transfer Money remains a high-ranking category for both
years.

A.2.2 Target

Table A.7 displays the Target distribution for the 2017 corpus.

Target Total % of Total
Credentials 306 31.03%
Infect 234 23.73%
Credit Card Details 206 20.89%
Money 200 20.28%
N/A 25 2.54%

PII 15 1.52%

Table A.3: 2017 - Target Distribution

Similar to 2016, the Target of Credentials remains the most sought after Target,
however, with a slight reduction of the overall total accounting for 31.03% of the
mails compared to last year’s 45.69%. The distribution also shows a great incline
in the Target of infestation, reaching second with 23.73% compared to 8.87% last
year. Credit Card Details and Money retains a percentage of a bit over 20% as it
was in 2016.

A.2.3 Method

The distribution of the preferred Methods is close to equal both in terms of ranging
and percentage from last year, with Credentials on top followed by Communica-
tion and Attachment, as can be seen in Figure A.8.
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Method Total % of Total

URL 675 68.46% i i s
PDF 53 5.38%

Communication 203 20.59% Word 18 1.83%

Attachment 107 10.85% ap 16 162%
Excel 13 1.32%

N/A 1 0.10% HTML 5 0.51%
1ISO 1 0.10%
JAR 1 0.10%

Figure A.8: 2017 - Method Distribution

Expanding the Attachment section, PDF is shown to be the most prominent at-
tachment type while Word has seen a small decline compared to last year. Two
new attachment types are observed, that being the ISO and JAR attachment types.

A.2.4 Impersonation

Figure A.9 shows the distribution of the impersonated parties for the 2017 corpus.
In total, there were 21 Impersonation categories observed.

Increasing significantly from 2016, the generic categories of External and Internal
dominates the Impersonation property in the observed phishing mails. From the
non-generic categories, it is shown that both Netflix and Apple are fairly popular
brands in terms of impersonation for the phishing mails of 2017. Compared to
2016, the Impersonation brand of Danske Bank has had a significant decline down
to a 0.71% overall from 22.17%.
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IKEA UPS Shell  Western Union_  Google ~DNB _Facebook eBay

DHL 0.20% 0.20% 0.20% 0.10% 0.10%  0.10% Samsung
0.71%  O41%- - - 0.20% - - 0.10%
Danske Bank _PostNord

071% 1 _ ' 0.10%
PayPal -
0.81%  Spotify_

0.81% Microsoft

Skatteetaten

Telenor
4.97%

External
39.35%

Internal
31.03%

Figure A.9: 2017 - Impersonation Distribution
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A.2.5 Dates

The heat-map, Figure A.10, displaying the distribution of the collected phishing
mails show a high magnitude of mails centered around the months of February
and March, while the rest of the months mainly only have small surges on specific
dates before dabbing off the following days.
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Figure A.10: 2017 - Date Distribution

As there was lacking data the first couple of months of 2016, no overall compar-
ison can be made, however one can observe that the raise in phishing mails in the
August month is not present in the 2017 collection.

A.2.6 Property Relationships

From the relationship between Target and Content, as displayed in Figure A.11,
The Credential Target continues to have the most singular relationships with 15
out 34. Two of the content categories, Invoice and Purchase Confirmation, was ob-
served aiming for four different Targets, both targeting Credentials, Infect, Money,
and Credit Card Details.
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Account Details Changed: 2
Account Disabled: 33

Account Will Be Disabled: 28

- Error Sending / Receiving Mail: 1
Mailbox Full: 47

Notification: 1
Open / Receive Mail: 9
Password Changed: 6

Password Expires: 21

Password Reset Request: 12
-~ Release From Quarantine: 4
Sign Document: 3

Suspicious Activity: 36
Update Software: 22
Verify Email: 5

New Message: 12

Document Shared: 41

Invoice: 201

——
’t’» Payment Remittance: 6

= Purchase Order: 13
/ -~ Contract: 1
Document From Scanner: 3

\g Financial Report: 1
Confirm / Update Account Information: 7

B> — Legal Document: 1

~~ Shipping Details: 7
Borrow Money: 2
Business Proposal: 6

Phishing Emails: 986

Money: 200 CEO Scam - Transfer Money: 140

e
—==ay

\\°*§\‘ Purchase Confirmation: 35

‘\ i Change Payment Details: 3
Domain Expires: 2

Domain Registration: 11

~— Donation/ Fund: 1

Extortion: 9

~ Police Notification: 1

Inheritance: 17

Credit Card Details: 206

Error With Payment: 65

PlI: 15
Payment Sent: 4

Refund: 19
Money Won: 16
Crypto Scam: 5
Iltem Won: 17

N/A: 251

Money Received: 56

Offer / Deal: 14
Post Package: 8
Help Transfer Money: 7

Figure A.11: 2017 - Target-Content Relationship

The diversity index shown in Table A.4, shows that Credentials now is the most
diverse Target category, having a diversity index of 0.92. Infect has been reduced
quite a bit, going from and index of 0.74 to a 0.45. The reduction can be tied to
one Target category making up most of the observed infection phishing emails,
that being Invoice.
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Target Total | Total Connections | 1— (%an__ll)))
Credentials 306 23 0.92
Money 200 13 0.50
Credit Card Details 13 11 0.83
Infect 234 14 0.45
PII 15 3 0.65

Table A.4: 2017 - Target-Content Diversity

The discrepancy between the Target categories has increased from last year, no
longer showing the consistency observed before. The gap between the uppermost
and lowest index score is now 0.47.

The Method-Target relationship, Figure A.12, continues the observation made
last year in that the Targets have one method of achievement that is more pre-
ferred than the others. Credit Card Details is the only Target that is solely targeted
through the utilization of one Method, URL, while Credentials and Infect are heav-
ily targeted through URLs as well. Both PII and Money are still communication-
heavy Targets.

N/A: 26

Attachment: 107 Credentials: 306

Infect: 233
URL: 675 I
Phishing Emails: 986
I Credit Card Details: 206
Communication: 203 PIl: 15

I Money: 200

Figure A.12: 2017 - Method-Target Relationship
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A3 2018

2018 saw only a total of 523 reported phishing mails equaling a decline of 48.5%
from the average of the two prior years.

A.3.1 Content

There was a total of 42 Content categories observed in 2018, including the three
new categories CEO Scam — Gift Card, Guidelines, and Advert Stopped. 13 of the
Content categories identified in the prior years’ datasets were not present in the
2018 collection. Figure A.13 visualizes the distribution of the 2018 phishing Con-
tent.

-
=

Fax NN

Extortion IS 3

Contract W ™~
Guidelines W ~

Item Won Il w

Verify Email I
Borrow Money IS 3
New Message IS 0

Mailbox Full N ©

Post Package Il o
Money Won 1l o
Crypto Scam Wl »
Inheritance Wl w

Suspicious Activity NG

Purchase Order N S5

Update Software I
Password Expires I o
Voice Message I ~
Sign Document N ~

Shipping Details Wl v
Business Proposal 1l &
Money Received Hll &
Account Disabled 1l w

Domain Expires W ~

Open / Receive Mail I >

Error With Payment I =
Payment Remittance N ©
Police Notification W ™~

Error Sending / Receiving Mail I 'S
Password Reset Request N o

Confirm / Update Account Information N S

Figure A.13: 2018 - Content Distribution

Again, the uppermost category displays a clear discrepancy from the subsequent
category. CEO Scam - Transfer Money has risen to the top in 2018, accounting
for 17.59% of all the collected mails. Invoice, which was the 2017 top Content
category, is still a heavily present category, placing fourth with a 6.69% presence.

A.3.2 Target

The distribution of Targets in 2018, as shown in Table A.5, shows a variation com-
pared to the prior year with a range distribution more aligned with 2016. Creden-

Release From Quarantine W ~

Document From Scanner W ™~

Domain Registration I =

Notification I =

Advert Stopped I ~

CEO Scam - Gift Card I =
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tials remain the top Target, as with the previous years while Money makes up a
large chunk of the observations as well. Infect, which was a prominent category
in 2017, is reduced significantly from over 23% to less than 5% in 2018.

Target Total % of Total
Credentials 282 53.92%
Money 148 28.30%
Credit Card Details 45 8.60%
Infect 25 4.78%
N/A 16 3.06%

PII 6 1.15%
Business Information 1 0.19%

Table A.5: 2018 - Target Distribution

In inclusion to the changes in existing Target categories, a new category was ob-
served. The Target of Business Information has been included in the overview of
observed phishing Targets.

A.3.3 Method

As has been seen in the previous years, the distribution of Methods remains the
same in terms of ranging and percentage, with URL at the top followed by Com-
munication and Attachment. There is also a new observed Method in the form of
a calendar invite.

Method Total % of Total

URL 324 61.95% Atta e pe ota % of Tota

Communication 146 27.92% PDF 2 5.16%
Word 1 2.10%

Attachment 48 9.18% ACE 3 0.57%

N/A 4 0.76% HTML 3 0.57%
zIP 3 0.57%

Calendar Invite 1 0.19% 1SO 1 0.19%

Figure A.14: 2018 - Method Distribution

The distribution of Attachments sees that PDF remains the most observed attach-
ment type as well as Word as the second most observed. One new attachment type
in the form of ACE was also identified within the phishing corpus.
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A.3.4 Impersonation

Since the generic categories makes up the majority of the Impersonation shares,
the non-generic categories is represented in a zoomed in pie piece. Figure A.15
showcases the distribution of Impersonations observed in the 2018 corpus. In-
ternal and External collectively comprises close to 70% of the mails, while the
remaining ~30% consists of the brands observed.

Microsoft
Internal 13.38%

28.68%

Skatteetaten
6.88%

External
40.54%

Figure A.15: 2018 - Implementation Distribution

As shown, the usage of Microsoft’s brand has grown considerably, while Apple,
Netflix, and Skatteetaten still remains highly utilized.
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A.3.5 Dates

The heat-map for 2018, Figure A.16, further displays no significant patterns with
when phishing mails are being observed in the collected datasets.

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
0 0 0 0 1 1 0- 0 0 0 1 4 1 3 0 0 0- 1 2 3 0
0- 2 - 0 0 0 3 4 0 1 0 1 4- 0 1 B 0 0 3 0
1 2 0 1 1 2 0 0 0 0 3 2 2 0 0 1 4 3 0 2 0 0 1 2
2 1 0 0 0 1 1 0 3 2 0 0 4 1 1 0 2 0 0. 2 4 4 0
2 0 0 1 0 0 2 2 0 0 2 3 0 0 1 0 0 0 2 3 1 1 0 0
2 2 1 1 0 0 0 2 2 2- 1 0 0 2 1 0 1 1 0 0 1 1 2
- 2 1 0 0 0 2 0 1 1 1 0 4 1 0 1 0 0 0 1 2 1 2 1
0 0 2 0 4 0 2 0 0 0 0 0 0 1 0 0 1 0 2 4 1 0 1 2
3 0 2 1 0 0 2 1 2 3 2 0 0 0 4 2 4 1 0 0 0 4 0-
1 2 0 0 3 3 2 0 1 0 2 1 4 2 1 1 0 0 1 4 2 1 1 0
0- 2 - 0 1 0 0- 4 3- 2 0 0 1 3 0 - 1 0 0 1 2
1 4 2 1 0- 4 2 1 2 1 0 1 3- 1 1 0 0 0 0 0 0 0

Figure A.16: 2018 - Date Distribution

November of 2018 has the most observed mails compared to the other months,
however not a considerably difference.

A.3.6 Property Relationships

Out of the 41 Content categories observed in 2018, 27 of them had singular re-
lationships with one Target. Of these 27 Content categories, 16 were tied to the
Credential Target category. The Invoice Content category continues it’s trend from
last year by having a relationship with four Targets, this time Credentials, Infect,
Business Information and Money, making it the only Content category in 2018
with this many Target connections. Figure A.17 visualizes the Content-Target re-
lationships observed for this year.
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Account Will Be Disabled: 35

Advert Stopped: 1
Contract: 2
Document From Scanner: 2

Document Shared: 55

Error Sending / Receiving Mail: 14
Guidelines: 2
Mailbox Full: 9

Open / Receive Mail: 20

Password Expires: 8

Password Reset Request: 8
~ Release From Quarantine: 2
Sign Document: 7

Suspicious Activity: 21
| Update Software: 11
Verify Email: 20

~ 7 Voice Message: 7
Payment Remittance: 8
S 1 Confirm / Update Account Information: 9

\‘\\ b Fax: 5

shing Emai =" > N N :

Phishing Emails: 523 ;’i‘\\ Purchase Order: 6
““ e S

Invoice: 33

‘ ‘_‘ New Message: 13
P \\ Police Notification: 2

Ny,
ave

Business Information: 1

Error With Payment: 11
Account Disabled: 3
~~ = Shipping Details: 4

Borrow Money: 15

i Business Proposal: 4
_~ CEO Scam - Gift Card: 1

Credit Card Details: 45 \\
\ \ \ Post Package: 4
Pli: 6w Crypto Scam: 4
N/A: 16 | Domain Expires: 2
Domain Registration: 1

CEO Scam - Transfer Money: 92

Extortion: 17

Money Received: 3
Iltem Won: 3
Inheritance: 3
Refund: 34

Money Won: 6

Figure A.17: 2018 - Target-Content Relationship

Table A.6 shows that Credentials continues to be the most diverse Target category,
having a diversity index of 0.92 (same as last year). On the other hand, since Busi-
ness Information only has one entry, its diversity is equal to zero. PII has seen a
great reduction, going from being the most diverse in 2016 with an index of 0.84,
to a 0.65 last year, and a 0.33 this year.
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Target Total | Total Connections | 1— (%)
Credentials 282 26 0.92

Money 148 14 0.59

Credit Card Details 45 7 0.43

Infect 25 8 0.80

PII 2 0.33

Business Information 1 1 0

Table A.6: 2018 - Target-Content Diversity

Figure A.18 shows that the Method-Target relationship has not changed too much
since the last two years. Attachment is now the method mainly utilized for infec-
tions from being URLs last year. The remainder of the relationships have stayed
mostly the same, with the addition of the Calendar Invite Method and Business
Information Target.

Phishing Emails: 523

Attachment: 48

URL: 324

Communication: 146

Calendar Invite: 1

Figure A.18: 2018 - Method-Target Relationship

Infect: 24 m

N/A: 17

Credentials: 282

Credit Card Details: 45 ]

Money: 148

Business Information: 1

Pll: 6
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A4 2019

720 mails in total were collected from 2019.

A.4.1 Content

The mails collected in 2019 can be distributed into 46 distinct Content categor-

ies, where three of the categories had not previously been identified. These new

categories include Added To Group, Job Application, and MFA Activate.

Figure A.19 displays the distribution of Content in the 2019 corpus.
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Figure A.19

Again, there is a new category representing the most observed Content of 2019,
this time in the form of Document Shared. The category has been fairly present

throughout the years and does not represent a large surge from its previous ob-

servations. Invoice as well as CEO Scam - Transfer Money remain high ranking

Content categories as shown in the prior years.
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A change from the patterns observed in 2016, 2017 and 2018 is that the dis-
crepancy between the uppermost category and the following category is not as
significant for this year as it has been before. Only a 13.5% discrepancy is shown
between the first and second category compared to an average of 36.6% for the
prior years. There is however a considerable gap between the top five categories
and the remaining categories.

A.4.2 Target

Credentials and Money remain the top targeted for 2019, while the changes in
the remainder of the categories does not show any significant changes other than
Credit Card Details and Infect changing positions due to a decline in the targeting
of Credit Card Details.

Target Total % of Total
Credentials 460 63.89%
Money 203 28.19%
Infect 34 4.72%
Credit Card Details 11 1.53%
N/A 7 0.97%

PII 3 0.42%
Business Information 2 0.28%

Table A.7: 2019 - Target Distribution

A.4.3 Method

A clear pattern can be seen when it comes to the Methods observed in the collected
phishing datasets. URL ranks the highest always within 60% of the total amount,
while Communication is second always within 20% of the total, and thirdly, At-
tachment with 9 — 11% of the total. For the Attachments, it follows a similar pat-
tern as from 2018 with PDF accounting for the majority of the attachments types.
Two new attachment types are observed as well, that being ARJ and EXE.
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Method Total % of Total
URL 459 63.75% A RTERE P itz @i feikz
T PDF 44 6.11%
Communication 189 26.25%
Word 13 1.81%
Attachment 71 9.89% HTML 5 0.69%
ARJ 4 0.56%
N/A 1 0.14%
1ISO 3 0.42%
EXE 1 0.14%
JAR 1 0.14%

Figure A.20: 2019 - Method Distribution

A.4.4 Impersonation

Internal
32.64%

External
42.50%

DHL

- 0.83%

-

__-Sparebankl

0.42%
___Posten QA

' Skatteetaten
PayPal 0.14%
0.14% ' Domeneshop
0.14%

Figure A.21: 2019 - Impersonation Distribution
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The generic Impersonation categories of External (42.50%) and Internal (32.64%)
accounts for a total of over 75% of the observed phishing mails in 2019. The re-
maining shows a high count of usage of the Apple and Microsoft brand, as has
been seen in the earlier years. Skatteetaten, which had a prominent part in the
chart of last year’s overview, has been reduced significantly, only being used in
one singular email this year.

A.4.5 Dates

The distribution of dates can be viewed in Figure A.22. The heat-map does not
highlight any one specific time frame in which there has been significantly more
phishing mails compared to the rest of the year. There are some surges in the
September, October, and November months, as well as a surge one day in April.
However it evens out in the adjacent days.

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
o 178 o 4 o 1 o o 5 4 1 4 1 o o 2 3 36 2 0 o
3 o 3 1 0o o 5 6 3 4 0o 0o o 6 7 7 2 o o 1 1 s

1B 1 2 o o cEEE 2 28 o 1098 2008 1 1 o o 20 3lEs
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o o 1 0 o o 5 o 1/ 1 1 5 1 0o 4 4 2 1 0 0 o0
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1 1 3 3 2 1.5 2 2 o o0 1 2 4 1 3 0 o0 0 0 o0 o 6

Figure A.22: 2019 - Date Distribution

A.4.6 Property Relationships

Figure A.23 continues to show that the Credential Target harbors the most one-
to-one relationships, accounting for 22 of the total of 33 singular relationships.
Invoice remains the Content category with the most unique Target connections,
being tied to Credentials, Business Information, Infect, and Money.
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Account Disabled: 6
Account Will Be Disabled: 10

Added To Group: 4
Cancellation: 2

Contract: 3

Document From Scanner: 1

Document Shared: 116

Error Sending / Receiving Mail: 19

Fax: 7
Financial Report: 1
Guidelines: 8

Invoice: 101
Mailbox Full: 18
v MFA Activate: 4
Credentials: 460 / Money Received: 1
New Message: 2
y /

Open / Receive Mail: 9
Password Changed: 1
Password Expires: 5

Payslip Details: 3

Rel From Quarantine: 11
Sign Document: 4

Phishing Emails: 720 Suspicious Activity: 68

Business Information: 2 Verify Email: 15
i 8 ) Payment Remittance: 10
Infect: 34 === N = - | Voice Message: 21
' - Confirm / Update Account Information: 6
- Purchase Order: 15
Credit Card Details: 11 AN\ = Shipping Details: 7
= %
~ 1 Update Software: 14

Payment Sent: 2

Job Application: 1

Iltem Won: 3

Purchase Confirmation: 3

Post Package: 6

Money: 203 _ = gg{eur n/dl:311eal: 1

Business Proposal: 1
CEO Scam - Gift Card: 24

CEO Scam - Transfer Money: 80

Change Payment Details: 3
Crypto Scam: 10
Domain Registration: 2

Extortion: 73

Money Won: 1
Help Transfer Money: 5
Inheritance: 5

Figure A.23: 2019 - Target-Content Relationship

The diversity of the Target categories, with the exclusion of Business Information,
shows a more even diversity distribution than that of 2018. Credentials is still the
most diverse Target with an index of 0.87.
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Target Total | Total Connections | 1— (%)
Credentials 460 34 0.87

Money 203 11 0.70

Credit Card Details 11 5 0.78

Infect 34 10 0.79

PII 3 2 0.67

Business Information 2 1 0

Table A.8: 2019 - Target-Content Diversity

Due to Business Information only being tied to one Content category, it displays
no diversity at all.

A couple of trends can now be established for some of the Method-Target rela-
tionships, as they have displayed a consistency throughout the four last years.
The observations from this year’s corpus, shown in Figure A.24, shows that URL
is persistently the preferred Method utilized to target Credentials, while Commu-
nication is preferred when targeting money and PII.

Credentials: 460
URL: 459

Phishing Emails: 720

Credit Card Details: 11 =

Attachment: 71
Infect: 33 m

N/A: 8

Communication: 189
Money: 203

Business Information: 2

PlI: 3

Figure A.24: 2019 - Method-Target Relationship

Credit Card Details, which up until now had only been targeted though email
links, is now split between URLs and Attachments, no longer conforming to the
previous observations. Infect continues to be somewhat a Target that is attempted
achieved through either URLs or Attachments, varying in distribution from year
to year.
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A.5 2020

There was a total of 3181 phishing mails collected for 2020. The increase in the
total number of mails is due to the introduction of a new reporting system for
phishing mails in August of 2020. This reporting system made it easier for the
end users to report suspicious mails, causing the number of reported mails to
increase drastically. In total, there were 561 mails from the former months and
2621 from the latter. Because of this change, the numbers from the first seven
months of the year can not directly be compared to the other five months, as the
latter would cause an uneven representation favoring the last five months. Due to
this challenge, the data from 2020 will be represented in two separate parts, one
for January throughout July and one for August throughout December.

A.5.1 Content

2020 saw a total of 55 Content categories, four of which had not been observed be-
fore. These four included Job Write-Up, Meeting Invitation, New Task, and Server
Stopped.

Figure A.25 displays the Content distribution from January throughout July for
2020.
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Figure A.25: 2020 1st - Content Distribution
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As can be seen, Invoice is at the top one step up from 2019, while Purchase Con-
firmation is the second most observed Content category. Purchase confirmation
has seen a great increase in presence since the prior years, seeing as it was not
present at all in the 2018 corpus, and only four instances in 2019.

Further, Figure A.26 displays the Content distribution for the five last months
of 2020. Immediately, based on the data labels, it is apparent that the dataset
has grown significantly from the former seven months. There is also a significant
change in the distribution of Content categories compared to the first five months.
Both the top Content categories, Post Package and Crypto Scam, were ranged less
than 10th from the January - July dataset. There is also a considerable difference
in the discrepancy between the top categories. For the seven first months, the
discrepancy between the first and third was 3.2, while for the last five months the
discrepancy was 11.1.
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Figure A.26: 2020 2nd - Content Distribution

A.5.2 Target

The Target distribution of both the first group (Table A.9) and last group (Table
A.10) of 2020 are quite equal in terms of ranging. Credentials, Money, Credit Card
Details, and Infect are all equally ranged, where the top two match that of 2019.
There is however a difference between the percentwise distribution of the categor-
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ies with a 72.55% representation from Credentials in the first group compared to
a 49.96% in the second group.

Target Total % of Total
Credentials 407 72.55%
Money 124 22.10%
Credit Card Details 23 4.10%
Infect 4 0.71%
N/A 2 0.36%

PII 1 0.18%

Table A.9: 2020 1st - Target Distribution

The most significant difference between the two groups in 2020 is the increase in
observation of the Credit Card Details category, increasing from 4.10% to 22.79%,
making the second group more similar to the distribution observed in 2016 and
2017, while the former group is more similar to 2018 and 2019.

Target Total % of Total
Credentials 1309 49.96%
Money 615 23.47%
Credit Card Details 597 22.79%
Infect 91 3.47%

PII 6 0.23%
Business Information 2 0.08%

Table A.10: 2020 2nd - Target Distribution

A.5.3 Method

For the first group, as represented in Figure A.27, the ranging of the distribution
remains the same as the prior years with URL at the top followed by Communica-
tion and Attachment. There is a slight increase in the percentwise distribution in
favor of the URL category, however not significant enough to deviate considerable
from what has been observed earlier. There are fewer observed attachment types,
and as can be seen, HTML now has increased in representation from the prior
years.
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Method Total % of Total

URL 399 71.12%

Communication 18 21.03% A P g gre
HTML 31 5.53%

Attachment 44 7.84%
PDF 10 1.78%
Excel 2 0.36%
zIP 1 0.18%

Figure A.27: 2020 1st - Method Distribution

The second group, as represented in Figure A.26, further increases the representa-
tion of the URL Target category, encompassing 82.10% of all the Targets observed.
The distribution also shows a breach in the pattern observed in the datasets of the
prior years by ranking Attachments higher than Communication.

Method Total % of Total Attachme De ota % of Tota
URL 2151 82.10% HTML 143 5.46%
zIp 41 1.56%
Attachment 242 9.24%
PowerPoint 29 1.11%
Communication 227 8.66% RO4 18 0.69%
PDF 9 0.34%
Word 2 0.08%

Figure A.28: 2020 2nd - Method Distribution

There were observed two new Attachment types: PowerPoint and R04. HTML still
maintains a great representation as it had the first part of the year, while PDF
shows a decline in favor of an increase in the observation of ZIP files.

A.5.4 Impersonation

The Impersonation distributions for both the first (Figure A.29) and second (Fig-
ure A.30) part of 2020 shows a decline in the percenwise distribution of the
generic categories. In 2019 the generic Impersonation categories accounted for
75.14% of the total observations, while in the first and second part of 2020 they
accounted for 56.68% and 51.68% respectively, putting its distribution closer to
that of 2016.
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Figure A.29: 2020 1st - Impersonation Distribution

Apple and Microsoft continues to be prevalent in the first part of 2020, while the
second part brings forth previously low ranging impersonations like Posten and
Dagbladet.
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Figure A.30: 2020 2nd - Impersonation Distribution

A.5.5 Dates

The date distribution for the first part of 2020, Figure A.31, shows no particular
surges in certain time frames, only some increased activity at the end of March.
There is one singular day surge on the 18th of June totaling 68 mails. Inspecting
the dataset on that specific date reveals that the surge is related to a supposed
phishing campaign categorised as a Purchase Confirmation Content category, im-
personating Apple and targeting Credentials through the usage of URLs. The activ-
ity appears to dwindle down at the end of June and throughout July.
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Figure A.31: 2020 1st - Date Distribution

The heat-map for the second part of 2020, Figure A.32, showcases increased activ-
ity in the month of November, as well as at the beginning of December. As can be
seen, there is generally little activity in the month of August and beginning of
September.
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Figure A.32: 2020 2nd - Date Distribution
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A.5.6 Property Relationships

Figure A.33 visualizes the Target-Content relationship of the 2020 dataset. Cre-
dentials has a total of 29 singular relationships with Content categories, while
the remainder is divided on Money (8), Credit Card Details (5), and Infect (1).
No Content category has more than four unique Target connections, with Invoice
continuing to be the only one with four connections, connecting to Credentials,
Business Information, Money, and Infect.
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Account Disabled: 70

Added To Group: 5

Cancellation: 48

Confirm / Update Account Information: 7

Document From Scanner: 194

Domain Expires: 14
Error Sending / Receiving Mail: 60

Fax: 63

Financial Report: 7
Guidelines: 5

Invoice: 198

Job Write-Up: 1
Mailbox Full: 34
Meeting Invitation: 85
New Message: 1

New Task: 4
Notification: 3

Open / Receive Mail: 40

Password Expires: 154

Password Reset Request: 62
Credentials: 1,716 - Payment Sent: 4

-~ Payslip Details: 34
Purchase Confirmation: 89

Release From Quarantine: 49
Server Stopped: 1

Shipping Details: 2

Sign Document: 20
Suspicious Activity: 87
Update Software: 64

Verify Email: 38

Phishing Emails: 3,181 - Business Information: 2 - - Voice Message: 160

Payment Remittance: 39
Contract: 19

Account Will Be Disabled: 15
Business Proposal: 14

Money: 739 CEO Scam - Crypto: 11

CEO Scam - Gift Card: 207

Purchase Order: 96

CEO Scam - Transfer Money: 54
Change Payment Details: 3

Crypto Scam: 399

Money Received: 16
Domain Redistration: 2
Extortion: 30

Error With Payment: 37
Document Shared: 33
Inheritance: 5

Help Transfer Money: 6
Money Won: 3

Item Won: 32
Offer / Deal: 13

Post Package: 469

Donation / Fund: 5
Questionnaire: 1
Refund: 67

Figure A.33: 2020 - Target-Content Relationship

The diversity index, as shown in Table A.15, displays a larger discrepancy between
the Targets than what was observed last year. Credentials remains the most diverse
Target, now with an index as high as 0.94. As Business Information still only con-
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nects to one Content category, it remains with a diversity score of 0. Out of the
other Targets, Credit Card Details has seen the greatest change, going from a 0.78
in 2019 to a 0.41 as of this year. From Figure A.33, this change can be correlated
with the increase in the observation of the Post Package Content category.

Target Total | Total Connections | 1— (%8511_—11)))
Credentials 1716 | 38 0.94

Money 739 14 0.62

Credit Card Details 620 8 0.41

Infect 95 5 0.55

PII 7 4 0.81

Business Information 2 1 0

Table A.11: 2020 - Target-Content Diversity

The Method-Target relationship, Figure A.34, has seen changes from the obser-
vations of last year. Money is no longer majorly targeted through the utilization
of Communication, however is now split rather evenly between that and URLs.
Credit Card Details is back at only being targeted through email links, and Busi-
ness Information continues solely being tied to Communication.

Phishing Emails: 3,181

Attachment: 286

URL: 2,550

Communication: 345

Figure A.34: 2020 - Method-Target Relationship

Infect: 95 =

Credentials: 1,716

Credit Card Details: 620 I

Money: 739 I

N/A: 2
PlI: 7

Business Information: 2

What hasn’t changed is the fact that URLs remains the main Method utilized in
order to lure out the recipient’s credentials.
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A.6 2021

A total of 16202 phishing mails were collected for 2021.

A.6.1 Content

In total, there were 61 Content categories observed in 2021. Out of these 61, three
were entirely new, including Calendar Event, Donate Money, and Trademark.

The Content distribution shows that Post Package appears at the top in 2021, as
it was at the end of 2020. The Post Package Content category has shown a great
increase the last two years with only a 0.83% presence in 2019, a 2.14% presence
the first part of 2020, rising to a 17.44% the second part of 2020, and now close
to 14% total in 2021.
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Figure A.35: 2021 - Content Distribution

CEO Scam - Transfer Money continues to reduce in quantity, straying further away
from the top where it once stood.

Cancellation ~
Item Won =
Trademark =
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A.6.2 Target

Table A.12 shows a continuation of the increased targeting of Credit Card Details,
while also highlighting a significant decrease in the targeting of Credentials. The
targeting of Credentials has decreased from a percentwise distribution of 72.55%
in the first part of 2020, to a 49.96% in the second part of 2020, and now only at
a 37.08% representation in 2021.

Money and Credit Card Details have an incredibly even distribution considering
they account for a bit over 60% of the total Targets, only differentiating with
2.62%.

Infect, as well, has seen a small decline, where personal information has seen a
slight increase. These increases and decreases respectively has led to PII surpass-
ing Infect in the ranging.

Target Total % of Total
Credentials 6007 37.08%
Money 4953 30.57%
Credit Card Details 4853 27.95%
PII 214 1.32%
Infect 135 0.83%
N/A 36 0.22%
Business Information 4 0.02%

Table A.12: 2021 - Target Distribution

A.6.3 Method

As before, the distribution of Methods from the ranging is back to the same as
the prior years from a slight change in the second part of 2020, however with
a decrease in the percentwise total for URL. The decrease in URL is evened out
with an increase in the utilization of Communication. Calendar Invite can be seen
utilized again after being dormant since its first appearance in 2018.

As for the Attachments, HTML has again seen an increase now accounting for
7.01% of the total of 7.80% of the attachment types. There are also three new at-
tachment types observed, including RAR, 7z, and LZ. All three attachments being
some form of a archiving file type.
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Atta e pe ota o]l [e] =
Method Total % of Total

HTML 1136 7.01%
URL 10631 65.62% Excel 38 0.23%

T zIP 31 0.19%

Communication 4034 24.90%

PDF 26 0.16%
Attachment 1263 7.80% EXE 14 0.09%

Word 10 0.06%
Calendar Invite 272 1.68%

RAR 3 0.02%
N/A 2 0.01% 1SO 2 0.01%

7z 1 0.01%

Lz 1 0.01%

PowerPoint 1 0.01%

Figure A.36: 2021 - Method Distribution

A.6.4 Impersonation
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Figure A.37: 2021 - Impersonation Distribution
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Both Apple and Microsoft, which were previously heavily utilized brands in phish-
ing mails, have now seen a fair decline in overall usage. The impersonations of
Posten, Skatteetaten, NRK, Sparebank1, and PostNord have all surpassed the two
former mentioned brands, with Posten being the most utilized.

In total 53 non-generic brands were observed in 2021, accounting for 42.87% of
the Impersonation property. Internal and External have a fairly even distribution
with 29.19% and 27.94% respectively.

A.6.5 Dates

The distribution of dates in 2021 shows a continuation from 2020 with an in-
creased amount of phishing mails in the months of October, November, and Decem-
ber. From the other months, there are no significant differences or variations, only
small surges here and there. In contrary to last year, August shows more activity
compared to the months of June, July, and September.
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Figure A.38: 2021 - Date Distribution

A.6.6 Property Relationships

As observed in Figure A.39, there is an increased discrepancy between the various
Content categories, creating a more intricate view of their Target relationships.
Credentials had a total of 42 Content categories, whereas 23 of them were unique
only to this Target. Money had 20 Content categories, with 11 unique. Credit Card
Details with 17 connections, and two unique. The remainder had no one-to-one
relationships.
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~— Account Details Changed: 11
Added To Group: 57

Calendar Event: 4

Document From Scanner: 206
Account Will Be Disabled: 126

Document Shared: 1,244

Fax: 283

Guidelines: 25

Job Write-Up: 2

Mailbox Full: 35

Meeting Invitation: 31
New Task: 24
Notification: 3

Open / Receive Mail: 124
Password Changed: 105

Password Expires: 1,391

Password Reset Request: 69
Payslip Details: 84

Police Notification: 11

Release From Quarantine: 165
Server Full: 5

Server Stopped: 15

- Sign Document: 25
Suspicious Activity: 187
~ _ Update Software: 180
Verify Email: 29
Voice Message: 468
Contract: 34
Payment Remittance: 300
Purchase Order: 43
Account Disabled: 110

Invoice: 511

Shipping Details: 10
Error Sending / Receiving Mail: 51

CEO Scam - Gift Card: 1,877

New Message: 284

Purchase Confirmation: 89

CEO Scam - Transfer Money: 79
Change Payment Details: 5

Phishing Emails: 16,202

Crypto Scam: 1,111

Domain Expires: 8
Domain Registration: 2
Donate Money: 59

Extortion: 981

Financial Report: 102
Money Received: 32
Item Won: 1

Offer / Deal: 3

~— Trademark: 1

Business Proposal: 97
Donation / Fund: 291
Payment Sent: 34

Help Transfer Money: 47
Inheritance: 246

Confirm / Update Account Information: 1,102

. — — Money Won: 285
Pll: 214 " N
\ Error With Payment: 183

NiA=86— Refund: 949

Cancellation: 1
MFA Activate: 73

Post Package: 2,256

Figure A.39: 2021 - Target-Content Relationship
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Invoice had increased its Target reach, now having a relationship with five of the
six Target categories, including Credentials, Infect, Business Information, Money,
and Credit Card Details.

The diversity index displayed in Table A.13, shows that Credentials is persistent
as the most diverse Target category, while Business Information continues to only
have one connection resulting in no diversity. Both Money and Infect has seen an
increase in diversity, while PII has seen a decline.

Target Total | Total Connections | 1— (%)
Credentials 6007 | 42 0.89

Money 4953 | 20 0.79

Credit Card Details 4853 17 0.70

Infect 135 10 0.77

PII 214 6 0.65

Business Information 4 1 0

Table A.13: 2021 - Target-Content Diversity

From the Method-Target relationship displayed on Figure A.40, there are no changes
that have occurred deviating from what has been observed before.

Phishing Emails: 16,202

URL: 10,631

Attachment: 1,263

Communication: 4,034

Calendar Invite: 272

Figure A.40: 2021 - Method-Target Relationship

Credit Card Details: 4,853

Credentials: 6,007

Infect: 135 -
N/A: 36

Money: 4,953

Business Information: 4

Pll: 214
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Money is back at being largely targeted through Communication, and Credit Card
Details is no longer solely targeted via URLs, although still mostly attempted via

URLs.

A.7 2022

2022 saw a total of 12781 reported phishing mails. This is a decrease from last

year’s 16202.

A.7.1 Content

56 content categories were observed in 2022, whereas the Anti-Virus Alert content

category was not previously observed.

Post Package remains the top content category, increasing discrepancy wise from
last year while remaining at a close to 14% total presence. CEO Scam - Gift Card
as well remains second. Invoice is again within the top categories, and the three

adjacent categories have all been around the top for a few iterations now.
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Figure A.41: 2022 - Content Distribution
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A.7.2 Target

The targeting of Credentials sees a slight increase in 2022 from the great reduction
in 2021, while the gap between Money and Credit Card Details remains remark-
ably close, differentiating only with 1.04%.

Infect is again above PII, however far away from the above Target category of
Credit Card Details.

Target Total % of Total
Credentials 5687 44.50%
Money 3476 27.20%
Infect 2243 26.16%
Credit Card Details 170 1.33%
N/A 79 0.62%

PII 20 0.16%
Business Information 6 0.05%

Table A.14: 2022 - Target Distribution

A.7.3 Method

Figure A.42, displaying the distribution of Methods, shows that the URL Method
continues to decrease, now only accounting for 56.26% which is the lowest it has
ever been within the collection scope.

HTML 2169 16.97%
Method Total % of Total PDF 246 1.92%
URL 7191 56.26% ap 35 027%
Excel 31 0.24%
Communication 3058 23.93% RAR 20 0.16%
Attachment 2532 19.81% Word 8 0.06%
1ISO 8 0.06%
7z 4 0.03%
Lz 3 0.02%
Gz 2 0.02%
XLL 2 0.02%
Xz 2 0.02%
CAB 1 0.01%
EXE 1 0.01%

Figure A.42: 2022 - Method Distribution



150 SAHK: Email Phishing

The reduction in the utilization of URLSs is accompanied by an increase in the us-
age of attachments. The Attachment category now accounts for 19.81% of the
observed Methods, only 4.12% less than Communication.

Expanding on the attachment types, it is evident that the usage of HTML has
boosted the Attachment category severely, with a representation of 16.07% of the
total of all observed mails, attachment or not. There is also observed four new
attachment types, including GZ, XLL, XZ, and CAB.

A.7.4 Impersonation

In 2022, a total of 48 brands were observed impersonated. Figure A.43 displays
the distribution of Impersonations observed in 2022.

Posten
6.42%

Internal
30.26%

External 1.48%
31.34% Sparebankl

1.24%

BankiD 1.11%
~ 1.01%

™ “._Skatteetaten

_UPS 0.98%
*, 0.85%

‘ | Eika v \Dﬁl;n;:l

Apple \0.53% s
0.49% g

Hafslund |

0-34%  Hinansavisen'-

0.47%

Figure A.43: 2022 - Impersonation Distribution
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The distribution between the generic Impersonation categories of External and In-
ternal remain even with a 31.34% and 30.26% distribution respectively. There is a
small increase with the amount of generically impersonated mails contra phishing
mails impersonating a brand/institution.

Posten is still the most impersonated brand, however more even with the sub-
sequent brands. DHL in second has seen a great increase, now accounting for
6.14% of all the observed mails from last year’s 0.38%.

A.7.5 Dates

The heat-map of 2022 deviates somewhat from the observations from the two
prior years. In 2020 and 2021 there was a trend of increased activity in the
months of October, November, and beginning of December, however, this trend
is not present in 2022. November showcases a slight increased activity profile,
but not anything that stands out as it did the two previous years. It can also be
seen that in June there was increased activity, which for the two former years was
one of the more quiet months.

Jan 5 5 11 56 58 25 20 46 8 52 44 24 48 58 25 62 41 58 38 37 25 29 3 54 69 21 52 12
Feb 51 46 35 17 3 11 38- 33 13 16 3 1 l 30 27 44 34 78 9 32 30 24 18 50 5 21 0
Mar 62 61 76 17 20 16 67 36 70 30 50 27 15 25 55 18 17 56 5 20 34 59 25 67 74 6 7 23 22
Apr 26 16 6 48 17 69 7 6 3 31 12 17 26 5 1 1 11 31 25 23 19 11 10 10 74 50 24 18
May 44 59 61 25 21 26 3 0 60 18 22 79 50 20 2 34 35 21 49 20 13 18 16 - 49 18 32 43 1

wn  sofBBl e2 a8 35 w[ 43 52 20 s [ 42 34 19 e 4 380 M8 s 3 12 s[fEENEEE

Jul 10 2 2 11 24 67 11 12 4 4 14 19 14 10 36 1 2 18 22 37 36 23 5 39 12 20 30 11 15

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
9

Aug 19 52 19 10 3 - 38 9 9 36 13 29 53 - 24 35 46 11 9 - 20 26 15 20 40 3 21
Sep 25 27 11 35 51 46 33 22 1 23 32 15 77 21 43 9 20 38 33 24 40 21 18 21 39 49 18 -
Oct 28 1 28 17 9 28 25 6 32 72 29 32 32 10 11 39 47 24 26 19 15 43 18 40 14 57 13 7

Nov | 57 55. 8 13. 57- 34- 0 7 38 17 47 25 9 5 17 25 41 28 40- 5 26 60 68

0
Dec 52 17 7 12 29 22 75 35 11 14 30 54 32 35 26 27 8 61 38 17 21 36 4 10 19 36 19 3

Figure A.44: 2022 - Date Distribution

There is an increase of big surges in 2022, where 10 of the days were within the
90th percentile.

A.7.6 Property Relationships

As observed throughout all the collection years, Figure A.45 displays yet again
that the Credential Target contains the most one-to-one relationships, totaling 18.
Infect, as well, remains the only Content category with five unique Target connec-
tions.
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~— Account Details Changed: 1
Account Disabled: 281

Account Will Be Disabled: 60
Added To Group: 17

~— Contract: 12

Document From Scanner: 96

Document Shared: 944

Error Sending / Receiving Mail: 62
Fax: 239

Guidelines: 66

Mailbox Full: 77

Meeting Invitation: 13

MFA Activate: 106

New Task: 8

Notification: 2

Open / Receive Mail: 108

Password Expires: 1,033

Invoice: 1,081

Payment Remittance: 579

Payslip Details: 96

Release From Quarantine: 58
Sign Document: 66

Update Software: 79

Verify Email: 69

Voice Message: 414

Purchase Order: 114
New Message: 187

. " i Legal Document: 7
~ Business Information: 6 AN Financial Report: 119
Domain Expires: 6
Suspicious Activity: 37
Borrow Money: 36
Business Proposal: 81

Infect: 170

Phishing Emails: 12,781

CEO Scam - Gift Card: 1,307

Purchase Confirmation: 44

CEO Scam - Transfer Money: 170
Payment Sent: 14

Change Payment Details: 29
Crypto Scam: 280

Doman Registration: 15

Extortion: 390
Money Received: 73
Police Notification: 344

Credit Card Details:

Donation / Fund: 264

Inheritance: 250
Help Transfer Money: 86
Confirm / Update Account Information: 130

Anti-Virus Alert: 7
Cancellation: 63

Error With Payment: 449
Money Won: 86

Post Package: 1,891

Questionnaire: 3
Refund: 709

Shipping Details: 3

Figure A.45: 2022 - Target-Content Relationship



Chapter A: Full Data Summary

153

The diversity index remains fairly consistent with the observations from last year.
Credentials is the most diverse Target category, as it has been since 2017, while
the most significant change from last year is that Business Information now has

diversity.
Target Total | Total Connections | 1— (%)
Credentials 5687 34 0.90
Money 3476 | 18 0.81
Credit Card Details 3343 15 0.62
Infect 170 11 0.68
PII 79 5 0.71
Business Information 6 2 0.33

Table A.15: 2022 - Target-Content Diversity

2022 marks the year where a great change in the targeting of Credentials have
occurred. As seen in Figure A.46, Attachments are now a prominent Method util-
ized for the targeting of Credentials, not far behind URLs which have been the
main Method for the last six years.

Phishing Emails: 12,781

Attachment: 2,532

URL: 7,191

Communication: 3,058

Figure A.46: 2022 - Method-Target Relationship

Credentials: 5,687

Infect: 170 =
Credit Card Details: 3,343 I
N\
N/A: 20

Money: 3,476 I

Pll: 79

Business Information: 6

The other relationships remain consistent with what has been observed before,
where Money and Business Information are mainly targeted through Communic-
ation, and Credit Card Details through URLs. Infect remains split between Attach-
ment and URL, and PII neither shows any particular preference in Method.






Appendix B

Content Categories

The following document contains descriptions of all the categories belonging to
the Content property of the Email Phishing Collection Model. The categories are
sorted in alphabetical order, with each of the descriptions displaying an example
email belonging to said Content category.
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Account Details Changed

This Content category encompass all emails telling the recipient that their account
details have been changed. This could for instance be that their password has been
updated, phone number has changed, or that their subscription plan has been up-
dated.

Figure B.1 displays an example of an email within this Content category.

Hi {{FIRSTNAME}}, phone number added

REDACTED@example.com
To REDACTED@example.com

Phone number added to [company| Portal

Hi {{FIRSTNAME}},

We recently updated your phone numier| NUMBER |on your account.

Your phone number will be used if you forgot your password and for impaortant
account message.

View Change

Figure B.1: Account Details Changed
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Account Disabled

The Account Disabled category consists of the phishing emails conveying that the
account of the recipient has been disabled, and that an action has to be conducted
in order to reverse / undo this disabling.

Figure B.2 displays an example of an email within this Content category. The email
informs the recipient that their digital bank access has been deactivated and that
a verification has to be performed in order to open the account.

Kontoen din er under vurdering

Sparebank1 <support@ _ |.ch>
To REDACTED@example.com

Kjere Kunde,

Emne: TRYGGHETSALARM SpareBank 1

Vi beklager 3 matte informere deg om at tilgangen til Mobilbank-lommeboken din er midlertidig
deaktivert
Deaktiveringstid: 20/07/2022

Fra forrige dato kan du ikke utfgre noen transaksjoner fra din nettlommebok.
Utfar identitetskontoverifisering umiddelbart for & forhindre at tilgang blokkeres for alltid.

®  Klikk pa koblingen nedenfor for & dpne et sikkert nettleservindu.

®  Folg derfor instruksjonene for & fullfare undersgkelsen.

®  For aforhindre at tilgangen din administreres av andre enn deg, ber vi deg om a koble fra
umiddelbart.

Start gkte

Figure B.2: Account Disabled
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Account Will Be Disabled

Similarly with the Account Disabled Content category, in this category, the emails
convey that the recipient’s account is about to expire and that an action has to be
completed to prevent the disabling.

Figure B.3 displays an example of an email within this Content category.

{{ALIAS}} will be closed , select activation service to stay active

. Service RECIPIENT IT mail online maintainance Helpdesk IT mail

To REDACTED@example.com

Microsoft Activation.html -
356 KB

Figure B.3: Account Will Be Disabled

Added To Group

This Content category embodies all phishing emails notifying the recipient that
they have been added to an online group, such as a Microsoft Teams group or
Slack group.

Figure B.4 displays an example of an email within this Content category.

PMT# Wednesday 24th August 2022
Project Mgmt <[ f@[ >
To REDACTED@example.com

Teams Meeting.

Management has added you to a project team!

] COMPANY \Teams

we need you to follow up on this team
urgently.

Figure B.4: Added To Group
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Advert Stopped
In this Content category, the emails where the recipient is notified that their pub-
lished advert has been taken down / run out are gathered.

Figure B.5 displays an example of an email within this Content category. The email
notifies the user that their Finn.no advert has been stopped, and that a link has to
be opened in order to activate the advert again.

Fra: mis FINN.NO \po_stﬁ:l“
Dato: 13. desember 2018 kI. 18:05:02 CET
Til: <| [>

Emne: Ny melding 13/12/2018

Svar til: <poreply672015(@) |:|>

Hej!

EINN.no

Hei! Vi har stanset annonsen din . Klikk pa linken over for a aktivere din annonce logg inn

Innholdet er beskyttet etter andsverksloven. Bruk av automatiserte tjenester (roboter, spidere, indeksering m.m.)
samt andre fremgangsmater for systematisk eller regelmessig bruk er ikke tillatt uten eksplisitt samtykke fra
FINN.no.

© 1996-2018 EINN.no AS

Figure B.5: Advert Stopped

Anti-Virus Alert

The Anti-Virus Alert category consists of phishing emails notifying the recipient
that there has been detected malware or other suspicious behavior on their ma-
chine by an Anti-Virus solution.

Figure B.6 displays an example of an email within this Content category. The email
informs the recipient that there has been identified a potential virus on their com-
puter, and that they should download the linked anti-virus solution and scan their
machine.
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/N ADVARSEL: {{FIRSTNAME}} Datamaskinen din er i fare! @

G Kontostagtte <info@|:|>

To {{NAME}}

Advarsel! (1) Mulig virus funnet. Det anbefales a skanne systemet!

Datamaskinen din er ubeskyttet og dine personlige data og filer kan vaere i fare. Beskytt datamaskinen din og forhindre
svindel med McAfee Antivirus i dag.

Navn: {{NAME}}

By: Oslo
E-post {{EMAIL}}

LAST NED NA

Vennlig hilsen,
Kontostatte

Figure B.6: Anti-Virus Alert

Borrow Money

This category encompass the emails where the malicious actor, through imperson-
ation, solicits money from the recipient in order to help the subject of the email
out. This could for instance be a refugee needing money for transportation, or a
family needing money for food.

Figure B.7 displays an example of an email within this Content category.

HELLO

Miss L| |<| |@gmai|.com>
To undisclosed-recipients:

Hello, | need your urgent help, my name is Mrs. Sohaila Mehran, | am a single mother with two daughters from
Afghanistan. We have fled due to the Taliban takeover of our government, me and my daughters are now stocked in
Africa. We need help with funds to get to Europe. Answer me urgently please.

Mrs Sohaila.

Figure B.7: Borrow Money
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Business Proposal

The Business Proposal category consist of the phishing emails where the sender
has a lucrative business offer for the recipient. This could be an investment offer
or a team-up proposal to conduct business together.

Figure B.8 displays an example of an email within this Content category.

INVESTMEWNTS FINANCING

ED <|:|@aim.com>

To Undisclosed recipients:

Attention.

| represent a group of company based in the Gulf Region with access to over $500 Million. We are seeking means of
expanding and relocating our business interest abroad in the following sectors: Qil/Gas, Construction,Real Estate,Stock
Speculation and Mining, Transportation, Health Sector and Tobacco, Communication Services,Aviation industry,
Agriculture Forestry & Fishing, thus any sector.

| am available to discuss this proposal with you and to answer any questions you may have in regard to this
investment. As soon as you give your positive response to this proposal, | will not hesitate in sending you the details
information of this great investment partnership opportunity. Kindly contact us through this address(

:pw}

look forward to discussing this opportunity further with you.

Sincerely,
Ed

Figure B.8: Business Proposal
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Calendar Event

This Content category revolves around the phishing emails conveying a calendar
event to the recipient. This could for instance be an email invite to an event or a
notification that an event in the calendar is approaching.

Figure B.9 displays an example of an email within this Content category. The email
states that the recipient has received an invitation for a new event, with a link to
said event in the calendar.

Event Pdminnelse for

R ®MS Calendar <Event.| COMPANY |@| .awsapp
To REDACTED@example.com

Du mottok en invitasjon til et nytt arrangement

[ | |
|

Microsoft Calendar

Dette varselet ble sendt til:| RECIPIENT ADDRESS

© 2021 Microsoft Corporation, One Microsoft Way, Redmond WA 9852-7329

Figure B.9: Calendar Event
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Cancellation
In this content category, the phishing emails conveying the message that a service
consumed by the recipient has been cancelled are gathered.

Figure B.10 displays an example of an email within this Content category.

Fra: Netflix <infotemail@___ |.com>

Dato: 7. juni 2016 k. 08.50.07 CEST
Til: <] >
Emne: Netflix cancellation for [ RECIPIENT ADDRESS |

NETFLIX

We're sorry to say goodbye

As you requested, we've cancelled your Netflix Account. This change will be
effective DTuesday, CJune C°7, 2T2016.

If youve changed your mind and you would like to continue, click here and follow
the prompts to enjoy TV shows & movies without interruption.

We hope you enjoyed the service and we'd love to have you back someday.

Your friends at Netflix

Figure B.10: Cancellation
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CEO Scam - Crypto
This category consists of the phishing emails where the CEO Scam technique is

utilized in the context of purchasing crypto currency.

Figure B.11 displays an example of an email within this Content category. The
email contains a request for the recipient to download an application on their
phone and purchase NOK 4000 worth of Bitcoins.

Re: {{FIRSTNAME}}

| CEO NAME REC 3
{(NAME}]

Hvis du ikke kan f& det gjort p& den méten
Ok, kan du laste ned coinbase-appen pé telefonen din og hjelpe meg med & kjope 4000kr

verdt BTC fra appen nar du er ferdig, gi meg beskjed, sa jeg gir deg kundens lommehbok nakkelinformasjon du vil

overfgre den til
leg glemte kortet mitt hjemme, sa jeg kan ikke gjore kjgpet selv

og jeg er i et mote akkurat nd, jeg kan ikke ringe og ringe deg nar jeg er ferdig
Jeg vil refundere pengene tilbake om 2 timer nar jeg er ferdig herfra
kan du gjere det na?

Takk

Figure B.11: CEO Scam - Crypto

CEO Scam - Gift Card

In this category, the malicious actor utilizes the CEO Scam technique in order to
lure the recipient into purchasing gift cards for them. This could for instance be
in relation to a customer, or as a gift for the employees.

Figure B.12 displays an example of an email within this Content category. The
email contains a request for the recipient to purchase gift cards for the CEO.

Kan du kjgpe gavekort? Det haster
‘ [ceonawe < dagligleder| _@gmail.com >

To undisclosed-recipients:

Bcc‘ ‘

Med vennlig hilsen

CEO NAME

Figure B.12: CEO Scam - Gift Card
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CEO Scam - Transfer Money

This Content category encompass all the phishing emails that utilize the CEO Scam
technique in the context of requesting the recipient to transfer a sum of money,
for instance due to a business deal or an unpaid invoice.

Figure B.13 displays an example of an email within this Content category. The
email contains a request for the recipient to perform an international transfer of
funds.

Betaling England

[ ceoname |4 l@gmail.com>
To REDACTED@example.com

wel )

Vi ma foreta en hastebetaling i dag, til et selskap i England. Hvilken informasjon trenger du for 4 foreta betalingen?

Vennlig hilsen,
CEQ NAME

Figure B.13: CEO Scam - Transfer Money

Change Payment Details

This category consist of the emails where the malicious actor requests that the
payment details for a specific transaction is changed. Changing the account in
which an invoice in paid to, or changing the employee’s payslip account are ex-
amples of this.

Figure B.14 displays an example of an email within this Content category.

Direct Deposit

EMPLOYEE NAME @gmail.com>
To REDACTED@example.com

Hi {{FIRSTNAME}}

| want you to help me change my Direct Deposit account against my next paycheck, | need this for a family emergency

purpose.
Please can you help me with the change?

Thanks,

EMPLOYEE NAME

Figure B.14: Change Payment Details
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Confirm / Update Account Information
This Content category encompass emails soliciting the recipient into confirming
that their account details are correct or to update them if they are not correct.

Figure B.15 displays an example of an email within this Content category. The
email informs the recipient that they have to confirm their personal information
in order to continue using the sender bank’s services.

Bekreftelse av dine nye personopplysninger!

Med DNB <[ @ J.com:=
To REDACTED@example.com

Kjzre kunde,

Vart sikkerhetssystem er oppdatert for 4 forbedre sikkerheten for nettbaserte transaksjoner,
og alle vare kunder ma bekrefte opplysninger for vare nye sikre prosesser.
Hvis du ikke bekrefter, vil felgende alternativer bli ekskludert:
-Elektronisk bankoverfering.

-Betaling med kort pa utsalgssteder.
-Transaksjoner av mobilapplikasjonen.

Folg disse trinnene for & bekrefte opplysninger:
Bekrefte na

"DNB" Kundeservice takker for forstaelsen.

Figure B.15: Confirm / Update Account Information

Contract
All emails detailing a contract belong in this Content category.

Figure B.16 displays an example of an email within this Content category.
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A new contract document has been shared to{{EMAIL}}

To REDACTED@example.com

@ Human Resource Team <@ Jcom>

Hello {{ALIAS}},

A new contract documents has been shared with you on[__COMPANY __|Sharepoint Storage.
Please study Document properly for contract meeting presentation.

Click To View Document

Figure B.16: Contract

Crypto Scam
The Crypto Scam Content category encompass the emails attempting to lure the
recipient into purchasing crypto through illegitimate sources.

Figure B.17 displays an example of an email within this Content category. The
email contains a news article describing famous chess player Magnus Carlsen’s
secret investment strategy.

Sjokkintervju med Magnus Carlsen - kastet pa hue og raeva ut av Skavlan!

. —| <|:|@ hotmail.com>

RECIPIENT ADDRESS |

nrk|nyheter|

Magnus Carlsens investering imponerer eksperter
og skremmer vettet av store banker

Les mer

Den bergmte sjakkspilleren Magnus Carlsen (30) er begeistret for &
samarbeide med kryptobgrsen FTX. N& har Carlsen utviklet en trading
robot som imponerer en hel verden. Men bankene er mildt sagt
forbanna..

Forrige uke var han pa Skavlan. Han fortalte om et nytt "smutthull til rikdom" han sier kan
giere hvem som helst til millionzer i lepet av et par maneder. Carlsen anbefalte alle i

Norge a benytte seg av denne kontroversielle muligheten far det er for sent og de store
bankene stenger det for godt..."

Og riktignok; Bare noen minutter etter at intervjuet var over, ringte DNB og prevde &

forhindre at intervjuet med Magnus ble sendt - men da var det var allerede for sent...
Les den elleville historien her ==>>

Opphavsrett NRK © 2022 | Alle rettigheter forbeholdt.

Figure B.17: Crypto Scam
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Document From Scanner
This Content category includes all the phishing emails pretending to be a scanned
document.

Figure B.18 displays an example of an email within this Content category.

COMPANY  |-Notification-MAIl] {{ALIAS}}, iPrint:|  company 812363117 _doc

R m| COMPANY [File| iprint_@ COMPANY |com_HjinhAe <noreply@ Jcom>

To REDACTED@example.com

ATT-NAME AltNotifPUbgH- = 13622602.html
e 336 KB v

Attachment Mail - Print File

This email was sent by '| COMPANY [|FMEju5423" (MP C5423).

Scan date: 07.10.2022 18:18:08 (+0800)
To retrieve your encrypted message, follow these steps:
1. Click the attachment.

You will be prompted to open (view) the file or save (download) it to your computer. For best results, save
the file first, then open it in a Web browser.

If you have concerns about the validity of this message, contact scan@ COMPANY |com

Figure B.18: Document From Scanner

Document Shared

The Document Shared Content category is a collective term for all the phishing
emails that conveys the message that a document has been shared with the recip-
ient.

Figure B.19 displays an example of an email within this Content category.
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| |shared "A document has been sent to you via DROPBOX.pdf" with you

|:|(via Dropbox) <no-reply@dropbox.com>

To REDACTED@example.com

W

| | |@outlook.com) invited you to

view the file "A document has been sent to you via DROPBOX.pdf"

on Dropbox.

Enjoy!
The Dropbox team

Figure B.19: Document Shared

Domain Expires

This category consists of emails conveying that the domain of the recipient is about
to expire, and that an action has to be performed in order to prevent it from being
terminated.

Figure B.20 displays an example of an email within this Content category.

Re: To CEO/ IPR-Domains will be cancelled (Urgent)

sophia <sophia @i:l.corrw
To [{NAME}}

bear
I'm Sophianmm HK TLD |

The domains '1 COMPANY |.cn/|COMPANY|.asia ...... " you registered with us had been expired .
If we do not renew in time, these domains will be available for re-registration by anyone.Do you want to cancel

these domains or continue to own them?
Waiting your confirmation,thanks.
Best Regards,

Sophia I:l

Auditing Department(HK Office)

Figure B.20: Domain Expires
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Domain Registration

The Domain Registration Content category consists of emails attempting to sell a
domain registration to the recipient. This could be masked as a domain registrant
informing the recipient that a domain similar to theirs is about to be purchased,
and that the recipient would be able to purchase it before another party takes the
domain name. Another case could be that he malicious actor is simply asking the
recipient if they want to purchase said domain.

Figure B.21 displays an example of an email within this Content category.

| |<info@| .cn>
To REDACTED@example.com

Dear CEO,

(It's very urgent, please transfer this email to your CEO. If this email affects you, we are very sorry, please ignore
this email. Thanks)

We are a Network Service Company which is the domain name registration center in China.

We received an application from[____ Jon June 20, 2022. They want to register " COMPANY __|"as
their Internet Keyword and "[__COMPANY __|.cn™. "[__COMPANY _|.com.cn™. "[__COMPANY _|.netcn™
" org.cn " domain names, they are in China domain names. But after checking it, we find "

COMPANY  |" conflicts with your company. In order to deal with this matter better, so we send you email and
confirm whether this company is your distributor or business partner in China or not?

Best Regards

|:|| Service Manager

Domain Registry China (Head Office)

Figure B.21: Domain Registration

Donate Money
These types of phishing emails solicits donations from the recipient.

Figure B.22 displays an example of an email within this Content category.
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Donate Now To Save Lives.

Support Ukraine Community <[ @] J.com>
To Support Ukraine Community

Dear Supporter,

People in Ukraine are in grave danger of physical harm. Over Five Million have fled their homes seeking refuge in
neighbouring countries and others are stuck in Ukraine, sheltering from Heavy Shelling and bombardments in
major cities.

Normal working life has been forced to stop. Ukrainian member organisations like ours, are providing support to
families who desperately need assistance. We have few people who put themselves at risk distributing domestic
items to people hiding in bunkers. Trade unions in neighbouring countries including Poland, Slovakia, Hungary,

Romania and Moldova are supporting the increasing number of refugees.

Daily, we get extremely long lists of peoples' needs from different quarters. The items are assembled and
provided through highly secure but risky means.

You can help Ukraine workers and their families by donating to this emergency fundraising appeal. Also, support
the brave soldiers on the frontline.

Receiving donations through Bitcoin has made great impact so far.
Donations from $50, €50, £30 and above are received through Bitcoin wallet:
BTC - bclgqg852vf4l8vy6j90zauvaShglOcrnwwoevgpgwicm

Donations above £1,000 can be received through Bitcoin or by wire transfer. We have available bank coordinates
for higher donation amounts.

The people of Ukraine are grateful for support and donations from you and other supporters.
Your donation will certainly contribute to Ukrainian victory as well as support civil people.

Thank you.

Figure B.22: Donate Money

Donation / Fund

These types of phishing emails presents the recipient with a donation or a fund in
their name, querying the recipient into performing an action in order to receive
said donation or fund.

Figure B.23 displays an example of an email within this Content category.
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Donation

| | < |@| ca>
To REDACTED@example.com

Hello {{NAME}},

You have been choosen for donation/humanitarian funds of €5.7 million, to help fight the outbreak of
COVID-19 in your region which has become a Global disaster before it cripples the economy, And also for
philanthropic work. Contact your donor for further details at:[  J@gmail.com

Figure B.23: Donation / Fund

Error Sending / Receiving Mail

This Content category consists of emails that notify the recipient that there has
been an error when attempting to receive or deliver an email to/from the recipi-
ent, and that an action has to be performed in order to resolve this error.

Figure B.24 displays an example of an email within this Content category.

MailDeliveryFailed: Delivery Status Notification (Failure)

MailDelivery System <[—_]@___|nh
To REDACTED®@example.com

Cc REDACTED@example.com

Office3635

You have 7 Emails Pending In your[ recipient appress |Office365 Secured Portal For Your Release.

Retrieve Messages

Microsoft Support

Figure B.24: Error Sending / Receiving Mail
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Error With Payment

This Content category consists of emails notifying the recipient that there has been
an error with an attempted payment from the recipient, and that an action has to
be performed in order to resolve this error.

Figure B.25 displays an example of an email within this Content category.

Payment problem with SendGrid

| |@city| |.com>
To REDACTED@example.com

Your payment to SendGrid was unsuccessful.

Your payment to SendGrid was unsuccessful.

Hello

We're writing to let you know that your payment is unsuccessful

If you have any questions regarding this message, please refer to our Billing Support
Knowledge Base.

Thank you for your business,
The Billing Operations Team at SendGrid

Figure B.25: Error With Payment
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Extortion

The Extortion category encompass emails that tries to demand a certain action
to be performed in order to prevent an undesirable situation. Instances such as
when a malicious actor supposedly has infected the machine of the recipient, de-
manding money to remove said infection is an example of this category type.

Figure B.26 displays an example of an email within this Content category.

Fw:

| | <] @] lnp>
To REDACTED®@example.com

Hi.

This is the last warning.

| hacked your operating system through the Wi-Fi router you were connecting to!
A few months ago, | accessed your devices that you use to access the internet.
All the data from your devices is copied to my servers.

| have access to all your messengers, social networks, emails, chat history and contact list.
And | have access to all your personal data | have already copied to my servers.

My virus constantly updates its signature (driver based), therefore it remains invisible to antivirus software.

| guess now you understand, why | stayed unnoticed until this letter...

| have no problem with making all of your private data public on the Internet.

Let's solve it this way: you transfer me 1500 $ (USD) (in Bitcoin equivalent at the exchange rate at the moment of
transfer), and | will immediately delete all this dirt from my servers.

After that we will forget about each other.

My bitcoin wallet for payment: bclgtl58xu2fywsepw5s430m0985a8hm90ahj9vvwu

| give you 2 working days to transfer the money.

Good luck and don't do anything stupid. Think about your future.

Figure B.26: Extortion
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Fax
This category consists of emails disguised as fax/eFax messages.

Figure B.27 displays an example of an email within this Content category.

Fax Received from CSID: - Pages received: 4

. fax server <] @] lvn>

To REDACTED@example.com

42820223235586964559933945959594939949494949.html o
60 KB

Hello,
Fax Server: New fax received from [ |on29/Apr/2022

Caller ID: [

Date Received: 29/Apr/2022 08:14 AM
Type: Attached in html

Number of pages: 4
Recipient Email: "| RECIPIENT ADDRESS | Fax Server

COMPANY

Figure B.27: Fax

Financial Report
The Financial Report category encompass the phishing emails masked as financial
reports, such as bank statements, balance sheets, or income reports.

Figure B.28 displays an example of an email within this Content category. The
email notifies the recipient that their tax documents are available through the
linked site.
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Skattemelding 2021
[ Jel____ Jcom

To REDACTED®@example.com

Skatteetaten has sent you files. Expires 5/23/22

Vedlagt finner du en zip-fil med din skatteoversikt

Trouble with the above link? You can copy and paste the following URL into your web browser:
https://skatteetaten. |

Figure B.28: Financial Report

Guidelines

This Content category consist of all phishing emails presenting guidelines to the
recipient. These guidelines could for instance be organizational guidelines or guidelines
related to a specific service.

Figure B.29 displays an example of an email within this Content category. The
email informs the recipient that new guidelines for work-from-home has been
made available.

|:| har delt Nye regler for bruk av hjemmekontor.docx

To REDACTED@example.com

] Office 365

Hallo,

Sehva[ _delte med deg.

Apne Nye regler for bruk av
hjemmekontor.docx

Figure B.29: Guidelines
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Help Transfer Money
These types of phishing emails requests the assistance of the recipient in the trans-
ferring of money, promising something in return for the effort.

Figure B.30 displays an example of an email within this Content category.

HELLO MY DEAR

Private Email <|:|@g mail.com>

To undisclosed-recipients:

HELLO MY DEAR

My name is Mrs.Janet Cohen. i am a widow with no child , | am, presently in Lome Togo i am contacting you to assist
me for the transfer of the funds i inherited from my late husband to your country for investment, i will give you
detail of the fund and let you know how we will proceed and conclude this project without delay if you declare your
interest to assist me in this project that will be of good benefit to us

Thanks and waiting to hear from you for further proceeding Yours Faithfully Mrs.Janet Cohen.

Figure B.30: Help Transfer Money

Inheritance

The Inheritance category consists of the emails conveying that there is an inher-
itance available for the recipient, and that an action has to be performed in order
to access said inheritance.

Figure B.31 displays an example of an email within this Content category. The
email informs the recipient that there is an unclaimed inheritance in their name.

(no subject)

| |@gmail.com
To undisclosed-recipients:

Hallo min kjzere venn

Det er et ubrukt arvefond i ditt navn
etterlot seg en ded klient av meg som hadde det samme Etternavn og samme nasjonalitet som deg. kontakt meg for
mer informasjon. Veldig konfidensielt. Vennligst det er veldig viktig

Takk skal du ha

Med vennlig hilsen

Figure B.31: Inheritance
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Invoice

The Invoice Content category embodies all the phishing emails that use the lure
of a supposed invoice in order to trick the victim into performing an undesirable
action.

Figure B.32 displays an example of an email within this Content category.

You received a new invoice via Onedrive

o OneDrive <ondrive@_____ |~

To REDACTED@example.com

NAME

You received some files

Here's the document that was shared with you.

1. Sales Invoice.pdf
2. Signed Pl #082022.pdf

The below link will work for anyone.

Open

Figure B.32: Invoice

Item Won
These types of phishing emails notifies that the recipient has won an item, and
that an action has to be performed in order to received said item.

Figure B.33 displays an example of an email within this Content category. The
email notifies the recipient that they have won an iPhone from a Facebook chal-
lenge, and that they have to enter a site to claim said price.
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Dere vil begge komme til & motta den nye iPhone 11 pro.

[ | <info@| >
To REDACTED@example.com

s

Apple iPhone 11 Pro

Gratulerer,

Facebookvennen din tagget deg i
var konkurranse om en ny iPhone 11 pro. Dere vil begge komme til & motta den
nye iPhone 11 pro. Vennligst bekreft leveringsadresse pa var "bestill
na"-side.

GATIL
BESTILLINGSSIDE

(En minimumsavgift trenges for a
folge lokale markedsfgringslover.)

Premier som ikke er bekreftet vil
bli gitt til nestemann i keen i lgpet av 24 timer.

Figure B.33: Item Won

Job Application
This Content category embodies all phishing emails masked as a job application
for the receiving organization.

Figure B.34 displays an example of an email within this Content category. The
email contains an application for an advertised position, and linking to their online
CV and application letter with a note that they may have to "run" the files in order
to view them.
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From:[ | <[ |@gmail.com>
Sent: 16 October 2019 08:51

To:| } <[ >

Subject: Spknad[ ]

Hei[],

Jeg gnsker 3 spke pa stillingensom[______ . Jeg hadde problemer med 3 laste opp vedlegg til skeverktgyet dere benytter, sa jeg sender det derfor pa epost i
stedet.

CVen min med sgknadsbrev ligger her. Noen ganger ma man trykke "kjgr" for at dokumentene skal apnes i PDF-leseren.

Vennlig hilsen,

I

CONFIDENTIALITY: This email (including any attachment(s)) is confidential and may be legally privileged. If this email is received in error, please delete it from your system,
destroy all copies and notify the sender

Figure B.34: Job Application

Job Write-Up
This Content category embodies all phishing emails notifying the recipient that
they have been written up by their employing organization.

Figure B.35 displays an example of an email within this Content category.

Absence registered

I |<] @] >

To undisclosed-recipients:

Absence Warning

Employee:| RECIPIENT NAME |
We have registered that you have been absent without cause on 07.06.2021

You have received a warning.

To see details, please follow the link: https://|

Figure B.35: Job Write-Up
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Legal Document
This category consists of the phishing emails masked as a form of legal document.

Figure B.36 displays an example of an email within this Content category.

FW: SUMMON LETTER

I ] <] |@|{ |.co.za>
To | RECIPIENT ]

Good Afternoon,

Please find a summon letter issued against your company. Please respond or act as stated on the letter

within 24 hours to avoid a court summons.

VIEW SUMMON LETTER

Letter was uploaded online please download.

Please contact us using the number on the top right of the letter.

Regards
LEGAL ADVISER

Figure B.36: Legal Document

Mailbox Full

The Mailbox Full category consists of the phishing emails notifying the recipient
that their mailbox is full/close to full, and that an action has to be performed in
order to increase the mailbox size.

Figure B.37 displays an example of an email within this Content category.
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Your mailbox is almost full.
Microsoft Outlook
To REDACTED@example.com

Your mailbox is almost full.

1
49.02 GB 49.5 GB

Increase mailbox size

Mailbox address:
| RECIPIENT ADDRESS ]

Figure B.37: Mailbox Full

Meeting Invitation
This Content category encompass the phishing emails disguised as meeting invit-
ations.

Figure B.38 displays an example of an email within this Content category.

Conference /Meetings! 51836
Z00M® Meeting <[ @[ J.com>
To REDACTED@example.com

Zoom

Hello {{EMAIL}},

You received a video conferencing invitation

Review Invitation Now

[_COMPANY _ |©2020 Copyright Zoom

Figure B.38: Meeting Invitation



Chapter B: Content Categories 183

MFA Activate
The MFA Activate Content category consists of emails notifying the recipient that
they have to activate multi factor authentication on their account.

Figure B.39 displays an example of an email within this Content category. The
email notifies the recipient that hey have to activate two-factor authentication in
order to protect their account.

Sikre kontoen din - Viktig &
° SpareBank 1 <@ Jcom>

SpareBanko

Kjare kunde,

For & beskytte SpareBank1-kontoen din mot svindel méa du aktivere autentisering (2FA).
https://sparebank1_no/2fa
SpareBank 1 Gruppen, Hammersborggata 2, 0179 Oslo

Figure B.39: MFA Activate

Money Received

This Content category revolves around phishing emails conveying to the recipient
that they have received money, and that an action has to be performed in order
to access said money.

Figure B.40 displays an example of an email within this Content category. The
email informs the recipient that they have earned a significant amount of money
on an account tied to their name, and that they have to perform a sign-in/account
creation to claim said money.
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Fra: })) Kontoen din {{{ [mailto: |@| |.com]
Sendt: fredag 17. mars 2017 21.21

Til:| RECIPIENT ADDRESS

Emne: Hvis du ikke reagerer na, vil pengene pa kontoen din bli last.

OBS: Viktig melding

Advarsel 5/5

Konto:| RECIPIENT ADDRESS

Vi har forsekt & na deg 4 ganger for. Land: Norge

Kontobelep: 19.516,15 kr.
Kontoen utleper:
29/01/2017

Dette er din siste sjanse for  fi penger fra kontoen
din.

Inntil na har du tjent 19.516,15 kr.

Var belliggenhet:

- Logg deg inn eller opprette en ny konto -

Tienestemelding LLC. |

Figure B.40: Money Received

Money Won

This Content category revolves around phishing emails conveying to the recipient
that they have won money, and that an action has to be performed in order to get
said money.

Figure B.41 displays an example of an email within this Content category. The
email notifies the recipient that they have won a large sum of money in a lottery,
and that they have to enter a linked site to claim said money.

Gratulerer
Camilla <camilla@_J.com>
To REDACTED®@example.com
Gratulerer

Du har vunnet 10 000 000 € i lotteriet!
Skynd deg 3 kreve dem og f3 dem betalt til kontoen din i dag.

Klikk her

Figure B.41: Money Won
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New Message
This category of phishing emails notifies the user that they have received a mes-
sage, and that an action has to be performed in order to view said message.

Figure B.42 displays an example of an email within this Content category. The
email contains a notification from LinkedIn, informing the recipient that they have
received a new message.

Du har en ny melding!

[ @ ].online

To {{NAME}}
Linked [f}).
I

Du har 1 ny melding
|
] LinkedIn Corp.
Vis melding|
G4 aldri glipp av en ny melding igjen. Fa LinkedIn-appen .
i05 eller Android
Figure B.42: New Message
New Task

This category of phishing emails notifies the user that they have been assigned a
new task to perform.

Figure B.43 displays an example of an email within this Content category.
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Hi {{FIRSTNAMEY}}, You have a pending task
. [COMPANY | 4 & |com>

To REDACTED @example.com

Hi {{FIRSTNAME}}, You have a pending task.

@ You have a task coming up in[ COMPANY |task manager

COMPANY |Task Manager

In the Tasks plan linked to ii[:lirectcur benefit realization and business development Team >
General

231172022 Expires in 7 hours

Authorize Request

See tasks in ¥ Microsoft Te Do or 'Microsoft Planner

Figure B.43: New Task

Notification

This Content category embodies notices over email that cannot be tied to any spe-
cific notification type.

Figure B.44 displays an example of an email within this Content category.

[cowranv]| [Notice(s)-15QG228

[company] <] |@[ Jcom>
To REDACTED@example.com

o I'S\JEECE_Admin_MSS.htm g

Attn:

Incoming notice(s) available.

Motice(s) for: {{EMAIL}}.

Figure B.44: Notification
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Offer / Deal
This type of phishing emails presents an offer or a deal for the recipient on certain
products or services.

Figure B.45 displays an example of an email within this Content category. The
email informs the user that they can get a 1 year free HBO Nordic trial by activ-
ating their account.

HBO Nordic: Vi vil gjerne informer deg om .....

HBO nordic < 'nfo@:lcom>
To REDACTED@example.com

Hei, ! HBO Nordic vokser fortsatt i popularitet i
Norge. Derfor gnsker vi a gi deg en gratis
prgveperiode i ett ar.

En konto med brukernavnet
har allerede blitt
opprettet for deg Velg deg et passord og aktiver
kontoen din.

Dersom du Ikke gnsker 8 benytte deg av tilbudet
kan du se bort fra denne meldingen, og vi vil
slette kontoen og opplysningene dine innen 7

dager.

AKTIVER KONTOEN HER

Figure B.45: Offer / Deal
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Open / Receive Mail
This Content category consists of the phishing emails where the user has to per-
form an action in order to open or retrieve a delivered email.

Figure B.46 displays an example of an email within this Content category.

You Have 1 Email

| I —
To REDACTED@example.com

Cc REDACTED@example.com

Y¥ou have one email pending.

Read Message

Microsoft Support

Figure B.46: Open / Receive Email

Password Changed
This Content category encompass all phishing emails where the recipient is noti-
fied that their password has been changed.

Figure B.47 displays an example of an email within this Content category. The
email informs the recipient that their Apple-ID password has been changed, and
to update their password through the linked site if this was not a familiar change.
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Et app-spesifikt passord ble generert for Apple-ID-en din
Apple <(_J@[Jcom>
To REDACTED@example.com

«

Et app-spesifikt passord ble generert for Apple-ID-en din
Kjeere kunde
Et app-spesifikt passord ble generert for Apple-ID-en din den 25. januar 2021.

Hvis det ikke var deg som gjorde denne endringen, eller hvis du tror at en uautorisert person har fatt
tilgang til kontoen din, bor du ga til Apple-1D-kontosiden din og endre passordet sa snart som mulig.
Dette vil endre det primasre passordet for Apple-ID-en og tilbakekalle alle app-spesifikke passord du har
opprettet.

Hvis du trenger ytterligere hjelp, kan du ta kontakt med Apple-kundestatte.
Med vennlig hilsen

Apple-kundestgtte

Apple-ID | Kundestgtte | Personvern
Copyright © 2021 One Apple Park Way, Cupertino, CA 95014, United Statesi€Z Alle rettigheter forbe

A

Figure B.47: Password Changed

Password Expires

This Content category encompass all phishing emails where the recipient is noti-
fied that their password is about to expire, and that an action has to be performed
to update/keep their password.

Figure B.48 displays an example of an email within this Content category.
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Action Required - Password Expired Today From at 12:44 AM on 5/12/2023

IT @_covrany__ <] @] Jcom>
To REDACTED@example.com

B Microsoft

Password Authentication Required

The assigned password to your Email expires today, Please user below to avoid login interruption.
KEEP MY SAME PASSWORD

You can also opt out or change where you receive security notifications.

Thanks

Please do not reply to this email, this auto mailbox is not monitored & you will not receive a response.

Figure B.48: Password Expires

Password Reset Request
This Content category encompass all phishing emails notifying the recipient that
a password reset of their account has been requested.

Figure B.49 displays an example of an email within this Content category. The
email notifies the recipient that a password reset has been requested for their
Apple account, and to enter a linked site if this was not a familiar request.
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Slik endrer du passordet for Apple-1D-en
o Apple <T___Je[ip>

To REDACTED@example.com

i

Du sendte nylig inn en forespersel om a endre passordet for Apple-ID-en. For a fullfere prosessen,
klikk pa linken nedenfor.

Kjare kunde

Endre na >

Hvis du ikke gjorde denne endringen, eller hvis du tror at en uautorisert person har fau tilgang til
kontoen, bar du ga til https://appleid_apple.com/no . Deretter logger du pa Apple-ID-kontosiden for
a se over og oppdatere sikkerhetsinnstillingene dine.

Med vennlig hilsen

Apple kundestette

Figure B.49: Password Reset Request

Payment Remittance
The Payment Remittance category consists of emails detailing payment remit-
tances, either from a completed remittance or a requested remittance.

Figure B.50 displays an example of an email within this Content category.

Remmitance for August 24, 2022
@ Payment Advice for [COMPANY]-ID01601

To REDACTED@example.com
’ Invaice.html
W
218 KB

The following funds are in the process of being electronically deposited into your bank account. Electronic funds take 2
business days to process from the payment date noted.

Financial institutions may vary as to when they post electronic funds, you should verify that funds have been deposited
before making a withdrawal.

Figure B.50: Payment Remittance
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Payment Sent
This Content category notifies the user that a payment has been sent from their
account.

Figure B.51 displays an example of an email within this Content category. The
email notifies the recipient that a transaction has been conducted from their ac-
count from an unfamiliar IP address, and that the recipient may abort said trans-
action by clicking a linked URL.

Du har mottatt (1) ny melding !

EUROCARD AB < J@[ Jhus
To REDACTED@example.com

Englizh version

Elektronisk faktura : 1239172310

Kaere kunde,

i har mottatt en transaksjon forespersel fra kortet ditt, med en ip-adresse utenfor (Norge) av denne
runn har vi forsinket belastningen i 24 timer.

Hvis transaksjonen blir behandlet av deg, kan du ignorere denne meldingen, og transaksjonsbelgpet
belastes etter 24 timer.

Hvis transaksjonen utfgres av en annen person, kan du avbryte den ved 3 klikke pa lenken nedenfor
og falge instruksjonene

Avbryt transaksjonen

enlig hilsen
Eurocard Kundeservice

Figure B.51: Payment Sent

Payslip Details
The Payslip Details category consists of emails providing the recipient with in-
formation regarding their payslip.

Figure B.52 displays an example of an email within this Content category.
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COMPANY |{{FIRSTNAM E}L{LASTNAME]}} salary rise agreement April 29, 2022

o IT-Support <notifications@______ ].com=>

To REDACTED@example.com

012193-39239.htm
271 bytes

Dear {{FIRSTNAMEN] |,

Attached is your salary rise agreement April 23, 2022

Thanks [ COMPANY |.com Team

Figure B.52: Payslip Details

Police Notification

The Police Notification category concerns all emails disguised as notices from the

police.

Figure B.53 displays an example of an email within this Content category. The
email informs the recipient that a summon has been requested from the police

department, with additional details in the attached image.

Innkalling nr: 24-08/22099

foderalt POUTI <__|@gmail.com:

To undisclosed-recipients:
Bee | ]

NOR295426M0O_p.jpg
650 KB

b

Til din oppmerksomhet

Du bes lese vedlagt stevning mot deg.

Vennligst ikke ignorer denne meldingen og svar ved mottak.

Figure B.53: Police Notification
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Post Package

The Post Package Content category embodies all the phishing emails that uses the
incentive of a package yet to be delivered in order to lure the recipient into per-
forming an undesirable action. For example, requesting that a delivery fee is paid
for the package to be delivered.

Figure B.54 displays an example of an email within this Content category. The
email informs the recipient that a payment has to be performed in order for a
package to be delivered to them.

Pakken din venter pa levering
Posten <support@posten.cz=
To REDACTED@example.com

W’/ posten

Kjeere kunde,

Pakken din venter pa levering. Bekreft betaling i lenken nedenfor, online bekreftelse
ma gjeres innen 3 dager fer den utleper

SPORING: htips://posten.no/referanse/3771560000

Avsenders referanse: 3771560000

Sendingen har malene 14cm x 31cm x 33cm. Vekt: 1,25 kg.

Figure B.54: Post Package
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Purchase Confirmation
This Content category encompass the phishing emails containing a confirmation
of a recent purchase.

Figure B.55 displays an example of an email within this Content category. The
email contains a purchase confirmation for an iPad purchased by the recipient.

Varselnummer : 834169402

o Apple <no-reply@______ |com>

To REDACTED@example.com

Regningsnummer : BFBDE53898
Utstedelsesdato : 03.11.2021

God dag,

Takk for ditt siste kjop fra Apple.
Produkt: iPad OS 14

Pris:NOK 3,990

For a kansellere denne bestillingen, ma du redigere betalingsmaten og fylle ut
avbestillingsskjemaet:https://www.apple.com/no/avbryt

Hvis alt er i orden med denne bestillingen, kan du se bort fra denne e-postmeldingen.

Takk for at du valgte Apple.

Apple Distrib

tion Internationa

td., Hollyhill Industrial Estate, Hollyhill, Cork, Ireland

Copyright © 2021 Apple Inc_Alle rettigheter forbeholdes.

Figure B.55: Purchase Confirmation
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Purchase Order
This Content category encompass the phishing emails containing a purchase order
for the recipient’s organization.

Figure B.56 displays an example of an email within this Content category.

Re-Purchase Order

| | < |@] com>
To REDACTED@example.com

Purchase_Order.html
189 bytes

Good day {EMAIL}}
Hope all is well!

Please see the purchase order due for 05/26/2022.

If you have any questions, don’t hesitate to contact me here

Best regards,

NAME

Figure B.56: Purchase Order

Questionnaire
This Content category consists of the phishing emails disguised as a questionnaire
for the recipient.

Figure B.57 displays an example of an email within this Content category. The
email links to a questionnaire sent out by TV 2 Play, where the recipient receives
a 50€ gift card upon completion.
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Spe@rreundersgkelse - gavekort til 50€

TV 2Play @] B
To REDACTED@example.com

Hei!
ViiTV 2 Play ensker at du svarer pa denne undersgkelsen.

Det tar bare 5 minutter.

Alle som gjennomfgrer undersgkelsen vil motta et gavekort pa
50€.

Logg inn og ga til undersgkelse

Hilsen TV 2 Play

Figure B.57: Questionnaire

Refund
This type of phishing email informs the recipient that they are inclined to a re-
fund, and that an action has to be performed in order to get said refund.

Figure B.58 displays an example of an email within this Content category. The
email notifies the recipient that they are inclined to a tax refund, and to enter the
linked site to claim said refund.

Vi har funnet ut at du er berettiget til a motta en skatterefusjon 2800 NOK
Skatteetaten <[ @[ Jal>
To REDACTED@example.com

Skatteetaten

kjsere kunde ,

Vi har funnet ut at du er berettiget til & motta en skatterefusjon 2800 NOK Skatteberegningen
tar utgangspunkt i postene i selvangivelsen for inntektsaret 2021.

5ja, endre eller levere skattemeldinga (sjglvmeldinga)

Figure B.58: Refund
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Release From Quarantine

This Content category consists of the emails notifying the recipient that there are
emails quarantined away from the recipient, and that an action has to be per-
formed in order to release said mails.

Figure B.59 displays an example of an email within this Content category.

You have pending messages in quarantine

@ Quarantine| Update@[__COMPANY | <] J@gmx.de>

To REDACTED@example.com

B® Microsoft

Review These Messages
10 messages are being held for you to review as of 4/17/2023 7:12:18 AM (UTC).

Review them within 24 hours by going to the Quarantine page in the Security Center.

E—

© 2023 Microsoft Corporation. All rights reserved.
Privacy Statement

Acceptable Use Policy

Figure B.59: Release From Quarantine

Server Full

The Server Full category consists of the phishing emails notifying the recipient
that a server associated with them is at full/close to full capacity, and that an ac-
tion has to be performed in order to increase the server’s storage size.

Figure B.60 displays an example of an email within this Content category.
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From: [owa]Admins <@

Date: 29 June 2016 at 17:32:35 GMT+2

To: <[reorenAooress |

Subject: You are running out of disk space

Automatic alert from[ |- DO NOT reply

Machine name:[ |-SERVER

Path: I:]

Space left: 2%

You are running out of disk space. Details:

Login here to automatically get extra disk to avoid service disruption.

Figure B.60: Server Full

Server Stopped
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The Server Stopped category consists of the phishing emails notifying the recipi-
ent that a server associated with them has stopped, and that an action has to be

performed in order to resolve the issue.

Figure B.61 displays an example of an email within this Content category.

Low-severity alert: COMPANY |Server has stopped.
Q) Vs offce: [T} Ja[Jeom:

To REDACTED@example.com

COMPANY |Mail Service

Email Server has encountered an error.
The server is in a stopped state.

Manual action required to restart server and resolve the issue.

This link only works for the direct recipients of this message.

¥ Microsoft Privacy Statement

Figure B.61: Server Stopped
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Shipping Details
This Content category encompass all emails containing shipping details for a or-
der destined to the recipient.

Figure B.62 displays an example of an email within this Content category.

DHL SHIPMENT ADVISORY - ORIGINAL SHIPPING DOCUMENT ARRIVAL
g DHL<__ l@hotmail.com=

' Te REDACTED@example.com

SHIPPING_DOCUMENT.htm o Original_Scan_Shipment copies.Pdf.htm
C C
Dear Customer: RECIPIENT ADDRESS

You Have Received A Shipping Document Which is Consigned To Your Name

Tracking Number: Included in the Attached file

Packaging Type: Standard

Number of Pieces: 2 pieces

Weight:  10.40kg.

File Password: Your Email Password should be valid to access the file

Attached copy of documents for your kind reference and do not hesitate to contact our Customer Service ( CS ) for
any further details

WORLDWIDE DELIVERY SERVICE

DHL Express — Excellence. Simply delivered.

Deutsche Post DHL Group
DHL Express (5) Pte Ltd, Business Registration Number: 1977005242

Figure B.62: Shipping Details

Sign Document
This Content category consists of all phishing emails disguised as a document sig-
nature request.

Figure B.63 displays an example of an email within this Content category.
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FW: Signing Required 1:09 PM on Tuesday, May 9, 2023

Confidential-| COMPANY | <[ @] lip=
To REDACTED@example.com

DocusSign

You have received a document to review and sign today!

REVIEW DOCUMENT

Figure B.63: Sign Document

Suspicious Activity

These phishing emails notifies the recipient that there has been detected suspi-
cious activity on their account, and that an action has to be performed in order to
validate or secure their account.

Figure B.64 displays an example of an email within this Content category. The
email notifies the recipient that there has been observed suspicious activity on
their account, and to entered a linked site to review said activity.

Oppmerksomhet

System Administrator < @] ar>
Te Undisclosed recipients:

Vi har merket den uvanlig aktiviteten fra e-postkontoen.

Vennligst

underseke aktivitet ved a klikke pa koblingen nedenfor eller

kopiere den til den nettleser:

Click here

Resultatet kan du motta felgende melding i spam-mappen, kan henne
g til mappen Dorucené og klikk pa koblingen.

Vi beklager det inntrufne.

Systemansvarlig

Figure B.64: Suspicious Activity
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Trademark
Phishing emails detailing trademark notices are gathered in this Content category.

Figure B.65 displays an example of an email within this Content category.

Fra:info <info@  |.com>
Dato: 6. oktober 2021 kl. 08:36:17 CEST
Til: RECIPIENT -

Emne: Sv: Re: Urgent Inquire[cow |/ Trademark Infringe Problems (To Principal/CEOQ) [|:|]
Svar til:|

Dear | NAME |,

Nice day. We are an organization specialized in dealing with trademark registration and internet copyright dispute in asia.

Yesterday, one company named | | applied for the chinese trademark company]with us.

After checking, we found it's your company name. did you consign that company to register this trademark ? as it's in the
public notice period, do you want to object to their application 7

Waiting for your reply.

Best Regards,

—
. loffice)

Figure B.65: Trademark

Update Software

The Update Software category consists of phishing emails notifying the recipient
that they have to perform an update on a specific software. This could for instance
have to done be in order to retain access to the given software.

Figure B.66 displays an example of an email within this Content category.
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[Urgent] New Windows Security Update

COMPANY

(B

| @ |
To {{NAME}}

[l URGENT

Please update your computer

Due to the recent "PrintNightmare” vulnerability, a new patch must be installed to protect your
computer.

Install

Figure B.66: Update Software

Verify Email

This Content category encompass all phishing emails requesting the recipient to
validate their email, for instance in the case of an account creation or to confirm
that the address is still in use.

Figure B.67 displays an example of an email within this Content category.
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Verify mailbox

Microsoft Alert < @ b
Te REDACTED@example.com

Is this account still active?
Please verify email in order to avoid closing.
Login to verify.

https://login.microsoftonline.com/

Support Team - Microsoft Corperation (c) - Windows Security Update

Figure B.67: Verify Email

Voice Message

This Content category concerns all phishing emails disguised as a voice message
for the recipient.

Figure B.68 displays an example of an email within this Content category.

Listen to your New unread voice message on May 01,2023

. COPMANY Voice Audio Interface <] @l |no=

To REDACTED@example.com

D Voicemail Audio Transcription.htm.
170 KE

Figure B.68: Voice Message
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