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Abstract

As the deployment of Unmanned Aerial Vehicles (UAVs), commonly
known as “drones”, is becoming more and more common, ensuring the
cybersecurity of these interconnected systems is of huge importance.
Internet of Drones (IoD) is a relatively new term arising from Internet of
Things (IoT) by replacing “things” with “drones”, and hence are prone
to attacks just as IoT. Also, as more and more UAVs are connected to
the Internet, they can be compromised by an adversary, since everything
connected to the Internet is vulnerable. An application area where IoD
can be useful, is within critical infrastructure. As such services may have
severe consequences if disrupted, it is important that the IoD network is
resistant to cyberattacks.

This master’s thesis presents a comprehensive analysis of cybersecurity
threats to IoD in critical infrastructure. The research aims to identify
potential vulnerabilities and effective mitigation strategies to enhance
the security of IoD networks. To that aim, we first conducted seven
interviews with key stakeholders in the drone sector, including drone
operators, communication technology professionals, and industry experts.
The interviews provided valuable insights into current practices, chal-
lenges, and perceptions regarding cybersecurity threats to UAVs and the
IoD. We further conducted a technical experiment with several scenarios
focusing on Global Positioning System (GPS) spoofing of the UAVs. The
experiment helped us identify the level of difficulty for exploiting the
UAVs. Furthermore, we estimated the costs and resources associated with
GPS spoofing and Denial of Service (DoS) attacks by using an analysis
tool called Resource Cost Model (RCM). The RCM illustrates which
steps need to be taken by an attacker to carry out the attacks and gives
an indication of how costly the attacks will be. Throughout the semester,
we conducted a literature study on existing studies and relevant academic
papers on the topic.

By addressing the identified vulnerabilities and implementing several of
the proposed mitigation strategies, stakeholders can enhance the security
of their ToD networks, especially in critical infrastructure, and thereby
ensuring the safe and reliable operation of these systems.






Sammendrag

I takt med at bruken av ubemannede luftfartgy (UAV-er), vanligvis
kjent som “droner”, blir stadig mer vanlig, er det av enorm betydning
& sikre cybersikkerheten til disse sammenkoblede systemene. Internet
of Drones (IoD) er et relativt nytt begrep som oppstod fra Internet of
Things (IoT) ved & erstatte “ting” med “droner”, og er dermed utsatt for
angrep pa samme mate som IoT. Ettersom stadig flere UAV-er er koblet
til internett, kan de bli kompromittert av en angriper, ettersom alt som er
koblet til internett er sarbart. Et bruksomréade der IoD kan veere nyttig er
innen kritisk infrastruktur. Slike tjenester kan fa alvorlige konsekvenser
hvis de avbrytes eller forstyrres. Derfor er det viktig at IoD-nettverket er
motstandsdyktig mot cyberangrep.

Denne masteroppgaven presenterer en omfattende analyse av cyber-
trusler mot IoD i kritisk infrastruktur. Forskningen har som mal & iden-
tifisere potensielle sarbarheter og effektive strategier og mottiltak for a
styrke sikkerheten til IoD-nettverkene. Med dette i bakhodet gjennomfar-
te vi fgrst syv intervjuer med sentrale aktgrer i dronebransjen, inkludert
droneoperatgrer, kommunikasjonsteknologieksperter og bransjeeksperter.
Intervjuene ga verdifull innsikt i naveerende praksis, utfordringer og opp-
fatninger om cybertrusler mot UAV-er og IoD. Vi gjennomforte ogsa et
teknisk eksperiment med flere scenarioer som fokuserte pa forfalskning
av GPS signalene til UAV-ene. Eksperimentet hjalp oss & identifisere
vanskelighetsgraden forbundet med a kompromittere UAV-ene. Videre
estimerte vi kostnadene og ressursene forbundet med GPS-forfalskning
og Denial of Service-angrep ved hjelp av et analyseverktgy som kalles
Resource Cost Model (RCM). RCM viser hvilke steg en angriper ma ta for
a gjennomfere angrepene, og gir en indikasjon pa hvor kostbare angrepene
vil veere. I lgpet av semesteret gjennomfgrte vi ogsa en litteraturstudie
om eksisterende studier og relevante vitenskapelige artikler om emnet.

Ved & adressere de identifiserte sarbarhetene og implementere flere av
de foreslatte strategiene for risikoredusering, kan operatgrer av kritisk
infrastruktur styrke sikkerheten til sine IoD-nettverk og dermed sikre en
trygg og palitelig drift av disse systemene.
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Introduction

1.1 Motivation

Unmanned Aerial Vehicles (UAVs) is the technical name for “drones”. They are
aircraft that do not have a pilot on board. Instead, they can be configured to fly
autonomously or be remotely controlled by a pilot. UAVs are becoming a bigger
part of our lives. They are useful for a diversity of tasks, among them inspections,
search and rescue operations, delivering packets, and many more. As the production
costs of microprocessors and other hardware parts used for UAVs have decreased
significantly in recent years, they have become affordable and common goods. [K1.22]

UAVs take part in the digital transformation or the digital shift, where most parts
of society and businesses are influenced by technology. However, with digitalization
come digital risks, and the number of cyberattacks has increased rapidly over the
last few years. UAVs are no exception and are indeed vulnerable to such attacks.

With the use of different sensors, UAVs can gather vital information. Because of
the value of this information, adversaries may try to gain access to it in order to sell
it or use it themselves. In some cases, the outcome can be devastating or have severe
consequences if such information gets into the wrong hands [YWY+22][MRV22].
Unauthorized control of a UAV can in the worst scenarios have a fatal outcome. This
highlights the importance of a robust and secure UAV system, that should resist
cyberattacks [YWY+22]. Unfortunately, there have been several exploits of UAVs.
Some examples are discussed in Section 3.5.

The Internet of Drones (IoD) provides coordinated access to controlled airspace for
the UAVs [GBWI16]. It is a network of UAVs that can exchange information [CSG+18].
ToD has become a popular topic because of its advantages like portability, automation,
and mobility [YWY+22], and its many application areas. An interesting application
area of IoD is within critical infrastructure. Many industries are already using UAVs
to monitor and inspect their industrial sites. With the use of IoD, the data gathering
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can be more efficient, and operators can get real-time data from different places.

Not surprisingly, IoD is also subject to cyberattacks and can be used to harm
critical infrastructure. State actors and others that wish to gather intelligence on
other countries’ operations, or disrupt them, can attack the IoD network used in
critical infrastructure. They can either attack the UAVs by, for example, hijacking
them or sending spoofed signals to make them crash in the installations. Moreover,
they can deploy a malicious UAV to inspect the infrastructure. This is explained
further in Chapter 3.

1.2 Objectives and Research Questions

UAVs are susceptible to several cyberattacks, and this thesis aims to identify the
possible risks and vulnerabilities in a UAV system. As IoD is rapidly evolving and
can provide valuable services for operators of critical infrastructure in the future,
we will look at how both UAVs and IoD are affected by cyberattacks, and what
measures can be done to handle the threats and mitigate the risks they are facing.
We will also address the level of difficulty to perform such attacks from a technical
perspective, as well as a resource and cost perspective.

To achieve this, we aim to answer the following research questions that are
maintained from our pre-project [OH22]:

RQ1 What are the security risks when it comes to the use of IoD within critical
infrastructure?

RQ2 How difficult would it be to exploit the UAVs both technically and from a
resource and cost perspective?

RQ3 What mitigations can be applied to the IoD to overcome these risks?

1.3 Structure of the Thesis

Chapter 1 includes our motivation, objectives, and research questions. Chapter 2
presents the different methods that will be used to answer the research questions.
Relevant background material and related work are introduced in Chapter 3. Our
results are presented in four chapters, each providing a different perspective that
answers one or more of the research questions. The findings from our interviews
are presented in Chapter 4. Chapter 5 includes a description of what software was
evaluated and eventually used for the experiments. It also explains the approach of
the experiments and presents the results. Chapter 6 provides a resource and cost
analysis of two chosen cyberattacks. Chapter 7 is also a part of the results, and
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it summarizes the cyber threats found in the literature studies and interviews. It
has visual representations of some of the cyber threats and a table summarizing
them. The results are discussed in Chapter 8, and the conclusion and future work
is presented in Chapter 9. The interview guide and relevant scripts are attached in
Appendix A, B, and C.

1.4 Scope

In this thesis, our focus was not on the communication algorithms for UAVs in IoD.
Instead, we wanted to see how difficult it would be to exploit a UAV. Also, due to
safety and feasibility, the experiments were performed on simulated UAVs instead
of real ones. Moreover, in this thesis, our emphasis was primarily on threats rather
than risks. Therefore, the assessment of likelihood and consequences has not been
taken into account.






Methodology

To address the research questions presented in the introduction, four different method-
ologies were used; a literature review, interviews, technical experiments, and modeling
resource costs. The methodologies enable the readers to assess the validity and relia-
bility of the conducted research. This chapter highlights the relevance these methods
have for the topic, and that they can provide some contribution to our research. The
methodologies are elaborated on and justified further below, and they were carried
out in that order. Figure 2.1 presents a visual representation of the methodologies
used to answer which research question(s).

What are the security risks when it How difficult would it be to exploit the What mitigations can be applied to
comes to the use of loD within UAVs both technically and from a the loD to overcome these risks?
critical infrastructure? resource and cost perspective?
RQ1 RQ2 RQ3
A AA

Literature study ¢ @ neij’;'éZﬁn‘;oSt

Figure 2.1: Methodology model
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2.1 Literature Review

As a foundation, this thesis is based on literature studies. This provided a broader
understanding of the topic and it included finding existing work done by others. As
mentioned in our pre-project [OH22], we relied on academic sources i.e. Engineering
Village,! IEEE Digital Library,? Scopus,®> ACM Digital Library,* and Springer® to
find papers. These sources provided a variety of research articles. Relevant keywords
used when searching for articles included UAV, IoD, vulnerabilities, swarm, critical
infrastructure, dromes, privacy, security and mitigations, but were not limited to
these only. An analysis of the literature findings is presented in Chapter 7.

2.2 Interviews

For this thesis, seven interviews were conducted. The interviews allowed us to
gather new, in-depth information on the topic we can contribute with, and to get a
better understanding of UAVs and IoD from people with knowledge about this. The
interviewees were people relevant within the drone sector. They could have been either
working with or doing research on drones, drone security, communication technology,
or the ToD. With respect to privacy, we will not go into further details about them.
Some of the interviewees were selected by obtaining their contact information from
our co-supervisor, and others by finding relevant companies or organizations and
looking up contact information online. They were primarily contacted via e-mail.

The interviews were held in a semi-structured way, which implied open-ended
questions with follow-ups [DV19]. It was more similar to a dialogue between the
interviewer and the interviewee rather than short yes-no replies. We alternated on
who held the interviews and who took notes. A general interview guide was made,
and it was modified to fit each participant in the best way. We first introduced
ourselves and presented our project in a short manner. Then, we asked about what
they worked with, and for how long, to get insight into who we were talking to and
what competence they might have. With the interview guide, we wanted to find
out how the interviewees used UAVs or IoD today, what mitigations they had for
cyber threats, and what they knew about IoD and UAVs in critical infrastructure.
Furthermore, it was useful to get their opinion on benefits, limitations, and future
outlooks regarding UAVs and IoD. After each interview, we learned to improve the
questions to ask the following participant and were able to improve the interview
guide.

Lhttps://www.engineeringvillage.com/
2http://iecexplore.icee.org/
Shttp://www.scopus.com/
4https://dl.acm.org/
Shttps://link.springer.com/
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All seven interviews were held digitally using Microsoft Teams,® Gooogle Meet,”
or Signal.® Microsoft Teams is a video conference tool provided by Microsoft, and
Google Meet is a similar application developed by Google. Signal is a messaging
application that provides end-to-end encryption using the open-source Signal protocol.
This was required to use by some of our interviewees, as secure communication and
privacy were important to them. All three applications provide chats and video calls.
The interviews were held in either English or Norwegian, depending on who we were
talking to.

The interviewees gave us written consent prior to their interview for us to do
a sound recording during the interview, to ensure that no important information
was missed. The mp4-file was transcribed using the OpenAI’s Whisper? tool. It is a
Python package that was installed locally on our computers using Pip.'® Whisper
ran locally without calling an API, preserving data privacy. The generated text was
thoroughly checked and inconsistencies were fixed.

Further, the transcription of the interviews was anonymized and uploaded to
Nvivo.!! This software helped us organize, analyze and find patterns and insights in
our qualitative data. Nvivo was an installed program on our computers.

2.3 Experiments

A few experiments were performed where the aim was to get an understanding of
the complexity and the level of difficulty to exploit vulnerabilities present in UAVs
and compromise them.

To perform the experiments, we decided a simulator was suitable. A reason why
we did not use a real UAV was the lack of UAVs to test on, as well as safety. As
our thesis is about IoD, we aimed to find a simulator that allowed the creation of
multiple UAVs, to observe the impact in an environment where there were more
than one UAV. Possible scenarios were to simulate one or multiple UAVs that flew
autonomously or were controlled by a Ground Control Station (GCS). The attack
chosen to be performed was GPS spoofing. For these purposes, many open-source
tools and simulators were evaluated to find their limitations and figure out if they
fitted our scenario. The attack setup and results are described in Chapter 5.

6https://www.microsoft.com/nb-no/microsoft-teams/group- chat-software
"https://meet.google.com/
8https://signal.org/
9https://openai.com/research /whisper
1Ohttps://pypi.org/project/pip/
Mhttps://intnu.no/wiki/- /wiki/English/NVivo
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2.4 Resource Cost Modeling

It is important to understand the costs, benefits, and attractiveness of cyberattacks
to understand how to prevent them. This can be done by utilizing the Resource Cost
Model (RCM) developed by Haga [Hag20]. The model associates each stage of a
cyberattack to a resource cost, and hence you can find the total cost of performing
such an attack. To define the stages of a cyberattack, the RCM utilizes a kill chain,
and couples each stage with a resource tree. The structure of the model is illustrated
in Figure 2.2. [Hag20]

2.4.1 The Cyber Kill Chain

The Cyber Kill Chain (CKC) is a way of identifying and preventing cyber intrusions
activity by describing each stage of a cyberattack [Mar22b]. There are several variants
of this method, and the number of stages can vary. This thesis will use the method
formulated by the American aerospace and security company Lockheed Martin.'?
They aim to provide secure and cyber resilient systems across their products [Mar22a).
The CKC is one of their tools for intelligence-driven computer network defense, and it
consists of seven stages an attacker must complete successfully in order to accomplish
his objective. This framework is useful to get insight and awareness of the attacker’s
tactics, techniques used, and procedures followed [Mar22b]. Only one mitigation
technique is needed to break the chain and prevent an attacker from proceeding
toward his goal. The CKC is widely used among IT companies and enterprise
networks [HCA11]. The stages are as follows: [HCA11]|[Hag20][Mar15]

1. Reconnaissance - Identify the targets

A planning phase where adversaries select their target by understanding which
targets can help them meet their goals. They gather e-mail addresses, identify
employees on social media, and collect press releases and conference attending
lists.

2. Weaponization - Prepare the operation

A “weaponizer” is used for coupling malware and exploits it into a deliverable
payload like a PDF, Microsoft Office document, or an image. This will act as a
weapon.

3. Delivery - Launch the operation

Transportation of the weapon to the intended environment. This is usually
done by an e-mail attachment, website, or flash drive.

2https:/ /www.lockheedmartin.com /en-us/capabilities/cyber /cyber-kill-chain.html
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4. Exploitation - Gain access to the victim

The malicious code is triggered on the victim’s system by exploiting a vulnera-
bility in an application or an operating system, or it is triggered unknowingly
by the user itself.

5. Installation - Establish a foothold at the victim

Installation of the malware on the victim system. Usually, a backdoor is used
to have persistent access to the environment.

6. Command & Control - Remotely control the implants

Establishment of a channel for the intruder to have access to the target envi-
ronment.

7. Actions on Objectives - Achieve the mission’s goal

The intruders can now take actions to complete their objectives. Often, they
aim to extract data, encrypt information or violate integrity or availability.

2.4.2 Resource Trees

Attack trees were first defined in 1999 by Bruce Schneier, then CTO of Counterpane
Internet Security. It is a method for modeling security threats. The reasons for need-
ing a method for this are to get an understanding of who the attackers are and what
goals they have, what attacks are likely to occur, and where to best spend a security
budget. The trees are helpful to visualize attacks and the possible countermeasures,
where the root node of the tree is the objective [Sch99]. Schneier [Sch99] also showed
that a cost or time perspective can be allocated to the nodes in the tree. Resource
trees are inspired by these attack trees.

As mentioned above, in the RCM each CKC stage has a corresponding resource
tree, which derives the cost of all required resources at the designated stage. The
resource trees have three levels: kill chain stage, resource, and resource alternative.
The latter are the leaf nodes and present the alternatives an attacker has when it
comes to obtaining the resource in the level above. There can be several resource
alternatives, hence an attacker only needs to get hold of one to realize its parent
resource [Hag20]. This is noted by “OR” in the trees. The resources are categorized
into the following five: [HMS20][Hag20]

o Skill - domain knowledge like programming skills or knowing how to use certain
cybercrime tools.

¢ Behavioral - includes actions that have to be completed in order to carry
out the attack, e.g. connecting a flash drive, bribing, or a victim opening a
phishing-mail.
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¢ Tangible - physical resources e.g. a computer or a signal jammer.

¢ Logic - commercially available software, data sets or cybercrime tools. Github
repositories or Remote Access Trojans are in this category.

¢ Logic-atomic - resources that cannot be further divided, like IP addresses or
passwords.

The kill chain stage level, i.e., the root node, is either of the seven stages in
the CKC, and the attacker has to get hold of all resources needed in each stage to
proceed to the next stage. This is noted by “AND” in the trees. [Hag20]

Cyber kill chain

R w
stage

LA L A
oAb AL A L L

Resources

Resource
alternatives

Figure 2.2: Resource cost model (inspiration from [Hag20])

2.4.3 Estimating Monetary Cost

For an attack to be successful, all the seven stages of the CKC need to be completed.
Hence, the total cost of an attack is the sum of the costs associated with each stage.
The cost varies, and factors influencing the cost are which resource alternatives are
chosen to realize the resources. Each resource alternative has an associated minimum
to maximum cost and a confidence value. A confidence value in proximity to zero
indicates that there is little evidence supporting the defined cost interval. On the
other hand, a value close to 1 indicates grounds to say that the cost interval is not
varying much. [Hag20]

The estimated cost interval of an attack is the sum of the minimum and the sum
of the maximum cost estimates for each stage. The confidence for each stage is the
product of the average confidence values of the resource alternatives needed to realize
each resource. Total confidence is the product of the confidence values calculated
for each stage. In the equations below, the cost of the cheapest and most expensive
resource alternatives are represented with o and 3 respectively. V is a set of resource
alternatives for the attack stage. ¢ defines the average confidence value of the n



2.5. ETHICS AND PRIVACY CONCERNS 11

resource alternatives for a resource. [Hag20]
This gives: [Hag20]

Estimated cost = [Min__cost, Max__cost, Con fidence] (2.1)

Min__cost = Z Z oy (2.2)

stageeCKC i€V

Max cost = Z Z Bi (2.3)

stagecCKC i€V

¢ =(>_ ¢)/n (2.4)

i€ER;

Confidence = H H 0; (2.5)

stageeCKC jER

2.4.4 Why Resource Cost Modeling is Suited for the Thesis

The second part of RQ2 is to figure out how difficult it is to exploit the UAVs from
a resource and cost perspective. The RCM can provide an understanding of how
difficult this would be by estimating the resources required and the total cost. As
both the minimum cost and the maximum cost is estimated, it can help us get an
idea of who are able to accomplish such attacks. This makes the RCM a good choice
for this thesis.

2.5 Ethics and Privacy Concerns

We applied to NSD'3 because we wanted to do sound recordings during the interviews.
We got approval before the interviews took place, and we also got written consent
from each interviewee. During the interviews, the interviewees were asked once again
if they consented to a sound recording. If yes, the recording was started, and the
question was repeated to get consent on tape.

Personal information from the interviews was anonymized and processed locally
on our computers. The sound recordings and transcriptions of the interviews were
deleted at the end of the project.

Bhttps://www.nsd.no/index.html


https://www.nsd.no/index.html




Background and Related Work

Identification of relevant background material and related work was carried out in the
project preceding this thesis [OH22]. New literature studies have been conducted to
gather more relevant information and added to complement the material previously
gathered. This chapter includes information about UAVs, IoD, and cybersecurity
aspects like threats and proposed mitigation techniques. During the research, some
papers also included examples of attacks that had happened more recently. Those
are included as well. Relevant research from the preceding project has been cited.

3.1 Unmanned Aerial Vehicles

3.1.1 Types

UAVs exist in different variants, and the sizes can vary from the size of an insect to
the size of a commercial airplane. The most common UAVs are either multi-rotor
systems or fixed-wing systems, and the majority of UAVs can be categorized into
these two. There also exist UAVs that have characteristics of both types, but these
are less frequent. [VNBC16]

Multi-Rotor

A multi-rotor can have up to eight rotors on the platform, but the most popular is
the quadcopter with four rotors. The quadcopter is also called a helicopter and exists
in both big and small ones in different price ranges. The smaller models are common
in the hobby market, but re-built models are also used in the war in Ukraine [Pol23].
The top three commercial vendors for quadcopters in 2023 are the Chinese DJI,!
and Yuneec?, and American Parrot3 [Coa23]. Multi-rotor UAVs are often used for

IDa-Jiang Innovations, https://www.dji.com/no
2https://yuneec.online/
Shttps://www.parrot.com /us/drones
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photography or filming from the air. Bigger ones can be used for transport and
search and rescue operations [Pol23]. [OH22]

Fixed-Wing

Fixed-wing UAVs are similar to aircraft and require a runway for takeoff, or they can
use a catapult launcher. These UAVs are usually bigger and can have a wingspan
of up to several meters. They are more expensive and demanding to operate than
quadcopters, so state actors or organizations with a lot of funds are usually the ones
using this type of UAVs [Pol23]. UAVs with fixed wings often are used for measuring,
mapping, or monitoring larger geographical areas. An example of a fixed-wing UAV
is Raven.* There also exist hybrid UAVs, which have fixed wings but still are able to
take off and land vertically [Luf22]. [OH22]

Miniature UAV for Reconnaissance

Single rotor UAVs, while more efficient, are less common. This is mostly due to their
higher mechanical complexity and maintenance cost. The Black Hornet PRS® is an
example of a single rotor UAV [OH22]. The Black Hornet 3 is a Norwegian-developed
UAV that can fly in bad weather conditions and can handle extreme cold and heat.
The UAV is used by the defense, police, and national security organizations in over
40 countries. The Black Hornet costs around 2 million NOK per UAV, which is
approximately $190 000 [Pol23].

3.1.2 Regulations

A common European regulation exists for UAVs in the EU and Norway [Lufa]. In
Norway, all UAV operators must register at www.flydrone.no, and the registration
fee is 220 NOK, which is almost $20 [Lufb]. The new regulations require new UAVs
on the market today to have a C-classification mark from CO to C4, where different
regulations relate to different marks [Luf22]. There are some areas where a UAV
operator is not allowed to fly, and it is important to be aware of such areas. The
no-fly zones include areas close to airports, and it is not allowed to fly closer than
5 km to an airport without permission from the Air Traffic Control (ATC) [Lufa].
There are also restricted areas where you need permission to fly, for example in cities.
Forbidden areas include military areas, prisons, natural parks, and embassies. [OH22]

Ninox Drone is an application that can be downloaded on smartphones where
operators can request access to controlled airspace, view airspace restrictions, receive
messages from air traffic controllers, and access other relevant information [AS20]. In
the future, there is some automation planned for the Unmanned Traffic Management

4https://www.avinc.com/uas/raven
Shttps://www.flir.eu/products/black-hornet-prs/
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(UTM) where the UAVs operate. The full integration between manned and unmanned
airspace is planned to take place in 2025-2035 [Knu].

In April 2021, a regulation on U-space was adopted. From a common European
point of view, there has been an urgent need to establish some common frameworks
on how air traffic services for UAVs are to be regulated. The regulation took effect on
the 26th of January 2023. U-space could be described as a comprehensive solution for
how UAVs can operate simultaneously in low airspace, especially in densely built-up
areas, in a safe, efficient, and secure way. U-space will show how UAVs will integrate
with manned aviation [Regl7].

3.1.3 Technical Aspects

In our pre-project [OH22] we created an illustration of a high-level architecture of
a UAV system, which can be seen in Figure 3.1. The UAV system consists of a
GCS and a UAV. The communication between the entities happens directly over a
data link or via a network/satellite. The UAV has aircraft hardware which is the
frame, motors, rotors, and the physical components of the system. There is also
a component for onboard computing that does the logic. Actuators and sensors
in the UAV include different IoT smart sensors [BCD20]. Some of them are GPS,
light-pulse distance sensors (laser), Radio Detection and Ranging (RADAR) sensors,
sonar-pulse distance sensors (ultrasonic), and Time of Flight (ToF) sensors.

To operate, the UAV needs an energy supply. This could be battery cells, solar
cells, and traditional airplane fuel [VNBC16]. UAVs can have a payload on board.
The various types of payload can for instance be mail parcels or medicines for
transportation, fire extinguishers, or flyers. It can also be cameras, sniffers, and
meteorological sensors [VNBC16]. What payload the UAV has depends on what
weight it can carry and the intended use cases.

For communication, the UAV has the option for wireless technologies, like for
instance WiFi, satellite, mobile networks, and/or ADS-B. The communication can
either be direct, Line-of-Sight (LoS) communication, or indirect with Satellite Commu-
nication (SATCOM) [HS13]. Indirect communication is called Beyond Line-of-Sight
(BLoS), and the UAV is no longer visible to the GCS. Visual Line-of-Sight (VLoS)
means the remote pilot can see the UAV clearly [OH22]. These concepts are illustrated
in Figure 3.2.
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Unmanned Aerial Vechicle
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Figure 3.1: High-level architecture of a UAV system (from [OH22])

Satellite

: g : Beyond Line of Sight (BLoS)
Drone

Drone pilot

Figure 3.2: VLoS and BLoS (from [OH22])
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In LoS communication, the C-band or WiFi are often used for transmissions. The
C-band includes the electromagnetic spectrum ranging from 4 GHz to 8 GHz [HS13].
The specific communication depends on the UAV type. In WiFi, the frequencies
and transmission rates depend on the chosen standard. For the latest DJI UAVs,
Bluetooth is also supported and is used to transfer photos taken by the UAV to
the mobile phone via the DJI Fly app. This app is used to provide live videos and
additional controls. UAVs use different operating systems, however, most of the DJI
UAVs are based on Android. DJI encrypts its firmware with AES and uses RSA to
sign it [SCS+22].

The majority of consumer UAVs have a high-resolution camera attached to a
gimbal. The function of the gimbal is to compensate for the movement of the UAV
and as a result provide a steady image. Some UAVs can also have an extra camera for
collision avoidance. UAVs use infrared or ultrasonic sensors to measure the altitude
of the UAV, or accelerometers and gyroscopic sensors that measure acceleration and
tilt. [SCS+22]

Drone manufacturers introduce measures to ensure safe and secure use of UAVs.
For instance, they impose software limitations regarding speed and altitude and use
geofencing to create no-fly zones around, for instance, airports and prisons. [SCS+22]

UAVs from the leading drone manufacturer, DJI,® implement a tracking protocol
called DronelD. The tracking protocol transmits the position of both the UAV and
its operator to law enforcement or operators of critical infrastructure [SCS+22]. This
allows for the parties to track UAVs and prevent malicious operators. This generation
of DJI UAVs use the OcuSync protocol for wireless transmission in the 2.4 GHz and
5 GHz Industrial, Scientific and Medical (ISM) bands [SCS+22]. OcuSync is DJI’s
transmission protocol and has a range of about 15 km.

Another characteristic of UAVs is the degree of autonomy. The UAV can vary
from being fully controlled by a remote pilot to being fully autonomous [VNBC16].
Autonomous UAVs can make their own decisions if something unexpected happens.

From a technical point of view, it is the communication module and the actuators
and sensors that send out or receive information, that are prone to attacks. The
wireless data link controls the UAV and is accessible remotely so it can be categorized
as an important attack vector. [SCS+22]

Automatic Dependent Surveillance-Broadcast (ADS-B) is an Air Traffic Manage-
ment (ATM) and ATC system used for navigation and localization of other aircraft.
As aircraft use ADS-B to broadcast their position, speed, heading, and other data peri-
odically, others nearby will know where they reside and are headed [GBW16][HAR22].

6DJI had a market share of 94% in the consumer drone segment in 2021 [SCS+22]
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This is an important feature to avoid collisions and optimize air traffic. It is intended
to replace the traditional radar-based systems and is expected to be an important
part of the next generation of air transport systems [Cos22].

Today, most aircraft are equipped with an ADS-B OUT transmitter. Its role is
to broadcast identification information and current positions in periodic intervals
to the GCSs or other aircraft over the 1090 MHz band [YMB+19]. According to
regulations from European Aviation Safety Agency (EASA) and Federal Aviation
Administration (FAA), it was mandatory for all aircraft operating in European and
U.S. airspace to have ADS-B capabilities by 2020. If the regulation applies to the
UAV depends on factors like how big it is, the type, how far and high it will fly, and
what airspace rules apply [Gro21][OH22]. ADS-B lacks the basic security mechanisms
like encryption and authentication, making it vulnerable to attacks [YMB+19).

ADS-B IN is a technology mainly used in ATC towers or the GCS. It is a
transceiver that receives the signals from the OUT device. Some challenges related
to ADS-B IN are verifying the identity of the aircraft and real-time validation of
the location data, as the connection to the aircraft differs. [Cos22] Due to these
challenges, the ADS-B IN system can sometimes display a “ghost plane”, but in
theory, this should not happen with aircraft equipped with ADS-B OUT. What
happens is that the ATC towers cannot correlate between the radar target and the
position received directly from the ADS-B OUT transmissions. The towers will not
risk missing reporting a conflict, so they rebroadcast the radar data as an anonymous
target, unintentionally displaying a “ghost plane” on the screen [Sok16].

3.2 The Internet of Drones

UAVs are becoming smaller, lighter, more efficient, and cheaper. In addition to
becoming more autonomous in the future, UAVs will also be able to operate in
swarms [VNBC16]. IoD is a further extension from IoT, where “things” are replaced
with “drones” [MRV22]. The properties and characteristics of the IoD are similar to
the IoT. While IoT devices are typically static, drones, or UAVs, are mobile. ToD
facilitates UAV cooperation and allows them to join and form a network, which
enables the exchange of data between them. IoD plays an important role in the
development and future of UAVs [REAE21].

Figure 3.3 presents three existing IoD architectures: IoD architecture based on
cloud, IoT-based IoD architecture and the Internet-based IoD architecture [MRV22].

The cloud-based IoD architecture enables virtualization access to UAVs over the
cloud and the ability to upload substantial computations to the cloud environment
using minimal resources. The architecture has three levels which include the drone
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layer, the cloud layer, and the client layer. The drone layer is the first layer and
it represents a collection of resources/services that will be made available to end
consumers. The second layer is the cloud layer which contains storage components
for storing a stream of data generated by UAVs, processing components, and an
interface component. The third and last layer is called the client layer, which has
interactions with the other two layers. [MRV22]

The IoT-based IoD architecture takes into account the different IoT sensors that
can be present on UAVs. The architecture has connections between the UAVs in the
flying zone, between the UAVs and the Ground Station Server (GSS), and between
the GSS and the control room. [MRV22]

The Internet-based IoD architecture has five entities. These are UAV flying
zones, a centralized server that oversees all IoD tasks, a control room, an Internet-
based channel, and users [YIA+21]. The server is considered the trusted entity
in this architecture, so an assumption is that it will not be compromised by an
attacker [WDL18].
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3.2.1 Applications

UAVs can offer advantages and opportunities in many different applications. These
applications include agriculture, military, delivery, healthcare, and medical ser-
vices [YWY+22]. Some application areas are summarized in Figure 3.4.

Agriculture

Traffic
monitoring

Military

Main loD
Application Areas

=

Search and
Rescue

Infrastructure
inspection

Figure 3.4: IoD Application Areas (adapted from [YWY+22])

Military

Historically, UAVs were made for warfare and military use. They are increasingly
applied in modern conflicts [Gar21], and in more recent days, we have seen that
UAVs are used in the conflict between Russia and Ukraine. UAV use for military
purposes has become a significant IoD application [YWY+22]. When flying with a
pilot on board seems to be too dangerous or challenging, i.e. using a helicopter or
an airplane, a UAV can be used. Military UAVs are suitable in missions concerning
reconnaissance, surveillance, assisting in selecting targets for military attacks, and
can also help with combat tasks [YWY+22].
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While there is an increased use of UAVs for military purposes, this does not mean
that they will replace manned aircraft just yet, but we will see a time where both
will collaborate. As an example, the next generation of some American fighter jets
will be able to cooperate with UAVs. The new manned 6th-Generation stealth fighter
jet planes will have the ability to operate up to five UAVs from the cockpit. The US
Air Force may build several manned variants of the 6th-Generation Next Generation
Air Dominance (NGAD) stealth fighter jet and a collection of wingman-type support
UAVs. [Osb23]

Agriculture

For use within agriculture, UAVs can help farmers obtain information about the soil
and the plants, so the farmer can make the best decisions. By using oD, farmers
can get early warnings about threats so they are able to neutralize them at the
earliest stage. Benefits of UAVs in agriculture include agricultural farm analysis
and improvement in agricultural yields [YWY+22]. UAVs can take photos and do
analysis through geographic indicators to find out where there exist infected areas so
pesticides can be sprayed. IoD do this safer and more efficiently than humans. In
Japan, 30% of rice fields are being sprayed with UAVs [VNBC16].

Search and Rescue

Natural disasters are occurring more frequently as climate change is getting worse.
Because of this, search and rescue operations are very important today. UAVs used
in IoD are powerful tools for search and rescue operations because of the available
sensors and cameras [YWY+22]. UAVs can help find the location of lost or injured
humans, especially in difficult terrain.

Infrastructure Inspection

UAVs can be applied as inspection tools to a wide range of businesses. Critical
infrastructure, including healthcare and aviation, are some potential domains for
UAVs. UAVs in critical infrastructure is further elaborated below in Section 3.4.2.

Delivery

UAVs can be used for transportation of medical supplies, like vaccines, blood bags,
and medicines, to remote developing countries during health emergencies [YWY+22].
Effective medical deliveries done by UAVs may save lives. Zipline” is an American
drone delivery company that specializes in automated delivery. Currently, they
have head responsibility for blood bag delivery in Rwanda, and during the Covid-19
pandemic, they distributed vaccines in Ghana. They also deliver other goods like

"https://www.flyzipline.com/
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takeaway food and groceries [Zip]. Aviant® provides similar services as Zipline, only
in some parts of Norway and Sweden. UAVs can also be used to deliver packets. Big
corporations like Amazon, Google, and Facebook have started to deliver products
with UAVs in addition to humans [SDKR19].

Traffic Monitoring

UAVs can be used to collect data about traffic that can further be used to investigate
congestion issues [YWY+22]. Using IoD for this purpose can produce a comprehensive
data set for traffic areas. In case of traffic jams, it is possible to reroute the
traffic [VNBC16]. Researchers have designed an IoD system that can be used for
traffic speed monitoring [YWY+22].

There are also other applications like smart cities, entertainment, logistics, au-
tomation, tracking, and wildlife research [YWY+22]. The future of IoD can have an
impact in many areas.

3.3 Cybersecurity

Cybersecurity is very important nowadays, as more aspects of our lives are digital,
and the use of the Internet is growing rapidly. There are many risks related to
digitalization, and if poor security configurations are in place, vulnerabilities can be
exploited by attackers [CIS19]. Some known cyber threats against UAVs and IoD
are explained in Section 3.3.2.

There are several definitions of cybersecurity. According to Cybersecurity &
Infrastructure Security Agency (CISA), cybersecurity is “the art of protecting net-
works, devices, and data from unauthorized access or criminal use and the practice of
ensuring confidentiality, integrity, and availability of information” [CIS19]. The Inter-
national Telecommunication Union (ITU) provides a longer definition: “Cybersecurity
is the collection of tools, policies, security concepts, security safequards, guidelines,
risk management approaches, actions, training, best practices, assurance and tech-
nologies that can be used to protect the cyber environment and organization and user’s
assets. Organization and user assets include connected computing devices, personnel,
infrastructure, applications, services, telecommunications systems, and the totality
of transmitted and/or stored information in the cyber environment. Cybersecurity
strives to ensure the attainment and maintenance of the security properties of the
organization and user’s assets against relevant security risks in the cyber environment.
The general security objectives comprise the following: availability, integrity, which
may include authenticity and non-repudiation, and confidentiality” [ITU].

8https://www.aviant.no/
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3.3.1 Security Concepts

Common for both definitions is the focus on the security concepts Confidentiality,
Integrity and Availability (CIA), called the CIA triad, which are known as the pillars of
cybersecurity. Three other concepts are often shown to be equally important, namely
non-repudiation, authenticity, and privacy. These six requirements are essential when
it comes to security and privacy preservation in UAVs and IoD [YWY+22]. William
Stallings [Stal7] provides an explanation of the six concepts:

¢ Confidentiality - Preserving authorized restrictions on information access
and disclosure, including means for protecting personal privacy and proprietary
information, and preventing unauthorized disclosure of information.

¢ Integrity - Protection of information against improper and unauthorized
modification or destruction, including ensuring information non-repudiation
and authenticity.

¢ Availability - Ensuring timely and reliable access to and use of information.

¢ Non-repudiation - Provides protection against denial by one of the entities
involved in a communication of having participated in all or a part of the com-
munication, i.e. prevents either sender or receiver from denying a transmitted
message.

¢ Authenticity - The property of being genuine and being able to be verified
and trusted. This means verifying that users are who they claim they are and
that each input arriving at the system came from a trusted source.

¢ Privacy - Assures that individuals control or influence what information
related to them may be collected and stored and by whom and to whom that
information may be disclosed.

3.3.2 Cybersecurity Threats

The listed cybersecurity threats can happen for a single UAV as well as for IoD. The
consequences can have a different impact on IoD since the IoD architecture contains
several UAVs.

Spoofing

Spoofing is a cyberattack where false data injection is the goal of the adversary. As
civilian GPS signals are unencrypted and unauthenticated, the GPS is vulnerable to
spoofing attacks. GPS spoofing against a UAV is when fake GPS signals are sent
out to change its navigation. An adversary can get complete control over the UAV
when spoofing the GPS signals. [HAR22]



3.3. CYBERSECURITY 25

Satellite 1 Satellite 2

2

[z

Spoofed path

Planned path

'm\

b

Spoofing satellite

Figure 3.5: Illustration of GPS spoofing (adapted from [HCA+21al)

Jamming

As UAVs rely on the electromagnetic spectrum to receive commands, they are vulner-
able to jamming. That is, intentionally or unintentionally directing electromagnetic
signals towards a UAV [Kal22]. When it comes to UAVs, GPS jamming is among the
most common. Here, distracting signals are directed toward the UAV as an obstacle
to prevent it from receiving and decoding the normal signals. The consequences can
be that the UAV becomes disoriented and disconnected from the GCS [HAR22].

Eavesdropping

Eavesdropping is a passive attack where the attacker listens to the communication
without modifying it. The goal is to capture important data like encryption keys or
even unencrypted data. [TGV22]
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Man-in-the-Middle

Man-in-the-Middle (MITM) is an interception attack where an adversary places
himself between two communicating entities. In IoD, the adversary will typically place
a malicious UAV between the GCS and a victim UAV. The adversary can eavesdrop
on the communication and modify the data from the sender before he forwards it to
the recipient. He can masquerade as the GCS and relay false instructions, or even
control the victim UAV. [YWY+22]

Denial of Service

DoS is a common cyberattack that can be used to stop a UAV from functioning nor-
mally [HCA+21a]. It affects the system’s availability and aims to prevent legitimate
users from accessing a system. This is usually done by flooding the network with
packets, resulting in a congested network. A DoS attack directed at a UAV may
result in the pilot not being able to perform wanted actions. Such attacks can also
cause de-authentication between the GCS and their UAV connection [WA19].

Hijacking

Hijacking means taking control of the UAV, and many cyberattacks can lead to
hijacking of UAVs in one way or another. GPS spoofing and MITM are hijacking by
directing the UAV to the desired location. De-authentication can lead to an attacker
obtaining control of a UAV flying nearby, thus hijacking the UAV. To accomplish this,
the attacker has to be within the wireless perimeter of the UAV. The attacker utilizes
the Medium Access Control (MAC) address of the victim UAV and disconnects
it from the GCS by sending de-authentication packets [HCA+21a]. The attacker
can then get control of the UAV by authenticating himself and connecting it to his
controller [HAR22]. De-authentication is feasible on UAVs using WiFi and is possible
because of security problems related to WiFi protocols.

Replay Attacks

Another cyber threat to UAVs is replay attacks. In such attacks, an adversary listens
to the secure communication between the GCS and a UAV. Instead of decrypting
the messages, he re-sends a message to the GCS to make it seem like he is the other
communicating party. The GCS might continue to relay messages to the adversary
instead of the intended UAV, thinking he is the original sender. [TGV22]

Information Collision Attacks

In an IoD network, many UAVs fly in coordination with each other. If several UAVs
operate at the same frequency, information collisions can occur and the network



3.3. CYBERSECURITY 27

can be perceived as unstable. Usually, collisions between one or more UAVs happen
because of limited computing resources and inferior communication. [YWY+22]

Selective Forwarding

Malicious UAVs can occur in an IoD network. These can perform selective forwarding
attacks by selectively dropping sensitive or important packets. These attacks are
typically most productive when the malicious UAV is included in the data stream’s
path. As such attacks have the potential to drop or interrupt any kind of packets,
the result can be an unreliable IoD network. [YWY+22]

Tampering Attacks

In tampering attacks, data is deliberately destroyed or altered by attackers through
unauthorized IoD channels. It is possible to intercept and alter data while it is in
transit or at rest. An attacker can intercept a data packet sent over an unprotected
ToD channel, modify its contents, and change its destination address. Tampering
attacks primarily violate the integrity of the IoD network. [YWY+22]

ADS-B Attacks

ADS-B lacks several security mechanisms and hence is prone to a variety of attacks.
ADS-B signals are unauthenticated, meaning that they can be sent by unauthorized
entities. They are also unencrypted, leaving them vulnerable to eavesdropping [Cos22].
There is no message integrity check either, so ADS-B messages can be deleted or
modified [YMB+19]. Such signals can also easily be jammed or spoofed [HAR22].
In an ADS-B spoofing attack, the attacker targets the ADS-B ground station and
aims to manipulate the International Civil Aviation Organization (ICAQO) address
in ADS-B messages. By doing so, the attacker can pretend to be a legitimate UAV
or even create a false appearance of a non-existent one, a so-called “ghost UAV”.
As a result, pilots or ATC personnel can be confused, and dangerous situations can
arise [YMB+19]. [OH22]

3.3.3 Threat Actors

It is important to understand the perpetrators behind the cyber threats we face
today. As technology advances, so does the hackers and their methods [Haw21]. We
divide threat actors into three categories based on their means:

Category 1

In the first category, we find people who do not afford a lot of advanced equipment but
usually take advantage of publicly available tools and cheap tangible resources. They
normally use pre-existing code to launch their attacks [DNV22]. Typically, you will
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find so-called “script kiddies” or “hobbyists” here, who may perform hacking activities
as a hobby. Their motivation behind attacks can be curiosity or to demonstrate
how skilled they are. Common in this category is that people are not educated in
cybersecurity and attack techniques, and do not have a lot of means. Despite this,
their attacks can have serious consequences [Rinl9].

Category 2

In the second category, we find people who have money to buy means to use in
their hacking activities. They know what they are doing, and have a goal with
their hacking activities [KS21]. They are often referred to as “cyber criminals”.
Organized hacker groups fall into this category [CIS]. In this category, the hackers
are typically motivated by a monetary gain, either by performing ransomware attacks
or acquiring information to sell. This is often called “hacking-as-a-service”, and
they often target governments and organizations [KS21]|. Furthermore, some hackers
can be motivated by political, social, or environmental purposes. Such hackers are
often called “hacktivists”, a combination of “hacker” and “activist”. With the rising
concern for climate change, critical infrastructure can be targeted by hacktivists,
especially the oil and gas industry is prone to this [MM20].

Category 3

The third category contains people who have a lot of resources, e.g. funded by a state,
and use expensive and advanced tools and equipment to perform attacks. They have
the means to hire the most competent people. Nation-state actors belong to this
category, and political objectives like critical infrastructure sabotage and espionage
on other countries and organizations are not unusual. [CIS]

3.4 Critical Infrastructure

Critical infrastructure is a common term for structures and functions that are vital
to society functioning normally [Leh22]. Countries have different definitions of what
critical infrastructure is, but common in almost all definitions is that it encompasses
industries and companies that provide fuel, medical care, energy, telecommunication
services, financial services, food and water, and transportation [Sto22]. A failure
or disruption of such services could lead to severe repercussions on society, and
impact citizens negatively in the means of health, safety, and prosperity. Critical
infrastructure is subject to natural disasters, accidents, and deliberate attacks [Leh22].

3.4.1 Cyberattacks to Critical Infrastructure

Over the past years, there has been a rapid increase in attacks targeting critical in-
frastructure. The attacks have become more complex, and the attackers have become
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more professional, with the objective to disrupt the services. Today, automated IT
systems manage and monitor both critical civilian and military infrastructure [Ted21].
Therefore, many of the attacks are targeting digital systems. Physical damage to
the infrastructure is also present [Leh22]. An example of a physical attack was in
November 2022 when Russia attacked the Ukrainian energy infrastructure, leaving
millions of Ukrainians without electricity, water, and heat for weeks. The damage was
caused by missiles and UAVs [HRW22]. However, this is not the first time Russians
have conducted attacks on the Ukrainian critical infrastructure, according to the
Ukrainian and US governments. In 2015, three electricity distribution companies in
Ukraine experienced a cyberattack. Their control centers were accessed remotely
and breakers were switched off, resulting in power outages affecting hundreds of
thousands of Ukrainians [PW17].

Cyberattacks on critical infrastructure have huge consequences and there is a
growing threat. The severity of the consequences depends on the industry. One of
the top three industries reporting cyberattacks is the energy sector. For companies
in the oil and gas industry, environmental damage could be more of a concern, while
in power and supply, the biggest concern is disrupted operations. According to
research done by DNV,? energy professionals anticipate that cyberattacks on the
energy industry can compromise life, property, and the environment within the next
two years. [DNV22]

3.4.2 The Role of UAVs in Critical Infrastructure

It is a major challenge to protect and optimize the critical infrastructure in the best
way possible [Ted21]. To face this, UAVs have been applied to several industries
within the critical infrastructure sector, where they can provide monitoring and
maintenance on the critical infrastructure systems. The adoption of UAVs for this
purpose has increased significantly over the past years. According to market research
published February 2023 [Mar23], there is rising usage of UAVs as Remote Visual
Inspection (RVI) tools for critical infrastructure applications. They are popular in
the asset management sector due to their various benefits. The Compound Annual
Growth Rate (CAGR) from 2022 to 2027 is estimated to be 14.6% [Mar23]. CAGR is
the mean annual growth rate of an investment over a period of time, with a minimum
of one year [Way22]. The increasing demand for safe and precise inspection and
monitoring, as well as a reduction in costs and human safety, are the key market
drivers for the UAV inspection and monitoring market [Nor22]. An example is using
UAVs instead of exposing people to heights or voltage during inspections. UAVs also
ensure greater timeliness of intervention [Ted21] and better accessibility [Nor22].

9https://www.dnv.no
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For inspection of infrastructure, such as airports, highways, railroads, windmills,
bridges, pipelines, or power lines, UAVs can be useful [VNBC16]. UAVs can detect
weak spots, erosion, and attrition with cameras. Oil and gas facilities can use UAVs
to inspect the platforms [Ted21], or to detect if pipelines are leaking gas or water if
they have appropriate sensors. UAVs can inspect high objects from a close distance,
like roofs, windmills, and electricity network cables [VNBC16], and they can also
be used to check the status of maintenance and do transportation between different
installations [Sto23b].

A concern related to monitoring and inspection of critical infrastructure us-
ing UAVs is that sensitive location data like photos or coordinates are transmit-
ted [YWY+22]. Other concerns are related to safety when it comes to UAVs causing
harm due to harsh weather conditions, bad flying skills, or cyberattacks [Nor22]. Avi-
ation is critical infrastructure that will be massively disrupted by unauthorized UAVs.
However, an integrated airspace consisting of both manned and unmanned aviation
can enable the next phase of evolution for the aviation industry. An application of
UAVs applied in aviation is BLoS operations. [Ale23]

3.4.3 Real-World Incidents Highlighting the Threats

In recent years, there has been an increase in the number of unauthorized UAV
observations in Norway and over the Norwegian continental shelf. Among these are
occurrences around airports and oil and gas facilities. Big UAVs with a wing span of
several meters have been observed, and the Norwegian police suspect that a state
actor is operating them, as they are very expensive and rare to get hold of. The
UAVs are probably used for surveillance, which raises an intelligence threat and the
need for a better anti-drone strategy. [Sto23c]

After Russia invaded Ukraine in February 2022, UAV observations in Norway
have become more common [Sto23c]. From 2020 to 2021, no observations on the
Norwegian continental shelf were reported to the police. However, from July to
December 2022, the Norwegian police received 395 reports of UAVs, 115 of these
from the Norwegian continental shelf [Sto23a].

2. December 2021, a UAV was observed around Sola Airport in Stavanger. The
UAV had a wing span of minimum two meters and forced the airport to shut down
several times due to its repeating appearance. The airspace was closed to prevent
dangerous situations. In 2018, the North Atlantic Treaty Organization (NATO)
exercise called Trident Juncture was held in Norway. At the time of the exercise,
many unknown UAVs appeared around the operating area and Rgros Airport [Sto23c].
These incidents were an awakener for the airport industry, and Sola Airport now
has installed a drone detection system. Oslo Airport Gardermoen also has a drone
detection system that has been operated since the 1st of April 2022. According to
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Mats Gjertsen in Avinor,'? the technology for detection of UAVs is still not mature.
Some systems struggle with detecting everything, and other systems give false alarms.
It is a complex technology [Sto23d].

5th of August 2022, the Norwegian oil and gas company, Equinor, contacted
the police regarding unauthorized UAV observations on their offshore facilities. A
UAV had been flying under one of the installations on the Johan Sverdrup field in
the North Sea. This was a violation of the safety zone of 500 meters radius around
the installation. After the media wrote about this, many cases of unauthorized
UAV observations have been reported [Sto23b]. The Norwegian Police Security
Service states they have no grounds for implying that Russia is behind the observed
UAVs [Sto23e].

According to drone expert Nils Haheim-Saers, all we can do is wait until the state
actors that do not wish us well start using UAVs to attack critical infrastructure.
He thinks there is reason to believe that it will happen on bigger scales than before,
where it harms us the most. Iranian UAVs has been used for years to inflict damage
on the Saudi Arabian oil industry. Haheim-Saers warns about the fact that attackers
can use the same Iranian UAVs to cause damage against our oil industry on the
surface in the North Sea, as well as attacking the infrastructure on the seabed with
other Autonomous Underwater Vehicles (AUVs). [Sto23d]

3.5 Relevant Case Studies and Incidents

In this section, material with relevant case studies is presented. First comes an
explanation of how easy it can be to make a commercial UAV carry a dangerous
payload, followed by a “ghost UAV” attack on ADS-B. Then, some attacks on military
UAVs are discussed, and lastly, the capture of a police UAV.

3.5.1 Making a Commercial DJI Drone Deadly

In the YouTube video, “Drone Darts are Silent and Deadly!”!! it is showcased how
a normal DJI UAV is transformed into a weapon. DJI UAVs have the ability to
turn on and off lights. With this in mind, it is possible to make a claw mechanism
that reacts to the light being turned on by a remote controller. This mechanism
can be built with Arduino Uno, a server motor, and a light sensor. The code for
this program can be downloaded from the Internet and modified to suit the purpose.
The server motor will be programmed to open and close. The solution needs to be
small and light to suit the UAV payload capacity. To achieve this, one can create a
circuit board and put it into a 3D-printed cradle, which then can be attached to the

10https://avinor.no/
Hhttps://www.youtube.com/watch?v=969XGZ_ t7cE
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UAV. The cradle positions the light probe right in front of the UAV’s hole containing
the dart. Turning the light on and off moves the built latch which will release the
payload, namely the dart. [Ale21]

The homemade solution turns out to be imprecise. Ideas for a more precise hit of
the target is to rely on the GPS to position the UAV. The UAV was tested to hit a
plate and a car. From 50 meters, the dart missed the plate with a foot. In the car
scenario, it hit the car and went through the metal roof. The next test scenario was
from 100 meters above, and the dart went through the car window, got caught in
the metal frame of the seat and the windows were smashed into pieces. Later, it was
sent from 100 meters. The darts went through the front window and would have hit
the driver if there was one. From 200 meters above, the wind made the dart land far
away and it was hard to aim. [Ale21]

This example shows how accessible information is on the Internet and how one
can use this to enable malicious features on UAVs.

3.5.2 Ghost Injection Attack on ADS-B Equipped Drones Impact
on Human Behavior

A ghost injection attack happens when an adversary transmits spoofed ADS-B to
make it seem like a legitimate aircraft sent them. Such ghost aircraft can cause
confusion between pilots, ATCs or UAVs operators. In the worst scenarios, this can
make flight plans change, deny or force landings, and change of altitude and velocity.
Haddad et al. [HOM21] performed ghost injection attacks to see how pilots and
operators reacted, without letting them know beforehand that an attack would be
carried out. This was done with a flight simulator using UAVs, and Haddad et al.
created messages indicating that there was an aircraft close to the UAV. The ADS-B
IN captured the messages, which were analyzed by the UAV software, and the pilots
were notified if there was a risk of collision. The mission was to transfer organs to a
hospital, and the pilots were aware that this was a time-critical assignment. This
could have affected how they acted. The results from the study showed that almost
a fifth of the participants did not bother about the notifications and continued the
mission even after three alarms. Further, 15 participants landed after the first alarm
and 5 after they received the second alarm. This demonstration shows that there are
indeed means to say that ghost injection attacks make UAV operators abort their
missions and can disrupt operations. [HOM21]

3.5.3 Military Attacks

In 2009, US soldiers found American intercepted video footage recording UAVs on
devices owned by Shiiti fighters in Iraq [RBJ20]. Fighters in Iraq used a Russian
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program called Skygrabber. Skygrabber costs $29 and allows interception of packet
radio service from a computer connected to a small satellite [Vacl7].

In September 2011, a “keylogging” virus infected the United States UAV fleet at
Creech Air Force Base in Nevada [HS13]. On December 2011, an American RQ-170
Sentinel drone was captured by Iranian forces, claiming they had sent false GPS
signals to get it to land [Kal22]. An RQ-170 Sentinel is a newer type of UAV that
can operate autonomously, and hold weapons. In 2012, Iranian forces were able to
capture an American ScanEagle drone and mass produce it [HS13].

In the ongoing war between Ukraine and Russia, both sides use UAVs, both for
reconnaissance and as weapons. As seen in Section 3.5.1, it is relatively easy to
make a dangerous weapon of a commercial UAV. Aerorozvidka'? is a team of civilian
IT experts that is developing custom UAVs and modifying consumer UAVs for the
Ukrainian security and defense forces [Com)].

There is also a growing concern about autonomous weapons as it scales into drone
swarms. Autonomous detection of enemies could be implemented with artificial
intelligence. As these drone swarms grow in size, weaknesses in artificial intelligence
can result in drone swarms becoming weapons of mass destruction in the future.
Cyberattacks could disrupt UAV operations, make them crash, collect information
on future attacks, and redirect UAVs to attack-friendly targets. These accidents
show how vulnerable military UAVs are. [Kal22]

3.5.4 Hacker Reveals $40 Attack that Steals Police Drones from
2km Away

In 2016, researcher Nills Rodday at IBM figured out a way to hijack and steal a
UAV belonging to the police. The UAV had a cost of approximately $30 000, and
with equipment worth $40 and some knowledge of radio communication, he was
able to compromise the UAV. The UAV was controlled with Android tablets and
equipped with XBee ZigBee Radio Frequency (RF) chips. As the tablets did not
have a corresponding chip, the WiF1i signals were transmitted from the tablet to an
intermediary that supported both WiFi and RF, transformed to RF, and relayed to
the vehicle, and the other way around. [Rus16)

The chips on the UAV supported encryption, but it was not activated as this
affected the performance. WEP was used as the WiFi protocol, which is known to
have several security flaws. Within a perimeter of 2km, Rodday was able to perform
MITM attacks and relay his own commands between the UAV and the tablet as well
as dropping packets, gaining control of the UAV. [Rusl6]

2https:/ /aerorozvidka.ngo/
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3.6 Attacks on Similar Systems

This section presents explanations of some attacks to similar systems like Unmanned
Surface Vehicles (USVs) and the IoT. It is relevant to look at USVs because they
can operate autonomously, and are therefore subject to many of the same attacks as
UAVs like for instance GPS/Global Navigation Satellite System (GNSS) spoofing
and Address Resolution Protocol (ARP) spoofing. As IoD is sometimes called “the
Internet of Flying Things” [JZR22], it is interesting to look at attacks that have
targeted IoT systems as well.

3.6.1 Internet of Things

IoT is one of the enabling technologies for IoD [CYK+21]. The integration of IoT and
UAVs can rise some security challenges. Some threats to IoT are spoofing, sniffing,
key logging, information gathering, and signal jamming [HCA+21b]. These risks will
influence the IoD domain as well.

It is possible to use Shodan Search Engine!® to search for IoT devices. With
Shodan, it is feasible to find out the software version of devices connected to the
Internet, and hence vulnerable devices that are not yet patched to the latest version.
In order to keep you safe, Shodan offers a thorough overview of all exposed services.

Several attacks targeting IoT have been carried out. Two well-known are discussed
below.

The Mirai Botnet

Mirai is malware that was used to target and infect vulnerable IoT devices. It
took advantage of weak security configurations like default credentials and used
compromised devices to launch Distributed Denial of Service (DDoS) attacks. At
most, there were over 600 000 IoT devices infected by Mirai. A number of enslaved
devices could be rented out to take part in DDoS attacks. Three major DDoS attacks
took place, two of them against Internet Service Providers, forcing popular services
like Netflix and Twitter to go offline for around two hours. [Eus19)

The Jeep Hack

In 2015, a group of hackers were able to demonstrate the remote hijacking of a Jeep.
They were able to turn on the fans and the stereo, lock the doors, disable the breaks,
and steer it if the car was below a certain speed. This attack was possible since
the car was connected to the Internet, and is a growing concern as more cars are
becoming connected to the Internet. [WIR15]

Bhttps://www.shodan.io/
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3.6.2 Hijacking of USVs

The state of art and related work were reviewed, and an identification of the relevant
background material was carried out in the project preceding this thesis [OH22]. No
relevant new material was found during the work on the thesis. The information
from the project report is included below.

USVs have a lot in common with UAVs considering the technological aspects and
use cases. They are highly attractive targets by adversaries, and many of the cyber
threats they are prone to, are relevant for UAVs too. USVs are mainly autonomous
ships that provide services in a similar manner to UAVs, such as remote surveillance,
mapping, and environmental monitoring. Solngr et al. [SVG+22] demonstrated
that USVs are vulnerable to hijacking. By spoofing the ARP, which purpose is to
link TP-addresses to MAC-addresses, the attacker redirects the traffic through his
device. This is because the IP-address of the intended receiver is now linked to the
MAC-address of the attacker’s device. The attacker can modify the transmitted data
before it is forwarded and may send the vehicle in the wrong direction. Such an
attack may be performed on a UAV too, changing its course. [SVG+22]

3.7 Mitigations

Protecting an IoD environment requires the implementation of various cryptographic
methods, key management, authentication, access control, intrusion detection, and
preservation of privacy. [BCD20)

3.7.1 Access Control

Access control is an important security measure that is essential to secure data
in an IoD environment as well as in an IoT environment [BCD20]. Chaudhry et
al. [CYK+21] proposed a certificate-based Generic Access Control Scheme for the
Internet of Drones (GGACS-IoD). With GGACS-IoD, every UAV and GCS obtains an
initialization certificate by registering with a control room, before any communication
will start [TGV22]. The certificate makes sure the UAVs are only allowed to join the
ToD after being fully initialized. GGACS-IoD protects against insider attacks since
registration data can not be accessed before deployment, and provides authentication
in the IoD domain. It also protects against impersonation, MITM, and replay attacks.

3.7.2 Collision Avoidance

Kumar et al. [KKN+21] proposed a system for UAV collision avoidance strategy
with specific UAV movement and collision avoidance algorithms. The system makes
the UAV able to select either single-layer or multi-layer UAV movement strategies.
In a single-layer approach, the UAVs will move at one height only. They can use a
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RADAR/Light Detection and Ranging (LiDAR)-based approach to avoid collisions
or select a pre-defined zone-based movement and collision avoidance strategy. Both
RADAR and LiDAR aim to detect objects, but LiDAR uses a laser to measure
distance while RADAR uses radio waves [Neal8]. The ability of UAVs to fly in three
dimensions and execute intricate flight patterns increases the difficulty of determining
their arrival and departure times within the coverage area of IoD [TYS19]. This
system can protect against collisions.

3.7.3 Lightweight Authentication

A UAV has limited space and hence limited battery power, so it requires lightweight
authentication techniques. Srinivas et al. [SDKR19] designed a novel Temporal
Credential-Based Anonymous Lightweight Authentication Scheme (TCALAS) for
the ToD environment. TCALAS applies a one-way cryptographic hash function and
fuzzy extractor for biometric verification which is based on temporal credentials. All
participants in the IoD network can efficiently implement this mechanism. In a fly
zone, which can be interpreted as a cluster of UAVs, the UAVs will communicate
with each other and with the GCS. If an external user is able to access the UAVs in
the fly zone, he can monitor them using his own mobile device. Before any services
are provided, all UAVs must register with the GCS, which is the only trusted entity
in the IoD environment. The mechanism has proven to resist various attacks like for
instance MITM and replay attacks. [SDKR19]

3.7.4 Cryptography-Based Authentication

A cryptography-based authentication scheme using Elliptic Cruve Cryptography
(ECC) and symmetric key primitives was proposed by Hussain et al. [HCA+21b].
The proposed solution protects the communication between a user and a UAV using
three-factor with the user’s mobile device, password, and biometrics. The GCS
serves as an intermediary agent in the sharing of session keys between UAVs and
the user. Both the user and the UAV authenticate each other before a session key
is shared, called mutual authentication. This scheme provides confidentiality by
providing secure user access to the UAV on a public channel and protects against
impersonation and some DoS attacks. [HCA+21D]

3.7.5 Privacy-Preserving Authentication

To address security and privacy concerns in IoD, Tian et al. [TYS19] proposed
an efficient privacy-preserving authentication framework. The framework ensures
efficient authentication during deployment on resource-constrained UAVs, through
the use of a lightweight online/offline signature design. The signature design involves
fast modular arithmetic operations for each UAV under authentication. Privacy is an
important cybersecurity aspect, and this solution incorporates privacy protection for
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UAVs by safeguarding their identity, location, and flight paths. Non-repudiation is
also provided by the means that a user cannot deny what he has done. The efficiency
of the security services offered in the framework is guaranteed with the assistance of
Mobile Edge Computing (MEC). [TYS19]

3.7.6 Blockchain-Powered Solution

Blockchain offers benefits when it comes to the design of security mechanisms for the
IoD environment [YWY+22]. With blockchain, data is stored on several different
nodes, making the data storing decentralized. In addition, blockchain makes use
of cryptography to secure transactions. Bera et al. [BCD20] designed a secure
blockchain-based access control scheme for IoD deployment. This scheme allows
secure communication between UAVs, and between UAVs and the GCS. Data collected
from the GCS form transactions and those transactions are transformed into blocks
that are added to the blockchain. The blocks are then added to the blockchain
through the Ripple Protocol Consensus Algorithm (RPCA). This process occurs
in a peer-to-peer network of cloud servers connected to the blockchain. After the
blocks are added to the blockchain, the transactions contained within them cannot
be altered, modified, or removed. The proposed solution can mitigate attacks like
replay, impersonation, MITM, privileged-insider, and physical UAV capture attacks.

3.7.7 Intrusion Detection

An Intrusion Detection System (IDS) is either a device or a software application that
is designed to detect any unauthorized access or privacy invasion to the targeted
network [YWY+22]. Ramadan et al. [REAE21] introduced a real-time data analytics
framework for IoD intrusion detection based on deep learning. The framework is
based upon Recurrent Neural Networks (RNN) and involves the collection of data
from the network. This data is analyzed using Big Data analytics for anomaly
detection. Each UAV will have one module that will try to detect attacks on the
UAV itself. Another RNN module will reside at the base station and confirm the
attacks and notify other UAVs of other attacks [REAE21].

3.7.8 Protection of Cloud Data Privacy

In order to protect the privacy of cloud data in the IoD, Chen and Wang [CW19]
introduced a network coding-based pseudonym scheme. The use of pseudonyms can
help preserve user privacy. The design of the two-tier scheme allows for the separation
of ToD cloud data from the owner’s pseudonyms. The solution is implemented when
facing untrusted cloud databases and can defend against both inside and outside
attackers. The outside threat is mitigated by having ciphertext that cannot be
broken with infinite computation time, and to decipher the complete ciphertext, an
attacker has to attack all the nodes. The inside threat is mitigated by decoupling
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data ownership so the insider attackers do not know about the relationship between
the stored data and the owners. [CW19]

3.7.9 Detect ADS-B Spoofing

To detect ADS-B spoofing attacks, Ying et al. [YMB+19] introduced a two-stage
Deep Neural Networks-based spoofing detector. The detector is composed of two
classifiers, one for messages and the other for aircraft. By analyzing the incoming
messages based on the PHY-layer features, the GCS can identify suspicious messages.
Results from the experiments described in the paper show that the solution detects
ground-based spoofing attacks with a 99.34% percent probability and also has a
small false positive rate. [YMB+19]

3.7.10 IoT Security Checklist

As the IoD is an extension of the IoT, many of the security measures to IoT apply
to IoD. SINTEF has created a checklist of questions aimed at raising awareness and
assessing the security of devices in an IoT network. The checklist can be used to evalu-
ate the security level of UAVs as well. The questionnaire includes various aspects such
as checking for encryption, automatic software updates, avoidance of hardcoded cre-
dentials, employing a secure wireless communication protocol, mutual authentication,
and mechanisms for detecting malicious or compromised devices. [SIN22]

3.8 Our Contribution

A gap was found during literature studies for our project, with regards to security
aspects related to the use of IoD in critical infrastructure [OH22]. It does not seem
that this is something that has been addressed before. It exists limited research in
the area of security of the IoD. We want to address what cyber threats exist for
critical infrastructure operators when using IoD for inspection and monitoring, and
what can be done to mitigate the risks.



Interviews

In this chapter, our findings from the interviews are presented. First, some information
is provided about what the connection is between our interviewees and UAVs. Then,
the benefits, limitations, and future outlooks of UAVs that were found during the
qualitative analysis are presented. The same structure follows for the IoD. In addition,
the use of IoD within the critical infrastructure is discussed. Furthermore, a section
about cybersecurity threats and mitigations to the proposed threats is presented. All
the results presented in this chapter have been anonymized. See appendix A for the
interview guide.

Interviewee 1 and 6 work in a research organization and Interviewee 2 is a
researcher in the UAV field. Interviewee 3 works with countermeasures against UAVs.
Interviewee 4 has a high position in a company that provides UAVs for various
services. Interviewee 5 is a drone operator in a conflict area, and Interviewee 7 works
in a company providing UAV services.

4.1 UAVs

4.1.1 Benefits

Interviewee 1 explained that there are several benefits to using UAVs, particularly in
logistics. UAVs can be used to quickly deliver goods, save costs, and have a positive
impact on the environment. For example, drone delivery can in some cases be more
energy-efficient compared to traditional delivery methods such as driving. However,
the cost-effectiveness of drone delivery is still a topic of debate, especially when
compared to established transport companies that have many deliveries on their
routes.

Interviewee 2 listed several benefits of using UAVs, including their quickness,
ability to replace people in dangerous areas, and usage in military applications such
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as continuous surveillance and security patrolling. ScoutDi,' which offers a tethered
drone system, was mentioned as an example of a company where UAVs can enter
where you don’t want people to do repetitive work. UAVs are also useful in dull,
dirty, and dangerous environments, which they were initially built for, although they
may not necessarily be cheaper than other solutions. Overall, UAVs are seen as a
safer option for people, but not necessarily for a lower cost.

According to Interviewee 3, UAVs are a good supplement to helicopters as they
can easily elevate and get a bird’s eye view. UAVs are relatively easy to use and
there are many UAVs available compared to helicopters, making them a cheap, quick,
and effective way to get an overview of a situation. Another benefit of using UAVs is
that the information captured can easily be shared with others, creating a common
situational understanding early on.

Interviewee 4 first mentioned that UAVs are beneficial for internal business
operations such as the media and press companies, energy providers, and physical
infrastructure constructors. These companies have been using UAVs for several years
to create map backgrounds and collect inspection data in a cost-effective and efficient
manner. For instance, using UAVs for line inspection eliminates the need for people
to climb masts, or use scaffolding or safety equipment. Using small electronic UAVs
is primarily cheaper than using a manned helicopter according to Interviewee 4.
Secondly, UAVs can provide high-quality data that can be useful for the services
provided.

The benefits of using UAVs in military operations were discussed by Interviewee
5. According to the interviewee, UAVs are effective in providing detailed intelligence
for getting a proper overview of the front line, which is not possible using standard
observation methods. It was also mentioned that artillery launches are more effective
with UAVs because they can hit the target precisely. However, the biggest benefit
highlighted was the ability of UAVs to help save scout lives by avoiding the need
to send people to do observations close to enemy positions. Instead, UAVs can be
deployed to capture a comprehensive visual record of the surroundings.

Interviewee 6 talked about using UAVs to get a situational understanding of
places where it has been avalanches, landslides, or similar incidents. A UAV can
share video footage with the police and defense if needed from different perspectives.
“If a doctor gets access to pictures from the area where a disaster has occurred, the
doctor could wish to see something different than the police and fire department” -
Interviewee 6. The doctor would want to search for injured people, while the police
might want to see if anybody is leaving the area. A UAV can play several parts
in such situations, but the challenge arises when it comes to sharing the requested

Thttps://www.scoutdi.com/
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information from a single UAV to all the agencies that require it.

4.1.2 Limitations

Interviewee 1 pointed out that UAV operations in cities will have a safety and noise
perspective. There are also weight and payload restrictions.

Social acceptance of UAVs and the fact that the mature technology is limited,
were limitations provided by Interviewee 2. The regulatory framework was mentioned
as a limitation by Interviewee 2, 3, and 4. The allowed height, weight restrictions,
and no-fly zones fall under this. Interviewee 3 also mentioned weather conditions and
the battery, as it will get drained and hence limit how long you can fly. Moreover,
the UAVs have limits on how far away from the controller they can fly.

When it comes to a communication perspective, Interviewee 5 mentioned that
UAVs are limited by technical characteristics like signal strength and distance.
Interviewee 6 pointed out that a UAV using mobile communication would see several
base stations when in the air. Research has shown that the base stations would try to
connect to the UAV because it is an available terminal, which it would experience as
interference. Another thing is that it would be arbitrary if the UAV has a connection
to a base station or not, as the antennas on base stations often point down towards
the humans, or laterally. For WiFi today, the performance is based on how many
are using it, so it can be poor at times. It can be like that for UAVs over mobile
communication as well. “The coverage for drones that use 5G today is more or less
like WiFi coverage. If it works, it works” - Interviewee 6.

4.1.3 Future outlook

Interviewee 1 said that as the potential of UAVs continues to increase, so will the
market share. For this to happen, there needs to be a development process with the
interaction between the users, developers, and regulators.

Interviewee 4 mentioned that the former American president, Donald Trump,
facilitated American and Western technology to get a competitive advantage. Parrot
and Skydio? are examples of such UAV companies. The interviewee indicated
that interest in non-Chinese, i.e., Western-friendly, produced UAVs will increase
considerably.

In a conflict scenario, Interviewee 5 suggested that the use of AT with UAVs can be
useful in future reconnaissance missions to automatically detect objects in offensive
missions. This could be helpful where humans feed coordinates to the system and
launch a stack of UAVs that could hit the target.

2https://www.skydio.com/
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In the future, Interviewee 6 believed that UAV providers will deliver UAVs with
integrated 5G systems, as 5G is the first mobile technology that is mainly developed
for industrial applications. It provides lower latency, higher security, and more
robustness, to meet the conditions of the industry. For 5G, you can buy a capacity
and the telecom operator can guarantee coverage in certain areas. However, mobile
coverage is not meeting the requirements of the industry yet. “In the future, drones
might be a service that telecom providers will want to facilitate. Then they must
guarantee a certain coverage up to a particular height, as the UAV industry requires
assurance that it works” - Interviewee 6. A future function by using 5G for UAVs
is that the network can be used to position the UAV as a backup for GPS. The
interviewee has been in contact with a large telecom operator regarding this function,
and they responded that they do not see a high enough customer base yet. The
interviewee mentioned that they have an interest in pursuing further research in this
area.

4.2 TIoD

4.2.1 Use cases

Interviewee 1 pointed out that IoD could be useful in time-sensitive applications.
Related to the earthquake in Turkey in early 2023, UAVs were used as spotlights,
but with the IoD you would have a network of spotlights that could ensure better
coverage. Interviewee 2 also mentioned that swarms of UAVs combined with other
types of robots could be useful related to the Turkish scenario.

Further, entertainment was pointed out as an IoD use case by Interviewee 2 and
4. In entertainment, one could have light shows provided by multiple UAVs instead
of fireworks. Interviewee 2 also mentioned the company Zipline, since they are using
a swarm of UAVs flying on pre-existing routes, to deliver medicines. Out of all the
applications, the inspection of infrastructure power lines was mentioned as the first
one to come.

Interviewee 2 and 4 agreed that IoD could be useful in attack scenarios and in
military purposes. Another application mentioned by Interviewee 1, 2, and 4 is the
ability to cover large areas faster. This could be particularly good for search and
rescue. Interviewee 4 saw a huge potential in gathering a large data collection in the
case of large perimeter surveillance. For real-time inspection and mapping, it could
be useful in cases where you need to capture data quickly in a limited area.

Interviewee 6 talked about environmental monitoring and goods delivery as
application areas. Amazon is already looking at this, the participant said. Both
Interviewee 1 and 6 highlighted that UAVs can operate as base stations and provide
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a communication network. It may also be that you can use it as a relay if you do
not have coverage somewhere.

4.2.2 Benefits

Interviewee 1 summarized the benefits as being fast and time-saving. Also, it was
mentioned that IoD could provide a more robust communication due to the many
connected UAVs. If one UAV lose its signal, it could depend on another UAV in the
network. This is something Interviewee 7 also highlighted. Furthermore, Interviewee 7
believed IoD would ensure fewer collisions of UAVs in the future because a network
of communicating UAVs could be more robust than a centralized hub on the ground.
Interviewee 2 saw the potential of individual UAVs combined into a single database.
Interviewee 3 said that with IoD everything gets more robust and available, as well
as increased performance and data capacity. By utilizing IoD you can get more out
of the UAVs. “IoD can contribute to the drone sector becoming a more common
business, which makes it safer because standardizations and regulations will follow” -
Interviewee 6.

4.2.3 Limitations

Interviewee 2 said that a challenge with a swarm of UAVs is the ability to control
them and fit into today’s regulatory framework. The participant said there is a long
way to make UAV collaboration in a way that actually helps and does not create
more problems. Also, social acceptance of swarms would take years to establish.
Interviewee 6 also had concerns related to collisions between UAVs in the air and
how to avoid them, due to management challenges.

Interviewee 3 emphasized that the importance of ensuring that the companies
deploying the IoD do not become more vulnerable than strictly necessary. A lot of
things work well in demos and animations, but in the real-world other factors come
into play that you have not thought of. Regarding autonomous UAVs that would
operate with perimeter security, it is a case that will not happen before some years
due to the regulatory requirements placed on aviation. “It is an exciting thought
that needs to be thought through twice. Are we ready? No, but it will surely come” -
Interviewee 3.

Interviewee 4 mentioned that people are working with IoD at several renowned
universities and research organizations. The participant does not see that they can
utilize the IoD technology before presumably 10 years. The regulations need to be
incorporated first, and the interviewee particularly highlights the need for U-space
regulations for how the shared airspace of manned and unmanned traffic should
communicate with each other.
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4.2.4 Future outlook

Interviewee 3 believed IoD is a promising technology, but there must be a net profit.
Generally, the interviewee highlighted that there is a lot of innovation and money in
ToD. The technology is running many years ahead of laws and regulations.

Interviewee 4 thought that the technology coming from IoD would be adoptable
to U-space and digital flight routes. Units must position themselves in relation to
each other and communicate. That is what we are missing between manned and
unmanned, and unmanned and unmanned aircraft.

Interviewee 6 thought that 5G technology would mean that IoD is used to a
greater extent. The interviewee saw an opportunity for the telecom operators to
define how IoD would be exploited as it is a growing market. There is potential
upside in making it possible for start-ups or new businesses to build industrial ToD
applications that make use of what their network can deliver. The more the telecom
operators facilitate that their network can be used and support that type of service,
the more such services will come.

4.3 IoD in Critical Infrastructure

Interviewee 1 guessed that it may be more appropriate with several UAVs to inspect,
for example, one blade each on a windmill, as the blades usually are very large, and
would take time to inspect. As a result, the inspection would consume less time, the
windmill can be shut down for a shorter period and the energy company would lose
less money since the wind turbine can more quickly get back to producing energy.
Thus, the full potential of using IoD within critical infrastructure must be evaluated
within each use case. “I think it has a big value proposition within certain use cases”
- Interviewee 1.

Interviewee 2 said that the potential of using IoD for infrastructure protection is
not there yet. A guess is that in maybe ten years from now we will see it, as there is
not a posing threat at the moment. Further, it was mentioned that management of
this would be hard, and there are risks that the UAVs may hit things they are not
supposed to hit. In critical infrastructure, there can be zones that are lammable
with explosives or gasses, where it is important that UAVs do not enter.

Even though Interviewee 2 stated that IoD is not mature for critical infrastructure,
the participant saw that a single UAV could be very useful in certain areas and
useless in others. They increase the inspector’s safety since they then do not need
to climb barriers. Secondly, there are UAVs that can fly and notice for example a
gas leak due to sensors that are able to detect gasses. For power line monitoring,
a UAV is very useful for quick intervention. “The UAVs are very good companion
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tools. If you have a UAV constantly being on-site and reacting quickly, then it’s a
big change” - Interviewee 2. The interviewee further mentioned that for railways
and roads using UAVs, it is more about maintenance and the ability to map an area
before construction. These are, according to the interviewee, cases for a single unit
and would often not work for a network of UAVs.

From a resource and cost perspective and a safety and health perspective, In-
terviewee 4 believed that UAVs are very useful when it comes to the inspection of
critical infrastructure. IoD can, for example, enable the lifting of heavy cargo by
connecting several UAVs.

Interviewee 7 mentioned that IoD could be used to deliver spare parts to a critical
infrastructure installation on short notice.

4.4 Cybersecurity Threats to UAVs and IoD and How to
Mitigate Them

4.4.1 Threats

Many of the threats to UAVs are threats in IoD too, Interviewee 4 believed. An
example is jamming as jammers are affordable and can impact both in a negative way.
Jamming was mentioned as a threat to UAVs by Interviewee 1, 2, 3, and 6 as well.
Interviewee 1, 2, and 6 specifically mentioned GPS jamming. All four mentioned
GPS spoofing as well. “GPS signals are very weak which make them easy to jam” -
Interviewee 6. Interviewee 4 mentioned that they have repeated incidents of GPS
jamming. Interviewee 6 said that Russia emits a lot of noise to hide what they
are doing, and this affects the GPS systems on flights in areas close to the Russian
territory. Further, Interviewee 2 believed there is a risk that the data gathered by
UAVs get into the wrong hands. Interviewee 7 mentioned MITM and GPS spoofing.

Regarding threats in conflict areas, Interviewee 5 mentioned DoS, radio spoofing,
and emulation of no-fly zones for DJI UAVs. Also, drone guns® are a threat because
they can shut down the video signal on a UAV. The operator would then lose the
visual. Interviewee 5 further mentioned that these threats happen almost every day,
and they lose UAVs very frequently.

According to Interviewee 6, it is hard for the UAV to verify whether the GPS
signals are coming from a GPS satellite or not, since the signals are not authenticated.
“It is important that the drone can trust the signals it receives and operates on” -
Interviewee 6. This is especially important if the UAV is to do something for an
industrial partner or a safety-critical operation. It was mentioned that military GPS

3https://uncrate.com/dronegun/
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has authentication, but not civilian. Hijacking is also a serious threat, especially
regarding critical infrastructure since there are many vulnerable systems. If a UAV
is hijacked, it can be used as a weapon to cause damage. “If a UAV is connected to
the Internet, it can be hacked. FEverything connected to the Internet is vulnerable” -
Interviewee 6. Interviewee 4 also said that hijacking is a potential threat, but that it
does not exist much research in that field in relation to UAVs.

Interviewee 4 expressed concerns that the UAV market is dominated by the
Chinese company DJI and that there are possibilities that the information gathered
by the DJI UAVs is shared with the Chinese government. This is concerning, especially
if DJI UAVs are used for the inspection of critical infrastructure. Interviewee 1 said
that for certain use cases, Chinese-produced UAVs are not preferred. One does not
want other governments to get insight into such 