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Abstract

Hands-on and practical learning has been key to cybersecurity education and training success. Cyber Defense Exercises
(CDX) are a common approach to training, testing, and verifying technical and soft skills. However, full-scale CDX implemen-
tation is also an expensive training event. In order to advance such exercises to the next level, CDX organizers should fur-
ther focus on educational, psychological, and cross-domain relationships. The paper discusses and proposes a
multidimensional approach for CDX that balances cognitive, emotional, and social aspects critical for successful interdisciplin-
ary learning. We share our experience incorporating knowledge from well-known psychology theories to CDX. We derive
and describe seven elementary ingredients if a CDX is to meet the interdisciplinary and critical thinking needs of defensive

cyberspace operations.
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Introduction

Cybersecurity education has been evolving over the last
decades to respond to the increase in the demand for
skilled cybersecurity professionals and the level of sophis-
tication of cyberattacks. Hands-on and practical learning
has been adopted by computer science, communication
and engineering communities and is key to the successful
education of the future workforce. Many cybersecurity
exercises have been incorporated into educational and
professional training paths. Such exercises range from a
virtual computer or network assembly, quiz-based test-
ing, capture-the-flag (CTF) gamified exercises to large-
scale exercises. A Cyber Defense Exercise (CDX) is the
most common approach to training, testing, and verify-
ing professional skills at the highest preparedness tier for
defensive cyberspace operations. However, it is also an
expensive approach (Brilingaité et al., 2020).

Given the many alternative cybersecurity training meth-
ods and providers, this article aims to present where the
added value resides and what direction the CDX has to
evolve to remain competitive and equal to the evolving
technological and adversarial cyber-domain landscape.

Therefore, this work aims to reiterate the CDX execution
quality and related components. We revisit the main prin-
ciples of the CDX organization. However, we focus on
CDX participants and soft skills as a foundation for
advancement. Even if an exercise was designed purely as a
technical skills assessment or for other purposes, such as
testing processes and procedures, the non-technical
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component should not be overlooked. Often the exercise
organizers focus on technical, organizational, and strategic
aspects, which are driven by the success metrics of other
CDX stakeholders. For example, due to the expectations
to achieve good scores from their organizations/leadership,
the teams and their managers focus on the winning strate-
gies (i.e., how to achieve good scores) instead of focusing
on learning and collaborating during the preparation and
execution. Due to differing stakeholder success metrics,
the educational aspects for the training audience are for-
gotten. Thus, current exercises are not primarily designed
with a holistic educational purpose and are criticized for
lacking science-based teaching and training methods
(Knox, Lugo, & Siitterlin, 2019). The participants should
be at the center with planners asking:—who is learning,
what are the expected lessons from each task or phase of
the exercise, and how will performance and results be eval-
uated beyond purely technical ability?

We suggest a CDX design that adopts a multidimen-
sional approach. One that demands the application of a
wider cognitive repertoire and social-emotional aspects
to encourage and expand interdisciplinary thinking
(Spelt et al., 2017) in cyberspace operations. This can
lead to higher digital literacy (Ng, 2012) among training
audiences across competence levels. A critical reader
might think—there is no time or need to focus on so-
called “enjoyable” elements for participants, especially
from the perspective of smaller nations and teams where
they need to build interpersonal relationships and not
only follow military-style command lines—these effects
can bring eventually more positive effects when the
teams face and mitigate real threats.

This paper aims to start the discussion and support
the positions stated regarding the current status and how
to advance a CDX by incorporating social, emotional,
and cognitive aspects. We use experience gained from
two larger CDXs, Locked Shields' (LS) and Amber Mist’
(AM). We have been part of various CDXs and looked
at these from the perspective of a smaller nation where
multidisciplinarity is a key factor. We present a multidi-
mensional concept for developing and planning a CDX.
The article derives seven ingredients that are elementary
if a CDX is to meet the interdisciplinary and critical
thinking needs of defensive cyberspace operations.

Research Design and Methodology

We apply theory-building as it provides a framework for
analysis, facilitates the efficient development of the field,
and is needed for the applicability to practical real-world
problems (Gay & Weaver, 2011). As the mixed methods
approach allows switching between inductive and deduc-
tive reasoning (Gay & Weaver, 2011), we consider this
methodology relevant for the exploratory research of

novel aspects and developing the frameworks or
approaches. This work contributes to the theory in two
aspects: originality (incremental or revelatory) and utility
(scientific or practical) (Corley & Gioia, 2011).

Overall, we follow the design and methodology, which
contribute to providing practical knowledge and solutions
that can support implementing innovative approaches in
cybersecurity education, specifically in CDXs.

Context and Related Work
Types of CDXs

A multitude of variations of exercises that intend to
improve cybersecurity exists—tabletops, CTFs, simula-
tions, etc. (Ogee et al., 2015). This article focuses on
more complex team-based and defense-oriented exercises
with simulated opposing forces such as red (RT) and
blue (BT) teams, respectively. The main learning objec-
tives of these CDXs include advancing skills in network/
system hardening and defense, incident response, com-
munication, and teamwork (Brilingait¢ et al., 2020).
CDX structures have been adopted from confrontations,
defense simulations with gamification elements or simu-
lations of close-to-reality events. These exercises do not
only focus on learning but can also be used for testing
processes and procedures. Whether the primary purpose
is learning or testing, if an exercise is not realistic, chal-
lenging, relevant, and addressing participants’ emotional,
social, and cognitive needs, this can lead to a flawed
assessment of outcomes and waste valuable resources.

CDXs From Multidisciplinary Aspects

There is an abundance of research on interdisciplinary
educational approaches, generic and specific, for certain
domains. The relevant research includes a multidimen-
sional educational framework (Spelt et al., 2017) and six
dimensions of expertise—Subject matter, Situational
context, Interface tools, Expert identification,
Communication, Information flow paths (Garrett et al.,
2009). Some dimensions, such as communication exper-
tise, self-awareness, and expert identification, might also
be addressed through other methods, such as training
and team development (Nyre-Yu, 2021). The multidisci-
plinary or multidimensional approach is emphasized for
cybersecurity education (Berki et al., 2018; Blair et al.,
2019; Omar et al., 2018; Tsado, 2019) to ensure curricu-
lar foundations for the multidisciplinary cybersecurity
teams consisting of diverse cybersecurity experts.
However, this is emphasized at the curricula level and
appears not to be transferred to a CDX.

Recent academic literature about CDXs increasingly
emphasizes quality and focuses on learning aspects
(Brilingaite et al., 2020; Chowdhury et al., 2022;
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Hautamiki et al., 2019; Karjalainen et al., 2019, 2020;
Maennel, 2020; Mises et al., 2021; Seda et al., 2021).
Also, an emphasis on the cognitive processes such as
metacognition, self-regulation, coping strategies, com-
munication, and shared mental modeling (e.g., Knox,
Lugo, & Sitterlin, 2019) and various socio-cognitive
aspects on course design level (e.g., Cruz & Simdes,
2021) are emerging. However, the practical guides issued
by various organizations, including Mitre, ANSSI, and
ENISA, that discuss and provide guidance on how to
organize a CDX mostly lack psychological and educa-
tional aspects. The incorporation of “behavioral aspects”
starts to emerge, however, at a very high statement level.

Guidelines that tackle critical thinking aspects, inter-
disciplinary challenges, and a multidimensional approach
combining technical “hard” and “soft” ingredients, that
is, specific cognitive skills, emotional and social aspects
(Illeris, 2016), and how these are addressed in a CDX,
are not yet widely discussed.

CDXs From Social, Emotional, and Cognitive Aspects

In the following, we will discuss the social, emotional,
and cognitive components based on the well-known the-
ories relevant to the CDX context and build a founda-
tion for incorporating and evaluating a CDX.

The Social Component: Psychological Safety. The term psy-
chological safety (PS) describes a shared belief that the
team is safe for interpersonal risk-taking where team
members feel accepted and respected, that one will not be
punished or humiliated for speaking up with ideas, ques-
tions, concerns, or mistakes (Kahn, 1990). A shared sense
of PS in a team is a critical input to an effective learning
system and predicts engagement in quality improvement
work (A. Edmondson, 1999). Psychological safety is par-
ticularly needed in cross-disciplinary teams where status
differences matter and members representing a particular
area of responsibility may react defensively. Hierarchical
teams, in general, may experience it challenging to secure
psychological safety (Binyamin et al., 2018).

When implemented successfully, multiple empirical
findings provide evidence that PS improves chances to
successful organizational innovation (A. C. Edmondson,
2018). Teams are more likely to restructure, learn by trial
and error, access and utilize available competencies by
increased participation and engagement. A team with a
high level of PS allows for cross-monitoring and makes
problems apparent in an early stage, allowing for more
proactive decision-making based on trust in competence
rather than unambiguous empirical evidence. To reach a
sufficient level of PS requires a leadership that is based
on participatory or consultatory management—the
empowerment of team members to participate in

decision-making or at least be consulted (A. C.
Edmondson & Verdin, 2018).

Assessment of states of PS can be easily assessed via
validated self-reports such as the Psychological Safety in
the Workplace Questionnaire (PSWQ) (Carmeli et al.,
2009). The use of the questionnaire allows for initial
assessment as well as monitoring. It can point out areas
where resources are neglected due to insufficient PS lev-
els and thus point at necessary measures to be taken.

In the context of a CDX, PS can contribute to a lower
risk of missing relevant signals and interpretations in fol-
lowing network monitoring and sensemaking, contribut-
ing to novel perspectives on given problems, expanding
the repertoire of possible actions taken, and organizing
roles and allocations of responsibilities more effectively
in accordance with individual competencies. PS may also
contribute to factors relevant to technical performance,
such as intrinsic motivation via an increase in the sense
of social relatedness (see Self-Determination Theory,
SDT, for more details, Deci et al. (2017)). The particular
relevance of PS in the CDX context is the very nature of
problems posed in cyber defense, where available infor-
mation and the repertoire of technically possible counter-
measures are plentiful, but the problem’s nature as such
remains to a high degree ambiguity. Ambiguous threats
in cyber defense are characterized by a difficulty in attri-
buting meaning to “gray” signals, to an increased risk of
interpreting random signals as meaningful patterns, to
lack of the ability to determine the outcomes and success
probabilities of potential and technically feasible actions
(Canham et al., 2022). Ambiguous threats are particu-
larly prone to increase the likelihood of decision-making
biases such as misinterpretations of statistical probabil-
ities, and group think-based decision biases and other
cognitive fallacies (Roberto et al., 2006). PS has the
potential to increase the probability of available compe-
tencies allowing for a de-biasing of group decisions by
questioning unarticulated belief systems, providing alter-
native viewpoints and challenging implicit assumptions
or automatic tendencies.

The  Emotional ~Component:  Motivation by  Self-
Determination. Learning theories have long established
the connection between motivation and learning out-
comes. Where CDX participants are higher motivated,
they will perform better, are less likely to give up, engage
cognitively and generally invest more effort into collec-
tive or individual problem-solving. Particularly intrinsic
motivation is crucial for positive learning effects and sus-
tainable competence development. Intrinsic motivation
refers to doing an activity for its inherent satisfaction
rather than for some external and thus separable conse-
quence such as a reward, fulfilling a formal requirement,
or avoiding punishment (Reiss, 2004). Intrinsic
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motivation is more sustainable than extrinsic motivation,
which is based on rewards provided by others or the
avoidance of negative consequences for oneself. It pro-
duces individual skill development and generally better
learning outcomes. Efficient CDX should consider the
requirements for developing intrinsic motivation early in
designing an exercise. These requirements are laid out in
the empirically well-supported  Self-Determination
Theory (Deci & Ryan, 1985). SDT states that intrinsic
motivation results from fulfilling three basic psychologi-
cal needs: autonomy, competence, and relatedness. In
the context of CDX, autonomy refers to providing all
participants with appropriate options and choices to
make decisions and take risks in accordance with their
level of expertise. This includes the freedom to communi-
cate ideas, concerns and suggestions such as aberrant
viewpoints or critical statements (see the connections to
psychological safety) and a consultative or participatory
leadership style. A maximal (but appropriate and
responsible) level of autonomy strengthens intrinsic
motivation. In contrast, a reduction to tasks requiring
less reflective cognition and merely execution without
any involvement in decision-making elements results in a
decrease of intrinsic motivation and, thus, overall task
engagement and resulting learning outcomes.

The second element SDT spells out as a requirement
for intrinsic motivation is perceived competence. As
humans have the need to experience their contribution as
relevant and meaningful, positive, authentic, and accu-
rate feedback is a highly relevant contributor to motiva-
tion. It is worth mentioning that feedback should always
address the process and specific performance rather than
unchangeable personality traits. Where both granular
(task-specific) and cumulative feedback, that is, feedback
over skill development over a longer period or substan-
tial time span within an exercise, is given by authority
and perceived as authentic, positive effects on motiva-
tion, task engagement, and thus learning outcomes are
more likely. The effect of (positive) feedback is particu-
larly strong where the feedback is unexpected and not
part of a formal routine (Hattie & Timperley, 2007).

The third component of interest is the perceived relat-
edness (or: belongingness) of the individual with the task
and the team. This includes the perception of following a
shared goal with the team and being an appreciated and
relevant member of it. This perception can be reached
not only by feedback highlighting the relevance of a team
member’s contribution (regardless of formal rank and
qualification) but also by the aforementioned participa-
tory or consultative leadership style.

It appears evident that SDT shows close links with
the aforementioned concept of psychological safety (PS),
as both concepts require socially competent, that is,

prosocial, inclusive, and empathic leadership styles
(Coetzee, 2019). Leadership with awareness of the pre-
conditions of intrinsic motivation is thus a requirement
for the full exploitation of team competencies over time
and thus also in maximizing learning outcomes in CDX
(Zeng et al., 2020).

The Cognitive Component: Slow Education for Cognitive
Agility. Developing the social and emotional dimensions
at the human operator level is necessary to govern the
effects of own and adversarial cyber power. As cognitive
performance in these dimensions combines with technical
skills and digital competencies, the hypothetical outcome
is a superior level of cyber domain cognizance. However,
reaching this point is an effortful process that must begin
in advance of a CDX and likely requires novel pedagogic
methods combined with psychological techniques.

One approach that has been identified to improve
cognitive performance among cyber operators is Slow
Education (Knox, Lugo, Helkala, & Siitterlin, 2019).
This non-standards-based method favors intellectual
nuance over standardization and accountability common
to traditional educational models. Just as in other
domains of skill development, Slow Education in cyber
education and training relies upon mentoring processes
(Knox, Lugo, & Siitterlin, 2019) and re-thinking teaching
methods in order to scaffold the essential cyber hard
skills and the motivation to develop critical soft skills at
individual and team levels. A higher overall domain cog-
nizance can be understood as a contributing factor to
intrinsic motivation to work on hard problems and men-
tal resilience. The latter has been defined as a feature of
what it takes for an individual to achieve the highest lev-
els of proficiency (L. Ward et al., 2013).

Improving learners’ cognitive repertoire through the
integration of Slow Education techniques into a curricu-
lum’s pedagogic approach preceding a CDX can lead to
improved PS, metacognitive skill orientation, and a bet-
ter understanding of real-world events (Hannafin &
Hannafin, 2010) by creating a deepening knowledge of
the context of cyberspace operations. A pedagogic inter-
vention of this kind can support the development of the
cognitive strategies of self-regulation and reflective pon-
dering, both of which correlate with cognitive agility.
This is relevant for conducting cyberspace operations as
cognitive agility is understood as an individual’s meta-
cognitive strategy proficiency to meet objectives with
situational constraints (Turner et al., 2020).

The task characteristics of cyberspace operations
require effective coordination to ease constraints between
multiple agents and asset types (human, technical, tangi-
ble, and intangible) to deliver a performance edge.
Building domain cognizance requires individuals to be
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self-governing, open, flexible, and adaptable: the psycho-
logical characteristics of cognitive agility (Hutton &
Turner, 2019).

The ability of cyber operators and cyber leaders/deci-
sion-makers to find, apply, and deploy the appropriate
technological tools is reliant upon the sum of their indi-
vidual cyber domain cognizance. Without it, mainte-
nance of relevancy and communication of effects become
challenged, leading to potential catastrophic miscalcula-
tions. As such, cognitive skill development, training, and
testing during a CDX can be of particular use when deal-
ing with geo-political factors, legal and ethical limita-
tions/frames, strategic guidance, governance
mechanisms, and risk analysis based on tactical, opera-
tional, and strategic cyber power effects. Improving criti-
cal self-reflection for more accurate measurement and
monitoring of own and cyber-team performance relative
to actual performance or learning rate (P. Ward et al.,
2018) should be viewed as an essential training goal and

one that needs proactive academic investment. The use
of retrospective-timeline analysis as a tool to encourage
this cognitive process during a CDX can lead to adaptive
performance. This occurs when metacognitive skills and
reflective practice are facilitated immediately prior to,
midst, and on completion of work (Fadde & Klein,
2010).

Discussion and Analysis

Stakeholder Perspectives—Emphasis to the
Participants

At the center of a CDX are the participants. The organi-
zers aim to ensure the participants leave the exercise hav-
ing gained a valuable learning experience. However,
many stakeholders are involved in a CDX, and success
can be expressed and measured differently depending on
their perspective. In Figure 1, we have depicted the
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various stakeholder categories and their goals regarding
a CDX. The goals range from international/multi-sector
collaboration and advanced scenario design to testing
oneself and having a good time (in AM 2018, nearly
90% of BT members marked the latter in a multi-choice
question about their goals, and more than 90% said they
came to learn). Therefore, the success of an event varies
depending upon the stakeholder’s perspectives, for exam-
ple, successful play versus ambitions satisfied. Figure 1
distinguishes four stakeholder categories. Event owners
focus on demonstrating public-private partnership,
civilian-military collaboration, event scale and complex-
ity, and joint cyber-defense capabilities. Organizers and
leaders are responsible for the event implementation,
supporting proper advancement levels and engaging and
realistic scenarios. The red team (RT) extends the organi-
zers’ stakeholder category, as usually, it simulates adver-
saries based on the scenario design. But RT might have
specific goals related to offensive activities. CDX part-
ners (e.g., BTs, and entity representatives within other
teams) provide input to the event, which might imply
partner product promotion, impressive public view, or
demonstration of the partner team’s capacity. Finally, in
CDX, individual participants follow the order, perform
the duty, do tasks as a challenge or come to have a good
time by self-testing. Therefore, success for owners and
organizers might mean publicity and successful play,
respectively. Partners could aim to make a good impres-
sion and gain experience. Individual participants provide
positive feedback if they develop new skills or have satis-
fied ambitions because some identify the CDX as an
opportunity to learn. The stakeholder goals may be com-
peting, in some cases, they may be overlapping, and
often they do not keep actual training audience needs in
focus. Consequently, they may negatively impact partici-
pants’ experience and thus need to be balanced and their
impact considered from an emotional, social, and cogni-
tive view.

Shortcomings in the Existing Approaches

The existing approaches where the multidimensional
aspects, including multidisciplinarity and soft skills, are
ignored are insufficient and ineffective. We share experi-
ences based on the authors’ participation in CDXs,
including LS and AM, and draw on multidisciplinary
academic backgrounds to support our argument.

CDX and IT Curricula. A CDX brings together special-
ists (subject matter experts) from various IT domains—
for example, system administrators, network analysts,
and forensics experts, with experts from non-IT, but also
inter-related domains, for example, legal, business,
media. These experts may not have experienced a CDX

as part of their studies in their domain of interest and
expertise. Specifically, computing curricula, where IT
security is a critical element, do not provide a merged
view of multidisciplinary competencies in cybersecurity.

CDX Lack of Educational Relationships. A CDX can be
interpreted as a large-scale event that contains various
teams (defending, offending, organizing, etc.), of which
some may focus on defending (complex) systems allo-
cated to them, while others may focus on attacking those
systems, others maintaining the game infrastructure. It is
often a team-based and competitive event focusing on
time-to-fix or time-to-defend the problem or infrastruc-
ture. The setup is adopted from the Red versus Blue
teams’“training” competition drills with extensive techni-
cal support capabilities, observer controllers, and simula-
tion teams attached to the exercise. A CDX is often
organized by large national or international organiza-
tions with relationships to defense or police forces and is
vaguely supported by academia or applied education-
sourced methodologies. For example, an objective driv-
ing the overall focus of a CDX is on incident reaction
speed, that is, “Improving time management and prioriti-
zation.” Often, such an objective is measured in time, for
example, time to detect and time to mitigate. However,
doing something fast does not necessarily mean doing it
correctly. A time-constrained exercise design or unrealis-
tic time pressure goals may prove instead to be an obsta-
cle to learning and performance, for example, the wrong
behavioral model is learned in the CDX and applied in
real-life situations. The objective mentioned above
should focus not only on time aspects but also on pro-
ductive time usage, stress management, communication,
and application of others, performance improvement,
soft skills.

CDX Lack of Measurable Features, Especially for Soft
Skills. Typically, the training objectives are defined at a
high level, especially when talking about soft skills, for
example, “improve team communication” or “improve
inter-team collaboration,” and measurements are not
easy to carry out. Commonly used metrics are often sim-
ple technical ones, for example, time spent, number of
attacks mitigated, service availability, and other individ-
ual timed actions. However, there should be a shift to
measuring what we value as a qualitative result from
inter-person and inter-group communication (Maennel,
2020). Therefore, if the training aims to foster team com-
munication, we should start looking into communication
patterns among team members, analyze the multitude of
communication channels used, and if there are time
delays or possible miscommunications, we should come
to objective conclusions regarding why these happen.
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Individual and Team/Group Formation. The cybersecurity
environment is highly collaborative, involving many dif-
ferent roles and fluctuating team sizes. For very large-
scale CDXs, teams are usually formed only a few weeks
before the exercise and dissolve after the execution.
Selection of team members with various capabilities,
domain or system knowledge, and competencies is
encouraged. The team and their communications need to
be rebuilt each time the team (re)forms. However, refin-
ing the capabilities of an ad-hoc team would benefit pri-
marily the partners and team leaders but not so much
the individual participants. Team-based CDXs aim to
create an active environment and provide teams, and
individuals within teams, the opportunity to learn and
(safely) practice their skills and strategies. An individu-
al’s domain-specific competence (or lack of competence)
might cripple a team’s performance. However, in many
cases, teamwork can partially mitigate this negative
occurrence. Group learning supports the development of
critical thinking through discussion, clarification of
ideas, and evaluation of others’ ideas (Gokhale, 1995).
Learning is seen as something that can be aided by expe-
rience, and in many cases, this is true. But practice does
not make perfect, and it only makes it permanent. When
a team fails, the reasons need to be understood. Group
dynamics and group learning concepts play a crucial role
in understanding this.

Competition Versus Learning. Often the larger exercises
are seen as competitions, measurements, and assessments
of skill. There can be a mismatch when technical partici-
pants perceive a CDX as a learning event, while manag-
ers and leaders may see it as a competition. While scoring
can be a hygiene factor for skill improvement, it can also
be (in a game-based learning context) a vital component
for feedback. Even if scoring is anonymous, we could
experience “informal” leaderboards emerging; thus, well-
designed scoring methods that match learning objectives
are critical. However, finding the relevant metrics for
cognitive skills, and social and emotional elements is
challenging.

Multidimensional Approach for a CDX
Reasons for a Different Approach

Multidisciplinary approaches in cybersecurity education
have been talked about for many years, as they can facil-
itate critical and analytical thinking and good communi-
cation. Similar reasoning should expand to CDX.

How can we take a CDX to the next level to meet the
demands of the digital era and multidisciplinary setting?
Firstly, we need to address pedagogical and psychologi-
cal fundamentals. What can we realistically teach with
regards to advancing communication and other soft

skills, as well as addressing technical and transferable
skills aspect? Will these interventions lead to improved
actions and decision-making when implementing them
into daily routines after the exercise is completed?

Learning can be viewed as three interrelated dimen-
sions: content, incentive, and interaction, that is, the con-
tent to be learned involves the cognitive part of the
learning, the mobilization of energy involving the emo-
tional part of the learning, and interactions with the
environment involving the social part of the learning
(Illeris, 2016; Spelt et al., 2017), respectively. As a CDX
is a simulation and involves certain elements of gamifica-
tion, the principles of mechanics, dynamics, and emo-
tions (i.e., Mechanics, Dynamics and Emotions [MDE]
framework) apply (Robson et al., 2015) and support
cognitive-emotional viewpoints (Mullins & Sabherwal,
2020). CDXs offer the perfect training ground for devel-
oping skills in all these dimensions, with a significant
learning impact. For example, responding to a cyber crit-
ical incident can involve combining cognitive strategies
(technical skills of hardening networks or monitoring
networks and contributing to writing situation reports),
emotional appraisals (fearing the possibility of human
losses when mitigating attack on critical infrastructures),
and social interactions (being part of the team).

Multidimensional Approach Focusing on Social,
Emotional, and Cognitive Aspects

Building upon existing research (Illeris, 2016; Spelt et al.,
2017), it is possible to adopt a multidimensional
approach to a CDX. This task requires combining a
developed cognitive repertoire with emotional and social
dimensions. In addition, as a CDX often brings together
varying competence levels, we need to understand and
appreciate different learning foci. For example, a novice
may struggle with applying individual technical skills in
more complex incident response processes, while experts
who have mastered content (cognitive) aspects may focus
on social aspects, for example, building strong individual
connections with team members. Thus, for a novice,
there may be the need for a technical coach to support
skill development, while the expert might prefer the
availability of a socializing space for informal bonding.
When we look at the feedback from a CDX (several
years of AM execution), we can see trends covering cog-
nitive, social, and emotional aspects. The most frequent
items Liked and Disliked are categorized and presented
in Figure 2. For example, Environment is an umbrella for
a cozy atmosphere, organization, timely information,
and coffee breaks. These factors support the psychologi-
cal safety of the CDX participants. Coziness means time
to reflect on the stressful and intense gameplay and the
possibility to share insights with other participants. The
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Figure 3. Current multidimensional view to CDX.

category Collaboration includes collaboration within and
across teams and communication enabled by coffee time
and rules allowing/suggesting to reach other blue teams.
As for Unclear rules or Not enough training, participants
felt uncomfortable due to the information lack or differ-
ences between the rules of the game and routine proce-
dures, which led to some personal confusion. The social

and emotional needs seem to dominate the feedback
even though most trainees came to learn as reported in
the feedback.

The key activities are depicted in a multidimensional
approach (see Figure 3) that needs to span across stake-
holders’ goals and be incorporated within the CDX’s life
cycle. The figure shows team involvement in CDX
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Figure 4. Mapping the ingredients to the multidimensional approach for a successful CDX.

activities related to cognitive, social, and emotional
dimensions with exercise planning phases as circles. For
example, in the Identify phase, event owners emphasize
event objectives like fostering international communica-
tion (i.e., Social—Inter-team sub-dimension) or resilience
against attacks from the technical perspective (i.e.,
Cognitive—Hard sub-dimension). Typically, the latter is
a center for organizers and partners in this CDX phase.
In the Conduct phase, the participant focus spans from
Cognitive to Emotional due to a complex scenario, stress
factors, and personal objectives.

While the organizers may not necessarily be in of con-
trol the participants’ emotional, social, and cognitive
aspects and rather it is a responsibility of the participants
and teams and their representatives, the CDX owner(s)
and organizers/leaders should emphasize and provide
guidance how to achieve/strengthen these elements
throughout the CDX life cycle. Using the multidimen-
sional approach and balancing three dimensions (emo-
tional, social, and cognitive) would support expertise
levels (Garrett et al., 2009) building from novices to
experts and from individual to team level.

Putting in Practice: Ingredients for Incorporating Social,
Emotional, and Cognitive Aspects to CDX

CDXs should go beyond technical cybersecurity objec-
tives. The planning of a CDX requires a multidimen-
sional approach and significant consideration for the
training audience and their broader emotional, social,
and cognitive needs. Therefore, in order to support inter-
disciplinary critical thinking and expertise development
while incorporating social, emotional, and cognitive
access, we suggest the following ingredients for CDX
organizers to keep in mind. In Figure 4, we map the

recommendations onto the same space of skills and
CDX phases as in Figure 3. However, with numbered
ellipses, we highlight essential ingredients to be used that
span over dimensions independently of the CDX teams
involved.

Involve Experts From Different Domains. Research (Bell
et al., 2011) has shown repeatedly that diversity in disci-
plines and degrees of expertise increase a group’s perfor-
mance. Cross-domain communication is more
demanding, but trains participants in perspective-taking
and makes them more efficient in building situational
awareness. Behavioral and cognitive scientists may con-
tribute with insights regarding perceived difficulty,
decision-making and communication processes, and
defining human-factor-related learning outcomes.

Take Time to Know Your Audience. Emotional, cognitive,
and social elements need to be balanced and adjusted
based on the skill level of the training audience.
Technical attack modeling and non-technical dimensions
introduced to offer wider learning opportunities should
be tailored to ensure competencies and expectations are
met.

Reach and Keep the Individual at the Core. Organizers
should be aware of the various and differing objectives
and motivations, that the stakeholders bring with them.
Taking these various demands into account, facilitates
communication, cooperation, and overall motivation,
resulting in improved learning outcomes.

Pay a Special Attention to Human-to-Human Communication
Elements. Ad-hoc built teams of experts who are not
familiar with each other, and particularly teams
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containing explicitly or implicitly a strong hierarchical
gradient, perform less efficiently. Organizers should give
all participants the opportunity to communicate, even
though only briefly, and become acquainted outside of
the testing/training conditions. Even brief “ice-breaker”
events have been shown to improve cooperation in com-
plex problems through a facilitated and more open
exchange of potentially critical information.

Ensure Psychological Safety. One of the strongest single
predictors of team performance is “psychological safety.”
This concept describes a group’s positive attitude toward
the expression of individual opinions, even if they deviate
from the majority or can not yet be supported by data or
backed by formal qualifications. Questioning, criticizing,
and expressing doubts at an early stage of a problem and
regardless of the formal hierarchical position, provide the
team with additional information, more effective exploita-
tion of actually available competencies from within the
team, and increases the probability of pro-active decisions.
An atmosphere in which deviant perspectives and ways of
thinking are more likely are those led by leaders showing a
consultatory leadership style (rather than an authoritarian
or laissez-faire style), are typically characterized by cul-
tural and hierarchical diversity, and include persons with
diverse backgrounds in terms of expertise levels.

Stimulate Motivation of Participants. Motivation is a cru-
cial success factor for sustainable learning. While gamifi-
cation is a popular method to increase motivation, the
factors contributing to gamification-induced motivation
should be considered in order to maximize the effects.
Three factors should be fulfilled: Relatedness means that
the individual perceives his/her own goals as being at
least partially overlapping with the group’s goal.
Appreciation of effort by an important figure can con-
tribute to this impression. The factor of competence
means that a challenge is designed to create an individu-
ally demanding but manageable skill-challenge-ratio.
Finally, participants should be placed in an autonomy-
supportive environment, with the possibility to choose
their actions and take responsibility for them. With these
three factors given, the probability of sustained positive
motivation to perform increases, and so do the quantity
and quality of the learning outcomes.

Define Fair and Clear Assessment Strategy. Appropriate
assessment strategies can assist learning outcomes. In
traditional settings, post-hoc data collection or pre-post
comparisons suffer from hindsight bias, and valuable
information with relevance for the course of action gets
lost. Therefore, brief and minimally invasive assessments
of mental states, decision-making or perceived situa-
tional states (risk assessments, options on the table and

their perceived consequences) can contribute to a better
understanding of the causal relationships of observed
outcomes. Quick single self-assessment items can replace
time-consuming questionnaires and provide a better tem-
poral resolution of the obtained data and observations.

Assessment of the training audiences’ preparation
phase prior to exercise start should be factored in, and
one single After-Action Review (AAR) at the exercise
end may not be sufficient to capture multiple dimensions
of learning.

Conclusion

The CDX is a valued and critical component of cyberse-
curity education in academic and professional settings;
however, these are not realized to the full potential in the
current format. Due to the challenges of multidisciplin-
ary cybersecurity, the CDX needs to cater to various
individuals and teams to foster diverse skill development.
To achieve this, we need to think beyond technical
aspects. We deep-dived at the cognitive, social, and emo-
tional aspects (Illeris, 2016) and analyzed these specifi-
cally in the CDX context. Based on this analysis, we
derived seven ingredients that ensure the best combina-
tion to foster successful participation and learning in a
CDX and keep the individuals and teams at the core.
This balanced approach would help bring the CDX from
the primarily technical training focus to the next level,
where emotional, social, and cognitive learning needs are
also addressed, catered for, and measured as perfor-
mance indicators. Even though this paper used an exam-
ple of a large CDX, the same approach can be used for
other types of cybersecurity exercises, for example, table-
tops, CTFs, and simulations.
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