
N
TN

U
N

or
w

eg
ia

n 
U

ni
ve

rs
ity

 o
f S

ci
en

ce
 a

nd
 T

ec
hn

ol
og

y
Fa

cu
lty

 o
f I

nf
or

m
at

io
n 

Te
ch

no
lo

gy
 a

nd
 E

le
ct

ric
al

 E
ng

in
ee

rin
g

D
ep

ar
tm

en
t o

f I
CT

 a
nd

 N
at

ur
al

 S
ci

en
ce

s

M
as

te
r’s

 th
es

is

Sara Artang

E-Waste Tracker: A Solution to
Monitor E-Waste Recyling Process

Master’s thesis in Simulation and Visualization
Supervisor: Ibrahim A. Hameed
July 2023





Sara Artang

E-Waste Tracker: A Solution to Monitor
E-Waste Recyling Process

Master’s thesis in Simulation and Visualization
Supervisor: Ibrahim A. Hameed
July 2023

Norwegian University of Science and Technology
Faculty of Information Technology and Electrical Engineering
Department of ICT and Natural Sciences





i 

Abstract 
Electronic waste (e-waste) production is increasing at a pace that is unprecedented due to 

factors such as rapid technological advancements, changing consumer preferences, 

product obsolescence, and the growing number of non-repairable parts. They also pose 

significant environmental and health risks due to improper disposal and management. 

However, current e-waste management practices are insufficient, frequently providing 

incomplete coverage of a product's end-of-life (EOL) cycle, restricted access control, weak 

tracing mechanisms for missing items, and a lack of experimental validation. As a result, 

the ability to effectively track e-waste is essential for facilitating its long-term 

sustainable management. This thesis dives into the development and implementation of a 

novel end-to-end e-waste tracking platform aimed at addressing current e-waste 

management challenges and improving the existing e-waste management paradigm. 

This thesis proposes a tracking platform that uses QR code technology to uniquely identify 

each piece of e-waste, enabling real-time tracking by GPS technology across the entire 

waste management chain. The platform developed makes use of both web and cloud 

computing. It also offers a complete end-of-life (EOL) tracking solution for electronic 

products. The ability of the platform to track e-waste is just one of many features designed 

to increase accountability and trust among the numerous parties involved in the e-waste 

management chain. Other features include an easy-to-use interface, strong and secure 

data storage solutions, and user authentication systems to ensure security and privacy, all 

of which improve accountability and trust among the various stakeholders involved in the 

e-waste management chain. Furthermore, the platform emphasizes transparency by giving 

all relevant parties, including manufacturers, waste collectors, recyclers, and regulators, 

real-time access to data about the status and location of e-waste at every stage of the 

process, including collection, recycling, and disposal. 

The research also considers future challenges and developments, such as the potential 

integration of emerging technologies such as artificial intelligence, machine learning, and 

blockchain, to improve the platform's functionality and efficiency. As an example, 

incorporating blockchain technology improves the security and transparency of the tracking 

process by providing a tamper-proof and immutable record of all transactions associated 

with each device. This feature boosts stakeholder trust and confidence in the system and 

prevents illegal e-waste disposal. 

The dissertation includes a proof-of-concept platform implementation on the Azure cloud 

using cutting-edge web technologies. This demonstration highlights the system's feasibility 

and effectiveness in terms of high availability, user experience simplicity, and added 

security advantages in the field of e-waste management. The proposed platform represents 

a significant advancement in e-waste management, promising a more sustainable and 

responsible future in dealing with the growing e-waste problem. As we move forward, 

continual refinement and enhancement of the platform are necessary to align with evolving 

technological advancements and environmental needs. The study's findings and 

implications provide an insightful perspective for researchers, policymakers, and 

practitioners interested in e-waste management and contribute to the future achievement 

of a more sustainable and responsible approach to e-waste management. 
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Sammendrag 
Produksjonen av elektronisk avfall (e-avfall) øker i en hastighet som er uten sidestykke på 

grunn av faktorer som raske teknologiske fremskritt, endrede forbrukerpreferanser, 

produktets levetid og det økende antallet ikke-reparerbare deler. De utgjør også betydelige 

miljø- og helsefarer på grunn av feilaktig håndtering og styring. Imidlertid er dagens 

praksis for håndtering av e-avfall utilstrekkelig, og gir ofte ufullstendig dekning av et 

produkts livssyklus (EOL), begrenset tilgangskontroll, svake spormekanismer for 

manglende elementer, og mangel på eksperimentell validering. Som et resultat er evnen 

til å spore e-avfall effektivt avgjørende for å lette langvarig bærekraftig styring. Denne 

avhandlingen dykker inn i utviklingen og implementeringen av en ny ende-til-ende 

plattform for sporing av e-avfall, rettet mot å takle nåværende utfordringer med håndtering 

av e-avfall og forbedre det eksisterende paradigmet for håndtering av e-avfall. 

Denne avhandlingen foreslår en sporeplattform som bruker QR-kode-teknologi for å unikt 

identifisere hver del av e-avfallet, noe som gjør det mulig med sanntidssporing med GPS-

teknologi over hele avfallshåndteringskjeden. Den utviklede plattformen gjør bruk av både 

web og sky-databehandling. Det gir også en komplett løsning for sporing av elektroniske 

produkters livssyklus (EOL). Plattformens evne til å spore e-avfall er bare en av mange 

funksjoner designet for å øke ansvarlighet og tillit blant de mange partene som er involvert 

i kjeden for håndtering av e-avfall. Andre funksjoner inkluderer et brukervennlig 

grensesnitt, sterke og sikre datalagringsløsninger og brukerautentiseringssystemer for å 

sikre sikkerhet og personvern, noe som alle forbedrer ansvarlighet og tillit blant de 

forskjellige interessentene som er involvert i kjeden for håndtering av e-avfall. Videre 

legger plattformen vekt på gjennomsiktighet ved å gi alle relevante parter, inkludert 

produsenter, avfallsinnsamlere, gjenvinnere og regulatorer, sanntids tilgang til data om 

status og plassering av e-avfall i hver fase av prosessen, inkludert innsamling, gjenvinning 

og avhending. 

Forskningen vurderer også fremtidige utfordringer og utviklinger, som potensiell 

integrering av nye teknologier som kunstig intelligens, maskinlæring og blokkjede, for å 

forbedre plattformens funksjonalitet og effektivitet. For eksempel forbedrer integrering av 

blokkjedeteknologi sikkerheten og gjennomsiktigheten i sporeprosessen ved å gi en 

ugjennomtrengelig og uforanderlig post over alle transaksjoner knyttet til hver enhet. 

Denne funksjonen styrker interessenters tillit og tillit til systemet og forhindrer ulovlig 

avhending av e-avfall. 

Avhandlingen inkluderer en bevis-på-konsept-implementering av plattformen på Azure-

skyen ved hjelp av banebrytende webteknologier. Denne demonstrasjonen fremhever 

systemets gjennomførbarhet og effektivitet når det gjelder høy tilgjengelighet, 

brukeropplevelse enkelhet og ekstra sikkerhetsfordeler innenfor feltet e-avfallshåndtering. 

Den foreslåtte plattformen representerer en betydelig fremgang innen e-avfallshåndtering, 

og lover en mer bærekraftig og ansvarlig fremtid i å håndtere det voksende problemet med 

e-avfall. Som vi går videre, er kontinuerlig raffinering og forbedring av plattformen 

nødvendig for å justere med utviklende teknologiske fremskritt og miljøbehov. Studiens 

funn og implikasjoner gir et innsiktsfullt perspektiv for forskere, beslutningstakere og 

utøvere som er interessert i e-avfallshåndtering og bidrar til fremtidig prestasjon av en 

mer bærekraftig og ansvarlig tilnærming til e-avfallshåndtering. 
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Electronic waste, or e-waste, represents one of the most rapidly growing waste streams 

worldwide. The global generation of e-waste has been dramatically increasing due to 

technological advancement and the decreasing lifespan of electronic devices (Forti et al., 

2020). While e-waste poses significant environmental and health risks, it also presents 

opportunities for resource recovery and the transition to a circular economy (Kumar et al., 

2017). However, realizing these opportunities depends on effective e-waste management, 

which includes the proper collection, transportation, sorting, dismantling, and material 

recovery of discarded electronics.  

Globally, 53.6 million tons (Mt) of e-waste were generated in 2019, exceeding previously 

predicted figures. According to Forti et al., the volume of e-waste generated globally will 

exceed 74 million tons (Mt) by 2030 (Forti et al., 2020).  

 

Figure 1-1: Global trend of producing e-waste. 

However, the rate of recycling is not keeping up with the rate of e-waste production. 

Furthermore, the rate of e-waste generation is increasing, with a current rate of 3-5%. 

The amount of e-waste produced globally increased three times faster than the global 

population (Andeobu et al., 2021). 

1 Introduction  
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Figure 1-2: Global e-waste generated in 2019/per capita.  

(Forti et al., 2020) 

This is where this research as an e-waste tracking platform comes into play. E-Waste 

Tracker is a novel solution designed to monitor e-waste from collection to recycling. The 

platform aims to improve the traceability and transparency of e-waste management by 

leveraging advanced technologies such as QR codes, cloud computing, and geolocation. 

This study explores the development and implementation of the E-Waste Tracker, 

demonstrating its potential to improve waste management efficiency and contribute to 

sustainable development and long-term growth. 

1.1 Background and motivation  

The term "electronic waste" or "e-waste" refers to discarded electronic components and 

devices like computers, smartphones, televisions, and other consumer electronics (Baldé 

et al., 2017). In recent years, the production of electronic waste has increased at an 

unprecedented rate due to several factors, such as technological advancements, a sharp 

rise in the use of electronic devices, and shorter device lifespans (Forti et al., 2020). 
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E-waste contains toxic substances such as heavy metals, and incorrect disposal of 

electronic waste poses risks to ecosystems and human health. The risks posed by heavy 

metals and other hazardous chemicals leaking into the water and soil supply are highly 

dangerous to both human health and the environment (Lundgren, 2012). 

In addition, informal waste workers who process and disassemble e-waste are frequently 

exposed to dangerous substances in the absence of adequate safety measures, increasing 

the risk to their health (Grant et al., 2013).  

Given these worries, it is crucial to create efficient e-waste tracking and management 

systems to reduce the harmful effects of e-waste and enhance recycling and disposal 

procedures (Kiddee et al., 2013). By accurately tracking e-waste, stakeholders can make 

sure that discarded electronics are handled responsibly and in accordance with applicable 

regulations (Parajuly et al., 2019). 

The current project is an extension assignment from the previous semester's specialization 

course to develop a tracking platform, which is an effort to research and present the most 

cutting-edge technologies, as well as to develop a digital infrastructure for tracking 

systems. It will enable the government to collect, visualize, and analyze data from the 

platform, which will be combined with authentication and artificial intelligence 

methodologies to improve user assurance, facilitate decision-making, alleviate potential 

concerns, improve reliability and availability, and reduce annual illegal e-waste exports and 

misappropriation of valuable materials and information. 

1.2 Problem and scope 

Proper e-waste management and tracking have become increasingly important because of 

the rapid growth of electronic devices, their disposal, and the environmental and health 

risks associated with improper handling (Baldé et al., 2017; Bhutta et al., 2011; Kiddee et 

al., 2013).  

Although various e-waste tracking methods and technologies have been developed 

(Ongondo et al., 2011; Tiwari et al., 2018), many of them require specialized equipment, 

infrastructure, and technical knowledge. The complexity of current technologies, high 

implementation costs, and the need for extensive structure and infrastructure frequently 

make managing and tracking e-waste more difficult (Omondi et al., 2022; Shevchenko et 

al., 2019). These challenges can make it difficult for smaller waste management 

organizations and recyclers to implement e-waste tracking systems due to a lack of 

resources and expertise (Nowakowski et al., 2021). 

Another problem is the sensitive information kept on electronic devices, which can make 

users hesitant to dispose of their devices, resulting in an increase in e-waste rate (Abbas 

et al., 2021; Aziz et al., 2022). Stakeholders can encourage responsible e-waste disposal 

by developing a robust e-waste tracking system that ensures data security during the 

recycling and disposal processes (Khan & Ahmad, 2022). 

1.3 Research goals and question 

The main goal of this study is to develop and test an e-waste tracking platform that is easy 

to use, user-friendly, and cost-effective, especially for ordinary users, recyclers, and 

smaller-scale waste management organizations. This platform should be able to track e-

waste from collection to recycling or disposal and provide transparency and traceability to 

all stakeholders in order to improve the accuracy and efficiency of e-waste management. 
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The research questions for this study are: 

1. What are the essential features and functionalities needed for an efficient e-waste 

tracking platform, and how can they be implemented using readily available 

technologies like smartphones and QR codes? 

2. How do the efficacy, transparency, and traceability of e-waste management 

procedures change after the implementation of the proposed e-waste tracking 

platform? 

3. How can an e-waste tracking platform be developed to be a user-friendly, widely 

available, and cost-effective solution for e-waste management? 

4. What are the potential challenges and limitations of using the proposed e-waste 

tracking platform, and how can they be addressed? 

This research aims to contribute to the development of more efficient and sustainable e-

waste management practices by focusing on the platform's simplicity and accessibility. 

In order to answer this question, the research project will: 

• evaluate the drawbacks of current e-waste tracking methods as well as the potential 

benefits of cloud-based e-waste tracking systems and the simplicity of using QR 

codes for this purpose. 

• Create a platform for producing QR codes that are linked to e-waste location data 

and scanning them to update location data. 

• Examine the platform's accuracy and effectiveness in tracking e-waste. 

1.4 Thesis structure  

This research addresses the specific problem of a lack of efficient and accurate e-waste 

tracking systems. Existing tracking methods have flaws such as inadequate data quality, a 

lack of transparency, and vulnerability to fraud (Wang et al., 2013). Furthermore, because 

of the presence of valuable materials such as gold, silver, and copper, e-waste is frequently 

illegally exported to developing countries, posing additional environmental and health risks 

(Borthakur & Govind, 2017; Lepawsky, 2018). Finally, a cloud-based e-waste tracking 

platform can address these issues by providing an accessible, user-friendly solution that 

requires minimal investment in equipment and infrastructure (Conti & Orcioni, 2019; Das 

et al., 2020; Shevchenko et al., 2021). The platform can be easily implemented and 

adopted by various stakeholders involved in the e-waste management process by 

leveraging widely available technologies such as smartphones and QR codes (Fernandes et 

al., 2023; Rosário & Dias, 2023) 

The structure of this thesis is as follows: 

• Chapter 1- Introduction: Provides an overview of the research topic, background, 

motivation, problem and scope, research goals and questions, and thesis structure. 

• Chapter 2- Related Work: Reviews existing e-waste tracking methods and relevant 

technologies, highlighting gaps that this research aims to address. 

• Chapter 3- Theory Background: Provides an overview of the key concepts and 

technologies related to the e-waste tracking platform, including generating unique 

QR codes, tracking definition in programming, cloud-based technologies, 

geolocation technologies, relevant regulations and standards, data security and 

privacy, and existing e-waste tracking methods and technologies. 
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• Chapter 4- Methodology: Describes the development of the e-waste tracking 

platform, including the generation of QR codes and the scanning process, data 

storage technologies and methods, user authentications and authorities, and cloud-

based technologies. 

• Chapter 5- Results: Presents the results of the platform's development, testing, and 

evaluation, including challenges encountered and user feedback. 

• Chapter 6- Discussion: Analyzes the implications of the findings for e-waste 

management, compares the platform to existing methods, and addresses future 

challenges and developments. 

• Chapter 7- Conclusion: Summarizes the research findings, their implications for e-

waste tracking, and potential future research directions. 

 

Figure 1-3: The structure of thesis 

Chapter 1- 
Introduction

Chapter 2- 
Related Work

Chapter 3- 
Theory 

Background

Chapter 4- 
Methodology

Chapter 5- 
Results

Chapter 6- 
Discussion

Chapter 7- 
Conclusion
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This chapter provides a general overview of the published literature on e-waste tracking 

techniques, relevant technologies, e-waste management challenges, as well 

as applications, and existing solutions. This research aims to identify gaps in knowledge 

and practice that this research seeks to address.  

2.1 What is the e-waste? 

The word "electronic waste" (e-waste) is used when electrical and electronic equipment 

(EEE) reaches the end of its useful lifetime. In different parts of the world, e-waste is also 

referred to as WEEE (Waste Electrical and Electronic Equipment), electronic waste, or e-

scrap. The term "WEEE" refers to any electrical and electronic equipment (EEE) and its 

associated components that has been discarded or is intended for such disposal without 

the owner's intention of reuse (European Union, 2012).There are a total of 54 different 

product types that fall under the classification of e-waste, but they are categorized into six 

categories: large equipment, small equipment, temperature exchange equipment, screens 

and monitors, small information exchange equipment, and lamps (Forti et al., 2020). When 

users discard these items for disposal or recycling, they become 'waste' (Baldé et al., 

2015). 

2 Related work  
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Figure 2-1: The e-waste categories  

(Baldé et al., 2017) 

E-waste is categorized by the diversity of its constituent materials and the presence of 

both hazardous and valuable substances. On the one hand, e-waste frequently includes 

heavy metals like lead, mercury, and cadmium, and also organic pollutants such as 

polychlorinated biphenyls (PCBs), both of which pose serious environmental and health 

risks (Widmer et al., 2005). On the other hand, electronic waste includes precious metals 

like gold, silver, and palladium, and also base metals such as copper, aluminum, and iron, 

all of which can be recovered and reutilized (Tansel, 2017). 

Rapid advances in technology and diffusion, paired with a shorter lifespan of products, 

have resulted in an exponential increase in e-waste generation. The world generated 

approximately 53.6 million metric tonnes of e-waste in 2019, with this figure expected to 

increase to 74.7 million tonnes by 2030 (Forti et al., 2020). As a result, effective and 

efficient e-waste management is critical for both mitigating negative impacts and utilizing 

e-waste's valuable resources. 
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Figure 2-2: How the world managed e-waste in 2019.  

Illustration: © Global E-waste Monitor 2020 / UNU, UNITAR, SCYCLE / Nienke Haccoû 
(Forti et al., 2020) 

2.2 E-waste management and recycling processes  

There are several steps involved in the management of electronic waste, including 

collection, transportation, sorting, dismantling, and material recovery (Bakhiyi et al., 2018; 

Forti et al., 2020). Recycling e-waste is essential for minimizing environmental and health 

risks, conserving natural resources, and promoting a circular economy (Forti et al., 2020; 

Tansel, 2017). Only 17.4% of global e-waste was properly recycled in 2019 (Forti et al., 

2020; Van Yken et al., 2021), showing that recycling rates are still quite low globally. 

Measures implemented to improve global e-waste recycling (Ilankoon et al., 2018) have 

not been able to compete with the increased generation rate, as evidenced by the fact that 

the recycling rate has only slightly increased since the rate calculated in 2014 (17%) 

(Andeobu et al., 2021). The remaining 82.6% are either not recycled or are not formally 

tracked, leading to their sale on black markets and ultimate disposal in landfills (Forti et 

al., 2020; Li et al., 2013). Figure 2-3 presents the 2016 European countries' recycling 

rankings for electronic waste. 
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Figure 2-3: E-waste recycling percentage for the 28 EU countries in 2016  

(Shevchenko et al., 2019) 

A lack of consumer awareness, inadequate recycling infrastructure, and complex legislation 

all play a role in the low recycling rates (Golev et al., 2016; Ongondo et al., 2011). 

2.2.1 Collection  

The first step in recycling is called e-waste collection, which entails gathering electronic 

devices and components from a variety of locations, including homes, businesses, and 

collection points (Awasthi & Li, 2017; Grant et al., 2013). E-waste must be collected 

properly to ensure safe handling and to keep it out of the general waste stream (Kiddee et 

al., 2013). Figure 2-4 displays the continental distribution of e-waste generation and 

collection rates around the world in 2017. 
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Figure 2-4: E-waste generation structure and collection rates by continents.  

(a) E-waste generation global structure; (b) E-waste generation per inhabitant and 
collection rates by continents. (Shevchenko et al., 2019) 

2.2.2 Transportation  

Transportation of the collected e-waste to processing facilities is the next step (Kumar et 

al., 2017). The safe and effective transport of hazardous materials requires meticulous 

management of this process based on Basel Action Network (BAN) and Silicon Valley Toxics 

Coalition (SVTC) in 2002 (Jim Puckett & Asma Hussain, 2002). 
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2.2.3 Sorting  

Sorting e-waste entails categorizing electronic devices and components according to their 

type, materials, and recycling potential (Cucchiella et al., 2015). This procedure can be 

carried out manually or by automated systems such as sensor-based sorting technologies 

(Kaya & Kaya, 2019). 

2.2.4 Dismantling 

The term "dismantling" refers to the process of taking apart an electronic device by hand 

or using a machine in order to reuse valuable components like metals, plastics, and glass 

(Khaliq et al., 2014). This procedure calls for specialized knowledge and equipment in order 

to minimize the possibility of exposure to dangerous substances (Kaya, 2016). 

2.2.5  Material recovery 

Material recovery is the final step in the e-waste recycling process, which involves 

extracting valuable materials from e-waste using various techniques such as 

pyrometallurgical, hydrometallurgical, or bioleaching methods (Tezyapar Kara et al., 2023; 

Xavier et al., 2023; Zeng et al., 2018). Material recovery is critical to advancing the circular 

economy because it reintroduces valuable materials into the manufacturing process 

(Parajuly et al., 2019). 

According to the International Telecommunications Union (ITU), the total value of e-waste 

worldwide could be around 55 billion euros in 2016. Some sixty of the elements in the 

periodic table, including silver, palladium, and copper, can be recovered from electronic 

waste (Loesche, 2017). Figure 2-5 illustrates the global volume (in kilotons) and monetary 

value (in Millions of Euros) of electronic waste in 2016. 

 

Figure 2-5: Potential value and volume of raw materials in e-waste worldwide 2016 

2.3 Existing e-waste tracking methods and technologies  

The flow of e-waste has also been the subject of various studies. Some studies have 

attempted to quantify the transboundary movement of e-waste, (Breivik et al., 2014; Lee 
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et al., 2018; Lepawsky, 2015; Lepawsky & McNabb, 2010; Shinkuma & Huong, 2009; Q. 

Song et al., 2017; X. Song et al., 2017; Tong et al., 2018) while others have focused on 

the domestic flow of e-waste through tracking and tracing the flow of e-waste (Dwivedy & 

Mittal, 2012; Kahhat & Williams, 2012; Miller et al., 2016; Mishima et al., 2016; Veenstra 

et al., 2010; Yoshida et al., 2009).  

To effectively manage e-waste, it is necessary to embrace appropriate technological 

solutions that address the following aspects: 

• Transparency in the electronic waste movement 

• Extended producer responsibility (EPR) implementation 

• Traceability of e-products across their entire life cycle, from manufacturing 

to e-waste conversion to recycling back into raw materials. 

• Constructing appropriate channels for reaching out to e-waste 

• A sufficient number of recycling facilities and their connectivity to a 

technology-driven e-waste management system (Sahoo et al., 2021) 

According to the literature, it is clear that there is a gap in the field of electrical and 

electronic waste collection, particularly in regard to the use of track-and-trace technologies 

and smart collection systems (Alvarez et al., 2008; Kazancoglu et al., 2021; Martin & 

Leurent, 2017; Rada et al., 2013).  

E-waste tracking is critical for proper management and recycling processes. To track and 

monitor e-waste flows, various methods and technologies have been developed, including 

the use of electronic tracking systems, barcodes, radio frequency identification (RFID) 

(Dwivedy & Mittal, 2010), and blockchain technology (Kazancoglu et al., 2021). Despite 

advancements in e-waste tracking technologies, challenges such as data privacy and data 

security concerns, the need for standardization, and the integration of various tracking 

methods continue to exist (Alghazo et al., 2018; Kapoor et al., 2021; Khan & Ahmad, 

2022). 

2.3.1 Electronic tracking systems 

Electronic tracking systems are widely used to manage e-waste logistics, such as waste 

collection, sorting, and transportation. These systems typically make use of computer 

hardware and software components to manage and monitor e-waste flows throughout the 

recycling process. By doing so, they can help to streamline the recycling process and 

improve supply chain transparency (Grant et al., 2013; Khetriwal et al., 2009; McNeill et 

al., 2021; Ruponen, 2017). 

2.3.2 Barcodes and RFID technology 

In tracking systems, barcodes and RFID tags are commonly used to provide unique 

identifiers for individual electronic devices, allowing for efficient and accurate data 

collection. RFID technology has advantages over traditional barcodes, such as the ability 

to store more information and to be read from a distance without direct line of sight. RFID 

tags can be integrated into electronic products during the manufacturing process, allowing 

devices to be tracked throughout their life cycles. However, the high cost of tags and the 

requirement for specialized equipment can stymie RFID technology implementation 

(Condemi et al., 2019; Dwivedy & Mittal, 2010; Fernando & Jorge Jr, 2015; Namen et al., 

2014; Ruponen, 2017). 
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2.3.3 Blockchain technology  

Blockchain technology, which is a decentralized and distributed digital ledger system, has 

emerged as a game changer in a variety of industries, including e-waste management. By 

providing a decentralized, tamper-proof, and transparent platform for recording and 

sharing data, blockchain technology has emerged as a promising solution for improving e-

waste tracking systems. In e-waste management, blockchain-based systems can improve 

traceability, security, and data integrity. Several studies, including pilot projects and proof-

of-concept implementations, have proposed the use of blockchain technology for tracking 

e-waste (Abalansa et al., 2021; Dasaklis et al., 2020; Dua et al., 2020; Khan & Ahmad, 

2022; Sahoo et al., 2021). 

The term "blockchain" is shorthand for a digital ledger consisting of linked "blocks" that 

record transactions. Because each block is connected to the ones that came before and 

after it, the order of the blocks and the transactions they record cannot be altered. 

Importantly, because of its decentralized nature, blockchain technology is impervious to 

tampering, making it a reliable tracking tool (Tapscott & Tapscott, 2016). 

Blockchain technology can be used in the context of e-waste tracking to create a 

transparent and verifiable record of each piece of electronic waste, from its creation to its 

disposal or recycling. This is accomplished by assigning a unique identifier to each e-waste 

item, which is then stored in the blockchain. Each transaction (e.g., collection, 

transportation, and recycling) of this piece of e-waste is recorded on the blockchain as it 

moves through its lifecycle (Kshetri, 2018). 

The increased transparency offered by blockchain technology is one of the primary benefits 

when applied to e-waste tracking. Manufacturers, waste collectors, recyclers, and 

regulators are just a few of the parties involved in managing e-waste who have access to 

the same verifiable data about the lifecycle of an item. This openness can discourage 

improper handling, illegal dumping, or mismanagement of e-waste while encouraging 

responsible recycling methods. Traceability is another noteworthy benefit that blockchain 

offers. The relevant parties can use the blockchain to track the lifecycle of an e-waste item 

in the event of a dispute or regulatory investigation, providing a transparent and 

impenetrable evidence trail (Caro et al., 2018; Chaudhary et al., 2021; Khan & Ahmad, 

2022; Sahoo & Halder, 2020; Sahoo et al., 2021). 

However, incorporating blockchain technology into e-waste tracking is not without 

difficulties. Among the obstacles that must be overcome are technical barriers, high setup 

costs, and a lack of understanding of the technology. Furthermore, for blockchain-based 

tracking to be effective, it must be widely adopted by all stakeholders involved in e-waste 

management, which has not yet occurred (Mougayar, 2016). 

While blockchain technology offers exciting possibilities for e-waste tracking, more 

research and collaboration among various stakeholders is required to fully realize its 

potential and overcome the current challenges. 

2.4 Challenges in e-waste management  

In order to ensure effective and environmentally responsible disposal and recycling 

practices, there are a number of significant challenges associated with managing e-waste 

that must be addressed. Some of the main challenges are: 
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2.4.1 Volume and Complexity of e-waste 

The sheer volume of e-waste generated worldwide poses a significant challenge. As of 

2021, the world produces approximately 50 million tonnes of e-waste per year, a figure 

that is expected to rise due to rapid technological advancements and increased consumer 

demand for electronic devices (Forti et al., 2020). Aside from the volume, the complexity 

of e-waste presents an additional challenge due to the mixture of valuable materials like 

gold and copper, as well as hazardous substances like mercury and lead, which necessitate 

specialized processing techniques (Borthakur & Govind, 2017; Lepawsky, 2018; Parajuly 

et al., 2019). 

2.4.2 Complex technologies and Infrastructure Requirements 

The technological complexity of e-waste tracking systems may limit their adoption, 

particularly by smaller-scale waste management organizations that find it difficult to 

implement and maintain these systems. Regular customers may be put off by how difficult 

they are to use. Developing and maintaining a dependable and efficient tracking system 

necessitates a level of technical expertise that not all stakeholders have (Ismail & Hanafiah, 

2020; Khetriwal et al., 2009; Ongondo et al., 2011). 

Infrastructure requirements further complicate e-waste management efforts. Traditional 

e-waste management systems often require extensive infrastructure to support them, 

including collection and classification centers, transportation networks, waste processing 

facilities, and data management systems (Ongondo et al., 2011). The logistical and 

financial implications of such requirements can be particularly challenging for 

organizations, particularly in regions with underdeveloped infrastructure or limited access 

to resources or in developing countries that may already struggle with waste management 

issues (Sahoo & Halder, 2020). 

2.4.3 High implementation costs 

The financial challenges associated with the development and deployment of e-waste 

tracking systems can be expensive and act as a barrier for organizations with limited 

resources. The costs linked to purchasing equipment, training personnel, and ensuring 

compliance with regulations can be prohibitive, especially for smaller companies or those 

operating in developing countries with limited funding (Khetriwal et al., 2009; Wang et al., 

2013). For example, the cost of GPS (Global Positioning System) tracking devices for 

monitoring e-waste has been a concern for both recyclers and regulators (Breivik et al., 

2014). 

2.4.4 Regulatory and Compliance Issues 

Many nations have taken steps to curb the growth of electronic waste and profit from the 

advantages of this potentially valuable secondary resource. More than 2000 sections of 

legislation from more than 90 jurisdictions are currently in force worldwide to regulate the 

negative effects of WEEEs (Ilankoon et al., 2018). 

E-waste management is governed by a patchwork of international, national, and regional 

laws and regulations, making compliance a challenging issue. Even though the Basel 

Convention regulates the international transboundary transportation and disposal of 

hazardous wastes, e-waste illegal trafficking continues to be a major problem (Forti et al., 

2020). It can be difficult to ensure that electronic waste is processed in accordance with 

these regulations, especially in countries with less strict environmental 

regulations (Lundgren, 2012). 
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2.4.5 Environmental and health risks 

The environmental and health risks related to improper handling of e-waste are remarkable 

concerns in e-waste management. Environmental pollution is one of the side effects of not 

properly managing e-waste for disposal. It can lead to hazardous substances such as heavy 

metals and toxic chemicals leaching into the soil and water systems. Furthermore, 

individuals involved in informal recycling processes may face serious health risks as a result 

of exposure to these harmful substances (Baldé et al., 2017; Kiddee et al., 2013). Valuable 

materials are also lost due to informal recycling because individuals who recycle lack the 

technology to effectively recover these materials (Parajuly et al., 2019).  

Another issue is the storage of waste from electrical and electronic equipment (WEEE) by 

residents, which may pose risks if not appropriately removed from households 

(Nowakowski et al., 2021).  

2.4.6 Data Security 

Electronic waste, or e-waste, can be dangerous because of the private or confidential data 

of people or corporate it may contain. According to Abbas et al. (2021), a significant barrier 

to the safe disposal and destruction of data is the possibility that sensitive information 

could be compromised as a result of improper handling of electronic waste (Abbas et al., 

2021). 

2.4.7 Lack of Awareness  

Despite the risks associated with improper e-waste disposal, consumers are not sufficiently 

aware of the value of good e-waste management. E-waste frequently gets mixed up with 

regular household trash due to this ignorance, entering the general waste stream without 

being properly treated (Ongondo et al., 2011). 

Addressing these challenges is crucial for creating more effective and sustainable e-waste 

management systems. 
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3.1 Generating Unique QR Codes 

A Quick Response (QR) code is in the category of a two-dimensional barcode. Denso Wave, 

a Toyota subsidiary, invented the first practical QR code in Japan in 1994 for the 

automotive industry (Wave, 2010). QR codes have a significant advantage over traditional 

barcodes in that they can store much more data, such as URL links, geo coordinates, and 

text (Petrova et al., 2016). These characteristics have increased their popularity in a 

variety of fields, including waste and e-waste tracking (Aparna et al., 2021).  

 

Figure 3-1: A sample of QR code 

To produce a unique QR code, a piece of data (also known as a data string) must first be 

generated. This data string usually includes a unique identifier or information regarding 

the object to which the QR code is attached. QR codes can be generated using various 

software and hardware tools, and they can be customized to include specific information, 

such as the manufacturer, model, and serial number of the device (Dutson, 2013). 

Then they can be widely used in e-waste tracking systems to create a unique identifier for 

each electronic device, which allows the device to be tracked throughout the recycling 

process. In the case of e-waste tracking, for example, the data string could consist of 

information about the type of e-waste, its brands, its weight, and its origin. Once the data 

string has been generated, it is converted into a QR code using a QR code-generating 

algorithm. There are several open-source libraries available that can be used to generate 

and decode QR codes, including ZBar and ZXing (Jang, 2012; Widaningsih & Suheri, 2021). 

The resulting QR code is a square black-and-white matrix that can be read by a QR code 

reader, typically found on smartphones, to reveal the data stored within. E-waste can be 

tracked from the time it is collected until it is disposed of or recycled by using QR codes in 

this; (Xu et al., 2021). 

The generated codes can then be printed onto labels, stickers, or other materials and 

attached to the corresponding item or location. By scanning the QR code, the item or 

location can be easily identified and tracked. 

3 Background theory 
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The Python code below generates a unique QR code for each device in an inventory. The 

code generates a QR code with a unique ID and device information. It is important to note 

that the data structure (e.g., device_id, device_type) can be modified to meet the needs 

of the inventory and tracking system. This code makes use of a hypothetical list of device 

data and a simple data structure. This information would be retrieved from actual inventory 

or asset management systems in real-world applications. 

import qrcode 

 

# List of devices in the inventory (for demonstration purposes) 

devices = [ 

    {'device_id': '123', 'device_type': 'PC'}, 

    {'device_id': '456', 'device_type': 'Laptop'}, 

    {'device_id': '789', 'device_type': 'Monitor'}, 

    # add more devices as needed... 

] 

def create_qr(data): 

    # Create QR code instance 

    qr = qrcode.QRCode( 

        version=1, 

        error_correction=qrcode.constants.ERROR_CORRECT_H, 

        box_size=10, 

        border=4, 

    ) 

    # Add data to the QR code 

    qr.add_data(data) 

    qr.make(fit=True) 

 

    # Create an image from the QR Code instance 

    img = qr.make_image(fill='black', back_color='white') 

 

    return img 

 

# Generate a QR code for each device 

for device in devices: 

    data = f"ID: {device['device_id']}, Type: {device['device_type']}" 

    img = create_qr(data) 

    # Save the QR code as an image file 

    img.save(f"QR_{device['device_id']}.png") 
 

This script develops a unique QR code for each device and saves it as a.png image. To 

keep track of the generated QR codes, the image's filename corresponds to the device_id. 

The code on this platform follows a similar pattern, utilizing the.NET framework. 

3.2 Tracking Definition in Programming 

Tracking is a term used in programming and computer science to describe the action of 

continuously following or monitoring a subject or object. Depending on the circumstances, 

this can be accomplished in a variety of methods. Tracking, for example, is frequently used 

in web development to refer to the practice of monitoring a user's interactions with a 

website, often for analytics or personalization purposes (Spiekermann et al., 2001; Uchida 

et al., 2011). 

Tracking in programming refers to the process of monitoring the location and status of 

objects throughout the entire process. Tracking can be accomplished via the use of 

different technologies such as GPS, RFID, and barcode scanning (Chanda, 2019; Dash, 

2012; Li et al., 2015). Tracking can also be integrated with other systems, such as 
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inventory management systems, to provide real-time data on device location and status 

(Mourtzis et al., 2016; Ning et al., 2016). 

Tracking in the context of an e-waste tracking system consists of logging and updating the 

location and status of e-waste items as they move through the waste management 

process. A combination of hardware (such as sensors or scanners), software (to process 

and store tracking data), and network infrastructure (to transmit data between devices 

and servers) is typically used. 

Tracking in programming frequently involves a variety of algorithms and data structures, 

depending on the system's requirements. Tracking systems, for example, may use 

databases to store tracking data, with database operations carried out using SQL 

(structured query language) or similar technologies. Furthermore, tracking systems may 

use graph theory or spatial data processing algorithms to calculate optimal transportation 

routes or to perform other location-based calculations (Reddy, 2018). 

A basic tracking system may include functions for adding, viewing, and updating item 

status. For illustrative purposes, you can see a simplified example using C# and a basic 

Console Application. Please keep in mind that a real-world system would be much more 

complex, with databases, user interfaces, error handling, security measures, and so on, all 

of which have been considered in the proposed platform. The proposed e-waste tracking 

platform's tracking functionality has been implemented in this thesis using QR codes, 

geolocation technologies, and cloud-based technologies. The platform provides users with 

real-time tracking data, improving transparency and accountability in e-waste 

management. 

using System; 

using System.Collections.Generic; 

class Program 

{ 

    static void Main(string[] args) 

    { 

        EWasteTracker tracker = new EWasteTracker(); 

        tracker.AddNewItem("Device 1", "Location 1"); 

        tracker.UpdateItem("Device 1", "Location 2"); 

        foreach (var item in tracker.GetItems()) 

        { 

            Console.WriteLine($"Device ID: {item.Id}, Location: 

{item.Location}"); 

        } 

    } 

} 

class EWasteItem 

{ 

    public string Id { get; set; } 

    public string Location { get; set; } 

} 

class EWasteTracker 

{ 

    private List<EWasteItem> items; 

    public EWasteTracker() 

    { 

        items = new List<EWasteItem> (); 

    } 

    public void AddNewItem(string id, string initialLocation) 

    { 
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        EWasteItem item = new EWasteItem { Id = id, Location = 

initialLocation }; 

        items.Add(item); 

    } 

    public void UpdateItem(string id, string newLocation) 

    { 

        EWasteItem item = items.Find(i => i.Id == id); 

 

        if (item != null) 

        { 

            item.Location = newLocation; 

        } 

    } 

    public List<EWasteItem> GetItems() 

    { 

        return items; 

    } 

} 

In this example, we have an "EWasteTracker" class that manages a collection of 

"EWasteItem" objects. Each "EWasteItem" represents a tracked e-waste item and has a 

unique "ID" and "Location". 

"EWasteTracker" presents methods for adding new items (AddNewItem), updating existing 

item locations (UpdateItem), and viewing all items (GetItems). The "Main" function in the 

"Program" class shows how to use these methods to track e-waste items. 

It's important to keep in mind that this is an extremely simplified example. A real-world 

system would be much more complex, addressing issues such as concurrency, data 

persistence, error handling, security, and more. 

3.3 Cloud-Based Technologies 

Researchers and developers in the software industry have both taken notice of the cloud 

computing trend because of its potential. Cloud computing is a low-cost, scalable, and 

adaptable computing environment that enables remote access to shared resources. The 

term "cloud computing" refers to a computing model that delivers this service as a 

commodity to satisfy the regular requirements of businesses. Delivering software, 

hardware, and data storage over the Internet is what's known as "cloud computing" (Buyya 

et al., 2013). “Software as a service (SaaS), platform as a service (PaaS), and 

infrastructure as a service (IaaS) are the three delivery model categories for cloud 

computing services. Cloud service models can be seen in Fig. 2 “(Abd Elmonem et al., 

2016). 
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Figure 3-2: Cloud service models  

(Abd Elmonem et al., 2016) 

SaaS (Software as a Service) is aimed at the end-user or business. It is concerned with 

the distribution of software applications to multiple users via the Internet. Platform as a 

Service (PaaS) is the delivery of middleware that includes tools, services, and platforms 

aimed at software developers in order for them to create SaaS applications. Infrastructure 

as a Service (IaaS) is the delivery of computing power to administrators via hardware and 

software. The company pays for what it needs and expands its usage as its business 

grows.(Abd Elmonem et al., 2016) 

Instead of keeping information on a computer or server at home, cloud-based technologies 

keep everything online. In the context of e-waste tracking systems, this technology offers 

many benefits, including accessibility, scalability, cost-effectiveness, and real-time data 

sharing (Mell & Grance, 2011).  

Tracking systems have also made use of cloud-based technologies in many different 

industries. The use of cloud computing, for instance, has enhanced logistics management 

and enabled real-time tracking of goods in supply chain management (Gammelgaard & 

Nowicka, 2023; Yenugula et al., 2023) . In a similar vein, cloud-based systems have been 

adopted by the healthcare industry for patient monitoring and data management (Iranpak 

et al., 2021; Xu et al., 2017); Transport monitoring has used this tracking method in 

various aspects (Arthurs et al., 2021; Priyanka et al., 2021). 

Cloud-based technologies, as previously stated, are internet-based computing systems 

that enable users to store and access data remotely.  In e-waste tracking systems, cloud-

based technologies can provide a platform for storing and managing data related to the 

recycling process, such as the location of electronic devices, the status of the recycling 

process, and the amount of e-waste generated. Cloud-based technologies can also provide 

real-time data on the location and status of devices, which can improve the recycling 

process's efficiency and transparency (Kang et al., 2020; Vincent Wang et al., 2015; Zhang 

et al., 2010). 

Cloud-based technologies can be used in the context of e-waste tracking to store, process, 

and share data on e-waste collection, transportation, recycling, and disposal. These 

technologies can improve transparency and accountability in e-waste management by 

providing real-time access to this data (Rong et al., 2013). 

https://www.sciencedirect.com/topics/computer-science/cloud-service-model


30 

Cloud-based technology, like all technologies, has advantages and disadvantages. The 

most significant opportunity provided by cloud computing is the ease of access to advanced 

computing resources without the need for upfront infrastructure investment. When 

compared to setting up and maintaining their own computing infrastructure, SMEs (Small 

and medium-sized enterprises) can benefit greatly from cloud computing (Mell & Grance, 

2011). Furthermore, cloud computing allows organizations to easily adjust their computing 

needs in response to changing requirements. In the rapidly changing field of e-waste 

management, this adaptability is of the utmost significance (Kumar & Vidhyalakshmi, 

2012). Finally, using cloud computing in e-waste tracking platforms can improve data 

sharing and collaboration among various stakeholders. The ability to access and update 

data in real-time from any location can significantly improve e-waste management 

processes' efficiency and transparency (Dey et al., 2022; Gopalakrishnan et al., 2020). 

Despite its numerous advantages, cloud computing does pose some challenges. One of the 

primary concerns when using cloud services is data security. As sensitive data is moved to 

the cloud, ensuring its security against unauthorized access and breaches becomes 

increasingly important (Ren et al., 2015). Another issue is data privacy. When storing and 

processing data in the cloud, organizations must ensure that they comply with all relevant 

privacy regulations, which can be especially difficult when operating across multiple 

jurisdictions (Svantesson & Clarke, 2016). Finally, when data is stored on cloud servers in 

different countries, the issue of data sovereignty can arise, raising concerns about 

jurisdiction and control over the data. When selecting cloud service providers, businesses 

must be aware of these legal implications (Janssen & van den Hoven, 2015). 

3.4 Geolocation Technologies 

The process of determining or approximating the geographic location of an object is called 

geo-positioning, geo-tracking, geo-localization, geolocating, geolocation, or geo-position 

fixing. Positions can be expressed in terms of bearing and range from a reference point in 

addition to geographic coordinates (such as latitude and longitude) in a specified map 

datum produced by geo-positioning. In this way, a street address or other meaningful 

location can be determined from a set of coordinates. Some uses of geolocation technology 

include internet geolocation (the process of determining the physical location of an 

internet-connected device), mobile phone tracking, and animal geo-tracking (the inference 

of the location of animals) (Gentile et al., 2012). 

Due to the widespread incorporation of digital location or “geolocation”, as it is more 

commonly known, with web content, services, and interfaces, has become an integral part 

of the design, logistics, and organization of digital platform interfaces, utilities, and 

affordances. Users add location data to their social media posts in a variety of ways, 

including using geocoding for tweets and Snapchat's Geo-filters. Digital map data and geo-

logistics are the backbone of ride-hailing platforms like Uber and Lyft, powering everything 

from in-route navigation to real-time driver tracking to the identification of riders' pick-up 

and drop-off locations. Tinder is a dating app that lets users narrow their search for a 

romantic interest to a specific radius. The short-term rental listings on Airbnb (an online 

marketplace) are presented in a map-based interface. An entire subset of the data broker 

industry has emerged to scrape, mine, repackage, analyze, and sell digital location data, 

particularly that collected from mobile devices (Leszczynski, 2019). 

Geolocation technologies, such as GPS and RFID, can be used to track the location of 

electronic devices during the recycling process. GPS can provide real-time data on the 

location of devices, while RFID can be used to identify and track devices as they move 
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through the recycling process. Geolocation technologies can help to improve the accuracy 

and efficiency of e-waste tracking systems, which can lead to more effective e-waste 

management. Latitude and longitude (lat/long) coordinates are used in geolocation, which 

is the process of gathering this information. 

Technologies based on geolocation are essential for real-time monitoring. Many sectors, 

ranging from navigation and surveying to monitoring and surveillance, rely heavily on 

geolocation technologies. They make it possible to track the location of a specific device, 

object, or person. They provide the ability to determine the exact location of a tracked 

object using information about the device's geographic location, such as a smartphone. 

The Global Positioning System (GPS), Internet Protocol (IP) addresses, and radio frequency 

identification (RFID) will be discussed in detail below.  

3.4.1 Global Positioning System (GPS) 

Whenever there is a need for accurate time and location data anywhere on or near Earth, 

regardless of atmospheric conditions, the Global Positioning System (GPS), which is a 

space-based and/or satellite-based navigation system, can be used. Because it functions 

autonomously and does not require the user to transmit any data, GPS is a trustworthy 

and independent system for determining locations. There are approximately thirty 

satellites in the system, and they orbit the Earth at a distance of about 20,000 kilometers 

(Milner, 2016). These satellites broadcast microwave signals that are decoded by GPS 

receivers on the Earth's surface and give accurate and reliable time, velocity, and 

geographical coordinates. 

 

Figure 3-3: Simple GPS overview (Appendix 1) 

In the context of e-waste tracking, as e-waste travels through the disposal process, GPS 

may supply accurate location data. This information can be used to track the movement of 

electronic waste and guarantee its proper handling and recycling (Bajaj et al., 2002; Lee 

et al., 2018). 

3.4.2 Internet Protocol addresses (IP Address) 

Each electronic device that uses the Internet Protocol (IP) on a network is defined by a 

unique numeric label that serves as its identifier. Internet Protocol (IP) addresses are given 

to devices by the Internet Service Provider (ISP) when they connect to the web. While IP 

addresses can be used to approximate a device's location, they are typically less accurate 
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than GPS because they can only provide an estimate of the region based on how the 

network is configured and set up (Stone, 2000). 

In the context of e-waste tracking, when GPS data is unavailable, IP address-based 

geolocation can be used as a fallback mechanism for the e-waste tracking platform. Even 

if GPS data cannot be obtained, this approach can help maintain a continuous record of 

the e-waste's journey (Fathi et al., 2022). 

3.4.3 Radio-Frequency Identification (RFID)  

RFID (Radio-Frequency Identification) tags attached to objects are automatically identified 

and tracked using electromagnetic fields. An RFID system is made up of two fundamental 

components: a tag and a reader. The tag, which can be attached to an object, contains 

information that has been electronically stored. The tags store information electronically, 

which can include location data. In contrast, the reader emits radio waves that cause the 

tag to respond with the information encoded in it (Xiao et al., 2007). 

 

Figure 3-4: A simplified RFID system 

(Jechlitschek, 2006) 

RFID stands among the most significant identification technologies. Its technology is based 

on wireless communication, specifically radiofrequency waves, between an object-attached 

tag and an interrogator. This system makes product identification easier than with other 

methods, such as barcodes. RFID tags, for instance, can be inserted into boxes or 

containers, injected into animals, or embedded in any object, like passports, because they 

don't require visual contact.  

Although barcodes have limited capabilities when compared to RFID, they remain on the 

market at the expense of RFID due to their current cost. Despite this, RFID systems are 

becoming increasingly popular in a wide range of industries. Over 3000 known use cases 

exist, ranging from logistics and identification to toll roads and pharmacy to item, pallet, 

and animal tracking (Bibi et al., 2017). 
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RFID technology provides an additional or alternative tracking mechanism for the proposed 

e-waste tracking platform. RFID tags can be attached to e-waste to track it even when it 

is not in range of GPS satellites or an IP-enabled network (Li et al., 2017). 

3.5 Relevant Regulations and Standards 

Many nations have taken steps to curb the growth of electronic waste and profit from the 

advantages of this potentially valuable secondary resource. More than 2000 sections of 

legislation from more than 90 jurisdictions are currently in force worldwide to regulate the 

negative effects of WEEEs (Ilankoon et al., 2018). In the past, environmental protection 

was the driving force behind most regulations and strategies, but nowadays, human health 

concerns are at the forefront of most management strategies (Thakur & Kumar, 2022). 

Table 1 lists some of the international groups and initiatives that have advanced the cause 

of proper monitoring and recycling. Each of these groups is working together to inform 

consumers and investigate potential e-waste management solutions (Patil & Ramakrishna, 

2020; Thakur & Kumar, 2022). 

Initiatives  Key features 

Basal convention  Endorsed in 1992 to avoid exportation of hazardous 

waste from producer countries. 172 nations stand by 

the agreement but US does not ratify the treaty 

Bamako Convention  Aimed to restrain the import of e-waste more 

stringently than Basel Convention. Applied in African 

Union nations from 1998 

EU WEEE Directive In 2007 all the EU members adopted the system with 

initiation of takeback approach for 10 groups of 

electrical things 

Restriction of Hazardous 

Substances Directive (RoSH)  

Enforced along with EU WEEE, particularly aimed to 

restrain the use of hazardous substances. also validated 

by various nations, counting China and India as well 

Solving the E-waste Problem 

(StEP)  

Initiated in 2007 by UN agencies to promote reusability 

of the recycled components to limits the waste 

generation 

3Rs (Reduce, Reuse, Recycle)  Initiated by Japan. Work to prevent e-waste generation. 

Allows exportation to other countries for remanufacture 

and recycling. Convicting the goal of Basel Convention 

treaty 

US State laws and the Responsible 

Electronic Recycling Act (HR2284)  

25 states of US, imposed with the law. HR2284 is 

anticipated to control e-waste exportation. This law 

enforcers assembly and reprocessing of e-waste via 

stipulating deposits from consumers 

US NGOs—Basel Action Network 

(BAN), Silicon Valley Toxic 

Coalition (SVTC), Electronics Take-

Back Coalition (ETBC)  

These three acts work to promote the “Basel Ban” 

amendment for restrictive transborder exportation. 

Enhance general e-waste assortment and reusing 

programs 
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National Strategy for Electronics 

Stewardship (NSES), US 

Focus to limits the use of harmful substance Improve 

the handling and management strategies of e-waste in 

the US or reduce their harmful impact in other nations 

International Environmental 

Technology Centre (IETC) 7– UNEP  

Strengthen utilization of environmentally suitable 

technologies in developing nations on waste 

management 

Global e-Sustainability Initiative 

(GeSI)  

Focus to engage Information and Communication 

Technology (ICT) companies, industries and 

organizations to concern e-waste management 

Table 3-1: Initiatives for e-waste regulation and legislation 

(Thakur & Kumar, 2022) 

3.6 Data Security and Privacy 

Data security and privacy are two fundamental aspects of the digital world, ensuring that 

individuals' and entities' information is protected from unauthorized access, disclosure, 

alteration, or destruction. With an increasing amount of data being stored and processed 

electronically, maintaining data security and privacy has become paramount. This section 

delves into the theoretical background of these concepts. 

3.6.1 Data Security 

The measures, protocols, and strategies put in place to prevent modification, destruction, 

or unauthorized access to data are referred to as data security. It covers a wide range of 

technologies, devices, and practices aimed at protecting data from breaches, leaks, or 

hacks (Anderson, 2020). Data security techniques include encryption, which involves 

converting plaintext data into unreadable ciphertext using a key; access controls, which 

limit who can access certain data; and authentication, which verifies a user's identity before 

providing data access. Firewalls are used alongside intrusion detection systems (IDS) to 

monitor and restrict network traffic (incoming and outgoing data) based on established 

security policies (Stallings & Brown, 2018). 

3.6.2 and Privacy 

Data security deals with keeping data safe from intruders and external threats, while 

data privacy is related to the lawful and fair treatment of data, especially personal data. 

Information security includes all phases of data lifecycle management, from collection to 

disposal. To protect individuals' privacy, it mandates that organizations treat sensitive 

data with care (Petrescu & Krishen, 2018). 

Legislation such as the California Consumer Privacy Act (CCPA) of the United States and 

the General Data Protection Regulation (GDPR) of the European Union protect individuals' 

right to privacy in their personal and private data. Consent must be obtained prior to data 

collection, individuals must be informed of how their data will be used, and individuals 

must be given the means to access, modify, or delete their data (Schwartz & Solove, 2011). 
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The purpose of this dissertation study is to develop a robust and reliable e-waste tracking 

platform that can address the current challenges in the e-waste management sector. A 

qualitative review of the literature on e-waste, its tracking system, and the theoretical 

background of each component of the system had been completed prior to this chapter. 

In-depth research was conducted on use cases for tracking system implementations. The 

research methodology can be seen in figure 4-1. 

 

Figure 4-1: The research methodology 

The updated figure 4-1 in this chapter depicts the research methodology, which represents 

the steps taken in the development of the e-waste tracking platform. The figure serves as 

a visual roadmap, highlighting the key stages and providing the reader with an immediate 

understanding of the processes involved in the development of this complex system. The 

role of expert consultation is also illustrated, emphasizing their significant contribution to 

developing the architectural framework of the e-waste management tracking system. 

Overall, the revised figure (Figure 4-2) serves as a comprehensive visual guide that 

describes the detailed journey of the e-waste tracking platform's development. 

4 Methodology  
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Figure 4-2: The revised project methodology 

This chapter describes the methodology used to develop this platform, from the initial 

stages of QR code generation and scanning to advanced aspects such as data storage 

methods, user authentication, and cloud-based technology implementation. Every step is 

described in detail. Furthermore, the framework emphasizes the iterative and cyclical 

nature of the process, focusing on the system's continuous refinement and improvement. 

Experts' ideas and consultation were considered in developing the architectural framework 

for tracking e-waste management implementation. The architectural framework for 

tracking implementation is shown in figure 4-3. 

 

Figure 4-3: The architectural framework for tracking implementation 

4.1 QR Code Generation and Scanning Process 

Each device is assigned a unique QR code in order to effectively track individual pieces of 

e-waste. The QR codes are created with an algorithm that ensures each code is unique, 

allowing each piece of e-waste to be tracked separately. After that, the QR codes are 

printed and physically attached to the e-waste. The QR code can contain data such as the 

type of e-waste, its origin, and the date it was deposited in the waste management system. 
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This platform saves identifier of the device in the unique QR code and after scanning user 

is redirected to the tracking page on the platform. 

The QR codes are read using a smartphone or a dedicated scanning device during the 

scanning process. When the device undergoes scanning, it connects to the tracking 

platform, retrieves the e-waste's information from the platform, and displays it to the user. 

4.2 Data Storage Methods and Technologies 

Given the large volume of e-waste handled on a daily basis, it's critical to use a data storage 

method that can handle such large volumes of data. To ensure that the platform can handle 

the expected data loads, we use a combination of database technologies, including SQL for 

structured data and NoSQL for unstructured data. 

4.3 Authentication and Authorization of Users 

We use a multi-tiered user authentication system to ensure that only authorized personnel 

can access and change the data on the e-waste tracking platform. Access levels are 

assigned to users based on their role in the e-waste management process. A waste 

collector, for example, may only have access to the scanning function, whereas a regulator 

may be able to view and download the entire e-waste data set. 

 

Task/Role Anonymous Scanner Administrator Super-Admin 

Track a device x x x x 

Register a device - x x x 

Scan new location - x x x 

View all devices - - x x 

Manage users - - - x 

Table 4-1:  Roles and their associated permissions in the e-waste tracking platform 

Table 4-1 shows the various roles and their associated permissions in the e-waste tracking 

platform. Anonymous users, scanners, administrators, and Super-Admin are among the 

roles available. Here's a more in-depth explanation of the table: 

4.3.1 Anonymous 

This role represents an ordinary user who has not logged into the system or has no account. 

This user can only perform the "track device" operation, which allows them to see a device's 

current location and status by using its unique identifier. They are unable to register a 

device, search for a device in a new location, view all devices in the system, or manage 

users. 

4.3.2 Scanner 

The scanner role most likely represents employees or workers who are in charge of 

scanning devices as part of the e-waste tracking process. They can also "register device," 

which means adding new devices to the system, and "scan new location," which updates 

the system when a device's location changes. They are unable to see all devices in the 

system or manage users. 
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4.3.3 Administrator 

In comparison to the anonymous user and the scanner, the administrator has more 

privileges. The administrator can "view all devices" in addition to tracking, registering, and 

updating the location of devices, giving them a broader overview of the system. However, 

they cannot manage users. 

4.3.4 Super-Admin  

The Super-Admin has the highest level of system privileges. They can track devices, 

register devices, scan for new locations, view all devices, and manage users. They can use 

the "manage users" operation to add, remove, or change the roles of users in the system. 

This permissions system is used in both the platform's authentication and authorization 

processes. Authentication verifies a user's identity, while authorization controls which 

operations a user can perform based on their role. 

4.4 Cloud-based Technologies 

The use of cloud-based technologies is critical to ensuring that the e-waste tracking 

platform is scalable and accessible from any location. A cloud server hosts the entire 

platform, including the database and user interface. This configuration allows for easy 

access to the platform regardless of the user's location. Furthermore, cloud hosting 

provides the benefit of easy scaling, which means that the platform can handle an increase 

in data volume or user load with little disruption to its performance. 

This e-waste tracking platform was created through a rigorous process that included careful 

consideration of various technologies and methods. We hope to significantly improve e-

waste management practices with this platform by increasing transparency, efficiency, and 

accountability. 

4.5 Platform description  

The process for developing an e-waste tracking platform includes five steps, including 

Registration, Tracking, Visualization, Administration, and Storing data. These steps have 

been shown in figure 4-4.  
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Figure 4-4: The process for developing an e-waste tracking platform. 

4.5.1 Registration 

During this stage, devices that have reached their end-of-life (EOL) period are collected 

and identified as e-waste. Each device's specifications, such as model, manufacturer, year 

of production, etc., are recorded in the system database. The system gives each device a 

unique ID after it has been successfully registered (Figure 4-5). 
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Figure 4-5: Device registration on the platform 

Now is the time to generate a QR code (Figure 4-6). This unique ID is used to generate a 

QR code that is specific to each device. 
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Figure 4-6: Generate a QR code for the device. 
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This QR code can be printed out and attached to each device as a badge (Figures 4-7, 4-8).  

 

 Figure 4-7: Printing the QR code. 
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Figure 4-8: Attaching the QR code. 

Although a machine-learning or deep-learning approach can frequently perform e-waste 

recognition, this platform instead uses manual data entry to keep the procedure simple 

and straightforward. 

4.5.2 Tracking 

The tracking process begins when the QR code is scanned with a mobile device, which is 

usually at the first point of collection. This is the starting point for the tracking procedure. 

The tracked e-waste is then linked to the GPS location of the device that scanned the QR 

code at each destination. 

The system then logs the exact date and time of this action, appending a timestamp to the 

location data. This procedure is repeated at each stage of the e-waste's journey until it 

reaches its final destination. This is noteworthy that this destination can be specified, which 

means that the exact location can be pre-designated. 
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All tracking data, including the location, and timestamp, is immediately updated in the 

database after each scan. Users can enter the tracking code assigned to the device in the 

registration section at any time to view the current location and movement history of each 

device. (Figures 4-9). 

 

Figure 4-9: Monitoring the tracking code assigned to the device. 

4.5.3 Visualization 

When the e-waste movement has been tracked, Platform can visualize the trend in location 

based on time logs (Figures 4-10). This visualization provides a graphical representation 

of the device’s movement, making it easy to follow and understand. If the device is lost at 

any stage, the application can instantly show the latest scanned location of the lost object 

and send an alert to the system administrators. For example, if no new location data for a 

device is received after a certain period of time, the system could conclude that the device 

has disappeared. 
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Figure 4-10: Visualizing the device’s movement on the map. 

4.5.4 Administration 

This section has been developed particularly for system administrators to monitor the 

system status and track the devices that are currently in the system (Figures 4-11, 4-12). 

The administrative panel displays a summary of the system's current state, device counts, 

active trackers, and other vital statistics. 
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Figure 4-11: Tracking the different devices with different tracking code. 
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Figure 4-12: Visualizing the devices that are currently in the system. 

4.5.5 Storing data 

This step has been dedicated to storing data collected during the tracking process. The 

main goal of this part is to securely store the tracking data in a way that ensures its 

integrity and availability. 

The platform uses cutting-edge data storage technologies to securely store all e-waste 

tracking data (Cloud computing technology). This includes the device IDs, specifications, 

tracking data (GPS locations and timestamps), and final destination information. To ensure 
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maximum security, all data is stored securely in databases and encrypted at rest as well 

as during transit. 

Data is backed up on a regular basis to prevent data loss and ensure data availability even 

in the case of a system failure. The data storage system is scalable, which ensures that 

the platform can handle an increasing volume of e-waste tracking data as the number of 

tracked devices grows over time. 

The pseudocode for the tracking platform is shown in the below algorithms. 
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Figure 4-13 The pseudocode for the tracking platform 
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This chapter discusses the results of implementing the developed e-waste tracking 

platform, created according to the outlined methodology. To achieve this goal, extensive 

testing and evaluation of the platform were conducted in order to ensure it would perform 

as expected. 

5.1 Registration 

The process of registration was thoroughly tested by generating unique QR codes for 

several kinds of e-waste devices. The registration system was observed to have 

successfully developed a unique ID for each piece of e-waste and recorded the data that 

was required in the database. Each unique ID was additionally embedded into a QR code, 

which could be printed and placed on the e-waste device to help track it in the future. The 

QR code generator part of the platform worked efficiently and quickly, so a lot of devices 

could be registered in a short amount of time. This showed how the system could be 

expanded to handle huge volumes of e-waste without compromising the registration 

process's speed and efficiency. 

5.2 Tracking 

The tracking system additionally demonstrated high levels of accuracy and efficiency. 

Different smartphone models and operating systems were used in scan compatibility tests. 

The system was able to successfully connect the location of the mobile device with the 

scanned e-waste, allowing for real-time monitoring of the waste stream. It was also noted 

that the system recorded the time log of each tracking action promptly, resulting in a 

reliable and accurate timeline of the e-waste device's movement. 

Furthermore, it was found during the testing phase that the platform is capable of handling 

multiple simultaneous tracking processes, allowing for multiple devices to be tracked at 

the same time without any system errors or delays, which reinforces the platform's 

scalability. 

5.3 Visualization 

The platform's visualization component provided a clear and interactive representation of 

the tracked movement of e-waste. Based on time logs, the system successfully plotted 

location trends. The plotted visualizations were simple to understand and provided a clear 

visualization of the e-waste devices during their journey. 

In the unlikely scenario of any flaws or a device being lost during any stage, the system 

was able to accurately indicate the device's last scanned location. This information was 

especially useful in troubleshooting, solving problems, and finding solutions when devices 

were lost or misplaced. 

5.4 Administration 

The administration system provided a broad perspective on the state of the system and 

the devices being tracked. The system's ability to give system administrators real-time 

updates on the state of the system and the tracked devices served as evidence of its 

5 Results  
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effectiveness. This not only facilitated efficient management but also ensured that any 

issues and flaws with the system would be detected and fixed quickly, which led to 

preserving the system's efficiency and dependability. The platform's administrative 

features were found to work as intended, with different permissions for various levels of 

users being managed and controlled through an intuitive user authorization system in a 

way that is simple to understand. Different user roles, such as administrators, tracking 

personnel, and regulatory authorities, can be granted varying degrees of access to the 

system's features, functionalities, and data thanks to the fine-grained nature of the access 

control provided by the user authorization system. 

The system administrators were provided with the highest level of access and were able to 

observe both the overall state of the system and the details of each tracked device. Access 

to location history, device details, and specifications, as well as the ability to manage user 

permissions, are all part of this level of access. The access control system prevented 

unauthorized access, increasing the general security level of the platform. 

However, tracking staff and regulatory authorities were only granted limited access, with 

permissions centered around their role-specific responsibilities and the fact that this data 

was necessary for them to carry out the duties they have. The tracking personnel tasked 

with keeping track of things could simply scan the QR codes to update location information, 

while authorities could access and check the tracking data to ensure compliance with 

regulations. 

As a result, the user authorization system minimized the possibility and risk of data 

breaches and improved system security by making sure that only authorized users could 

access sensitive data which explain in section 4.3 in detail. This proved the platform could 

handle large amounts of sensitive data about e-waste while keeping it secure and 

anonymous. 

In conclusion, the e-waste tracking platform was found to be effective in addressing many 

of the challenges in the e-waste management sector due to its efficiency, security, and 

scalability. The platform's security was further enhanced through the incorporation of user 

authentication and authorization systems, making it a trustworthy option and reliable 

solution for e-waste tracking and management. Improved location tracking and automated 

device recognition using machine learning methods are two areas that could be 

incorporated in the near future. 

5.5 Storing data 

The reliability and efficiency of the data storage system were also checked and evaluated. 

All the tracking data was securely stored in the cloud and could be retrieved immediately 

as needed by the system or whenever needed by the users. The platform's scalability was 

demonstrated by its ability to process a large amount of data without negatively impacting 

performance. The cloud-based data storage also provided flexibility, as it could be accessed 

from any location at any time, allowing for remote monitoring and management of the e-

waste tracking system. 

As a result, the developed e-waste tracking platform was able to provide a robust, efficient, 

and reliable e-waste tracking solution, fulfilling the functionality for which it was designed 

and developed. It overcame problems that had been impacting e-waste tracking systems 

in the past and showed great promise in enhancing the state of the art in e-waste 

management. The platform has the potential to become an even more effective tool for e-
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waste management with further development and customization based on the needs of 

individual users in different layers of accessibility. 

5.6 Challenges and User Feedback 

Several challenges came up during the development and implementation of the e-waste 

tracking platform that needed to be addressed. One major challenge was ensuring the 

platform's scalability to handle large amounts of data while maintaining high performance. 

Because of the use of cloud-based technologies and strong data management strategies, 

the platform was able to scale effectively as the volume of tracked e-waste increased. 

Another challenge was to ensure that the QR code on the e-waste devices was easily 

readable and durable enough to survive the extreme conditions that e-waste is frequently 

exposed to. The solution was to print the QR codes on highly durable materials and to 

ensure that the printed codes were of high quality and large enough to be easily scanned. 

Throughout the platform's development and after its initial implementation, tester 

feedback was also gathered. The feedback was mostly positive; users mentioned the 

platform's ease of use and efficiency in managing e-waste. They discovered the QR code 

scanning feature to be simple and convenient, making it easier to track the movement of 

e-waste. It is worth noting that, due to a lack of time and the fact that the testers are only 

a few NTNU students, this section could be improved by conducting surveys and measuring 

user satisfaction. However, the user authorization feature should have been tested by 

users, which was not possible. 

Some testers, however, mentioned the need for more robust location tracking, implying 

that the platform could benefit from the incorporation of other geolocation technologies. 

This feedback will be invaluable in informing future platform improvements. 

Despite these obstacles, the e-waste tracking platform achieved its goal of improving the 

efficiency and transparency of e-waste management. The positive feedback from testers 

and the effective resolution of issues highlights the platform's potential to revolutionize e-

waste management. 
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6.1 Implications of the Findings for E-Waste Management 

Wide-ranging effects of the e-waste tracking platform's implementation can be expected 

in this area of waste management, providing a robust, user-friendly, and cost-effective 

tracking system that addresses significant existing challenges.  

Using QR codes has significantly simplified the procedure for keeping track of and 

managing electronic waste. The platform provides an efficient, simple, and straightforward 

method for keeping track of electronic waste, which can be an enormous boost to the 

efficiency and effectiveness of businesses by improving their operations that deal with e-

waste. 

Transparency in the handling of electronic waste is likely to increase as a result, which has 

a significant implication. Manufacturers, waste collectors, recyclers, regulators, and even 

normal users can all benefit from real-time e-waste tracking by having access to accurate 

and up-to-date information about the status and location of e-waste. This unprecedented 

transparency has the potential to reduce instances of illegal disposal or mismanagement 

of electronic waste and encourage more sustainable and responsible approaches to 

recycling. It also increases the attitude toward recycling personal e-waste by boosting the 

trustworthiness of end-users, who were concerned about personal information being saved 

on devices in the past. 

6.2 Comparison with Existing Methods 

There are several advantages to the proposed platform in comparison with conventional 

approaches to e-waste management. Manual tracking and paper-based documentation are 

usual in conventional approaches and traditional methods, but these procedures are not 

only inefficient but also highly vulnerable to errors. In contrast, the digital nature of the 

proposed platform considerably decreases the possibility and risk of errors and boosts the 

efficiency of the tracking process. 

In addition, it is difficult to accurately track the movement of e-waste using traditional 

methods due to a lack of real-time tracking capabilities. This makes it very difficult to keep 

track of exactly where e-waste is going. However, the platform that has been proposed in 

the present study makes real-time tracking possible and offers a reliable and highly 

accurate approach to e-waste management. 

6.3 Future Challenges and Developments 

As the e-waste management landscape continues to evolve, several challenges and issues 

can be anticipated, and potential improvements and opportunities will invariably arise. One 

challenge, for example, is integrating emerging tracking technologies. While QR codes 

provide a simple and efficient method for tracking e-waste, the incorporation of additional 

tracking technologies, such as RFID or GPS, can further enhance the platform's tracking 

capabilities, despite the associated challenges of implementation. Future iterations of the 

platform will investigate the feasibility of incorporating these technologies, as well as other 

possibilities. 

6 Discussion  
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Integration of machine learning and artificial intelligence technologies to automate the 

process of identifying and classifying e-waste is another promising future direction and 

potential development. This can improve the platform's efficiency and reduce manual 

workload. Machine learning algorithms, for example, could be used to predict the lifespan 

of electronic devices or to identify patterns in e-waste generation, providing useful insights 

for improving e-waste management strategies. 

Incorporating blockchain technology into the tracking system is an exciting new future 

direction. Blockchain's decentralized nature can add an extra layer of security and 

transparency by providing an immutable and tamper-proof record of e-waste movement. 

This transparency can boost stakeholder trust in the e-waste management process and 

prevent any potential mismanagement or illegal e-waste disposal. However, implementing 

blockchain technology will also present challenges, such as the need for significant 

computational resources and dealing with the slow transaction speeds of some blockchains. 

It would be critical to address these issues thoughtfully in future platform iterations. 

Finally, the e-waste tracking platform proposed in this study not only represents a 

significant improvement over traditional e-waste management methods but also serves as 

a model for sustainable and responsible e-waste management. The platform's efficiency, 

reliability, and transparency have the potential to revolutionize e-waste management and 

contribute to a more sustainable and responsible approach to e-waste management. Its 

user-friendly design, cost-effectiveness, emphasis on personal confidentiality, 

and potential to incorporate blockchain for enhanced safety and privacy all point to its 

transformative potential. As technology advances, ongoing efforts to continually update 

and improve this platform will be required to meet the changing landscape of e-waste 

management.  
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Figure 6-1 The proposed platform’s benefits and impacts 
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7.1 Contributions  

The research conducted in this thesis is extremely valuable in the context of e-waste 

management, implementing multiple significant contributions. The development and 

implementation of a robust, user-friendly, and cost-effective e-waste tracking platform 

have been the main output. The use of QR codes for e-waste tracking has simplified or 

even revolutionized the process, providing an innovative and straightforward solution that 

considerably enhances e-waste management business operations. 

Another important contribution is the platform's ability to improve transparency throughout 

the e-waste management chain. The platform empowers all stakeholders, from 

manufacturers, waste collectors, recyclers, and regulators to individual users, by providing 

real-time tracking and timely access to data about the status and location of e-waste, 

promoting an environment of accountability, and promoting responsible recycling 

practices. 

Finally, the study has made significant progress in addressing critical concerns about 

personal confidentiality in e-waste management. The platform's dedication to data privacy 

reflects a nuanced understanding of the e-waste tracking landscape. The proposed future 

integration of blockchain technology, which would ensure increased safety and privacy, is 

evidence of this effort. 

7.2 Future work  

Looking in advance, this research opens up numerous possibilities for future platform 

exploration and enhancement. One such direction is the incorporation of various tracking 

technologies, such as RFID or NFC, to supplement the QR code system and improve the 

platform's tracking capabilities. 

Another exciting development that will be pursued is the use of artificial intelligence and 

machine learning to automate the process of identifying and categorizing e-waste. This 

type of integration could help to streamline the e-waste management process, providing 

predictive insights about the lifespans of electronic devices and identifying patterns in e-

waste generation. 

Furthermore, the incorporation of blockchain technology represents a promising future 

direction. The decentralized nature of blockchain can add an additional layer of security 

and transparency to the tracking process, providing an immutable, tamper-proof record of 

e-waste movement. 

Finally, the e-waste tracking platform presented in this thesis represents a significant 

advancement in the field of e-waste management. It lays the groundwork for a more 

sustainable and responsible approach to managing e-waste in the future with its user-

centric design, commitment to transparency and confidentiality, and vision for 

incorporating emerging technologies. As we move forward, it is critical that we constantly 

refine and improve the platform to keep up with evolving technological advancements and 

environmental needs. 

7 Conclusion  
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Appendix 2: E-waste tracker: a platform to monitor e-waste from collection to recycling 
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