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Abstract

Electronic waste (e-waste) production is increasing at a pace that is unprecedented due to
factors such as rapid technological advancements, changing consumer preferences,
product obsolescence, and the growing number of non-repairable parts. They also pose
significant environmental and health risks due to improper disposal and management.
However, current e-waste management practices are insufficient, frequently providing
incomplete coverage of a product's end-of-life (EOL) cycle, restricted access control, weak
tracing mechanisms for missing items, and a lack of experimental validation. As a result,
the ability to effectively track e-waste is essential for facilitating its long-term
sustainable management. This thesis dives into the development and implementation of a
novel end-to-end e-waste tracking platform aimed at addressing current e-waste
management challenges and improving the existing e-waste management paradigm.

This thesis proposes a tracking platform that uses QR code technology to uniquely identify
each piece of e-waste, enabling real-time tracking by GPS technology across the entire
waste management chain. The platform developed makes use of both web and cloud
computing. It also offers a complete end-of-life (EOL) tracking solution for electronic
products. The ability of the platform to track e-waste is just one of many features designed
to increase accountability and trust among the numerous parties involved in the e-waste
management chain. Other features include an easy-to-use interface, strong and secure
data storage solutions, and user authentication systems to ensure security and privacy, all
of which improve accountability and trust among the various stakeholders involved in the
e-waste management chain. Furthermore, the platform emphasizes transparency by giving
all relevant parties, including manufacturers, waste collectors, recyclers, and regulators,
real-time access to data about the status and location of e-waste at every stage of the
process, including collection, recycling, and disposal.

The research also considers future challenges and developments, such as the potential
integration of emerging technologies such as artificial intelligence, machine learning, and
blockchain, to improve the platform's functionality and efficiency. As an example,
incorporating blockchain technology improves the security and transparency of the tracking
process by providing a tamper-proof and immutable record of all transactions associated
with each device. This feature boosts stakeholder trust and confidence in the system and
prevents illegal e-waste disposal.

The dissertation includes a proof-of-concept platform implementation on the Azure cloud
using cutting-edge web technologies. This demonstration highlights the system's feasibility
and effectiveness in terms of high availability, user experience simplicity, and added
security advantages in the field of e-waste management. The proposed platform represents
a significant advancement in e-waste management, promising a more sustainable and
responsible future in dealing with the growing e-waste problem. As we move forward,
continual refinement and enhancement of the platform are necessary to align with evolving
technological advancements and environmental needs. The study's findings and
implications provide an insightful perspective for researchers, policymakers, and
practitioners interested in e-waste management and contribute to the future achievement
of a more sustainable and responsible approach to e-waste management.



Sammendrag

Produksjonen av elektronisk avfall (e-avfall) gker i en hastighet som er uten sidestykke pa
grunn av faktorer som raske teknologiske fremskritt, endrede forbrukerpreferanser,
produktets levetid og det gkende antallet ikke-reparerbare deler. De utgjgr ogsa betydelige
miljo- og helsefarer pa grunn av feilaktig handtering og styring. Imidlertid er dagens
praksis for handtering av e-avfall utilstrekkelig, og gir ofte ufullstendig dekning av et
produkts livssyklus (EOL), begrenset tilgangskontroll, svake spormekanismer for
manglende elementer, og mangel pa eksperimentell validering. Som et resultat er evnen
til 8 spore e-avfall effektivt avgjgrende for @ lette langvarig beerekraftig styring. Denne
avhandlingen dykker inn i utviklingen og implementeringen av en ny ende-til-ende
plattform for sporing av e-avfall, rettet mot & takle ndveaerende utfordringer med handtering
av e-avfall og forbedre det eksisterende paradigmet for hdndtering av e-avfall.

Denne avhandlingen foreslar en sporeplattform som bruker QR-kode-teknologi for & unikt
identifisere hver del av e-avfallet, noe som gjgr det mulig med sanntidssporing med GPS-
teknologi over hele avfallshdndteringskjeden. Den utviklede plattformen gjgr bruk av bade
web og sky-databehandling. Det gir ogsd en komplett Igsning for sporing av elektroniske
produkters livssyklus (EOL). Plattformens evne til & spore e-avfall er bare en av mange
funksjoner designet for & gke ansvarlighet og tillit blant de mange partene som er involvert
i kjeden for hdndtering av e-avfall. Andre funksjoner inkluderer et brukervennlig
grensesnitt, sterke og sikre datalagringslgsninger og brukerautentiseringssystemer for &
sikre sikkerhet og personvern, noe som alle forbedrer ansvarlighet og tillit blant de
forskjellige interessentene som er involvert i kjeden for handtering av e-avfall. Videre
legger plattformen vekt pd gjennomsiktighet ved & gi alle relevante parter, inkludert
produsenter, avfallsinnsamlere, gjenvinnere og regulatorer, sanntids tilgang til data om
status og plassering av e-avfall i hver fase av prosessen, inkludert innsamling, gjenvinning
og avhending.

Forskningen vurderer ogs§ fremtidige utfordringer og utviklinger, som potensiell
integrering av nye teknologier som kunstig intelligens, maskinlaering og blokkjede, for &
forbedre plattformens funksjonalitet og effektivitet. For eksempel forbedrer integrering av
blokkjedeteknologi sikkerheten og gjennomsiktigheten i sporeprosessen ved & gi en
ugjennomtrengelig og uforanderlig post over alle transaksjoner knyttet til hver enhet.
Denne funksjonen styrker interessenters tillit og tillit til systemet og forhindrer ulovlig
avhending av e-avfall.

Avhandlingen inkluderer en bevis-pa-konsept-implementering av plattformen pd Azure-
skyen ved hjelp av banebrytende webteknologier. Denne demonstrasjonen fremhever
systemets gjennomfgrbarhet og effektivitet ndr det gjelder hgy tilgjengelighet,
brukeropplevelse enkelhet og ekstra sikkerhetsfordeler innenfor feltet e-avfallshdndtering.
Den foreslatte plattformen representerer en betydelig fremgang innen e-avfallshandtering,
og lover en mer beerekraftig og ansvarlig fremtid i & handtere det voksende problemet med
e-avfall. Som vi gar videre, er kontinuerlig raffinering og forbedring av plattformen
ngdvendig for & justere med utviklende teknologiske fremskritt og miljgbehov. Studiens
funn og implikasjoner gir et innsiktsfullt perspektiv for forskere, beslutningstakere og
utgvere som er interessert i e-avfallshdndtering og bidrar til fremtidig prestasjon av en
mer baerekraftig og ansvarlig tilnaerming til e-avfallshandtering.



Preface

This master's thesis is the last project of the Simulation and Visualization master's program
at the Department of ICT and Engineering at the Norwegian University of Science and
Technology (NTNU) in Alesund. The research presented in this thesis has been completed
during the spring semester of 2023. The thesis is about tracking e-waste throughout its
life cycle. The motivation for selecting this thesis originates from a personal interest in
nature and concern for the future of our planet.

I have been able to complete my dissertation because of the encouragement and support
I have received. It is my pleasure to express my gratitude to my supervisor, Prof. Ibrahim
A. Hameed, for guiding me along the right path throughout this journey. In addition, I
would like to appreciate my industrial expert supervisor, Afshin Ghasemian, the Cloud
Architect and Full Stack.NET Developer of the Cryon company, who enabled me to develop
the proposed platform for my master's thesis and supported my research in finding the
best solution and enhancing the proposal. As a result of his guidance, I was able to choose
the right path and successfully complete my master's thesis.

Finally, I would like to express my heartfelt thanks to my friends Amin Mohimanianpour,
Amirashkan Haghshenas, and Mohammad Hosseini for supporting me in every aspect of
this journey. I am especially grateful for the constant encouragement and tender care I
have received throughout my life from my wonderful family, who are always supportive of
me and my endeavors. Last but not least, I would like to express my appreciation to the
rest of my friends and classmates for their emotional and motivational support throughout
my years of study. Without you, this journey would be much more challenging.






Table of Contents

[T oo ) i T [ 1 = PR vii
LISt Of Tables . e e vii
List of Abbreviations (0r SymbOIS) .....cviiiiii i viii
| g o [ U T o o [P TRTR 9
1.1 Background and motivation ... 10
1.2 Problem @nd SCOPE vttt e aaeaas 11
1.3 Research goals and qUESLION.........oiiiii i e 11
1.4 TheSis SErUCTUIE ..ot ettt e e e e e e e e ns 12
Related WOKK ... e 15
2.1 What is the @-Waste? .. 15
2.2 E-waste management and recycCling pProCeSSES ....uiiviiiriiiiiiieeiineiiee i iiaeennenns 17
2.2.1 100 | 1T o 1P 18
2.2.2 B I =1 1< s Yo o o= [ o [ 19
2.2.3 1] o] o Ve [ P 20
2.2.4 DiSMNANT NG e e 20
2.2.5 Material FECOV MY ittt et 20
2.3 Existing e-waste tracking methods and technologies..........cooiviiiiiiiiiii i, 20
2.3.1 Electronic tracking SYSTEMS ...iiiiiiiii i e 21
2.3.2 Barcodes and RFID teChnolOgy .....coviiuiiiiiiiiiii e 21
2.3.3 Blockchain technology ...coviiiiiii 22
2.4 Challenges in e-waste management.......cocoiiiiiiiiiii i 22
2.4.1 Volume and Complexity of @-Waste.....c.ooviiiiiiiiii 23
2.4.2 Complex technologies and Infrastructure Requirements ..........ccccvivvininnnns 23
2.4.3 High implementation COStS ..o 23
2.4.4 Regulatory and Compliance ISSUES .....oiviiiiiiiiiiiiiiiii e 23
2.4.5 Environmental and health risks ... 24
2.4.6 D)ot I =T U1 o | Y P 24
2.4.7 =Yoo N = T =T 1= PR 24
Background theory ... .o 25
3.1 Generating Unique QR COdeS ....iiriiiiiiiii it ree s a e e aneanees 25
3.2 Tracking Definition in Programming .......ccoeiiieiiiiiiiir e eaee e 26
3.3 Cloud-Based TeChNOlOGI€S ......cuuiuiieiieii e e e 28
3.4 Geolocation TeChNOIOGIES ....c.uiieiii e 30
3.4.1 Global Positioning System (GPS) ...coviiiiiiiiiii i 31
3.4.2 Internet Protocol addresses (IP Address).....occvveiiiiiiiiiiiiiiiiiieienenenaens 31



3.4.3 Radio-Frequency Identification (RFID) ....ccviiiiiiiiiiiiiiii i 32

3.5 Relevant Regulations and Standards........cciiiiiiiiiii i 33
3.6 Data Security and Privacy ..oviii i e 34
3.6.1 DYtz Y =Tl U L o o P 34
3.6.2 =] Lo B o V7= T PP 34
4 MeEthOdOIOgY . .ueiniie i e 35
4.1 QR Code Generation and Scanning ProCeSS.......ocvvieiiiiiiiiiii e 36
4.2 Data Storage Methods and Technologies ........cooeiiiiiiiiiii e 37
4.3 Authentication and Authorization of Users ..o 37
4.3.1 Y g 10 1V 1 2 o 15 = 37
4.3.2 1S o= ] 1= 37
4.3.3 AdMINISEratOr. . 38
4.3.4 SUPEI-AAMIN et et 38
4.4 Cloud-based TeChNOIOGIES . ..uiiiiiiii i i e e e e e aaeaas 38
4.5 Platform deSCriPtioN ..o i e e e 38
4.5.1 =T o |11 = o [0 o [ PP 39
4.5.2 LI = 101 21 [ 43
4.5.3 ViSUANZAtION L. 44
4.5.4 AdMINISEration ... e 45
4.5.5 1) (o [ T =) - P 47
T D= =] 1P 51
5.1 Registration ...oviuiiiiiii 51
I I =Tl {1 51
5.3 VisU@lization ... e 51
5.4 AdMInistration ..o e 51
5.5 StOrNg data ..ooviiiiii e 52
5.6 Challenges and User Feedback ........c.oiiiiiiiiiiii e 53
LT 0 =] ol U] o] o 55
6.1 Implications of the Findings for E-Waste Management..........c.ccooviiviiiiiin e, 55
6.2 Comparison with Existing Methods. ... 55
6.3 Future Challenges and Developments ..o 55
/2 O] o Vel 11 =] o o PR 59
7.1 CONErDULIONS .o e 59
7.2 FULUIE WOIK ottt ettt et et e e n e e e e e e n e e neeenenes 59
(XS] L= = ol == PP 61
7Y 0] 01T Lo Tl == PP 68

Vi



List of Figures

Figure 1-1: Global trend of producing €-wWaste.......ciiiiiiiiiiiiiiii i e 9
Figure 1-2: Global e-waste generated in 2019/per capita. .......ccooviiiiiiiiiiiiii e 10
Figure 1-3: The structure of thesis.. ..o e 13
Figure 2-1: The e-Waste Calegories . ..t aes 16
Figure 2-2: How the world managed e-waste in 2019......c.cciiiiiiiiiiiiiiicc e 17
Figure 2-3: E-waste recycling percentage for the 28 EU countries in 2016 ................... 18
Figure 2-4: E-waste generation structure and collection rates by continents. ............... 19
Figure 2-5: Potential value and volume of raw materials in e-waste worldwide 2016..... 20
Figure 3-1: A sample of QR COA@ ..ttt e e 25
Figure 3-2: Cloud Service MOAElS .. ...oiiuiiiiii i e aes 29
Figure 3-3: Simple GPS overview (APPENdiX T) ..uuveieierriiieiieneneeeeereeneaenerereenaenenenenenes 31
Figure 3-4: A simplified RFID SYSTemM ....iuiiriiiii e e e eens 32
Figure 4-1: The research methodology ......ooviiiiiiii e 35
Figure 4-2: The revised project methodology ......coiiiiiiiiiiiiiii e 36
Figure 4-3: The architectural framework for tracking implementation...................o..ei. 36
Figure 4-4: The process for developing an e-waste tracking platform. ...............coooonei. 39
Figure 4-5: Device registration on the platform ... 40
Figure 4-6: Generate a QR code for the device. .....vieiiiii i e 41
Figure 4-7: Printing the QR COe. ..ottt e 42
Figure 4-8: Attaching the QR COAE. ..iiiuiiiiiii i e 43
Figure 4-9: Monitoring the tracking code assigned to the device. ..........cooiiiiiiiininnns 44
Figure 4-10: Visualizing the device’s movement on the map. ......c.covvviiiiiiiiiiiinnens 45
Figure 4-11: Tracking the different devices with different tracking code. ..................... 46
Figure 4-12: Visualizing the devices that are currently in the system. ..........ccooiiin. 47
Figure 4-13 The pseudocode for the tracking platform........cooiiiiiiii 49
Figure 6-1 The proposed platform’s benefits and impacts........c.ccoviiiiiiiiiiiiiincc 57

List of Tables

Table 3-1: Initiatives for e-waste regulation and legislation
Table 4-1: Roles and their associated permissions in the e-waste tracking platform

Vii



List of Abbreviations (or Symbols)

E-waste
Mt

QR

EEE
WEEE
PCBs
ITU

Kt
Millions €
BAN
SVTC
EPR
RFID
GPS
SaaS
PaaS
IEER)
SMEs
Latitude
Longitude
IP addresses
ISP
RoSH
StEP
3Rs
ETBC
NSES
IETC
GeSI
UN

ICT
IDS
CCPA
GDPR
EOL
NTNU
NFC

Electronic waste

Million tons

Quick Response

Electrical and Electronic Equipment

Waste Electrical and Electronic Equipment
Polychlorinated Biphenyls

International Telecommunications Union
kilotons

Millions of Euros

Basel Action Network

Silicon Valley Toxics Coalition

Extended producer responsibility
Radio-Frequency IDentification

Global Positioning System

Software as a service

Platform as a service

Infrastructure as a service

Small and Medium-sized Enterprises

Lat

Long

Internet Protocol addresses

Internet Service Provider

Restriction of Hazardous Substances Directive
Solving the E-waste Problem

Reduce, Reuse, Recycle

Electronics Take-Back Coalition

National Strategy for Electronics Stewardship
International Environmental Technology Centre
Global e-Sustainability Initiative

United Nations

Information and Communication Technology
Intrusion Detection Systems

California Consumer Privacy Act

General Data Protection Regulation
End-Of-Life

Norwegian University of Science and Technology
Near-field communication

viii



1 Introduction

Electronic waste, or e-waste, represents one of the most rapidly growing waste streams
worldwide. The global generation of e-waste has been dramatically increasing due to
technological advancement and the decreasing lifespan of electronic devices (Forti et al.,
2020). While e-waste poses significant environmental and health risks, it also presents
opportunities for resource recovery and the transition to a circular economy (Kumar et al.,
2017). However, realizing these opportunities depends on effective e-waste management,
which includes the proper collection, transportation, sorting, dismantling, and material
recovery of discarded electronics.

Globally, 53.6 million tons (Mt) of e-waste were generated in 2019, exceeding previously
predicted figures. According to Forti et al., the volume of e-waste generated globally will

exceed 74 million tons (Mt) by 2030 (Forti et al., 2020).
g} | | |
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Figure 1-1: Global trend of producing e-waste.

However, the rate of recycling is not keeping up with the rate of e-waste production.
Furthermore, the rate of e-waste generation is increasing, with a current rate of 3-5%.
The amount of e-waste produced globally increased three times faster than the global
population (Andeobu et al., 2021).
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This is where this research as an e-waste tracking platform comes into play. E-Waste
Tracker is a novel solution designed to monitor e-waste from collection to recycling. The
platform aims to improve the traceability and transparency of e-waste management by
leveraging advanced technologies such as QR codes, cloud computing, and geolocation.
This study explores the development and implementation of the E-Waste Tracker,
demonstrating its potential to improve waste management efficiency and contribute to
sustainable development and long-term growth.

1.1 Background and motivation

The term "electronic waste" or "e-waste" refers to discarded electronic components and
devices like computers, smartphones, televisions, and other consumer electronics (Baldé
et al., 2017). In recent years, the production of electronic waste has increased at an
unprecedented rate due to several factors, such as technological advancements, a sharp
rise in the use of electronic devices, and shorter device lifespans (Forti et al., 2020).
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E-waste contains toxic substances such as heavy metals, and incorrect disposal of
electronic waste poses risks to ecosystems and human health. The risks posed by heavy
metals and other hazardous chemicals leaking into the water and soil supply are highly
dangerous to both human health and the environment (Lundgren, 2012).

In addition, informal waste workers who process and disassemble e-waste are frequently
exposed to dangerous substances in the absence of adequate safety measures, increasing
the risk to their health (Grant et al., 2013).

Given these worries, it is crucial to create efficient e-waste tracking and management
systems to reduce the harmful effects of e-waste and enhance recycling and disposal
procedures (Kiddee et al., 2013). By accurately tracking e-waste, stakeholders can make
sure that discarded electronics are handled responsibly and in accordance with applicable
regulations (Parajuly et al., 2019).

The current project is an extension assignment from the previous semester's specialization
course to develop a tracking platform, which is an effort to research and present the most
cutting-edge technologies, as well as to develop a digital infrastructure for tracking
systems. It will enable the government to collect, visualize, and analyze data from the
platform, which will be combined with authentication and artificial intelligence
methodologies to improve user assurance, facilitate decision-making, alleviate potential
concerns, improve reliability and availability, and reduce annual illegal e-waste exports and
misappropriation of valuable materials and information.

1.2 Problem and scope

Proper e-waste management and tracking have become increasingly important because of
the rapid growth of electronic devices, their disposal, and the environmental and health
risks associated with improper handling (Baldé et al., 2017; Bhutta et al., 2011; Kiddee et
al., 2013).

Although various e-waste tracking methods and technologies have been developed
(Ongondo et al., 2011; Tiwari et al., 2018), many of them require specialized equipment,
infrastructure, and technical knowledge. The complexity of current technologies, high
implementation costs, and the need for extensive structure and infrastructure frequently
make managing and tracking e-waste more difficult (Omondi et al., 2022; Shevchenko et
al., 2019). These challenges can make it difficult for smaller waste management
organizations and recyclers to implement e-waste tracking systems due to a lack of
resources and expertise (Nowakowski et al., 2021).

Another problem is the sensitive information kept on electronic devices, which can make
users hesitant to dispose of their devices, resulting in an increase in e-waste rate (Abbas
et al., 2021; Aziz et al., 2022). Stakeholders can encourage responsible e-waste disposal
by developing a robust e-waste tracking system that ensures data security during the
recycling and disposal processes (Khan & Ahmad, 2022).

1.3 Research goals and question

The main goal of this study is to develop and test an e-waste tracking platform that is easy
to use, user-friendly, and cost-effective, especially for ordinary users, recyclers, and
smaller-scale waste management organizations. This platform should be able to track e-
waste from collection to recycling or disposal and provide transparency and traceability to
all stakeholders in order to improve the accuracy and efficiency of e-waste management.

11



The research questions for this study are:

1. What are the essential features and functionalities needed for an efficient e-waste
tracking platform, and how can they be implemented using readily available
technologies like smartphones and QR codes?

2. How do the efficacy, transparency, and traceability of e-waste management
procedures change after the implementation of the proposed e-waste tracking
platform?

3. How can an e-waste tracking platform be developed to be a user-friendly, widely
available, and cost-effective solution for e-waste management?

4. What are the potential challenges and limitations of using the proposed e-waste
tracking platform, and how can they be addressed?

This research aims to contribute to the development of more efficient and sustainable e-
waste management practices by focusing on the platform's simplicity and accessibility.

In order to answer this question, the research project will:

e evaluate the drawbacks of current e-waste tracking methods as well as the potential
benefits of cloud-based e-waste tracking systems and the simplicity of using QR
codes for this purpose.

e Create a platform for producing QR codes that are linked to e-waste location data
and scanning them to update location data.

e Examine the platform's accuracy and effectiveness in tracking e-waste.

1.4 Thesis structure

This research addresses the specific problem of a lack of efficient and accurate e-waste
tracking systems. Existing tracking methods have flaws such as inadequate data quality, a
lack of transparency, and vulnerability to fraud (Wang et al., 2013). Furthermore, because
of the presence of valuable materials such as gold, silver, and copper, e-waste is frequently
illegally exported to developing countries, posing additional environmental and health risks
(Borthakur & Govind, 2017; Lepawsky, 2018). Finally, a cloud-based e-waste tracking
platform can address these issues by providing an accessible, user-friendly solution that
requires minimal investment in equipment and infrastructure (Conti & Orcioni, 2019; Das
et al., 2020; Shevchenko et al., 2021). The platform can be easily implemented and
adopted by various stakeholders involved in the e-waste management process by
leveraging widely available technologies such as smartphones and QR codes (Fernandes et
al., 2023; Rosario & Dias, 2023)

The structure of this thesis is as follows:

e Chapter 1- Introduction: Provides an overview of the research topic, background,
motivation, problem and scope, research goals and questions, and thesis structure.

e Chapter 2- Related Work: Reviews existing e-waste tracking methods and relevant
technologies, highlighting gaps that this research aims to address.

e Chapter 3- Theory Background: Provides an overview of the key concepts and
technologies related to the e-waste tracking platform, including generating unique
QR codes, tracking definition in programming, cloud-based technologies,
geolocation technologies, relevant regulations and standards, data security and
privacy, and existing e-waste tracking methods and technologies.

12



Chapter 4- Methodology: Describes the development of the e-waste tracking
platform, including the generation of QR codes and the scanning process, data
storage technologies and methods, user authentications and authorities, and cloud-
based technologies.

Chapter 5- Results: Presents the results of the platform's development, testing, and
evaluation, including challenges encountered and user feedback.

Chapter 6- Discussion: Analyzes the implications of the findings for e-waste
management, compares the platform to existing methods, and addresses future
challenges and developments.

Chapter 7- Conclusion: Summarizes the research findings, their implications for e-
waste tracking, and potential future research directions.

Chapter 1-
Introduction

Chapter 2-
Related Work

hapter 3-
Theory
Background

Chapter 4-
Methodology

Chapter 5-
Results

Chapter 6-
Discussion

Chapter 7-
Conclusion

Figure 1-3: The structure of thesis
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2 Related work

This chapter provides a general overview of the published literature on e-waste tracking
techniques, relevant technologies, e-waste management challenges, as well
as applications, and existing solutions. This research aims to identify gaps in knowledge
and practice that this research seeks to address.

2.1 What is the e-waste?

The word "electronic waste" (e-waste) is used when electrical and electronic equipment
(EEE) reaches the end of its useful lifetime. In different parts of the world, e-waste is also
referred to as WEEE (Waste Electrical and Electronic Equipment), electronic waste, or e-
scrap. The term "WEEE" refers to any electrical and electronic equipment (EEE) and its
associated components that has been discarded or is intended for such disposal without
the owner's intention of reuse (European Union, 2012).There are a total of 54 different
product types that fall under the classification of e-waste, but they are categorized into six
categories: large equipment, small equipment, temperature exchange equipment, screens
and monitors, small information exchange equipment, and lamps (Forti et al., 2020). When
users discard these items for disposal or recycling, they become 'waste' (Baldé et al.,
2015).

15



Temperature
Exchange Equipment

®

Large Equipment

o

Small Equipment

Figure 2-1: The e-waste categories
(Baldé et al., 2017)

E-waste is categorized by the diversity of its constituent materials and the presence of
both hazardous and valuable substances. On the one hand, e-waste frequently includes
heavy metals like lead, mercury, and cadmium, and also organic pollutants such as
polychlorinated biphenyls (PCBs), both of which pose serious environmental and health
risks (Widmer et al., 2005). On the other hand, electronic waste includes precious metals
like gold, silver, and palladium, and also base metals such as copper, aluminum, and iron,
all of which can be recovered and reutilized (Tansel, 2017).

Rapid advances in technology and diffusion, paired with a shorter lifespan of products,
have resulted in an exponential increase in e-waste generation. The world generated
approximately 53.6 million metric tonnes of e-waste in 2019, with this figure expected to
increase to 74.7 million tonnes by 2030 (Forti et al., 2020). As a result, effective and
efficient e-waste management is critical for both mitigating negative impacts and utilizing
e-waste's valuable resources.
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Figure 2-2: How the world managed e-waste in 2019.

Illustration: © Global E-waste Monitor 2020 / UNU, UNITAR, SCYCLE / Nienke Haccoli
(Forti et al., 2020)

2.2 E-waste management and recycling processes

There are several steps involved in the management of electronic waste, including
collection, transportation, sorting, dismantling, and material recovery (Bakhiyi et al., 2018;
Forti et al., 2020). Recycling e-waste is essential for minimizing environmental and health
risks, conserving natural resources, and promoting a circular economy (Forti et al., 2020;
Tansel, 2017). Only 17.4% of global e-waste was properly recycled in 2019 (Forti et al.,
2020; Van Yken et al., 2021), showing that recycling rates are still quite low globally.
Measures implemented to improve global e-waste recycling (Ilankoon et al., 2018) have
not been able to compete with the increased generation rate, as evidenced by the fact that
the recycling rate has only slightly increased since the rate calculated in 2014 (17%)
(Andeobu et al., 2021). The remaining 82.6% are either not recycled or are not formally
tracked, leading to their sale on black markets and ultimate disposal in landfills (Forti et
al., 2020; Li et al., 2013). Figure 2-3 presents the 2016 European countries' recycling
rankings for electronic waste.
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Figure 2-3: E-waste recycling percentage for the 28 EU countries in 2016
(Shevchenko et al., 2019)

A lack of consumer awareness, inadequate recycling infrastructure, and complex legislation
all play a role in the low recycling rates (Golev et al., 2016; Ongondo et al., 2011).

2.2.1 Collection
The first step in recycling is called e-waste collection, which entails gathering electronic
devices and components from a variety of locations, including homes, businesses, and
collection points (Awasthi & Li, 2017; Grant et al., 2013). E-waste must be collected
properly to ensure safe handling and to keep it out of the general waste stream (Kiddee et
al., 2013). Figure 2-4 displays the continental distribution of e-waste generation and
collection rates around the world in 2017.
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Figure 2-4: E-waste generation structure and collection rates by continents.

(a) E-waste generation global structure; (b) E-waste generation per inhabitant and
collection rates by continents. (Shevchenko et al., 2019)

2.2.2 Transportation
Transportation of the collected e-waste to processing facilities is the next step (Kumar et
al., 2017). The safe and effective transport of hazardous materials requires meticulous
management of this process based on Basel Action Network (BAN) and Silicon Valley Toxics
Coalition (SVTC) in 2002 (Jim Puckett & Asma Hussain, 2002).
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2.2.3 Sorting
Sorting e-waste entails categorizing electronic devices and components according to their
type, materials, and recycling potential (Cucchiella et al., 2015). This procedure can be
carried out manually or by automated systems such as sensor-based sorting technologies
(Kaya & Kaya, 2019).

2.2.4 Dismantling
The term "dismantling" refers to the process of taking apart an electronic device by hand
or using a machine in order to reuse valuable components like metals, plastics, and glass
(Khalig et al., 2014). This procedure calls for specialized knowledge and equipment in order
to minimize the possibility of exposure to dangerous substances (Kaya, 2016).

2.2.5 Material recovery
Material recovery is the final step in the e-waste recycling process, which involves
extracting valuable materials from e-waste using various techniques such as
pyrometallurgical, hydrometallurgical, or bioleaching methods (Tezyapar Kara et al., 2023;
Xavier et al., 2023; Zeng et al., 2018). Material recovery is critical to advancing the circular
economy because it reintroduces valuable materials into the manufacturing process
(Parajuly et al., 2019).

According to the International Telecommunications Union (ITU), the total value of e-waste
worldwide could be around 55 billion euros in 2016. Some sixty of the elements in the
periodic table, including silver, palladium, and copper, can be recovered from electronic
waste (Loesche, 2017). Figure 2-5 illustrates the global volume (in kilotons) and monetary
value (in Millions of Euros) of electronic waste in 2016.

W kilotons (kt) ™ Million €

GOLD(AU) 18,840

PLASTICS 12,230.00 15,043

COPPER (CU) 2,164.00 9,524

ALUMINUM (AL) IEREFHE) 3,585

IRON (FE) 16,283.00 3,582

PALADDIUM (PD)

3,369

SILVER (AG) iN&i 884

Silver (Ag) Paladdium (Pd) Iron (Fe) Aluminum (Al) Copper (Cu) Plastics Gold(Au)
o kilotons (kt) 1.60 0.20 16,283.00 2,472.00 2,164.00 12,230.00 0.50
® Million € 884 3,369 3,582 3,585 9,524 15,043 18,840

Figure 2-5: Potential value and volume of raw materials in e-waste worldwide 2016

2.3 Existing e-waste tracking methods and technologies

The flow of e-waste has also been the subject of various studies. Some studies have
attempted to quantify the transboundary movement of e-waste, (Breivik et al., 2014; Lee



et al., 2018; Lepawsky, 2015; Lepawsky & McNabb, 2010; Shinkuma & Huong, 2009; Q.
Song et al., 2017; X. Song et al., 2017; Tong et al., 2018) while others have focused on
the domestic flow of e-waste through tracking and tracing the flow of e-waste (Dwivedy &
Mittal, 2012; Kahhat & Williams, 2012; Miller et al., 2016; Mishima et al., 2016; Veenstra
et al., 2010; Yoshida et al., 2009).

To effectively manage e-waste, it is necessary to embrace appropriate technological
solutions that address the following aspects:

o Transparency in the electronic waste movement

o Extended producer responsibility (EPR) implementation

o Traceability of e-products across their entire life cycle, from manufacturing
to e-waste conversion to recycling back into raw materials.

o Constructing appropriate channels for reaching out to e-waste

o A sufficient number of recycling facilities and their connectivity to a

technology-driven e-waste management system (Sahoo et al., 2021)

According to the literature, it is clear that there is a gap in the field of electrical and
electronic waste collection, particularly in regard to the use of track-and-trace technologies
and smart collection systems (Alvarez et al., 2008; Kazancoglu et al., 2021; Martin &
Leurent, 2017; Rada et al., 2013).

E-waste tracking is critical for proper management and recycling processes. To track and
monitor e-waste flows, various methods and technologies have been developed, including
the use of electronic tracking systems, barcodes, radio frequency identification (RFID)
(Dwivedy & Mittal, 2010), and blockchain technology (Kazancoglu et al., 2021). Despite
advancements in e-waste tracking technologies, challenges such as data privacy and data
security concerns, the need for standardization, and the integration of various tracking
methods continue to exist (Alghazo et al., 2018; Kapoor et al., 2021; Khan & Ahmad,
2022).

2.3.1 Electronic tracking systems
Electronic tracking systems are widely used to manage e-waste logistics, such as waste
collection, sorting, and transportation. These systems typically make use of computer
hardware and software components to manage and monitor e-waste flows throughout the
recycling process. By doing so, they can help to streamline the recycling process and
improve supply chain transparency (Grant et al., 2013; Khetriwal et al., 2009; McNeill et
al., 2021; Ruponen, 2017).

2.3.2 Barcodes and RFID technology

In tracking systems, barcodes and RFID tags are commonly used to provide unique
identifiers for individual electronic devices, allowing for efficient and accurate data
collection. RFID technology has advantages over traditional barcodes, such as the ability
to store more information and to be read from a distance without direct line of sight. RFID
tags can be integrated into electronic products during the manufacturing process, allowing
devices to be tracked throughout their life cycles. However, the high cost of tags and the
requirement for specialized equipment can stymie RFID technology implementation
(Condemi et al., 2019; Dwivedy & Mittal, 2010; Fernando & Jorge Jr, 2015; Namen et al.,
2014; Ruponen, 2017).
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2.3.3 Blockchain technology

Blockchain technology, which is a decentralized and distributed digital ledger system, has
emerged as a game changer in a variety of industries, including e-waste management. By
providing a decentralized, tamper-proof, and transparent platform for recording and
sharing data, blockchain technology has emerged as a promising solution for improving e-
waste tracking systems. In e-waste management, blockchain-based systems can improve
traceability, security, and data integrity. Several studies, including pilot projects and proof-
of-concept implementations, have proposed the use of blockchain technology for tracking
e-waste (Abalansa et al., 2021; Dasaklis et al., 2020; Dua et al., 2020; Khan & Ahmad,
2022; Sahoo et al., 2021).

The term "blockchain" is shorthand for a digital ledger consisting of linked "blocks" that
record transactions. Because each block is connected to the ones that came before and
after it, the order of the blocks and the transactions they record cannot be altered.
Importantly, because of its decentralized nature, blockchain technology is impervious to
tampering, making it a reliable tracking tool (Tapscott & Tapscott, 2016).

Blockchain technology can be used in the context of e-waste tracking to create a
transparent and verifiable record of each piece of electronic waste, from its creation to its
disposal or recycling. This is accomplished by assigning a unique identifier to each e-waste
item, which is then stored in the blockchain. Each transaction (e.g., collection,
transportation, and recycling) of this piece of e-waste is recorded on the blockchain as it
moves through its lifecycle (Kshetri, 2018).

The increased transparency offered by blockchain technology is one of the primary benefits
when applied to e-waste tracking. Manufacturers, waste collectors, recyclers, and
regulators are just a few of the parties involved in managing e-waste who have access to
the same verifiable data about the lifecycle of an item. This openness can discourage
improper handling, illegal dumping, or mismanagement of e-waste while encouraging
responsible recycling methods. Traceability is another noteworthy benefit that blockchain
offers. The relevant parties can use the blockchain to track the lifecycle of an e-waste item
in the event of a dispute or regulatory investigation, providing a transparent and
impenetrable evidence trail (Caro et al., 2018; Chaudhary et al., 2021; Khan & Ahmad,
2022; Sahoo & Halder, 2020; Sahoo et al., 2021).

However, incorporating blockchain technology into e-waste tracking is not without
difficulties. Among the obstacles that must be overcome are technical barriers, high setup
costs, and a lack of understanding of the technology. Furthermore, for blockchain-based
tracking to be effective, it must be widely adopted by all stakeholders involved in e-waste
management, which has not yet occurred (Mougayar, 2016).

While blockchain technology offers exciting possibilities for e-waste tracking, more
research and collaboration among various stakeholders is required to fully realize its
potential and overcome the current challenges.

2.4 Challenges in e-waste management

In order to ensure effective and environmentally responsible disposal and recycling
practices, there are a number of significant challenges associated with managing e-waste
that must be addressed. Some of the main challenges are:
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2.4.1 Volume and Complexity of e-waste

The sheer volume of e-waste generated worldwide poses a significant challenge. As of
2021, the world produces approximately 50 million tonnes of e-waste per year, a figure
that is expected to rise due to rapid technological advancements and increased consumer
demand for electronic devices (Forti et al., 2020). Aside from the volume, the complexity
of e-waste presents an additional challenge due to the mixture of valuable materials like
gold and copper, as well as hazardous substances like mercury and lead, which necessitate
specialized processing techniques (Borthakur & Govind, 2017; Lepawsky, 2018; Parajuly
et al., 2019).

2.4.2 Complex technologies and Infrastructure Requirements
The technological complexity of e-waste tracking systems may limit their adoption,
particularly by smaller-scale waste management organizations that find it difficult to
implement and maintain these systems. Regular customers may be put off by how difficult
they are to use. Developing and maintaining a dependable and efficient tracking system
necessitates a level of technical expertise that not all stakeholders have (Ismail & Hanafiah,
2020; Khetriwal et al., 2009; Ongondo et al., 2011).

Infrastructure requirements further complicate e-waste management efforts. Traditional
e-waste management systems often require extensive infrastructure to support them,
including collection and classification centers, transportation networks, waste processing
facilities, and data management systems (Ongondo et al., 2011). The logistical and
financial implications of such requirements can be particularly challenging for
organizations, particularly in regions with underdeveloped infrastructure or limited access
to resources or in developing countries that may already struggle with waste management
issues (Sahoo & Halder, 2020).

2.4.3 High implementation costs

The financial challenges associated with the development and deployment of e-waste
tracking systems can be expensive and act as a barrier for organizations with limited
resources. The costs linked to purchasing equipment, training personnel, and ensuring
compliance with regulations can be prohibitive, especially for smaller companies or those
operating in developing countries with limited funding (Khetriwal et al., 2009; Wang et al.,
2013). For example, the cost of GPS (Global Positioning System) tracking devices for
monitoring e-waste has been a concern for both recyclers and regulators (Breivik et al.,
2014).

2.4.4 Regulatory and Compliance Issues
Many nations have taken steps to curb the growth of electronic waste and profit from the
advantages of this potentially valuable secondary resource. More than 2000 sections of
legislation from more than 90 jurisdictions are currently in force worldwide to regulate the
negative effects of WEEEs (Ilankoon et al., 2018).

E-waste management is governed by a patchwork of international, national, and regional
laws and regulations, making compliance a challenging issue. Even though the Basel
Convention regulates the international transboundary transportation and disposal of
hazardous wastes, e-waste illegal trafficking continues to be a major problem (Forti et al.,
2020). It can be difficult to ensure that electronic waste is processed in accordance with
these regulations, especially in countries with less strict environmental
regulations (Lundgren, 2012).
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2.4.5 Environmental and health risks

The environmental and health risks related to improper handling of e-waste are remarkable
concerns in e-waste management. Environmental pollution is one of the side effects of not
properly managing e-waste for disposal. It can lead to hazardous substances such as heavy
metals and toxic chemicals leaching into the soil and water systems. Furthermore,
individuals involved in informal recycling processes may face serious health risks as a result
of exposure to these harmful substances (Baldé et al., 2017; Kiddee et al., 2013). Valuable
materials are also lost due to informal recycling because individuals who recycle lack the
technology to effectively recover these materials (Parajuly et al., 2019).

Another issue is the storage of waste from electrical and electronic equipment (WEEE) by
residents, which may pose risks if not appropriately removed from households
(Nowakowski et al., 2021).

2.4.6 Data Security
Electronic waste, or e-waste, can be dangerous because of the private or confidential data
of people or corporate it may contain. According to Abbas et al. (2021), a significant barrier
to the safe disposal and destruction of data is the possibility that sensitive information
could be compromised as a result of improper handling of electronic waste (Abbas et al.,
2021).

2.4.7 Lack of Awareness
Despite the risks associated with improper e-waste disposal, consumers are not sufficiently
aware of the value of good e-waste management. E-waste frequently gets mixed up with
regular household trash due to this ignorance, entering the general waste stream without
being properly treated (Ongondo et al., 2011).

Addressing these challenges is crucial for creating more effective and sustainable e-waste
management systems.
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3 Background theory
3.1 Generating Unique QR Codes

A Quick Response (QR) code is in the category of a two-dimensional barcode. Denso Wave,
a Toyota subsidiary, invented the first practical QR code in Japan in 1994 for the
automotive industry (Wave, 2010). QR codes have a significant advantage over traditional
barcodes in that they can store much more data, such as URL links, geo coordinates, and
text (Petrova et al., 2016). These characteristics have increased their popularity in a
variety of fields, including waste and e-waste tracking (Aparna et al., 2021).

Figure 3-1: A sample of QR code

To produce a unique QR code, a piece of data (also known as a data string) must first be
generated. This data string usually includes a unique identifier or information regarding
the object to which the QR code is attached. QR codes can be generated using various
software and hardware tools, and they can be customized to include specific information,
such as the manufacturer, model, and serial number of the device (Dutson, 2013).

Then they can be widely used in e-waste tracking systems to create a unique identifier for
each electronic device, which allows the device to be tracked throughout the recycling
process. In the case of e-waste tracking, for example, the data string could consist of
information about the type of e-waste, its brands, its weight, and its origin. Once the data
string has been generated, it is converted into a QR code using a QR code-generating
algorithm. There are several open-source libraries available that can be used to generate
and decode QR codes, including ZBar and ZXing (Jang, 2012; Widaningsih & Suheri, 2021).

The resulting QR code is a square black-and-white matrix that can be read by a QR code
reader, typically found on smartphones, to reveal the data stored within. E-waste can be
tracked from the time it is collected until it is disposed of or recycled by using QR codes in
this; (Xu et al., 2021).

The generated codes can then be printed onto labels, stickers, or other materials and
attached to the corresponding item or location. By scanning the QR code, the item or
location can be easily identified and tracked.
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The Python code below generates a unique QR code for each device in an inventory. The
code generates a QR code with a unique ID and device information. It is important to note
that the data structure (e.g., device_id, device_type) can be modified to meet the needs
of the inventory and tracking system. This code makes use of a hypothetical list of device
data and a simple data structure. This information would be retrieved from actual inventory
or asset management systems in real-world applications.

import grcode

# List of devices in the inventory (for demonstration purposes)
devices = [

{'device id': '123', 'device type': 'PC'},
{'device id': '456', 'device type': 'Laptop'},
{'device id': '789', 'device type': 'Monitor'},

# add more devices as needed...

def create qgr(data):

# Create QR code instance

gr = grcode.QRCode (
version=1,
error correction=grcode.constants.ERROR CORRECT H,
box size=10,
border=4,

)

# Add data to the QR code

gr.add data(data)

gr.make (fit=True)

# Create an image from the QR Code instance
img = gr.make image (fill='black', back color='white')

return img

# Generate a QR code for each device

for device in devices:
data = f"ID: {device['device id']}, Type: {device['device type']}"
img = create gr(data)
# Save the QR code as an image file

img.save (f"QR {device['device id']}.png")

This script develops a unique QR code for each device and saves it as a.png image. To
keep track of the generated QR codes, the image's filename corresponds to the device_id.
The code on this platform follows a similar pattern, utilizing the.NET framework.

3.2 Tracking Definition in Programming

Tracking is a term used in programming and computer science to describe the action of
continuously following or monitoring a subject or object. Depending on the circumstances,
this can be accomplished in a variety of methods. Tracking, for example, is frequently used
in web development to refer to the practice of monitoring a user's interactions with a
website, often for analytics or personalization purposes (Spiekermann et al., 2001; Uchida
et al., 2011).

Tracking in programming refers to the process of monitoring the location and status of
objects throughout the entire process. Tracking can be accomplished via the use of
different technologies such as GPS, RFID, and barcode scanning (Chanda, 2019; Dash,
2012; Li et al., 2015). Tracking can also be integrated with other systems, such as
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inventory management systems, to provide real-time data on device location and status
(Mourtzis et al., 2016; Ning et al., 2016).

Tracking in the context of an e-waste tracking system consists of logging and updating the
location and status of e-waste items as they move through the waste management
process. A combination of hardware (such as sensors or scanners), software (to process
and store tracking data), and network infrastructure (to transmit data between devices
and servers) is typically used.

Tracking in programming frequently involves a variety of algorithms and data structures,
depending on the system's requirements. Tracking systems, for example, may use
databases to store tracking data, with database operations carried out using SQL
(structured query language) or similar technologies. Furthermore, tracking systems may
use graph theory or spatial data processing algorithms to calculate optimal transportation
routes or to perform other location-based calculations (Reddy, 2018).

A basic tracking system may include functions for adding, viewing, and updating item
status. For illustrative purposes, you can see a simplified example using C# and a basic
Console Application. Please keep in mind that a real-world system would be much more
complex, with databases, user interfaces, error handling, security measures, and so on, all
of which have been considered in the proposed platform. The proposed e-waste tracking
platform's tracking functionality has been implemented in this thesis using QR codes,
geolocation technologies, and cloud-based technologies. The platform provides users with
real-time tracking data, improving transparency and accountability in e-waste
management.

using System;
using System.Collections.Generic;
class Program
{
static void Main(string[] args)
{
EWasteTracker tracker = new EWasteTracker (
tracker.AddNewItem ("Device 1", "Location 1
tracker.Updateltem ("Device 1", "Location 2
foreach (var item in tracker.GetItems ())

{

)

';;
)
Console.WriteLine ($"Device ID: {item.Id}, Location:
{item.Location}");
}

}
}
class EWastelItem
{

public string Id { get; set; }

public string Location { get; set; }
}
class EWasteTracker
{

private List<EWasteIltem> items;

public EWasteTracker ()

{

items = new List<EWasteltem> ()
}
public void AddNewItem(string id, string initiallocation)

{
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EWasteltem item = new EWasteltem { Id = id, Location =
initiallocation };
items.Add (item) ;
}
public void Updateltem(string id, string newLocation)

{

EWasteltem item = items.Find(i => i.Id == id);
if (item != null)
{

item.Location = newLocation;

}
}
public List<EWasteItem> GetItems ()

{

return items;
}
}

In this example, we have an "EWasteTracker" class that manages a collection of
"EWasteltem" objects. Each "EWasteltem" represents a tracked e-waste item and has a
unique "ID" and "Location".

"EWasteTracker" presents methods for adding new items (AddNewlItem), updating existing
item locations (Updateltem), and viewing all items (Getltems). The "Main" function in the
"Program” class shows how to use these methods to track e-waste items.

It's important to keep in mind that this is an extremely simplified example. A real-world
system would be much more complex, addressing issues such as concurrency, data
persistence, error handling, security, and more.

3.3 Cloud-Based Technologies

Researchers and developers in the software industry have both taken notice of the cloud
computing trend because of its potential. Cloud computing is a low-cost, scalable, and
adaptable computing environment that enables remote access to shared resources. The
term "cloud computing" refers to a computing model that delivers this service as a
commodity to satisfy the regular requirements of businesses. Delivering software,
hardware, and data storage over the Internet is what's known as "cloud computing" (Buyya
et al., 2013). “Software as a service (SaaS), platform as a service (PaaS), and
infrastructure as a service (IaaS) are the three delivery model categories for cloud
computing services. Cloud service models can be seen in Fig. 2 “(Abd Elmonem et al.,
2016).
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Figure 3-2: Cloud service models
(Abd ElImonem et al., 2016)

SaaS (Software as a Service) is aimed at the end-user or business. It is concerned with
the distribution of software applications to multiple users via the Internet. Platform as a
Service (PaaS) is the delivery of middleware that includes tools, services, and platforms
aimed at software developers in order for them to create SaaS applications. Infrastructure
as a Service (IaaS) is the delivery of computing power to administrators via hardware and
software. The company pays for what it needs and expands its usage as its business
grows.(Abd Elmonem et al., 2016)

Instead of keeping information on a computer or server at home, cloud-based technologies
keep everything online. In the context of e-waste tracking systems, this technology offers
many benefits, including accessibility, scalability, cost-effectiveness, and real-time data
sharing (Mell & Grance, 2011).

Tracking systems have also made use of cloud-based technologies in many different
industries. The use of cloud computing, for instance, has enhanced logistics management
and enabled real-time tracking of goods in supply chain management (Gammelgaard &
Nowicka, 2023; Yenugula et al., 2023) . In a similar vein, cloud-based systems have been
adopted by the healthcare industry for patient monitoring and data management (Iranpak
et al., 2021; Xu et al., 2017); Transport monitoring has used this tracking method in
various aspects (Arthurs et al., 2021; Priyanka et al., 2021).

Cloud-based technologies, as previously stated, are internet-based computing systems
that enable users to store and access data remotely. In e-waste tracking systems, cloud-
based technologies can provide a platform for storing and managing data related to the
recycling process, such as the location of electronic devices, the status of the recycling
process, and the amount of e-waste generated. Cloud-based technologies can also provide
real-time data on the location and status of devices, which can improve the recycling
process's efficiency and transparency (Kang et al., 2020; Vincent Wang et al., 2015; Zhang
et al., 2010).

Cloud-based technologies can be used in the context of e-waste tracking to store, process,
and share data on e-waste collection, transportation, recycling, and disposal. These
technologies can improve transparency and accountability in e-waste management by
providing real-time access to this data (Rong et al., 2013).
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Cloud-based technology, like all technologies, has advantages and disadvantages. The
most significant opportunity provided by cloud computing is the ease of access to advanced
computing resources without the need for upfront infrastructure investment. When
compared to setting up and maintaining their own computing infrastructure, SMEs (Small
and medium-sized enterprises) can benefit greatly from cloud computing (Mell & Grance,
2011). Furthermore, cloud computing allows organizations to easily adjust their computing
needs in response to changing requirements. In the rapidly changing field of e-waste
management, this adaptability is of the utmost significance (Kumar & Vidhyalakshmi,
2012). Finally, using cloud computing in e-waste tracking platforms can improve data
sharing and collaboration among various stakeholders. The ability to access and update
data in real-time from any location can significantly improve e-waste management
processes' efficiency and transparency (Dey et al., 2022; Gopalakrishnan et al., 2020).

Despite its numerous advantages, cloud computing does pose some challenges. One of the
primary concerns when using cloud services is data security. As sensitive data is moved to
the cloud, ensuring its security against unauthorized access and breaches becomes
increasingly important (Ren et al., 2015). Another issue is data privacy. When storing and
processing data in the cloud, organizations must ensure that they comply with all relevant
privacy regulations, which can be especially difficult when operating across multiple
jurisdictions (Svantesson & Clarke, 2016). Finally, when data is stored on cloud servers in
different countries, the issue of data sovereignty can arise, raising concerns about
jurisdiction and control over the data. When selecting cloud service providers, businesses
must be aware of these legal implications (Janssen & van den Hoven, 2015).

3.4 Geolocation Technologies

The process of determining or approximating the geographic location of an object is called
geo-positioning, geo-tracking, geo-localization, geolocating, geolocation, or geo-position
fixing. Positions can be expressed in terms of bearing and range from a reference point in
addition to geographic coordinates (such as latitude and longitude) in a specified map
datum produced by geo-positioning. In this way, a street address or other meaningful
location can be determined from a set of coordinates. Some uses of geolocation technology
include internet geolocation (the process of determining the physical location of an
internet-connected device), mobile phone tracking, and animal geo-tracking (the inference
of the location of animals) (Gentile et al., 2012).

Due to the widespread incorporation of digital location or “geolocation”, as it is more
commonly known, with web content, services, and interfaces, has become an integral part
of the design, logistics, and organization of digital platform interfaces, utilities, and
affordances. Users add location data to their social media posts in a variety of ways,
including using geocoding for tweets and Snapchat's Geo-filters. Digital map data and geo-
logistics are the backbone of ride-hailing platforms like Uber and Lyft, powering everything
from in-route navigation to real-time driver tracking to the identification of riders' pick-up
and drop-off locations. Tinder is a dating app that lets users narrow their search for a
romantic interest to a specific radius. The short-term rental listings on Airbnb (an online
marketplace) are presented in a map-based interface. An entire subset of the data broker
industry has emerged to scrape, mine, repackage, analyze, and sell digital location data,
particularly that collected from mobile devices (Leszczynski, 2019).

Geolocation technologies, such as GPS and RFID, can be used to track the location of
electronic devices during the recycling process. GPS can provide real-time data on the
location of devices, while RFID can be used to identify and track devices as they move
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through the recycling process. Geolocation technologies can help to improve the accuracy
and efficiency of e-waste tracking systems, which can lead to more effective e-waste
management. Latitude and longitude (lat/long) coordinates are used in geolocation, which
is the process of gathering this information.

Technologies based on geolocation are essential for real-time monitoring. Many sectors,
ranging from navigation and surveying to monitoring and surveillance, rely heavily on
geolocation technologies. They make it possible to track the location of a specific device,
object, or person. They provide the ability to determine the exact location of a tracked
object using information about the device's geographic location, such as a smartphone.
The Global Positioning System (GPS), Internet Protocol (IP) addresses, and radio frequency
identification (RFID) will be discussed in detail below.

3.4.1 Global Positioning System (GPS)

Whenever there is a need for accurate time and location data anywhere on or near Earth,
regardless of atmospheric conditions, the Global Positioning System (GPS), which is a
space-based and/or satellite-based navigation system, can be used. Because it functions
autonomously and does not require the user to transmit any data, GPS is a trustworthy
and independent system for determining locations. There are approximately thirty
satellites in the system, and they orbit the Earth at a distance of about 20,000 kilometers
(Milner, 2016). These satellites broadcast microwave signhals that are decoded by GPS
receivers on the Earth's surface and give accurate and reliable time, velocity, and
geographical coordinates.
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Figure 3-3: Simple GPS overview (Appendix 1)

In the context of e-waste tracking, as e-waste travels through the disposal process, GPS
may supply accurate location data. This information can be used to track the movement of
electronic waste and guarantee its proper handling and recycling (Bajaj et al., 2002; Lee
et al., 2018).

3.4.2 Internet Protocol addresses (IP Address)
Each electronic device that uses the Internet Protocol (IP) on a network is defined by a
unique numeric label that serves as its identifier. Internet Protocol (IP) addresses are given
to devices by the Internet Service Provider (ISP) when they connect to the web. While IP
addresses can be used to approximate a device's location, they are typically less accurate
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than GPS because they can only provide an estimate of the region based on how the
network is configured and set up (Stone, 2000).

In the context of e-waste tracking, when GPS data is unavailable, IP address-based
geolocation can be used as a fallback mechanism for the e-waste tracking platform. Even
if GPS data cannot be obtained, this approach can help maintain a continuous record of
the e-waste's journey (Fathi et al., 2022).

3.4.3 Radio-Frequency Identification (RFID)
RFID (Radio-Frequency Identification) tags attached to objects are automatically identified
and tracked using electromagnetic fields. An RFID system is made up of two fundamental
components: a tag and a reader. The tag, which can be attached to an object, contains
information that has been electronically stored. The tags store information electronically,
which can include location data. In contrast, the reader emits radio waves that cause the
tag to respond with the information encoded in it (Xiao et al., 2007).
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Figure 3-4: A simplified RFID system
(Jechlitschek, 2006)

RFID stands among the most significant identification technologies. Its technology is based
on wireless communication, specifically radiofrequency waves, between an object-attached
tag and an interrogator. This system makes product identification easier than with other
methods, such as barcodes. RFID tags, for instance, can be inserted into boxes or
containers, injected into animals, or embedded in any object, like passports, because they
don't require visual contact.

Although barcodes have limited capabilities when compared to RFID, they remain on the
market at the expense of RFID due to their current cost. Despite this, RFID systems are
becoming increasingly popular in a wide range of industries. Over 3000 known use cases
exist, ranging from logistics and identification to toll roads and pharmacy to item, pallet,
and animal tracking (Bibi et al., 2017).
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RFID technology provides an additional or alternative tracking mechanism for the proposed
e-waste tracking platform. RFID tags can be attached to e-waste to track it even when it
is not in range of GPS satellites or an IP-enabled network (Li et al., 2017).

3.5 Relevant Regulations and Standards

Many nations have taken steps to curb the growth of electronic waste and profit from the
advantages of this potentially valuable secondary resource. More than 2000 sections of
legislation from more than 90 jurisdictions are currently in force worldwide to regulate the
negative effects of WEEEs (Ilankoon et al., 2018). In the past, environmental protection
was the driving force behind most regulations and strategies, but nowadays, human health
concerns are at the forefront of most management strategies (Thakur & Kumar, 2022).
Table 1 lists some of the international groups and initiatives that have advanced the cause
of proper monitoring and recycling. Each of these groups is working together to inform
consumers and investigate potential e-waste management solutions (Patil & Ramakrishna,
2020; Thakur & Kumar, 2022).

Initiatives Key features

Endorsed in 1992 to avoid exportation of hazardous
waste from producer countries. 172 nations stand by
the agreement but US does not ratify the treaty

Basal convention

Aimed to restrain the import of e-waste more
stringently than Basel Convention. Applied in African
Union nations from 1998

Bamako Convention

EU WEEE Directive In 2007 all the EU members adopted the system with
initiation of takeback approach for 10 groups of

electrical things

Restriction of Hazardous
Substances Directive (RoSH)

Enforced along with EU WEEE, particularly aimed to
restrain the use of hazardous substances. also validated
by various nations, counting China and India as well

Solving the E-waste Problem

(StEP)

Initiated in 2007 by UN agencies to promote reusability
of the recycled components to limits the waste
generation

3Rs (Reduce, Reuse, Recycle)

Initiated by Japan. Work to prevent e-waste generation.
Allows exportation to other countries for remanufacture
and recycling. Convicting the goal of Basel Convention
treaty

US State laws and the Responsible
Electronic Recycling Act (HR2284)

25 states of US, imposed with the law. HR2284 is
anticipated to control e-waste exportation. This law
enforcers assembly and reprocessing of e-waste via
stipulating deposits from consumers

US NGOs—Basel Action Network
(BAN), Silicon Valley Toxic
Coalition (SVTC), Electronics Take-
Back Coalition (ETBC)

These three acts work to promote the “Basel Ban”
amendment for restrictive transborder exportation.
Enhance general e-waste assortment and reusing
programs
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National Strategy for Electronics | Focus to limits the use of harmful substance Improve
Stewardship (NSES), US the handling and management strategies of e-waste in
the US or reduce their harmful impact in other nations

International Environmental | Strengthen utilization of environmentally suitable
Technology Centre (IETC) 7- UNEP | technologies in developing nations on waste
management

Global e-Sustainability Initiative | Focus to engage Information and Communication
(GeSI) Technology (ICT) companies, industries and
organizations to concern e-waste management

Table 3-1: Initiatives for e-waste regulation and legislation

(Thakur & Kumar, 2022)

3.6 Data Security and Privacy

Data security and privacy are two fundamental aspects of the digital world, ensuring that
individuals' and entities' information is protected from unauthorized access, disclosure,
alteration, or destruction. With an increasing amount of data being stored and processed
electronically, maintaining data security and privacy has become paramount. This section
delves into the theoretical background of these concepts.

3.6.1 Data Security

The measures, protocols, and strategies put in place to prevent modification, destruction,
or unauthorized access to data are referred to as data security. It covers a wide range of
technologies, devices, and practices aimed at protecting data from breaches, leaks, or
hacks (Anderson, 2020). Data security techniques include encryption, which involves
converting plaintext data into unreadable ciphertext using a key; access controls, which
limit who can access certain data; and authentication, which verifies a user's identity before
providing data access. Firewalls are used alongside intrusion detection systems (IDS) to
monitor and restrict network traffic (incoming and outgoing data) based on established
security policies (Stallings & Brown, 2018).

3.6.2 and Privacy
Data security deals with keeping data safe from intruders and external threats, while
data privacy is related to the lawful and fair treatment of data, especially personal data.
Information security includes all phases of data lifecycle management, from collection to
disposal. To protect individuals' privacy, it mandates that organizations treat sensitive
data with care (Petrescu & Krishen, 2018).

Legislation such as the California Consumer Privacy Act (CCPA) of the United States and
the General Data Protection Regulation (GDPR) of the European Union protect individuals'
right to privacy in their personal and private data. Consent must be obtained prior to data
collection, individuals must be informed of how their data will be used, and individuals
must be given the means to access, modify, or delete their data (Schwartz & Solove, 2011).

34




4 Methodology

The purpose of this dissertation study is to develop a robust and reliable e-waste tracking
platform that can address the current challenges in the e-waste management sector. A
qualitative review of the literature on e-waste, its tracking system, and the theoretical
background of each component of the system had been completed prior to this chapter.
In-depth research was conducted on use cases for tracking system implementations. The
research methodology can be seen in figure 4-1.

Architectural
Literature d Study for Input from framwork of
review on e- % designing and application platform
waste and it's developing development implementation
tracking system applications experts in e-waste
tracking

Figure 4-1: The research methodology

The updated figure 4-1 in this chapter depicts the research methodology, which represents
the steps taken in the development of the e-waste tracking platform. The figure serves as
a visual roadmap, highlighting the key stages and providing the reader with an immediate
understanding of the processes involved in the development of this complex system. The
role of expert consultation is also illustrated, emphasizing their significant contribution to
developing the architectural framework of the e-waste management tracking system.
Overall, the revised figure (Figure 4-2) serves as a comprehensive visual guide that
describes the detailed journey of the e-waste tracking platform's development.
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Figure 4-2: The revised project methodology

This chapter describes the methodology used to develop this platform, from the initial
stages of QR code generation and scanning to advanced aspects such as data storage
methods, user authentication, and cloud-based technology implementation. Every step is
described in detail. Furthermore, the framework emphasizes the iterative and cyclical
nature of the process, focusing on the system's continuous refinement and improvement.
Experts' ideas and consultation were considered in developing the architectural framework
for tracking e-waste management implementation. The architectural framework for
tracking implementation is shown in figure 4-3.

Browser

Applicdtion Api Data Storage

CDN (for serving
Mobile client static contents) Monitoring Services

Figure 4-3: The architectural framework for tracking implementation

4.1 QR Code Generation and Scanning Process

Each device is assigned a unique QR code in order to effectively track individual pieces of
e-waste. The QR codes are created with an algorithm that ensures each code is unique,
allowing each piece of e-waste to be tracked separately. After that, the QR codes are
printed and physically attached to the e-waste. The QR code can contain data such as the
type of e-waste, its origin, and the date it was deposited in the waste management system.
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This platform saves identifier of the device in the unique QR code and after scanning user
is redirected to the tracking page on the platform.

The QR codes are read using a smartphone or a dedicated scanning device during the
scanning process. When the device undergoes scanning, it connects to the tracking
platform, retrieves the e-waste's information from the platform, and displays it to the user.

4.2 Data Storage Methods and Technologies

Given the large volume of e-waste handled on a daily basis, it's critical to use a data storage
method that can handle such large volumes of data. To ensure that the platform can handle
the expected data loads, we use a combination of database technologies, including SQL for
structured data and NoSQL for unstructured data.

4.3 Authentication and Authorization of Users

We use a multi-tiered user authentication system to ensure that only authorized personnel
can access and change the data on the e-waste tracking platform. Access levels are
assigned to users based on their role in the e-waste management process. A waste
collector, for example, may only have access to the scanning function, whereas a regulator
may be able to view and download the entire e-waste data set.

Task/Role Anonymous Scanner Administrator | Super-Admin
Track a device X X X X
Register a device - X X X
Scan new location - X X X
View all devices - - X X
Manage users - - - X

Table 4-1: Roles and their associated permissions in the e-waste tracking platform

Table 4-1 shows the various roles and their associated permissions in the e-waste tracking
platform. Anonymous users, scanners, administrators, and Super-Admin are among the
roles available. Here's a more in-depth explanation of the table:

4.3.1 Anonymous
This role represents an ordinary user who has not logged into the system or has no account.
This user can only perform the "track device" operation, which allows them to see a device's
current location and status by using its unique identifier. They are unable to register a
device, search for a device in a new location, view all devices in the system, or manage
users.

4.3.2 Scanner

The scanner role most likely represents employees or workers who are in charge of
scanning devices as part of the e-waste tracking process. They can also "register device,"
which means adding new devices to the system, and "scan new location," which updates
the system when a device's location changes. They are unable to see all devices in the
system or manage users.
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4.3.3 Administrator
In comparison to the anonymous user and the scanner, the administrator has more
privileges. The administrator can "view all devices" in addition to tracking, registering, and
updating the location of devices, giving them a broader overview of the system. However,
they cannot manage users.

4.3.4 Super-Admin

The Super-Admin has the highest level of system privileges. They can track devices,
register devices, scan for new locations, view all devices, and manage users. They can use
the "manage users" operation to add, remove, or change the roles of users in the system.

This permissions system is used in both the platform's authentication and authorization
processes. Authentication verifies a user's identity, while authorization controls which
operations a user can perform based on their role.

4.4 Cloud-based Technologies

The use of cloud-based technologies is critical to ensuring that the e-waste tracking
platform is scalable and accessible from any location. A cloud server hosts the entire
platform, including the database and user interface. This configuration allows for easy
access to the platform regardless of the user's location. Furthermore, cloud hosting
provides the benefit of easy scaling, which means that the platform can handle an increase
in data volume or user load with little disruption to its performance.

This e-waste tracking platform was created through a rigorous process that included careful
consideration of various technologies and methods. We hope to significantly improve e-
waste management practices with this platform by increasing transparency, efficiency, and
accountability.

4.5 Platform description

The process for developing an e-waste tracking platform includes five steps, including
Registration, Tracking, Visualization, Administration, and Storing data. These steps have
been shown in figure 4-4.
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Figure 4-4: The process for developing an e-waste tracking platform.

4.5.1 Registration
During this stage, devices that have reached their end-of-life (EOL) period are collected
and identified as e-waste. Each device's specifications, such as model, manufacturer, year
of production, etc., are recorded in the system database. The system gives each device a
unique ID after it has been successfully registered (Figure 4-5).
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Owner's Phone

123456789
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© 2022 E-Waste Tracker v0.16

Figure 4-5: Device registration on the platform

Now is the time to generate a QR code (Figure 4-6). This unique ID is used to generate a
QR code that is specific to each device.
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Figure 4-6: Generate a QR code for the device.
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This QR code can be printed out and attached to each device as a badge (Figures 4-7, 4-8).

Figure 4-7: Printing the QR code.
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Figure 4-8: Attaching the QR code.

Although a machine-learning or deep-learning approach can frequently perform e-waste
recognition, this platform instead uses manual data entry to keep the procedure simple
and straightforward.

4.5.2 Tracking
The tracking process begins when the QR code is scanned with a mobile device, which is
usually at the first point of collection. This is the starting point for the tracking procedure.
The tracked e-waste is then linked to the GPS location of the device that scanned the QR
code at each destination.

The system then logs the exact date and time of this action, appending a timestamp to the
location data. This procedure is repeated at each stage of the e-waste's journey until it
reaches its final destination. This is noteworthy that this destination can be specified, which
means that the exact location can be pre-designated.
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All tracking data, including the location, and timestamp, is immediately updated in the
database after each scan. Users can enter the tracking code assigned to the device in the
registration section at any time to view the current location and movement history of each
device. (Figures 4-9).

Waste Tracker

Create Package

Track

Track Package

Track code

© 2022 E-Waste Tracker v0.16

Figure 4-9: Monitoring the tracking code assigned to the device.

4.5.3 Visualization

When the e-waste movement has been tracked, Platform can visualize the trend in location
based on time logs (Figures 4-10). This visualization provides a graphical representation
of the device’'s movement, making it easy to follow and understand. If the device is lost at
any stage, the application can instantly show the latest scanned location of the lost object
and send an alert to the system administrators. For example, if no new location data for a
device is received after a certain period of time, the system could conclude that the device
has disappeared.

44



\

% .

Figure 4-10: Visualizing the device’s movement on the map.

4.5.4 Administration
This section has been developed particularly for system administrators to monitor the
system status and track the devices that are currently in the system (Figures 4-11, 4-12).
The administrative panel displays a summary of the system's current state, device counts,
active trackers, and other vital statistics.
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Figure 4-11: Tracking the different devices with different tracking code.
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Figure 4-12: Visualizing the devices that are currently in the system.

4.5.5 Storing data
This step has been dedicated to storing data collected during the tracking process. The
main goal of this part is to securely store the tracking data in a way that ensures its
integrity and availability.

The platform uses cutting-edge data storage technologies to securely store all e-waste
tracking data (Cloud computing technology). This includes the device IDs, specifications,
tracking data (GPS locations and timestamps), and final destination information. To ensure
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maximum security, all data is stored securely in databases and encrypted at rest as well
as during transit.

Data is backed up on a regular basis to prevent data loss and ensure data availability even
in the case of a system failure. The data storage system is scalable, which ensures that
the platform can handle an increasing volume of e-waste tracking data as the number of
tracked devices grows over time.

The pseudocode for the tracking platform is shown in the below algorithms.
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Algorithm 1 Function to register e-waste

1: function REGISTERDEVICE(deviceSpecifications)

2 uniquelD = GenerateUniquelID(deviceSpecifications)
3: Database.AddDevice(uniquelD, deviceSpecifications)
4: QR_code = GenerateQRCode(uniquelD)

5 return uniquelD, QR _code

6: end function

Algorithm 2 Function to track e-waste
1: function TRACKDEVICE(devicelD, location)

2 Database.AddLocation(deviceID, location) if IsDeviceLost(devicelD, lo-
cation) then

8

SendAlert(devicelD, location)
4:
5: return location

6: end function

Algorithm 3 Function to visualize the movement of e-waste

1: function VISUALIZEDEVICEMOVEMENT(devicelD)

g locationHistory = Database.GetLocationHistory(deviceID)
3: PlotLocations(locationHistory)

4: return locationHistory

5: end function

Algorithm 4 Function to administer the system
1: function ADMINISTERSYSTEM
2 systemStatus, listOfDevices = Database.GetSystemStatus()
3: return systemStatus, listOfDevices
4: end function

Algorithm 5 Function to automate the tracking and management of e-waste

1: function AUTOMATEEWASTETRACKINGANDMANAGE-
MENT(deviceSpecifications, devicelD, location)
2: uniquelD, QR_code = RegisterDevice(deviceSpecifications)
location = TrackDevice(devicelD, location)
4: locationHistory = VisualizeDeviceMovement(devicelD)
5: systemStatus, listOfDevices = AdministerSystem()
6 return uniquelD, QR_code, location, locationHistory, systemStatus,

listOfDevices
7: end function

Figure 4-13 The pseudocode for the tracking platform
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5 Results

This chapter discusses the results of implementing the developed e-waste tracking
platform, created according to the outlined methodology. To achieve this goal, extensive
testing and evaluation of the platform were conducted in order to ensure it would perform
as expected.

5.1 Registration

The process of registration was thoroughly tested by generating unique QR codes for
several kinds of e-waste devices. The registration system was observed to have
successfully developed a unique ID for each piece of e-waste and recorded the data that
was required in the database. Each unique ID was additionally embedded into a QR code,
which could be printed and placed on the e-waste device to help track it in the future. The
QR code generator part of the platform worked efficiently and quickly, so a lot of devices
could be registered in a short amount of time. This showed how the system could be
expanded to handle huge volumes of e-waste without compromising the registration
process's speed and efficiency.

5.2 Tracking

The tracking system additionally demonstrated high levels of accuracy and efficiency.
Different smartphone models and operating systems were used in scan compatibility tests.
The system was able to successfully connect the location of the mobile device with the
scanned e-waste, allowing for real-time monitoring of the waste stream. It was also noted
that the system recorded the time log of each tracking action promptly, resulting in a
reliable and accurate timeline of the e-waste device's movement.

Furthermore, it was found during the testing phase that the platform is capable of handling
multiple simultaneous tracking processes, allowing for multiple devices to be tracked at
the same time without any system errors or delays, which reinforces the platform's
scalability.

5.3 Visualization

The platform's visualization component provided a clear and interactive representation of
the tracked movement of e-waste. Based on time logs, the system successfully plotted
location trends. The plotted visualizations were simple to understand and provided a clear
visualization of the e-waste devices during their journey.

In the unlikely scenario of any flaws or a device being lost during any stage, the system
was able to accurately indicate the device's last scanned location. This information was
especially useful in troubleshooting, solving problems, and finding solutions when devices
were lost or misplaced.

5.4 Administration

The administration system provided a broad perspective on the state of the system and
the devices being tracked. The system's ability to give system administrators real-time
updates on the state of the system and the tracked devices served as evidence of its
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effectiveness. This not only facilitated efficient management but also ensured that any
issues and flaws with the system would be detected and fixed quickly, which led to
preserving the system's efficiency and dependability. The platform's administrative
features were found to work as intended, with different permissions for various levels of
users being managed and controlled through an intuitive user authorization system in a
way that is simple to understand. Different user roles, such as administrators, tracking
personnel, and regulatory authorities, can be granted varying degrees of access to the
system's features, functionalities, and data thanks to the fine-grained nature of the access
control provided by the user authorization system.

The system administrators were provided with the highest level of access and were able to
observe both the overall state of the system and the details of each tracked device. Access
to location history, device details, and specifications, as well as the ability to manage user
permissions, are all part of this level of access. The access control system prevented
unauthorized access, increasing the general security level of the platform.

However, tracking staff and regulatory authorities were only granted limited access, with
permissions centered around their role-specific responsibilities and the fact that this data
was necessary for them to carry out the duties they have. The tracking personnel tasked
with keeping track of things could simply scan the QR codes to update location information,
while authorities could access and check the tracking data to ensure compliance with
regulations.

As a result, the user authorization system minimized the possibility and risk of data
breaches and improved system security by making sure that only authorized users could
access sensitive data which explain in section 4.3 in detail. This proved the platform could
handle large amounts of sensitive data about e-waste while keeping it secure and
anonymous.

In conclusion, the e-waste tracking platform was found to be effective in addressing many
of the challenges in the e-waste management sector due to its efficiency, security, and
scalability. The platform's security was further enhanced through the incorporation of user
authentication and authorization systems, making it a trustworthy option and reliable
solution for e-waste tracking and management. Improved location tracking and automated
device recognition using machine learning methods are two areas that could be
incorporated in the near future.

5.5 Storing data

The reliability and efficiency of the data storage system were also checked and evaluated.
All the tracking data was securely stored in the cloud and could be retrieved immediately
as needed by the system or whenever needed by the users. The platform's scalability was
demonstrated by its ability to process a large amount of data without negatively impacting
performance. The cloud-based data storage also provided flexibility, as it could be accessed
from any location at any time, allowing for remote monitoring and management of the e-
waste tracking system.

As a result, the developed e-waste tracking platform was able to provide a robust, efficient,
and reliable e-waste tracking solution, fulfilling the functionality for which it was designed
and developed. It overcame problems that had been impacting e-waste tracking systems
in the past and showed great promise in enhancing the state of the art in e-waste
management. The platform has the potential to become an even more effective tool for e-
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waste management with further development and customization based on the needs of
individual users in different layers of accessibility.

5.6 Challenges and User Feedback

Several challenges came up during the development and implementation of the e-waste
tracking platform that needed to be addressed. One major challenge was ensuring the
platform's scalability to handle large amounts of data while maintaining high performance.
Because of the use of cloud-based technologies and strong data management strategies,
the platform was able to scale effectively as the volume of tracked e-waste increased.

Another challenge was to ensure that the QR code on the e-waste devices was easily
readable and durable enough to survive the extreme conditions that e-waste is frequently
exposed to. The solution was to print the QR codes on highly durable materials and to
ensure that the printed codes were of high quality and large enough to be easily scanned.

Throughout the platform's development and after its initial implementation, tester
feedback was also gathered. The feedback was mostly positive; users mentioned the
platform's ease of use and efficiency in managing e-waste. They discovered the QR code
scanning feature to be simple and convenient, making it easier to track the movement of
e-waste. It is worth noting that, due to a lack of time and the fact that the testers are only
a few NTNU students, this section could be improved by conducting surveys and measuring
user satisfaction. However, the user authorization feature should have been tested by
users, which was not possible.

Some testers, however, mentioned the need for more robust location tracking, implying
that the platform could benefit from the incorporation of other geolocation technologies.
This feedback will be invaluable in informing future platform improvements.

Despite these obstacles, the e-waste tracking platform achieved its goal of improving the
efficiency and transparency of e-waste management. The positive feedback from testers
and the effective resolution of issues highlights the platform's potential to revolutionize e-
waste management.
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6 Discussion

6.1 Implications of the Findings for E-Waste Management

Wide-ranging effects of the e-waste tracking platform's implementation can be expected
in this area of waste management, providing a robust, user-friendly, and cost-effective
tracking system that addresses significant existing challenges.

Using QR codes has significantly simplified the procedure for keeping track of and
managing electronic waste. The platform provides an efficient, simple, and straightforward
method for keeping track of electronic waste, which can be an enormous boost to the
efficiency and effectiveness of businesses by improving their operations that deal with e-
waste.

Transparency in the handling of electronic waste is likely to increase as a result, which has
a significant implication. Manufacturers, waste collectors, recyclers, regulators, and even
normal users can all benefit from real-time e-waste tracking by having access to accurate
and up-to-date information about the status and location of e-waste. This unprecedented
transparency has the potential to reduce instances of illegal disposal or mismanagement
of electronic waste and encourage more sustainable and responsible approaches to
recycling. It also increases the attitude toward recycling personal e-waste by boosting the
trustworthiness of end-users, who were concerned about personal information being saved
on devices in the past.

6.2 Comparison with Existing Methods

There are several advantages to the proposed platform in comparison with conventional
approaches to e-waste management. Manual tracking and paper-based documentation are
usual in conventional approaches and traditional methods, but these procedures are not
only inefficient but also highly vulnerable to errors. In contrast, the digital nature of the
proposed platform considerably decreases the possibility and risk of errors and boosts the
efficiency of the tracking process.

In addition, it is difficult to accurately track the movement of e-waste using traditional
methods due to a lack of real-time tracking capabilities. This makes it very difficult to keep
track of exactly where e-waste is going. However, the platform that has been proposed in
the present study makes real-time tracking possible and offers a reliable and highly
accurate approach to e-waste management.

6.3 Future Challenges and Developments

As the e-waste management landscape continues to evolve, several challenges and issues
can be anticipated, and potential improvements and opportunities will invariably arise. One
challenge, for example, is integrating emerging tracking technologies. While QR codes
provide a simple and efficient method for tracking e-waste, the incorporation of additional
tracking technologies, such as RFID or GPS, can further enhance the platform's tracking
capabilities, despite the associated challenges of implementation. Future iterations of the
platform will investigate the feasibility of incorporating these technologies, as well as other
possibilities.
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Integration of machine learning and artificial intelligence technologies to automate the
process of identifying and classifying e-waste is another promising future direction and
potential development. This can improve the platform's efficiency and reduce manual
workload. Machine learning algorithms, for example, could be used to predict the lifespan
of electronic devices or to identify patterns in e-waste generation, providing useful insights
for improving e-waste management strategies.

Incorporating blockchain technology into the tracking system is an exciting new future
direction. Blockchain's decentralized nature can add an extra layer of security and
transparency by providing an immutable and tamper-proof record of e-waste movement.
This transparency can boost stakeholder trust in the e-waste management process and
prevent any potential mismanagement or illegal e-waste disposal. However, implementing
blockchain technology will also present challenges, such as the need for significant
computational resources and dealing with the slow transaction speeds of some blockchains.
It would be critical to address these issues thoughtfully in future platform iterations.

Finally, the e-waste tracking platform proposed in this study not only represents a
significant improvement over traditional e-waste management methods but also serves as
a model for sustainable and responsible e-waste management. The platform's efficiency,
reliability, and transparency have the potential to revolutionize e-waste management and
contribute to a more sustainable and responsible approach to e-waste management. Its
user-friendly design, cost-effectiveness, emphasis on personal confidentiality,
and potential to incorporate blockchain for enhanced safety and privacy all point to its
transformative potential. As technology advances, ongoing efforts to continually update
and improve this platform will be required to meet the changing landscape of e-waste
management.
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Figure 6-1 The proposed platform’s benefits and impacts
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7 Conclusion
7.1 Contributions

The research conducted in this thesis is extremely valuable in the context of e-waste
management, implementing multiple significant contributions. The development and
implementation of a robust, user-friendly, and cost-effective e-waste tracking platform
have been the main output. The use of QR codes for e-waste tracking has simplified or
even revolutionized the process, providing an innovative and straightforward solution that
considerably enhances e-waste management business operations.

Another important contribution is the platform's ability to improve transparency throughout
the e-waste management chain. The platform empowers all stakeholders, from
manufacturers, waste collectors, recyclers, and regulators to individual users, by providing
real-time tracking and timely access to data about the status and location of e-waste,
promoting an environment of accountability, and promoting responsible recycling
practices.

Finally, the study has made significant progress in addressing critical concerns about
personal confidentiality in e-waste management. The platform's dedication to data privacy
reflects a nuanced understanding of the e-waste tracking landscape. The proposed future
integration of blockchain technology, which would ensure increased safety and privacy, is
evidence of this effort.

7.2 Future work

Looking in advance, this research opens up numerous possibilities for future platform
exploration and enhancement. One such direction is the incorporation of various tracking
technologies, such as RFID or NFC, to supplement the QR code system and improve the
platform's tracking capabilities.

Another exciting development that will be pursued is the use of artificial intelligence and
machine learning to automate the process of identifying and categorizing e-waste. This
type of integration could help to streamline the e-waste management process, providing
predictive insights about the lifespans of electronic devices and identifying patterns in e-
waste generation.

Furthermore, the incorporation of blockchain technology represents a promising future
direction. The decentralized nature of blockchain can add an additional layer of security
and transparency to the tracking process, providing an immutable, tamper-proof record of
e-waste movement.

Finally, the e-waste tracking platform presented in this thesis represents a significant
advancement in the field of e-waste management. It lays the groundwork for a more
sustainable and responsible approach to managing e-waste in the future with its user-
centric design, commitment to transparency and confidentiality, and vision for
incorporating emerging technologies. As we move forward, it is critical that we constantly
refine and improve the platform to keep up with evolving technological advancements and
environmental needs.
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ABSTRACT

A hybrid positioning system is merely one in which nmltiple systems are used for positioning purposes. This virtually
always, though not necessarily, includes Global Positioning System (GPS) as it is the only global positioning network
currently. Combination of mobile network and GPS positioning techniques provide a higher accuracy of mobile loca-
tion than positions based on a standalone GPS or mobile network based positions. High accuracy of mobile position is
mainly essential for emergency. military and many other location based services such as productivity enhancement,
entertainment, position-based advertising. navigation, asset management and geographic information access. Assisted
GPS, also known as A-GPS or AGPS, enhances the performance of the standard GPS in devices connected to the cellu-
lar network. This paper introduces a new hybrid technique for mobile location determination utilizing Universal Mobile
Telecommunication System (UMTS) network, Mobile Station (MS) and GPS positioning characteristics. Different po-
sitioning techniques are chosen according to positioning parameters. The minimum required number of UMTS base
stations, location measurement units and GPS satellites are calculated in this paper. The required number of GPS satel-
lites is reduced from four satellites to three ones while using three dimension positioning and from three satellites to two
ones at two dimension positioning. Moreover, MS receiver main functions including both network and GPS received
paths to achieve output assisted data are discussed. In this paper many drawbacks such as indoor positioning, receiver
high power consumption, delay in first time to fix position, low position accuracy as well as large number of required
satellites and base stations are improved.

Keywords: A-GPS; Hybrid Positioning System; Mobile Positioning

1. Introduction

There are a lot of vital applications based on mobile user
location concerning both civilian and military services.
Positioning accuracy plays an important role in achieving
such applications. In literature [1-5] many methods of
mobile user positioning in UMTS network have been
introduced; each has its fundamentals. requirements and
levels of accuracy. Cellular positioning can be catego-
rized info two main techniques:

1) Network-based cellular location positioning;

2) Mobile-based cellular location positioning.

Network-based cellular location positioning technique
depends on network structure and network equipments to
calculate locations of mobile subscribers. A lot of meth-
ods are developed to achieve this target with different
positioning accuracies such as: Cell Identifier plus Round
Trip Time (CID + RTT), Enhanced Cell Identifier plus
Round Trip Time (ECID + RTT), Pilot Correlation Me-
thod (PCM), Observed Time Difference of Arrival (OT-
DOA), Uplink Time Difference of Amival (UTDOA) and
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Network Assisted Global Navigation Satellite Systems
(NA-GNSS). The major advantage of this technique is a
minimization of the impact on terminal implementation.
Thus, time to market of such positioning technology can
be substantially improved through avoidance of the user
terminal replacements. Logically, network-based posi-
tioning is preferred by network operators. Thus, in this
paper network-based solution is implemented.

Mobile-based cellular location positioning technique
depends on mobile equipment circuits to calculate loca-
tions of mobile subscribers. This type of positioning aims
to minimize the network involvement in the position es-
timation process. A lot of methods are developed to
achieve this target with different positioning accuracies
such as: Cell Identifier plus Signal Strength (CID + Sig-
nal Strength). Delay spread-based hybrid method and As-
sisted GPS (A-GPS) which can be based on mobile or
network location positioning techniques.

Location based services (LBS) are the most recent and
useful applications depend mainly on mobile user loca-
tion. Federal communication commission (FCC) stated
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the required positioning accuracy for both operators and
mobile manufacturers. E911 Phase II report issued in
1999 requires that all cellular operators must have loca-
tion-enabled technology providing accuracy of 100 m for
67% of calls and 300 m for 95% of calls for network-
based solutions and correspondingly 50 m and 150 m for
mobile-based solutions [6].

2. Positioning Techniques of Mobile Users

There are many developed positioning techniques par-
ticipate in detecting location of mobile user with differ-
ent accuracies. Time-biased positioning methods starting
with Time of Arrival (TOA) till Up-link Time Difference
of Amival (U-TDOA) in addition to GPS positioning
fundamentals are summarized in the following.

2.1. Mobile Based Time of Arrival Technique

This technique depends on the absolute time measure-
ment of the signal which arrived from handset to base
station. This measurement can be achieved using single
or multiple base stations. However, this technique re-
quires a very accurate timing reference at the mobile
which need to be synchronized with the clock at the base
stations. Clearly, this solution is very difficult to achieve,
as having an accurate and synchronized clock in the mo-
bile is a difficult technical challenge and would again
result in increased cost and size of the mobile handset.

2.2. Mobile Based Time Difference of Arrival
Technique (TDOA)

Secondary network of base stations at fixed locations are
acting as dummy handsets in the TDOA method. The
mobile handset and a nearby dummy base station both
capture a portion of the forward link signal from the ac-
tual base stations at a synchronized time period. Thus,
the time difference of the signal arrival at the mobile and
the dummy station is known. Since the coordinates of the
dummy stations and the actual network base stations are
known, this gives the distance between the mobile and
the actual base station. Performing three such measure-
ments with three different actual base stations, the posi-
tion of the mobile can be found using the triangulation
method. This technique requires considerable change in
the handset software along with additional hardware in-
stallations.

The mobile measures the arrival time differences of at
least three pilot tones transmitted by three different cells.
By intersecting hyperbolas the mobile’s position can be
estimated. This method requires all the processing to be
done at the handset and then requires the location esti-
mated to be transmitted to the system on the reverse link.
Thus, handset costs and bulk will be increased due to
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such needed additions to meet the synchronization and
estimation requirements [7].

2.3. Network-Based Uplink Time Difference of
Arrival (U-TDOA) Technique

U-TDOA technology locates wireless phones by com-
paring the time it takes a mobile station’s radio signal to
reach several Location Measurement Units (LMUs) in-
stalled at an operator’s base stations, as shown in Figure
1. U-TDOA approach is used to enable location-based
services such as emergency location, asset tracking, and
mobile concierge services. The wider UMTS bandwidth
coupled with significant processing gain available to
network based location systems provide higher level of
accuracy in UTRAN networks and in situations where
other location techniques may not be able to perform
well. This increased accuracy can be achieved at reduced
complexity over implementations of downlink OTDOA
or A-GPS. Additionally, critical for future success of net-
work operators. the uplink TDOA method provides sig-
nificant flexibility for implementation of future location
service enhancements. Many methods based on signal
attenuation can’t be applied in UMTS network due to the
near-far effect [8].

In uplink method the processing functions to calculate
user position is done in the network equipment especially
location measurement unit (LMU) instead of mobile
equipment processing used in downlink method. In addi-
tion, uplink method has increased processing capacity
available to analyze signal information and to calculate
subscriber locations. The uplink method provides in-
creased power from 20 to 30 dB greater in processing
gain than a DL-OTDOA solution through long integra-
tion times. In the DL-OTDOA system, the mobile station
must make measurements of pilot signals from several
sites, one by one, while still providing the other mobile
station functions. The DSP processors of many LMUs
work simultaneously to locate a single mobile subscriber.
So, downlink method latency problem is solved. Simml-
taneous location of many subscriber units can be detected
using U-TDOA approach utilizing increased power solu-
tion. Also. this solution includes acquisition of location
information from many more distant location receivers.

2.4. Global Positioning System (GPS)

Global positioning system is based on satellite commu-
nication which comprises three main steps:

Identification of satellites: Receivers must identify sat-
ellites used in measurements. Receiver selects a subset of
at least four satellites that are actually considered during
the measurements depends on the geometry between each
satellite and receiver.

Range measurements: Code phase ranging and carrier
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phase ranging are common methods for range measure-
ment in GPS system depending on the required accuracy
and application in use.

Position calculation: Accurate geometric position is
calculated by compensating certain error budget of pseu-
do range obtained in the previous step. Satellite posi-
tioning using GPS suffers from many short comes as
positioning start time latency, environmental limitations
(i.e. indoor, satellite out coverage) and high power con-
sumption at GPS receivers. These defects can be over-
come using cellular positioning techniques whether using
network based or mobile based cellular positioning tech-
nique. Among these techniques, Differential GPS (D-
GPS) is one of the most efficient techniques.

The principle of D-GPS is to observe the pilot signal
from the satellite at a fixed well-known position, refer-
ence station, and to determine the difference between the
measured range and an approximation of the true range
derived from the known position of observation This
difference represents the correction value for GPS re-
ceivers nearby the reference station. As shown in Figure
1, reference station permanently observes all visible sat-
ellites. From these observations accurate range and pseudo
range measurements are obtained according to the fol-
lowing two equations respectively.

B =\](X,—X,, )2 +(yl_yn )2 +(Zl —Zy )2 (1)
E.

where, 7, is the range befween the accurate position
%xﬂ, ¥,..z,) of the reference station and the position

X,.¥,.2,) of the i-th satellite, which is derived from the
ephemeris contained in the navigation message and
which might be subject to slight deviations from the sat-
ellite’s true position owing to perturbing forces. Whereas
P, 1is the measured pseudo range, Af,  is the time
offset between the clocks of the satellite and receiver.
£, represents ionospheric and tropospheric refraction,
multipath propagation, and other error sources. The ref-
erence station calculates the difference between true
range and pseudo range for each visible satellite and
broadcast the estimated correction data via wireless net-
work to the nearby mobile receiver. D-GPS is not only an
efficient means for significantly improving the accuracy

=r,+tct, +¢, @

Mobile
GPS receiver

Figure 1. Differential GPS overview.

Reference
station
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of position, but also for reducing the Time to First Fix
(TTEF).

3. Assisted GPS Positioning Technique

Assisted GPS (A-GPS) is an extension of the conven-
tional Global Positioning System (GPS) which increases
start-up sensitivity by as mmuch as 25 dB relative to con-
ventional GPS and reduces start times to less than six
seconds as discussed in [9]. A-GPS technology follows
the principle of D-GPS with additional assistance data
from cellular network which is used to reduce acquisition
time, enhance positioning accuracy and provide commu-
nication facilities. By integrating GPS into cellular net-
works, the GPS positioning is supported by additional
D-GPS reference stations as integral part of the cellular
infrastructure and by additional signaling procedures
between network and terminal. The resulting positioning
method is commonly known as A-GPS, as discussed in
[10]. Assistance data is done using variety of UMTS mo-
bile network positioning types such as AOA, TDOA,
O-TDOA [11] and UTDOA or in GSM mobile network
as introduced in [12]. It was found that an AGPS receiver
provided a 13 dB improvement in acquisition sensitivity
over an HS receiver and a 20 dB improvement over a
conventional GPS receiver as proven in [13]. A-GPS has
the following improved prosperities compared to stan-
dard GPS method:

Higher position accuracy.

Lower power consumption at GPS receiver terminal.

Higher receiver sensitivity.

Lower TTFF and acquisition time.

Fewer number of satellites needed in position detec-

tion.
As shown in Figure 2, A-GPS requires the following
infra-structure components:

GPS receiver unit at target mobile terminal to be capa-
ble of acquiring assistance data from both satellite and
cellular network.

Reference stations inside the cellular infrastructure for
calculating correction data and compiling the raw mate-
rial for assistance data as shown in [10]. One reference
station for areas with a radius of approximately 200 km
is sufficient as proven in (3GPP TR 25.850).

Serving Mobile Location Center (SMLC) is used to co-
ordinate positioning process. Signaling is performed be-
tween SMLC and both reference station and target ter-
minal especially in point to point signaling.

The A-GPS modes of operation are summarized in the
followings:

1) Mobile Station Assisted (MSA) mode—In this
mode, the A-GPS has capable device receives acquisition
assistance, reference time and other optional assistance
data from the A-GPS server. With the help of these data,
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Figure 2. Conventional A-GPS infrastructure.

the A-GPS device receives signals from the visible satel-
lites and sends the measurements to the A-GPS server.
The A-GPS server or LMU calculates the position and
sends it back to the A-GPS device [14].

2) Mobile Station Based (MSB) mode—In MSB mode,
the A-GPS device receives ephemeris, reference location,
reference time and other optional assistance data from
the A-GPS server. With the help of these data, the mobile
equipped with GPS receiver receives signals from the
visible satellites and calculates the target position in mo-
bile station as discussed in [15].

4. The Proposed Hybrid Positioning
Technique

In this section the proposed hybrnid A-GPS positioning
technique based on U-TDOA cellular position assistance
is developed. It is based on the integration between GPS
data and cellular network infrastructure based on U-
TDOA assisted data. This yield to accurate positioning of
mobile user and to overcome short comes of both tech-
niques while being used individually. From Table 1. it is
observed that GPS is the most accurate positioning tech-
nique with position accuracy (5 - 30 m). Moreover U-
TDOA is the most accurate positioning technique de-
pending upon cellular based networks with approxima-
tely less than 50 m accuracy. So, the integration between
the two methods produces highly accurate positioning
technique valid for most environments and with a higher
performance than that used by each technique in stand-
alone mode.

4.1. Time to First Fix Using Hybrid Positioning
Technique

Conventional GPS consumes more than one minute to
get first reading of mobile user location. Although each
GPS satellite transmits at the same frequency, the signals
are not observed at the same frequency because of the
Doppler shift caused by the satellite motion. the receiver
motion and any frequency offset in the receiver reference
oscillator. Receiver would scan all possible frequencies
till reach the accurate frequency. Also. GPS receivers find
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Table 1. Comparison between positioning techniques.

Technique Network Handset Accuracy
100m-3km

Cell ID Both Both 3 sin on cell size
500 m

CellID+TA GSM Both 5 Sine on bandwidtl

EFLT UMTS Both 250-350m

AFLT UMTS Upgrade 50-200m

AOA Both Both 100 - 200 m

U-TDOA Both Both <50m

EOTD GsM Upgrade 50-200m

A-GPS Both Upgrade 5-30m

a correct code delay for the correlators to generate a cor-
relation peak within about more than thirty seconds. This
delay is named frequency/code delay search space [16].

The expected Doppler frequencies can then be com-
puted and the frequency delay search space is reduced.
The correlation peak varies with frequency as a sinc
function:

sinc( fic/2) =1/2sin(nftc) [(nfic)" ©)

where f'is the frequency error and fc is the coherent inte-
gration time, as shown in [16]. Also. the Doppler Effect
result from receiver speed is:

L #s+cos(g/c) &)

Network assisted data is necessary to have at least a
rough a priori position and a priori time and satellite or-
bits. A-GPS is mainly used to reduce the frequency and
code-delay search space. To reduce the frequency search
space it is necessary to have at least a rough a priori posi-
tion and a prioni time and satellite orbits. The expected
Doppler frequencies can then be computed. Similarly, to
reduce the code-delay search space. it is necessary to
have a good a priori position and a priori time. Where,
the a priori time mmst be known to better than 1 ms
which is known as fine-time assistance else it is a coarse-
time assistance. By these means of frequency/code search
space reduction, TIFF will be reduced significantly.
Practically. improvement in TTFF by about 30% - 45%
at —142 dbm signal strength within 250 and 500 ps tim-
ing accuracy respectively is proven in [17].

4.2. Elements Required in Hybrid System

Four satellites are needed at least to determine the three
dimensions of the mobile equipment position in conven-
tional GPS. The four satellites are used to determine the
following position parameters (x,, ), z,. f) where x. y and
z are the three dimensional cartezian location coordinates,

IJCNS



M. ABO-ZAHHAD ET AL 307

i indicates the satellite number and t is the synchroniza-
tion time error.

Each satellite has its position detection sphere which
introduces one position equation. By solving such four
equations, the four mentioned unknowns can be deter-
mined and mobile equipment position is detected. By
suggesting distance between the i-th satellite and the re-
ceiver position as R,, satellite position (x. y;. z;) and
receiver position (X ¥, Z) and receiver time clock error
t, Equations (5) represent the four satellites equations
adopted for position determination. By solving these
equations, the four unknowns X_ ¥, Z and f can be de-
termined using Equation (5).

A-GPS technique already has network GPS receivers,
included in NodeB or separated, which are synchronized
with satellites. Since the time delay data (f) can be de-
termined using mobile network, we need only three sat-
ellites for mobile position determination instead of four
satellites had used in conventional GPS. The accuracy of
position determination depends upon the code used in
calculations. In case of neglecting Z-coordinate “altitude
of the mobile receiver”, we will need only three satellites
to get (X_ I f) unknowns of the receiver position in con-
ventional GPS positioning. Whereas, the two satellites
are sufficient to detect two-dimensional receiver’s posi-
tion in hybrid positioning.

R=(x=x) +(y-n) +(z-z) +¢
R =(x-x2)’+(y—y2)2 "’(Z‘zz)2 +f
R =(x—-1r3)2 -l»(y—y,)2 +(z—-;.'3)2 +1

Ry =(x—x.,)2+(y—y4)2 +(z‘24)2 +

4

4.3. Choice of Most Accurate GPS Satellites

There are about 31 satellites catering to the worldwide
GPS systems. In A-GPS as we need only four GPS satel-
lites to determine mobile user position, the best four sat-
ellites should be chosen. GPS signal strength is the main
factor which is used to choose the best satellites needed
for measuring process. There are several methods to
measure GPS signal strength. The most common method
used by civilians is the ones related to telecommunica-
tions, including the Received Signal Strength Indication
(RSSI) based on the IEEE802.11 protocol. On the other
hand, many GPS manufacturers build their own GPS
algorithm to create code for calculating GPS signal
strength. By the same way for two or three needed GPS
satellites as mentioned in Section 4.2, choice will be ac-
cording to GPS signal strength. Received signal strength
is used to select the most accurate NodeBs/LMUs re-
quired in location determination process. The higher the
RSSI number, less negative, the stronger the received
signal.

4.4. Hybrid Positioning Technique’s Parameters

As mentioned in Section 2, each of the mentioned posi-
tioning technique has its advantages and drawbacks. Po-
sitioning techniques are classified according to the fol-
lowing main parameters: 1) Accuracy; 2) Latency; 3)
Call state; 4) Environment; 5) System loading.

Table 2 illustrates the used suitable positioning tech-
nique according to the main positioning parameters. Suit-
able positioning technique such as A-GPS, stand alone
GPS or U-TDOA, is selected according to the location
based service application needed.

Table 2. Positioning parameters versus positioning technique.

Accuracy Latency Call state Environment System loading
High Low Sensitive Insemsitive On-call Idle Indoor Outdoor Heavy Light
High Hybrid Hybrid Hybnd Hybrid UTDOA Hybnid UTDOA Hybrid
Accuracy
Low UTDOA GPS UTDOA UTDOA UTDOA UTDOA UTDOA UTDOA
Sensitive  Hybrid UTDOA UTDOA Hybrid UTDOA Hybrid UTDOA  Hybrid
Latency
Insensitive Hybrid UTDOA UIDOA GPS UTDOA GPS UTDOA Hybrid
On-call Hybrii UTDOA UTDOA UTDOA UTDOA Hybrid UTDOA Hybrid
Call state
Idle Hybrid Hybnd  Hybnd GPS UTDOA Hybrid UTDOA Hybrid
Indoor UTDOA UTDOA UIDOA UTDOA UTDOA UTDOA UTDOA UTDOA
Environment
Outdoor  Hybrid UTDOA  Hybrd GPS Hybnd  Hybrid UTDOA  Hybrid
Heavy Hybrid UTDOA UTDOA Hybrid UTDOA Hybnd UTDOA Hybnd
System loading
Light Hybrid Hybnd  Hybnd GPS UTDOA Hybnnd UTDOA Hybnd
Copyright © 2012 SciRes. IJCNS
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* Mobile tracking applications: The major property of
these applications is latency sensitive, so stand alone
GPS isn’t a suitable positioning technique. Accuracy
is the second parameter in these applications so, if
application need accuracy less than fifty meter, then
hybrid technique is being used. Otherwise U-TDOA
will be the most suitable technique here.

* Emergency applications: These applications require
high accuracy without time delay. Then, hybrid me-
thod is selected in outdoor applications whereas U-
TDOA will be more precise in indoor applications.

* Commercial advertisements and general information:
Most information like weather, traffic, advertisements
are highly used in city center and crowded regions. So,
system loading is the most positioning parameter that
should be taken into consideration. So, U-TDOA is
the most suitable positioning technique for heavy sys-
tem loading.

4.5. Secure User Plane Location Protocol

In order to decrease system loading problem especially in
crowded locations and city centers secure user plane lo-
cation protocol is used instead of Radio Resource Con-
trol (RRC) protocol which is used by UMTS mobile
network as discussed in [9]. Secure User Plane Location
Protocol (SUPL) is a network layer based on IP technol-
ogy that was developed to support Location-Based Ser-
vices (LBS) for wireless communications. SUPL em-
ploys available user plane data bearers for transferring

M. ABO-ZAHHAD ET AL

location information. GPS assistance data, and for carry-
ing positioning technology-related protocols between a
SUPL Enabled Terminal (SET) and the mobile network.
This developed protocol permits hybrid developed tech-
nology to be used in heavy loaded networks’ systems.
SUPL provides low cost and complexity in network im-
plementation than conventional RRC protocol which is
based on control plane.

5. Network Elements and Positioning

Sequence

twork equipments used in mobile location determination
using hybrid technique is called Position Determination
Equipment (PDE). PDE is mainly consists of Location
Gateway (LG), Serving Mobile Location Center (SMLC),
Location Measurement Unit (LMU) and NodeB [16]. As
shown in Figure 3, plenty of network elements are needed
within hybrid positioning technique. For more arrange-
ment and decrease among network components the fol-
lowing actions are suggested:

a) Integrate each LMU into corresponding NodeB with
common processor, as shown in Figure 4. Processors are
mainly responsible for network management and provide
a centralized pool of digital signal processing resources
used in location calculation.

b) Integrate SMLC into corresponding RNC/BSC.

The procedure of detecting mobile location using hy-
brid positioning technique can be logically summarized
into the following steps:

grids

[Network Measurement
Requests

GPS Recever network l f\
Pertodie request for GPS
= assistance data for defined ‘—J S

P SRS S,

L

Hybrid A-GPS

pr—Network Measurement
Measure Position Request * GPS
% acquistiion assistance data
GPS Data -
Collector ‘—1-)*.\ * Network Measurement

fﬂé\

Figure 3. Hybrid GPS_UTDOA network platform.
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Figure 4. Commen processor LMU and NodeB.

1) MS sends request to LG including serving NodeB,
cell ID, associated frequency, code, communication pa-
rameters and authentication.

2) LG receives the location request from MS, check
authorization and validation.

3) LG sends the request to the SMLC which serve the
MS and controls the entire positioning process, including
allocation of resources, evaluation of timing measure-
ments, and caleulation of position fixes.

4) SMLC receives the request and selects the nearest
LMUs for serving MS from a list of LMUs included in
SMLC database. The database contains the latest data of
satellite locations and motion parameters related to each
LML

5) LMU receives GPS navigation message periodically
and extract Doppler shufts, pseudo ranges and navigation
messages, cotrection data and sends these data to SMLC.

6) SMLC receives satellite data from [LMU and peri-
odically or on demand evaluates satellites’ locations and
update current list of assisting satellites’ IDs, Doppler
shift and psendo range domains appropnate for each
LMU.

T) SMLC send the determined GPS data to LG which
redistribute its location parameter to MS to be able to
detect satellite rapidly and decrease TTFFE.

8) SMLC request location related data from all LMUs
selected to cooperate in providing measurements.

9) LMUs respond to SMLC by the extracted, measured
and obtained data related to the MS of interest.

10) LG receives the GPS data measured by the MS
GPS receiver and sends them to the SMLC.

11) SMLC calculates the optimal integration of MS
GPS data with the LMU measurements which represent
the most accurate location of MS and send it to LG.

12) LG receives location determination from SMLC
and send 1t to the MS as a response of cnginal location
request.

Positioning requests by external applications can be
done using the same steps from Step 4 to step 11. Then,
the calculated position is sent from LG to the requester
such as application server. Figure 5 shows the flow chart
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of the main fimetions and their procedure of the hybrid
UTDOA and A-GPS technique.

6. Modified MS Receiver Architecture

Mobile station main components are shown in Figure 6.
Bidirectional antenna 1 is adapted to receive both UMTS
and GPS sigmals. Duplexer 2 allows bidirectional com-
munication, transmit and receive, into single channel
Electrical switch 3 is implemented to switch between
GPS signal and 3G sipnal Low noise amplifier 4. first
band pass filter 6, first nuxer 10 and second band pass
filter 14 are the first part of recerver of UMTS signal
which are used to down comvert the RF signal into inter-
mediate frequency band. The IF band signal represents
the first step to get the base band source signal.

By the same way, the path contains 5, 7, 11 and 15 cir-
cuits is used to down convert GPS radio signal into in-
termediate frequency band. Dual phase locked loop PLL
9 controls the local oscillators 12 and 13 at specific ref-
erence frequencies to down convert both UMTS and GPS
radio signals. Clock generator 8 extracts clock from
UMTS signal, as LMU sends it via Node B to MS thus
GPS, Nede B. LMU and MS will be synchronized. IF
Demodulator 16 is the first part of the Application Spe-
cific Integrated Circnit (ASIC). This provides the second
stage of IF to base band down conversion, sampling and
A/D conversion as discussed in [13]. Second switch 17 is
analogues to switch 3 and they controlled by the same
controller unit to separate CDMA and GPS received sig-
nals at radio and intermediate frequency bands.

As explained before, LMU provides GPS data to MS
via Node Bs. So, this data will be extracted by MS using
Decoder 18 to extract almanac, Doppler shift, etc. for
each of GPS satellites. The Doppler frequency Fd that is
recogmzed by decoder 18 1s added to local oscillator Fif
to control the GPS mixer 19. This mixer is used to con-
vert IF signal to base band signal as the last stage of base
band signal down conversion in GPS received path The
output of automatic gain confrol AGC 21 circuit is fed to
analog to digital converter AD 22, The output of the
A/D consists of the (1.Q) in phase and quadrature com-
ponents as a first and second output digital streams re-
spectively. The digital streams are fed to the digital sig-
nal processor DSP 24 to produce the required pseudo
measurements. Buffer 23 15 used to store data streams in
case of the rate of flow of data is faster than that of DSP
rate of processing. Psendo ranges are sent via MS trans-
mitter to LMUs to calculate the user position accurately.

7. Position Calculation
Location determination and measurements using hybrid
technigue are classified into two main measurements.
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Figure 5. Flow chart of main functions and their procedures of hybrid UTDOA and A-GPS technique.
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Figure 6. Block diagram of MS receiver.

7.1. Position Calculation Using U-TDOA
Technique

This type of measurement is one of distance related
measures where distance is calculated through mobile
network. Measurements are based mainly on the differ-
ence between two Times of Amivals (TOA) for two dis-
tinct signal receptions at least. MS is a common trans-
mitter for signal to the distinct and different LMUs as
recefving stations positioned at locations XR1 and XR2
respectively. TDOA technique is directly related to the
difference in TOA at different receivers. This leads to
difference in signal propagation distances (DR;, and DR;)
at receivers.

Copyright © 2012 SciRes.
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TDOA,, =TOA, - TOA, =(DR, -DR, )/2

({3 (10T) -, (T04))~(x;(TOT) -5, (T0A)))
2

©
where ¢ is the propagation speed of RF signal, x, (TO4)
is the three dimensional vector coordinates of receiving
position at time of signal arrival. Determination of trans-
mitter’s location doesn’t require knowledge of the TOT
common epoch at which MS signal was transmitted.
Then synchronization between MS and NodeB isn’t nec-
essary from Equation (6) it can be deduced that at least
two NodeBs are required to enable U-TDOA technique
to calculate the position of mobile terminal.

7.2. Position Calculation Using Hybrid
Positioning Technique
The optimum estimation of mobile user location depends
on the location-related information available which is
extracted from the following sources:
1) Measurement of received signal characteristics.

2) Collateral information that indicate the relative prob-
ability of MS position.

Using Bayes probability relation the relative probabil-
ity of occurrence of measurements under condition of a
priori state condition is expressed as:

IJCNS
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p(x/z)=[p(z/x)*p(x)}/p(2) M

whete x is the state vector of location parameters, zis a
vector set of location measurements and _p{x,-’z:] repre-
sents the probability of the state vector components are
evaloated for x under condition that the observations
have the values of measuwrement values z. Whereas
p(x/z) represents the probability that the values of
vector z would be observed under condition that the state
variables are of the values in x. p(x) is the marginal
probability that the state values of x cccurred. Whereas,
p(z) is the total probability of occurrence of measured
parameter values for the observation vector z. The jointly
combined probability of independent data elements are
the product of the probability of independent data sets
alone [18]. Using the proposed system, the data of vari-
ous types from diverse sources, satellite and mobile net-
work, integrates statistically independent data. Then, the
probability product relation is accomulated as a sum of
“log likelihood”. Sum of probabilities will introduce
higher location probability than product formmla and
higher results can be obtained. This way leads to accu-
mulation and integration between both GPS and UTDOA
technigues to get higher positioning technigque than ob-
tained from standalone technicue.

8. Conclusion

There are many positioning techniques based on mobile
stations, network stations or GPS. Each technigue has its
specific advantapes and drawbacks. Hybrid techniques
are applied to overcome drawbacks of some positioning
techniques by using advantages of others. In this paper,
hybrid UTDOA and A-GPS positioning technique In
UMTS network has been introduced. Network elements’
functions and its procedure for location determination are
explained. Advanced GPS receiver structure to achieve
procedure requitements and generate the required psendo-
ranges is implemented. The developed techmeue theo-
retically has the following advantages:

* Reduction of TTFF by utilizing assisted data from
LMU in mobile network

* High positioning accuracy than obtained by stand-
alone GPS or UTDOA.

* Number of needed GPS satellites is less than that
needed in conventional GPS as discussed according
to two/three dimension applications.

* The optimal positioning technique such as GPS, U-
TDOA or hybrid is obtained depending on the posi-
tioning parameters such as accwacy, latency, call
state, environment and system loading.

* Problems caused by system loading can be solved us-
ing SUPL protocol between MS and mobile network:

Copyright © 2012 Scifas.
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Appendix 2: E-waste tracker: a platform to monitor e-waste from collection to recycling
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ABSTRACT

E-waste stands for electronic devices, such as phones,
computers, and televisions, that are disposed of when
they reach the end of their useful lives. E-waste is
becoming one of the most rapidly growing waste streams
globally. The production of e-waste is rapidly increasing
due to various factors, including the rapid advancement
of technology, changing customer preferences, the
widespread use of non-repairable parts, and deliberate
planned obsolescence during the design of such products
to encourage consumers to replace their products more
often, boosting sales and profits. E-waste contains
precious and rare metals such as gold, silver, copper,
mdium, and palladium. When these matenals are not
properly recovered, recycled, and reused, the production
of new electronics will require the mining of finite natural
resources, leading to environmental damage and the
depletion of resources.

As of early 2019, Norway has established an Extended
Producer Responsibility (EPR) system, which requires
producers and importers to finance and ensure proper
collection and recycling of end-of-life (EoL) e-waste,
resulting in an increase in the e-waste recycling rate to
approximately 91% m Norway. However, electronic
waste such as mobile phones and computers often goes
unrecycled. Currently, 82% of Norwegian households
have at least one extra mobile phone that they are not
using. People may hesitate to dispose of their electronic
waste and tend to stockpile it at home for several reasons.
These include feeling emotionally attached to the item
due to personal memories, not knowing where or how to
dispose of it, being unaware of the potential
environmental and health hazards associated with
improper disposal and having concems about the data
security and personal information stored on the device.

To address these issues, the paper introduces a cutting-
edge tracking and tracing platform that features an
infuitive user interface for both users and administrators.
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With the proposed platform, users and administrators can
easily access essential information regarding their e-
waste disposal. This convenient and efficient system
offers a practical solution for tracking e-waste, thereby
promoting trust between device owners and the disposal
process. Furthermore, the platform incentivizes users by
providing them with valuable information regarding their
e-waste disposal, creating a positive impact on
environmental sustainability.

L INTRODUCTION

E-waste, a critical issue of the modern era, is often
disregarded, even though it poses a significant threat to
our environment and health. The improper disposal of e-
waste, which is continuously increasing in vohime,
results in the release of toxic chemicals that endanger
both the environment and human life. Moreover, it leads
to the loss of valuable and precious metals that can be
reused (Andeobu et al, 2021; Forti et al, 2020).
Therefore, the global issue of e-waste has become a
serious problem that requires urgent attention and action.
In 2019, the amount of e-waste generated worldwide was
53.6 million tons (Mt), which is a staggening amount that
exceeds previously predicted figures. According to Forti
et al., the vohme of e-waste generated globally is
expected to exceed 74 million tons (Mf) by 2030 (Forti et
al, 2020). Unfortunately, the rate of recycling is not
keeping up with the rate of e-waste production, which
exacerbates the problem further. Moreover, the current
rate of e-waste generation is increasing at an alarming
rate of 3—5%, posing a significant challenge to our
environment and health. Therefore, it is essential to take
concrete steps towards better e-waste management and
responsible disposal practices to mitigate the adverse
effects of this growing problem.

The rate of e-waste generation has been increasing at an
alarming pace and is outpacing the global population's
growth. In fact, the amount of e-waste produced globally
has increased three times faster than the global
population (Andeobu et al., 2021). Despite this, only a
mere 17.4% of electronic waste was formally collected
and recycled across the globe in 2019 (Van Yken et al.,
2021).



Measures implemented to improve global e-waste
recycling have not been sufficient to keep up with the rate
of e-waste generation (Ilankoon et al., 2018). In fact, the
recycling rate has only slightly increased since it was last
calculated m 2014 (17%) (Andeobu et al, 2021) This
means that the remaming 82.6% of e-waste is either not
recycled or not formally tracked, leading to their sale on
black markets and eventual disposal in landfills (Forti et
al, 2020; Li et al,, 2013) Such practices are extremely
harmful to the environment and human health, as e-waste
contains hazardous materials such as lead, cadmium, and
mercury, which can leach into the soil and groundwater,
polluting the ecosystem and posing a threat to human life.
Therefore, it is crucial to implement more effective and
sustainable measures for e-waste management to mitigate
the adverse effects of this growing problem.

Recycling and resource recovery of electronic waste is a
critical issue due to the potential hazards it poses to both
the environment and human health (Mmereki, 2016).
Improper disposal of electronic waste can lead to massive
environmental and health problems, making it crucial to
address this issue urgently (Balde et al., 2015; Zuo et al.,
2020; Sharma and Jam, 2020; Andrade et al, 2019;
Schumacher and Agbemabiese, 2019). In fact, electronic
waste is the fastest-growing waste category worldwide,
and its impact on the environment is becoming
increasingly significant (Islam and Huda, 2020).

While recycling electronic waste can produce tangible
byproducts, it also contains hazardous substances that
must be treated before the waste is destroyed (Islam and
Huda, 2020; Kumar et al., 2017; Thakur and Kumar,
2022). Such substances include lead, mercury, and
cadmmum, among others, which are harmful to the
environment and human health if not handled
appropriately. Therefore, proper management and
disposal of electronic waste are critical to mitigate the
adverse effects of this growing problem Measures such
as improved collecion and recycling systems,
responsible disposal practices, and public awareness
campaigns can help reduce the negative impact of
electronic waste on the environment and human health.
Despite numerous attempts to manage e-waste, there is a
lack of long-term sustainability plans, including
collection, segregation, storage, transportation, and
treatment methods, as well as laws and tions to
support them (Adamu et al.. 2020; Al-Salem et al., 2022).
This has contributed to the ongoing issue of improper
disposal of electronic waste worldwide.

Figure 1 presents the expected projection of electronic
waste from now until 2030, highlighting the urgent need
for effective management and disposal strategies. It is
estimated that electronic waste currently accounts for 5%
of global sohd waste (SW), making it a significant
contributor to the overall waste problem (Hazra et al,
2019). Clearly articulating the issue of e-waste is a
cntical first step in addressing the problem. Measures
such as establishing effective collection and recyching

systems, implementing regulations and laws to ensure
responsible disposal practices, and increasing public
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awareness about the importance of proper e-waste
management are essential to reducing the impact of
electronic waste on the environment and human health.

®F Wore Gorermin  @Totat okl Wae

Figure 1: The projected generation of e-waste and total
solid waste, in millions and billions of tons respectively,
1s estimated to occur between 2020 and 2030 (Fortiet al.,
2020; Kazancoglu et al., 2021).

A. Definition of e-waste

The word “electronic waste” (e-waste) is used when
electrical and electronic equipment (EEE) reaches the
end of its useful lifetime. There are a total of 54 different
product types that fall under the classification of e-waste,
but they are categonzed into six categories: large
equipment, small equipment, temperature exchange
equipment, screens and monitors, small mformation
exchange equipment, and lamps (Forti et al., 2020). The
term “WEEE” refers to any electrical and electronic
equipment (EEE) and its associated components that
have been discarded or are intended for such disposal
without the owner’s intention of reuse (European Union,
2012).

B. E-waste regulation and legislation

Many nations have taken steps to curb the growth of
electronic waste and profit from the advantages of this
potentially valuable secondary resource. More than 2000
sections of legislation from more than 90 jurisdictions are
currently in force worldwide to regulate the negative
effects of WEEEs (Ilankoon et al., 2018). In the past,
environmental protection was the dnving force behind
most regulations and strategies, but nowadays, human
health concems are at the forefront of most management
strategies (Thakur and Kumar, 2022). There have been
several intemnational groups and initiatives that have
advanced the cause of proper monitoring and recycling.
Each of these groups is working together to inform
consumers and investigate potential e-waste management
solutions (Thakur and Kumar, 2022; Patil and
Ramakrishna, 2020).

The structure of the paper is organized as follows: the

related works are reviewed in Section IL Section III
briefly recalls the current challenges for e-waste tracking.



A detailed description of our methodology and platform
are presented in Sections IV and V, respectively. Section
VI describes the test scenarios with the proposed
platform. Section VII presents some offers for future
work. Finally, Section VIII concludes our work.

II. LITERATURE REVIEW

The flow of e-waste has also been the subject of various
studies. Some studies have attempted to quantify the
transboundary movement of e-waste (Breivik et al,
2014; Lee et al., 2018; Lepawsky and McNabb, 2010;
Lepawsky, 2015; Shinkuma and Nguyen Thi Minh
Huong, 2009; Song et al., 2017a; Song et al., 2017b;
Tong et al, 2018), while others have focused on the
domestic flow of e-waste through tracking and tracing the
flow of e-waste (Dwivedy and Mittal, 2012; Kahhat and
Williams, 2012; Miller et al., 2016; Mishima et al., 2016;
Veenstra et al, 2010; Yoshida et al, 2009). To
effectively manage e-waste, it is necessary to embrace
appropriate technological solutions that address the
following aspects:

» Transparency in the electronic waste movement.
Extended  producer  respomsibility (EPR)
implementation.

Traceability of e-products across their entire life
cycle, from manufacturing to e-waste conversion to
recycling back into raw materials.

Constructing appropnate channels for reaching out
to e-waste.

A sufficient number of recycling facilities and their
connectivity to a techmology-drniven e-waste
management system 1s essential (Sahoo et al,
2021). According to the literature, it is evident that
there is a gap in the field of electrical and electronic
waste collection, 1 conceming the
implementation of track-and-trace technologies and
smart collection systems (Lopez Alvarez et al,
2008; Rada et al., 2013; Martin and Leurent, 2017;
Kazancoglu et al., 2021).

III. CURRENT CHALLENGES FOR E-WASTE

TRACKING

Particularly i developing countries, the tremendous
volume of waste and the lack of information about waste
movement are the greatest challenges to the waste
management sector. By 2025, it is expected that 2.2
billion metric tons of solid waste will have been
produced. E-waste is expanding at a rate three times that
of traditional waste types. Less than a quarter of all
electronic waste was collected for formal recycling in
2016. In 2017, the raw materials in e-waste were worth
$47 million, as reported in (Baldé et al., 2017; Yadav et
al, 2021). Based on waste generation data in 2019,
metals could be recycled worth $57 billion and used to
meet metal demand brought on by the manufacture of
new electrical equipment (Forti et al., 2020).
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Of all the countries in the world, only 41 countries have
provided official statistics on their e-waste. Furthermore,
statistics from previous studies for 16 countries were
obtained, explaining the low collection rate for e-waste
and leaving 34.1 metric tons of WEEE unaccounted for
(Baldé et al., 2017). Although many countries provide
information on their e-waste, there is no guarantee that
this information is correct. When it comes to recycling
waste electrical and electronic equipment (WEEE), many
third-world countries have relied heavily on the informal
sector (Ackah, 2017). This means that official statistics
on e-waste may not provide a useful step toward a long-
term solution to the problems associated with disposing
of e-waste. Strong legislation is needed to prevent the
informal sector from collectng WEEE. To dispose of
their illegal e-waste, developed countries often ship it to
developing countries with weak or average economies
(Rais, 2022). This occurs because either the guidelines
are inadequate, or law enforcement is ineffective. In
addition, undocumented electronic waste poses a risk to
personal confidentiality. Data and information security
are at risk from the many types of storage devices that
make up e-waste (Rais, 2022; Debnath, 2023).

IV. METHODOLOGY

In this paper, a qualitative review of the literature in the
area of e-waste and its tracking system has been done.
Use cases of tracking system implementations were
studied in detail, and application development experts
were consulted to take mput related to developing the
architectural framework for tracking implementation in
e-waste management. Figure 2 shows the research
methodology, and Figure 3 presents the architectural
framework for tracking implementation.
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Figure 3: Architectural framework for tracking
implementation.



V. PLATFORM DESCRIPTION

The process for creating an e-waste trackmg platform
mcludes four steps, as shown m Figure 4. The 4 steps are
presented in detail in the following subsections.

“pn b

Figure 4: The process of creating an E-waste tracking
platform.

A. The first step: Registration

This step, as shown in Figure 3, includes collecting
devices as e-waste during their end-of-life peniod (EOL)
and then recording the device’s specifications. Then the
dewice 18 registerad m the database, and a umgue ID 13
assigned to each device. In this paper, a unique QR code
1s generated for each device, as shown in Figure 6.

‘Waste Tracker

Create Package
Cramer’s Name
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Figure 5: Device Registration user interface mn the
Platform.
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Figure 6: QF. code generate of an e-waste device.

This QR code can be printed and attached as a badge on
each device. More often, e-waste recogmtion can be
performed by either a machine-leaming or deep-leaming
approach, but for simplicity, these methods have been
ignored.

Track Package

Track code

Figure 7: User interface design for E-waste tracking.

B. Second step: Tracking

The process of tracking e-waste is made simple with the
QR code on each stage, such as the collection station,
which can be scanned using a mobile phone. This
platform enables the association of tracked e-waste with
the location of the mobile device that scamned the QR
code and the fime log of this action. This procedure 1s
repeated until the e-waste device reaches its finmal
destination, which can be specified by the user. All
tracking data is saved at each destination in a database,
providing a complete record of the disposal journey. The



end user can easily track each device by entering the
tracking code created during the registration step. The
tracking information of each device, including its current
location, is then displayed on the platform, as shown in
Figure 7.

C. Third step: Visualization

When the e-waste movement is tracked, the platform
retrieves this information, including the location at
various checkpoints, and visualizes it based on time logs,
as shown in Figure 8. The platform offers a dynamic and
user-friendly dashboard that allows users to track the
movement of e-waste in real-time on an interactive map.
With our intuitive visualizations, users can easily monitor
the location of their e-waste at every stage of the disposal
process.

This mnovative feature provides a comprehensive
overview of the e-waste disposal journey, ensuring
transparency and accountability throughout the entire
process. If a device is lost at any stage, the application
can show the latest scanned location of the missing object
and send an alert to the tracking party. For example, if no
new location data for a device is received after a certain
period of time, the system could conclude that the device

has disappeared.
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Figures 8: Visualizing dashboard to track the movement
of e-waste in real-time on an interactive map.
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D. Fourth step: Administration

The purpose of developing this part is to provide system
administrators with an overall perspective of the system
states and devices that are currently being tracked. The
pseudocode for the tracking platform, shown in Figure 9,
1s designed to monitor the movement of e-waste through
the recycling process.

Algorithm 1: Function to register e waste

Data: device specifieations
Result: device [D and QR code
begin

device td +— generate device id(device specifications);
( vice specifications);
Jqrcode(deviee_id);

database add device

qr_code « gonerate
return desice_id, grocode;

end

Algorithm 2: Function to track e-waste
Data: device 1D, location
Result: location
begin

database wdd location(device 3d. location):

if e device lost{devier_id. location) then
| send alert(device ad, location);
end
return location;
end

Algorithm 3: Function to visualize the movesnent of o-waste
Data: device 1D
Result: location histocy
begin

focation story «

database.get location history | deviee id)
plot Jocations(ocation history ):

return location history:
end

Algorithm 4: Function to administer the svstem

Result: systean status aod list of devices

begin

systetn status, devices +— database get sy=tems status();
return spsteme stalus, deviers;

end

Figures 9: Pseudocode of the e-waste tracking platform.
The pseudocode is presented in a series of steps,
beginning with the creation of a new transaction to record
the initial movement of the e-waste. The transaction
includes mformation about the ongin, destination, and
type of e-waste being moved.

The next step involves validating the transaction, which
mvolves verifying the authenticity of the information
provided and ensuring that the transaction complies with
the regulations and standards for e-waste management.
The ledger can be accessed by authorized parties, such as
government regulators and recycling companies, to track
the movement of e-waste and ensure compliance with
environmental regulations.

Additional steps in the psendocode include monitoring
the storage and disposal of e-waste, as well as the
1ssuance of certificates of destruction to confirm that the
e-waste has been properly disposed of.

Overall, the pseudocode of the tracking platform
provides a clear and structured overview of the processes



mvolved in monitoring the movement of e-waste through

the recycling process.

VI. FUTURE WORK

Waste management operations are becoming more
sustainable and advantageous for the future thanks to
digital innovations like robotic systems, smart tracking,
sensors, RFID applications, mobile apps, and
autonomous vehicles. Tracking is one of the most lost
stages and needs to be integrated with digitalization,

in the e-waste category. The proposed
platform will be implemented and disseminated to track
e-waste practices in future studies. In addition, the
asserted benefits can be mmproved with blockchain
technology to save tracking data with a pnvacy-focused
identity validation process while maintaining privacy and
safety. Another research topic would be to integrate this
tracking method with the circular economy approaches of
the proposed platform in order to evaluate the effect of
the black market for e-waste. Comparative studies can be
conducted through the counties of Norway in order to
reveal the common and differentiating issues among
them. In future studies, the tools, and techniques,
especially blockchain technology, will be embedded
within the proposed platform.

CONCLUSION

E-waste has become a significant environmental problem
because of the high pace of production and its massive
volume. This study mitially defines “e-waste,” which is
separated into six major categories in order to better
understand and manage it. Following that, it describes the
current e-waste regulations and legislation that apply
throughout the world. Then, e-waste’s tracking procedure
and its challenges are evaluated, and the current official
statistics on countries’ e-waste tracking are reviewed.

Ultimately. it focuses on the design and development of
a tracking system by scannmgthee—wasteandv;suhzmg
the trend of its movement in order to avoid amy
disappearances along its journey, which is our motivation
for mimmizing the quantity of information stolen. This
platform is a more simple, user-friendly, and cost-
effective tracking system for dealing with e-waste,
particularly e-waste flow, which addresses the issue of
personal confidentiality. and finally, as a future solution,
this paper proposes the blockchain method for mcreased
safety and privacy protection.
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