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Abstract

The main purpose of this thesis is to study the state of the art lattice-based zero-knowledge protocol
that was given by Lyubashevsky, Nguyen and Plangon. We start by introducing the cryptographic
definitions and mathematical theory that we need. In order to fully understand the scheme, we look
at some of the previous lattice-based zero-knowledge schemes that lead up to it. All of these protocols
uses lattice-based commitment schemes, and we dedicate a chapter to look at two commitment
schemes for lattice elements and their opening proofs. In the final chapter we end up with a practical
protocol that can be used in a variety of lattice-based cryptographic systems.



Sammendrag

Hovedformalet med denne oppgaven er a studere den nyeste lattice baserte zero-knowledge pro-
tokollen som ble introdusert av Lyubashevsky, Nguyen og Plangon. Vi starter med a introdusere
de kryptografiske definisjonene og den matematiske teorien vi trenger. For a oppna full forstaelse
av protokollen, ser vi pa noen tidligere lattice baserte zero-knowledge protokoller som fgrte frem til
denne. Alle disse protokollene bruker lattice baserte commitment systemer, og vi vier ett kapittel
til & se pa to ulike commitment systemer for lattice elementer og tilhgrende bevis av apning. I det
siste kapittelet kommer vi frem til en praktisk protokoll som kan bli brukt i en mengde ulike lattice
baserte kryptografiske systemer.
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Chapter 1

Introduction

Public key cryptography bases its security on mathematical problems that are hard to solve. Tradi-
tionally, the factorization problem and the discrete logarithm problem have been used, as the best
known techniques for solving these problems would take so much time that the scheme is practically
secure. However, the field of quantum computing poses a huge threat to such public-key cryptogra-
phy, as it could rather easily break the security of these schemes. This is due to Shor’s algorithm,
developed by Peter Shor in 1994 [25], that when run on an efficient quantum computer, could solve
the factorization problem and the discrete logarithm problem in much less time.

Hence the need for post-quantum cryptography, cryptographic schemes that are secure even
with the existence of powerful quantum computers, arise. One of the currently strong candidates is
lattice-based cryptography. This is because there are lattice-problems believed to be hard to solve
even for a quantum computer, all the while lattices allow for the construction of practical schemes.

One cryptographic system that is important in many applications is zero-knowledge proofs. These
are schemes that allows a prover to prove that a given statement is true, or that it knows some secret
information, without revealing any additional information. Such schemes can be used for instance
to enforce honest behaviour while preserving privacy, or in verification. It is thus clear that we need
zero-knowledge proofs for lattice relations.

One of the fundamental hardness assumptions that lattice-based cryptography is built upon, is
that it is difficult to find vector s of low norm satisfying As = w over the ring R,. Hence many
lattice-based protocols will have to be able to prove knowledge of such an s. But it turns out that
proving that ||s|| is small is hard to do practically. One of the first attempts in constructing such a
proof used Stern’s protocol [26] in a lattice setting. Due to a soundness error of 2/3 these protocols
had to be repeated so many times that the proofs reached several megabytes in size, and were hence
very unpractical.

When Baum et al. introduced a more efficient lattice-based commitment scheme for vectors
over R, in [4], papers like [28, 6] soon used it to build lattice-based zero-knowledge proofs with
lower soundness error by exploiting the security properties of the commitment scheme. The proofs
consisted of a proof of linear relations and a product proof of committed values to show that the
secret has small coefficients, and were only several hundred kilobytes in size. These schemes were
significantly improved in terms of proof size in [3, 10, 17], each by optimizing parts of the scheme.
Attema et al. [3] introduced a more practical product proof of committed values, and Esgin et al.
introduced a more efficient proof of linear relations. Lyubashevsky et at. [17] further optimized
the schemes, for instance by using a new version of rejection sampling. At this point the main
obstacle in reducing the proof sizes were the size of the commitments and opening proofs. Recently



Lyubashevsky, Nguyen and Plangon [16] further improved these schemes by using a new commit-
ment scheme, making the proof sizes even smaller.

The goal of this paper is to study the state of the art lattice-based zero-knowledge proof of knowledge
protocol that is given by Lyubashevsky Lyubashevsky, Nguyen and Plancgon in [16]. We focus or
attention on proofs that uses commitment schemes, and we look at how such schemes have developed
over the past few years, in order to understand the complete picture of how the latest schemes are
constructed. In Chapters 2 and 3 we present the cryptographic and mathematical theory that is
necessary for this paper. We note that several subsections here are taken from, or very similar to,
the corresponding chapters of the Specialization Project [27], as this paper considered some of the
same topics. Further, we in Chapter 4 present the commitment schemes that we use in the paper,
accompanied by a full security analysis and proofs of opening.

In Chapter 5 we explain three different zero-knowledge proofs of lattice relations, that all are
important in understanding the latest one. We start with the scheme by Bootle et al. [6], that proves
knowledge of a § with coefficients in {0, 1,2} satisfying A5 = @ over Z,, by using commitments and
NTT coefficients. We note that this is a more general statement, but by choosing A to have a
certain structure, this is equivalent to proving knowledge of s satisfying As = u over R,. Next, we
investigate the scheme by Attema et al. [3], which is a more efficient scheme for proving multiplicative
relations of committed values. Finally, we consider the scheme by Esgin et al. [10], which is a more
efficient scheme for proving linear relations.

We then look at the main building blocks for the final scheme in Chapter 6. The goal is to
understand how to construct schemes for proving many quadratic equations in s and that many
polynomial evaluations in s have no constant coefficients. Then, we explain how such a scheme can
be used to prove norm bounds on lattice elements, and give the final general state of the art protocol
in Chapter 7.



Chapter 2

Cryptographic background

In this chapter we introduce the theory and definitions we need in order to build zero-knowledge
protocols and commitment schemes. We start in Section 2.1 by introducing the basic notation and
definitions that we need in order to define the cryptographic schemes and security properties that we
will use in this paper. In Section 2.2 we define commitment schemes, before we in Section 2.3 define
the notion of zero-knowledge proofs of knowledge. We note that Section 2.1 and parts of Section 2.3
are taken from [27].

2.1 Notation and definitions

If X is a set, we use the notation x & X to denote that z is chosen uniformly at random from X. If

U is a distribution, the notation x & U will denote that  is randomly chosen according to U. We
will also denote by a « b that a gets assigned the value b. We write ¢ € [n] to mean i =1,...,n.

In order to formally define the security of cryptographic schemes, we use the concepts of negli-
gibility, statistical distance and indistinguishability. The term negligible is used to indicate that
something is 'too small to matter’. In this paper we will use the term negligible when something
very small, but we will also use the following asymptotic definition.

Definition 1 ([8]). (1) is negligible in [ if for any polynomial p, e(1) < 1/p(l) for all large enough I.

In order to say something about how similar two probability distributions are, we need to define
statistical distance.

Definition 2 ([8]). For two probability distributions U and V, the statistical distance between them
is
AX,Y) =) |[U@y) - V(y)l,
y

where U(y) and V (y) denotes the probabilities U and V assigns to y, respectively.

Let U be a probabilistic algorithm. We will now denote by U, the probability distribution of U’s
output when run on input . We can now give a formal definition of indistinguishability.

Definition 3 ([8]). Given two probabilistic algorithms, or families of distributions, U and V, we
say that U and V are:



— Perfectly indistinguishable if U, and V, have the same probability distribution, U, = V,,, for
every .

— Statistically indistinguishable if the statistical distance between U, and V, is negligible in the
length of x for every .

— Computationally indistinguishable if for every algorithm D that can run in poly(n) time, the
advantage in determining which distribution an output x of length n is from, is negligible in n.
Namely that |py,p(x) —pv,p(x)| = neg(n), where py p(x) and py, p(x) denotes the probability
that D guesses U when z is from U and V when z is from V, respectively.

For two probabilistic algorithms U and V', we will denote by = Eu V(y) the output of U on
input y, when U is given black-box access to V.

2.2 Commitment schemes

Commitment schemes are one of the fundamental cryptographic primitives, and can be used in a
variety of cryptographic protocols. Commitment schemes allows for one to commit to a value while
keeping it hidden, with the ability to reveal the committed value later. In this paper we will use such
schemes as a part of zero-knowledge protocols. We now give a formal definition of a commitment
scheme, which was first introduced by Blum [5].

Definition 4 ([4]). A commitment scheme consists of algorithms (KeyGen, Commit, Open) for key
generation, commitment and opening, respectively, such that

— KeyGen(1?*) is a probabilistic algorithm that on input a security parameter 1* outputs the
public parameters pp € {0, 1}p°'3’(>‘), including a randomness space x

— Commit(pp, m,r) is a probabilistic algorithm that on input the public parameters pp and a

message m, draws r & x and outputs a commitment ¢ € {0, 1}p°'y(>‘) under the randomness

— Open(pp, m, T, c) is a deterministic algorithm that on input the public parameters pp, a message
m, a commitment and opening ¢, € {0, 1}*°Y) outputs a bit b € {0,1}

We continue by defining the properties that we want our scheme to satisfy. It is important that
the message one commits to is the only message that the commitment can open to. This ensures
that a party cannot change the message after they have committed to it, and is called the binding
property. It is also crucial that the commitment does not reveal anything about the message. This
is called the hiding property. Also, we require that honestly generated commitments are accepted
by Open.

Definition 5. The commitment scheme (KeyGen, Commit, Open) is complete if
Pr [Open(pp,m,7,c) =1 | pp & KeyGen(1*), ¢ & Commit(pp, m,7)] =1,

where the probability is taken over the randomness of KeyGen and Commit.

Definition 6. The commitment scheme (KeyGen, Commit, Open) is hiding if an algorithm A cannot
distinguish which of two chosen messages a commitment is to. We say that the advantage of an



algorithm A in breaking the hiding property is

r_
b =10 5

Pr

)

pp & KeyGen(l’\), (mg, m1) & A(pp), b & {0, 1}71 1

¢ & Commit(pp,my, ), & A(e)
where the probability is taken over the randomness of KeyGen and Commit.

Definition 7. The commitment scheme (KeyGen, Commit, Open) is binding if an algorithm A cannot
find two valid openings to a commitment for different messages. We say that an algorithm A has
probability

m # m', Open(pp, m,r,c) = 1
Pr 7 p, Epp ) pp < KeyGen(1*), (m,m/,r,1",c) & A(pp)|,
Open(pp,m’,r’,c) =1,

in breaking the binding property, where the probability is taken over the randomness of KeyGen.

2.3 Zero-knowledge protocols

Zero-knowledge protocols are important cryptographic primitives that allows a party to prove that a
given statement is true, or that it knows some secret, without revealing anything other than that the
statement is true. Such schemes are used in many cryptographic protocols, for instance to enforce
honest behaviour, in digital voting and in verification.

In order to define zero-knowledge protocols, we start by introducing the concept of an interactive
proof system, as it is defined in [8]. Suppose that you have the interactive algorithms P (prover)
and V (verifier), and a language L C {0,1}*. (P,V) are now given the input . Through interactions
between P and V), the prover will claim that « € L and the verifier will try to determine whether this
is true or not. The interaction between the prover and the verifier ends with the verifier outputting
either accept or reject, indicating whether (P, V) accepts or rejects . We will in this paper denote
by (P, V) honest algorithms that follow the protocol, and by (P*, V*) possibly dishonest algorithms.

Definition 8. (P,V) is an interactive proof system for the language L if the following properties
hold.

Completeness: for all € L, the probability that (P, V) accepts z is non-negligible.

Soundness: for all ¢ L and for any prover P*, the probability that (P*, V) accepts x is negligible
in the length of x.

We can extend this definition to a situation where the prover tries to convince the verifier that
it has ’knowledge’ related to the publicly given x. For languages L C {0,1}* and W C {0,1}*, we
can define a relation R C L x W to be such that if (z,w) € R for x € L and w € W, then w is
called a witness for x. Suppose now that the prover and the verifier are given a public z, and that
the prover is given a secret w. P now tries to convince V that w is a witness for x, and V either
accepts or rejects this fact. We now give the definition of a proof of knowledge, following the idea
in [20].

Definition 9. The interactive protocol (P, V) is a proof of knowledge for the relation R if it satisfies
the following properties



Completeness: for all (x,w) € R, the probability that (P,V) accepts  when P has input w,
is non-negligible.

Knowledge soundness: there exists an algorithm K, called a knowledge extractor, such that
for any prover P* with non-negligible probability of making V accept, if K can interact with P*,

then w & KP"(x) is such that (z,w) € R with non-negligible probability. If we for every z € L
have that s
Pr((z,w) € R | w < K" ()] > Pr[(P*,V) accepts z] — ¢,

we say that the protocol has soundness error .

The knowledge soundness property ensures that the prover actually possesses the knowledge they
claim to have, by ensuring that it is hard to create proofs of incorrect statements. We note that
when a protocol has a large soundness error, the protocol can be repeated to reduce this error. This
will however increse the total proof size.

2.3.1 Zero-knowledge

Goldwasser, Micali and Rackoff introduced the concept of zero-knowledge in [11]. Zero-knowledge is
a property that guarantees that the prover does not reveal any additional information. We denote

by ¢ & (P(z,w),V(z)) the transcript produced by the protocol (P,V) on respective inputs = and
w.

Definition 10. An interactive proof of knowledge (P, V) is zero-knowledge if for any verifier V* there
exists a probabilistic simulator S such that for an adversary A, the advantage in distinguishing the
output of (P, V*) from the output of S,

Pr[b =b [ b8 {0,1}80 & (Ple,w), V' (@), ta & S(2), 6 & Alty)] - ;’

is negligible [20].

One is usually interested in computational zero-knowledge, but one can also achieve perfect or
statistical zero-knowledge, depending on the type of indistinguishability we have between (P, V*)
and S [8]. This property can also be relaxed into the setting where we only consider an honest
verifier V, meaning that the verifier follows the protocol.

Definition 11. An interactive proof of knowledge (P, V) is honest-verifier zero-knowledge if there
exists a probabilistic simulator S such that for an adversary A, the advantage in distinguishing the
output of (P,V) from the output of S,

Pr(b =b ] b& {01}t & (Ple,w), V(@)1 & S(@),b & Aty)] - %

9

is negligible.



2.3.2 X-protocols

A common type of zero-knowledge proofs of knowledge is the Y-protocol. These are interactive
protocols that work in the following three move manner [7].

1. P sends a message a to V
2. V sends a random string e to P

3. P sends a reply z, and V decides to accept or reject based on z,a, e, z

We require Y-protocols to satisfy the same completeness and zero-knowledge properties as previous,
but we can define a special version of soundness.

Definition 12. The above proof of knowledge is a ¥-protocol for the relation R if it satisfies the
completeness and honest-verifier zero-knowledge properties as defined previously, and the following
soundness property.

Special soundness: There exists an algorithm FE, called a special extractor, such that for any

x with accepting transcripts (a, e, z) and (a, €, 2’) with e # ¢/, then w & E(x,(a,e,2),(a,€,2")) is
such that (z,w) € R with overwhelming probability.

Many of the protocols presented in this paper will have this, or a very similar, structure. For
part two of the protocol, we will often call the random string e a challenge. We will also specify
beforehand a challenge space, a space for which the verifier can draw the challenge from. This space
have to be defined in such a manner that the protocol will satisfy the soundness property. We note
that we in this paper will not specify the relation the protocols are for, but rather state what the
protocols prove.

2.3.3 Commit-and-prove simulatability

When commitments are used as a part of zero-knowledge protocols, we have to be able to simulate
the commitments in order to achieve zero-knowledge. This is usually not a problem, since the hiding
property of commitment schemes makes sure that commitments look uniformly random. However,
in some protocols we wish to create intermediate commitments under the same randomness, and
this cannot be simulated in a zero-knoweldge manner.

We therefore introduce a new form of simulatability that was introduced by Lyubashevsky et al.
in [17], called commit-and-prove simulatability. This instead makes sure that the view of the com-
mitment and the protocol output is computationally indistinguishable for all committed messages.
In practice this means that one can no longer reuse the commitment, but this is not a problem for
applications, since commitments never needs to be reused in practice.

Definition 13 ([17]). An interactive proof of knowledge (P, V) is commit-and-prove simulatable for
the relation R if there exists simulators SimCom and SimProve such that for all adversaries A:

- (x,m1,...,my) <£ A,r,... 0 <i X, Vi, c; = Commit(mg,r;), (z,(m1,...,mp)) € R]

t & (P(:u (ml,r1)7...,(mn,rn))7V(m)) AN Aler,. . e t) =1

~ Pr (x,m1,...,my) & A, ci,...,cp & SimCom(z), (z,(m1,...,my)) € R]
t & SimProve(z, ¢, ..., cn) NA(cr,. .. cnit) =1

where x is a probability distribution on the randomness space.



2.3.4 Proving knowledge soundness

There are many techniques for proving that a protocol is knowledge sound. In this paper we will
use one such technique for extracting transcripts, a collision game introduced by Attema et al. in
[2]. The strategy starts by letting H € {0, 1}*M be a binary matrix where the R rows correspond
to the prover’s randomness and the M columns corresponds to the verifier’s randomnes, when the
challenge space is of size M. We can denote the entry corresponding to randomness r and challenge
¢ € C by H(r,c), and this entry is equal to 1 if and only if the corresponding protocol transcript is
accepting. One can now define the following extractor £.

1. First, £ samples (r, 1) & [R] x [M]. It checks is H(r,i) = 1, and aborts if not.

2. If H(r,i) = 1, then it samples * & [M] without replacement until it obtains distinct
if,...,95_, such that H(r,ij) =1for ¢ =1,...,k— 1.

We now give a result from [2] that states the expected run time and success probability of &.

Lemma 1. Let H € {0,1}*™ and define ¢ to be the fraction of l-entries in H. Then, the
expected number of H-entries queried in the collision game defined above is at most k£ and the
success probability of the collision game is at least € — %

We can thus define such an extractor £ in our soundness proofs to obtain a given number of valid
transcripts, with a given success probability.

Lastly, we will explain the heavy rows argument, which can be used in soundness proofs to de-
termine how likely it is and how long it will take to obtain accepting transcripts [7]. We say that a
row of H is heavy if it has a fraction of at least /2 1’s. By this definition, more than half of the 1’s
must lie in a heavy row. If we now let H’ be the sub-matrix of all rows that are not heavy, we can
denote by h’ and h the number of entries in H' and H, respectively. The number of 1’s in H is by
assumption he, and thus the number of 1’s in H' must be less that h'c/2. We now denote by g the
number of 1’s in heavy rows, and see that it must satisfy

g > he —h'e/2 > he — he/2 = he/2.

If we assume that ¢ is such that this implies that a heavy row has at least two 1’s, we can find two
1’s in the same row as explained in the following.

We start by first randomly searching H for a l-entry. The expected number of tries to get a 1
is 1/e. There is now a probability of at least 1/2 that this 1 lies in a heavy row. If this is true, and
we continue searching in this row, we will find another 1-entry in one try with probability at least
€/2 —1/|C|. Hence the expected number of tries it takes to find another l-entry is

1
2 —1jjc|’

We can thus use this heavy rows argument in soundness proofs to say how likely it is to find accepting
transcripts by querying a prover, and how much time it is expected to take.



Chapter 3

Mathematical background

In this chapter we present all the mathematical theory that we will use in this paper. We start by
introducing lattices and the hard lattice problems that are the foundation for lattice cryptography.
Then we introduce the rings that we will actually work over in the rest of this paper and its hard
problems, which looks very similar to the lattice problems. We then introduce rejection sampling in
Section 3.3, which is an important part of all the protocols in this paper. In Section 3.4 we explain
approximate range proofs, which will be used in proving norm bounds.

Section 3.5 introduces Galois automorphisms, and Section 3.6 explains the number theoretic trans-
form, which will both be used to construct more efficient zero-knowledge protocols. Finally, in
Section 3.7 we give the results that is used to construct the challenge spaces we use in this paper.
We note that Section 3.1 on lattices and parts of the Sections 3.2 and 3.3 are taken directly from
[27].

3.1 Lattice algebra

There are many ways to define a lattice, but we follow the definitions given in [12], and restrict our
analysis to Z".

Definition 14. A lattice L is the set of all linear combinations with integer coefficients of a given
set of linearly independent points in Z™. Any such £ is spanned by a basis B = {by, ..., bs}, such

d
that £ = {inbi |2 € Z}. We then say that £ has rank d, and that it is full rank if d = n.
=1

For a lattice £ C Z™ we define the inner product (-,-) and norms || - ||, as the usual vector inner
product and norms on Z". For lattice vectors we mostly consider the £5 norm, and denote this by
|| - || for the rest of this section.

Lattices £ C Z" has the property that for every point in the lattice, there exist an open ball
around it in which there are no other points in the lattice. This is called the discreteness property,
and it implies that any lattices of rank at least 1 has a non-zero lattice point that is closest to the
origin [12]. The norm of this point is the smallest possible distance between two points in the lattice.

Definition 15. For a lattice £ C Z" of rank d, the first successive minimum of the lattice is

A(L) = min{||z|| | x € L,x # 0}.



We also define the i-th successive minimum, for i = 2,...,d to be
Ai(£) = min{max{||lz1|, ..., |z:||} | 1, ..., x; € L are linearly independent }.

From now on we only consider full rank lattices £. We recall the first successive minimum
property, and notice that finding a non-zero lattice vector with norm equal to, or sufficiently close
to, the first successive minimum is a natural problem.

Definition 16. Given a basis of a lattice £, the shortest vector problem (SVP) is to find y € £ such
that [|y|| = A\ (L). If we are also given an approximation factor v > 1, the approzimate shortest
vector problem (SVP,) is to find y € £ such that 0 < ||y|| < yA:(L). Clearly SVP = SVP;.

The SVP, problem is known to be NP-hard for v ~ Vd [12]. We now extend the SVP., problem
to finding short sets of lattice vectors.

Definition 17. Given a basis of a lattice £ and an approximation factor v > 1, the shortest
independent vector problem (SIVP,) is to find a linearly independent set {yi,...,yq} such that
max||yil| < yAa(L).

The SIVP, problem is NP-hard for v = dt/leglogd [12]. We now introduce some hard prob-
lems that were used to construct the first lattice-based schemes. The following problem was first
introduced by Ajtai [1].

Definition 18. Given an integer ¢, A € Zi**", and a 8 < ¢, the small integer solutions problem
(SISq,n,p) is to find y € Z™ such that Ay =0 (mod ¢) and |jy|| < v.

The worst-case SIVP,, problem can be reduced to the SIS problem, and hence the SIS problem is
at least as hard as the worst-case SIVP, problem [21].

In order to define the learning with errors problem, which was first introduced by Regev [23], we
must introduce some notation. For an integer ¢, s € Z; and a probability distribution ¢ on Z,, we
can define a new probability distribution As, on Zy x Z,. This distribution is sampled by taking
a € Zy uniformly at random, taking e according to ¢, and then returning (a, (a, s) + ¢) (mod g).

Definition 19. Given n, g, a probability distribution ¢ on Z,, and any number of independent
samples from Ag 4, the learning with errors problem (LWE, ) is to find s.

The worst-case SIVP, problem can be reduced to the LWE problem, which means that LWE
problem is at least as hard as the worst-case SIVP, problem [23]. We are more interested in the
decision version of the LWE problem, which is to distinguish a sample from A; ,, from a truly uniform
(a,b) € Zj xZ,. This problem is as hard as solving the LWE problem for appropriate choices of ¢ [24].

There are many other hard lattice problems with respective reductions to the SIS and LWE problems,

but for this paper the ones presented in this section suffices to illustrate that these problems are
believed to be hard.

3.2 The rings R and R,

Many of the early lattice-based cryptographic schemes were based on the SIS and LWE problems.
One disadvantage of cryptographic schemes that are based on these problems, is that their key sizes

10



are very large. Lyubashevsky, Peikert and Regev introduced a new environment for which more
efficient variants of the LWE and SIS problems can be defined [18]. In this section we will explain
this environment, and give the hard problems corresponding to SIS and LWE, namely the MSIS and
MLWE problems.

Let f(X) = XN 4+ 1 € Z[X], for an N that is a power of 2. Let R = Z[X]/(f(X)) and R, =
Z4X1/{f(X)). The elements of these rings are polynomials of degree at most N — 1, and in R,
all coefficients are restricted to [—(¢ — 1)/2,(¢ — 1)/2]. In these rings addition is defined to be
component-wise in the coefficients, and multiplication is defined as regular polynomial multiplica-
tion modulo f(X). We call R and R, module lattices.

N-1 )

Since elements of these rings can be written as a = Y, a; X", for a; € Z or a; € Z,, respectively, we
i=0

can define the /1, {5 and /., lengths as

N—1
lally = > lail, llall =
i=0

N-1
> a2, and [|al = sedmax  lagl.
=0 e

For a vector of ring elements a = (ay,...,a;) € R*, we define the /1, /5 and £, lengths as

k

>l and flafloo = sy, o
=

k
lalls =Y laill, llallz =
i=1

We write ||a]| := ||a||2 throughout the rest of this paper. One useful relation between these norms is
that ||a|| < VEN||a|s. For the hardness and correctness properties of cryptographic schemes based
on problems in this environment, it is often required to use elements of small norms. We therefore
introduce the sets S; and S¥ of elements of R and RF respectively, that has £, length at most 1.
We also use the notation R to denote the set of all elements of R, that are invertible.

In this paper we will denote by @ = (ag,...,an—1) € Zév the coefficient vector of a ring element
a € Ry, such that a; is the coefficient corresponding to X* of a. We use the notation a := ag € Z,
for the constant coefficient of a. We notice that the standard vector norms of a coefficient vector
a will be the same as the corresponding norm of the ring element a. Lastly, we define the inner
product of two vectors of ring elements to be the inner product of their corresponding coefficient
vectors, (a, b) := (@, b).

Throughout this paper we will use the following important result from [19] on how the polyno-
mial X~ + 1 factors modulo ¢, and that shows how to choose ¢ such that all elements with small
norms are invertible in R,.

Lemma 2. Let N > k > 1 be powers of 2 and let ¢ = 2k + 1 (mod 4k) be a prime. Then the
polynomial X» + 1 factors as

k
XN 41= H(XN/k —¢;) (mod q)
j=1

where (; € Z, are the 2k-th roots of unity in Z,, and Xk — ¢; are irreducible in the ring Z,[X].

11



Furthermore, any y in Z,[X]/(X”" + 1) that satisfies either

1
0 <[yl < —=4"/*

\/Eq

0< |yl < q*/*

has an inverse in Zq[X]/(XY + 1).

We are now ready to define the problems that are the foundation for all the schemes we will
consider in this paper. It is clear that these problems are the equivalent problems to SIS and
decision LWE, only over the module lattice R, instead.

Definition 20. Given A & Ry*™, the module small integer solutions problem (MSIS,, . ) is to
find 2 € R}" such that Az = 0 over R, and 0 < |2 < B. For an algorithm A we say that he
advantage in solving the problem is

Pr0 < |z < BAAz=0| A& R™ 2 & A(A)]

Definition 21. The module learning with errors problem with error distribution x over R (MLWE,, ,, )

is to distinguish (A, As mod ¢q) for A & Ry*™ and secret s & X™ from truly random (A,b) &
Ry*™ x Ry. For an algorithm A we say that he advantage in solving the problem is

Pr [b: 1 | AL Ry™™, s & Xm,bﬁA(A,As mod q)}

—Pr [b:1 ; AiR;Xm,béRg,bﬁA(A,b)H

Langlois and Stehlé gives in [13] reductions from worst-case SIVP., problems restricted to module
lattices to both the MSIS and MLWE problem. This illustrates the hardness of these problems.

We also give an extended version of the MLWE problem, that we need for the security analysis
of protocols that uses the subset rejection sampling method by Lyubashevsky et al. [17], which
is defined in the next section. This rejection sampling algorithm reveals the sign of (z,cs) when
applied to z = cs + y. Hence we need a problem that is still hard with this information given, for
simulation of such schemes.

Definition 22 ([17]). The extended module learning with errors problem (Extended-MLWE,, » y.c.s)
with parameters m, A > 0, probability distribution x over R,, challenge space C C R, and the
standard deviation s, asks the adversary A to distinguish between the following two cases:

1. (B, Bs, ¢, z,sign({z, 05>)> for B & R;"X("LJFA), a secret vector s &- X", 2 & Dpgm+x 5 and
$
c+C

2. (B,u7c,z,sign(<z,03>)) for B & RZLX(mH‘), u s Ry, z & Dpgm+x s and ¢ & C,

12



where sign(a) = 1 if @ > 0 and 0 otherwise. For an algorithm .4 we say that he advantage in solving
the problem is

Pr {b =1 | B RZTX("LH‘),T & X" 2 & Dpgmix q,c & C,b & A(B,Br,z,c,s)}

7

—Pr [b —1|BE RN 4w & R 2 & Dpos e &cpd A(B,u,z,c,s)}

where s = sign((z, cr)).

It is shown in [17] that the hardness of this problem can be reduced to the LWE problem.

3.3 The Gaussian distribution and rejection sampling

In zero-knowledge protocols for lattice relations, one often wants to output a linear combination of
a secret s, say z = ¢s + y. But then it is important to make z independent of s, to make sure that
no information is revealed. In order to achieve this, we use rejection sampling, a method that was
first introduced by Lyubashevsky in [14, 15]. We start by defining the Gaussian distribution that is
used for rejection sampling.

Definition 23. The discrete Gaussian distribution over the lattice R* centered at some v € RF
with standard deviation s is defined as

—lz—v|? —llw|?
DR’“,’v,s(z) — e 252 E e 252

weERk

For the rest of this paper we will use the notation y &b Rk s to indicate that y was chosen
according to Dgk o 5. We now introduce an important tail-bound lemma for this distribution, Lemma
4.4 in [15].

Lemma 3. For any § > 1 we have that

1. Prfjz| > 6s | 2 & Dps) < 2exp(=5)

2. Pr[|z]| > 05VEN | z & Dy ] < 8"V exp (%Na - 52))

Rejection sampling is used in protocols where the prover draws a masking vector y EDp Rk s, and
upon receiving a challenge ¢ from the verifier, want so send z = ¢s+y to the verifier. By performing
the rejection sampling algorithm on z, the dependency of z on s is removed, or in other words z
will be statistically close to Dy« g, so that the prover can send z without revealing anything about s.

The standard Gaussian rejection sampling procedure from [15], Rej;, is shown in Algorithm 1. There
have been proposed several versions of rejection sampling after this algorithm was introduced. Such
new versions introduce some modifications to the original algorithm, with the goal of reducing the
standard deviation used in the protocols. This way we are able to achieve lower bounds on the
elements drawn from Dpgr .

One such version of rejection sampling was proposed by Lyubashevsky et al. in [17], and it modifies

13



Algorithm 1 Rej;(z,cs,s)

—_

ul [0,1)
2
if u> & exp(%) then
return 1 (reject)
else

return 0 (accept)
end if

Rej, by forcing z to satisfy (z, s) > 0. This has the effect that the standard deviation can be reduced
by more than a factor of 10, while keeping the expected number of rejections the same. We notice
that this rejection sampling algorithm will reveal one bit of the secret, but in cases where this does
not matter, one can use this algorithm. This rejection sampling variant, Rej,, is shown in Algorithm
2. We call this version subset rejection sampling.

Algorithm 2 Rej,(z,s,s)

1. if (z,s) < 0 then

2: return 1 (reject)

3: end if

xud 1)

5. if u > ﬁexp(fﬂ%W) then
6: return 1 (reject)

7: else

8: return 0 (accept)

9: end if

The final rejection sampling variant we will use is the bimodal rejection sampling, which was first
introduced by Ducas et al. in [9]. The main difference of this variant, is that we sample a sign

I6] & {-1,1} and compute z as z = y + fcs instead. This significantly reduces the standard devia-
tion. This rejection sampling variant, Rejg, is shown in Algorithm 3.

Algorithm 3 Rejy(z, s, 5)

1w [0,1)
if u > ! th
S e (G e (G7) T
return 1 (reject)
else
return 0 (accept)

end if

N

|

@ Gk W

These algorithms have the properties stated in the following Lemma, which gives the repetition rates
M and rejection probabilities of the protocols, and states that the output z looks independent of s.

Lemma 4. Let V C RF be such that all elements have ¢5 norm less than T, s € R such that s =~T
and h : V — [0,1] be a probability distribution. Then, the following statements hold.
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1. Let M = exp(14/y + 1/(29?)). Now, sample s & hoand Yy & Dpgk g, set z = y + s and
run b < Rej;(z,s,s) as defined in Algorithm 1. Then, the probability that b = 0 is at least
(1—-27128) /M and the distribution of (s, z) conditioned on b = 0, is within statistical distance
of 27128 of the product distribution h X Dps .

2. Let M = exp(1/(27?)). Now, sample s & b oand y & Dpgk 5, set z = y + s and run
b < Rejy(z,s,s) as defined in Algorithm 2. Then, the probability that b = 0 is at least
1/(2M) and the distribution of (s, z) conditioned on b = 0, is identical to the distribution of

F where F is defined as follows: sample s & h, z & Dpin ¢ conditioned on (s,z) > 0 and
output (s, z).

3. Let M = exp(1/(27?)). Now, sample s & h, 8 & {-1,1} and y & Dpgi o, set z =y + (s and
run b < Rejy(z,s,5) as defined in Algorithm 3. Then, the probability that b = 0 is at least
1/M and the distribution of (s, z) conditioned on b = 0, is identical to the product distribution
h X DRk,S'

3.4 The binomial distribution and approximate range proofs

One tool that we will use for both proving norm bounds, and that there are no overflow modulo ¢
in certain equations, are so called approximate range proofs. These say that if you draw a matrix
R from a binomial distribution, then the projection R + ¢ has approximately the same norm as
w, for some vector @ and masking vector ¢ over Z,. This applies both for the ¢5 and the £, norm.
We start by defining the binomial distribution that we will use.

Definition 24 ([16]). The binomial distribution with a positive integer parameter x, written as
Bin,, is the distribution Z (a; — b;) where a;,b; & {0,1}. The variance of the distribution is x/2
and it holds that Bin,,, :I: Bln,.g2 = Bing, 44,-

We now introduce a result that we will use in order to prove approximate shortness in the /£

norm. The idea is that if we choose a random matrix R & Blnkxm and ¢ € ZZ, we can prove

approximate shortness of W € Z™ by proving that Rw + 4 is short in the £, length. This is sufficient
by the following Lemma.

Lemma 5 ([17]). Let @ € Z7" and § € Z%. Then
S L. —k
Pr (IR + e < g ]] <2
REBinkxm™

We can use the same idea to prove approximate shortness in the ¢5 norm, by utilizing the following
Lemma instead.

Lemma 6 ([17]). Fix m, P € N and a bound b < P/41m, and let & € [£P/2]™ with ||@|| > b, and
let ¥ be an arbitrary vector in [+=P/2]™. Then

1
Pr  [|R&¥+7 mod P| < 5b\/26] <2712,

$ .
R<—B|n§56>< m
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When we use relations of the form Rw + ¢ in zero-knowledge protocols, the upper bound on
|R|| will determine the standard deviation we can use for rejection sampling. Hence we need a
way to bound the 5 norm of Rw. For this we will use the following result.

Lemma 7. For any o € Z™ we have

Pr  [|Rw@|? > ||w||* 337 k] < 27128

3 Bin256xm
R<Bin2Z>0xm

3.5 Galois automorphism

One of the tools that have been used to create more efficient lattice-based zero-knowledge protocols,
are Galois automorphisms. These automorphisms have properties that we can use to create protocols
with larger challenge spaces, and they can be used to reduce the soundness error of protocols. They
can also be used to construct functions whose constant coefficients equals desired inner products.

We let N > k > 1 be powers of 2 and let ¢ = 2k + 1 (mod 4k) be a prime. By Lemma 2 we
then have the factorization

XN 1= (XNE ) (XNE g,

where (; are the primitive 2k-th roots of unity in Z, and all X N/k _ ¢; are irreducible modulo ¢. We
now consider the group of automorphisms of R,, Aut(R,), and note that this is isomorphic to ZJ
by the isomorphism

i ot Ly — Aut(Ry),
where o; is defined by 0;(X) = X*. We call these Galois automorphisms. We now consider the

prime ideal (XN/* —¢), for some ¢ € Zq. In a suitable extension field of Z,, the roots of XNk _ Cfl
will also be roots of X*N/k — (. Hence we get that for all i € Ly

Ji(XN/k _ C) _ (XiN/Ic _ C) _ (XN/k B Ciil).

This then implies that for f € Ry,

1

ai(f mod(XN/k—C))zai(f) mod (XN/k — i),

We can now use Lemma 2.4 of [19] derive that the cyclic subgroup (2k + 1) C ZJ, has order N/k,
and thus stabilizes every prime ideal (X Ik —¢ ) since ( is a primitive 2k-th root of unity, and of
order 2k. Thus ZJy/(2k+ 1) has order k, and will act transitively on the k prime ideals (X™/* — (),
meaning that we can index the prime ideals by i € ZJy /(2k + 1) and thus write

x¥+1y= [ &MF-¢).
1€ZS N /(2k+1)

If we for [ such that |k let i run over (2k/l + 1)/(2k + 1), then the product of the [ prime ideals
(XN/k — %) will be
i€(2k/14+1) /{2k+1)
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Using this, we can partition the k prime ideals into k/I groups of [ ideals,

xV+n= I  @™r-dh= ] [T &Y.
FELY N/ (2k/1+1) JELY\ /(2K /1+1)1€(2k/14+1) /(2k+1)
We note that we have the isomorphism ZJy, /(2k/l41) = Z;k/l, and that ((2k/1+1)"),_ form
a complete set of representatives for (2k/l +1)/(2k + 1). Hence for 0 = 095,141 € Aut(R, ), we can

instead instead write
xV+1= ] Ha (XN/k gﬂ)
]EZQk/I

We also present an important result that we get by using the automorphism o_; € Aut(R,). We
define the map T : ZFNV x Z*N — R as

k-1 N—1 O N-1 ‘
= ZO’A(Z%NHXJ) ‘ (ZbiNJrjX]) € R,
i=0 =0 =0

given vectors @ = (ag, . ..,axn—1) and b= (bo, ..., bkN—1). We now have a simple and very useful
property of T, that we will use to prove inner products.

-

Lemma 8. Let @,b € Z*N for k > 1. Then the constant coefficient of T(a, Z;) is equal to (@, b).

3.6 Number theoretic transform

Some of the first lattice-based zero-knowledge protocols that were constructed by using commitment
schemes, also relied on the number theoretic transform. Suppose we choose parameters such that
we by Lemma 2 have the isomorphism

Lol X1/ (XN +1) = ] Zo[X]/(XNF = (7).
i€LS,

We can then define the number theoretic transform (NTT) of polynomial a € Ry, @, to be the image of
a under this isomorphism. Namely, @ = NTT(a) = (di)iezgk where G; = a mod (XN/* —¢%). Due to

the Chinese remainder theorem, the inverse of this map exists, and we denote this by @ = NTT ™ *(a).

We now give some of the very useful properties the NTT representation that we will use in this
paper.
— For any a,b,c € Ry we have that ab = c if and only if @ o b= ¢, where o denotes column-wise
multiplication.

~ NTT(ab) =NTT(a) o NTT(b)
— An element a € R, is invertible if an only if all its NTT coefficients are non-zero [3].

We also present a useful Lemma by Esgin et al. in [10] that states that the scaled sum of the NTT
coefficients of a polynomial is equal to its N/k first coefficients.

Lemma 9. Let a € Ry. Then 1 3 a; = ap + a1 X + ... + an/k—1 X V51, when we lift the @; to
i€y,

Zq[X].
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3.7 Challenge spaces

The zero-knowledge protocols we present in this paper need to have challenge spaces for which
the difference of any two challenges is invertible. This is crucial for the soundness property of the
protocols. The size of the challenge space will also determine the soundness error of the protocol,
and hence the total size of the proof. It is thus important to construct as large challenge spaces C
as possible, while also making sure that all elements in the set of differences of challenge elements,
C={c— |cc €C,c+#c}, are invertible. In this section we present some results that can be
used in order to construct challenge spaces with the desired properties.

Lemma 10 ([6]). Let ¢ be such that X + 1 splits into linear factors. Then the polynomials
X' — XJ € R, for i # j (mod 2N) are invertible.

N

Proof. Let ¢ € Z, be one of the primitive 2N-th roots of unity such that X~ +1 = [] (X — ().
j=1

Then X" — X7 mod (X —¢) = ¢* — (7. This is zero in Z, if and only if i = j (mod 2N, and hence

X% — X7 is invertible when i # j (mod 2N). O

We present an important result from [16] that builds upon Lemma 2 with k = 2.

Lemma 11 ([16]). Let ¢ =5 (mod 8) be a prime. Take any ¢ € R, such that o_;(¢c) = ¢. Then, ¢
is invertible over R, if and only if ¢ # 0.

Proof. We get from Lemma 2 that
XN +1=(XN2 ) (XN2 £ 1) (mod q)

for some r € Z, such that X N/2 £ 1 are irreducible modulo ¢. From the assumption that o (c) = ¢,
we get that ¢ can be written as

c=c+caX+...+ CN/2,1XN/2_1 - CN/2,1XN/2+1 — .= 81XN_1.
Thus we get
N/2—1
¢ modq mod (XM?+¢)=cy+ Z (ci £renjo—i) X', (3.1)
i=1
and so if ¢ # 0, then at least one of the coefficients co,...,cn/2—1 € Zg is non-zero. Suppose now

that ¢; # 0. We now have two cases:
— if i = N/4, then ¢; £ rcy/o—; = enya £ ren/4 must be non-zero, since r # £1.

— if 4 # N/4, then for any sign b € {—1,1}, either ¢; — breyjo—; or eyja—; — bre; is non-zero.
We can see this by the fact that if we assume that both are zero, namely ¢; = brey/o—; and
cNj2—i = breg, we get that

¢ =breyjp_i = b2rie; = rlc; = —c¢;,
which is a contradiction, since ¢; # 0.

Hence we get that both ¢ mod ¢ mod (X%/2 —r) and ¢ mod ¢ mod (X™/?4r) are non-zero, and
by the Chinese Remainder Theorem, we get that ¢ has an inverse in R,. O
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Since the zero-knowledge protocols in this paper uses rejection sampling algorithms with secrets
of the form cr for a challenge ¢ € C and 7 € Rf, we need a way to bound |[cr|], so that we can set
the standard deviation for rejection sampling. We now introduce such a bound, that involves the
o_1 automorphism.

Lemma 12 ([16]). Let r € R® and ¢ € R. Then, for any k that is a power of 2, we have that
ler| < %/ llo—1(cF)cF|1[|r].

Proof. Let C € Z4*¢ be the rotation matrix of ¢ = co + 1 X + ...+ cq_1 X4 1:

Co —C4—1 ... —C1
1 Co —C2
C = Rot(c) = ,
Cd—1  Cd-2 Co

We now want to upper-bound the operator norm ||C|| of the matrix C. To achieve this, we will use
that ||C]| = 1/[|CTC|| and that for any k that is a power of two we have ||CTC|¥ = ||[(CTC)¥|,
since CTC is symmetric. We also note that ||[Rot(u)|| < ||(u)||; for all w € R. We can now use the
observation that CT = Rot(o_1(c)), to deduce that

ICI** = 1CTC|* = [(CTC)*|| = [Rot(o—1(c*)eM)II < llo—1(c*)c"[|x-

Hence we have that ||C|| < %X/|lo_1(c*)c¥||1, and hence the statement holds. O
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Chapter 4

Lattice based commitment schemes

The first lattice based commitment scheme that was used to construct cryptographic primitives was
the standard Ajtai commitment scheme [1]. This scheme was originally was defined over Z,, but is
easily expanded to R, so that it bases its security on the MSIS and MLWE problems. We now give
an informal description of this scheme.

In order to commit to a vector s; € R;™ for which [|s;] is small, we let A, & Ry*™1 and
A, & Ry*™2 be public parameters, such that msy is much larger than n. We then sample random-

ness So ﬁ R;"Z such that sy has small coefficients, and output the commitment vector
t=A181+Aszs, € Rg (41)

We notice that Ayss is indistinguishable from a truly uniform vector if the MLWE,,,,_,, ,, problem is
hard. This ensures the hiding property of the scheme, since the whole commitment vector will then
be indistinguishable uniformly random. In order to see that the scheme is binding, we assume that
we are able to come up with (s1, s2) # (s, s5) such that

A8+ Agsso =t = A18/1 + AQSIQ.

This implies that
s1— 8
(A, A —0

Sy — 8h
s, — 8
for a non-zero vector s 3’1 that by construction has small coefficients. Hence we have a
— 53

MSIS,, 1, +m, solution for the matrix [Al Ag].

The main disadvantage of this commitment scheme is that it only allows for small message spaces,
since the messages must be of small norm. On the other hand, the size of the commitment does not
depend the size of the message m;. It depends on the parameter n, which has to be chosen large
enough so that the MSIS and MLWE problems are hard.

It is clear that more practical commitment schemes that can commit to arbitrary vectors are needed

for many applications. Baum et al. presented such a practical scheme with unbounded message
space in [4]. The disadvantage of this scheme is however that the commitment size is linear in the
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message size, which means that commitments potentially can be very large. We present this scheme
in Section 4.1, together with a zero-knowledge proof of opening knowledge.

In constructing zero-knowledge proofs of lattice elements using this commitment scheme, the com-
mitment size has eventually become the biggest obstacle in reducing the proof sizes. In response to
this Lyubashevsky et al. recently proposed a new commitment scheme in [16]. This new scheme
combines the commitment schemes by Ajtai and Baum et al., in order to exploit the advantages of
both schemes. We present this scheme, together with a zero-knowledge proof of opening knowledge,
in Section 4.2.

4.1 BDLOP commitment scheme

We present the commitment scheme of Baum et al. [4], which is a practical scheme that allows
one to commit to vectors over R;. The main purpose of this commitment scheme is to be used
in zero-knowledge protocols, and so we need to define a suitable challenge space that will ensure
soundness of such protocols. We define the challenge space for the commitment scheme as

C={ceRy|llcfoc =1,llclls = K}

for a parameter s that determines the size of C. We also assume that ¢ is chosen such that all
elements of £ norm at most 2 are invertible in R, as per Lemma 2. We can then define the set of
differences as C = {c — ¢ | ¢,/ € C,c # '}, for which all elements will be invertible.

We also note that there is no efficient zero-knowledge protocol for simply proving knowledge of
the message and the randomness that was used to commit. Such protocols can only prove some-
thing weaker, and we will account for this in the the opening algorithm of the scheme, so that the
scheme will still be binding with respect to such relaxed openings. We now explain the algorithms
KeyGen, Commit and Open for this scheme.

BDLOP.KeyGen: In order to create the public parameters that can be used to commit to mes-

sages m € Rf;, we sample matrices A & RQX’“ and A, & Rng. We also select a constant S that
defines the randomness distribution x*, where y is the uniform distribution on Sg.

BDLOP.Commit: In order to commit to a message m € Rg with the public parameters (A4, As), we

start by sampling randomness r & x* and output the commitment

BDLOP. Commit(m; ) :— [ﬁj _ [ﬁj ot {?:] . (4.2)

Since there are no efficient zero-knowledge proofs for proving knowledge of 7 and m that satisfies
(4.2), we let the opening algorithm also take a challenge f € C as input. An honest prover will
simply just put f = 1.

BDLOP.Open: For a commitment ¢ = [ﬂ’ (m,r, f) € Rg X R]; x C is a valid opening if
2
tq B Ay o
)=l ) =
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and ||r;|| < 4sv/N for all i. BDLOP.Open(m,r, f,t) outputs 1 if (m,r, f) is a valid opening of ¢,
and 0 if not.

We now explain how we can set the standard deviation. Since ||r| < 8VEN, and |c||y = & for
all ¢ € C, we have that ||cr| < xk8VEN. Hence, in accordance with Lemma 4, we use standard
deviation s = vV EN for a v > 0.

Variants of the scheme
We now explain two variants of this commitment scheme that we will use.

Variant 1. For randomly chosen polynomials b; ; € R, we define B € R2X6 as

bo boo b

1 bo2 boz boa bos bos

bl 0o 1T 0 0 0 b
B=|b| =10 0 1 0 0 b
bs| [0 0 0 1 0 by

bl {0 0 0 0 1 bug

We can now commit to messages m = (mq,ma, ms, mq)’ € R; by sampling a random vector r & Sg
and compute the commitment as

to 0

tl mi

t= t2 =B-r —+ mo

t3 ms

t4 my
Variant 2. In order to commit to a message vector m = (my,...,my) € Ré, we draw a uniformly
random matrix By & RgX(M'“H) and vectors by, ..., by & R;‘*“”. We then sample randomness

r & XOTHFON and compute the commitment as

to = Byr,
ti = (bj,r)+m; fori=1,... ¢

4.1.1 Hiding and binding
We now prove that this scheme has the desired security properties.

Theorem 1. Suppose that s = yk8vVEN for some v > 0. Then the BDLOP commitment scheme is
complete.

Ay

A ] & BDLOP.KeyGen and a message m € Rg, then an honestly
2

Proof. Given public parameters [

generated commitment El] with randomness r will obviously satisfy (4.3) with f = 1. Since the
2

randomness 7 was sampled from S%, we have that [|r;|| < VN - [|ri[c < VNB foralli=1,... k.

Since s = ys8vVkN, [ is clearly smaller than 4s, and so we must further have that ||r;]| < 4sv/N.
Hence BDLOP.Open(m, r,1, BDLOP.Commit(m;r)) = 1, and the scheme is complete. O
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We show now the the hiding property of the commitment scheme can be reduced to the MLWE
problem. This will imply that breaking the hiding property is at least as hard as solving the MLWE
problem, and so if we assume the the latter problem is hard, then the scheme must be hiding.

Theorem 2. If there exists an algorithm A that has advantage € in breaking the hiding property
of the BDLOP commitment scheme, then there exists an algorithm 4’ that runs in the same time
and has advantage € in solving the MLWEy, .4/, problem.

Proof. We now show how we can construct such an algorithm A’. Suppose that A’ is given a

. A . .
MLWEy 1, 1¢,y-instance A = {Aj € RénH)Xk, b € R A’ now sets up for running the hiding
game with A, and outputs (A1, As) as the public parameters.

If A" now receives mgy, m; € Rf; form A, A’ samples b & {0,1} and sends the commitment of

my,
)=o)
o myp
to A. If A responds with & = b, then A’ outputs 1, and 0 if not. We now have two cases:

— If A’ was given a truly uniformly random b, then the output is independent of my, and

t
to
thus the probability that A outputs the correct b’ is exactly 1/2.

— If A’ was given b = Ar, for some r & x*, then the output commitment is

ti| _ |A 0| : )
[tJ = [A2:| r4+ [mJ = BDLOP.Commit(my; ),

and by assumption A outputs the correct b’ with probability 1/2 + e.
Hence the advantage of A’ in solving the MLWEy, ,, ;¢ problem is €. O

We now show that the binding property of the commitment scheme can be reduced to the MSIS
problem. Again, this will imply that breaking the binding property of the scheme is at least as hard
as the MSIS problem, and thus the scheme is binding if the problem is hard.

Theorem 3. If there is an algorithm A who can break the binding property of the BDLOP com-
mitment scheme with probability e, then there is an algorithm A’ with advantage € in solving the
MSIS,, . g problem, for B = 16sv KN

Proof. We now show how we can construct such an algorithm A’. Suppose that A’ is given an
MSIS,, ., p-instance A; € RQX’“, for which it is supposed to find a vector y € R’; such that Ayy =0

and |ly|| < B. A’ creates a random Aj & Rf;Xk and outputs (Aj, As) as public parameters. By

t
ta
valid openings, (m, 7, f) and (m/, 7', f') such that m # m’. This then implies that

o] = [l )

st Aql ,[om
o= )i
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If we multiply the first equation by f’ and the second by f, we get that the left hand sides are both
the same, and thus we get that

8)reori 2] e[z

By subtracting and splitting this up, we get
Ay(f'r = frh)y=0"
As(f'r = fr') + (ff'm — ff'm') =0

We note that ff/(m —m') # 0%, since f and f’ are invertible and m # m’. Then the last equation
implies that (f'r — fr') # 0%, which would imply that we have a solution to the MSIS,, j. 5 problem
for matrix Ay if ||(f'r — fr’);|| < B for all 1.

By the definition of the challenge space we have that ||f|| < 2y/k for every f € C. We also have
that ||r;|| < 4sv/N for every polynomial of the vector r, since it is a valid opening. The same
holds for 7/, and hence we get that || /7|, || fr}|| < 8sv/N. This implies that we have the bound
|(f'r — fr');]| < 16svV&N for all i, and thus A’ has advantage ¢ in solving the MSIS,, 1. 16sv/mN
problem. O

4.1.2 Opening proof

In order to be able to use commitments as a part of zero-knowledge protocols, we need a zero-
knowledge proof of knowledge of a valid opening to a commitment, in order to show that the
commitments are constructed correctly, without revealing anything about the message or the ran-
domness. We will now describe such a zero-knowledge proof of opening to a commitment. This
scheme will be almost identical to the 'Fiat-Shamir with aborts’ protocol from [15], and we note
that only non-aborting transcripts are honest-verifier zero-knowledge. This is however not a prob-
lem, since in most applications one uses non-interactive versions of the protocol. The opening proof
is given as Ilgpen in Figure 4.1.

Theorem 4. Suppose that s = yx3vV kN for ay > 0. Then the protocol Ilgpen is complete, meaning
that the honest prover convinces the verifier with probability

1
T exp(14/7 +1/(292))

Proof. An honest prover can answer correctly according to the protocol for every challenge ¢, since
it knows r. By Lemma 4, the probability that Rej;(z, cr,s) does not abort is at least

1
exp(14/y +1/(27%))’

and z is within statistical distance of 271%® from Dp« . We can then use the tail-bound Lemma 3
with § = 2 to deduce that, except with negligible probability 2V/2 exp(—3N/2), ||zl < 2sv'N for
all components z; of z. Therefore, the verifier will with overwhelming probability accept when an
honest prover does not abort, and the theorem holds. O]
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Hopen

Public Information: A; € RZX}“, Ay € Rng
Prover’s Information: r € S’g

Commitment: [tl} = [Al} r+ {On}

tg fig m
Prover Verifier
Yy <§' l)l{k,s
w:= Ay
w
—
$
c<C
c
&
z=y+dr
If Rej, (z,dr,s) =1
then abort
z
H
21
Write z =
2k
Accept iff:

L. ||zl < 2sV/'N for all i € [k]
2. A1z =w + cty

Figure 4.1: Proof of knowledge Ilopen of (m, 7, f) € RS x RF x C satisfying ft; = Air, fty =
Aor + fm and |r;|| < 4svV/'N for all i € [k].

Theorem 5. The protocol Iopen satisfies the honest-verifier zero-knowledge property, meaning that
there exists a simulator S, that without access to secret information outputs a simulation of a
non-aborting transcript of the protocol between an honest prover and verifier, which has statistical
distance at most 2728 to the actual transcript.

Proof. We can construct this simulator S by letting it draw a random ¢ from C and sample a random
z from Dpgs 4, and by setting w = Ajz — dt;. Since the z in a real protocol is within statistical
distance of 27128 from D Rk s according to Lemma 4, and z in independent of ¢, the simulated z will
be statistically indistinguishable from the one in the real protocol.

By construction of w, we get the desired relation A;z = w + dt;. By the tail bound in Lemma 3
with § = 2, we also have, except with negligible probability 2V/2 exp(—3N/2), that ||z < 2sv/N
for all components z; of z. Hence the simulation is within statistical distance of 27128 from a real
transcript, and Ilopgn is honest-verifier zero-knowledge. O

Theorem 6. The protocol Ilype, satisfies the special soundness property, meaning that given a
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commitment ¢ and a pair of different transcripts for Igpen, (w, ¢, 2), (w, ¢, 2") where ¢ # ¢/, we can
r1

extract a valid opening (m,r = | : |, f) of t, with ||r;|| < 4sv/N and f € C.

Tk

Proof. 1If we have two different valid transcripts for different challenges ¢, ¢/, we can easily compute
1

f=(c—-cd)eCandr= i | =z — 2/, for which A;r = ft;. This will hold since A1z = w + ct;
Tk

and A1z’ = w + c't;. We can now define the message m = to — f~! Asr. Since the components of

z and 2’ are bounded by 25v/N in the £ norm, we have that ||r;|| < ||z + ||2}|| < 4sv/N. Because

we defined m by fm = fty — Asr, we also have that [il} r+f {?n] =f [il} , and hence (m, 7, f)

2 2
is a valid opening of ¢.

4.2 ABDLOP commitment scheme

We recall that the main disadvantage of the BDLOP commitment scheme is that the commitments
are much more expensive than the standard Ajtai commitments [1]. The new scheme presented by
Lyubashevsky et al. in [16] allows for using the much cheaper Ajtai commitment scheme for the parts
of the message that are small. This new commitment scheme, called ABDLOP, is a combination of
the Ajtai and the BDLOP commitment scheme. The complete description of the scheme is given by
Nguyen in [22].

This commitment scheme uses a more efficient challenge space, that is constructed by using Ga-
lois automorphisms 0. We remember that this determines the standard deviation we are able to use
for rejection sampling. For a fixed k that is a power of two, we define the challenge space for the

commitment scheme as
C={ceS,|alc)=c, A/llo—i(c*)ck| <n},

where w is chosen such that we by Lemma 2 ensure that all elements of C = {c—¢' | ¢, € C,c # ¢}

are invertible, and 7 is chosen such that for a ¢ & S, we have %/|lo_1(c*)c¥||1 <n with high prob-
ability. We can then bound multiplication by challenge elements according to Lemma 12. Another
advantage of this challenge space is that if we choose o := o_1, we can use Lemma 11 to ensure that
elements of C is invertible, instead of Lemma 2. This is a common choice, and it increases the size
of the challenge space.

We remember that we can commit to vectors s; of small norm as in (4.1), and to vectors m of
larger norm as in (4.2). We now divide the vector s we want to commit to into a smaller Ajtai part
and a larger BDLOP part, namely s = (s1,m). This allows us to commit to s; in the Ajtai part and
to m in the BDLOP part under the same randomness s3. We now explain the algorithms KeyGen,
Commit and Open for this scheme.

ABDLOP.KeyGen: In order to create public parameters that can be used to commit to messages
(s1,m) € R+, we sample matrices A & RP™, Ay & Roxme B & Rixme B, & Rlevims,
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Here /o, defines how many additional polynomials we can commit to later, under the same ran-
domness. We also select parameters v, a that defines the message space Sy = {s1 € R | [[s1] <
a} X Ré, and the randomness distribution D = x™2, where x is the uniform distribution on S,,.
Lastly we choose the bounds By and Bs.

ABDLOP.Commit: In order to commit to a message (81, m) € Sy, we sample randomness S, & x™M2,
and output the commitment

. t A A 0 n
ABDLOP.Commit(sy, m; 83) := [tﬂ - [ 01} s+ [Bﬂ So + [m} S RqH.

ABDLOP.Open: For a commitment t € R;H‘é, ((s1,m), s2,¢) € Sy x R x Ry is a valid opening if
— ABDLOP.Commit(sy, m;s3) =t
~ceC
= llesz|| < Be
= llesi]l < By

ABDLOP.Open((s1,m), 82, ¢, t) outputs 1 if ((s1,m), s2,¢) is a valid opening of ¢, and 0 if not.

In some of the zero-knowledge protocols that will be constructed using this commitment scheme,
there will be a need for creating additional commitments under the same randomness, as a part of
the protocol. By using Bes, we can create such additions in the BDLOP part of the commitment
scheme. This can be done by computing tex; := BextS2 + Mext. Then (t4,t5||tex:) is a commitment
to (81, m|mex). We note that it is also possible to do this separately for several messages, by
defining several such extension matrices Bey.

4.2.1 Hiding and binding

We now prove that the ABDLOP commitment scheme satisfies the desired security properties.

Theorem 7. Suppose that By > « and By > vv/msN. Then the ABDLOP commitment scheme is
complete.

Proof. Let 1 € C and take any (s;,m) € Sy;. Then by the definition of Sy; and by assumption,
I1s1]] < o < B;. We also have that for sg & X2, |Is2]] < vv/maN since ||S2]loc < v. Thus we also

have that
||182|| S l/\/mgN S BQ.

Hence ABDLOP.Open(sy,m, s, 1; ABDLOP.Commit(s;, m;s3)) = 1, and the scheme is complete.
O

We now prove the hiding property of the commitment scheme can be reduced to the MLWE
problem, thus proving that the scheme is hiding.

Theorem 8. Suppose that mo—n—~¢ > 0. Then, if there exists an algorithm 4 that has advantage
in breaking the hiding property of the ABDLOP commitment scheme, then there exists an algorithm
A’ that has advantage ¢ in solving the MLWE,,, ¢, problem.
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Proof. Suppose that A’ is given an MLWE,,,, ,, ¢, instance {%} € R((InH)X"LQ, be Rg”. Now A’

outputs public parameters A & Rp*™, Ay, B. Upon receiving (s1,0,m0), (81,1,m1) from A, A’

samples b & {0,1} sends the commitment of (s13, 1)

ta|  |Ar 0
o) = (8] s )
If A responds with & = b, then A’ outputs 1, and 0 if not. We now have two cases:

— If A’ was given a randomly generated b, then the output {:A] is independent of (s1p,my),
B
and the probability that A outputs the correct ¥ is exactly 1/2.

. A . .
— If A’ was given b = {BQ} So, for some s9 & x™2, then the output commitment is

t A A 0 .
[tﬂ = [ 01} s+ {BZ] S9 + [m] = ABDLOP.Commit(sy 3, ms; S2)

and by assumption A outputs the correct b’ with probability 1/2 + «.
Therefore A" will have advantage ¢ in solving the MLWE,,,, 1, 4¢,,, problem. O

We now prove that the binding property of the commitment scheme can be reduced to the MSIS
problem, thus proving that the scheme is binding.

Theorem 9. If there exists an algorithm A who can break the binding property of the ABDLOP
commitment scheme with probability €, then there exists an algorithm A" with advantage € in solving

the MSIS,, 1, +m,, 5 problem, where B = 4n/B? + B3.

Proof. Suppose that A’ is given an MSIS,, ,,, +m,, B instance [Al AQ] — RZX(m1+m2). A’ now

outputs Aq, As, B & Rf;xm? as public parameters, according to the commitment scheme. By

assumption A is now, with probability €, able to come up with a commitment ¢ = Eg] with two
valid openings (s2, 81, m, ¢), (85, 87, m’, '), where m # m’. This implies that
Ays) + Agsy =t = A1s) + Assh.
We can now rearrange this equation to get that
4 4 |25 o
for a non-zero matrix E; : zﬂ Thus, if the 3 norm of [z; : Zﬂ is bounded by B, we have a

solution to the MSIS,, ;,, 1m,,5 problem for [Al AQ]. We will use Lemma 12 in order to obtain
the desired bound, so we start by using the triangle inequality to get

/ ! !

s1—s cs1 c's

cc <l +lle|}
S9 — &) cso s
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Since we have ¢, ¢’ € C, we must have that ¢ = ¢ — ¢; and ¢ = ¢, — ¢} for some ¢, c1,ch, ¢} € C.
! of
cs s
! CH < B2+ B2, and
CSQ C 32

by definition of the challenge space we have that */||o_1(cF)cF|; < n for all ¢ € C. We now use
Lemma 12 and obtain

By construction of the commitment scheme, we have that ,

, les1 /| €81 /€81 \/ﬁ
< <
C [082] <o [052} + ||} [032] < 2n\/Bj + Bj
c s} c s} c' s}
H o= oo T |+ e o] | < 2/ + 5
Hence we have that
r o
ec |1 3,1] < 4n\/B? + B2 = B,
_82 — Sy
and A’ has advantage ¢ in solving the MSIS,, . +m,.5 problem, where B = 41n\/B} + Bj3. O

4.2.2 Opening proof

We need a proof of knowledge of a valid opening to a commitment also for this commitment scheme.
The idea for this scheme is to perform rejection sampling on both the randomness s, and on the
message s1. This means that we draw two masking vectors y; to mask s; and y- to mask s, and
perform rejection sampling on both. This is so that the prover can send w := A;y; + Asys to the
verifier, whom can check if A1z + Aszo — cty = w.

Since the commitment scheme and opening proof will mostly be used to prove that committed
values satisfies some relation, and then never using the commitment again, we can then use the
more efficient rejection sampling algorithm Rej, on the randomness so. This means that we will leak
one bit of the randomness, but this will not be a problem. If we however want to use the protocol
and not throw out the commitment, we can simply just use Rej; on sqo as well.

We now explain how to set the standard deviations for this scheme. Since we know that ||s1]| < a,
we get by the definition of C and Lemma 12, that ||cs1]| < na for ¢ € C. Similarly, since ||sz2||oc < v,
we get that |[esa|| < nvv/maN for ¢ € C. So, according to Lemma 4 we set the standard deviations
51 = yina and sy = yanry/mo N for some 71,72 > 0. The opening proof is given as I, in Figure
4.2.

Theorem 10. Suppose that s1 = y1na and s5 = yonry/maoN for some 1,2 > 0. Then the protocol

ngen is complete, meaning that if mj, ms > 640/N then the honest prover convinces the verifier
with probability
1
- 14 1 )
2 exp (q + 7 + W%)

Proof. By the definition of C and Lemma 12, and since [|s1|| < «,||s2| < vv/m2N, we have the

bounds
lesi|| < me, lesi]] < nry/maN.
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!
Hopen

Public Information: A; € Rj*™, Az € Rj*™2, B € Réxmz.

Prover’s Information: (s1,m, s3) € RI"™ T2 so that [|s1]] < o and ||s2]lec < v
L T A A, 0

Commitment: t = |:tB:| = {0 Ss1 + B 89 + m

Prover Verifier

$
Y1 < Dpmi g,

3
Y2 < Dpms s,
w = A1y + Ay

w
—
$
c<C
c
&
z1 =cs1+ Y1
Z2 = cS2 + Y2
fori=1,2:
if Reji(zi, CSi,ﬁi) =1
then abort
21,22
ek et
Accept iff:

1. ||Z1|| §51\/2m1N
2. ||Z2|| §52\/ 2m2N
3. A1z + Aszy —cty = w

Figure 4.2: Proof of knowledge II(,,., of (s1,s2,¢) € Rj"™ x RJ*? x C such that A;s; + Assy = ta,

open

Bss +m =tp and |[es;]| < 2s;4/2m; N for i =1,2.

We can use Lemma 4 to see that the probability that both Rej; (21, cs1,51) and Rejy (22, ¢s2,82) do

not abort is at least 1

Qexp(%—l—f,ly%)exp(ﬁ).

We can now use the tail-bound in Lemma 3 with § = /2 to see that ||z1] < s1v/2mi N, ex-
cept with probability ﬂm]Nexp(—mlN/Q), and that ||z2]| < $2v/2maN, except with probability

\/§m2N exp(—maN/2). Under the assumption that mj, mg > 640/N, these probabilities are negligi-
ble. The last verification equation follows from

Az + Aszo = A1y1 + Aoys + cAis1 + cAssy
=w+cty,

and hence the Theorem holds. O
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Theorem 11. Suppose that s;1 = y1na and s5 = yovny/ma N for some 1,2 > 0. Then the protocol
[T} e, is honest-verifier zero-knowledge, meaning that there exists a simulator S that outputs a
simulation of a non-aborting transcript of the protocol between the honest prover and verifier, that

is indistinguishable from the real transcript.

Proof. According to Lemma 4, the z;’s in the real protocol is within statistical distance of 27128
from Dgm; 5, and independent of c. So we can construct the simulator S in the following manner.

It samples z; & Dprmi sy, 22 & Dpms 4, and ¢ & C. It then computes w := A1z + Agszy — cty.
Finally it outputs the simulated transcript (w, ¢, z1, 22).

From construction of w we clearly get that Ajz7 + Aszo —ct4 = w. We can now use the tail-bound
in Lemma 3 with § = v/2 to see that llz1]| < s1v/2m1 N and ||z2| < s2v/2maN with overwhelming
probability, by the same argumentation as in the proof of Theorem 10. Hence simulated transcript

is statistically close to a real non-aborted transcript, and I1;,,,, is honest-verifier zero-knowledge. [

Theorem 12. Suppose that By > 2s1v/2m1N and By > 2s5v/2msN. Then the protocol Htl)pen
is knowledge sound, meaning that there is an extractor £ with the following properties. When
given rewindable black-box access to a probabilistic prover P*, which runs in time at most 7" and
convinces V with probability ¢ > 1/|C|, the extractor & with probability at least e — 1/|C| out-
puts (81,82, M) € Rg“"’""” and ¢ € C such that for ¢ = ABDLOP.Commit(s;,m,33), we have

ABDLOP.Open(s;,m, 82,¢,t) = 1.

Proof. In order to prove knowledge soundness we use the collision game strategy introduced in
Section 2.3.4. We let H € {0,1}%*I¢l be the binary matrix where the R rows correspond to the
prover’s randomness and |C| columns correspond to the different choices for the challenge ¢, and let
H(r,c) denote the entry corresponding to randomness r and challenge ¢ € C. By assumption there
are € l-entries in H. We define the following extractor:

1. & first samples fresh randomness r and challenge ¢(©) & ¢. Then it checks if H (r,c9) =1,
and aborts if not.

2. Otherwise, £ samples along row r without replacement until it finds a ¢(*) such that H (r, c(o)) =
H(r,cM) =1 and ¢, M) are distinct.

If we assume that £ can check values of each entry in H in time most 7', then Lemma 1 states that
the expected time of £ is at most 27" and that £ extracts two valid transcripts with probability at
least ¢ — 1/|C|. We denote the valid transcripts as

tr; = (w, ), z%i), zéi)) for i =0,1.

We define ¢ = ¢(t) — ¢ e C, which by definition of the challenge space is invertible and such that
I€]lco < 2w. We can now define
200 500
§;:=—+——"—fori=1,2 and m:=tg — B3,
c

Since the transcripts are valid, we have that Alzii) + Agzéi) =w+ Dty for i = 0,1, and thus we
get

A3+ Agsy = A (2 e — 209 )2) + Ay (28 e — 21V Je)
= c(l)tA/E — c(o)tA/E

=ta.
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And since tg = BS2 + ™ by construction, we thus have that ABDLOP.Commit(s;,7m,S2) = t.

By construction and Lemma 3 we have ||¢s1] < 2s1v2miN < By, |[€82]] < 282v/2maN < Bs.
Hence we will get that ABDLOP.Open(s;,™m,S2,¢,t) = 1. O

32



Chapter 5

Zero-knowledge schemes using
BDLOP commitments

Shortly after the introduction of the BDLOP commitment scheme, it was put into use to construct
zero-knowledge proofs of knowledge of a short vector § satisfying

A8 = U over Zg, (5.1)

for public A € Z;»*™ and @ € Zg'. This is in fact a more general statement, but if we let the matrix
A have a certain structure describing linear relations over R,, then this is equivalent to As = u
over R,, for a matrix A and vectors s, u over R,. Schemes for proving (5.1) will consist of a proof
of knowledge of such an § and a proof showing that § is short.

In this chapter we will explain some of the main constructions that led to the state of the art
lattice-based zero-knowledge proofs. We start in Section 5.1 by explaining one of the very first
zero-knowledge schemes that used the BDLOP commitment scheme. This scheme uses a product
proof of committed values to prove that the coefficients of § are in {0, 1,2}. In the next Section 5.2,
we explain a more efficient product proof for committed values. Lastly, in Section 5.3 we explain a
more efficient method for proving knowledge of an § satisfying (5.1). These can be used in the first
scheme to make it more efficient.

The state of the art schemes by Lyubashevsky et al. [16] uses ideas from all the schemes pre-
sented in this chapter. We omit the security analysis of the schemes in this chapter, because we
want to focus on the ideas and how they build upon each other, rather than the details of the
security. However for completeness, the full security analysis is given in the appendix.

5.1 Zero-knowledge using commitments and NTT coefficients

Bootle et. al. proposed in [6] the first lattice based proof system that significantly outperformed
the Stern type proofs for proving knowledge of a short § satisfying A5 = @ over Z,. The idea behind
their protocol is to choose ¢ such that ¢ = 1 (mod 2N), which by Lemma 2 implies that X + 1
splits into linear factors modulo ¢. The NTT of a polynomial in R, will then be a vector of dimension
N. We denote by 0, 1 and 2 the elements in R, that are the inverse NTT of the /N-dimensional
vectors of all 0’s, 1’s and 2’s, respectively.
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We notice that showing that a vector § has coefficients in {0, 1,2}, is equivalent to showing that
Fo(5—1)o (§— §) = 0. Thus we see that proving knowledge of a vector § with coefficients in {0,1,2}
that satisfies As' = « over Z,, is equivalent to proving knowledge of a polynomial s € Ry, possibly
with large coefficients, such that

s(s —1)(s —2) = 0 and AS = U over Z,, (5.2)
because s(s — 1)(s —2) = 0 if and only if 0 (§ — 1) o (§ —2) = 0.

We now explain how the protocol for proving knowledge of such an s € R, satisfying (5.2) is

constructed. The prover starts by sampling a masking vector y & R, and sends w = Ay mod ¢ to
the verifier. Upon receiving a challenge ¢ € Z, C R from the verifier, it outputs z = y + cs. Since ¢
is an integer, this is equivalent to Z = g + ¢§. The verifier can now check that

AZ =W+ cu.

However, if one rewinds and obtains for a challenge ¢’ # ¢ another equation, Az’ = @ + '@, we get
that

A(Z=2)=(c— ). (5.3)
There are two problems with this in order for it to prove (5.2). Firstly, we don’t know that Z — 2/
has coefficients in {0, 1,2}, and secondly ¢ — ¢ is not necessarily equal to 1. The solution to both
of these problems involves committing to y and s. We note that since s might actually have large
coefficients, we cannot use the Ajtai commitment scheme, and so we use version 1 of the BDLOP
commitment scheme.

To solve the second problem, the prover in the first step also makes the commitments t; = byr + y
and to = bar + s to y and s. We have for any challenge ¢ € R that

t1 + cta = (by + cba)r + y + cs,

is a commitment to the message y+cs with vector by +cbs. So upon receiving a challenge ¢ € Z, from
the verifier, the prover now proves that t; + cts is a commitment to z. This implies that z = y + cs,
because of the binding property of the commitment scheme. Hence the rewinding argument will
now yield another equation z’ = y + ¢’s, and we get that z — 2’ = (¢ — ¢’)s. This implies that

-2 =(c—)s.

Plugging this into Equation (5.3) gives A(c — ¢/)$ = (¢ — ¢/)d. Since ¢, ¢’ € Zg and ¢ # ¢/, we can
divide out ¢ — ¢/, and this then implies that

As =1,

as desired. The first problem is now reduced to showing that the coefficients of § are in {0, 1, 2}.
The initial idea for this proof stems from the observation that

Hz=0)(z=2¢) = (y+cs)(y+cls — 1))y +c(s - 2)
=93 +3y%(s — Ve +y(3s* — 65+ 2)c® + 5(s — 1)(s — 2)c”.
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We notice that the last coefficient of the above polynomial in ¢ is exactly what we want to prove
equals 0. So, if the prover in the first step also makes the commitments

t3 = bgr + 17,

ty = byr + 3y2(8 — 1),

ts = bsr + y(3s% — 65 +2),
it can upon receiving the challenge ¢, prove that t3 + cty + c*t5 is indeed a commitment to z(z —
¢)(z — 2¢). This would imply that the above polynomial is quadratic in ¢, and therefore that

s(s —1)(s — 2) = 0. However, this argument can be optimized in such a way that the prover can
commit to one less polynomial. If we instead consider the expression

(z—c)(z —2¢)s = ((y + cs)® — 3c(y + cs) + 2¢2)s
=15+ (2ys® — 3ys)c + (s° — 3s% + 25)c?
=y’s + (2y — y*)(25 = 3) + s(s — 1) (s — 2)c
=2y(25 —3) — y*(s — 3) + s(s — 1)(s — 2)?,

where we used that cys = (2 — y)y = 2y — y?, we notice that the prover can instead make the
commitments

t3 = bsr + y(28 — 3)
ty = byr +y%(s — 3)

and prove that (z — ¢)(z — 2¢)ty — 2tz + t4 is a commitment to 0, to imply that s(s —1)(s —2) = 0.

We notice that the commitments are constructed as a part of the protocol, and we will sample
the coefficients of the randomness vector r from the distribution x on {—1,0,1}, where +1 have
probability 5/16, and 0 has probability 6/16. We will use the protocol Ilpen to prove that all the
commitments are valid, by drawing a y’ & Dpgs s, computing w’ = bpy’, and upon receiving a

challenge f & ¢ from the verifier, output 2’ = y’ + fr if the rejection sampling algorithm on 2’
does not abort. The verifier can then check if 2’ is small enough and if bpz’ = w' + fto.

What remains now is to explain how we prove that t; + ¢t and (z — ¢)(z — 2¢)t2 — zt3 + t4 are
commitments to z and 0, respectively. This is done by the prover computing

x1 = (b1 + cba)y’ (5.4)
x5 = ((z — ¢)(z — 2¢)by — 2bs + by)y'. (5.5)
The verifier can then check if
(by +cbo)2' + f2 Lo+ f(t1 + cta), (5.6)
((z = ¢)(z — 2¢)by — 2bs + ba)2' = o + f((z — €)(2 — 2)ts — 2ts + ta), (5.7)

which would only hold if the commitments actually are to z and 0.

Since ¢ is chosen such that X~ + 1 splits into linear factors modulo ¢, the largest challenge space
that can be used for the commitment opening proof is

C={0,X"|0<i<2N}.
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It is guaranteed by Lemma 10 that all elements in the set of differences C are invertible. We therefore
use the standard deviation s = V6N, as explained in Section 4.1, since k = 1 for this challenge
space, and 3 =1, k = 6 for the randomness space.

This means that the largest challenge space one can use for the commitment validity proof is of
size 2N + 1, and that the largest challenge space one can use for proving knowledge of s is of size q.
Hence the commitment validity proof would need to be repeated 128/log(2N) times order achieve
128-bit security, which increases the total proof size.

HUntr

Public Information: A € Z;"XN, = A8 €Ly, by,...,by € Rg
Prover’s Information: § € {0,1,2}"

Prover Verifier
Y ﬁ R,
r i x5
to bo 0
t b1 Y
t= |ty = |ba| r+ s
ts bs y(25 - 3)
t4 b4 y2 (S — 3)
-
@ = Aj Y,
c 3
— c— 2y
Z=Yy+cs
yl < DRG,s
w' = byy’

Define ; and x5 as in (5.4) and (5.5)
2 wla Ly, T2
%

/ $

“— f<cC
zZ =y + fr
/
If Rej, (2/, fr,s) = 1, abort 2N
Accept iff:

1. ||Z’]| £ B=sv12n
2. A2 £ i + cil

3. byz' z w' + [ty

4. (5.6) and (5.7) holds

Figure 5.1: Proof of knowledge IInTT of 5 € Zév with coefficients in {0, 1,2} satisfying AS = @ over
Z

q-
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The protocol is given as IIntt in Figure 5.1. We give the full security analysis of the protocol
in Appendix A.

5.2 Automorphism opening and product proof

One key observation to get around the problem with small challenge space that we encountered in
the previous section, is that we don’t always need ¢ € C to be invertible. It is actually sufficient
that the probability that ¢ is not invertible, is less than the targeted soundness error. If we then use
the fact that an element in R, is invertible if and only if all its NTT coefficients are non-zero, we
notice that in order to determine the probability that ¢ € C is invertible, one can just determine the
probability that a random c¢ € C hits a given NTT coefficient. We now explain how we can construct
challenge spaces for which we can compute this probability.

We start by choosing parameters according to Lemma 2 such that

Ry = Zo[X)/(XV +1) = ] Zo[X]/(XV* =),

'LGsz

where ¢ € Zg is a 2k-th root of unity. We can now define the challenge space to be all polynomials
of degree N with coefficients in {—1,0,1}. We let C be the distribution over C = {—1,0,1}" C R,
such that the coefficients of a challenge ¢ € C are independently identically distributed, with 0 having
probability p and +1 having probability (1 — p)/2 each.

For a challenge ¢ & Ccandic Z.%,, we can now study the distribution of ¢ mod (XN/* — (7).
The following Lemma, that is proved by Attema et al. in [3], states that this distribution is inde-
pendent of 1.

Lemma 13 ([3]). Let a € R, be a random polynomial with coefficients independently and identically
distributed. Then R,/(XN/* —() = R,/(XN/* —(9), and @ mod (XN/F —¢¥) and a mod (XV/* —
¢7) are identically distributed for all i, j € Ly,

Hence we can focus on the case where i = 1. It is obvious that for ¢ < C, all coefficients
follow the same distribution over Z,. Attema et al. also proves the following upper bound on the
probability of the coefficients.

Lemma 14 ([3]). Let the random variable Y over Z, be defined as above. Then for all x € Z,

1 2k =
PrlY =o] <M=+ 75 ) ]]lp+ (1 - p)cosmiyc'/g)]

1 JEZF /(¢)1=0
5.2.1 Opening proof

Attema et al. [3] explains how a new opening proof for commitments can be constructed with
this challenge space, using the automorphism from Section 3.5. Suppose that the prover knows an
opening to the commitment

to = Bor,
t, = <b1,7"> +m.
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for By € RZX(AJ”‘H), b, ¢ RQ‘W‘H and r € R,’J\“‘““‘l. The idea is the same as in Ilypen, but the
initial problem is that when we no longer require ¢ — ¢’ to be invertible, we can no longer use the
prover replies z, 2’ for different challenges ¢, ¢’ to obtain y. and 7. such that

z=19Ye+cre and 2’ =y, + c'7e.

Here we by subscript e mean to indicate extracted values. What we can do instead is to make
sure that for every i € ZJ;, we have an accepting transcript pair with a challenge difference that is
non-zero modulo XV/¥ —(?. So suppose one can rewind and obtain k pairs of prover replies (z;, 2/)
for challenge pairs (¢;, ¢}), that satisfy

G =c¢ —c #0 (mod (XN/F —¢h)).

Then, if we have that all these transcripts have the same prover commitment w and are accepting,
meaning that Boz; = w + ¢;tg and Byz, = w + ¢}ty for all i, we can compute

i = (e)i +cilre)i and 2] = (ye)i +¢j(re)i (mod (XN —¢7)).

From this we can define

Zi

i .
— % (mod (XN/* — ¢%), and

(&

(re)i =

A )
(ye)i = “Z55 (mod (XME — (),
If we let re and y. over R, be the inverse NTT of the (re); and (ye);, meaning that r. = (r.);
mod (XV/F — ¢?) and ye = (ye); mod (XN/k — ¢P) for all i € ZJ,, then it must hold that

Zi = Ye + ¢iTe and 2] = ye + CiTe
for all 4, and that Bgr, = ty and Byye. = w. We prove this in the following Lemma.

Lemma 15. If we have obtained k pairs of accepting transcripts with commitment w as in the
preceding paragraph, then every accepting transcript (w, ¢, z) must be such that z = ye + cre where
Ye and 7. are the vectors computed above independently from ¢, or we obtain an MSIS,, x1.+1,8:B
solution for By where k is a bound on the ¢; norm of the challenges. Moreover, we have Byr. = tg
and Boye = w

Proof. We define y. by z = y. + cre and fix some i € {1,...,k}. From the verification equations we
get that
By(z; — z}) = ¢ty and By(z — 2z;) = (¢ — ¢;)to

since all transcripts are accepting. This implies that (¢ — ¢;)Bo(z; — z.) = ¢;Bo(z — z;). Since we
have that ||¢;|l1 < 2k and |[¢;z|| < 2B, we get that ||((c — ¢;)(z; — 2}) — ¢i(z — 2z;))|| < 8xB. Thus
we either have that ((¢ — ¢;)(z; — 2}) — Ci(z — 2z;)) is an MSIS#7A+“+178,€B solution for By or that
(¢ —¢;)(z — 2}) =¢(z — z;). We focus on the latter case.

We now use z = y. + cre, 2; = (Ye)i + ¢i(re); and 2z, = (ye)i + ci(re); in the above equality,
and get that

(c—ci)Ti(re)i = Gyl — (ge)i + (c — ¢;)(re)i) (mod XN/* — ()
& @ (Ye — (¥e)i) = 0 (mod XN/* — ¢
A4 yé = (Ye)i = Ye (mod XNk Cl)
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since ¢ mod (XN/F — (%) # 0. Since this holds for all i, we hence have that y. = y. and the first
part of the lemma holds.

From the construction of r. and y., and from the verification equations it follows that

L /!
Bgre = By(re); = Bozl - i = to (mod XNV/* — ¢%), and
Ci
ciz) — iz i
Boye = Bo(ye)i = Bo = = w (mod XV/* —¢7)
Hence the lemma holds by the Chinese remainder theorem. O

The extracted r. can be used to define me such that ¢; = (b1, 7e) + me. Then we have found a
weak opening, which is defined as below, for the commitment ¢ = ¢y||¢;.

Definition 25. A weak opening for the commitment ¢ = ¢o||t; consists of k polynomials ¢; € R, a
randomness vector r over RR,, and a message m € R, such that

[@ll1 <2k and & mod (XN* — () #0forall1<i<k,
lleir|| < 2B forall 1 <i <k,

Bgr =g,

(by,7) +m=t;.

We now prove that the scheme is still binding with respect to weak openings.

Theorem 13. If there is an algorithm A who can break the binding property of the BDLOP
commitment scheme with respect to weak openings with probability e, then there is an algorithm
A’ with advantage € in solving the MSIS,, x4 11,85 problem.

Proof. Suppose that A’ is given a MSIS, x;,11,8xp-instance By € R’;X(AJF#H), for which it is
supposed to find a vector z € Ryt#T! such that Boz = 0 and ||z|| < 8xB. A’ creates a random
b, € R;“H‘H, and outputs By, by as public parameters. With probability ¢, A is able to come up
with two weak openings ((¢;), re, me) and ((¢;), 7L, m,) such that me # m/. This implies that

<blare> + me = tl - <b1,’l‘é> +m/ev

which then implies that r. # .. Hence there must exists an ¢ € {1,...,k} for which r. #
rL (mod XN/¥ — (%), Since the polynomials ¢; and @ are non-zero modulo XN/* — ¢% this im-
plies that
¢ici(re — 7l) = Cieire — CieiTL # 0.
This in turn implies that
B()Eié; (’I‘e — ré) =0

for a non-zero ¢;¢;(r.—r.). Since we have that ||¢;||1 < 2k and ||¢;re|| < 2B for weak openings, we get
that ||¢;¢;(re —rl)|| < 8xB. Hence A’ has advantage ¢ in solving the MSIS,, x4 ,11.8x5 problem. [OJ

We choose parameters such that the maximum probability over Z, of each of the N/k coefficients
of ¢ mod X™N/% — (* is not much bigger than 1/q, by the upper bound in Lemma 14. Then the
protocol has a cheating probability of about ¢~~/*. If this is not negligible, we can run [ copies of
the protocol in parallel to reduce the cheating probability to ¢~'N/*.
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o
Hopen

Public Information: By € Rffx()‘+“+1), b e Rg*’“l,to = Byr,t; = (by,7) +m
Prover’s Information: 7 € {—1,0,1}AT#HDN ¢ RpA#HL i e R,

Prover Verifier
Fori=0,...,1—1:
Yi g DRA+;L+175

w; = Boy;

w;

—

£ o
Fori=0,...,1—1:
zi=yi+o(c)r
If Rej; ((2:), (07 (c)r),s) = 1, abort

Accept iff:

Fori=0,...,1—1:

?
|z:l < B=sy2(A+p+1)N

BQZZ‘ ; w; + O'i(C)to

Figure 5.2: Proof of knowledge I1g,,, of (m,r,0%(c)) € Ry x Ry*t#*1 x RE such that Bor = to,

open

(by,r) +m = t; and |0’ (¢)r| < 2B for all i € [k].

Instead of sampling the challenges independently, we let the challenges in the [ parallel execu-
tions be the images 07 (c), j = 0,...,] — 1, of a single polynomial ¢ € C. We use the automorphism
of order IN/k, 0 = 093,141 € Aut(R,), that stabilizes the ideals

IN/k _ il _ i N/k _ i\ _ N/k _ rij
<X ‘ ) j_0H1—10](X C) je(2k/lH/(2k+1)<X Cj)

for i € (—1,5)/(2k/l+1) = Z, .

Now the maximum probability of ¢ mod (X*N/F —¢#) is essentially ¢~*V/¥, which is negligible. This

way we can assure that the prover must answer two challenges ¢, ¢’ that differ modulo X!NV/* — ¢,
and ¢ = ¢ — ¢ must be non-zero modulo at least one of the divisors, say XV/* — (. For every other
divisor o*(XN/k — (*), we then have

o’(¢) mod o’ (XN/k - Ci) =0’ (E mod (XN/k - Cl)) # 0.

This means that we have an accepting transcript pair with non-zero ¢ modulo every prime divisor of
(X!WN/k — (i), By repeating the argument for every i € 2, J1» We get that we can get an accepting

transcript pair with non-zero ¢ modulo every prime divisor of X~ + 1.
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The resulting opening proof looks like Ilopen, only that it is run in [ parallels and uses Galois
automorphisms. We set the standard deviation, in accordance with the commitment scheme, as
s =79ky/( A+ p+1)N, since § = 1.

The protocol is given as IIg,,, in Figure 5.2. We give the full security analysis of the protocol
in Appendix B.1.

5.2.2 Product proof

We now explain how we can use Galois automorphisms to construct a more efficient protocol for
proving multiplicative relations among committed values. Suppose that the prover knows an opening
of a commitment ¢ to the secret polynomials m,ma, ms € Ry

to = Bor,

t1 = (b1, r) + mq,
to = (ba, ) + ma,
t3 = (b3, r) +ms,

(5.8)

and want to prove that mimo = ms in R,. If we were to follow the idea from Section 5.1, we would
commit to random masking polynomials a;, az, a3 € Ry, and upon receiving a challenge ¢ from the
verifier, compute the masked openings f; = a; + cm; for ¢ = 1,2, 3 and prove their well-formedness.

But now we instead let the verifier compute the masked openings as f; = (b;, z) — ct;, where
z = y+cr is from the commitment opening proof. This is made possible by the results we discussed
in the previous section, namely that the verifier will be convinced that the z in the opening proof
is of the form z = ye + cre, where ye, 7. are independent of ¢, and that ¢; = (b;, re) + (m;)e. Thus
the verifier will be convinced that

fi = (bi, z) — ct; = (bi, ye) — c(mi)e,
which is exactly a masked opening of (m;). with challenge ¢ and masking polynomial (a;)e = (b;, Ye).
We observe that
fifa = cfs = (mymy —m3) + c(armg + agmy — az) + a1as.

In order to get rid of garbage terms in this equation, we make the commitment ¢4 = (bs,7) + a3 —
ayms —agmy, take the masked opening f4 = (b4, ) —ct4, and instead use the relation fi fo+cfs+ fa.
In this expression the coefficient for ¢ vanishes, and so this polynomial is constant in ¢, with constant
coefficient v = (by, y) + a1as. Thus the prover can send this polynomial before seeing c. Since we
use the masking polynomials a; = (b;, y), we get that the commitment to the garbage term is

ty = (by,7) + (b3, y) — mi(bz,y) — ma(b1,y).

This means that the verifier can just check that fifo 4+ c¢fs + fa = v for v = (bs, y) + (b1, y) (b2, y).

We also for this protocol need to be able to run several copies in parallel to reduce the sound-
ness error, and will then use the automorphism opening proof from Section 5.2.1. So instead of
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proving mymy = ma (mod o (XN/* — (7)), we linear combine all the permutations ¢*(myms — ms)
with independently uniformly random challenge polynomials «;, and set out to prove that

Zal mlmg—m3)50 (mOd a_i’(XN/k_Cj))
for i/ = 0,...,1 — 1. For each i’ the prover has independent cheating probability, and the above

equation proves that

o' (mymy —ms) = 0 (mod o (XN/F — ¢7))

= myms — m3 = 0 (mod ai/_i(XN/k — )

for all ¢ = 0,...,0 — 1. This way the probability that a cheating prover succeeds is significantly
reduced. Further, the | masked openings are now computed as

£ = (bj, zi) — o' (o)t for j = 1,2,3,

where z; = y; + o'(c)r are from the automorphism opening proof. This gives the extracted expres-
sions

fj(l) = <bj7 (yi)e> - Ui(c>(mj)e fOI"j =1,2,3.

In order to apply the previously explained method in this situation, we observe that

liioéiai<f1(i)f2(i)+ f(z) Z%U (bhy, (b2, y; >+CZ% (b37 (Yi)e)
i=0

- (ml)e<b2’ (yz’)e> - ( ) <b17 y7 ) +c <Zal m2) (mB)e)>-

In order to make this polynomial constant in ¢ we add the term f; = (by, z9) — ct4 stemming from
the garbage commitment

ty = (by,7) + Zaz ( b3, yi) — mi(b2,y;) — m2<b1,yz‘>>~ (5.9)

The verifier can now check that the new polynomial equals

A (b1 (b2, ) (5.10)

=0

We note that the distribution x on R that we use to sample randomness, can be any of the
standard choices. We set the standard deviation, in accordance with the commitment scheme,

as 5§ = YkB\/( A+ p+4)N.

The protocol is given as II7 4 in Figure 5.3. We give the full security analysis of the protocol
in Appendix B.2.
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Public Information: By € Rf;X(A+”+4), bi,...

Prover’s Information: my, ma, ms € R,

Prover

g
prod

,by € Rq)\+#+4

Verifier

r& YA HutON

to = Bo’!’

tl = <b1,’f‘> +m1

to <b2,’l"> —+ mo
ts = <b3,’f‘> + ms
t=1tol[t1lt2]ts
Fori=0,...,01—1:

$
Yi < ‘DR2+*L+4,5

w; = Boy;

Define t4 as in (5.9)
Define v as in (5.10)

Fori:O,.._.,l—l:
z;=y; +o'(c)r

If Rej; ((2:), (o%(c)r),s) = 1, abort

$
c<C

fa = (bs, z0) — cty
Accept iff:
Fori=0,...,01—1:

il < B =520 5+ DN
Bozi = w; + o' (c)to

1 = (b1, 2:) — o ()t
£ = (bs, z) — o ()t

57 = (bs, i) — o ()t

k-1 i L . )
S (F07) +o @) + fa =

Figure 5.3: Proof of knowledge Hgmd of my, mg, mg € R, such that mimg = ms.
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5.3 Proof of linear relations using inner products

The scheme from Section 5.1 uses a challenge space of size ¢ for proving knowledge of 5, and is thus
restricted to a soundness error of 1/¢. Esgin et al. introduced in [10] a new approach for proving
knowledge of § with much lower soundness error. We assume in this section that ¢ = 1 (mod 2N),
such that ‘
XVi1= J] (X =¢7) modgq
JELYy
for a primitive 2N-th root of unity ¢, according to Lemma 2.
The idea behind the protocol is that if A5 = 4, then for all ¥ € Z* we have that (A5 — 4,7) = 0,

whilst if A§ # @ then this holds true only with probability 1/¢. Suppose that §= NTT(3) for some
5 € R,;. We then use Lemma 9 and the inverse NTT to derive that

(A5 —4,7) = (A5,7) — (@,7) = (5,AT7) — (@,7)
= > S)NTT HAT))() — (i, 7)

where we have defined f := NTT ' (NAT%)5 — (i,7) € Ry, and fy € Z, is the constant coefficient
of f. So, in order to show that (A§ — @, ) = 0, one can show that the constant coefficient of f is
zero. Suppose that the prover knows an opening of a commitment to §

to = Byr,
tl = <b1,’l"> + s.

In order to prove that the constant coefficient of f is zero, the prover samples a masking polynomial
g with a zero constant coefficient. Upon receiving ¥ from the verifier, it sends h := f + ¢g. The
verifier can now just check if Ay = 0.

We must also prove that h was constructed correctly. In order to do this, the prover sends a
commitment t5 = (by,r) + g to g. We notice that

NTTH(NAT)t — (@,7) = (NTT (VAT )by, 7) + f

is a commitment to f. Hence the verifier can compute the commitment 7 = NTT™ (N AT)t, — (4, 7)
to f. For well-formedness, the prover can now prove that T+ t2 — h is a commitment to 0.

In order to do this, we use the masking polynomial y and corresponding z = y + cr from the
opening proof for the commitments. If we let v = (NTT (N AT~)by + b, y), it suffices that verifier
can check that

(NTT YNATH)by + by, z) = v + (T + to — h).

This protocol has a cheating probability of 1/¢, but it is possible to make the soundness error neg-
ligible with little additional cost. We now explain how.

Suppose we were to have the [ functions Lo,...,L;—1, such that for any 0 < p <1 and ¥y, € Z",
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we have that all coefficients of L,(7,) € R, are zero, except for the p-th one which is equal to
(A§ —,%,). Then we could instead define the polynomial

f=L(Yo) + -+ Li—1(F-1),
which has the property that for all 0 < p < [, the coefficient of X* is equal to (A5 — u,7,). This
implies that if As = #, then fy = f1 = --- = fi_1 = 0, and if AS # « this holds true only with
probability 1/¢!. Thus we can let the verifier send | independently uniform vectors o, . ..,%_1,
and then prove that the [ first coefficients of f are zero in order to reduce the soundness error. In
accordance with this new approach, the prover will also use the automorphism opening proof with
soundness error 1/¢' from Section 5.2.1, to prove that the commitments are valid.

We leave the details of how to construct these functions L, to [10], but

-1
o1 v - e g
L.(7) = jX“ZU (NTTH(NATF)5 — (@.7))

has this property when o = oan/141 € Aut(R,). This is the same automorphism that was used in
the automorphism opening proof. The new function f is now

-1 -1
1
f= ZjX“Za”(NTT‘l(NATi)é — (@, 7)). (5.11)
pn=0 v=0
The prover will now have to draw a masking polynomial g with g9 = --- = ¢;—1 = 0 instead, set
h:= g+ f, and let the verifier check if hg = --- = h;_1 = 0.

In order to prove that h was constructed correctly, the prover sends the commitment t; = (b2, 7) +g
to g. We also note that the verifier will have to compute a commitment to this new f from ¢; and
Yo, - -->7i—1, and this is achieved via
=1, 1t
v -1 T~ S
T = ZIX“ZU (NTT YN AT )t — (@,7,))

;A*O v=0
_Z X“Z (NTT (NAT7,)by, >)+f.

In order to prove that T+t2—h is a commitment to 0, we use the y; and corresponding z; = y;+0o'(c)r

fori=0,...,0 —1 from the automorphism opening proof. We now let

[ T

Z I X#ZO- ( NTT (NAT’Y;,L)bla Yi—v mod l>) + <b27yz> (512)
fori=0,...,0—1. To prove well-formedness of h, it now suffices that the verifier can check if

Z X”Za (INTTUNATTb1 2w moa 1)) + (ba, 20) = vi + (@) (7 + £ = D),

/,1,0 v=0

which implies that 7 + to — h is a commitment to zero.
We set the standard deviation, in accordance with the commitment scheme, as s = yk8y/(A + 1+ 2)N.

The complete protocol is given as T e, in Figure 5.4, and all the verification equations are gathered
in Algorithm 4. We give the full security analysis of the protocol in Appendix C.
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Prover’s Information: § € Ry, 5= NTT(3)

Prover

1_[inner

Public Information: A € Zy**" i = A5 € Z;* By € Rgx(/\—ﬂH_Q)a by, by € RyHt?

Verifier

$
g 1{9€ Rylgo="-=g-1 =0}
r& yAHut2)N
to = Bo’l”
t1 = <b1,’l°> +§
t2 = <b2,7’> +g
t=tollt:[t2
Fort=0,...,1—1:
Y i DRQ*““’.,s
w; = Boy;

h =g+ f, where f is defined as in (5.1
Fori=0,...,0—1:
Define v; as in (5.12)

Fort=0,...,1—1:
zi=y; +a'(c)r
If Rej; ((2:), (o%(c)r),s) = 1, abort

1)

Verify(ta wj, :Y‘iv ha Vi, C, zi)

Figure 5.4: Proof of knowledge ITinner

of §¢ Z(IZV satisfying A5 = 4 over Zj,.

Algorithm 4 Verify(t, w;,7;, h, v, ¢, z;)

1: Fori=0,...,01—1:

?
|2illoo < B =520+ i+ 2)N

2:
? .
3: Byz;, = w; + Ul(C)to
? ? ?
4: hoi...:hl_lio

ot

: For i:O,...Tl—l:

-1 -1 1

ZO%X“ ZOUV ((NTT’ (NATF,)by, 21,
pn= v=

=

-1 -1
cT= Y AN o (INTT N (NATF, )t — (@,7,))
n=0 v=0

mod l>) + <b2,zi> ; v; + O'i(C)(T +to — h)
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5.4 Putting everything together

We can now construct a zero-knowledge protocol for proving knowledge of a small §satisfying As = @
over Zq by proving knowledge of 5 using the protocol from Section 5.3, and proving that 5 is short
by using the linear proof from Section 5.1 with the product proof from Section 5.2.2. This protocol
produces proofs that are shorter than the ones by the protocol from Section 5.1 alone, by a factor 8.
The biggest obstacle in reducing the proof size even more at this point, is the size of the commitments
and commitment opening proofs.
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Chapter 6

Proof of quadratic relations based
on ABDLOP commitments

Lyubashevsky et al. presented in [16] a new proof technique for proving quadratic relations between
committed values, that no longer uses the NTT coefficients. Hence there is no need to commit to a
large polynomial whose NTT coefficients are the coefficients of the secret s, and committing to the
small secret can now be done with the Ajtai commitment scheme. There is still the need to commit
to polynomials with larger coefficients, for instance the garbage polynomials, and so the ABDLOP
commitment scheme is used in order to optimize the total commitment size.

Since the NTT technique is no longer used, the requirement to choose ¢ such that XV + 1 splits into
linear, or almost linear, factors modulo ¢ no longer applies. Hence we can rather choose ¢ such that
the challenge space is larger, which reduces the soundness error. For the rest of this paper we will
actually assume that ¢ is a product of n odd primes, ¢ = g1 - - - ¢, such that ¢; < ... < ¢,. Usually
we choose n = 1, which would be the same ring as previously, or n = 2. Further, we also assume
that each g; is such that ¢; = 5 (mod 8). Then Z, contains a primitive 4-th root of unity ¢;, and no
elements with order a higher power of two. By Lemma 2 we then have that X 4 1 factors into two
irreducible factors modulo each ¢;, namely

XN 1= (N2 = ) (XN = ¢F) (mod gi).

The goal of this chapter is to give a protocol that proves many quadratic relations in s and proves
that many polynomial evaluations in s have zero constant coefficients, for an s that we define below.
Such a protocol can be used for instance to prove norms bounds on s, which we will see in Chapter
7. Suppose that we have the message vectors s; € Rj"* and m € Rf; with ||s1]] < «, for which the
prover knows a ABDLOP commitment (t4,tp) to under randomness ss.

For an automorphism o € Aut(R,) of degree k over R, we for notation define
(0" (@))icp) = (z,0(x),..., 0" H(x)) € R’;“, for an arbitrary x € Ry.

We can now define s to be ]
- [(U?(Sl))ie[k]} e REmi+0)
(0" (m))iem e )
The reason that we want to construct protocols for this s with automorphisms, is that it allows
for a greater variety of applications. For instance we can set ¢ = o_1, and prove inner products
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by using Lemma 8. The resulting protocol is quite complex, and so we break it down into smaller
building blocks in order to understand it properly. We have three types of statements that we want
to construct proofs of knowledge of s satisfying.

— Single quadratic equation with automorphisms: for a public k(m;+¢)-variate quadratic function
f over Ry:
f(s)=0.

— Many quadratic equations with automorphisms: for d public k(m; + ¢)-variate quadratic func-
tions fi,..., fq over Ry:
fi(s)=0forj=1,...,d

— Many quadratic equations with automorphisms and that polynomial evaluations have no con-
stant coefficients: for d + D public k(m; + ¢)-variate quadratic functions fi,..., fq and
Fy,...,Fp over Ry:

— fi(s)=0for j=1,....d,
—let z;:=Fj(s) e Ryfor j=1,...,D. Then & =---=%p =0.

In Section 6.1 we explain how to construct a proof of knowledge of s satisfying a single quadratic
relation. Some of the ideas from Sections 5.1 and 5.2 are used here. We also give the full security
analysis of the scheme. In the next Section 6.2 we explain how the first protocol can be used
to efficiently prove knowledge of s satisfying many quadratic relations. For this protocol we only
prove knowledge soundness, as the remaining security properties are implicitly included in the final
protocol. Lastly we in Section 6.3 show how we can extend the previous protocol to also prove that
many polynomials evaluated in s have constant coefficient equal to zero, using ideas from Section
5.3. We give the full security analysis of this scheme.

6.1 Single quadratic equation

We now want to prove a quadratic relation in s, namely that f(s) = 0 for a k(m; + £)-variate
quadratic function f over R;. We want to do this using the same idea as for the product proof in
Section 5.2.2; by constructing a polynomial in ¢ with f(s) as the quadratic term, and then prove
that the quadratic term vanishes.

We start with the observation that each such quadratic function f evaluated in s can be written
explicitly as
f(s)=s"Rys +r{s+r;=0,

where 79 € Ry, ™1 € Rl;(mlJrE) and Ry € R]qc(mﬁz)x}f(ml“). Before we start, we recall that the
prover knows a commitment (t4,tg) to (s;,m), and that the protocol IT;, is used to prove that
the commitments are valid.

We recall that we use the masked openings to construct the desired function in c¢. In the open-
ing proof for the commitment, the prover sends the masked openings z; = cs; +y; of s; fori =1, 2.

This is though not the case for m, so we construct a masked opening of m as

Zm = ctg — Bzo = cm — Bys,
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which is of the desired form and can be computed by the verifier. By the definition of the challenge
space we for ¢ € C have that o(c) = ¢. We can then define the following two vectors y and z

T st R e E A

(o (Zm)ie[k]
These vectors satisfies z = ¢s + y, since

== [Ee] < [l « g |
=[]+ Lt | =ca+

by the homomorphic properties of . We can now use this to obtain the expressions

2T Ryz = ?s"Rys + c(sTRQy + yTRgs) +yT Ryy,

crsz = CQTITS + crlTy.
Using this, we can now derive the desired polynomial in ¢ with f(s) as the quadratic term, in the
following manner:

2" Roz + cerlz 4 *rg = (8" Rys +11's + 1) + cg1 + 9o, (6.1)
where the polynomials g; and gg are defined as
g1=s8"Ryy+y " Ras+riy, g0o=y" Roy. (6.2)

We recall from Section 5.2.2 that the idea for proving that the quadratic term of this polynomial
vanishes, is to commit to the polynomial g;, remove the masked opening of this commitment from
the polynomial, and let the verifier check if the resulting polynomial equals only its constant term.
Concretely, the prover commits to g; by t = BL sy + g1, and we let the verifier check if for f =
ct — Bl zo = cg1 + BL,yo, we have

?
2'Roz + erlz 4 Pro— f = v,

where v := go + BL,ys is the resulting constant term of the polynomial. This would then prove that
f(s) = sT Rys + r{'s + 19 = 0. The complete proof of knowledge of s satisfying a single quadratic
equation, with commitment opening proof, is given as II(?) in Figure 6.1.

We note here that the commitment to g; is constructed as an additional commitment under the
same randomness using Be,:. This means that the protocol is not zero-knowledge, but better mod-
eled as a commit-and-prove protocol. We now give the complete security analysis.

Theorem 14. Suppose that §; = y1an and 52 = yvny/mae N for some 1,2 > 0. Then the protocol
11 is complete, in the sense that if m,,my > 640/N then the honest prover convinces the honest

verifier with probability
1

2exp (4 4+ L, 4+ 2L
Pl 27 T oy

Proof. This Theorem follows directly from Theorem 10, and that the final verification equation will
hold for an honest prover, by the discussion above. O
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n®
Public Information: A; € Rj*™, Ay € RJ*™2, B € Rgxmz,Bext € R
ro € Rg,r1 € Rg(mlH), R; c R];("“H)Xk(m”%) such that f(s) = s Rys+r{ s+ro = 0,0 € Aut(R,)

Prover’s Information: (s1,m) € RJ" ™ so that ||s1]| < a, s2 & X2
. L. |ta] _ (A Ao 0
Commitment: ¢t = LB] = [ NE + B |5 + m

Prover Verifier

_ |:(Ul_(sl))ie[k]:|

(Uz(m))ie[k]

U1 & Dpmi s,

Yo & Dpma e,

w = A1?J1'+ Aoy

Y= [ (0" (y1))ie(x) ]
—(0*(By2))ic

g1:=8"Roy +y"Ros +rly

t .= Bg:(tSQ —+ g1

v:=y" Ryy + BLy»

w,t,v
7
& C
c
<_
Z1 = C81 —+ yl
Zo = CS2 + Y2
fori=1,2:
if Rej;(zi,cs84,8;) = 1
then abort
Z1, 22
o
. (0"(21))ie(x]

(o' (ctp — B2z2))icp]
fi=ct— Bg:(tZQ

Accept iff:

1. HZ1|| < 51\/2m1N

2. ||2'2|| < 52\/2m2N

3. A1z1 + Agzy —cty = w

4. 2TRoz +erfz+c?rg— f=v

Figure 6.1: Proof of knowledge T1®)((s,81,m),0,f) of ((s1,m),82,¢) € RM* x R x C
that‘satisfy A181 + Assy = ta, Bsys + m = tp, |es;|| < 2s;v/2m;N for i = 1,2 and
F((@(31))ien), (07 (M) )icwy) = 0.
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Theorem 15. Let s; = y1an and s3 = yovny/moN for some 1,2 > 0. Then the protocol @ is
commit-and-prove simulatable, meaning that there exists a simulator S that, without access to pri-
vate information (s1,m), outputs a simulation of a commitment (¢4,tp5) along with a non-aborting
transcript of the protocol between the prover and verifier such that for every algorithm A that has
advantage ¢ in distinguishing the simulated commitment and transcript from the real commitment
and transcript, whenever the prover does not abort, there is an algorithm A’ with the same running
time that has advantage £/2 — 27128 in solving the Extended-M LWE, 4 ¢41,mo—n—t—1,y,C,5, Problem.

Proof. In order to construct such a simulator S, we start by defining a simulator Sy that knows
the secret information s1,m. It operates in the following manner. When given a challenge ¢ & C,
it honestly computes the commitment (£4,tp,t) under randomness so <E x™?. In order to sim-

ulate the rest of the transcript, it samples masked openings z; ﬁ Dpmin g, 22 ﬁ Dp~ 4, con-
ditioned on (sg, z9), otherwise Rej, would abort, and computes w := Ajzy + Azzs — cta and
vi=2TRyz + crTz + ¢*rg — ct + BL z5. Hence the verification equations will hold, and according
to Lemma 4 the distribution of the commitment and a transcript output by Sy is within a statistical
distance of 27128 to the one in the actual non-aborting protocol.

We also define the simulator S; that knows the secret information s1, m as follows. It runs identically

as Sp, but samples u & R and sets

tA A131
tpl =u+ | m |,
t 91

instead of computing the commitment honestly. We can now show that if there is an adversary A
that can distinguish between the outputs of Sy and S; with probability €, then we can construct an
adversary B with advantage at least £/2 in solving the Extended-MLWE,,; /41 m,—n—t—1,y,c,s5 DPrOb-
lem.

B is constructed as follows. Given an Extended-MLWE instance (C,u, 22, s), where

A
CcC=|B |,
Bext

it runs identically as Si, and outputs the commitment and transcript to A. We notice that if
u = C'so, then the output of B is the same as the one from Sy, but if u was uniformly random, then
the output of B is the same as the one from S;. So conditioned on s = 1, which has probability at
least 1/2, B solves the Extended-MLWE problem with probability e.

The commit-and-prove simulator S, without access to private information, can now be defined to

run identically to 81, but by directly sampling (t4,tg5,t) & RZLMH instead. Since the commitment
computed by &7 looks uniformly random, the output distributions of S and &; are identical. Hence if
there an adversary A that can distinguish between the outputs of S and the real protocol, there is an
adversary A’ that that has advantage 5/2—2’128 in solving the Extended-MLWE,, /11 my—n—t—1,x,C,s2
problem. O

Theorem 16. The protocol II(?) is knowledge sound, meaning that there is an extractor £ with the
following properties. When given rewindable black-box access to a probabilistic prover P*, which

52



convinces V with probability ¢ > 2/|C|, the extractor £ with probability at least ¢ — 2/|C| either
outputs (33,51, m) € RI" ™2+ and ¢ € R such that

o= [l [l

[elloe < 2w

- ||C/31|| < 251\/27TL1N and HC/SQH < 252 2m2N
(0 (31))iemw), (0" (M))icw)) =0

or an MSIS,, 1, 4., 5 solution for [A;  As] in expected time at most 37" where running P* once is
assumed to take at most T time and B = 811/(s1v/2m1N)2 + (591/2maN)2.

Proof. In order to prove knowledge soundness we use the collision game strategy introduced in
Section 2.3.4. We let H € {0,1}%*I¢l be the binary matrix where the R rows correspond to the
prover’s randomness and |C| columns correspond to the different choices for the challenge ¢, and let
H(r,c) denote the entry corresponding to randomness r and challenge ¢ € C. By assumption there
is a fraction of € 1-entries in H. We define the following extractor.

1. & first samples fresh randomness r and challenge ¢(®) & C. Then it checks if H (r,c9) =1,
and aborts if not.

2. Otherwise, £ samples along row r without replacement until it finds two ¢V, ¢(®) such that
H(r,c®) = H(r,cM) = H(r,c®) =1 and ¢(©, ) ¢?) are pairwise distinct.

If we assume that £ can check values of each entry in H in time most 7', then Lemma 1 states that
the expected time of £ is at most 3T and that £ extracts three valid transcripts with probability at
least € — 2/|C|. We denote the valid transcripts as

tr = (w, t,v, c(i),zgi),zéi)) for i =0,1,2.

We start by focusing on tr(®) and tr()), and define

) B z(z) N (0) .
and S; = m for i = 172

c=cb 0

By definition of the challenge space we have ||¢]|oo < 2w, and by construction we then have ||¢s; || <
251v/2m1 N, ||E82]| < 2824/2moN, since ||z;|| < s;4/2m;N for accepting transcripts. From the
verification equations we get that Alzgl) + A2z§2) =w+ Wty for i = 0,1, and thus we get
A5+ AgSa = Ay (2 Je — 20 Je) + As(28" e — 21V [2)
= C(l)tA/E — C(O)tA/E

=ty

We also define the extracted values m := tgp — B3, and g, :=t — BL 35, so that we get

ta Ay A 0
tgl =10 |51+ | B |s2+ |m
t 0 BZ, T
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We can now let g, := zl-(l) 1(0) — ¢35, for i = 1,2. Considering the third transcript tr(?)

we can define yz@) = zz@) — )3, for i = 1,2. We then have (z(l) ~7g,)/cM =3; = (2(2) —@(2))/0(2).

i i

— W3 =2

We assume that (g,,Y,) # (y%z), yéz))7 and see that we must then have

Az = 90)/eD + As(z) ) /M) = Az - g1) /P + As(zy? — ) /e,
We multiply this equation by ¢(V¢) and get
Az =70 + As(zy”) = 5))c® = Au(z” - 7) + Aoz —757)),
which can now be rearranged into
A= = 7)e® — (27 7)) + A (=)~ ) — (257 ~55)elV) =0,

We know that [[(2" — 5,)c® — (2 —g)e®| < 8ns1v2ZmiV and ||(23) — 7,)e® — (282 —
géz))c(l) || < 8nszv/2moN, since Hzgj) | < 2s;4/2m; N and multiplication by ¢ increases the norm by
at most a factor 21, by Lemma 12. Hence we either have an MSIS,, ,,, ym,, B solution for [Al Ag]

with B = 81v/(51v/2m1N)2 + (s21/2m2N)2, or we have that (g, 7,) = (y§2),y§2)). The former
case is as in the statement of the Theorem, and so we focus on the latter case.

We define, as in the protocol

@G en] e [ @@
= [(ﬂ(mme[ﬂ v [—(&(Blymi[kj

Since tr(® tr() and tr(®) are valid transcripts, we get from the verification equations that
20" Ry2() 4 DT 20 4 Dy — (Dt — Bextzéi)) =wvfori=0,1,2, (6.3)

where

i(.(1)
L0 .= | (_0 (2 ))ie([;;] _ 9517
(UZ(C(Z)"’B — Bz, ))ie[k-]

We can now expand Equation (6.3) in the equivalent manner as we did in (6.1) and (6.2), and obtain
(8T Rys + 175 +10) + g} + gl =0 for i =0,1,2,
where the polynomials g7 and g(, are defined as
gy =3 Ry +y Ros+ 719 gy,
9 =7 RoY + Bexs — v.
The system of these three equations can be written in matrix form as follows

1 0 07 96 0
c(l) C(1)2 gi = 0
@ @ |[8TRy5+7T5+ 10 0

Since the difference of each two of the challenges ¢(?), ¢(M)| ¢(?) is invertible over R, the matrix of

challenges is invertible. This implies that f(3) = 57 Ry3 + {3+ 1y = 0. Hence we have proved the
Theorem. O
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6.2 Many quadratic equations

We can use the protocol II®) to prove that fj(s) =0 for d public k(m; + £)-variate quadratic func-
tions f1,..., fq over R,;. The obvious approach would be to use the protocol () directly on each
individual function. Then one would end up committing to d garbage polynomials, which makes the
total proof size large. We instead present a method that allows us to commit to only one garbage
polynomial, thus significantly reducing the total proof size. The idea is that the linear combination
of the functions is with high probability only zero in s if each of the functions f; are zero in s.

We start the protocol by letting the verifier send challenges 1, ..., g & R,. From this we can
construct the linear combination .
F= "t
j=1
which has the property that if one of the f; is such that f;(s) # 0, then f(s) = 0 only with prob-

ability q; N/ 2, since XN + 1 splits into two irreducible factors modulo ¢;. So we can now run I1(?)
with the function f, and prove that f;(s) =0 for all j =1,...,d with great certainty.

The protocol is given as Hr(fa)ny in Figure 6.2. It is mainly used as a building block for the more
general protocol in the next section, and so we do not present the full security analysis here, since
it will be implicitly included in the next chapter. We do however consider the knowledge soundness
of the protocol.

i

many

Public Information: A; € Rj*™, Ay € Rj*™2, B € Rgme,Bext € R
Fioeo fat REOMTO S R o€ Aut(R,)

Prover’s Information: (s1,m) € RJ™ ™ so that [|s1]] < «, s2 & ™2
L T A A, 0
Commitment: t = |:tB:| = {0 s1 + B So + m

Prover Verifier

$
le"a/j/d%Rq

d
f= Zlﬂjfj
J=
Run H(Q)((827 81, m)a g, f)

Figure 6.2: Proof of knowledge Hggny((sz, s1,m),o,(f1,..., fa)) of ((s1,m), s2,¢) € RZ@IHXRZIM xC
that satlsfy A181_—|— A282 = tA7 BS2 + m = tB, HESZ” < 25“/2miN for i = 172 and
[ ((6"(31))iemm)s (07 (M) )iepy) = 0 for j € [d].
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Theorem 17. The protocol Hsnza)ny is knowledge sound, meaning that there exists an extractor £
with the following properties. When given rewindable black-box access to a probabilistic prover P*,

which convinces V with probability e > 2/|C| + ¢; N/ % the extractor £ with probability at least
e —2/|C| — g V? either outputs (3,51, m) € Ryitmattand ¢ € RY such that

) = [8]m+[ 5] (7]

~ lefloo < 2w

— |les1]] < 2s1v2m N and [[E82|| < 253v/2maN

~ for all j € [d], f;((0"(31))icpn), (0" (M))iepn)) =0

or an MSIS,, 1, +m,, B solution for [Al Ag} in expected time at most 67" where running P* once is
assumed to take at most T time and B = 811/(s1v/2m1N)2 + (591/2maN)2.

Proof. We let P* be such a probabilistic prover as described in the Theorem, that convinces the
verifier with probability ¢ > 2/|C| 4+ ¢; N72 and runs in time at most T. In order to construct the
desired extractor £ we first define a deterministic algorithm A that utilize the II®-extractor from
Theorem 16. It is defined as follows. Given randomness p € R and challenge p € RZ, A(p, ) runs
the extractor £*(p) from Theorem 16 with randomness p. £*(p) will then call P*(u) in a black-box
manner, and will according to Theorem 16 with a certain probability either extract a valid MSIS

solution or output (8s,81,77,¢) such that

[ﬁ<ﬁ%+%h+m

- ||@1|| < 251 2m1N and H@Q” < 252 QTTLQN

- éujfa‘((ai(sl))ie[k], (o (M))icr)) =0

We say that A succeeds if the latter holds true. We also know from Theorem 16 that the expected

run time of A for any p and p & 9 is at most 3T and the probability that A succeeds is at least
€ —2/|C|, when we assume that extraction of a valid MSIS solution never occurs.

In order to define the extractor £ we need some definitions and results. We define H C R x Rg to
be the set of pairs (p, ) such that A(p, ) succeeds. Then we can define H(p) to be the set of all
p for which (p, ) € H. When A(p, p) succeeds for a fixed (p,u) € H, we denote the output as

(55‘)’”),5(1’)’“),%(”’“)). We can then define, in the same manner as previous,

5(om) l(ai(sgﬂvﬂ)))ie[k]
(

A7l c Rk(ml"rz).
Uz(m(p’“)))ie[k] a

Finally, we can define the set of (p, ) € H for which at least one of the f; are non-zero in 5(PH),

B = {(p) € H | 35 € [d 5. £,5") 20},

Before we define £, we present a Lemma on the probability that f(5) = 0 if one of the f; are non-zero
ins:
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Lemma 16. If (p, ) € H then Pr [(p,n’) € H] > 0. Moreover, if (p, u) € H' then

u’&Rg
d
_ —N/2
br [Zu;-fj (30 = o] <
weRE =1
Proof. For the first part, we observe that if (p, u) € H, then we have
Pr [(p,p') € H] > Pr [p =p]>0.

8 pd 8 pd
p' <—Rg n<—R

For the second part, if we assume that f;(3(P#)) # 0 for some j, then the probability over o & R,

that u f; (3\P1)) = q for any fixed a € R, is at most ¢, N/ % since XV + 1 splits into two irreducible
factors modulo ¢;. Hence the claim follows. O

We are now ready to define the extractor £, and it is constructed in the following manner.

1. Sample p & 9% and pe Rg, run A(p, p), and abort if A(p, u) does not succeed.

2. If A(p, i) does succeed, run A(p’, ') with fresh p’ & % and u e Rf; until A succeeds.

When & does not abort, this procedure will yield two extracted tuples x = (83,81, m,¢) and 2’ =
(85,81, M, ) since it runs until A succeeds, twice. We say that € succeeds if it extracts two such
tuples such that one of the below conditions holds.

~ (81,32) # (81,83), max([[el|oc, [[¢']|o) < 2w and max(|[es; |, [[€'5]]) < 2s:v/2m;N for i = 1,2,
Al _ As| _ 0| [|ta|  |A1]|- Ayl _, 0
[0]31—1— |:B:|32+|:m:| = [tB =lo s, + B S5 + |
~ Forall j € [d], f;((0"(31))iem): (0 (TM))iepn)) = 0 and ||¢]|sc < 2w and |81 < 251+/2m1 N and
||C/32|| < 252\/ 2m2N and
tA7A17+A27+0
tg| | O 51 B 52 m|
If the first case holds true, we break the binding property of the commitment scheme, which gives us
the relevant MSIS solution. If the second case holds true, we have extracted the desired (S2, 31, ™M, ).
We will now present and prove two claims about £, which completes the proof.

Claim. The expected number of calls to A is 2.

Proof. Let X be the expected number of calls to A, and let € be the probability that A(p, u) succeeds
for random p and p. We define the event E that A succeeds in the first step. We then get, by the
law of total expectation, that

Exp[X] = Exp[X|E] - ¢ + Exp[X|-E]- (1 —¢) = (1—}-%) ce+1-(1—¢)=2.

Hence the claim holds. O
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So the expected run time of £ is thus at most 67, twice the expected run time of A.

Claim. The probability that £ succeeds is at least € —2/|C| — ¢; N2,

Proof. As we discussed, £ terminates with probability at least £ —2/|C|. So, we assume & terminates
and let (u,32,81,m,¢) and (u',85,8], M ,¢) be the respective outputs of A in the first and second
step of £. We can divide the possible such outputs into three disjoint cases. The first case stems
from the first of the success conditions for £, as described above. The two final cases stems from
the second success condition for £, one of them such that all f; are zero in s and the other one such
that at least one of the f; are non-zero in s.

Case 1:
- (§1’m7§2) 7é (5117m/7§/2)
d ) ) d . )
- Zlﬂjfj((oz(gl))ie[kp (0" (M))iciry) = 0 and Zluéfj((a’(gi))ie[kp (o"(M))icw) =0
j= j=

— max(||¢]|oc, || ||oc) < 2w and max(||es; |, [€S,|]) < 2s;v/2m;N for i = 1,2

[ B - e

- (517m7§2) = (gllvm/vgé)

S (0 e () = 0 and 32455 (051 (0" (i) =0

— |I€llce < 2w and ||E81]| < 2514/2m 1N and ||€S2|| < 2824/2maN

T2 e
~ for all j € [d], f;((0°(31))icin); (0" (M))iepn)) =0
Case 3:

- (51,771;,32) = (gll7m/7§,2)

U

J

- 1ﬂjfj((0i(§l))ie[k]a (0" (M))icpry) = 0 and i:lﬂg‘fj((gi(sl))ie[k]v (0" (M))icin) =0

- ||E||OQ < 2w and ||@1|| < 251 2m1N and ||@2H S 252 ngN

- 8] 812

— there exists j € [d] so that fj((ai(§1))ie[k], (Ui(ﬁ))ie[k]) #0
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We now define the event FE; that £ terminates and the output satisfies case i. We can then express
the probability that £ terminates as

Pr[€ terminates] = Pr[E; V By V E3] > ¢ — 2/|C|

We also have
Pr[€ succeeds] > Pr[E; V Es].

Hence, we need to upper bound the probability of F5. We do this by counting the number of tuples
in R x Rév that can give outputs belonging to case 3, and by using Lemma 16, as follows.

Pr[E3] < Pr | (A(p, p) succeeds) A Zu]fg itk (0" (M) )iepw)) = 0)
A eld: f;((0"(51))icp, (0 (M))ic) # 0)]
R[- g2V Z Prlzﬂ fi(s = ]
(p,u)eH’ Jj=1
|9:{‘ %[ . AN Z 7N/2

(p,pm)eH’

1 _N/2
< |9‘i\ - qiN Z gl
(P, ) ERXRY
—N/2
<q 2

We used that the total size of R X RN is |R| - ¢*N. Hence the probability that & succeeds is
Pr[€ terminates] — Pr[E3] > ¢ — 2/|C| — _N/2 O

From the construction and the above claims, we see that £ has the desired properties. O

6.3 Many quadratic equations and that polynomial evalua-
tions have no constant coefficients

We now want to expand the protocol ) many t0 also prove that for D quadratic k(m, + £)-variate
polynomials Fi, ..., Fp, the evaluations Fj(s) have constant coefficients equal to zero. In order to
achieve this, we use ideas from Section 5.3.

The basic idea is to let the prover draw a masking polynomial g with constant coefficient equal
to zero, and upon receiving challenges 71, ...,vp from the verifier, let the verifier check that

D
hi=g+Y vFj(s)
i=1

has constant coefficient equal to zero. This would imply that F;(s) = 0 for all j, except with prob-
ability 1/¢1. We will decrease the soundness error by doing this in parallel repetitions.
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In order to obtain a soundness error of ¢; A we instead start by drawing A masking polynomi-

als with constant coefficients equal to zero, g = (g1,---,9x) & {x € R, | # = 0}*. We then make
an additional commitment to g under the same randomness,

ty == Bgsz + g,
for a matrix B, € R;\sz, and send t, to the verifier. The verifier then sends a challenge matrix

(Vi,5)ieN.jelD] & Z;\XD , where the X\ rows corresponds to the challenges for which we can compute

the polynomial
D
hi = gi+ Y i,Fj(s)
j=1

The goal is to prove that all the polynomials h; have constant coefficients equal to zero, and this is
simply done by sending them to the verifier, and the verifier can check if h; = 0 for all i € [A]. We
also need to prove that h = (hy,...,h)) was constructed correctly, which can be reduced to proving

quadratic relations as follows. If we let x; € R’;ml, Ty = (X271,...,T2) € RI(;(HA) and

To = (a:g']l),:cégj)) RU for j € [K],

al™ = (2YV, xSy, w) = (e, 2l ),
. . pk(mi+2+X)
then we can define polynomials fgi1,..., fatx @ Ryq — Ry as follows.
fati(x1, x2) := x;gi it Z%J wl, :c2 ')) — h; for i € [\ (6.4)

We do this because if we now were to set (x1,22) = ((Ji(sl))ie[k]7 (Ji(m||g))i€[k]), we would get

r = (O’i(Sl))ie[k]7 mém) = (O’Z(m))le[k] and xégi i = 9i-

D
This means that h; = g; + > i ; Fj ((0°(s1))icpx)s (' (m))iep) if and only if
j=1

fari((0'(s1))iew), (0" (m]lg))ic) = 0.

So since proving that h was correctly constructed is now reduced to proving many quadratic equa-

tions in s, we for convenience also define the polynomials f1,..., fq: R};(mIHH‘) — R, as
fi(x1, z2) == f; (azg,a:2 ) for j € [d]. (6.5)
This is so that we can simply run anzgny on all the polynomials f1,..., f4, fa+1,---, fa+x at the same

time. The protocol is given as 1® in Figure 6.3, and we now give the full security analysis of the

eval
protocol.

Theorem 18. Suppose that s1 = y1an and 52 = yvny/mo N for some 1, v2 > 0. Then the protocol

Hévgl is complete, in the sense that if m,my > 640/N then the honest prover convinces the honest
verifier with probability
1
- 14 1 1)’
2 exp (’Tl + 7 + ﬁ)
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Public Information: A; € Rj*™, Az € Rj*™2, B € Réme,Bext € R, B, € R{I\XWZ.
foeosfa Py, Fp  RE™MT) R o € Aut(Ry)

Prover’s Information: (s1,m) € R;’”M so that ||s1]] < a, s2 & xX™2
. C|tal| A Ay 0
Commitment: [tB} = [ 0 s1 + B Sy + m

Prover Verifier

s;vaﬁsﬂ%am}

(a*(m))icim

g:=1(91,---,9)) i{xeRq | ;}:Q}A
ty:=Bysa+g

t
RN
$
(i)  Zy*P
(Vi.g)ieln jelp]
For i e [\ :
D
hi == gi + Zl%‘,ij(S)
j=
hi, ... hy
Define f1,..., faxx as in (6.4) and (6.5)
run ng?a)ny((s% S1, m||g), g, (fi)ie[d+>\])
Accept iff:
1. pﬁfa)ny Veriﬁ§s
2.hi=---=hy=0

Figure 6.3: Proof of knowledge Hggl((SQ, s1,m),o,(f1,..., fa), (F1,...,Fp)) of ((s1,m),s2,¢) €
Rg“fé x R x C _that satisfy A1s1 + Asss =ta, Bsy +m =tg, |[cs| §_25“/2miN fpr 1=1,2,
fj((cr’(§1))ie[k], (J’(m))ie[k]) =0 for j € [d] and all the evaluations F} ((01(51))ie[,€], (oz(m))ie[k])
for j € [D] have constant coefficient equal to zero .
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Proof. This follows directly from Theorem 14 and that for an honest prover, the remaining verifica-
tion equations holds by construction. O

Theorem 19. Let s1 = y1an and s9 = yovny/mo N for some 1,72 > 0. Then the protocol HS;, is

commit-and-prove simulatable, meaning that there exists a simulator S that, without access to pri-
vate information (s1,m), outputs a simulation of a commitment (¢4, tp) along with a non-aborting
transcript of the protocol between the prover and verifier such that for every algorithm A that has
advantage ¢ in distinguishing the simulated commitment and transcript from the real commitment
and transcript, whenever the prover does not abort, there is an algorithm A’ with the same run-
ning time that has advantage €/2 — 27'2® in solving the Extended-MLWE,, ¢4 x+1,ms—n—f—A—1,x.C.52
problem.

Proof. We simulate the commitment and the transcript identically as in the proof of Theorem 15
with two additional steps.

1. We simulate the commitment ¢, to g by setting £, & Rg‘ to be a uniformly random vector.

2. We simulate the polynomials hy, ..., hy by choosing then uniformly random from X := {x €
R, | & =0}

Each h; is simulated perfectly since the g;’s are also sampled uniformly from X in the real execution
D

and ) 7, ;F;(s) € X. The total additional commitment is now of dimension A 4+ 1, and hence by
j=1

the same argument as in the proof of Theorem 15, if there is an algorithm A with advantage ¢ in
distinguishing this transcript from a real one, there is an algorithm A" with advantage /2 — 27128
in solving the Extended-MLWE,, ¢4 2+1,ms—n—r—r—1,x,C,so Problem. O

Theorem 20. The protocol HS; is knowledge sound, meaning that there is an extractor £ with the

following properties. When given rewindable black-box access to a probabilistic prover P*, which

convinces V with probability e > 2/|C| 4+ ¢; Nz g7, the extractor £ with probability at least

e—2/|C| — ql_N/2 — ¢ either outputs (32,31, m) € Rmtmattand € € RY such that

)-8 (5] [
= fi((0*(31))iepn), (0" (M))iepr)) = 0 for j € [d]

— each F;((c"(81))icpt], (07 ())ic)) € Ry where j € [D], has constant coefficient equal to zero

- ||E||oo < 2w

||@1|| < 251\/27711]\7 and H@Q” < 252 2m2N

or an MSIS,, , +m,, B solution for [Al Ag] in expected time at most 127 where running P* once
is assumed to take at most T time and B = 81v/(s51v/2m1N)2 + (s21/2maN)2.

Proof. We let P* be such a probabilistic prover as described in the Theorem, that convinces the
verifier with probability € > 2/|C| + ¢, Nz ¢;* and runs in time at most 7. In order to construct

the desired extractor £ we first define a deterministic algorithm A that uses the Hggny—extractor E*
from Theorem 17. Tt is defined as follows. Given randomness p = (pp, pg) € Rp x RE and challenge
matrix I' € Z?XD, A(pp,pg,T) runs P*(pp) on randomness pp with challenge T' and stops after
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the third round. We let t, and h be the output of P*(pp) in the first and third round, respectively.
Then it runs the extractor £*(pg) from Theorem 17 with randomness pg. Hence P*(pp,T') is run
in a black-box manner, and according to Theorem 17 we know that £*(pg) will with a certain
probability either extract a valid MSIS solution or output (83,51,7,¢). We say that A succeeds if
it outputs (t,,T, h,51,7M,g,52,¢) such that

ta Ay A, 0

- |tg| =10 -51+ | B| -5+ |m

t, 0 B, g
illz :}NL,\ZO

Fi((0'(31))icmn; (07 () )ieqn) = 0 for j € [d]
foralli €[\, hi=7; + i%,ij((Ui(Sﬁ)ie[k], (0" (M))icmk))

— elloe < 2w
- ||@1|| < 251 2m1N and H@Q” < 252 QTTLQN

If we assume that £* does not extract a valid MSIS solution, then Theorem 17 gives that the prob-

ability that A succeeds for a random p and T is at least £ — 2/|C| — ¢, N/ 2, and that the expected

run time of A for any fixed pp,I" and pg <i REg is at most 67

In order to define the extractor £ we need some definitions and results. We define H C Rp X
RE X ZQ‘XD to be the set of triples (p,I') = (pp,pr,I') such that A(p,T") succeeds. Then we can
define H(pp) to be the set of all (pg,T') for which (pp, pg,I') € H. When A(p,T') succeeds for a
fixed (p,I") € H, we denote the output as (Egp’r),ggp’r),m(f"r)). We can then define, in the same
manner as previous,

ir—=(p,I"
S0 . l(a G iem & Rimito)
(

ot (M) e

Finally, we can define the set of (p,I') € H for which at least one of the F;(3*1)) has non-zero
constant coefficient,

H = {(p,T) € H | 3j € [D] : 2; = F;(3%D), 3; # 0}

Before we define £, we present a Lemma on the probability that all the Fj (§(p’F))’s have zero constant
coefficients when (p,I") € H'.
Lemma 17. If (pp, pg,T') € H then Pr ((pp, Pl I") € H] > 0. Moreover, if (pp, pg,T') €

(pg D) ER g x2) ¥ P

H' then

D
Pr |Vie N, =0z =g"" +> 4 FE"D)| <q
j=1

&z xP
Proof. For the first part, we observe that if (pp, pg,I') € H, then we have

Pr [(op, P, T') € H| = Pr (P2, ) = (e, T)] > 0.

(Pl T ER g xZ) %P (P, T ER g xZ2 %P
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For the second part, if we assume that for some j, £; # 0 when z; = F) (E(p’r)), then the probability
D

that #; = 0 for z; := EEP’F)—F > (§(p’r)), i.e. the probability over v; ; & Zq that v; ; F; (E(p’r)) =
j=1

0, is at most ¢; *. Hence the probability that &; = 0 for all i € [\] is at most ¢; . O

We are now ready to define the extractor £, and it is constructed in the following manner:

1. Sample p = (pg, pE) & Rp x Rp and T € ZMP run A(p,T), and abort if A(p,T) does not
succeed.

2. If A(p,T") does succeed, run A(pp, pl, I') with fresh plp & Re and TY & Z;‘XD until A
succeeds.

When & does not abort, this procedure will yield two extracted tuples x = (81,™,382,¢) and 2’ =
(8}, m’,3,,c) since it runs until A succeeds twice. We say that £ succeeds if it extracts two such
tuples such that one of the below conditions holds.

~ (31,82) # (3,385), max(||€]lco, |¢']loc) < 2w and max(||cs;]],||cS;]]) < 28;/2m;N for i = 1,2,
Al Aol _ 0 t Al _ Aol _ 0
s Gl =l = [6]s [ o]

~ For all j € [d], f;((c%(31))icpw): (" (T))ier)) = 0 and for all j € [D], the constant coefficient
of Fj((0%(31))iepk): (' (T))ick)) equals zero, and [cfe < 2w and ||@s1| < 2s1v/2my N and

||@2|| < 2594/2mso N and
ta] A [A]_ o
o= [8]e [ fa]

If the first case holds true, we break the binding property of the commitment scheme, which gives us
the relevant MSIS solution. If the second case holds true, we have extracted the desired (83,31, m7,¢).
We will now present and prove two claims about £, which completes the proof.

Claim. The expected number of calls to A is 2.

The proof of this claim is identical to the proof of the equivalent claim in Theorem 17. We can
therefore conclude that the expected run time of £ is at most 127", twice the expected run time of

A.

Claim. The probability that £ succeeds is at least € — 2/|C| — q;N/Q — g

Proof. As we discussed, £ terminates with probability at least € — 2/|C| — ¢, N/Z So, we assume &
terminates and let (t,,I", h,31,M,G,S2,¢) and (4,17, h’, 51, M, g’,5,,¢) be the respective outputs
of A in the first and second step of £. We can divide the possible such outputs into three disjoint
cases. The first case stems from the first of the success conditions for £, as described above. The
two final cases stems from the second success condition for £, one of them such that all the F}(3)’s
have constant coefficient zero, and the other one such that at least one of the F;(3) have non-zero
constant coefficient.

Case 1:
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- (81, m,g,%2) # (3, m,g',5))

—forie [N, hi=h,=0
D

~ forie [N, hy =g, + Zﬂthﬁ((Ui(gl))ie[k]’ (" (M))icik))

D i .
—forie [N, b, =7, + _Zlv;,ij((az(g’l))ie[k]a (o' (M"))ici)
i=

~ for j € [d], f5((0"(81))iepy; (0" (M))iep) = 0 and f5((0" (81))iepy): (0" (M))ie) = 0

= max(([eoc, [€) < 2 and ma (s, ['5]]) < 260v/Zm N for i = 1,2

A Ao 0 ta A 4 0
- 10|51+ |B| -5+ |m|=|tg|=|0]| 5+ |B| s+ |m
0 B, g t, 0 B, g

Case 2:

— forie [N, hi=g; + Zﬂi,ij((Ui(gl))iema (0" (1)) i)

D i .
~ forie [N, h, =7, + 217£7ij((Uz(§1))ie[k]a (0 ())icn)
=

— for j € [d], f;((c%(31))icin), (0°(TM))icpr)) =0

~ Jellos < 2w and [[e81 ]| < 251v2m N and [[c85 ] < 252v/2maN

ta A Ay 0
~|tgl=0]| - 51+ |B| -5+ |m
t, 0 B, g

~ for j € [D], the constant coefficient of F}((¢0"(31))iep, (07 (T))scpx)) is zero.
Case 3:

— forie [\, hi=7; + Zl%,ij((Ui(gl))ie[k]a (" (M))icik))

D i .
~fori €[\, bl =g + Zﬂé,ij((Uz(El))z‘e[k]a (" (M))ie(n))
=

— for j € [d], fj((ai(gl))ie[k]v (Ji(m))iE[k]) =0
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— [[€]loo < 2w and ||c81]| < 251v/2m1 N and ||cSz|| < 282v/2maN

ta A As 0
- |{tgl =10 -51+ | B| -5+ |m
t, 0 Bg [

— there exists j € [D], so that the constant coefficient of Fj((c*(81))icfk], (0" (T7))ie[)) is non-
Zero.

We now define the event F; that £ terminates and the output satisfies case ¢. We can then express
the probability that £ terminates as

Pr[€ terminates]| = Pr[E; V E3 V E3] > e —2/|C| — qu/Q.

We also have
Pr[€ succeeds] > Pr[E; V Es].

Hence, we need to upper bound the probability of E5. By using Lemma 17, and the same idea as
for the corresponding claim in the proof of Theorem 17, we get the bound

(A(p,T) succeeds) A (3j € [D] : the const. coeff. of F;((c"(51))iepx], (0" (1)) ;ep)) is non-zero)

Pr{Bs] < Pr ~ —(p,0) = i(= Y- :
A (Vi € [A] : const. coeff. of g,/ + Z’)’iﬁij((U (31))ic(k)> (0" (M) iepy) is zero)
j=1
1 D
< Rp|- IR M Pr Vi € [\] : const. coeff. of ?EP’F) + Z%Qij (§(p’r)) is zero}
RN (p.D)eH (P D) EH (pp) j=1

D
Pr {Vi € [A\] : const. coeff. of ggp,r) + 27 F; (§(P’F)) is zero}
j=1

< 1 Z &y M
~ Rl Rel- M o2, Pr (0, I") € H(pp)]
P (Pl T &R x 2 M

(=

< ! > TR i 2]
= %P Rpl - M [H(pp)]

- 1 Z ql—/\ . q/\M . |mE|
= Rl [Re|- MM |H(pp)|

S Y M =
- . g \M
Rpl-Rel - S H P

1 Q1)\'q/\M‘|mE|
< |H(pp)| - B
[Rel [Rp] - M E;; [Hpp)
1 _
< o (Rl a e 1)

<q
Hence the probability that £ succeeds is Pr[€ terminates] — Pr[E3] > ¢ — 2/|C| — q;N/2 —q¢;*. O

From the construction and the above claims, we see that £ has the desired properties. O
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Chapter 7

General protocol

Lyubashevsky et al. explains in [16] how the protocol H(Vgl can be used to construct a more general

protocol that can be used to prove a variety of lattice statements, amongst others how to prove norm
bounds on lattice elements. This final protocol is constructed such that applications to cryptographic
primitives result in a single instantiation of the protocol. In this chapter we use o := o_1 € Aut(R,),
which is of order 1, such that s = (s1,m,0(s1),0(m)). The reason for this choice of o is that we
then can, according to Lemma 8, use the function T to prove inner products modulo g.

In addition to proving quadratic relations on s and proving that quadratic polynomials evaluated
in s have zero constant coefficients, this general protocol will also allow one to prove approximate
l+ norm bounds and exact o norm bounds on linear relations in s, and that linear combinations
of s have binary coefficients. Proving exact ¢, norm bounds is important in many lattice based
protocols. Approximate £, norm proofs can be used to assure that there is no overflow modulo ¢,
and for instance lift equations from Z, to Z.

Concretely, this general protocol is a proof of knowledge of s = (s1,m,0(s1),0(m)) € Rgml X Rﬁ‘ﬂ
when the prover knows a ABDLOP commitment to (s1, m), that satisfies

Vi € [p], fi(s) =0, (7.1)
Vi € [pevall, Fi(s) =0, (7.2)
Vi € [vg, || Dss — willse < LY, (7.3)
Vi € [ve], | Bis — v < B, (7.4)
Epins — vpin € {0, 1}V (7.5)

for the following public parameters.
— Quadratic functions for i € [p], f; : Rg(mlH) — R,.
- - : | p2(mi+0)
— Evaluation functions for i € [peval], F} : Ry — Ry
— For i € [vq), D; € Rl;iw(mﬁe), u; € REi.

~ Fori € [v], By € Ry*TY g, ¢ Ry,
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d e
~ Bounds (8{")icqus (B )iefun)-
— By, € RZbinXQ(mlJre), Vpin € Rl;bi".

(e)

Here 5i(d) is an approximate bound on || D;s — wu;|lee, 8; ’ is a tight bound on || E;s — v;||, and the

matrix Fy, and vector vy, are such that Ey;,s — vy, is binary.

In order to prove (7.1) and (7.2) we can use Hgil in a straight forward manner. The remaining
equations (7.3) to (7.5) can also be proven using this protocol, but in a less obvious manner. In the
following subsections we will explain how, before we put it all together in the final protocol that is
presented in Section 7.3. Section 7.1 explains how we can construct approximate norm proofs, in
both /5 and ¢, norms, before we explain how to prove that a vector is binary and how to prove

exact norm bounds in Section 7.2.

7.1 Proving approximate norms

Suppose that for s = (s1,m) such that ||s|| < B, we want to prove that ||s||, < B, for p € {2,00}
and some public constant 1) > 1. In this section we will provide a method for proving such a looser
bound. The idea behind this proof is to use Lemmas 5 and 6, which states that the norm of R5+ i
is approximately the same as the norm of s, in the £, and ¢3 norms respectively, when R is drawn
from a binomial distribution. Then we can shrink a possibly very long vector s into the much shorter
one RS+ ¢ with approximately the same norm, where R & Bin]fx(m1+€)N and i € Z’; for a k such
that N|k.

So the verifier has to check the norm of RS+ y. In order for the prover to be able to send this
vector to the verifier without revealing anything about 8, i/ is drawn as a masking vector, and rejec-
tion sampling is performed on zZ’= RS+ . The protocol is now constructed by letting the prover

sample a masking vector y ED RF/N g, and committing to it. The verifier sends a challenge matrix
, for which the prover computes Z = R§+ ¢. It then uses rejection sampling on

Z, and the verifier accepts if the norm of 2" is small enough according to Lemma 5 or 6, depending
on which norm we use. What remains now, is to prove the well-formedness of 2.

R & Binxm 10

We note that this 2’ is well suited for bimodal rejection sampling, since when b is a sign, bR is
still from the binomial distribution. This reduces the standard deviation s3, which also reduces the

norm bound we are able to prove. In order to do this, we sample a sign b & {-1,1}, compute the
masking Z = bRS + ¢ and run the rejection sampling algorithm Rej,(Z, bRS, s3) instead. In addition
to this, we must now also commit to b and prove that b € {—1,1}. The commitment to b is added
in the BDLOP part of the commitment to s, and the zero-knowledge proof that b is a sign can be
added as a part of the well-formedness proof of Z. Hence this is not expensive.

We now explain how to prove that b is a sign. This is done in two steps. We first prove that b
is an integer, and then we prove that (b — 1)(b + 1) = 0. This is sufficient, since Z, is a field,
and thus (b — 1)(b+ 1) = 0 implies that b € {—1,1}. In order to prove that b is an integer, we
define §; :== X' € R,, and prove that the inner products (d;,b) = 0 for all i = 1,..., N — 1. Since

(0;,b) maps b to its i-th coefficient, this proves that b is zero in every coefficient except the constant
2)
val?

coefficient. Finally, we can prove that (b—1)(b+ 1) = 0 by using the protocol Hi where we input
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f(b) == (b—1)(b+1) as a quadratic function.
We now explain how we can instantiate Hggl to prove well-formedness of 2 that b is a sign and
that f(b) = 0, in a single instance of the protocol. For each of the k rows of 2, we define the function
F;

Fi(37y7b) =Zzi— T(bsz 5) - y17VZ € [k]a

where 7; € Zév("”H) is the i-th row of R, and T is the function defined in Section 3.5. We can now

use Lemma 8 to see that if we are able to prove that F, = 0, then we have proved z; = b{7;, 8) + y;.
So if we prove that F; = 0 for all 1 < ¢ < k, then we must have that 2= bRS + ¢, and thus that 2
was formed correctly. Using the same idea, we can define the functions G,

Gj(b) = T((Sj,b),Vj S [N]

If we now are able to prove that éj = 0, this implies that (d;,b) = 0. We therefore define ¥ :=

{Fy,...,F,G1,...,Gy_1}, which will be the evaluation functions. Thus we can run Hﬁfgny((sz, s1,
(m, b)), 0, f, ¥) to achieve the desired proof.

We now set k = 256. As in Lemma 4 we let s3 = 3T for a 3 > 0, where T is an upper bound
on ||bR5]. By Lemma 7 we get that ||Rs|| < /337B, except with probability 27128 since we have
|s|l < B. We thus set s3 := v3v/337B.

If we want to do the proof in the /o, norm, we can use Lemma 3 to see that for each 1 < i < 256 we
have |Z;| < 55 with probability at least 1 — 2e=9°/2. Thus if we set & = §2/2, the probability that
|Z]lco < V/2rs3 is at least 1 —256-2e~*. We now use Lemma 5 and see that if [|[bR5+ §]|oc < v/2kS3,
then we have ||s||oo < 2v/2ks3, except with negligible probability 272°6. So if we let the verifier
check that ||7]|oe < V/2rs3, this protocol convinces the verifier that ||s]s < 2v3v/2k - 337TB. We
present the protocol for the o, norm below, with x = 128.

If we instead want to do the proof in the ¢5 norm, we also have by Lemma 3 that the proba-
bility that ||Z] < ds31/256 is at least 1 — §2°6 exp(128(1 — 62)) when =z & D pase/n 5, We now use
Lemma 6 and see that if |[bR5+% mod ¢|| < §531/256, then we have ||s|| < \/%553%7 except with
negligible probability 27128 if there is no overflow modulo q. We get §256 exp(128(1 — §2)) = 27128
by choosing § = 1.64. So if we instead let the verifier check if ||Z]| < 1.64s31/256, we have a protocol

I1Z, that convinces the verifier that |[s|| < 2/ 3372561 643 B. We note that in order to achieve no

overflow modulo ¢, we must require that

2
> 41(mq + )N ——1.6453/256,
q ( 1 ) \/% 3

as explained in Lemma 6, since in our case m = (my + ¢)N and b = \/%1.6453\/ 256.

The protocol for p € {2,00} is given as I1f, in Figure 7.1. We omit the commit-and-prove sim-
ulatability of this protocol, since it will be implicit in the security analysis of the complete protocol.

We do however consider the correctness and knowledge soundness of the protocol.

Theorem 21. Suppose that s3 = v31/337B for some 3 > 0. Then the protocol IIZ _ is complete,

arp
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P
Harp

Public Information: Ay € R}*™, Ay € R}*™2, B € R\*™, By € R29%™2 by € R]'™.
o € Aut(R,).
Prover’s Information: s = (s1,m) € Rg““ so that [|s|| < B, s2 € R*

. C|tal| A, Ay 0
Commitment: [tB} = [ 0 } s1 + [B} Sy + {m}

Prover Verifier

b& {—1,1} C R,

$
Y3 DR256/N753

ty = bisas + b
t, = Bysy + y3
t, t,
—
RE Bin§56><(m1+€)N
R
(_
Z:=bRS+ y3
If Rejy(Z,bRS,s3) = 1, abort
EN
Run 11 := 1) (82, 81, (m, b)), 7, f, ©)
Accept iff:
1. IT verifies
2. Ifp=2:
2] < 1.64+/25653
Ifp=cc:
1Z]loe < V25653

Figure 7.1: Proof of knowledge II%,((s2, s1,m), 0) of ((s1,m), $2,¢) € RI" ™ x R™ x C that satisfy
Ais1+ Agsy =ta, Bso+m =tg, |[ts;]] < 2s;v/2m;N fori=1,2, and ||s]| < 24/ %1.6473B if
we use p = 2, or ||8]|leo < 2v3v/256 - 3378 if we use p = c0.
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meaning that an honest prover will convince an honest verifier with probability

Peval

ex ()

~

where Py, is the success probability of II.

Proof. By Lemma 8, we have for an honest prover that

Fi(sayvb):zi_b<7:tia§>_y1 :b<’l:;,§>_b<7:;7§>:0,

for all 4 € [256] since 2= RS+ 4. f(b) = 0 will clearly hold since b € {—1,1}. Also by using Lemma
8, we get that G’j (b) = 0 for all j € [N], since b is a sign. By the discussion above, II is correctly
instantiated, and has success probability Pea. According to Lemma 4, the probability that the
protocol does not reject is 1/ exp(1/(2732)).

If we now consider p = 2, we get by Lemma 3 that ||z] < 1.64v/256s3, except with negligible
probability 27128, If we consider p = oo, we get by Lemma 3 that ||zl < v/256s3, except with
negligible probability 256 - 2 - 27128, Hence the theorem holds. O

Theorem 22. Let 55 = v3v/337B for some v3 > 0, and assume that ¢ > 41(m; +€)N\/%1.6453\/ 256.

Let Pe and Tg: be the success probability and run time of the extractor £ from Theorem 20. Then
the protocol 115, is knowledge sound, meaning that there exists an extractor £ with the following
properties. When given rewindable black-box access to a probabilistic prover P*, which convinces
the verifier with probability & > 2/|C|+q~N/24+¢~*+2712% the extractor £ either breaks the binding

of the commitment or recovers a valid opening (32,31,Y, M, b,¢) to the commitment (¢,,,t,) with
either [|(51,m)|| < 24/2372561 643 B for p = 2 or ||(51,M)||s < 273V/256 - 337B for p = oo, with
probability Pe(1 —27128) in expected time 27T¢.

Proof. We let &' be the extractor from Theorem 20, and define £ as follows.

1. We let £ run until the third round on an honestly generated challenge R, and then let it run

E'. Tt aborts if £ does not obtain a valid opening (8,9,b), where s = (81,7), that satisfies
the relations in W.

2. £ rewinds the prover until the third round, and new honestly generated challenge R’ and
—
then run &' until it obtains a valid opening (3',%’,b ), where 8 = (3}, m'), that satisfies the
relations in W.

By the same argumentation as in Theorem 17, the expected run time of £ is twice the expected run
time of £, and £ has the same success probability as £. Since € > 2/|C| + ¢~ V/?2 + ¢ + 27128
and the success probability of the prover at producing a valid II is at least 2/|C| + ¢~ ¥/ + ¢, we

therefore have Pgr > & —2/|C| — ¢~ NV/2 — ¢ > 27128,

If the extracted openings are such that (5,7) # (5',%'), then £ breaks the binding property of
the commitment scheme. So we assume that (3,7) = (3,%’) and that £ finds (S2,51,7,m,b) €

(
R;nﬁmﬁ%ﬁ/]v%ﬂ and ¢ € R such that (31,y,m, b) are valid ABDLOP messages for the random-
ness So and

1. f(6)=0and f(3) =0,



=/

2. For i € [256], F;(3,79,b) = 0 and Fy(3,5,b) =0

3. For j € [N], G;(b) = 0 and G;(b') = 0.
Using Lemma 8 we get that 3) implies that every coefficient of b is zero, except the constant one.
Hence b € Zg4, and then 1) implies that b is a sign. The same holds for b, 2) implies, by using
Lemma 8, that Z = bRS + 7 has correct form. It also implies that z = VRE + ﬁ/, where B/, R are

independent of (3,7) = (',7’). Since b and R’ are independent of 5, the verification equations now

give
— For p=2:
12 = IBR'S+7 mod q| < 1.64v/256s3 = 1.64v/25673V/337B
= %\/%(21/%1.64733).
Lemma 6 now states that if |[5]| > 24/2372561 643 B, then this is true only with probability
27128 because of the assumption on ¢. Hence we have that ||5| < 24/2272%61 643 B with
probability 1 — 27128,
— For p = o0:
[Zlloe = [BR'S + ¥lloo < V25653 = v/25673V/337B,
which by Lemma 5 implies that ||3]/oc < 273v/2 - 256 - 3378 with probability 1 — 27128,
Hence the theorem holds. O

7.2 Proving exact norm bounds and that a vector is binary

Both for proving Equation (7.5), and as we soon will see, for proving Equation (7.4), we need to
be able to prove that a vector is binary. So, suppose that we want to prove that a vector & € Z"
has binary coefficients, meaning that Z € {0,1}". Since we have efficient schemes for proving inner
product relations, efficient proof schemes for proving that a vector is binary can be constructed by
using the following result.

Lemma 18. Let n € N and Z € Z". If (%, & — 1,,) = 0, then Z € {0,1}".

Proof. If we let © = (x1 ... ), then every term in the inner product (¥, — Tn> is of the form
xi(x; —1). We can now use the fact that

VYa € Z, ala—1) >0

and a(a — 1) = 0 only if a € {0,1}. Hence if (Z,Z — T,) = 0, then z; € {0,1} for alli = 1,...,n,
and we thus have ¥ € {0,1}". O

So in order to prove that a vector Z € Z" has binary coeflicients, we can just prove that (¥, —
1,) = 0. This can be achieved by first proving that (Z,Z — 1,,) = 0 mod ¢, and then by proving
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(2)

eval’

that ||Z|] < B for some bound B. The first part can effectively be done by using the protocol IT
with the function
T(Z,Z - 1,)

as evaluation function, since proving that the constant coefficient of this function is equal to zero,
implies that (Z,Z — 1,) = 0. The second part can be proved by using the protocol Hfrp. This will
suffice if B is such that B? + \/nB < ¢, since

zn:xi(xi -1)| < zn:x? + i|$i| < Zn:xf +”\/# < B?+ Bv/n,
i=1 i=1 i=1 i=1

and this would then imply that (Z, ¥ — Tn> = 0 also over the integers, since there will be no overflow
modulo ¢g. Thus we have proved that Z is binary.

7.2.1 Proving exact norm bounds

We are now ready to explain how we can construct proofs of exact 5 norm, which we need in order
to prove Equation (7.4). So, suppose that we want to prove that ||s|| < B for the true bound B.
We remember that we can use the protocol HS; to effectively prove that the inner product of two

commitments modulo ¢ is some constant, and that ||s||? = (5,5). Hence in the case that ||s|| = B,

2

we could prove the norm exactly by using Hggl to prove that ||s||?> = B? mod ¢, and by using Iz,

to show that there is no overflow modulo gq.

The problem with this method is that we then give away the exact norm of s, thus revealing infor-
mation about s. So we instead set out to prove that the difference between the bound and the norm
is a positive integer. In order to do this, we prove that B? — (5, 5) can be written with a binary repre-
sentation Z of length 2log(B) < N. More precisely, we define p':= (1 2 ... 2%leB o | O),
and let & be the binary vector such that

(p.7) = B* —||35].

We then commit to  and prove that it is binary with the technique from the previous section, and

prove that the above equation holds over the integers by using ngp.

7.3 The complete protocol

We are now ready explain how we can construct a protocol for proving knowledge of s = (81, m, o (s1),
o(m)) satisfying equations (7.1) to (7.5) using a single instantiation of ngl. As we have seen, the
first two equations are straight forward, and we can just pass the functions f;, F; to ng

functions and evaluation functions, respectively. Equation (7.3) is now a direct application of II
with vector input

| as quadratic
[e ]
arp

Dls — U7
el .= : . (7.6)

D, s —u,,

This means that we, as per Section 7.1, let the prover draw the masking vector y(® & D gase/n gay

and a sign (%) & {=1,1}, and append commitments to them in the BDLOP part. We set the
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challenge dimension as ¢¥) = N >0, ki, which is the dimension of &? . Upon receiving the challenge

matrix R@ & Binf%xc(d) from the verifier, the prover will perform bimodal rejection sampling on
AD) = pd) R &) 4 jd) The verifier can now check that ||Z1?| ., < v/2565. In order to prove
that z(% was formed correctly, and that b(¥) indeed is a sign, we define the functions

Hj(d)(s,y(d),b(d)) _ z](-d) _ T(b(d)F;d),é’(d)) _ y§d),Vj € [256],
g DBD) = oD — 1)(BD 4 1),
Jj(d)<b(d)) = T(5]7b(d))vvj S [N],

which we will pass to n®

oval @8 quadratic and evaluation functions.

As we saw in the previous section, in order to prove equation (7.4), we prove that (Bi(e))2 — | Eis—v;||?

can be written with a binary representation Z; of length 2log(ﬁge)) for all 1 < i < ve. So at
the start of the protocol, the prover appends a commitment to the binary representation vector
x = (x1]...||zy,) in the Ajtai part of the commitment, since it is small. We can now define &’ to
be the concatenation of  and Eyj,S — vhin, such that ' contains everything we want to prove is
binary. Hence in order to prove Equations (7.4) and (7.5), we define

E13 — V1
el®) = and p; := (1 9 92log(?) 0o ... 0) Vi € [ve], (7.7)
E, s—wv,,
wl

and set out to prove the following.

<13/, z' — 1(ve+kbin)N> =0 mod g,
(Eis — vi, Bys — v;) + (73, %) = (89)% mod q,Vi € [ve],

|le®)|| is small enough so that the above equations hold over Z.

According to Section 7.2 this is sufficient for proving both (7.4) and (7.5).
We now explain how we can construct functions to initialize Hgg, to prove the above. We re-
call that the constant coefficient of T equals the inner product of its inputs, and we can therefore
define the following functions

G(wl) = T(ml7 x' — 1('Ue+kbin)N)7
Li(s,2) := T(Ess — v, Eis — v;) + T(5:, @) — (B7)2,Vi € [ve],

(2)

2 . . . .
to pass to Il ., as evaluation function in order to prove the above inner product relations.

2

arp O1 e(®). So, the prover will draw the

In order to prove that the £, norm of e(® is small, we run II

masking vector y(¢) & D pgase/n 4(e) and a sign be) & {—1,1}, and append commitments to them

in the BDLOP part. We set the challenge dimension as ¢(®) = N (kpin + D521 (pi + 1)), which is

the dimension of &¢). Upon receiving the challenge matrix R(¢) & BinfSGXC(E) from the verifier, the

prover will perform bimodal rejection sampling on Z(¢) := b(¢) R(€)&(¢) 4 7€) The verifier can now
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check that [|2()|| < 1.641/2565(¢). In order to prove that #(¢) was formed correctly, and that b(¢)
indeed is a sign, we define the functions

(e) (e pe)y.—
H;% (2!, 8,4, b)) := 2
g(E)(b(e)) — (b(e) —-1)
T M) =T (55,00

TR, &) -yl vj € [256],

(2)

which we will pass to IL,,

; as quadratic and evaluation functions. We now define the set of all the

quadratic functions and all the evaluation functions that we will pass to ngl, respectively, as
¢:: (f17~"7fp7g(d)7g(e))a (78)
d d
V.= (Fi7 cee 7Fpeva|7 Gv (H]( ))je[256]a (H§e))je[256]a (Ii)ieve, (J]( ))jE[N]7 (J](»e))je[]v]). (7.9)

The complete protocol is given as Il in Figure 7.2.

Theorem 23. Suppose that s(9 = ~(D/337a( and s(¢) = ~(©)\/337a() for some v(D,4(©) > 0.
Let B() := 2 %1.647(6)\/337&6), the bound on b(®) that we are able to prove with ngm and

assume that

2(m[a>ﬁﬁfe))2 + (B2 -1<gq
1€ Ve

Then the protocol II is complete, meaning that an honest prover will convince an honest verifier
with probability
Peval

xp (3517 ) ex» (37

where P, is the success probability of IT*.

)

Proof. The probability that the honest prover succeeds is at least the probability that

1. Both rejection sampling steps on 2% and (¢} do not abort. According to Lemma 4 each

rejection sampling have independent probability of respectively exp ( — W) and exp ( _
W) to not abort.

2. Both norm checks are satisfied. As we discussed in Theorem 21, the probability that the £
norm check is verified is 1 — 512 - 27128 and the probability that the ¢, norm check is verified
is 1 — 27128,

3. The protocol IT* successfully convinces the verifier.

We must therefore show that IT* is a valid instantiation of HSZ“ and that it therefore convinces
the verifier with probability Pea. We assume that s satisfies Equations (7.1) to (7.5), since
the prover is honest. We start by considering the quadratic functions ¢, and see that for all
1 < i < p, BEquation (7.1) then implies that f;(s) = 0. Since both b(? are signs, we also have

that @ (b(®) = ¢ (4©) = 0,
We then consider the evaluation functions ¥, and see that Equation (7.2) implies that F;(s) = 0 for

all 1 <4 < peyval. By construction and Equation (7.5), the vector ' is binary. Hence by Lemma 8
G(x') = (x',2’ — 1) mod g, since all the non-constant coefficients of T(a’, 2’ — 1) will then vanish,
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I

Public Information: A; € RZX(”“*'“G), Az € Rj*™2, B € Rf;xm% B@ B ¢ R35G/Nxm2,

b bl®) € R™2. 0 :=0_; € Aut(R,)

Public parameters as defined in the start of Chapter 7.

Bounds o®, a(®) such that [[e(®| < (¥, |el@)| < al®)

¢ and U as defined in (7.8) and (7.9).

Prover’s Information: s = (s1,m) € R ** and randomness s € R]" so that Equations (7.1) to
(7.5) holds. Binary decomposition z; € R, of (ﬁi(e))2 — |Eis — v;|%. Vectors el® e(®) as defined in
(7.6) and (7.7).

. . o A1 S1 A2 0
Commitment: t = {0] [m} + {B} So + [m}

Prover Verifier

b@ b & {-1.1} c R,
y(d) ﬁ DR256/N75(d)

y(e) g DR256/N’5(6)

(@) = B g, | 4@

t(e) — B(e)s2 _|_ y(e)

D) — p(d) g, 4 p(@

#©) = p(©) gy + p©

(@) () ¢(e) 4(e)

. 925 (d)
R(@ & Bin256xe

$ o ©
R() & Binj?0x¢

R(@ R(e)
Pl i
) .= p@ R ) 4 (D)
#e) .= pl) Rl @le) 4 gte)
If Rejy (Z(9), o@D R(Deld) s(d)) =1 or
Rej, (209, b R(@)ete) s(€)) = 1, abort
% 1= (89, (51, ), (m, y@, y(©) b@ p©)))
Zd) ze)
_—

Run I1* := 1), (s*, 0, 6, 1)
Accept iff:
1. IT* verifies
2. |79 < V2565
3. 1749 < 1.644/2565(¢)

Figure 7.2: Proof of knowledge II((s2, s1,m),0) of ((s1,m),s2,¢) € Ry x R x C that satisfy
A181 + Asss =ta, Bsy+m =tg, |[es;|| < 25;4/2m;N for i = 1,2, and s := (81, m,0(s1),0(m))
verifies Equations (7.1) to (7.5).
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by the way T is constructed. Then by Lemma 18 we have é’(w') =0.

We also have by Lemma 8 that if z{?) and #(¢) are constructed honestly, then H ;d) = zj(-d) — y](-d) -
<b(d)7?§d),€(d)> = zj(»d) — zj(»d) = 0, and similarly flj(e) = 0. Since #; is the binary decomposition of
(ﬁi(e))2 — || Eis — v;||?, it has support at most 2log Bi(e) < N. Since pj is defined defined as a vector
of powers of two until 2log ﬂi(e), followed by zeros, we have

<@7fi> = (51'(6))2 - <Ei3 —v;, Eys — 'Ui>

for all i € [v,]. We can again use Lemma 8 combined with this, to see that I;(s, ) = (E;s —v;, E;s—

;) + (D, Ti) — (ﬂge))Z =0 for all i € [v,] when the inner products are taken modulo ¢q. But this will

also hold over the integers, since we assumed that 2(;1(1[‘&)(]@(6))2 +(B(®)?2 — 1 < q. Lastly, Lemma 8
1€ |Ve

implies that j](d) = (0;, by =0 for 1 <j < N — 1, since b(? is a constant. Similarly, jj(e) =0.

Hence we have showed that IT* indeed is a valid instantiation of ngl, and it therefore convinces the
verifier with probability Pe,. So the success probability of IT is then at least Peya (1 —27128)(1 —

512 -27128) exp ( - W) exp ( - W), and the Lemma, follows. O

Theorem 24. The protocol II is commit-and-prove simulatable, meaning that there exists a simu-
lator S that, without access to private information (s1,m), outputs a simulation of a commitment
(t,t(d),t(d)7t(e),t(e)) along with a non-aborting transcript of the protocol between the prover and
the verifier such that for every algorithm A that has advantage ¢ in distinguishing the simulated
commitment and transcript from the real commitment and transcript, whenever the prover does not
abort, there is an algorithm B with the same running time that has advantage £/2 —2712% in solving

the Extended-MLWE,, ;1\ (256/N+1)-+(256/N+1),ms—n—~f—A—(256/N+1)—(256/N-+1),x,C,52 -
Proof. According to Lemma 4, z(9) and z(¢) are within statistical distance of 27123 from D gase/n gy
and Dpgase/n 4, and are independent of R and R®). Hence the simulator can just sample
. () . (&)
Z(d) (i DR256/N75(d)7 Z(e) (E Dste/N75(E), R(d) (i Blni56><C ! and R(e) (i Blnf56><C .
We simulate the appended commitments and the protocol IT* with the commit-and-prove simu-
lator from the proof of in Theorem 19. Since the appended commitments have total dimension
A+ (256/N + 1) + (256/N + 1), we get that if there is an algorithm A with advantage ¢ in distin-

guishing this transcript from a real one, there is an algorithm A’ with advantage £/2—2712% in solving
the Extended-MLWE,, ¢ x1 (256/N+1)+(256/N+1),ms—n—t—A—(256/N+1)—(256/N+1),x.,C,s» Problem. O

Theorem 25. Let B(® := 21/2561/3377( @ a(® B .= 2 %1.647(8)\/33704(6), the norm bounds

we are able to prove with IIf ; for e and e(®), and assume that

(e) _qa
BY < e

(B2 + \/(ve + kpin) NB©) < ¢,

2(max6i(e))2 +(B@)? —1<q.
iE[Ue]

Then the protocol II is knowledge sound, meaning that there exists an extractor £ with the following
properties. When given rewindable black-box access to a probabilistic prover P, which convinces
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the verifier V with probability e > 2/|C| + ¢~ /2 4+ ¢ + 27128 the extractor & either breaks the
binding of the commitment or recovers a valid opening

(3, (31, F), (M, 7D, 79,5 ,59),2) € Ry 40 256/N-+ve-256/N+ 1+ o px

for the commitment (¢, t(®, (¥ (¢) #(¢)) with probability Pay(1—272°0)(1—-27128) and in expected
time 2T¢yal, where Peya and Ty, are success probability and the expected run time of the extractor
from Theorem 19, satisfying Equations (7.1) to (7.5).

Proof. We let £’ be the extractor from n®

oval» and define the extractor £ for this soundness proof in
the following manner.

1. Run the prover until the third round on honestly generated challenges R(Y, R(¢), and then

run &’. Abort if £ does not obtain a valid opening (32, (31, ), (T, ﬂ(d),ﬂ(e),g(d),g(e)),ﬁ) €

Rznl+m2+e+”d'256/N+UE'256/N+1+1 x Ry satisfying Equations (7.1) to (7.5).

2. Rewind the prover until the third round, send new honestly generated challenges R(®’, R(¢)’
(d)/ 7(6)/ —/
077), )

and run & until it obtains a valid opening (35, (3}, %), (@, gV, 59", b satisfying

Equations (7.1) to (7.5).

By the same argumentation as in Theorem 20, the expected run time of £ it twice the expected run
time of £, and € has the same success probability as £. Since € > 2/|C| 4 ¢~ N/? + ¢ * + 27128
and the success probability of the prover at producing a valid IT* is at least 2/|C| + ¢~ 124 g, we
therefore have Pgr > & —2/|C| — ¢~ V/2 — ¢ > 27128,

By the same argumentation as in the proof of Theorem 22, £ will either find two valid openings to
different messages and break the binding property of the commitment scheme, or the messages in
both transcripts are the same. We focus on the latter case, which would imply that the challenge
matrices R(Y and R(®) are independent of those messages. We must now show that this common
message satisfies Equations (7.1) to (7.5).
— d —
Since (82, (81,%), (M, y<d),y(e),b( ),b(e)),E) is a valid opening, given how we initialized ngl, we
have that it satisfies the following:
1. For i € [p], fi(5,0(8)) =0

2. For i € [peval], Fi(8,0(8)) =0
3. gy =0, gE ) =0
4. G(T)=0

5. For j € [256], A (5,5, 5"

-0
6. For j € [256], A (5,59,5') = 0
7. Fori € [v.], [;(3,Z) = 0

8. For j € [N], J (@) =0, 79 (b)) =0
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It is obvious that 1) and 2) implies that this opening satisfies Equations (7.1) and (7.2). Now, 3)
implies that both 5% and 5 are roots of (X +1)(X — 1), and 8) implies that all coefficients of
5 and 3 are zero, except for the constant coefficients. Since we are working over Z,, this implies
) . =(e)
b and b

that are signs.

5) implies that Zd) = B(d)R(d)g(d) +§(d) is well-formed, where €@ is defined as previous but with the
extracted messages. We also have that |21 ||, = HB(d)R(d)g(d) +§(d) oo < V/2565(®), from the norm
verification on Z{%). We notice that since b ¢ is a sign, the distribution of E(d)R(d) is also Binf%xcw,
and therefore, since g(d) is fixed, we can use Lemma 5 to derive that the probability over R(¥) that
12D o0 < %Hg(d)Hoo is less than 27256, Hence we have that [|6®| o < 325(? with probability at

least 1 —272%6 and this opening satisfies equation (7.3).

Similarly, 6) implies that z(¢) = E(e)R(e)g(e) + ﬁ(e) is well-formed, where €' is defined as previous

'R is also Bin%%mm,

we can use Lemma 6 to derive that if

but with the extracted messages. Since 5(6) is a sign, the distribution of 5(8
and is independent of é(e). Since we assumed B(®) < 41;%,
Hg(e) | > B(©), then the probability that Hf(e) | < £B(©)/26 is less than 27128, Hence the probability

that HE(E)H < B is at least 1 — 27128,
4) implies that Z’, which is defined as previous but with the extracted messages, satisfies (£, ' —1) =

0 mod g. This also holds over the integers, since we assumed that (B(®)2 4+ /(v + kpin) NB() < q.
Lemma 18 then implies that T’ is binary. Hence the opening satisfies Equation (7.5).

7) implies that (5, 7;) = (8\%)? — ||§(e)||2 mod ¢g. This also holds over the integers, since we
assumed that 2(m[aX]5i(e))2 + (B(®)? —1 < ¢. This then implies that (BZ-(E))2 - ||g(e)\|2 is a positive
1€ [ve

integer. Hence the opening also satisfies Equation (7.4).

So, either £ will break the hiding property of the commitment, or it finds a valid opening to messages
satisfying Equations (7.1) to (7.5) with probability Pe/(1 —272°6)(1 — 27128) in time 27%. O

7.3.1 Example instantiation

We now have a protocol that can be used to prove various lattice statement. We will give the
overview of one simple example. Suppose that we want to prove knowledge of a MSIS secret with
error, specifically that we want to prove knowledge of (s, e) € R;”*‘" such that ||(s,e)| < B and

As+ e =wu over R,

for public A € Rj*™ and uw € Ry. We can then commit to s in the Ajtai part, and prove with II

-] 12

This is achieved by setting public parameters E; = KZ’},
to only prove (7.4). This proof will be approximately 2.5 times smaller than in the previous works
[16].

<B.

v, = [2} and $; = B, and running II
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Appendix A

Security analysis of [InTT

Theorem 26. Let s = vv/6N for some v > 0. Then the protocol IIyT is complete, meaning that
the honest prover P convinces the honest verifier V with probability

1
" exp(14/y +1/(292))

Proof. According to Lemma 4, the probability that 7P does not abort is at least

1
exp(14/v +1/(2v%))

The tail-bound in Lemma 3 with § = /2 implies that, ||z|| < sv12N, except with negligible

6N
probability /2 exp(—3N)27128 since z has statistical distance at most 2712% from Dye. For an
honest prover, the rest of the verification equations follow from construction. Hence the theorem
holds. O

Theorem 27. Let s = vv/6N for some « > 0. Then the protocol IIyTT is zero-knowledge, meaning
that there exists a simulator S, that without access to secret information outputs a simulation of
a non-aborting transcript of the protocol, such that for every algorithm A that has advantage ¢ in
distinguishing the simulated transcript from the actual transcript, there is an algorithm A’ with the
same running time that has advantage ¢ — 2712% in solving the MLWE; 5 ,, problem.

Proof. We start by noting that z looks uniformly random in R, and that z’ is within statistical

distance of 27'2® from Dges ,, according to Lemma 4. Thus the simulator can simply draw z & R,

and 2/ & D Rs.s. We also know that since y was drawn uniformly at random and from the rejection
sampling that the challenges ¢ and f are independent of z and z’, respectively, and so these can also

just be drawn at random, ¢ & Zg, f &e.

Since the commitment t is computationally indistinguishable from a dummy commitment if the
MLWE; 5, problem is hard, by the hiding property, the simulator can also just draw a uniformly

84



3 ..
random ¢ < Rg. The remaining messages can now be computed as

w=AZ—ci

w' = boz’ — ftg

1 = (by +cby)z' + f2 — f(t1 + cta)

T2 = ((2 —¢)(z — 2¢)by — 2b3 + by)z" — f((z — ¢)(z — 2¢)ty — 2t3 + t4)

Now all the verification equations will hold, and hence the simulated transcript has a statistical
distance of at most 2712® from the honest one. Since the transcripts only differ in that ¢ is distributed
differently, any algorithm A that has advantage ¢ in distinguishing these transcripts, must have
advantage € — 27128 in solving the RLWE5 problem. O

Theorem 28. The protocol Iyt is knowledge sound, meaning that there is an extractor £ with
the following properties. When given rewindable access to a deterministic prover P* that convinces
V with probability e > 2/q + 1/N, & either outputs a solution 5* € {0,1,2}" to A5* = , or a
MSIS1 6,85 solution for by in expected time at most 144/(¢ — 2/q — 1/N) when running P* once is
assumed to take unit time.

Proof. We construct the extractor £ by letting it run P* until it obtains six accepting transcripts,
for three different first challenges c1, co and ¢z such that there are two valid transcripts for different
second challenges f; 1 # fi2, for each of the ¢;’s. The expected time it takes in order to obtain
the first accepting transcript with challenges ¢; and f1; is clearly 1/e. We can now use the heavy
rows argument, to see that conditioned on the first challenge ¢1, £ will with probability 1/2 be able
obtain a valid transcript for a uniformly random second challenge fi o with probability £/2. In this
case &£ obtains the second accepting transcript for first challenge ¢; and second challenge f1 2 # fi1
with probability at least €/2 — 1/(2N), since the challenge space for the second challenges is of size
2N. This has expected time (/2 — 1/(2N)) L.

For the third transcript with challenges co # ¢1 and fa 1, the extractor now succeeds with probability
at least € — 1/q, and hence in expected time at most (¢ — 1/q) ™!, since the size of the first challenge
space is ¢. Again by the heavy rows argument, with probability 1/2, £ obtains another valid tran-
script conditioned on ¢y with a uniformly random second challenge with probability /2 — 1/(2q).
In this case £ obtains the fourth accepting transcript for co and f2 2 # f2,1 in conditioned expected
time at most (¢/2 —1/(2¢q) — 1/(2N))~%.

For the fifth transcript with first challenge c3 # c2 and uniformly random f5;, £ succeeds in
expected time at most (¢ —2/q)~!. For the sixth transcript with f3 2 # f3.1, £ with probability 1/2
succeeds in conditioned expected time at most (¢/2 —1/q — 1/(2N))~%.

Thus we can say that with probability 1/2, £ is able to obtain two valid transcripts for each of
the ¢;’s in expected time at most

1 1 3
=2/ VTR N S c=2jg— 1N

So in total, with probability 1/8, £ obtains the six accepting transcripts in expected time at most

7 9
 e—-2/¢—1/N’
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We limit the run time of £ to 27, so that if the extractor does not obtain these six transcripts within
reasonable time, which happens with probability 7/8, it will just terminate. With this new condi-
tion, we can use Markov’s inequality to get that the extractor now obtains the six valid transcripts
in expected time at most 27 with probability 1/16. So in total, when we account for restarting in
case of failure, the extractor will obtain the valid transcripts in expected time at most 167".

We now denote the last messages by P* in the accepting protocols by zz'»J» fori=1,2,3and j =1,2.

For the pairs of transcripts with the same first challenge, we define the differences z] = z;, — 2,

and f; = fi1 — fi2. From the verification equations we get that boz; ; = w' + fi jto, which implies
that B
bozg = flto
For each ¢ = 1,2, 3 we can now define the openings of t as
2!
my =t — b=, fork=1,....,4
i
All of these are valid relaxed openings, and we have that |z;|| < 2B, since the z; ; are such that
|2; ;|| < B. If we now were to obtain different openings my # mj, for two different i, we would get,
for instance, that
2} 24
tp, — b=t £ t, — b =2,
f1 fa
This implies that bo(fy2] — f;25) = 0, which since fo2] — f125 # 0 and || f;2}]| < 2||2}|| < 4B, gives
us an MSIS; ¢ g solution.

So we assume that the openings are the same for ¢ = 1,2,3, and denote by z; the message z
that is sent by the prover in the two transcripts for challenge ¢;. The verification equations now
implies that

(b1 + ¢iba)zi ; + fijzi = @1 + fij(t + cita).
By subtracting for j = 2 from j = 1 for the same ¢, we get that

/!

2z
(b1 + Cib2)?l + z; = t1 + ¢ta.

K3
If we define the opening m; = y*, ms = s*, we get the following opening corresponding to ¢ + ¢;ts:

2!
y* +¢is" =mq +cimo =t +cits — (b1 + Cibg)?.

%

LS

Hence we have that z; = y*+c¢;s*, and the messages z; are of the expected form. From the verification
equations we further also get that

((zi — ¢i)(zi — 2¢;)by — 2;b3 + b4)zl’»’j =@, + fi;((2i — ) (zi — 2¢;)ta — zit3 + ta).
We can now use the opening (z; — ¢;)(z; — 2¢;)s* — z;m3 +my corresponding to (z; — ¢;) (2 — 2¢;)ta —
zits + t4 and that z; = y* + ¢;s*, to get the following:
(zi — ;) (zi — 2¢;)8" — zimgz + my
=W 4™ =)y +e(s"—2))s" —y"mg — c;s"mg + my
((y*)?s* —y*msz +my) + (y* (25" —3) —mz)s*c; + (s* — 1)(s* — 2)s*c?
0.
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So we have a quadratic polynomial that is zero in ¢, ¢ and c3, which can be expressed in the
following matrix-equation over R,:

1 e &) [((y*)2s* — y*mg +ma) 0
1 ¢ c3 (y*(2s* —=3) —mg)s* | = |0
1 ¢35 ¢ (s* —1)(s* — 2)s* 0

Since the difference of each of two of the challenges c1, 2, c3 is invertible over Ry, the first matrix is
invertible. Hence this implies that (s* — 1)(s* — 2)s* = 0. We can take the NTT transformation of

this equation, to get that
§0(§"=1)o(8"—=2)=0

in Zfl\'. This implies that the coefficients if §* are in {0,1,2}.

Finally, we can use the second verification equation, AZ; = W+ ¢;@, to obtain A(2; —22) = (¢1 —c2) 4.

But since o
21— 22 A
= 8*7

C1 — C2

and §* has coefficients in {0, 1,2}, this is the desired solution to the linear equation with A. O]
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Appendix B

Security analysis of Hopen and Hprod

B.1 Opening proof
Theorem 29. Suppose that s = yx/(A+ p+ 1)N for some v > 0. Then the protocol IIg,, is
complete, meaning that the honest prover P convinces the honest verifier V with probability
N 1
exp(14/y +1/(2v?))

Proof. According to Lemma 4, the probability that P does not abort is at least

1
exp(14/y +1/(2v%))

and the z; has statistical distance at most 27128 from D patu+1 - According to Lemma 3 with § = V2

we have ||z;]] < B = 54/2(A + pu+ 1)N, except with negligible probability /2 (At DN exp(—(A +
1+ 1)N/2). For an honest prover, the remaining verification equation holds by conbtruction, and
hence the theorem holds. O

Theorem 30. Suppose that s = yr/(A+p+1)N for some v > 0. Then the protocol I1g,,, is
zero-knowledge, meaning that there exists a mmulator S, that without access to secret information
outputs a simulation of a non-aborting transcript of the protocol which has statistical distance at
most 27128 to the actual transcript.

Proof. By Lemma 4 the z; are within a statistical distance of 2728 from Dpgs+u+1 5 in non-aborting

honest transcripts. Hence the simulator can just sample z; &b Rr3+u+1 5. Also from the rejection
sampling, we get that the challenge c is independent of the z;, and so the simulator can simply draw

a random ¢ & C'. We can now define w; = Byz; — '(c)ty, and thus the verification equations will
hold. Hence the simulated transcript has statistical distance at most 2728 from the honest one. [

Theorem 31. Let p be the maximum probability over Z, of the coefficients of ¢ mod X IN/E _ ¢l
as in Lemma 14. Then the protocol Hopen is knowledge sound, meaning that there is an extractor
& with the following properties. When given rewindable access to a deterministic prover P* that
convinces V with probability e > p'N/*_ £ either outputs a weak opening for the commitment ¢ or an
MSIS, x+u+1,8x5 solution for By in expected time at most 1/e + (k/1)(e — pN'/¥)~! when running
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P* is assumed to take one unit time.

Moreover, the weak opening can be extended to also include k vectors (ye); € R;J\‘H”‘l such that
By(ye); = w;, where w; are the prover commitments sent by P* in the first round. Further-
more, for every accepting transcript of an interaction with P*, the prover replies are given by
zi = (Ye)i + o' (c)7e.

Proof. We construct the extractor £ by letting it repeatedly run P* with freshly sampled challenges
until it obtains an accepting transcript, (w;, ¢, z;). Next, for each j € Zy, yE & rewinds the prover to

just after the first round and sends a random challenge that differ from ¢ mod (X"V/*k — ¢7%) until
it obtains an accepting transcript (w;,¢;, 2;;). In this manner, £ obtains &/l more accepting tran-
scripts such that for each of the k/I ideals (X'N/* — (3%), there is a transcript whose challenge differ
modulo (XV/F —(31). We can now write ¢; = c¢—c;, and by construction ¢; mod (X"V/* —(it) #£ 0.

We can now fix e € {0,...,l—1} and f € Z;k/l, and focus on the prime ideal s5.; = o*( XNk — (),

that is a divisor of (X'N/* — ¢f1). We know that there must exist an e’ € {0,...,1 — 1} such that
0 (¢5) mod p.s # 0. Hence we can define

Ze! T Zel f
T = ——— mod .
( ef)e O’e/ (Ef) pef

Next, we define 7. € R)T#*! to be the vector for which re = (ref)e (mod pey) for all e € {0,...,1—1}

and f € Z;k/l. We now show that either o(¢;)re = z; — z;; for all i € {0,...,l — 1} and j € Z;k/l,

or we find a MSIS solution for By. From the verification equations we have that
B()(Zi — Zij) = Ji(Ej)to (Bl)

foralli € {0,...,l—1}and j € Z;k/l. This implies that we either have a MSIS,, x4 ,+1 8xp solution
for By, or that ) _
0 (Er)(zi — zij) = 0'(¢)(zer — Zer).
We assume that the latter is true, for which we get that
Ui(éj)"'e = Ui(éj)(ref)e
i\ B~ Zelf
=o'@) o (¢y)
= z; — zi; (mod pey).

Our claim now follows from the Chinese remainder theorem. We can plug this into (B.1), and get
that for all 7 € {0,...,1 — 1} and j € Zj ,, it must hold that Boo'(c;j)re = 0'(¢;)to. This in turn
implies that

BoT‘e = to.

We can now define the extracted message me to be such that
t, = <b17re> + me.

Hence the extractor has obtained a weak opening (0%(¢;), Te, m.) for the commitment ¢, for which
o () )rell < 2B.
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We now investigate the run time for the extractor. Obtaining the first transcript is expected to
take time 1/e. When we put our restriction on the challenges, the success probability is reduced to
at least ¢ — pV/k. Thus the total expected time for the extractor to obtain the 1 + k/I accepting

transcripts is at most
1 k 1

e le—pN/k
We now consider the (ye);, and set them to be the vectors defined by

zi = (Yi)e + o' (C)7e.
Clearly it must hold that Bo(ye); = Bo(z; — 0'(c)re) = w;. Suppose now that there is another
accepting transcript with the same w;, (w;,c,z}), and write z/ = (yl); + o'(¢')re. From the
verification equations for z; and z] we get

Bo(zi — Z;) = O'i(E)to

for all i € {0,...,l — 1}, where ¢ = ¢ — ¢/. Using the same argumentation as for (B.1), we get that
we either have a MSIS solution or that

’

¢ (¢f)(2i — 2}) = 0" (2) (zer — zery).

Since zer — Zerp = o¢ (€f)re, this implies that

o @r)((ye)i — (yl)i) = 0.

But since o€ (¢7) # 0 (mod p, ), this implies that (ye); = (y.); (mod pes). Thus (ye); = (y.)i, and
hence the theorem holds. O

B.2 Product proof

Theorem 32. Suppose that s = yc8+/(A + p+ 4)N for some v > 0. Then the protocol 117 _, is

prod
complete, meaning that the honest prover P convinces the honest verifier V with with probability

1
~ exp(14/7 1 1/(22))°
Proof. According to Lemma 4, the probability that 7P does not abort is at least
1
o1/ +1/(277))°

and the z; has statistical distance at most 2712 from Dga+u+4 4. According to Lemma 3 with § = v/2

we have ||z;|| < 8 = s¢/2(A+ 4+ 4)N, except with negligible probability \/i(M_HH)N exp(—(A +
i+ 4)N/2). For an honest prover, the remaining verification equation holds by construction, and
hence the theorem holds. O

Theorem 33. Suppose that s = ys8+4/(A+ p+ 4)N for some v > 0. Then the protocol 113 o
is zero-knowledge, meaning that there exists a simulator S, that without access to secret informa-
tion outputs a simulation of a non-aborting transcript of the protocol, such that for every algo-
rithm A that has advantage ¢ in distinguishing the simulated transcript from the actual transcript,
there is an algorithm A’ with the same running time that has advantage ¢ — 2712% in solving the
MLWE 4,144, u+4,y Problem.
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Proof. By Lemma 4, the z; are within a statistically distance of 27128 to Dpgxtu+a ¢ in non-aborting

transcripts. Hence the simulator can just sample z; &b RrA+u+a 5. Also from the rejection sampling,
we get that the challenge ¢ is independent of the z;, and so the simulator can simply draw a random

cﬁC’.

By the hiding property of the commitment scheme, the commitments are indistinguishable from
truly random if the MLWEx 4,44 .14, problem is hard. Hence the simulator can also just sample

random ¢, & Rl and t1,2,t3,¢4 & R,. The remaining messages can then be defined as

w; = B()Zi — Oi(C)tO
Ja = (ba, z9) — cts

k—1
v="> i (FV £+ £ + fa
=0

Thus the verification equations will hold. Hence an adversary that has has advantage ¢ in distin-
guishing the simulated transcript from the real one, must have advantage € —2712% in distinguishing
the MLWE 44,44, samples in the commitments from uniform. O

Theorem 34. Let p be the maximum probability over Z, of the coefficients of ¢ mod X!N/k — (!
as in Lemma 14. Then the protocol II7 ; is knowledge sound, meaning that there is an extractor
& with the following properties. When given rewindable access to a deterministic prover P* that
convinces V with probability ¢ > (3p™ / k)l & either outputs a weak opening for the commitment
t with messages (mq)e, (m2)e and (mg)e such that (mq)e(ma)e = (M3)e, or a MSIS,, x1,44,8:B
solution for By in expected time at most 1/ 4 (k/1)(e — pV/¥)~! when running P* is assumed to
take one unit time.

Proof. The extractor £ is constructed by first letting it open the commitments ¢;,...,%t;. We can
then use Theorem 31 to see that either £ finds a MSIS,, x4 ,+4,8xp solution for By, or that it can
compute vectors y. and 7. such that for ever accepting transcript with first messages t and w;, we
have that

zi = (Ye)i + o' (c)7e.

From this we can then define the extracted messages (mq)e, . .., (m4)e to satisfy

The first three messages will be independent of the challenges «;, since their corresponding commit-
ment was sent before the challenges were chosen, but (m4)e can depend on the «;’s. We can now
use the expression for z; and input the commitments into the expressions for the f;’s to obtain

£17 = (b, (ge)i) — o' () (m;)e for j =1,2,3
f1 = (ba, (Ye)o) — c(ma)e
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We can now substitute these expressions into the last verification and get that

(b (wo Zaz (B ()i b2 (3
+ czaz (B3 (we)a) = (m)efba. (ve)) — (ma)elba, (we):) — (ma)e)

(Za o7 ((m1)e(ma)e — (mg)e)> —v=0.

For any accepting transcripts it is important that this holds, and that this polynomial in ¢ has
coefficients that are independent from c¢. As we recall, (my4). and v are the only terms that can
depend on the «;’s

We now assume that (mq)e(ma)e # (Mm3)e, and bound the success probability conditioned on this
assumption. We must in this case have that (mj)e(ms)e — (m3)e is non-zero modulo at least one of
the prime ideals:

(m1)e(mz)e = (m3)e # 0 (mod o (XN/* — (7))

for some 7 € {0,...,l—1} and j € Z;k/l. Then we have that the following polynomial

Zal Je(ma)e — (m3)e) mod (X'N/F — ¢I7)

is uniformly random for uniformly random «;. The probability then that it is non-zero modulo all
[ prime ideals that divide (X"V/k — ¢71), is (1 — qN%)l. Also, modulo each prime ideal, there can
be at most two points that make the evaluation of the previous verification polynomial zero. Hence
there are only 2! possible elements modulo X"V/k — (1. So, if we assume that the probability of ¢
mod (X Ik ¢ 1) hitting an element is at most p'~ /% the success probability of the prover must
be bounded by 2!p!N/k,

But if p is zero in one of the [ prime ideals, which has probability qN%(l - q}\}/k )i=1 of happening,

then there are at most 2/~1¢™V/¥ possible values for ¢ mod (XlN/k — ¢’1). Hence the success prob-
ability in this case is bounded by 2!=1¢N/*pN/k We can continue this argument for each of the
cases, and we can see that the total success probability must be bounded by

L NS Nk Nk N/k\!
5<Z<><N/k) (1——qN/k) l=igiN/k N/ <(3p/).

This is a contradiction to the bound in the theorem, and thus we must have that (mj)e(mz)e = (M3)e-
We notice that the running time for the extractor is the same as the running time for the extractor
in Theorem 31, and hence the theorem holds. O
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Appendix C

Security analysis of [ ner

Theorem 35. Suppose that s = yk5+/(A+ p+ 2)N for some v > 0. Then the protocol ITipner is
complete, meaning that the honest prover P convinces the honest verifier V with with probability

1
T oxp(14/7 +1/(292))

Proof. According to Lemma 4, the probability that P does not abort is at least

1
exp(14/y +1/(272))’

and the z; has statistical distance at most 2712 from Dga+u+2 4. According to Lemma 3 with § = v/2

we have ||z;|| < 8 = sy/2(A+ p+ 2)N, except with negligible probability \/i(M_“H)N exp(—(A\ +
1+ 2)N/2). For an honest prover, the remaining verification equation holds by construction, and
hence the theorem holds. O

Theorem 36. Suppose that s = yx8+/(A+ p+ 2)N for some vy > 0. Then the protocol Iinner
is zero-knowledge, meaning that there exists a simulator &, that without access to secret informa-
tion outputs a simulation of a non-aborting transcript of the protocol, such that for every algo-
rithm A that has advantage ¢ in distinguishing the simulated transcript from the actual transcript,
there is an algorithm A’ with the same running time that has advantage ¢ — 27128 in solving the
MLWE 4142, 42, Problem.

Proof. By Lemma 4, the z; are within a statistically distance of 27128 to Dpatutz 5 in non-aborting

transcripts. Hence the simulator can just sample z; &b RrAut2 5. Also from the rejection sampling,
we get that the challenge c¢ is independent of the z;, and so the simulator can simply draw a random

c ﬁ C. Since the polynomial h is such that hg = -+ = hy_1 = 0 and the other coefficients are
uniformly random, the simulator can also just sample h & {h€ Ry :hy="-=hg_1 =0}. The

simulator also just draws the independently uniformly random challenges ¥, & Lq'.

In honest protocols, r is statistically independent of the z;’s, c, h, the 4,’s, 5 and g, and thus the
commitment ¢ is indistinguishable from uniform if the MIWEx4,, 2 442, problem is hard, by the
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hiding property of the commitment scheme. Hence the simulator can also simply sample ¢ & Rg*z.
The remaining messages are now constructed as

w; = Byz; — o'(c)ty,
-1 -1

1 _ o i
v, = ZTX#ZUV<<NTT 1(NAT’)/H)b1,Zi_V mod l>) + <b2,zi> —0 (C)(T +to — h),

©n=0 v=0

so that the verification equations will hold. Now the simulated transcript is indistinguishable from
the real one, in the sense that if there is an algorithm that can distinguish between these transcripts
with advantage e, then it has advantage ¢ — 27128 in distinguishing the MLWE Ap+2,u+2,x samples
in ¢t from uniform. [

Theorem 37. Let p be the maximum probability over Z, of the coefficients of ¢ mod XIN/k _ ¢l
as in Lemma 14. Then the protocol Il e is knowledge sound, meaning that there is an extractor
& with the following properties. When given rewindable access to a deterministic prover P* that
sends the commitment ¢ in the first round and convinces V with probability € > ¢~ + p°, £ either
outputs a weak opening for the commitment ¢ with message se such that ANTT(3.) = @, or an
MSIS,, A+ +2,8x5 solution for By in expected time at most 1/e + (N/I)(e — p')~! when running P*
is assumed to take one unit time.

Proof. The extractor starts by opening the commitments ¢; and €. Since the IIg,., protocol was

used for the commitment opening proof, we can use Theorem 31 to see that unless £ finds a
MSIS,, x+u+2,8x8 solution, it can compute y. and 7. such that for every accepting transcript we
have

2 = Ye + 0 (c)Te
Next, we let 5. € R, and g € R, be the extracted messages defined by

t; = <b17re> + 3. and &y = <b27re> + Ge.

If we substitute these expression into the commitment 7 to f, we get

-3 (T AT )

where

-1

fo= ZZX"Z (NTTH(VAT5, )50 — (7, 70))

From construction we know that for all g = 0,...,1 — 1 we have (f.), = (A5 — 4,7,), where
S5e = NTT(3.). We also get from the last verification equation that

Z X”Z ( NTT NAT")’#)bla (ye) —v  mod l>> + <b27 yE> -V, = Ui(c)(fe + Ge — h) (C]')

for all i = 0,...,1 — 1. All coefficients of these linear polynomials in o(c) are independent of ¢ in
an accepting transcript.
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We now investigate the success probability € of a prover, conditioned on AS. # «. In this case,
for all 4 = 0,...,1 — 1 we have that (f.), are uniformly random elements in Zq, and hence also
(fe)u + (ge), is uniformly random. But since h, = 0 for all 4 =0,...,l —1 in accepting transcripts,
we can only get that (fe), + (ge)u — (he)y = (fe)u + (ge), # 0 if there exists some j € Z5y with
fe+ge—h mod (X — ¢?) # 0. This means the in order for (C.1) to hold for all 4, there is only one
possible value modulo (X! — ¢7%) for the challenge c¢. And since we bounded the probability of each
coefficient of ¢ mod (X! — ¢7!) by p, we thus get

!
1
e = Prlaccepting] < () + Prlaccepting |(fe), + (ge), # 0 for some p)
q

n'
<|-) +p.
q

This is a contradiction to the bound in the theorem, and hence it must hold that As, = u. O
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