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ABSTRACT
In the early years of children’s lives, parents and caregivers greatly
influence children’s device use and access to online activities. Chil-
dren’s learning and online behavior typically start to develop based
on their experiences within the family environment. In this paper,
we highlight the significant role of parents and the importance
of parent–child collaboration in cybersecurity education. We also
briefly present our ongoing efforts to improve parent–child collab-
oration in cybersecurity education through a game-based learning
approach. When crafting solutions to increase children’s cyberse-
curity awareness, future researchers and designers should take into
account and ensure an active and engaging role for parents that
goes beyond merely monitoring and regulating children’s online
access and activities.

CCS CONCEPTS
• Security and privacy→ Social aspects of security and pri-
vacy.
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1 CYBERSECURITY AWARENESS AND
CHILDREN

The importance of developing digital skills among children is rec-
ognized by many countries and reflected in school curricula world-
wide. Developing digital skills leads children to use the internet,
online services like email, and a wide range of online software.
They use the internet for education, entertainment, and communi-
cation. While online, children encounter a significant number of
opportunities and risks. However, they are less likely to understand
the overall risks, the ramifications of disclosing their personal in-
formation, and the implications of their actions on their own or
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others’ lives [9]. Thus, children need help to use the internet safely
and to learn about the possible risks and consequences.

Children’s cybersecurity awareness research is currently receiv-
ing significant attention from both industry and the scholarly com-
munity. Research shows that children are also vulnerable to many
risks in the digital world [24, 26]. Privacy violations, password secu-
rity, stranger dangers, cyberbullying, phishing, targeted marketing,
exposure to inappropriate content, identity theft, and financial
scams are just some examples of these risks [24]. Researchers have
designed and proposed various tools for teaching children about
cybersecurity, in addition to investigating the relevant risks for
children and how they are affected by those risks [24, 31].

While proposing techniques for raising cybersecurity awareness
and developing tools such as games or mobile applications for
children, most existing research focuses on children alone (for
example, [3, 15, 30]). Especially when designing educational games
for children, we often see children as the only user group in the
game (for example, [5, 15]). Thus, adults usually do not participate in
the game itself in any meaningful way. Very few existing resources
(including [2, 18]) actively involve the parents or caregivers in the
game or media. Adults are mainly expected to facilitate, control,
or monitor children’s access and activities [22]. However, because
children do not have the same maturity and cognitive ability as
adults, it might be difficult for them to learn alone and develop
the required abilities to grasp internet safety and threats without
sufficient engagement and guidance from adults. In most existing
research that proposes or applies a game-based learning strategy,
parents are insufficiently involved, despite their significant impact
on their children’s internet activity and online behavior.

At the same time, it may be difficult for many parents to keep
up with the rapid technological progress and maintain the same
digital competence and speed as their children [11, 23]. Today’s
children have been born and raised in a digital environment and
are surrounded by any number of advanced technology and devices
in practically every aspect of their lives. However, this is not the
case for adults born 30 or 40 years ago. As a result, it is essential
that parents and children collaborate to help one another with
knowledge and skills related to online security.

In our study, we address this need by designing a collaborative
cybersecurity awareness game for children and parents. Our study
aims to increase children’s cybersecurity knowledge and awareness
in a playful and engaging manner by using game-based learning
and to involve parents in this process to improve familial com-
munication and parental understanding of children’s internet use
and cybersecurity. Along with increasing children’s awareness, en-
couraging dialogue between parents and children will help parents
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to enhance their knowledge about recent technologies and online
security topics.

2 WHY DOWE NEED PARENT–CHILD
COLLABORATION?

Schools and families play an essential role in helping children learn
about online etiquette, cybersecurity, and the risks linked with
virtual platforms. Lester et al. [17] demonstrated that involving
families in school efforts to prevent and manage bullying behavior
can help reduce children’s bullying behavior and positively impact
parent–child communication about bullying. In the early years of
children’s lives, they start learning at home with the help of parents
or caregivers, long before they go to school. Thus, it is critical that
parental guidance and home-based learning about cybersecurity
begin as soon as children start using smartphones or tablets for
entertainment. More cybersecurity education and digital skill de-
velopment can be provided in schools once children have a basic
understanding of how to use the internet and online services.

Parental privacy concerns and mediation techniques can impact
children’s internet use and online privacy practices [29]. Research
also shows that security risks such as children’s privacy violations
can be (unwittingly) perpetrated by their parents or relatives [20].
Therefore, parents themselves may not be sufficiently knowledge-
able about internet use and cybersecurity issues to provide their
children with the necessary guidance [11] and need additional sup-
port and resources to keep their children safe online [10].

We believe collaboration between parents and children can make
this endeavor more effective and beneficial, as they need the same
knowledge and abilities. Engaging parents in learning activities
with children (such as reading books and using computers for educa-
tion) supports the growth of children’s cognitive abilities [16]. The
success of one participant aids the achievement of other participants
in collaborative learning because individuals are accountable for
both their own learning and that of their peers [13]. Hence, having
acknowledged the benefit and value of parent–child collaboration,
researchers have begun looking into ways to improve that collabora-
tion, as in technology use [8] and jointly managing parental control
tools [1, 14]. These existing studies have demonstrated the value
of involving parents in raising children’s awareness and shaping
their behavior.

When it comes to children’s cybersecurity awareness and the role
of parents and caregivers, researchers have largely studied adults’
perceptions (for example, [23, 27]) and concerns about children’s
cybersecurity knowledge and awareness (for example, [4, 19, 21]).
Although all these studies on cybersecurity awareness training
emphasize parental and caregiver involvement, we have not come
across any that use a game-based learning strategy to encourage
parent–child collaboration in cybersecurity awareness learning. As
primary caregivers, parents are generally expected to play an active
role in ensuring their children’s internet safety and privacy, partic-
ularly for children under 13. Adopting such a mediating position
for the parents can be difficult and delicate [23] because building
that kind of parent–child relationship requires understanding and
communication. However, when holding parents primarily respon-
sible for mediating children’s online interactions, we sometimes
overlook the importance of providing meaningful opportunities

for parents to engage in their children’s online interactions when
designing digital solutions for children [22, 25].

3 THE PROSPECT OF GAME-BASED
LEARNING

According to Zhang-Kennedy and Chiasson [31], digital games are
one of the most widely used tools to raise cybersecurity aware-
ness. Using games for educational purposes is now very popular,
regardless of target user age. When education becomes fun and
attractive, children become more motivated and interested in learn-
ing. Several studies on this issue have been carried out and many
cybersecurity-based gaming applications developed in the last few
years to educate users (for example, [3, 5, 12, 30]). Most of those
studies report positive results and impacts on users in employing
game-based learning and games as cybersecurity education tools.
These applications and games seek to teach users about various
cybersecurity issues and risks like privacy, phishing, password
hygiene, and malware.

Since game-based learning has been shown to be beneficial for
both adults and children, using this method to increase parent–
child cooperation and raise cybersecurity awareness has significant
potential. As noted above, researchers who have explored ways
to increase parent–child collaboration found promising results.
Hence, we believe that combining this perspective on collaboration
with game-based learning techniques is worth exploring in future
research.

4 OUR ONGOING EFFORTS
Recognizing the importance of parent–child collaboration and the
value of games as learning tools, we are in the midst of designing
and testing a collaborative family game for cybersecurity awareness.
Our aim is to help parents and children learn about cybersecurity
topics and facilitate dialogue and collaboration between parents
and children on these subjects.

4.1 The game
Our proposed game, "CyberFamily," is a two-player maze game that
parents and children will play together (Figure 1). Puzzle games like
mazes are widely acknowledged for teaching players patience, per-
sistence, critical thinking, and problem-solving techniques. Inspired
by existing studies [6, 7, 28] that use maze games for educational
purposes, we have used this game genre in our study for cyberse-
curity awareness and education. We have also included other game
components, such as challenges and questions, in our proposed
game. The game consists of the following steps.

(1) The players take turns playing.
(2) Player 1 (either parent or child) enters the maze from one

point and advances first.
(3) When Player 1 reaches a challenge, he or she picks up a

challenge card and answers the questions on that card.
(4) After Player 1 responds to the first challenge, Player 2 begins

the game from a different entry point.
(5) When one player engages in play, the other player will pause

and watch until that player has responded to a challenge.
(6) Player 1 will continue moving through the maze once Player

2 has responded to one challenge.
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(7) The game continues until both players arrive at the endpoint
of the maze.

(8) At any point during the game, the players can interact and
help each other answer the challenges.

The players will encounter challenges in the form of questions
as they advance through the maze. To design these challenges, we
combined a quiz-style design with storytelling. Each challenge will
present a cybersecurity-related scenario and ask the player to an-
swer questions related to that scenario. In order to keep moving,
players need to answer these questions. Before arriving at the des-
tination, each player must complete five challenges by answering
the questions correctly. The children’s challenges focus on how
much they understand the risks presented in the scenarios and
how they would act in a similar situation. Meanwhile, the parent-
specific challenges are more concerned with parents’ perspectives
and how they would respond in similar circumstances involving
their children.

4.2 Initial findings
We have already conducted a pilot study with four pairs of parents
and children to test the feasibility of the game using a low-fidelity
paper prototype. Children aged 9 to 12 and their parents are the
game’s intended demographic. In the pilot study, the parent–child
pairs played the game and participated in focus group discussions.
It is important to note that, during the pilot study with this initial
version of the game prototype, we aimed to promote discussion
and dialogues among the parents and children; thus, we did not
introduce a rule for the game on whether the payers need to answer
the questions correctly or not. We allowed the parents and children
to discuss the questions and help each other with the correct answer.
In the focus groups, we asked the parents and children about their
experiences of the game and their opinions about it. Our preliminary
findings suggest promising outcomes. The game’s concept was well
received by both parents and children, who offered helpful feedback.
In this study, we mainly tested the feasibility of the game idea to
see how the participants reacted to the idea of a collaborative game
for parents and children. However, we did not perform a thorough
evaluation of the game and its learning impact at this stage.

4.3 Future works
We are now working on further developing the game. The user
interface of the game will be improved in the next stage to make
it more appealing to children. We are also aiming to improve the
game’s challenges and introduce new ones. Furthermore, as noted
above, the primary goal of our pilot research was to assess the
overall feasibility of the game. We intend to carry out additional
user trials with a larger group of participants to evaluate the game’s
learning impact and viability. The next stage will be an experiment
to test the following hypotheses:

H1. A collaborative family game can facilitate collaborative learn-
ing between parents and children.

H2. The collaborative aspect of a game can create an environment
for dialogue between parents and children.

H3. A collaborative family game on cybersecurity can be engag-
ing for both parents and children.

Our next experiment will test these hypotheses by determining
whether the game can in fact teach parents and children about
cybersecurity. It is reasonable to assume that parents are more
knowledgeable about and aware of the risks involved with online
activity, but it will be both intriguing and important to observe
whether the game and the attendant interaction with children can
teach parents anything new. We also want to assess whether and
how the game encourages conversations between children and
their parents, in addition to assessing the learning impact. Finally,
we want to see if the proposed collaborative family game can be
entertaining and engaging for both parents and children.

The target audience of this study will be the same as our pilot
study; that is, children aged 9 to 12 and their parents. The partici-
pants will be recruited through a local technology club for children.
Children participate in various activities at this club, including
robotics competitions and Lego leagues at the national and interna-
tional levels. This club is a voluntary organization run primarily by
parents of the participating children; it currently has 11 children
who regularly take part in its activities, while some other children
participate occasionally.

5 CONCLUSION
In this paper, we seek to emphasize the value of parent–child collab-
oration in educating both parents and children about cybersecurity.
We argue that while developing cybersecurity education tools and
solutions for children, future researchers need to think more about
the role of parents and the importance of their involvement. Our
efforts to ensure that children are safe online will be more success-
ful if we give parents a chance to get involved and give them a
proactive role in interacting.

However, it is also worth noting that children need to develop
independence, the ability to think critically, and the capacity for
autonomous decision-making. Parental involvement in the edu-
cational process must be carefully balanced and must not impair
children’s cognitive growth. We argue that parents should start
educating children about internet safety and use at home as soon
as children are exposed to devices and the internet so that, as they
grow up and start using devices and online services on their own,
young people will be able to recognize security concerns and take
appropriate action. In addition, the collaboration between parents
and children should give children the self-assurance to share both
positive and negative internet experiences with their parents and
ask for assistance, if necessary.
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Figure 1: The maze game and examples of the challenges (Yellow cards for parents and green cards for children)
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