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Summary

Data privacy is critical for users who want to use Cloud storage services. There is a sig-

nificant focus on Cloud service providers to address this need. However, in the evolving

dynamic cyber-space, privacy infractions are rising and pose threats to Cloud storage

infrastructures. Several studies developed various models and techniques to ensure

the privacy of Cloud storage contents. However, these models came with several short-

ages in the privacy-preserving attributes they cover. Thus, this article identified a

comprehensive set of Cloud data storage privacy-preserving attributes to propose a

flexible and efficient framework to handle the privacy problem. This framework uses

a multi-layer encryption storage structure and a one-time password authentication

technique. The findings of this article intend to help future communities to enhance

existing techniques or develop new research-based practical alternatives. Since Cloud

computing is a rapidly growing technology, new privacy vulnerabilities emerge daily.

Future research might confirm the findings of this article and test the suggested frame-

work in different contexts.
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1 INTRODUCTION

There is an increasing interest in using Cloud Computing (CC) for digitally-connected and data-driven smart systems.1 CC enables on-demand access

to greater resources and data services at a scale to support data-driven systems.2 With all of the hype around the Cloud’s capacity to store data safely

and dependably, a major problem has surfaced that concerns personal data or information privacy.3 Privacy of the data is a critical requirement.4

Privacy attacks may disrupt Cloud storage services which will result in financial losses for both the users and service providers.5 This aids in

restricting access to sensitive data such as passwords, identifying information, health records, and other vital information that may put governments,

organizations, or people at risk if it fell into the wrong hands.6 In the last several years, the use of Cloud privacy-preserving techniques has gotten

a lot of attention. We may describe privacy-preservation techniques as a variety of mathematical or cryptographic algorithms-based concepts and

methods that handle crucial and dangerous challenges to various cyber sectors while also yielding the best techniques for establishing a dependable

and safe system.7 Depending on the nature of the threats, privacy-preserving techniques might differ in design and structure. However, they have

a similar goal: to ensure that the operating system’s privacy is protected.8

Several recommendations for privacy-preserving techniques have lately surfaced. In different ways, different attributes were taken into

account in the proposed techniques. Moreover, although privacy-preserving techniques are distinctive in their design, the necessity to adapt them in

the workplace is growing at a rapid pace.9 However, the bulk of these techniques was created to achieve certain goals, such as improving user identity,
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data integrity, and data analysis, among others.10–14 As a result, a comprehensive framework that can fulfill various privacy-preserving attributes is

still a major demand.7,15,16 The primary focus of this study is to provide a framework that meets different attributes of privacy-preserving while also

introducing innovation in data storage and retrieval on Cloud storage. Accordingly, the following research questions are addressed in this article:

• What are the privacy-preserving attributes of Cloud data storage?

• How can these attributes be met in a privacy-preserving framework?

This study’s contributions are as follows. Firstly, we reviewed the literature to identify the different attributes of privacy-preserving of Cloud

data storage. Five attributes’ categories were identified: design management (includes five attributes: design features, data auditing approaches,

cryptographic techniques, external assets, and Cloud-storage structure), key management (includes four attributes: key generation mechanism,

key length, key governance, and key function), test management (includes two attributes: test environment and tests applied), threat management

(includes two attributes: threats types and threats addressed), and performance management (includes three attributes: performance standards,

abnormality, and privacy achievements). By identifying these attributes, this article provides direction for designing appropriate, versatile, and

trustworthy privacy-preserving techniques. Secondly, a privacy-preserving framework, based on the identified attributes, was developed. This

framework deploys a multi-layer encryption system with one-time password (OTP) technology. The multi-layer encryption technique aims to achieve

privacy and authentication while using OTP technology to provide the second line of defense against identity fraud threats. Finally, we compared

the proposed framework with previous privacy-preserving techniques. The remainder of the article is laid out as follows. The research background

and related work are presented in Section 2. The attributes of privacy-preserving Cloud data storage are discussed in Section 3. The proposed

privacy-preserving of Cloud data storage framework is discussed in Section 4. The implications, future directions, and limits of this article are

discussed in Section 5. This article comes to a close with Section 6.

2 RESEARCH BACKGROUND

2.1 Privacy-preserving

Data privacy can be described by several attributes including identity privacy (i.e., the identity of the users should be secret, except for autho-

rized entities), data privacy (i.e., data should be secret, except for authorized users), and usage privacy (i.e., the activities of users should be secret,

except for authorized parties).17 Because of the fast expansion of the internet and informatics areas in recent years, privacy safeguards have begun

to appear in cyberspace.18 As a result, industry experts began to explore and build innovative solutions to address privacy concerns.19 The first

endeavor focused on gaining a better knowledge of data preservation and finding a valid definition for privacy-preserving techniques.20

Power outages, hardware issues, and network outages can all result in Cloud data failure. As a result, various recommendations were offered

in the literature, such as randomization, micro-aggregation, and data condensing to preserve data stream privacy.6 Furthermore, the creation of

a privacy-preserving technique necessitates a one-of-a-kind approach that incorporates critical attributes of privacy-preserving.7 Nagaraj and

Kumar21 proposed a four-component design for a privacy-preserving technique, comprising a user engine, user interface, Cloud database, and rule

engine. Pixelated (an email user initiative) has been offered as a privacy-preserving technique for the email system. The pixelated user, which is a

user interface created using a programming language for online applications, and an email election engine make up the architecture. This technique

style allows users to create a connection with the server from the user site, ensuring that their data is kept private.8

2.2 Related work

CC is set to be the cornerstone of future innovations.22,23 The data privacy problem, on the other hand, is an evolving threat to CC services in a

variety of forms. As a result, during the last decade, academics have focused on building privacy-preserving techniques to mitigate data threats.

Initially, academics created a variety of frameworks and strategies without recognizing the threat type.24 A few academics published survey studies

focusing on the categorization of privacy threat types for Cloud storage.24–27 Encryption, access control, and auditing measures were the most

common attributes employed in each categorization. Integrity checking and keyword search were used in Reference25 work to protect the privacy

of Cloud storage.

The integrity checking technique checks the purity of data transfer and compares it to a previous version of the same data to establish proof

of validity. The keyword search strategy, on the other hand, entails turning a textual document into an encrypted document and allowing users to

search the entire document for a specific keyword or complete phrase. This method provides a one-of-a-kind approach for encrypting native data

before sending it to the Cloud. The remote data integrity checking protocol is among the emerging technologies that provide a verification tool

to ensure data privacy when it is retrieved from Cloud storage.28 In Reference29, the authors developed a methodology for sorting metadata in

Cloud storage databases called dynamic metadata reconstruction. In Reference26, the authors concentrated on traditional techniques (encryption,
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access control, and audibility) without mentioning new and more sophisticated attributes. In Reference24, the authors divided privacy-preserving

techniques into four groups (ranking, anonymization, probability, and cryptography). Cryptography and encryption are used in conjunction with

other privacy-preserving measures. Probability is used to create methods in a distinctive way that produces consistent outcomes.30 This method is

being used by researchers to make the threat of data leaking a solved problem.

Data anonymization is another method, which is the process of coding or changing users’ data in such a way that the data owner’s identity is

not revealed.31 As a consequence, the original participant’s identification is protected, as well as the user’s susceptibility to identity theft assaults.32

The ranking-driven method is applying a unique ranking algorithm to a piece of data while maintaining data privacy and attempting to achieve the

most precise findings.33 The separation of users’ data and Cloud activities is among the newer options. Mutual trust between parties is essential

to guarantee that every party completes its allocated work in a timely and error-free way.34 Hardware trust approaches, on the other hand, have

been devised to support soft-trust techniques in ensuring CC data privacy. Trust Computing Group, an organization that develops safe industrial

standards, recently developed a new technique that improves the privacy of produced hardware, resulting in increased trust and dependability.35

Moreover, the creation of a system of rules and laws that manage various actions in the CC system to combat possible hazards is also considered a

crucial characteristic.4

3 THE TAXONOMY OF PRIVACY-PRESERVING ATTRIBUTES FOR THE CLOUD DATA STORAGE

This section answers RQ1 and identifies the privacy-preserving attributes of Cloud data storage. To provide a comprehensive framework for

privacy-preserving in Cloud data storage, all feasible privacy-preserving attributes must be included. This section reviewed the literature to identify

these attributes that can be used to lessen the impact of privacy infractions. All available databases, including Science Direct, IEEE, Springer, Wiley,

Google Scholar, and MDPI, were used to identify studies that discussed privacy-preserving in Cloud data storage. Several search phrases were used

to find related studies, including “privacy,” “privacy-preserving,” “Cloud,” “CC,” “Cloud storage,” and “Cloud data storage,” with the Booleans “OR”

and “AND.” The following are the studies that were used to create the set of privacy-preserving attributes.6,9–14,16,26,29,36–63

This article combines the most modern and well-known privacy attributes that are employed for Cloud data storage. These attributes are

thought to represent the most recent discoveries of cyber security specialists in the sector. The taxonomy of these attributes is summarized in

Figure 1, which comprises five categories: design management (includes five attributes: design features, data auditing approaches, cryptographic

techniques, external assets, and Cloud-storage structure), key management (includes four attributes: key generation mechanism, key length, key

governance, and key function), test management (includes two attributes: test environment and tests applied), threat management (includes two

attributes: threats types and threats addressed), and performance management (includes three attributes: performance standards, abnormality,

and privacy achievements).

Tan et al.64 presented an innovative approach to image steganography, leveraging channel attention mechanisms within the generative adver-

sarial network architecture. The experimental results highlight the advantages of the proposed model, including improved image quality, message

extraction accuracy, and undetectability compared to traditional algorithms and existing GAN-based steganographic schemes. Hu et al.65 introduced

a novel approach to the detection of compressed Deepfake videos. The rapid advancement of technologies enabling the creation of Deepfake videos

has led to a pressing need for effective detection methods. While significant progress has been made in detecting manipulations in high-definition

video datasets, the forensic analysis of compressed videos warrants further exploration. Compressed videos, prevalent on social media platforms

like Instagram, WeChat, and TikTok, pose a unique challenge in identifying Deepfake videos. Addressing this challenge, this article presents a

two-stream method that analyzes the frame-level and temporality-level characteristics of compressed Deepfake videos. Considering that video

compression introduces redundant information into frames, the proposed frame-level stream gradually prunes the network to prevent overfit-

ting to compression artifacts. To address the issue of potential disregard for temporal consistency in Deepfake videos, a temporality-level stream

is employed to extract temporal correlation features. By combining the scores obtained from both streams, the proposed method outperforms

state-of-the-art techniques in detecting compressed Deepfake videos. Chen et al.66 This article presents a novel signal noise separation-based

(SNIS) network approach specifically designed for post-processed image forgery detection. The proposed approach addresses the detection of

post-processed image forgeries. By formulating the problem as a signal noise separation task and introducing the SNIS network, we effectively tackle

the challenges associated with post-processing effects. The experimental results demonstrate the efficacy of the proposed method, highlighting its

robustness in detecting forged images with and without post-processing, as well as its ability to handle diverse post-processing attacks and images

from various sources. In the following sections, we will discuss these attributes.

3.1 Design management

Design is a significant component that the designer emphasizes to integrate additional capabilities into the functioning system. Professionals aim

to implement new privacy design tiers, techniques, and approaches to produce a more competent and safe structure due to the high need for safe
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F I G U R E 1 Privacy attributes taxonomy.

and multi-function privacy systems.7 Design features, data auditing, cryptographic techniques, external assets, and Cloud-storage structure are the

five attributes identified under this category.67 The next sections go through these attributes. Table 1 summarizes the design management category

attributes.

3.1.1 Design features

In terms of Cloud storage privacy, design elements enable field workers to incorporate a variety of countermeasures into their privacy-preserving

techniques.11,14 The right application of privacy and design features will result in a trusted platform that can withstand any odd breaches that might

put the Cloud environment at risk.71

3.1.2 Data auditing approaches

Data auditing is defined as a means for checking Cloud service provider (CSP) services, as well as the sending and receiving communications among

Cloud parties, in terms of CC.43 Where the inspection process tries to verify the integrity of sent data utilizing a variety of detection methods such as

review, analysis, protocols, and observation, among others.46 It also guarantees that the data privacy policies and standards are followed, preventing

any odd breaches. External third-party audits and internal auditing are the two forms of data auditing. External audit functions as a subordinate

entity, evaluating and verifying the integrity of data sent across Cloud network participants. The internal audit examines and evaluates the data and

services offered by CSP, and it is carried out by the user end to assess CSP’s privacy capabilities.43
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TA B L E 1 Design management attributes.

Privacy-preserving attribute Study Characteristics

Design features 11,14 • To authenticate and validate the third-party audits, an automatic blocker

protocol is used

• OTP is used to verify and authenticate Cloud users

• Phases of key generation and tag generation

Data auditing 43,46 • External third-party audits and internal auditing

• The address of the data block and the data itself are stored in a special data

block format

• SQL procedures and queries are employed

Cryptographic technique 10,11,13,14,16,68,6912,44,45 • Lagrange interpolation encryption

• Triple-encryption scheme

• The Hash function and advanced encryption standards with a shared key

• Public-key technique, digital certificates, digital certificates

• Broadcast encryption, SHA-1, Hash function

• Advanced Encryption Standard (AES) with ECB and randomized encryp-

tion, Homomorphic encryption method, and monotonic encryption

method

External assets 12,14,45,67 • OTP algorithm, RFC (6238)

• Lagrange interpolation algorithm

• To cope with SQL queries, a non-linear order-preserving index algorithm

and a custom cryptosystem were implemented

• Monotonic encryption method

Cloud-storage structure 36,53,70 • Single CC structure

• Multi-CC structure

3.1.3 Cryptographic techniques.

Cryptographic techniques are approaches, methods, or instruments used to encrypt/decrypt various forms of digital data to safeguard the con-

tents.16 Encryption is defined as the process of converting clear text into a cryptic format that is safer and more dependable for communication

among parties. There are several techniques to choose from such as RSA, AES, DES, and homomorphic encryption are encryption methods, which

are used to safeguard Cloud data.10,11,68 Decryption, on the other hand, is the opposite of encryption. The decryption method restores the original

format (plain text) of the encrypted data.12,13,44 Decryption algorithms are used in CC to obtain encrypted items from the Cloud repositories (Cloud

storage) via requests from specified users. To obtain access to the required data, users must have the appropriate credentials and the decryption

key.14,45,69

3.1.4 External assets

We can refer to the external assets as the third-party tools added inside the privacy system to provide certain functionality to the overall technique

structure.67 External assets such as algorithms, data structures, mathematical representations, formulas, and other forms of materials can create a

huge difference in the performance and privacy results of the entire system. External assets add a certain complexity level and abnormal features to

provide a privacy-preserving technique with extraordinary privacy capability.67 The addition of external mechanisms to the privacy-preserving tech-

niques has elevated the privacy system’s architecture to new heights. External assets, such as RFC (6238) for OTP[10] provide countermeasures for

access control assaults, the Chinese remainder theorem14 to design encryption and key generation techniques, Lagrange interpolation,12 and Mono-

tonic encryption algorithm45 which can encrypt numerical representations of digital data while maintaining the order wherein the data are arranged.

3.1.5 Cloud-storage structure

Cloud storage comes in a variety of structures, including public Cloud, private Cloud, and hybrid Cloud. However, when it comes to the protec-

tion of data privacy, there is a more essential factor to consider, which is the Cloud storage structure. The storage allotted for the deployment of
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privacy-preserving measures is referred to as the Cloud storage structure.53 The multi-Cloud structure and the single Cloud structure are the two

basic storage structures for Cloud storage. Each has its own set of advantages and disadvantages. Initially, corporations and individuals adopted a

single Cloud infrastructure as an initial multi-service environment since it was more than adequate to store their data and provide major services

at the time.72 However, with the improvement of the CC industry and the continued rise of the cyber world applications,70 it was unavoidable to

accept the concept of multi-cloud infrastructure. The usage of several CC and storage services in a single heterogeneous design is referred to as

multi-cloud technology.36

3.2 Key management

The administration procedure over cryptographic keys is known as key management.58 This category has four attributes: key generation, key length,

key governance, and key function. The next sections go through these attributes. Table 2 summarizes the key management category attributes.

3.2.1 Key generation techniques.

The key generation technique is an important part of the encryption and decryption process. The key generation technique provides encryp-

tion/decryption keys for use with the data being ciphered/deciphered.74 To safeguard against data theft attempts in the Cloud, it employs a variety of

key generation procedures, including dynamic key generation, public/private key generation, and symmetric key creation.48 Even if the adversaries

are aware of the privacy system used, privacy-preserving techniques with strong key potentials may withstand nearly any assault that targets Cloud

sensitive data, since it makes it exceedingly difficult to uncover the exact decryption key.48 Moreover, Yuan et al.11 employed additional algorithms,

such as IGEN, for establishing signature keys to put a bit more credibility to the process.

3.2.2 Key length

A cryptographic key is a collection of numbers (0 and 1) created by a key generation process and utilized by cryptographic algorithms to secure

sensitive data.73 In cryptographic systems, key length is critical and is regarded as one of the privacy platform’s basic pillars. Based on the methods

utilized, there is a wide variety of key lengths. Symmetric encryption, such as 3DES and AES, has a key length range of 128–256 bits, while asymmetric

encryption, such as RSA, has a key length range of 1024–4096 bits.73 However, the longer the key, the more difficult and time-consuming it is to

encrypt or decrypt data.14

3.2.3 Key governance

To preserve the keys inside the CSP, key governance can be given as a service in the Cloud. However, data owners may not ensure the privacy of their

keys. That is why hardware privacy modules were developed to enable key governance systems and provide an appropriate level of protection for

encryption keys.58 In terms of maintaining and preserving cryptographic keys, the technology of hardware privacy modules provided a considerable

benefit.75 Some of the key governance methods were provided such as using a group key governance system for handling encryption keys and limiting

their distribution to only authenticated persons14 as well as deploying a system for master and session key governance.45

TA B L E 2 Key management attributes.

Privacy-preserving attribute Study Characteristics

Key generation technique 11,48 • Pair of private and public encryption keys

• IGen is used to generate signing keys, SGen is used to generate symmetric keys, and PGen

is used to generate public keys

Key length 14,73 • 56, 128, 512, and 1024-bit key length

• Random key length

Key governance 14,45 • Group key governance system

• System for master and session key governance

Key function 69,73 • Authentication, encryption, verification, master key, and digital signature
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3.2.4 Key function

The actions or responsibilities that a cryptographic key performs to give privacy capabilities to a certain entity are referred to as key functions. The

kind and privacy features of the cryptographic key may vary.69 Authentication, encryption, verification, master key, and digital signature are all func-

tions of the cryptographic key.73 These features may provide additional levels of protection to firewalls, preventing risks like message manipulation,

masquerade, and other types of cyber-attacks.69

3.3 Test management

The most important actions in the privacy-preserving technique are tests. Several performance assessment tests are usually required follow-

ing the installation of a privacy-preserving technique.76 These tests aid in the detection of performance flaws, vulnerabilities, potential privacy

threats, and probable faults that might cause the technique’s functionality to implode during a particular technique.77 This category has two

attributes: test environment and test applied. The next sections go through these attributes. Table 3 summarizes the test management category

attributes.

3.3.1 Test environment.

The test environment is a set of hardware, software, and networks that are used to assess the performance of privacy-preserving techniques.39

It provides a suitable work environment for privacy-preserving technique creators to conduct testing operations.51 Leading chipmakers including

ARM, AMD, Qualcomm, and Intel have created such hardware.15 Because both testing software and hardware have the same goal of guaranteeing

the proper implementation of privacy-preserving techniques, they are more similar.52

3.3.2 Test applied

Because of the importance of performance and efficiency testing in the privacy-preserving technique, they have been given top consideration. Tests

such as session management and broken authentication, SQL injection, poor traffic, and cross-site request forgery were used in the previous work.10

To prevent malevolent attackers from tampering with data, the zero-knowledge shuffle correctness proof test was introduced by Yuan et al.11 Tradi-

tional tests, such as storage, time, and cost analyses, were used by several authors.12–14 Other tests include a user accountability test to determine

whether Cloud consumers are trustable, a data confidentiality test to determine whether data is transmitted securely between Cloud entities with-

out alteration or theft attempts, and a test to determine whether the third-party authority is leaking data.11 Moreover, SQL operations were used

to compute the average execution time in web applications during the compatibility test.45

3.4 Threat management

To acquire access to sensitive data, an attacker may use a variety of methods to degrade the structure of the cryptosystem. The threat manage-

ment category has two attributes: threat type and threats addressed. The next sections go through these attributes. Table 4 summarizes the threat

management category attributes.

TA B L E 3 Test management attributes.

Privacy-preserving attribute Study Characteristics

Test environment 15,39 • Java, C++ programming language

• Operating system

Test applied 10,12–14,45 • Session management, broken authentication, SQL injection, poor traffic, cross-site

request forgery

• Efficiency and performance tests

• Zero-knowledge shuffle correctness proof, other traditional performance tests
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TA B L E 4 Threat management attributes.

Privacy-preserving attribute Study Characteristics

Threat type 10,78,79 • Active and passive threats

Threat addressed 22,69 • Message modification, MITM, altering of message contents

• Denial of service, Chosen-plaintext, Cipher-text only, data

tampering

TA B L E 5 Performance management attributes.

Privacy-preserving attribute Study Characteristics

Performance standards 11,12,14,80 • Average communication cost, mean response time per process for block and storage

• Analysis of key recovery time, encryption/decryption time, and key computation time

• Privacy of data, storage space, time spent during upload/download procedures

• Auditing time vs. number of blocks, communication cost vs. number of blocks perfor-

mance in terms of maintaining privacy

Abnormality 10,11,13,44 • Certify the third-party authority using an automatic blocker protocol

• Path-ORAM is a special Cloud storage architecture that decreased the cost of estab-

lishing a secure and reliable communication system

• Authenticate data blocks using the Merkle hash tree

Privacy achievements 81–83 • Ensures the accuracy and transparency of data and the availability of services

• Cloud data integrity and consistency are ensured by high-level privacy features

• Unauthorized individuals are unable to do any actions on Cloud data, and the server

is unable to reveal any sensitive data without the usage of access patterns

3.4.1 Threats type

Creating a risk assessment report necessitates an understanding of the many types of privacy threats that will befall the system. A risk assessment

or risk evaluation assists privacy-preserving technique designers in determining the sort of attack that may be launched against the system.78,79

Early detection of such threats can help to strengthen the technique’s privacy features. In terms of the sorts of privacy threats, our analysis shows

that active attacks are the most common cause of privacy breaches. While the results of other studies demonstrated that there is a possibility of

passive threats.10

3.4.2 Threats addressed

The number of data breaches addressed by privacy-preserving techniques to attain optimal privacy levels is referred to as the threats handled

attribute. With the growth of CC services, fixing privacy system vulnerabilities and faults has become a time-consuming effort with no guarantees.69

The protection of personal information is a crucial part of privacy-preserving technique design. It permits designers to remedy all of the flaws and

holes that jeopardize the system’s operation. However, unless designers engage in new technologies that reduce the overall effect of the privacy

hazard, privacy-preserving techniques will be exposed to a variety of risks.22 A typical form of attack is handled by the running method algorithm

in the most privacy-preserving including known plain-text and MITM, message alteration and access pattern assaults, data tampering and denial of

service attacks, message manipulation, access control attacks, chosen-plaintext, and cipher-text-only attacks.

3.5 Performance management

Performance management aid in defining which aspects of a system should be evaluated to determine its productivity and effectiveness.7 This

category has three attributes: performance standards, abnormality, and privacy achievements. The next sections go through these attributes. Table 5

summarizes the performance management category attributes.
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MISHRA ET AL. 9 of 21

3.5.1 Performance standards

Performance standards provide quantifiable attributes to be used to assess the suitability of technique designs.80 They are the criteria through

which system capabilities and efficiency may be tested. The performance standards that have been applied in privacy-preserving techniques differ

significantly. For example, to determine the length of time required to transmit and receive OTP passwords, the response time and average request

were plotted against the number of Cloud users as well as throughput versus the number of existing clients.80

The amortized cost, the mean communication overhead for both read and write processes and the mean runtime for each transaction performed

versus both storage and block sizes are all factors that were used to evaluate the performance of privacy-preserving techniques.11 While others used

other multiple variables as an evaluation standard to compare the proposed technique to other previous techniques like AES and DES, such as key

recovery period, key computation time, and encryption/decryption time.14 Moreover, auditing time vs. the number of blocks, communication cost vs.

the number of blocks during an auditing process in which data is transmitted, and privacy-preservation performance during active attacks are other

criteria suggested for evaluating privacy-preserving level.13 Another metric that assesses the time required to complete the whole download/upload

process for the proposed technique compared to other techniques was deployed also. This metric compares the storage capacity required during

method execution between the suggested technique and other techniques.12

3.5.2 Abnormality

The term “abnormality” refers to behavior that is out of the ordinary and differs from the norm.40 In the context of privacy techniques, the abnor-

mality may also indicate the design features and attributes that distinguish one privacy technique from the others.40 The overall performance of the

privacy-preserving technique is greatly influenced by unique traits and behavior. For example, an automated blocker protocol that prohibits unau-

thorized access to private data by issuing a stop operation to the third-party authority’s auditing protocols was suggested by El-Booz et al.10 Another

method was suggested by Yuan et al.,11 which uses Path-ORAM—a customized Cloud storage design that replaces the regular Cloud storage struc-

ture with a binary tree shape. Another method was suggested by Subha and Jayashri13 that deployed a Merkle hash tree which is a hash-based data

structure as an authentication tool to discover damaged data blocks and distinguish them from reliable ones. In Reference 44, the authors used

certificates as verification for the auditing party. The third-party authority can use these certificates to tell the difference between allowed and

unauthorized access to Cloud data.

3.5.3 Privacy achievements

Another feature to evaluate for privacy-preserving techniques is privacy achievement. It may be defined as the successes or consequences of spe-

cific privacy-preserving technique functions. It provides the technique’s end scores and abilities, such as obtaining information about the types

of attacks resolved the level of privacy attained after implementing a specific algorithm, and a privacy assessment report that highlights critical

elements that influence the final results.81 The privacy measures applied can result in multiple privacy achievements, including the inability of unau-

thorized parties to deceive data and the third-party authority cannot reveal high-value data without permission. Moreover, dual key generation and

encryption techniques, for example, can provide a private Cloud storage system.82 In addition, using digital signatures and certifications can ensure

the data’s trustworthiness and validity. Furthermore, using a data concealing strategy and a multi-Cloud storage structure can meet two major pri-

vacy goals: data availability and integrity assurance. Finally, the triple-encryption method improves privacy by thwarting several efforts to divulge

sensitive data from individual Cloud users.83

4 THE PROPOSED CLOUD STORAGE FRAMEWORK

To create an efficient system, most privacy-preserving techniques employed complicated and advanced procedures. Complexity, on the other hand,

may not necessarily provide positive benefits.84 Indeed, the complexity of privacy-preserving techniques can have an impact on a variety of their

functions. Complex designs are prone to issues such as cost, access, long computation times, maintenance challenges, and waste of resources.85

To reduce the likelihood of performance issues, privacy-preserving techniques should be designed to be efficient, adaptable, and reliable.86 The

requirements, components, and process of the proposed framework are discussed in the following sections.

4.1 Design requirements

Over the last several years, a variety of privacy-preserving techniques have been created, each with its own set of privacy features and modifications.

The privacy-preserving technique, on the other hand, should be built according to design concepts and privacy-preserving attributes, as discussed
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10 of 21 MISHRA ET AL.

in Section 3. Since many companies and online services, such as the CSPs, rely largely on what these attributes have to give, the design of privacy

defenses is a delicate matter.87 Before building the new privacy-preserving framework, a quick overview of the design elements, in addition to the

discussed attributes in Section 3, must be addressed. These elements are discussed as follows according to85,86,88:

1. Knowledge of the technology: The privacy-preserving technique’s developer should have a thorough grasp of the Cloud technology. This makes

it simple for designers to solve any layout or thread issues.

2. Privacy policies and regulations: Throughout the creation of the privacy-preserving technique, a set of standards and rules should be defined

that regulate the usage of services provided by the Cloud providers. Before creating any connection within the Cloud, network members must

follow these requirements.

3. Auditing methods: It is highly suggested that network traffic be monitored. Whether there are network events, auditing procedures construct

a watch post that keeps systems participants and data traffic under observation to detect any suspicious or odd behaviors.

4. Data segmentation: Dividing data into smaller chunks or segments has shown to be an effective way to conceal sensitive data. In addition, Cloud

technology makes it possible to outsource data segments to a multi-Cloud storage technique.

5. Access control and authentication: It is critical to provide methods for controlling and governing access to Cloud services. The key to meeting

privacy standards is access control measures.

6. Data encryption: Data transmitted within the Cloud environment must be protected from various cryptographic threats. At every level of the

Cloud network, it is suggested that data be encrypted using adequate encryption protocols.

4.2 Framework’s components

In this part, we will combine the privacy-preserving attributes as well as the design elements into a novel framework for safeguarding Cloud storage

against data privacy intrusions. The components that follow outline the structure of the proposed framework as well as the design components that

are contained within it.

1. Participants: We offered three participants for this framework: the system CSP, users, and admin. The CSP provides consumers with a variety of

services, including network connection, computation, and a multi-storage solution. Ordinary people wish to communicate with the CSP securely.

The system administrator is in charge of several important tasks in the system, including receiving data and performing the initial AES, as well

as generating a list of authorized individuals.

2. Registration: Users will be able to engage and enroll with the system, as well as take full benefit of the system’s features and Cloud services,

thanks to the addition of a registration process.

3. Data processing: To add some dispersion, we provided the option to divide and combine data segments. Customers are allowed to encrypt their

data before outsourcing to the Cloud thanks to the installation of AES.

4. Cryptographic techniques: Two encryption levels are used to protect sensitive data. The first layer of encryption will be AES, which will be per-

formed by authorized participants, and the second layer will be by applying Rivest-Shamir-Adleman (RSA) algorithm, which will be performed

by the CSP.

5. Auditing: Internal auditing, which is conducted by the system administrator/data owner rather than a third-party auditor, is favored since internal

auditing provides safer inspection than third-party auditing that may have the desire to obtain confidential material data whenever feasible.

6. Data controller function: It is necessary to provide a data controller mechanism so that data may be retrieved or stored from the Cloud storage

via a CSP.

7. External assets: One of the distinctive technologies to be deployed for verification is the OTP. The OTP technology is used to generate the second

level of verification for users.

8. Data combining and segmentation: Data combining and data segmentation mechanisms are used to improve the level of privacy. Before encryp-

tion, data will be segmented into smaller chunks. Data combining, on the other hand, combines all of the resultants from the decryption process

segments into an outcome that may be presumed to be the actual data.

9. Multi-Cloud storage: Each Cloud storage node should hold a varied amount of data segments; hence multi-Cloud storage is suggested. The

multi-storage architecture ensures data availability and anonymization in the event of storage failure.

4.3 Functions of the proposed framework

The multi-layer encryption system contains numerous design features, such as the user interface, participants, registration, computation, data con-

troller function, and pre-encryption function, as well as the CSP cryptographic system, as illustrated in Figure 2. Each of these functions processes
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MISHRA ET AL. 11 of 21

F I G U R E 2 Provacy-preserving framework.

encrypts/decrypts, and transfers data in its unique way. The administrator is in charge of auditing and assessment tasks such as inspecting data

transmitted, verifying user identity, and assessing the danger of potential privacy breaches. The user interface provides an appropriate setting for

users to engage with the system and the Cloud services more effectively. The data controller serves as an intermediary between data and actions

such as storage and retrieval. Pre-encryption and data processing are in charge of pre-processing plain data so that it may be used in the first layer

of encryption. The cryptography mechanism is the framework’s primary role. By creating the second encryption layer, the cryptographic system

improves data confidentiality.

4.4 The data workflow

The data flow process is covered in the following sections. The user registration, data string, and data retrieval operations are all part of this.

4.4.1 Registration process

Users can first utilize the service’s capabilities by completing enrollment requirements. Each user must fill out the registration form with their data

so that it may be gathered and loaded into a database that contains all of the service’s authorized users. To become an authorized user in the service

and get the authentication codes, users must provide a mobile number and activate the OTP app. After each user has completed the registration

procedure, the registration system generates a list of authorized users and transmits it to both the CSP and the system administrator.

4.4.2 Storing data process

Data encryption is a simple procedure; authorized users, data owners, and system administrators may keep their data in the Cloud storage by

using a multi-layer encryption technique. Users can begin the process by submitting the administrator a storage query. If the user is verified, the
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12 of 21 MISHRA ET AL.

administrator sends an OTP code and informs the user that he or she must enter the code before proceeding with the store transaction. Users then

proceed with the storage facility by passing plain data to the data controller service, which routes the data for processing and pre-encryption pro-

cedure. The user begins the data processing procedure by separating the data into numerous segments. By using AES as the initial encryption layer,

each segment will be encrypted with the same algorithm. The generated encrypted segments will be directed to the CSP to finish the storing pro-

cess in the following phase. However, by delivering the RSA to the CSP, this framework adds the second line of protection. Following the multi-Cloud

storage structure, the second encryption will be applied to the data, and all of the encrypted segments will be delivered to diverse Cloud data

storage.

4.4.3 Retrieving Data Process

Initially, authorized users make a query to the administrator for a retrieve action. The same authentication method is used here, by verifying the

user’s identity through the OTP technique. After authentication, users can continue the retrieval process. The CSP delivers a query to the user that

wishes to get data segments from the Cloud repository as the first stage in the retrieval process. The users will be required to supply their private

key to enable the CSP to decrypt the outer layer, which was encrypted using RSA, and deliver it to the users (since the CSP encrypted the data with

a shared public key). The processing module will then decrypt the encrypted segments in the inner layer. Then merging algorithm will return the

details to the data’s original format. Then the original data are handled by the data controller, which will route data to the user interface, after being

checked for integrity by the administrator.

4.5 Data-related operations in Cipher text domain of the proposed Cloud storage framework

Data-related operations in the ciphertext domain provide ways to manipulate encrypted data while preserving privacy and security. These opera-

tions enable computations on encrypted data without the need for decryption. Here are several common data-related operations in the ciphertext

domain:

1. Homomorphic encryption: Homomorphic encryption allows computations to be directly performed on encrypted data, generating an encrypted

output that, when decrypted, corresponds to the result of the computation on the plaintext. Addition and multiplication operations on cipher-

texts are supported.

2. Addition: Homomorphic encryption schemes often allow addition operations on ciphertexts. Adding two ciphertexts generates a new ciphertext

that, upon decryption, yields the sum of the corresponding plaintexts.

3. Multiplication: Certain homomorphic encryption schemes support multiplication operations on ciphertexts. Multiplying two ciphertexts pro-

duces a new ciphertext that, when decrypted, yields the product of the corresponding plaintexts.

4. Comparison: Ciphertexts can be compared in the ciphertext domain to determine relationships between encrypted values. Comparison opera-

tions enable determining if one ciphertext is greater than, less than, or equal to another ciphertext without decrypting them.

5. Subset and superset operations: Operations can be performed to determine if one ciphertext represents a subset or superset of another ciphertext.

This facilitates set-related operations on encrypted data.

6. Search operations: Techniques like searchable encryption enable searching encrypted data without exposing the actual content. Encrypted search

operations involve building searchable indices on encrypted data, allowing efficient retrieval based on specific search criteria.

7. Secure multiparty computation (MPC): MPC protocols enable multiple parties to collaboratively compute a function on their encrypted inputs

without revealing their private data. Encrypted data can be used in collaborative computations while maintaining privacy.

The availability and feasibility of these above operations can vary depending on the chosen encryption scheme and its level of homomor-

phic properties. Different encryption schemes provide varying degrees of homomorphism, which affects the practicality and efficiency of specific

operations within each scheme.

4.6 Implementation steps of the proposed Cloud storage and privacy framework

Creating and deploying the proposed cloud storage and privacy framework involves several essential steps to guarantee the security and authen-

ticity of user data. Below is an outline of the process:

Step 1: Requirement assessment: Gain an understanding of the specific needs and prerequisites of the cloud storage solution, including data types,

storage capacity, access control, and privacy regulations.
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MISHRA ET AL. 13 of 21

Step 2: Architecture planning: Develop a comprehensive architecture that focuses on data privacy, encryption, access controls, and data segrega-

tion. Consider utilizing a multi-layered security approach to protect data at rest and in transit.

Step 3: Infrastructure setup: Implement the necessary infrastructure, including servers, storage devices, and network components. It is advisable

to choose reputable cloud service providers that offer robust security features and comply with privacy regulations.

Step 4: Data encryption: Deploy robust encryption techniques to secure data both during transit and while at rest. Employ industry-standard

encryption algorithms and ensure secure key management practices.

Step 5: Access control mechanisms: Establish granular access controls to manage user permissions and prevent unauthorized access. Implement

authentication mechanisms such as multi-factor authentication (MFA) and role-based access control (RBAC).

Step 6: Privacy policy and compliance: Develop a comprehensive privacy policy outlining data collection, storage, and usage practices. Ensure

compliance with relevant privacy regulations, such as GDPR or CCPA.

Step 7: Data segregation: Implement measures to logically and physically segregate user data. This aids in preventing unauthorized access and

enhances data privacy.

Step 8: Redundancy and backup: Establish data redundancy and backup mechanisms to ensure data availability and facilitate disaster recovery.

Regularly back up data to multiple locations to minimize the risk of data loss.

Step 9: Monitoring and audit: Implement robust monitoring and auditing mechanisms to promptly detect and respond to security incidents. Utilize

intrusion detection systems (IDS), log analysis tools and real-time alerts.

Step 10: Incident response and recovery: Develop an incident response plan to handle security breaches or privacy incidents. Define procedures

for containment, investigation, communication, and recovery.

Step 11: Regular security assessments: Conduct periodic security assessments and penetration testing to identify vulnerabilities and weaknesses.

Promptly address any identified issues to maintain a secure environment.

Step 12: User awareness and training: Educate users on privacy practices, data handling procedures, and security best practices. Conduct regular

training sessions to raise awareness of potential threats and reinforce secure behaviors.

Step 13: Regular updates and patch management: Stay up to date with the latest security patches and software updates. Implement a robust patch

management process to address known vulnerabilities.

Step 14: Continuous improvement: Continuously monitor the cloud storage and privacy framework, evaluate its effectiveness, and make neces-

sary improvements based on emerging technologies, threats, and regulatory changes.

Step 15: Regular audits and compliance checks: Conduct regular internal and external audits to assess compliance with privacy regulations and

security standards. Promptly address any non-compliance issues.

By following these implementation and deployment steps (Step 1 to Step 15), organizations can establish a robust cloud storage and privacy

framework that safeguards user data, ensures compliance with privacy regulations, and maintains the trust of their customers.

4.7 Comparison with existed techniques

In this section, we compare the proposed framework to several proposed techniques to evaluate its validity. We specifically compare it with tech-

niques provided by.10–14,44,45 Table 6 outlines the strengths and weaknesses of each technique as well as the proposed framework in addressing the

identified privacy-preserving attributes.

El-Booz et al.10 presented a privacy-preserving technique based on the OTP to prevent unauthorized access to Cloud storage data. Furthermore,

this technique introduces a well-known tool that serves as a verification method for determining the validity and integrity of Cloud data. The authors

also employed a third-party audit, which is a trustworthy authority that can detect damaged data and unlawful access to Cloud storage. Moreover,

the technique incorporates a unique authentication process known as the Automatic Blocker Protocol to determine the third-party audit’s sincer-

ity, which may be tainted due to its interest in vital and sensitive data belonging to Cloud customers. In terms of privacy performance, as well as

the efficacy of the techniques utilized, the access control-based technique demonstrated encouraging results.10 However, efforts are required to

establish internal auditing and cryptographic techniques.

Yuan et al.11 introduced a privacy-preserving technique based on Oblivious Ram technology, which protects the privacy of shared data across

numerous users. Path-oblivious Ram, a binary tree representation of Cloud storage, is a method for Cloud storage management provided by

this technique. This method increases the efficiency of the technique while lowering the overall communication cost. Furthermore, by applying

Identity-Based Signature and Basic Symmetric Cryptography algorithms, the technique prevents rogue users from generating access pattern activ-

ity. Data owners may obtain a high-efficiency degree in prior versions of the Oblivious Ram-based designs. To achieve the system’s high degree of

efficiency, data owners must undertake storage scrambling activity, but this activity is time-consuming, difficult, and needs a lot of effort.11

To satisfy the demands of IoT and the Cloud in terms of safeguarding storage and regulating access to various forms of sensitive and personal

data, Kavin and Ganapathy14 suggested a storage technique based on the Chinese remainder theorem. The Chinese remainder theorem was utilized

to develop a key generation algorithm capable of producing complicated and safe keys. A key management system is also in place for safeguarding
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TA B L E 6 Overview of the previous privacy-preserving techniques against the proposed framework.

Study Advantages Limitations

10 • An auditing technique that uses an automated

blocker authentication protocol

• Authentication using OTP

• Internal auditing was replaced with third-party

audits, and cryptographic techniques were used to

minimize responsibility, which entails more effort.

11 • Obtaining a higher level of performance than existing

Oblivious Ram methods

• For all involved parties, it addresses the issue of

access patterns

• Users must exert considerable effort to store/access

certain data blocks

14 • The use of key management creates a secure connec-

tion with CS

• Encryption, decryption, and key generation tech-

niques based on the Chinese Remainder Theorem

• The use of standard key sizes may make establishing

a particular level of privacy difficult

• Complex in terms of computation

13 • To authenticate data blocks and eliminate the poten-

tial of a Man-in-the-Middle (MITM) attack, the

Merkle Hash tree is utilized

• Instead of employing internal audits, third-party

audits might expose data to other risks

12 • To secure data confidentiality and service availability,

Lagrange interpolation and multi-Cloud storage are

used

• If the attackers have more than two data blocks, they

can use the interpolation polynomial to reveal the

actual data

44 • Without adding extra privacy risks, hashed client

aliases and confidentiality-based certificates

increase auditing efficiency and data privacy

• When adopting third-party audits, the cost of com-

munication rises

45 • SQL queries can be run on data that has been

encrypted

• Reduce the amount of time spent on the calculation

• Encryption system with multiple layers that can han-

dle float numbers

• It is inefficient to do a performance test on a crypto-

graphic system

• An increase in the computing cost and the amount of

space required

The proposed framework • This framework is a comprehensive attempt based

on an exhaustive list of privacy-preserving attributes

identified in the literature as well as design elements

• a viable mechanism for implementing Cloud scalabil-

ity in the present framework is necessary

and maintaining encryption/decryption keys. The network manager or data owner can use the key management system to create an authentication

system that restricts access to essential data. In terms of privacy protection, this technique yields promising results. The adoption of common key

sizes, on the other hand, may make determining a certain level of privacy problematic.

To address the hazards posed by the MITM attack, Subha and Jayashri13 developed a technique to address the possible risks that might compro-

mise communication between customers and Cloud service providers. This technique is based on the data purity analysis approach in Cloud storage.

In this technique, the use of digital signatures and certificates assures that the demand and answer messages sent are from a trustworthy source.

Furthermore, customers can employ digital certificates and signatures in every connection with the Cloud service provider to guarantee that the

sent data is not susceptible to attacks from malevolent attackers. However, employing third-party audits might expose data to other risks.

Jin and Wang12 developed an improved version of the first Lagrange interpolation approach to provide a privacy-preserving technique that

adheres to the data-concealing concept. In a single model, the technique combines the properties of service availability and privacy. Instead of resort-

ing to external assets such as Reed-Solomon coding to hide sensitive data, the Lagrange approach employs the concept of data hiding. It also has the

special ability to employ a multi-Cloud storage solution, which allows it to divide the client’s data into various blocks and spread them over differ-

ent storage settings. This technique, however, does not have the entire capacity to secure user data, but it can at least reduce total data breaches.

Yang et al.44 proposed a privacy-preserving hash-based technique. To safeguard the user’s data, this technique uses an authentication method that

includes the hashed client aliases feature. To accomplish privacy-preservation properties, the authentication tool has been re-developed in a way

that allows it to incorporate the data identifier and hashed customer identities. In addition, confidentiality-based certificates have been established

to help against data privacy assaults. However, the deployment of third-party audits might expose data to other risks.

Liu et al.45 suggested a privacy-preserving technique that offers a realistic privacy-preserving option for creating a private Cloud database

environment, according to authors. The goal of this technique was to create a private Cloud database that could apply and execute SQL queries on

a variety of data encryption forms. To encrypt plain data, the authors presented a triple encryption scheme to boost privacy and improve the overall

technique’s efficiency. The design’s distinctiveness arises from the fact that SQL commands may be run over any sort of encrypted data without

putting additional strain on the Cloud service provider or user, allowing the workload to be focused only on the Cloud server. The experimental results
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reveal considerable reductions in computing overheads for encryption/decryption operations while maintaining the outsourced data’s privacy.45

However, doing a performance test on a cryptographic system is inefficient and may increase the processing cost and space required.

5 DISCUSSION

Privacy of data is an important concern. This article, firstly, discusses the privacy-preserving attributes that are intended to address this important

concern in the current context of Cloud storage. By providing the required elements to protect the user’s privacy in Cloud storage, these attributes

can assist the design of privacy-preserving techniques. By answering two predefined research questions (the privacy-preserving attributes of Cloud

data storage—RQ1 and how these attributes can be met in a privacy-preserving framework—RQ2), this article investigates and provides a compre-

hensive set of privacy-preserving attributes and proposed a privacy-preserving framework to the Cloud data storage. The next sections go through

the implications, the importance of coupling, and future directions.

5.1 Implications

This study identified and analyzed 16 distinct privacy-preserving attributes—grouped into five categories. The research into the protection of pri-

vacy in Cloud storage is growing regularly. Most of the techniques discussed in this article rely on a single CSP, do not report key management

attributes, address active threats like message modification and MITM attacks, and use traditional performance evaluation metrics like cost and

time. External assets, the key length used, abnormality features, and hardware and software components employed in the test, on the other hand,

were discovered to be very varied. These findings can serve as a blueprint for future studies on the subject, resulting in CC storage privacy.

Numerous key elements in the literature can help determine the optimal background to create an effective privacy-preserving technique for

Cloud storage. To survive various privacy infractions, privacy-preserving techniques must be adaptive and cohesive in design. It is strongly advised

that such a technique employs an internal auditing procedure, which is more dependable and efficient than third-party auditors, who are frequently

untrustworthy and may put Cloud services in danger. Cryptography techniques, on the other hand, are preferred to utilize asymmetric cryptography

mechanisms, which use several keys for data encryption and decryption, and they are more responsible and dependable than other techniques.

When delegating to Cloud storage, it is also critical to encrypt vital data at every level of data transference. Data privacy will be ensured via iterative

encryption, which will prohibit CSPs from tampering with sensitive data. External algorithms should not be very complex, as this might degrade the

scheme’s overall effectiveness. However, key generation mechanisms should be complicated and include a variety of algorithms.

When it comes to CC, if Cloud server resources are scarce, then scalability may play a significant attribute in the privacy-preserving technique.89

Unfortunately, in the environment of CC, privacy issues have become a major issue, and using the scalability function may be inefficient or detrimen-

tal.89 According to The Wall Street Journal, the Coronavirus epidemic has resulted in a massive surge in the use of Google, Amazon, and Microsoft’s

data storage.90 PaaS, which can be implemented by expanding the number of database imitations, and IaaS which can be depicted by expanding the

number of virtual machines or attaching load balancers, are two ways presented in Reference89 to endorse the scalability characteristic for the CC

services. There are a few privacy-preserving techniques that adopted scalability features including the HASBE87,91 and MapReduce.92,93

Because of the flexibility and efficiency that key management solutions provide such as key distribution among users, safe key storage, and

revising certificates and regulations, privacy-preserving techniques must contain them. To avoid brute-force attempts and other types of attacks on

cryptographic keys, key lengths should be sufficiently substantial and unpredictable. Random and big keys, on the other hand, may take a long time

to analyze and decrypt, but they can provide good protection of data. Furthermore, the privacy-preserving techniques must have several means to

validate the communications created within the Cloud network, as well as a variety of key functions to assure maximum privacy.57

To establish which kinds of attacks put Cloud storage in jeopardy and which types of attacks the technique can counter, privacy issues must be

thoroughly investigated. The test environment should be flexible and consistent with the established technique, such as the use of suitable hardware

and software, adequate programming language expertise, and selection of the right Cloud server. Similarly, assessment tests to determine the num-

ber of alternatives that the technique can supply should be conducted. Data sets, mathematical forms, and distinctive calculations are examples of

exceptional elements that must be included in the development of privacy-preserving techniques.94 These additions improve the technique’s effec-

tiveness and add another level of protection. Moreover, privacy-preserving techniques should be enthusiastic to achieve meaningful and successful

outcomes. The application of proper tools in each model might result in a strong technique that can reverse the tide in the case of data breaches.

5.2 Importance of coupling in the proposed Cloud security storage model

Reducing the coupling of a system refers to minimizing the interdependencies and interactions between its components. This is done to improve

the system’s flexibility, modularity, and maintainability. By reducing coupling, changes to one component are less likely to affect other components,
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resulting in a more robust and scalable system. In the multi-layer encryption system proposed by the author, each function is responsible for encryp-

tion and decryption operations. This creates a coupling between the data processing function and the encryption/decryption function of the system.

Essentially, the data processing function relies on the encryption/decryption function to perform its operations effectively. It is important to note

that the coupling in this case is intentional and necessary for the proper functioning of the encryption system. Encryption and decryption are cru-

cial operations in ensuring data security, and they need to be tightly integrated with the data processing function to achieve the desired level of

protection.

While it is true that this coupling increases the interdependencies between the data processing function and the encryption/decryption func-

tion, it does not necessarily mean that the overall system is less optimized. In the context of an encryption system, it is expected that encryption and

decryption operations will be closely coupled with the data processing function. This tight coupling ensures that the data processing function oper-

ates on encrypted data when required and can securely decrypt it when necessary. The authors likely made a deliberate design choice to prioritize

security over reducing coupling in this specific case. By integrating the encryption and decryption operations directly into the system’s functions,

the author ensures that data remains encrypted during processing and is only decrypted when needed. This approach aligns to create a robust and

secure multi-layer encryption system.

Hence, it can be said that while the coupling between the data processing function and the encryption/decryption function may increase in the

multi-layer encryption system, it is a deliberate design choice to ensure data security. The coupling is necessary to properly handle encryption and

decryption operations within the system and does not necessarily imply that the system is less optimized overall.

5.3 Conceptual examples of the proposed Cloud storage privacy-preserving model

The conceptual framework for Cloud Storage Privacy-Preserving involves various techniques and approaches to safeguard the confidentiality and

security of data stored in the cloud. Here are a few examples that illustrate this framework:

1. Data encryption: Cloud storage providers can utilize encryption algorithms to safeguard data both at rest and in transit, preventing unauthorized

access.

2. Secure multi-party computation: This technique allows multiple parties to collaboratively perform computations on shared data while preserving

privacy and confidentiality.

3. Secure data deletion: Cloud storage providers should ensure the permanent and unrecoverable deletion of data to prevent any unauthorized

retrieval.

4. Privacy-preserving auditing: Techniques like zero-knowledge proofs enable users to verify data integrity without exposing its contents, ensuring

privacy.

5. Data minimization: Storing only essential data and removing or anonymizing personally identifiable information helps reduce privacy

risks.

6. Anonymization: Personal data can be protected by removing direct identifiers or substituting them with pseudonyms to safeguard

privacy.

7. Secure data transfer protocols: Utilizing secure protocols such as SSL/TLS during data transfer guarantees encryption and data integrity.

8. Privacy policies and transparency: Cloud storage providers should maintain transparent privacy policies and disclose data handling practices to

build user trust.

9. Privacy impact assessments: Conduct assessments to identify and mitigate privacy risks associated with cloud storage systems.

10. Consent management: Implementing mechanisms to manage user consent and permissions for data storage and processing.

11. Secure key management: Employ robust practices to safeguard encryption keys and prevent unauthorized access to data.

12. Data classification and segregation: Categorizing data based on sensitivity and segregating it accordingly limits access and minimizes privacy

risks.

13. Secure authentication and identity management: Implementing strong authentication mechanisms and proper identity management prevents

unauthorized access.

14. Anomaly detection: Deploying techniques to identify unusual activities or access patterns that may indicate privacy breaches.

15. Data leakage prevention: Implementing measures to prevent accidental or intentional data leakage from the cloud storage environment.

16. Regular security audits: Conduct periodic security audits to identify vulnerabilities and ensure continuous improvement of privacy-preserving

measures in cloud storage systems.

These examples (Examples 1–16) represent some of the fundamental elements and techniques within the conceptual framework for Cloud

storage privacy-preserving. They aim to protect user data and maintain confidentiality in cloud storage environments.
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5.4 Impact of real-time password verification on the proposed system’s performance

Applying real-time password verification in the proposed framework has implications for both system performance and potential delays. These

aspects are described in Sections 5.4.1 and 5.4.2.

5.4.1 Impact on system performance

The impacts of real-time password verification system performance of the proposed cloud storage privacy model are as follows:

1. Authentication overhead: The inclusion of real-time password verification adds computational overhead to the system. Each time a password

is entered, the system must compare it with the stored password to ensure its correctness. This verification process requires CPU cycles and

memory resources, which can affect the overall system performance.

2. Network communication: If the password verification process involves communication with a remote server or database, the system’s perfor-

mance can be influenced by network latency and bandwidth limitations. The time required to transmit the password for verification and receive

the verification result can introduce delays in the system.

3. Computational complexity: The complexity of the password verification algorithm can impact system performance. If the verification algorithm

is computationally intensive or requires extensive computations, it can increase processing time and potentially affect the overall system

performance.

5.4.2 System delay

The use of real-time password verification can introduce some level of delay in the system, and its significance depends on several factors. The

factors are described below:

1. Verification process duration: The duration of the password verification process directly affects the delay experienced by the user. If the verification

process involves complex computations or requires communication with external services, then the delay can be more noticeable.

2. User experience: The impact of system delay on user experience varies depending on the context of password verification. In certain scenarios

like user login processes, users might tolerate a slight delay during the verification process. However, in time-sensitive applications or situations

that involve repeated password entry, even a small delay can become noticeable and impact user satisfaction.

3. System load: The overall load on the system can influence the delay experienced during real-time password verification. If the system is already

handling a high volume of concurrent requests or is constrained by limited resources, the verification process may take longer, leading to

increased delays.

Hence, it can be said that it is essential for system designers to strike a balance between the security provided by real-time password verification

and its potential impact on system performance and delays. Implementing efficient password verification algorithms, optimizing network commu-

nication, and considering system scalability can help minimize delays and maintain an acceptable level of system performance while ensuring robust

security measures.

5.5 Future directions

This article might be expanded in terms of expanding the search area for more privacy attributes to validate this article’s findings. Most

privacy-preserving techniques discussed in this article, on the other hand, have been proposed without any consideration for the need of achieving

scalability capability. Researchers are encouraged to endorse the idea of scalability as the Cloud privacy industry develops, as well as the notable

growth in on-demand Cloud services. Future work can build on the proposed framework, in this article, for greater development and improvements,

such as improving its structure by incorporating new cryptographic mechanisms that increase its efficiency. Furthermore, there are some enhance-

ments to the authentication system that should be considered, such as integrating extra authentication mechanisms or even developing new and

trustworthy authentication apps. In addition, several issues must be examined, including risk assessment criteria for potential attacks and new data

pre-processing procedures. To provide a level of flexibility to the framework in case the CSP decides to extend its infrastructure, a viable mechanism

for implementing Cloud scalability in the present framework is also necessary.
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It is more challenging to have a thorough grasp of CC since the infrastructure is in the hands of the CSP. Furthermore, about half of the obstacles

to CC adoption are caused by the absence of regulations.95 On the other hand, emerging technologies will represent a big issue for many CC services

that exist nowadays including data storage privacy. Offering services based on deep learning, artificial intelligence, machine learning, edge comput-

ing, fog computing, serverless computing, and quantum computing has grown in popularity.96 To use these innovations to their full potential while

dealing with CC and to address issues like scalability, latency, and privacy protection, new techniques, and strategies are required.95 Ever-increasing

CC bandwidth requirements are necessary due to the proliferation of IoT and mobile devices. Data must be processed in real-time, at the edge, to

maximize its value.95 CC infrastructures need to be more flexible and ready to manage more devices in the future. Create Cloud quantum computing

infrastructures is most likely how we’ll utilize quantum computers in the future. Quantum computing, with high processing capacity, poses a major

concern for cryptography systems. As a result, it poses a severe data privacy challenge for CC data storage.5

For fog and edge technologies, it has become increasingly difficult to offer sufficient computational power for edge apps. There are no globally

applicable regulations or guidelines for edge computing and fog computing. Fog is less adaptable than the Cloud in terms of resource allocation and

has fewer capabilities. Due to the absence of data owner control over their data in fog computing, encryption, and data privacy can also represent

a future concern.96 IoT devices generate enormous volumes of data, which may be handled by sophisticated deep learning, artificial intelligence, or

machine learning. These learning approaches, however, require, in addition to data, details on clients and suppliers, which compromises data privacy.

It gets harder for the Cloud to set up a redundant AI-integrated edge network, for example, to handle incoming data traffic from many nodes as more

enterprises migrate to a multi-Cloud environment.97 Approximately, 30% of the total energy used by Cloud datacenters worldwide is needed for the

entire transmission of such a large amount of data, and this percentage is rapidly increasing.95 With an emphasis on power-off methods, research is

needed to make sure the upcoming serverless paradigm is sustainable.98 Moreover, to offer all stakeholders a safe environment that facilitates this

paradigm change, the privacy techniques established for serverless computing require special consideration, which might represent a challenge in

the future.5

6 CONCLUSIONS

CC has been regarded as one of the areas of interest, which is subject to continuous attention for processing and managing data in the online envi-

ronment. Privacy techniques were created to enable and provide a variety of privacy-preserving attributes for safeguarding users’ privacy and data

privacy. Accordingly, before building the framework, it was essential to identify a comprehensive set of privacy-preserving attributes of Cloud data

storage. The nature of these attributes provides a feature that allows a privacy-preserving framework to adapt to different types of cyber threats.

This study identified and discussed 16 attributes that were organized into five attribute categories: design management, key management, test

management, threat management, and performance management. Each category includes relevant attributes.

After identifying the privacy-preserving attributes and combining the multi-Cloud storage structure and the OTP authentication mechanism,

this study proposed a unique multi-layer encryption framework to maintain data privacy in Cloud storage. This framework was developed based

on the privacy-preserving attributes and the main phases of the design guidelines to construct a trustworthy and appropriate Cloud privacy solu-

tion that can address threats to data kept on Cloud storage. The findings of this article can serve as a blueprint for future research, resulting

in a CC environment that is private and efficient. The findings will not only assist scholars and practitioners in evaluating and improving exist-

ing privacy techniques but will also help them to develop new techniques for the evolving Cloud storage and relevant privacy threat landscape.

Such a study might be expanded by identifying other privacy-preserving attributes that would improve the overall outcome of the proposed

framework.
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