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Abstract

Cyber-attacks are becoming more sophisticated and changing rapidly. Well-trained
cyber security employees are needed to keep track of these attacks, and this be-
gins with a well-educated and well-trained graduate. As cyber security students
struggle in finding knowledge that is scattered over the internet, frameworks like
MITRE ATT&CK are trying to solve this issue by collecting as much information
as possible about tactics, techniques, and procedures (TTPs) of adversary groups,
to make it easier for those who are interested to find the data they need in one
place. Unfortunately, this huge amount of information can be overwhelming for
early-career professionals and students, and not knowing how to use such frame-
works challenges their ability to operate efficiently in cases of crises. This thesis
proposes a serious game designed and evaluated based on a framework for cyber
security serious games called COFELET, to investigate the effectiveness of using
a COFELET-based serious game in introducing the ATT&CK framework, as an ef-
fective method for teaching and training, where complex knowledge is presented
in an engaging and pedagogically informed way. The game was evaluated qual-
itatively and quantitatively, by researchers, teaching staff, and students from the
Norwegian University of Science and Technology (NTNU), where the learning, in-
structional, and gaming components of the game were tested and evaluated, and
the results were collected via questionnaires. The evaluation resulted in the con-
clusion that by combining field-related methodologies with educational theories in
a game, students will gain a better learning experience with positive learning out-
comes. It was found that beside the field-related methodologies and educational
theories, light should be led on the gaming components to make the learning ex-
perience more fun and engaging.
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Chapter 1

Introduction

Protecting data in cyberspace is very challenging. Cyber security is continuously
trying to protect digital systems from cyber attacks, but cyber attacks are becoming
increasingly sophisticated and evolving rapidly. This points to the need to educate
people and train cyber security personnel to decrease the risk of cyber attacks [1].
This needs to be done not only on a general public level but most importantly, for
security professionals. Katsantonis et al. [2] mentioned in their study that the cy-
ber security workforce needs to grow by 145% to meet the market demands. This
starts with a well-educated and well-trained graduate. However, cyber security
education is facing some challenges in meeting this desired result. One of these
challenges is not particularly related to cyber security education but higher edu-
cation in general, which is that students tend to focus on tasks that are assessed,
at the expense of other tasks and literature study. Starcher et al. [3] conducted
an experiment, where they had ten computer security students, who were no-
ticed to engage very well in their assessed task, but spent very limited time on
their allocated weekly reading, some of them even did not do any reading, and
same with their work lab. This can prevent them from taking full advantage of the
knowledge presented to them. One solution for that is to find new teaching meth-
ods that increase the student’s engagement and motivation for learning, in which
serious games or game-based learning are constantly trying to achieve promising
results [4]. Also, cyber security students have faced the challenge of filtering and
prioritizing cyber security information that is scattered over the internet [5]. What
has also been considered a challenge in cyber security education is the fact that
cyber security needs to be reshaped to adapt to new technologies and threats.
This dynamic nature requires responsive cyber security education, that produces
experts with the ability to quickly establish new insights that provide the basis for
a response [6].

In an attempt to solve the last mentioned points, frameworks like the ATT&CK
framework from MITRE [7] are trying to solve this issue by collecting as much
information as possible about tactics, techniques, and procedures (TTPs) of ad-
versary groups, to make it easier for those who are interested to find the data they
need in one place. But, as useful and important as the ATT&CK framework can
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be, it can be considered extremely complex for those who are new to it [8], and
there should be a way to simplify it for them.

Through the past decade, serious games were receiving increasing attention
and interest in many different areas [9], and education is one of them. A study
performed by Zhonggen [10] showed that the number of publications in serious
game-assisted education rose steadily between the years 2009 and 2018. This
rising heat in the educational serious games sector affected cyber security educa-
tion where studies discussed game-based learning as an effective way to be used
in cyber security education [2, 11]. In order to develop a successful game that
fulfills the desired goals, serious games need to be developed carefully, consider-
ing learning theories, learning outcomes, and game designs [12]. For the cyber
security serious game field, it was found that it lacks common methodologies and
design standards, and only one framework named COFELET was presented and
tested in this matter [13].

1.1 Thesis objectives

So, for the huge knowledge, the ATT&CK framework can offer, and the effective-
ness of serious games; this project proposes a novel idea that intends to introduce
ATT&CK to undergraduate students in a new, more entertaining, and engaging
way via a COFELET serious game in which they are encouraged to browse through
the ATT&CK framework whilst training their cyber security knowledge.

1.2 Thesis target audience

Since the core topic of this thesis is a serious game to educate about a new topic,
this thesis is aimed at Applied Computer Science personnel, who are familiar with
or interested in educational serious games. A principal knowledge of some cyber
security concepts is of benefit, but not essential.

1.3 Research questions

The literature review, and the design, implementation, and testing of the proposed
serious game were conducted in an attempt to support or discard the hypothesis:
A COFELET serious game is an effective approach for introducing the MITRE
ATT&CK framework to university cyber security students. To achieve that, the
following research questions (RQs) are investigated:

• RQ1 How effective is using the COFELET framework in designing a cyber se-
curity serious game? To answer this question, the effectiveness of COFELET
is assessed from two perspectives.

1. From the developer’s perspective: how helpful is the framework for the
development of the game?
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2. From the player perspective: How valuable are the insights derived
from the game when played?

• RQ2 How effective is using serious games to introduce the MITRE ATT&CK
to students?
Answering this question depends on the evaluation of the learning, gaming,
and instructional components of the game, from both the teachers’ and the
student’s points of view.

1.4 Contribution

The main contributions of this thesis are:

1. A web based game that introduces the ATT’CK framework for undergradu-
ates.

2. An empirical study that assesses the effectiveness of using a COFELET-based
serious games to introduce the MITRE ATT&CK to students.

1.5 Outline

Chapter two provides the Background, in which important concepts and inform-
ation are provided to understand the rest of the thesis. Followed by discussing
other work that is related to the topic, either a game or a model, with a critical
analysis of the state of the art of the field in chapter three the Related work. A
detailed Methodology can be found in chapter four. Chapters five, six, and seven
are dedicated to the Design, Implementation, and Evaluation of the game. The
last two chapters of the thesis are the Discussion and Conclusion, in which the
research questions are discussed and answered, alongside the limitations of the
study and planned future work.





Chapter 2

Background

This chapter is essential for understanding the rest of the thesis, it presents an
explanation of the main subjects that form the essence of the thesis, and under-
standing these concepts, makes it easier for the reader to follow the study.

2.1 Cyber Security

Cyber security as defined by Thakur et al. in [14] is "a measure protecting com-
puter systems, networks, and information from disruption or unauthorized access,
use, disclosure, modification or destruction". In the world we live in, almost every
aspect of our lives, from individuals’ data to governmental institutions is carried
out in cyberspace, where adversarial malicious acts thrive, trying every possible
way to control and violate this data. Cyber security is a wide and huge topic, which
can be found in critical infrastructures, applications, networks, the cloud, the in-
ternet of things (IoT), and many other aspects of digital infrastructure that can be
a victim of cyber attacks. Since adversarial threats affect all sides of cyberspace,
it is infeasible to address them all in one project. In this thesis, it was chosen to
address the attacks that are related to traditional enterprise systems, industrial
control systems, and mobile systems, where different cyber security principles are
applied to protect the assets of these systems. It is important for those who are re-
sponsible for protecting these systems to be prepared and ready to respond to the
attacks that might jeopardize the system, so, they need to be aware of the poten-
tial threats, and analyze the threat’s characteristics, to know what precautionary
measurements should be applied, and to mitigate the attacks in a process called
threat modeling. In a threat modeling process, the main assets of the system are
identified along with the threats to these assets. This process can be used in two
forms, either to assess the current state of the system or in the design phase, to
design a secure system [15]. In order to do their job efficiently, and reach their
goal of sustaining the system’s security, security personnel needs to acquire a huge
amount of information, and keep themselves up-to-date with all the possible risks.
What makes this less complicated, is the availability of such information in an ac-
cessible and reachable place, something threat modeling frameworks are trying
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to achieve.
Next, the MITRE ATT&CK framework will be introduced as one of the main open-
source threat modeling frameworks.

2.2 MITRE ATT&CK Framework

The MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge)
is an innovative framework that provides a rich knowledge of adversarial tac-
tics, techniques, and procedures (TTPs). It is considered a repository that has
been broadly welcomed and adopted by the cybersecurity community. ATT&CK
provides security vulnerabilities mapped to specific adversary behaviors and pat-
terns and exploiting them opens possibilities for new scientific directions.[16] The
reason behind the wide adoption of this framework besides that it is open-source,
and its knowledge is accessible worldwide, is that it contains categorized real-life
observations of adversary behavior, reflecting the various phases of an adversary’s
attack life-cycle and the platforms they are known to target [17]. ATT&CK offers
their knowledge under different categories that answer the Why, How, and Who
questions related to any cyber attack, some of which were used in this project.
The following are the ATT&CK’s categories used in this project:

• Tactics: Tactics are the Why part that indicates the progress of the attack. It
shows the reason or the tactical goal behind using the attacker some tech-
niques. Examples of tactics addressed by the ATT&CK framework and used
in this project are initial access (i.e., gaining initial access to the system)
and execution (i.e., running adversary-controlled code).
• Techniques: This part represents the How part of the attack, meaning, how

an attacker reaches his/her tactical goal, and which actions are performed
for this matter. Each tactic has different techniques that can be used to reach
the goal behind it. For example, Phishing, in which adversaries send elec-
tronic messages, containing malicious attachments or links to execute ma-
licious code on the victim’s system [18], and External Remote Services, in
which adversaries use remote services like VPN to control a system from
outside the system [19], are different techniques that can be performed to
achieve the Initial Access tactic.
• Mitigations: This represents the security control that can be used to prevent

a technique to be performed successfully, or detect its occurrence.
• Groups: This is the Who part of the adversarial attacks. The ATT&CK frame-

work has a huge database that contains many adversary groups with de-
tailed information about these groups, their name, origin, tactics, and tech-
niques used by them, and their targeted victims.
• Campaigns: This describes a group of intrusion activities with common tar-

gets that were performed over a specific period.

All previous points are presented in the ATT&CK framework for three differ-
ent technology domains named: Enterprise, Industrial Control Systems (ICS),
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and Mobile. ATT&CK offers a visual mapping and representation for the tactics
and techniques mentioned earlier in different matrices. Each technology domain
is represented in a matrix showing the tactics and techniques used in this do-
main. For better understanding, a snapshot of the Enterprise Matrix is shown in
Appendix A. Other than the matrices, each tactic has its web page, that contains
the techniques used for it, and each technique has a corresponding web page that
contains potential mitigations for it. In order to introduce the ATT&CK framework
entertainingly, it was decided to use serious games for that matter in this thesis,
but first, we need to understand what are serious games, where they were used,
and for what purpose, as will come in the next section.

2.3 Serious Games

There is no one specific definition for serious games, and many researchers have
defined those in different ways. However, most definitions lead to the same mean-
ing, that they are games designed for the main goal other than pure entertainment
[20]. This means that different from designing entertainment games, in which
the main goal would merely be entertaining the player; when designing a serious
game, the developer should consider other objectives that have an impact on the
player [9], like training, behavior change, educating, etc. For years, serious games
were used in many sectors, such as Health, Education, the Military, and others. In
health sectors (physical and mental), serious games were used for many purposes
by everyone. for example, professionals use games to train in a virtual environ-
ment to reduce the number of medical errors, also, games were used with patients
to monitor and change a behavior, and they were used by people to increase their
health awareness [21]. Serious games were also used in the military as a training
and education tool that allowed trainees to practice real-life scenarios virtually
[22], as in the game Spearhead and America’s Army [23]. As was mentioned be-
fore, serious games are receiving considerable attention in the education area.
Educational serious games were found that they make learning more enjoyable,
interactive, and motivational [24], and they can be effective especially if they were
integrated with educational theories and methodologies. Many other cases exist
where serious games were used in different settings and environments to make
an impact on players, and this study is trying to have its impact on students that
leaves them with more knowledge about the ATT&CK framework, with possible
side results where they can practice their cyber-security knowledge.
To develop a cyber security serious game that adopts not only educational theor-
ies but also cyber security methodologies and models, it was decided to use the
COFELET framework. The next section explains the COFELET framework, with
the theories and the methodologies it adopts.
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2.4 COFELET Framework

The Conceptual Framework for e-Learning and Training (COFELET) was made
for the design and implementation of cyber security serious games. COFELET ad-
opts modern teaching approaches and learning theories and conforms with cyber
security standards and models [13]. The framework was presented by Katsan-
tonis et al. [13], as an attempt to create common methodologies and standards
for cybersecurity game-based learning approaches. COFELET complies with the
activity theory-based model for serious games (ATMSG), which is a framework
that complies with and adopts the activity theory in education and is made to
understand the structure of serious games components, and the relation between
the gaming elements with the learning goals of the game, where those who play
the game or use the game to teach something are considered a part of a complex,
interactive system with the game. Activity theory is a social constructivism learn-
ing theory, that considers educational games as dynamic, interactive systems that
are analyzed under different perspectives like gaming, learning, and instructional
[25]. COFELET uses both, modern educational methodologies that comply with
modern learning theories, and traditional teaching methodologies and training
paradigms. This is done by combining realistic environments to give the players
the ability to improve their critical thinking, problem-solving and analytical skills,
while they need to recall concepts, use tools, and practice on tasks as in traditional
methods.

Figure 2.1: The COFELET Framework
[13]

As shown in Figure 2.1, this framework’s ontology has four key elements:Tasks,
Conditions, Goals, and Scenario Execution Flows (SEF) [2]. Tasks represent ac-
tions directed to reach the game goal, while conditions are prerequisites needed to
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perform the task, and SEF is the sequence in which tasks are performed, and it is
presented in an analogy of an attack pattern. An extension ontology for COFELET
presented additional elements, to analyze the elements that facilitate the learn-
ing and instructional aspects. These elements are Learning objective (LO), Grade
scheme, and Roles. As in ATMSG, serious game activities are divided into three
main activities, Gaming activity, Learning activity, and instructional activity, and
each component in the game can serve all three activities. Other than educational
theories, COFELET utilizes methodologies, models, and strategies that are used in
well-known threat modeling and analyzing approaches which are: Mitre’s CAPEC
[26], Lockheed Martin’s Cyber Kill Chain (CKC) [27] and National Cybersecurity
Workforce Framework (NCWF) [28]. Below is an explanation of the cyber security
models and methodologies of COFELET.

• Lockheed Martin’s Cyber Kill Chain (CKC): There is a type of cyber threat
actors of groups called advanced persistent threat (APT), where adversar-
ies need to have deep knowledge of the system before starting the attack,
and it requires sophisticated and long-term actions [13]. CKC explains the
phases and steps adversaries follow from the beginning of the attack until
the attack is performed successfully.

• MITRE’s CAPEC (Common Attack Pattern Enumeration and Classifica-
tion): Although this exact model was not used in this project, the MITRE
ATT&CK was used and there are a lot of similarities between them. Both
CAPEC and ATT&CK are frameworks provided by MITRE, that offer classi-
fication taxonomy of attack patterns (APs), but CAPEC focuses on the ap-
plication security level, whilst ATT&CK focuses on the network security level
and explains the adversary’s life cycle, which is the main focus of this thesis.

• National Cyber Security Workforce Framework (NCWF) This framework
provides a common definition for the different cyber security workforce
roles depending on their tasks, knowledge, skills, and abilities (KSAs). NCWF
helps educators to connect between education programs and the production
of the workforce.

In addition to educational theories and cyber security concepts and models,
COFELET uses a methodology used in serious game design and implementation,
which is, Adaptation. Adaptation in education as defined by Darrow in [29] is
"any adjustment in the environment, instruction, or in materials for learning that
enhances the students’ performance". This is a very important feature in educa-
tional games, for its role in increasing the effectiveness of the teaching process,
by adjusting and adapting the game’s challenges to the learners’ knowledge, goals
and needs [30].
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Related Work

Carvalho et al. [31] proposed the ATMSG to help game designers to assess their
game design in the prototyping stages, to evaluate if the game structure will ful-
fill the pedagogical desired outcome or not. This model divided the serious games
activities into three main activities, Gaming activity, Learning activity, and Instruc-
tional activity, and focused on the importance of the explicit distinction between
the learning and the instructional activity. Where the learning activity is compat-
ible with the learner’s point of view, and the instructional activity illustrates the
instructor’s side. By that, the instructional components can be evaluated to know
whether they support the desired learning outcomes or not. In this paper, Carvalho
et al. proposed some steps to help apply ATMSG when analyzing and designing
serious games, both steps are much in common with small differences:

• Describe the activities: In which more understanding is offered for the game
activities by highlighting the main related aspects.
• Represent the game sequence: In which, unlike the analysis process, this

phase should be done in conjunction with the prototyping techniques, which
are at a higher level than low fidelity prototyping.
• Identify actions, tools, and goals, and Description of the implementation:

Here, the designers identify components related to each node of the game
sequence and a more complete description of their implementation.

This model was made to help with serious games design and analysis and was
found to be highly helpful and efficient because it provides a detailed way to in-
vestigate the structure of the serious games at early stages, also, the decomposition
of the game’s components offers an explicit analysis model, and was adopted in
many cases to meet specific objectives. One of those is the COFELET framework
which this project depends on for designing the game, not to mention evaluat-
ing it. But the limitation of this paper is that it is an abstract model, an example
application of the model on a game, in designing and evaluation could be very
useful in understanding how to use it, as in the study conducted by Katsantonis
et al. [2] that will be mentioned later.

In a study on different types of games, Hart et al. [32] explored Risiko, a
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cyber security serious game that, in contrast to many investigated games, was
created as a board and card game, rather than a video game. The game helps the
players to think both like attackers and defenders and contains a wide range of
cyber security attacks and related countermeasures from industrial and govern-
ment cyber security standards. The design of Risiko uses fundamental ideas from
constructivism learning theory and game design to encourage engaging, active
learning. Risiko designers target two different audiences, employees without any
technical background as the primary audience, and cyber-security university stu-
dents who want to practice what they have been taught in the university as the
secondary audience. They designed their study based on the Technology Accept-
ance Model (TAM) which divides the perception of the technology by users into
three constructs: perceived ease of use (PEOU), perceived usefulness (PU) and
intention to use (ITU). These constructs were assessed by both audiences. They
took into consideration that the primary audience is a non-technical audience, so
they designed the attacks to be accessible and easy to understand. Constructivism
learning theory was the only sound theory used in designing the game, no cyber
security theories or models were used to design the attacks and mitigations for
the game, instead; they relied on cyber security reports, and practices. Although
the game encourages critical thinking and decision-making, the fixed information
that is available in the game through the cards form makes it hard to adapt to
newly available attacks, mitigations, and security measurements which, in turn,
are changing rapidly and continuously. But, using industrial and government cyber
security standards helps with connecting education with these standards, which
in turn increases the adaptability of the game.

Yamin et al. [33] developed a multi-layer system, that contains a Strategy
game, and domain-specific language (DSL) for cyber-security exercise scenario
modeling in a cyber-security exercise environment. Their system was made in
an attempt to create an efficient way to conduct cyber-security exercises with
unique scenarios for each exercise, to increase the participants’ skills in decision-
making, which is a skill they noticed that the teams involved in the European
cyber-security challenge were lagging. In this multiplayer game, players can play
in multiple roles besides the traditional defenders (i.e Blue-team), and attackers
(i.e. Red-team), the game offered a White-team option, where members create a
complete network with interconnected components and a Green-team that mon-
itors the team’s performance in live-action representations of Red and Blue teams.
Different cyber-security methodologies and theories were considered in the game
design, like the Penetration testing methodology and Cyber kill chain. For the
game evaluation, they conducted a case study in the context of the Norwegian
Cyber Security Challenge (NCSC), to evaluate both the developed game and the
scenario language toolset, and they collected the data for the study through Post-
game survey, Game recordings to record the participant gameplay, and Post-
game interview. This game was implemented to enhance critical thinking and
decision-making in a real-time environment, where also the dynamic nature of
the scenario modeling is an advantage in favor of the game’s adaptability since
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the game observes the gameplay session and creates a unique scenario based on
it. Also, the multiple roles that were considered in the game, were adapted to the
players’ preferences. But, counter to Risiko, the players need to have high tech-
nical skills in order to play the game, which results in a limited audience that can
benefit from the game.

Katsantonis et al. [2] introduced an extended version of the COFELET frame-
work ontology that was presented by Katsantonis and Mavridis [34], where they
noticed that the first ontology only provided an analytical description for the key
elements of the COFELET game, which are Goals, Conditions, Tasks and SEFs and
Knowledge, Skills and Abilities (KSAs), with less focus on the elements that fa-
cilitate the learning and instructional aspects. For that reason, they extended the
ontology to include Learning objectives (LO), Grade schemes, and Roles.

They also introduced HackLearn, a cyber-security serious game that lies under
the hacking simulation game genre and is used for teaching cyber-security con-
cepts with a hands-on hacking experience for players. HackLearn is a scenario-
based game with a Unix-like terminal where players type and execute text-based
commands to emulate real-life tools. HackLearn developers used the COFELET
framework to support different aspects of the game, like the learning and in-
structional aspects by using modern learning theories, such as the activity theory
in ATMSG, and also the cyber-security aspect by modeling strategies and cyber-
attacks. Different cyber security models and standards were incorporated into the
game such as CAPEC from MITRE and CKC. ATMSG was used for evaluating the
game as well. According to their activity, the developers divided the game’s com-
ponents into three main categories learning activities, instructional activities,
and gaming activities. The game’s evaluation revealed a few limitations related to
the lack of multiple players and multiple modes in the game, as the game presen-
ted a single-player game with only a hacking simulation mode. This study is the
most related to this thesis, where the same design and evaluation framework is
used in both. The game part of the game was found to be highly helpful in un-
derstanding how to apply the COFELET framework in both the design and the
evaluation. But, the textual form of the game, where the players need to insert
text commands may intimidate some players with less programming skills.

In a different area of security, Jordan et al. [5] presented Countermeasures,
a game that teaches computer security to people with general technical back-
grounds but not necessarily computer security experience. The game they presen-
ted teaches techniques that are used by security experts. The purpose of their
study was to test the following hypothesis:

1. Simulation that emulates a real-world system is better for training than
reading.

2. Learning practical knowledge via a game is more engaging than learning
from a book.

The game provides a real interactive shell and an environment resembling cur-
rently deployed security systems, allowing them to exploit a real server. Counter-
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measures were designed as a single-player game, with a client-server architecture,
where the player is guided through several missions through a command-line in-
terface, with a form of a score that is increased with each successful mission.
Countermeasures provides a cyber security sandbox environment by blacklisting
some of the commands that may cause damage to the test environment if used
by the players. The game used a summative assessment by providing help and
hint options, but with a price that is deducted from the score. The game-play was
divided into two types of missions, Training and Live missions. Training mission
focuses on one specific security aspect, whereas live missions are more complic-
ated and combine several security aspects. Having two sets of missions where one
is simpler than the other adapts to the different skills of the players, where they
can train in the training missions, and build their skills up to the live missions.
Evaluating the game showed that the amount of taught knowledge in both the
game and reading was the same, but with the game, it took half the time, also,
the participants found the game more engaging and entertaining, and those who
participated in the experiment were the only ones who sought additional com-
puter security learning. But the limitation noticed in this study is that the game
design did not utilize any educational theories, instead, they used specific theoret-
ical knowledge from books and turned it into scenarios. also, same as HackLearn,
the textual commands may intimidate players with less programming skills.

It was noticed while reading the literature that there are numerous educa-
tional theories available that can elevate the teaching process, but the field of
educational cyber-security games lacks standardized models that integrate both
educational and cyber-security models and theories. In this case, only one frame-
work (COFELET) was found. Additionally, it was noticed that cyber-security games
tend to ignore the requirement to impart fresh knowledge that can energize stu-
dents’ minds in favor of reinforcing the knowledge they already possess.

Compared to the previous work, our approach is the first to consider the whole
and complex MITRE ATT&CK framework in one serious game directed toward uni-
versity students. The game for this project is designed using the COFELET frame-
work as in the work of Katsantonis et al. [2]. It allows the players to practice their
knowledge and skills in cyber-security, through several scenarios as in what Yamin
et al. [33], and Jordan et al. [5] have done. Both attacker, as well as defender roles,
can be trained by having the possibility to play either role as in the work of Hart
et al. [32]. For the game to serve its purpose as a serious game, ATMSG is used to
design the game mechanics " nature of the tasks, scoring, assessment ...etc ". The
game overcomes the limitation found in Risiko, by offering information provided
by the MITRE ATT&CK, and not providing fixed data on cards, and the limitation
found in Yamin’s study, by making the game playable by anyone, regardless of the
knowledge level they have. Unlike HackLearn and Countermeasures, the game is
simple and easy, no textual commands are asked. But the lack of different roles
and play modes in HackLearn was an inspiration for this thesis, to try to overcome
these challenges by offering different roles with different scenarios.
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Methodology

To offer solutions for the challenges mentioned in chapter 1, this project is aiming
to introduce MITRE ATT&CK framework for cyber security students in a serious
game setting. An empirical research methodology is conducted, and the project
work is divided into three main phases to either support or discard the hypothesis:
A COFELET serious game is an effective approach for introducing the MITRE
ATT&CK framework to university cyber security students.
The main three phases for the project are Investigation, Implementation, and
Evaluation, and by the end of the last phase, the research questions mentioned
in Section 1.3 should be answered.

4.1 Investigation

• Literature review: This phase is done by searching through libraries and
scientific databases for articles and papers to gain more knowledge about
the serious games in the cyber-security field, as well as theories and design
patterns for such games.
The literature review also includes searching for resources containing learn-
ing theories and methods used in educational serious games in general, and
serious games for cyber security in particular.
Academic databases searched included Science Direct, Google Scholar, and
Scopus, with keywords cyber security, Serious games, education, training,
and Game Design patterns to create the following queries:

1. ((cyber OR information) AND security) AND serious game AND( edu-
cation OR training ).

2. cyber security AND education AND serious games.
3. Cyber security AND serious games AND design.

The inclusion criteria were related articles and papers published in English.
• Game investigation: To have a clear idea about the state of the art in serious

games in cyber security, research is conducted for existing serious games,
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and the games are investigated analytically to extract the main game mech-
anics used and the learning theories applied. This research was done on a
literature level (papers about games) and actual gameplay. The literature
game investigation was conducted using the same libraries and scientific
databases. Few games were found to be related to cyber security as indic-
ated by Hart et al. [32], and Yamin et al. [33], other games were found to
be related to other aspects of security as proposed by Jordan et al. [5]which
was about computer security, and by Thompson & Irvine in [35] which was
for network security. In the game-playing phase, the focus was highlighted
on the gaming aspects more than the educational and pedagogical, where
the author played multiple games in an attempt to observe and collect ideas
for the game design, in terms of game genre, number of players, scoring, and
other game mechanics. This phase was challenging due to the lack of avail-
able access to such games. At first, the author attempted to find the games
found in the literature, which turned out to be challenging. A Google search
was conducted to find other cyber security serious games using the query
"cyber security serious game portal", one website found to be very helpful
that contained multiple accessible games 1 and the following were played:

◦ Targeted Attack: The Game by Fugle Inc. (Desktop game)
◦ Cybersecurity Lab (Desktop game)
◦ Keep Tradition Secure (Desktop game)
◦ Cyber Awareness Challenge. (Desktop game)
◦ Defend the Crown (Mobile game)

4.2 Implementation

After collecting literature that is sufficient to allow the author to develop the game
with the needed outcome, the rationale behind the implementation methodology
and chosen design pattern are discussed hereafter:

• Implementation Platform: In which platform the game should be implemen-
ted, and what programming languages are used? Can be web-based, or a
game engine.
The following factors were considered for this decision:

◦ The game distribution for the testing.
◦ Ease of improving and changing in the implementation.
◦ Feasibility for the author to learn a new programming language if

needed.

To facilitate game distribution for the user evaluation, as well as the capab-
ilities of the developer, the decision was made to build a web-based serious
game, using the Django framework building on Python as the programming
language [36].

1https://www.helpsystems.com/blog/8-online-cybersecurity-games-that-test-your-cyber-skills
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• Design Patterns: From the literature, a design pattern/framework should
be adopted for the game design to produce a game that fulfills the intended
learning goals and good user experience (UX) .
For this purpose, the COFELET framework was used for designing the game,
since it was made for cyber-security serious games, and it embraces mod-
ern learning theories and innovative teaching approaches, combined with
cybersecurity models and methodologies in one framework. [13] Then, its
suitability as a design pattern is investigated in this thesis.

4.3 Evaluation

Two evaluation methods were employed, qualitative and quantitative evaluation:

• Expert evaluation: Researchers and teaching staff from the Norwegian Uni-
versity of Science and Technology (NTNU) who are involved in relevant
teaching activities were contacted to test the game and provide their feed-
back. This feedback was considered for the qualitative evaluation, specific-
ally as professional feedback for the effectiveness of the game in delivering
the desired learning material if conducted as a secondary learning activity.
The feedback was collected through a post-game questionnaire containing
statements about the game’s pedagogical aspects, learning outcomes, as-
sessment criteria, and the gaming aspects like the fun factor and the user
interface. The participants should choose whether they agree with the state-
ment or disagree, they were offered 5 choices "Highly disagree, Disagree,
Neutral, Agree, and Highly agree". There were some optional open-ended
questions, to give the participants the chance to elaborate on their opinions.
• Student evaluation: This process was done for the quantitative evaluation,

to test the effectiveness of the game in increasing the student’s knowledge
about the ATT&CK framework and how to use it. This process was done
in three phases, a pre-game questionnaire, a gameplay session, and a post-
game questionnaire. The pre-game questionnaire collected information about
the level of knowledge students already have about the ATT&CK framework.
A game session was conducted after the pre-game questionnaire, so the stu-
dents try the game. The session took place in a lab setting, and incentives
were offered to ensure as many participants as possible are participating
in the experiment. After the game session, the students were given a post-
game questionnaire that focuses on different serious game elements. The
questions in the questionnaire were divided into three categories repres-
enting the three different serious games activities, Learning, Gaming, and
Instructional activities, as mentioned in 2.4.





Chapter 5

Design

For this game, the name ATT&CK To Defend was chosen. ATT&CK To Defend can
be put in the (Operational) game genre, where players need to make decisions
to answer specific questions related to tactics, techniques, and mitigations. The
game allows the player to play as a defender but in two different mindsets. A
defender from a defender’s perspective (Blue-team), and a defender that thinks
as an attacker (Red-team). the player will go through different scenarios for each
role. Scenarios are designed as a group of multiple-choice questions, each question
represents a step of an attack that in the end represents a Cyber Kill Chain (CKC)
scenario. Scenarios were taken from different domains in the ATT&CK framework.
COFELET framework was used to build the game Sequence for the game ATT&CK
To Defend. Influenced by the game sequence that was presented in [13]. Figure
5.1 shows the game sequence implemented for the project.

Figure 5.1: ATT&CK To Defend game sequence
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5.1 COFELET Usage

This section is dedicated to explaining how the COFELET framework was used in
many stages of the game’s design and implementation, including the framework’s
key elements, models, and methodologies used in education and cyber security.

5.1.1 Usage of key elements

As mentioned in 2.4, COFELET has four key elements which were used to design
the game:

• Conditions: When the game was designed, two different types of condi-
tions were taken into consideration, Pre-game conditions and In-game con-
ditions.

◦ Pre-game conditions are what the players need to be able to play
the game: Internet connection, a device to play the game on "Laptop,
phone, etc." and some prior knowledge about cyber security.
◦ In-game condition where the player needs to inform the game about

how confident he/she is in the answer. This confidence factor affects
the score. Also, the player needs to answer all tasks’ questions in the
mission to be able to finish it.

• Goals: To be able to understand the game goals, a tutorial section was ad-
ded to the design to explain these to the player. Understanding the scoring
technique is crucial to understand how to play the game, and to make sure
that the players read it, a quick tutorial was added to the game-play section
before starting to play, and not to the game tutorial section, since, from the
previous experience, it was noticed that the players tend to skip the tutorial,
and jump immediately to playing.
• Scenario Execution Flow: The flow of the scenarios were designed to start

with the main characters introducing themselves, their jobs, and what they
need. This was made to add a story feature to the game. Then the player
chooses which mission to play, finally, the game starts with tasks that gradu-
ally increase in difficulty and several choices for answers.
• Tasks: In this game, each task was designed to handle either a specific at-

tack that an adversary group is usually performing and their mitigations,
or, tactics performed in malware or a campaign and their techniques. The
player needs to complete all of the tasks in one mission at least, to finish the
game. Feedback is given to the player after each task, with a help option, to
emphasize the learning objectives. The tasks were designed to have more
than one correct/incorrect answer.
At the end of each mission, feedback is given to the player, about the score
and how many questions were answered correctly. Also, the player will be
given a replay, New mission, and Quit options, to choose how he/she



Chapter 5: Design 21

wants to move forward.

5.1.2 COFELET Educational models and methodologies

ATMSG

As mentioned in 2.4, COFELET adopted the ATMSG model, which adopts the
activity theory. Carvalho et al. [31] defined the activity theory as the interac-
tion between a subject and object in a process. In this project, the players were
considered the subjects, that interact with the object (the game), to learn about
MITRE ATT&CK by solving a group of tasks. The activity can be divided into smal-
ler units called Actions moving toward a specific goal, in this case, the activity of
playing was divided into two types of missions, Blue-team, and Red-team actions.
Further division for these actions can be done to produce lower-level units called
Operations, which are performed under some conditions [13].

Figure 5.2 shows the division of Activities, Actions, and Operations in the
game.

Figure 5.2: Activity theory decomposition

ATMSG was also used to classify the game’s components that need to be con-
sidered in the game design into gaming, learning, and instructional.

Game’s Adaptation

Game adaptation as mentioned in 2.4 is a very important methodology to be ap-
plied in serious games to increase the game’s effectiveness as an educational game.
In ATT&CK To Defend, adaptation was considered in three features:

• Scoring Technique:
Since this game wasn’t designed to assess the knowledge of the players but
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to introduce a new topic to them, a formative assessment was applied to
calculate the score. Dixson et al. [37] (a reference to Wiggins [38]) defined
the formative assessment as “An assessment used primarily to educate and
improve student performance, not merely to audit it”. The scoring scheme
was inspired by [39], where the author used an extra factor that affects the
player’s decision and score which is the confidence factor. This was imple-
mented in a form of a question about how confident the player is with their
answer, and this needs to be answered before solving the task. By using this
method, it is confirmed to the players that they can seek help before an-
swering without any cost, so it is guaranteed that they gained the required
knowledge. The scoring technique considered the different levels of know-
ledge the players may have, it gave those with good knowledge the privilege
of having two points as an award for answering without help. At the same
time, it gave those with a lower level of knowledge the option to get help
and get one point as a reward, without worrying to lose any points for in-
correct answers.

• Different roles
It was thought that using different roles as Blue-team and Red-team, would
adapt to players’ preferences. Some may find themselves preferring think-
ing as a defender and thinking of mitigations, others may have other pref-
erences, seeing themselves better in thinking of techniques and applying
attacks. This gives them the chance to choose what they find more suitable
for them, or they can try both to discover their preferences.

• Different scenarios:
Adaptation in the scenarios of ATT&CK To Defend was applied by consider-
ing the different technology application domains in the ATT&CK framework
into them. The ATT&CK framework includes adversarial behaviors from sev-
eral application domains, enterprise, mobile, and Industrial Control Systems
(ICS). Consequently, the approach here can be adapted to introduce the sub-
jects to such features in ATT&CK. In this regard, scenarios from different ap-
plication domains, enterprise, ICS, and mobile were integrated respectively.
Integrating campaigns as well into the game demonstrates its adaptability
to new cyber security concepts introduced by MITRE since Campaigns were
the newest and most recent feature added to the ATT&CK framework at the
time of writing this thesis.

5.1.3 COFELET Cyber Security models and methodologies

Lockheed Martin’s Cyber Kill Chain (CKC)

In ATT&CK To Defend, the missions were based on CKC, tasks start from the first
phase of a specific attack of an adversary group, Malware, or a Campaign, which
was taken from ATTCK, and each task after represents the next phase of the attack



Chapter 5: Design 23

in the same sequence of the attack phases. This will be explained further in the
Implementation chapter.

MITRE ATT&CK Framework

The whole idea of the project revolves around the ATT&CK framework, other than
introducing it through the game, ATT&CK was the main source of information for
building the Scenario Execution Flows (SEFs), correct answers for tasks, and hints.

5.2 Scenarios’ Design Process

ATT&CK To Defend was designed to have two playing roles, with multiple scen-
arios for each role. The design process went through a series of phases as shown
in figure 5.3:

Figure 5.3: Scenarios’ Design Process

• Blue-team Scenarios:
The Blue-team scenarios were designed based on documented real-world
adversary groups. Scenarios were designed taking into consideration a known
behavior of the groups, with techniques they use to achieve an objective
(i.e. tactic). To form a scenario, the sequence of tasks was designed to form
a CKC. The questions for each task in these scenarios are asking about a
specific technique that is used by the group for performing a tactic. The
answers’ options are mitigations that can be used to stop the attacks.
• Red-team Scenarios

For the Red-team, scenarios were designed in a way that increases the ad-
aptability of the game. One scenario is taken from the Mobile domain, and
the other is taken from the newly added feature in the ATT&CK framework,
the Campaign. Same as the Blue-team scenarios, the tasks’ sequence of the
Red-team scenarios form a CKC. But, instead of asking about mitigations for
techniques, questions are asking about techniques to achieve an attacker’s
objective (i.e tactic).
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Implementation

This chapter will discuss the choice of tools, and the implementation process of
the previous chapter, that resulted in a web-based serious game.

6.1 Choice of tools

• Web-based game:
The final decision to implement a web-based game was based on both tech-
nical and personal preferences.

◦ Personal reasons: Due to the author’s desire to develop better web
development skills as a full stack developer, and to improve familiarity
with python as a programming language.
◦ Technical reasons: Developing a web-based game instead of using a

game engine was due to 1- The nature of the game. The game is simple
and doesn’t need the usage of heavy gaming engines. 2- Ease of game
publishing: According to [40], it is very easy to publish a web-based
game to reach more users, only a device and an internet connection
are needed, without the need for additional plug-ins, which makes it
perfect for mobile and web-browsers. Also, since it was planned to
test the game in an open experimental setting,—i.e., a lab session, or
lecture in a classroom, web-based games are easier and more flexible
to be used.

• Django:
For web development, many effective and powerful frameworks exist, Django
was chosen due to the following points:

◦ Popularity: Django is the most popular Python-based framework, ac-
cording to the 2020 JetBrains Developer’s Survey, and second most
popular according to the 2021 JetBrains Developer’s Survey [41].
◦ Independent of external libraries: According to [42], Django has

many benefits, first of all, being independent of external libraries and

25
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packages or as it is called, batteries-included framework, which means
that for many functionalities, instead of writing code from scratch, a
library can be imported.
◦ Python: Django is using Python, which is considered to be one of the

easiest programming languages to learn according to [43].
◦ Flexibility: The most important feature of Django is Flexibility, espe-

cially for this project, because it has different roles and different scen-
arios for each role, it was easy to just add new functionalities and
features without the need to repeat the whole process every time.

• COFELET
COFELET was chosen to design and implement the game because it is a
framework that is specializing in serious games for cyber security. As men-
tioned in 2.4, COFELET adopts the activity theory in education and uses
modern educational methodologies that comply with modern learning the-
ories, and traditional teaching methodologies and training paradigms. Using
such a framework helps with increasing the learning outcomes of the game.
From a designing perspective, dividing the framework into its key elements,
gave the impression that it is easy to draw the flowchart of the game flow,
and design the game.

6.2 1st version of ATT&CK To Defend

Working on this project was done over two periods of time, the first version of the
game was implemented as a course work in a previous semester, containing only
one character "Alti", and one Blue-team scenario, the APT3. The scenario was the
same as presented in this version of the game.

Figure 6.1 shows the game sequence for the first implemented version of the
game.

Figure 6.1: Previous game sequence

The game was evaluated qualitatively by two professors from NTNU, who
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played the game and answered a Post-game questionnaire.
The evaluation showed some limitations that were considered in implementing
the full version of this thesis. These limitations were:

• The user interface was not friendly, the images and the text were out of
scale, and the interface was confusing for having too many images and text.
This was solved in the new version, by making sure that the content fits the
screen, The questions were labeled and numbered, so the user knows where
to start.
• The players were confused about the confidence factor, which was con-

cluded that they did not read the tutorial. This was fixed by putting the
scoring technique and the confidence factor explanation as a part and at
the beginning of the game-play, so the players read it before start playing.

It was planned to continue working to develop the full version of the game
containing the Red-team role, and more scenarios for each role, as will be ex-
plained in the next sections.

6.3 Scenarios’ Implementation Process

Implementing the scenarios went through a series of sequential steps. Figure 6.2
shows the Blue-Team Scenario Implementation Process:

Figure 6.2: Blue-Team Scenario Implementation Process

• Choosing an adversary group from ATT&CK:
The ATT&CK framework has a huge amount of information about many ad-
versary groups, there were no specific criteria for choosing the groups other
than trying to build the scenarios from different technology application do-
mains in the ATT&CK. The choice fell on a Chinese group called APT3 [44]
and a Russian team called Sandworm [45].
The same process was held for the Red-team scenarios, but instead of choos-
ing a group from the ATT&CK framework, malware and a campaign were
chosen. Followed criteria for choosing were to choose scenarios for different
technology domains in ATT&CK. The choice fell on Stealth Mango, a mal-
ware targeted Android mobile systems [46], and FunnyDream, a campaign
that targeted government and foreign organizations in Malaysia [47].
• Collecting the needed information:

Information were collected from the following sources:

1. ATT&CK navigator: To create a visual mapping for each group’s tactics,
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techniques, and mitigations, ATT&CK navigator was used, which is a
tool offered by ATT&CK to present this information in a form of a mat-
rix, to make it easier for people to collect data. Appendix B shows the
matrix of APT3 after using the navigator, the techniques marked in blue
are the techniques used by the group to perform a tactic, some of the
used techniques are not shown here because they are sub-techniques
that are shown when expanding the matrix.

2. Expert: As mentioned in 5.2, an expert was consulted to collect inform-
ation about wrong mitigations, cause this type of information does not
exist in the ATT&CK framework, and it is out of the author’s scope to
acquire this knowledge. In addition to the wrong mitigation, the ex-
pert also provided justifications explaining why these mitigations are
wrong. Last, the expert provided information regarding the sequence
of the attack phases that are known to be done by the group.

For the Red-team scenarios, mitigations were not considered, the collected
data was tactics and the techniques used to perform each tactic. Information
provided by the expert for this stage were, wrong techniques to be used for
the tactics, and justifications explaining why they are wrong, in addition to
the correct sequence of the tactics.
After collecting the needed information, the data was structured into a table,
mapping the attacks’ sequential steps, with their techniques, correct, and
incorrect mitigations. Tables 6.1 and 6.2 are the ones created for the Blue-
team scenarios, and tables 6.3 and 6.4 are the ones created for the Red-team
scenarios
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Table 6.1: Blue-team Scenario 1: APT3 Scenario’s tasks and mitigations

Attack Correct mitigation/s Wrong mitigation/s

Account Discovery
- Operating System
Configuration

- User training

Privilege Escalation
- Auditing
- User Account
Management

- Limit Hardware
Installation

Credential Dumping
- Encrypt Sensitive Information
- Force password policies

- Network Intrusion
Prevention
- Data Backup

Account Manipulation
- Domain administrator
accounts management
- Multi-factor Authentication

- Data Loss Prevention
- Boot Integrity

Exfiltration
- Data Loss Prevention
- Network Intrusion Prevention

- Execution Prevention
- Encrypt Sensitive
Information

Lateral Movement
- Filter Network Traffic
- Limit Access to Resources
Over Network

- Data Loss Prevention
- Data backup

Malicious Link
- Restrict Web-Based Content
- User training

- Boot Integrity
- Update Software
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Table 6.2: Blue-team Scenario 2: Sandworm Scenario’s tasks and mitigations

Attack Correct mitigation/s Wrong mitigation/s
External Remote

Services
- Network Segmentation - Safety Instrumented Systems

Scripting
- Application Isolation
and Sandboxing
- Execution Prevention

- Static Network Configuration

External Remote
Services

- Limit Access to Resource
Over Network
- Disable or Remote Feature
or Program

- User training
-Watchdog Timers

Masquerading
- Restrict File and
Directory Permissions
- Code Signing

- Minimize Wireless
Signal Propagation
- Mechanical Protection
Layers

Connection Proxy
- Filter Network
Traffic
- Network Allowlists

- Data Backup
- Limit Hardware
Installation

Device
Restart/Shutdown

- Communication Authenticity
- Authorization Enforcement

- Data Loss Prevention
- User Training

Unauthorized Command
Message

- Software Process and
Device Authentication
- Network Segmentation

- Restrict Web-Based
Content
- SSL/TLS Inspection

Valid Accounts
- Application Developer
Guidance
- Access Management

- Redundancy of Service
- Safety Instrumented
Systems
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Table 6.3: Red-team Scenario 1: Stealth Mango Scenario’s tactics and techniques

Tactics Correct technique/s Wrong technique/s

Initial Access
- Replication Through Removable
Media
- Drive-By Compromise

- Process Injection

Discovery
- System Network Configuration
Discovery
- Software Discovery

- Data Manipulation
- Input Injection

Collection
- Location Tracking
- Audio Capture

- Replication Through Removable
Media
- Boot or Logon Initializing
Scripts

Command and Control
(C2 or C&C)

- Encrypted Channel
- Out of Band Data

-Lockscreen Bypass
-Credentials from
Password Store

Impact
- Network Denial of Service
- Account Access
Removal

- Scheduled Task/Job
-Process Discovery

Table 6.4: Red-team Scenario 2: FunnyDream Scenario’s tactics and techniques

Tactics Correct technique/s Wrong technique/s

Resource Development
- Compromise Accounts: Email
Accounts
- Develop Capabilities: Malware

- Command and Scripting
Interpreter
- Adversary in the Middle

Execution

- Command and Scripting Interpreter:
Windows Command Shell
- Windows Management
Instrumentation

- Lateral Tool Transfer
-Disk Wipe

Discovery
- System Network
Connections Discovery
- Process Discovery

- Compromise Infrastructure:
Botnet
- Loss of View

Collection
- Archive Collected Data: Archive
via Utility
- Input Capture: Keylogging

- Activate Firmware Update Mode
- Drive-by Compromise

Command and Control
- Ingress Tool Transfer
- Encrypted Channel

- Scheduled Task/Job
- Process Discovery



32 :

• To add a better visual representation for the tasks, a search was conducted
for images that can be representative of the techniques used in each task.
Figure 6.3 shows an image added to the task asking about how to mitigate
stealing accounts from a system.

Figure 6.3: Task’s related image

• Web-Implementation: At this stage, the implementation starts by coding the
web pages using HTML and Java. Rendering the pages, collecting and cal-
culating the scores, and moving from one page to another were coded using
Python. Visual Studio Code was used as the code editor of the project.

Through the previous process, COFELET’s models and methodologies were ap-
plied in the implementation as follows:

• Using the ATMSG to label the interaction elements in the game. Who are the
players (the students), why they are playing,(to learn about the ATT&CK
framework), and how (through solving a group of tasks that leads to fin-
ishing the mission). Also, ATMSG was used in classifying the game’s com-
ponents to make sure that the game includes all the important elements or
components of a serious game, including learning components by specifying
the desired learning outcomes, and their connections with the game, also,
adding gaming elements to make it engaging and fun and finally making
sure that the game has instructional components, like the tutorial, feedback,
and scoring scheme.
• The usage of the ATT&CK framework as the main reference and source of

information. Since as mentioned in section 2.2, the ATT&CK framework of-
fers a standardized taxonomy of attack patterns, which helps to envisage
the attack steps.
• Applying CKC to create the SEFs. This was done by ordering the tasks in the

same order in which a CKC is performed in real-life.

• Finally, as mentioned in 5.1.2, the game’s adaptation. The game’s adaptation
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was applied in the scoring technique, the different roles, and the different
scenarios from the different technology application domains in ATT&CK.

6.4 Game’s Scenario Execution Flows (SEFs)

6.4.1 APT3 SEF

APT3 group starts its attack by getting to know and understand the system with
the Discovery tactic, up until they gain execution over the system. These phases
are known to be performed by APT3 in the following sequence:

1. Discovery
2. Privilege Escalation
3. Credential Access
4. Persistence
5. Exfiltration
6. Lateral Movement
7. Execution

Figure 6.4: APT3 SEF

The scenario for the APT3 group was built to cover tactics in the same se-
quence as listed above as shown in figure 6.4. The scenario starts with the main
character of the Blue-team "Alti" giving some information about the group, and
asking the player to help him mitigate the group’s predicted attack. After the in-
troduction, the player is given an explanation of the discovery tactic and how it is
done by APT3 and is asked about the best way among the given options he/she
thinks is best to mitigate the tactic. The next task in this flow is given by explaining
how the APT3 are known to perform the privilege escalation tactic, and asking the
player what he/she thinks should be done to prevent the group from performing
the tactic successfully, and the player needs to choose the answer amongst three
choices. Next, the player is told that this group usually steals credentials within the
system, which helps them to get access to the systems while being hard to detect,
and the player is asked to advise Alti to stop this tactic. The scenario continues to
walk the player through the remaining tactics, passing from the persistence tactic
to the exfiltration, followed by the lateral movement, and finally the execution.
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Throughout the scenario flow, the tactics and the techniques that are used to per-
form the tactics are explained, and the player is asked for help to mitigate the
attacks while given four choices to choose from.

6.4.2 Sandworm SEF

Sandworm is known with starting the attack by trying to get access to the system
with the Initial Access tactic until it gets to the stage where they can manipulate
accounts on that system. These phases are known to be performed by Sandworm
in the following sequence:

1. Initial Access
2. Execution
3. Persistence
4. Evasion
5. Command and Control
6. Inhibit Response Function
7. Impair Process Control
8. Lateral Movement

Same as the SEF in section 6.4.1, and as shown in figure 6.5, the Sandworm
scenario was designed to address the tactics and techniques in the same sequence
as listed above. Starting from asking the player to choose amongst two choices
what he/she thinks can prevent the attempt of gaining initial access, followed by
giving the player three choices to choose from, to mitigate the execution of the
tactics. Same as 6.4.1, the game walks the player through all the tasks that cover
all the tactics until the last one. For each task, an explanation of the tactic and the
used technique is presented.

Figure 6.5: Sandworm SEF

6.4.3 Stealth Mango SEF

Stealth Mango Malware’s behavior starts with the Initial Access tactic and moves
up until it could have an impact on the system, the sequence of its behavior is as
follow:

1. Initial Access
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2. Discovery
3. Collection
4. Command and Control
5. Impact

As one of the Red-team scenarios, the main character here is Alma, the scen-
ario starts with Alma talking about the Stealth Mango malware, and how she is
planning to emulate the behavior of the malware. As the first tactic known to be
performed by Stealth Mango malware is the initial access, the player is asked to
choose a technique amongst three, to perform the tactic. Same as in the Blue-team
scenarios, the first question has fewer options than the others. The flow continues
to the next task, asking about techniques to perform the discovery tactic, in which
the player is choosing amongst four choices. The same applies to the remain-
ing tactics, where the name of the tactic in addition to the tactic’s explanation is
offered to the player for the collection, command & control until it reaches the
Impact tactic. Figure 6.6 shows the SEF of the Stealth Mango scenario depending
on the previous points.

Figure 6.6: Stealth Mango SEF

6.4.4 FunnyDream SEF

FunnyDream campaign’s behavior starts with the Resource development tactic
and moves up until the Command and Control phase, the sequence of its behavior
is as follows:

1. Resource development
2. Execution
3. Discovery
4. Collection
5. Command and Control

This scenario starts with Alma explaining the concept of campaigns and talking
about the FunnyDream campaign. Walking through the same sequence as listed
above, the first task in this scenario is to emulate what was done in this campaign
to perform the resource development tactic, explaining the tactic, and giving three



36 :

choices to the player to choose from. The next task would be asking the player to
emulate the execution tactic, by choosing one technique out of the four choices
presented to the player. Same as all the previous scenarios, the game walks the
player through all the tasks by explaining all the tactics, and explaining that these
tactics are performed in the same sequence as presented in the game. The player
emulates one tactic after another until the sequence is over. Figure 6.7 shows the
SEF of the Stealth Mango scenario depending on the previous points:

Figure 6.7: FunnyDream SEF

The following steps summarize the general game flow for each scenario"

1. After the player chooses which team to play with, the associated character
will appear with an introduction about the character, name, job, and the
help needed from the player.

2. The player needs to choose a mission out of the two available, where only
the mission names are offered at this stage.

3. A quick introduction about the mission is given to the player, this intro-
duction includes information about the adversary group, Malware, or Cam-
paign, depending on which mission the player chose.

4. The first task is offered in a form of a question about the first phase of
the performed CKC of the mission, in addition to the task’s question, the
player will be asked about how confident is he/she in their answer, also,
the answers’ choices will be shown, without the possibility to answer.

5. The interface will change depending on the player’s choice for the confid-
ence factor. If confident, only the answers’ choices will be shown. If not
confident, in addition to the answers’ choices, the player will be offered a
hint option, that redirects him/her to the related web page in the ATT&CK
framework to look for the correct answer. The answers’ choices can contain
more than just one correct answer for the question.

6. Depending on the correctness of the answer, feedback will be given to the
player justifying why the answer was correct or incorrect, with an extra
option that can redirect the player to the related web page in the ATT&CK
framework, to read more if they are interested.

7. The same process happens for the following tasks, with the score showing
to the players.
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8. After finishing all the tasks in the mission, final feedback is given to the
player, containing the final score, the number of correct answers, and other
extra options to replay, start a new mission, or quit the game.

Figure 6.8 shows an example of the previous steps that are applied to the Stealth
Mango scenario.

Figure 6.8: Stealth Mango scenario flowchart
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6.5 Deployment

In order to distribute the game amongst players, it needed to be hosted on a server.
For this matter, the game’s code and all related files were uploaded into a repos-
itory in GitHub, and the repository was connected to a Heroku app. Heroku was
used because it is compatible with Python, and it provided a free service during
the period of the evaluation. Instead of using command lines to Pull, Commit, and
push the changes to the remote repository, GitHub Desktop was used to update
the GitHub repository with any changes on the project with only a click.

Figure 6.9 shows an overview of the deployment process.

Figure 6.9: Game’s deployment process

The source code of the game can be found in the author’s GitHub repository. 1.

The game can be reached and played via its link. 2

1https://github.com/MACSLama/webGame
2https://macsgame.herokuapp.com/
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Evaluation & Results

Game testing was conducted in two different methods, Qualitatively, by profess-
ors and teachers involved in relevant teaching in NTNU, and Quantitatively, by
bachelor-level cyber security students.
The qualitative evaluation was conducted over two phases, the first was for the
participants to play the game, and the second was to answer a Post-game ques-
tionnaire, that contained a group of statements about the game. The answers’
options were given based on a Likert-type Scale, a psychometric response scale
that scales the level of agreement on a statement [48]. The options given were:

1. Highly disagree
2. Disagree
3. Neutral
4. Agree
5. Highly agree

The questionnaire’s statements considered the three serious games activities as
divided by ATMSG: Learning activities, Instructional Activities, and Gaming
activities. Some of the activities can overlap between more than one category,
but for the sake of simplicity, each mentioned component will be evaluated only
in the activity it was mentioned in.

The quantitative evaluation method was conducted over three phases, and it
was held during a lab session at NTNU, Gjøvik campus. First, the students were
asked to answer a Pre-game questionnaire, then try and play the game, and finally,
they were asked to answer a Post-game questionnaire.
The Pre-game questionnaire was designed to collect information about the stu-
dent’s knowledge of the ATT&CK framework, whether they were taught the frame-
work in a course, their experience in learning the framework, their study level,
and their interests as video game players (if any).
The Post-game questionnaire was a combination of statements with the Likert
Scale as in the Qualitative evaluation and questions with multiple choice answers.
Same to the Qualitative evaluation, the questionnaire was divided into three ser-
ious games activities.

39
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The following sections will be as follow: The first section will present parti-
cipation in the evaluation sessions, followed by the results of the Pre-game ques-
tionnaire that was given to the students, Followed by sections that present the
questions and the collected answers to the professors, and students’ Post-game
questionnaires, divided into the three serious game components.

7.1 Evaluation sessions Participation

Twelve second-year students from the cyber security bachelor’s program particip-
ated in the quantitative evaluation. All of them finished the three phases of the
experiment. The game’s link and the questionnaire were shared amongst eight
professors and teachers, that are involved in bachelor’s cyber security teaching.
Five out of the eight participated in the testing, four of them answered the ques-
tionnaire, and one gave general feedback on the game, about what he thinks is
good and what needs to be improved. All questionnaires with the result report
can be found in Appendix C, D, and E

7.2 Students’ Pre-game Questionnaire & results

Table 7.1 shows the Pre-game questionnaire. Followed by the responses collected
from the students. The column "Label" in the table represents the reference of the
questions in the results’ figures.
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Table 7.1: Quantitative Pre-game Questionnaire

Questions Label Answers’ options
Have you heard about

MITRE ATT&CK
framework before?

"Heard about ATT&CK "
- Yes
- No

If Yes
Were you taught the MITRE

ATT&CK framework
in one of your courses?

"Studied ATT&CK"
- Yes
- No

How can you describe your
experience in learning the

ATT&CK framework in a class?

-Unsatisfactory
-Satisfactory
- I don’t know

How would you describe
your Knowledge of the
ATT&CK framework?

"ATT&CK Knowledge"

- None
- Simple
- Medium
- Very good
- Expert

At which level are
you in your study?

"Study level"

- 1st Year
- 2nd Year
- 3rd Year
- Higher level

Do you play video games?
- Yes
- No

If Yes

What type of video
game player do you
consider yourself?

(Can choose multiple)

"Type of player"

- It is all about points
and status for me
- I like to see new
things and discover
new secrets
- I experience fun in
games through
interaction with
other players
- I like to see other
people lose

What type (Genre) of video
games do you
prefer to play?

(Can choose multiple )

"Genre"

- Strategy Games
- Role-Playing Games
- Educational game
- Other

What other game Genre
do you prefer to play?

Open-ending
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All twelve students have heard about the ATT&CK framework before, but only
nine of them were taught it in a course, as shown in figure 7.1.

Figure 7.1: ATT&CK previous knowledge

They were asked about the level of knowledge they think they have about the
ATT&CK framework, eleven answered: Simple, and one answered: Medium.

For those who answered that they were taught the framework in a class, they
were asked to describe their experience in learning the ATT&CK framework in a
class. Figure 7.2 shows the results.

Figure 7.2: In-class learning experience

When asked about whether they play video games or not, nine of them answered
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Yes and the other three answered No. Those who play video games were asked
what type of players they considered themselves, they were given the description
of the players’ type classified according to Bartle’s Player Types for Gamification
as presented by Tuunanen et al. [49], which classifies the players based on obser-
vations on their behavior while playing as:

1. The Achiever: all about points and status.
2. The Explorer: wants to see new things and discover new secrets.
3. The Socializer: experiences fun in games through interaction with other

players.
4. The Killer: wants to see other people lose.

They were given only the description of the types without the name of each type, to
avoid making the students uncomfortable with labeling themselves under certain
categories. They were not limited to a number of answers as the previous answers,
and the results were as shown in figure 7.3.

Figure 7.3: Player’s types

The students had many preferences when asked about the game genre they
prefer to play, but mostly, they preferred Racing, Competitive, Adventure, and
Fighting.

7.3 Post-game Questionnaires & Results: Learning Com-
ponents

For evaluation of the game’s learning components, the content was divided into
two categories, Pedagogical considerations and Gameplay connections with Learn-
ing Outcomes (LOs). The content and the results are presented in the following
sections.
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7.3.1 Professors
1 For the pedagogical considerations, the following statements were given.

• The game promotes active learning. ("Active learning")
• The game promotes continuous learning .("Continuous learning")
• The game provides students with good cyber security “knowledge and skills”

practice. ("Practice")

The results for the active learning statement varied between highly agree, and
agree, with three professors who replied with agree and one replied with highly
agree as shown in figure 7.4.

Figure 7.4: Active learning: Professors

As for the continuous learning statement, one of the professors was skeptical
about the idea and replied with neutral, while the remaining three replied with
agree, as shown in figure 7.5.

The third statement got unanimous approval, with the four professors agree-
ing that the game offers good practice for students, as shown in figure 7.6

1Labels of statements are between quotation marks
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Figure 7.5: Continuous learning: Professors

Figure 7.6: Practice: Professors

Moving to Gameplay connections with Learning Outcomes (LOs), the related
Statements were the following:

• The confidence factor would motivate students to use the Hint option and
visit the ATT&CK framework. ("Conf. factor motivation")
• The confidence factor increased the game’s adaptability ( adapting the op-

tions and scoring to the student’s level of knowledge). ("Conf. factor ad-
aptivity")
• The different scenarios increased the game’s adaptability (adapted to in-

clude scenarios from different domains in ATT&CK). ("Diff. scenarios ad-
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aptability")
• The game would be a successful secondary tool to be used in teaching the

ATT&CK framework. ("Secondary teaching tool")

As for the effect of the confidence factor in motivating the players to use the Hint,
the professors agreed that it can have this effect, The same was for the effect of
the confidence factor on the adaptability of the game, where three agreed and
one had a neutral opinion for this. The results for both statements were combined
and shown in figure 7.7

Figure 7.7: Confidence factor: Professors

All four professors agreed on the third statement which suggests that the dif-
ferent scenarios increased the game’s adaptability, as shown in figure 7.8.

Figure 7.8: Different scenarios adaptability: Professors
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The responses of professors for the last statement varied, as shown in figure 7.9

Figure 7.9: Game as a secondary tool: Professors

7.3.2 Students’

Statements for the pedagogical considerations with their results are listed below.

• The game promotes active learning. ("Active learning")
• The game provided me with good cyber security (knowledge and skills)

practice. ("Practice")

The students’ responses for both statements varied, as shown in figures7.10
and 7.11.

Figure 7.10: Active learning: Students
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Figure 7.11: Practice: Students

Moving to Gameplay connections with Learning Outcomes (LOs), the related
Statements were the following:

• Redirecting to the ATT&CK webpage helped me with finding the correct
answer. ("Redirect to ATT&CK")
• Redirecting to the ATT&CK webpage helped me with getting familiar with

the ATT&CK framework. ("Redirect to ATT&CK for familiarity")
• Dividing the missions into several tasks made it easier for me to focus on

learning about each one. ("Mission division")
• By designing the scenarios to include every stage of an attack, from the

first to the final, I was better able to understand the attack as a whole.
("Understanding the CKC")
• How would you describe the level of knowledge you gained about the ATT&CK

framework after playing the game?

Redirecting the player to the ATT&CK webpage was intended for two reasons,
to help the students find the correct answer, on which the majority agreed, as
shown in figure 7.12 The same figure shows the results of the second reason,
which is to get familiar with the ATT&CK framework, on which the responses
varied as shown in the figure.
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Figure 7.12: Game play connections with (LOs): Redirect to ATT&CK

The division of missions into several tasks was made for a better understanding
of each task individually. Figure 7.13 shows how the students responded to this.

Figure 7.13: Game play connections with (LOs):Mission division

As for designing the scenarios to include all steps of the CKC, figure 7.14 shows
how the students responded.

The last question collects data about how much knowledge the players gained
after playing the game, figure 7.15 shows the results.
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Figure 7.14: Game play connections with (LOs): Understanding the CKC

Figure 7.15: Game play connections with (LOs): Level of knowledge from game

7.4 Instructional Components: Professors & Students

The instructional components of the game were divided into three categories:
Assessment, Feedback, and Tutorial. The content and the results are presented in
the following sections.

7.4.1 Professors

Statements related to the Assessment and Feedback are listed below:
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• The scoring scheme of the game helps to decrease the stress level and results
in better learning outcomes. ("Scoring scheme & Stress")
• The instance feedback would affect the student’s decision in choosing hints

for the next mission. ("Instant feedback")
• The information in the feedback was found sufficient. ("Feedback Info")

Figure 7.16 shows that the majority of professors agree that the scoring scheme
would have an impact on decreasing the stress level of players.

Figure 7.16: Assessment: Professors

The professors were also asked about the feedback quality of information and
its’ effect on players’ decisions, the responses are shown in figure 7.17.

Figure 7.17: Feedback: Professors
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The statements below represent the tutorial-related components.

• The game’s tutorial was found useful for understanding the game’s object-
ives. ("Tutorial")
• Explaining the scoring scheme before starting the game helped with under-

standing how to play the game. ("Scoring explanation")
• Using the game’s characters helped with understanding the mission’s goal.

("Characters")

Responses regarding the tutorial’s effect in understanding the game’s objectives
are shown in figure 7.18

Figure 7.18: Tutorial: Professors

As for the tutorial that was added for explaining the scoring scheme, figure
7.19 shows how professors responded.

Figure 7.19: Scoring explanation: Professors
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7.4.2 Students

Students had a different set of statements and questions than professors, The
assessment-related statements are listed below.

• I found the choice “Not Sure” helpful to continue the game. ("Helpfulness
of the -Not sure-")
• The 2 points deduction for being falsely confident encouraged me to take a

hint. ("2 points deduction")
• The 2 points award for being confident encouraged me to answer without

a hint. ("2 points award")
• The scoring technique was fair. ("Scoring fairness")
• How often did you use the hint to visit the ATT&CK framework?

Figure 7.20 shows how much the students found the option -Not sure- helpful.
The figure shows how variant were the responses.

Figure 7.20: Helpfulness of the -Not sure-: Students

Since using and not using the Hint affected the player’s score, the second and
third statements were added to measure how this affected the player’s decision in
playing. The results are shown in figure 7.21
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Figure 7.21: Award Deduction: Students

It was important to check whether the players found the scoring scheme fair
or not, and figure 7.22 shows their responses.

Figure 7.22: Scoring fairness: Students

Last question was given, to check whether the students took advantage of the
Hint or not, the results are shown in figure 7.23
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Figure 7.23: Using Hint: Students

The second category for the instructional component is Feedback. The follow-
ing statements were the ones that covered this area.

• The instance feedback affected my decision in choosing hints for the next
missions. ("Effect of feedback on decision")
• The feedback helped me not to be too confident for the next mission. ("Help-

fulness of the feedback")
• I found the information given in the feedback useful and informative. ("Feed-

back info")

The instant feedback did not seem to have a remarkable effect on the students’
decision in the next missions, as shown in figure 7.24

Figure 7.24: Feedback: Students
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Since the instance feedback did not have an impact on the student’s decision, then
it is logical for the second statement to have almost the same response, as shown
in figure 7.25.

Figure 7.25: Feedback: Students

Regardless of the effect of the feedback on the students’ decision, it was needed to
check how useful and informative they found information in the feedback. Figure
7.26 shows how did the student respond to this.

Figure 7.26: Feedback: Students

For the last component in the instructional components, the statements related
to the tutorial are listed below:

• I found the tutorial helpful in understanding the game’s objectives. ("Tu-
torial")
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• I found the scoring description at the beginning of the game helpful in un-
derstanding the confidence factor. ("Scoring description")
• I found the game’s characters (Alma & Alti) helpful in understanding the

mission’s goal. ("Characters")

The first statement checks how useful the students found the tutorial to un-
derstand the objectives of the game. Figure 7.27 shows the results.

Figure 7.27: Tutorial: Students

The same applies to the second statement, which checks how helpful the stu-
dents found the scoring description to understand the confidence factor, the results
can be seen in figure 7.28

Figure 7.28: Tutorial: Students

The last statement was related to using the characters, and their effect on un-
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derstanding the goal of each mission. Responses for this statement are shown in
figure 7.29.

Figure 7.29: Tutorial: Students

7.5 Gaming Components: Professors & Students

The gaming components were evaluated differently between professors and stu-
dents. The following sections will show how they were divided for both evalu-
ations

7.5.1 Professors

For this evaluation, the gaming components were divided into two categories,
Fun, and Usage considerations, and the related statements are listed below.

• The different roles and scenarios made the game fun and motivating. ("Fun
& Motivation")
• The user interface was easy to use. ("UI")

For the first statement, which checks whether the professors found that differ-
ent roles and scenarios can be fun and motivating for students, figure 7.30 shows
the results.
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Figure 7.30: Fun & Motivation: Professors

Regarding the UI, in which the only factor that was assessed for professors
was how easy it is to use. Figure 7.31 shows the results.

Figure 7.31: UI: Professors

7.5.2 Students

Gaming components were divided into four categories for the students’ question-
naire, Fun, Stress, UI, and Gameplay. The following were the questions related to
the fun factor of the game

• How would you describe having different scenarios for playing the game?
("Diff. scenarios experience")
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• How would you describe having multiple roles for playing the game? ("Mul-
tiple roles experience")
• How enjoyable and engaging is it to learn about the ATT&CK framework

through the game, compared to traditional methods used before? ("Game
vs. class")

The first two questions are asking about the effect of having multiple scenarios
and roles in the game on the fun and engagement factors of the game. Figure 7.32
shows how the students felt about these features.

Figure 7.32: Fun: Students

To do the comparison between in-class learning and game-based learning for
the ATT&CK framework, the third question was added. The results are shown in
figure 7.33.

Figure 7.33: Fun: Students

The stress factor was evaluated via the following questions/statements.
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• I found the ATT&CK website overwhelming. ("ATT&CK experience")
• How would you describe your feeling when you chose "Not confident"?

("Stress level not conf")
• How would you describe your feeling when you chose "Very confident"?

("Stress level conf")

To see how was the students’ experience working with the ATT&CK framework,
the author guessed that it would be overwhelming, and collected the students’
responses. Figure 7.34 shows the results.

Figure 7.34: Stress: Students

Regarding the second and third questions, the focus was on testing whether
the scoring scheme has any effect on the students’ stress levels while playing. The
answers are shown in figure 7.35.

Figure 7.35: Stress: Students
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For the UI and Gameplay as the final categories for the gaming components,
the following questions were used.

• How would you describe the user interface? "UI"
• Did you try playing with both roles?
• How many missions did you finish?

To describe the UI, the students were given the options shown in figure 7.36
to choose from, and their answers were as shown in the figure.

Figure 7.36: UI : Students

Asking about how many roles and missions were played by the students, can
show if there were attracted to the game or not. Figures 7.37 and 7.38 show the
results for these questions.

Figure 7.37: Roles played : Students
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Figure 7.38: Missions played : Students

7.6 Optional questions

In both questionnaires, the participants were given a few optional open-ended
questions, where they can express themselves better and elaborate on their opin-
ions.

7.6.1 Professors

Additional optional questions were added to this evaluation, asking about which
level (as the year of study) of cyber security bachelor students they think the game
suits best, and what type of students/players they think the game suits the best,
The given choices were the same as those given to the students in the Pre-game
questionnaire, but with the naming of each type, as follows:

1. The Achiever: all about points and status.
2. The Explorer: wants to see new things and discover new secrets.
3. The Socializer: experiences fun in games through interaction with other

players.
4. The Killer: wants to see other people lose.

Finally, the following optional open-ending questions were given to the parti-
cipants to elaborate on their opinions:

• Which aspect/s in the game promotes or prevents active learning?
• What can be changed to make the game more useful?
• What can be improved/changed?

The participants unanimously agreed that the game would suit best the Ex-
plorer player/student, who wants to see new things and discover new secrets. As
for the level of study, the answers varied between the first, second, and third years,
with the majority choosing the second year as shown in figure 7.39.
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Figure 7.39: Level of study

Only one of the participants answered the optional open-ended questions as
follows:

1. Which aspect/s in the game promotes or prevents active learning?
The game being scenario-based promotes the players toward active parti-
cipation.

2. What can be changed to make it more useful?
Making the game more dynamic and open, by changing the scenario path
based on the player’s choices in the game.

The feedback received from the professor outside the questionnaire form can
be summarized in the following points:

• Positive:

1. The game is quite engaging and the role-playing elements are well-
chosen.

2. The game teaches the strategies for both, blue and red teams in a good
way.

3. The game is easy to use, and intuitive

• What can be improved:

1. The user interface is primitive and lacks animation and iconography.
2. Limited mobile-readiness.
3. Element of stress like time could be used.
4. Some metrics can be added as a confidence reflection, instead of it

being self-reported.

7.6.2 Students

In this questionnaire, in addition to the quantitative evaluation questions, the
students were given a few optional questions to give qualitative feedback and
elaborate on their opinions. Below, the questions and the students’ answers are
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listed.

1. Which aspect/s in the game promote/s or prevent/s active learning?
This question had a variety of answers, some mentioned that the aspects
that promoted active learning were visiting the ATT&CK website to find
the answers, and some said that they need to either memorize or educate
themselves via visiting the website in order to answer by clicking on the
correct answer, some mentioned that it would be even more effective if an
option was offered where they can write their own answers not just click
on pre-defined answers. Some also said that one of these aspects is instant
feedback, where they were told why their answer was correct and elabor-
ated that it would be easier if feedback with the correct answer was given in
case the answer was incorrect. One last comment was that the hint option
and the fact that they did not lose points when asking for help, encouraged
his/her decision in seeking help and learn more.

2. What do you think can be improved in the user interface?
The collected feedback for this question mainly focused on the quality of the
images and the colors of the interface, many said that the images should be
cleaner and that the background colors should be more neutral. Some poin-
ted out some bugs in the interface that were not noticed by the developer,
some un-clickable boxes that should be clickable, and a button redirects to
the wrong page of the game. The last comment pointed out the need for
more clarification for some buttons, instead of just putting Hint on the hint
button, there should be "Click here for a hint".

3. What do you think can be improved in the game to increase both, the
fun factor and engaging factor?
There was not much feedback for this, one mentioned that offering different
types of questions other than just multiple choice questions, could improve
the game, another wasn’t impressed by the feedback for the incorrect an-
swers, saying that the feedback should be straightforward and without sugar
coating the feedback. The last feedback mentioned that the game is fun and
engaging.

After collecting all of the previous results from both professors and students,
the results will be discussed in the following section.
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Discussion

In an attempt to introduce MITRE ATT&CK simply and entertainingly for cyber se-
curity students, a web-based game was designed and developed using the COFE-
LET framework. MITRE ATT&CK framework was very helpful in presenting in-
formation for the content of the game, whether it is an adversary group, malware,
campaign, tactics, techniques, or mitigation, but it lacked information about what
should not be used in case of these attacks. This kind of information would have
helped to reduce the time and effort of collecting such knowledge, but this issue
was solved with the help of a cybersecurity expert.
As for the implementation, the learning curve of Django was steep and fast, and
the implementation was the most enjoyable phase of the project.
The evaluation phase was successful, the professors and the students were cooper-
ative, and good responses were collected from both sides, but more responses, es-
pecially from the professors’ side, would have added more value to the results. The
process of this thesis overall added a great knowledge to the author, in the edu-
cational serious games field, and the web development area, in addition to some
very interesting collateral knowledge in the cyber security field. Below, the game
with its different components will be discussed. This part shows that dividing the
game’s components into three activities does not mean that the components only
belong to the category they were mentioned in, many components can overlap
between more than one category. For instance, having multiple scenarios, can be
considered as a learning component, where the game considered adapting to more
than one subject, and as a gaming component, to add the fun and engagement
factors for the game. Another example is the scoring technique, where it had an
effect in the three activities, as a learning component, by adapting to the needs
and knowledge of level for each player, also, as an instructional component, by
performing assessment, and finally, as a gaming component, that adds excitement
to the game. This chapter is dedicated to discussing the different objectives for the
game starting from the learning, then the instructional, and finally the gaming ob-
jectives depending on the results of the evaluation of these aspects, and ends by
discussing the implications of using the COFELET framework for this thesis, and
the limitations of this thesis.
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8.1 Learning objectives

This study aimed to investigate the effectiveness of serious games in introducing
the ATT&CK framework compared to traditional teaching methods. The fact that
all twelve students had prior knowledge of the framework, made it possible to
do the comparison. The comparison was done based on the fun and engagement
factors, in addition to the acquired knowledge after playing the game. Eleven out
of the twelve students replied that the game was more enjoyable and engaging
than the way they were introduced to the framework, and eight out of the twelve
replied that they acquired a medium level of knowledge about the framework after
playing while eleven answered in the Pre-game questionnaire that their level of
knowledge was simple. This shows that the game was efficient and successful in
both factors of the comparison. The same applies to the active learning promotion,
where all professors and students except one, either agreed or highly agreed that
the game delivered this, and replied with much feedback to justify their opinion.
Additionally, all professors and 10 out of the twelve students agreed that the game
offered good training for the students, where scenarios covered different fields in
the ATT&CK framework, with the Hint option that can encourage the students
to browse the framework to find the answers, which leads to them being more
familiar with it. For that, the majority of the professors agreed that the game would
be a successful secondary tool to be used in teaching the ATT&CK framework.
These results showed that the game delivered its’ learning objectives successfully,
and its time to discuss whether it delivers the instructional objectives in the nest
section.

8.2 Instructional objectives

Since the instructional components are essential to facilitate the learning process,
it was important to consider them in the game design, and since the game did
not involve an instructor into it, the developer carefully added the instructional
components into the game to support the students with the help they could use.
That is why a tutorial was added before the game starts, to make sure that the
game’s objectives and confidence factor are understood, and the vast majority of
the participants agreed that it was helpful.
Using the characters in the game did not have the desired instructional effect, but
it was found helpful by many students, and professors.
Using formative assessment in the game was applied by using the confidence
factor. It was thought that the used scoring technique would decrease the stress
level of the students, on which some of the students and the majority of the pro-
fessors agreed, so they will not be afraid to use the hint and visit the website to
look for answers, "which is the main purpose of the game!" While at the same, in-
creasing the excitement of the game, by offering a higher award for those who do
not use the hint, which was noticed to be working, when the majority answered
that they felt excited and challenged when they chose not to use the Hint. The "Not
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Sure" option did not seem to attract the students, but it was helpful for some. This
may be due to the nature of the players, where the majority preferred Racing,
Competitive, Adventure, and Fighting game genres. This tells that the players did
not like to play safe, instead, they liked to be challenged.
As for the feedback, the idea was to offer instant feedback to the player, believing
that giving feedback at the end of the game would result in the player losing track
of the correct/incorrect answers. The instant feedback is intended to give inform-
ation about each question individually, to give the player the chance to focus on
one question at a time, and get as much knowledge from the feedback as possible,
also to affect the player’s decision for the next questions, knowing that the player
was falsely confident, can make him/her more careful, and knowing that he/she
was correct can result in more confident answers in the next questions. The in-
formation in the feedback was found useful and informative by all students and by
the majority of the professors, but the majority of participants were neutral when
asked about the effect of it on the decision. The author believes that the students
did not respond to this feature for the same reason they did not respond to the
"Not Sure" feature and that the professors were not given a sufficient explanation
for this feature, since only one statement was offered to them regarding this point.

8.3 Gaming objectives

The game was designed to be a user interface for a scenario-based game that has
different roles and multiple scenarios for each role. This was decided to add fun
and engaging factors in the game, so it offers the students a different environment
for learning than the traditional one. While some students described having dif-
ferent roles and multiple scenarios as fun, and others as engaging, the majority
described this as both fun and engaging. At the same time, the professors agreed
that different roles and scenarios made the game fun and motivating. This shows
that the game successfully fulfilled its’ fun requirements. But when it comes to
the UI, it was found that it had many limitations. Although many described it as
easy to use, the colors and images were found to be confusing and too much to
process, and overall it needed more cleaning and adjusting. Clearly, more focus
should have been given to the design of the UI to present all the previous com-
ponents in a better, more attractive way.

8.4 Using COFELET

Using COFELET was very helpful in designing and evaluating the game. The idea
applied from the activity theory for dividing the game’s components into its’ three
components, facilitated the developer’s work in discovering what are the import-
ant components that should be taken into consideration when developing and
evaluating an educational serious game. Since the author is an applied computer
science student and had no cyber security knowledge or experience, COFELET
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was found highly efficient by introducing some of the important cyber security
theories and frameworks, this helped in deciding on what basis the game can be
built. COFELET supported dividing the scenarios into smaller tasks, which was
thought to make it easier to focus on learning about each one individually. Most
students agreed that this in fact helped them to focus on each one individually. At
the same time, the adaption of CKC by COFELET aided the creation of the scen-
arios, which was thought to help the players with not just learning about each
question individually, but as a part of a whole process, where each question is just
a part of it. The evaluation results showed that the game successfully offered that,
where nine out of the twelve students agreed that they were better able to under-
stand the attack as a whole. As adaptability is an important feature in a COFELET
game, the developer made sure to apply it in the game where it had its’ effect,
not only by increasing the fun and engaging factors by the roles and scenarios, as
mentioned earlier, but also by adapting to the player’s preferences and needs by
the scoring technique and confidence factor, where the students who prefer to be
challenged can discard the Hint, and those who like to play safe, and don’t have
enough knowledge for the game can use it. In the Pre-game questionnaire, the
students described themselves with many different types of players, and it was
shown by the Post-game questionnaire that the majority played both roles and
more than one scenario, and since it was up to them to choose which roles to
play, or how many scenarios to finish, this shows that the game can be played and
enjoyed by many types of players, and is not limited to a specific player’s type.

8.5 Limitation

The evaluation phase showed that the game has some limitations that affected
the gaming experience for the players. The main limitation of the game was the
user interface, to which most of the negative feedback belonged. Also, the static
nature of the game, where the game’s flow was fixed, and, and not dynamic with
the player’s decision in the game. and finally, the single question type offered to
the game, where only multiple choice questions were offered.
The limitation that was faced by the author, is the limited response for the eval-
uation, which the testing groups, especially from the professors’ side were found
relatively small.
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Conclusion

This thesis has discussed the efficiency of serious games in introducing MITRE
ATT&CK to cybersecurity students, by developing a web-based serious game based
on the COFELET framework, in an attempt to overcome some of the challenges
that face cybersecurity education. Evaluation data were collected from students
and professors, through a Post-game questionnaire for professors, and Pre-Post-
game questionnaires for students, covering the three main serious games activities
produces by the activity theory. From the work that has been done in this thesis,
the following research questions were answered as follows:

• How effective is using the COFELET framework in designing a cyber secur-
ity serious game?
From the developer’s perspective, using the COFELET framework was ef-
fective, by offering the important components and features to be considered
in a cyber security serious game. As for the game, the results showed that
applying COFELET’s methodologies in creating the game had benefits in
increasing the learning and instructional aspects of the game, where the
players had a better understanding of the whole CKC process, and at the
same time, focusing on the individual parts of the CKC, while they were
guided through the game by the added instructional components.
• How effective is using serious games to introduce the MITRE ATT&CK to

students?
The results showed that the students enjoyed learning about ATT&CK through
the game, more than the traditional methods, with better understanding
and more knowledge about it from the game. Also, the professors would
agree to use the game as a secondary tool for education. This answers the
second question, where it shows that the game was effective in delivering
its’ learning and instructional purposes, but it needed more work on the
gaming part.

In conclusion, it can be demonstrated that, when knowledge is presented in a
new fun, and engaging way like a game, in which field-related methodologies are
combined with educational theories, students will gain a better learning experi-
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ence with good learning outcomes. This supports the hypothesis, that a COFELET
serious game is indeed an effective approach for introducing the MITRE ATT&CK
framework to university cyber security students.
The author is aware that strong support for the hypothesis needs more testing that
involves both the control group and testing group, with a larger testing sample,
but due to the limited resources and time, the support of the hypothesis was based
only on the evaluation from the testing groups.

As a future work, and to overcome the limitations found in the game, the
author is planning to collaborate with a user experience expert, to get familiar
with the design principles and models, in order to create a better user interface.
the author is planning to collaborate with professors as well, to add more scen-
arios, that support the materials in their teaching courses, Although the game’s
evaluation gave good feedback, a larger testing sample, either from professors
or students would have added more value with more accurate results. For that
reason, the author is planning to pursue more testing with larger testing samples,
and conduct the evaluation involving a control group, for stronger support of the
hypothesis.
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Appendix A

Enterprise Matrix

Figure A.1: MITRE ATT&CK Enterprise Matrix
[50]

For better vision, follow this link:
https://attack.mitre.org/matrices/enterprise/

77

https://attack.mitre.org/matrices/enterprise/




Appendix B

ATT&CK navigator for APT3

Figure B.1: ATT&CK navigator for APT3

For better vision, follow this link:
https://macsgame.herokuapp.com/navigator/
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Post-game questionnaire for
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