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This case study presents a qualitative assessment of the reliability of digital forensic investigation in
criminal cases in Norway. A reliability validation methodology based on international digital forensic
standards was designed to assess to what extent those standards are implemented and followed by law
enforcement in their casework. 124 reports related to the acquisition, examination, and analysis of three
types of digital data sources - computers, mobile phones, and storage devices were examined. The re-
ports were extracted from the criminal case management system used by the police and prosecution
services. The reports were examined on technology, method, and application level in order to assess the
reliability of digital evidence for criminal proceedings.

The study found that digital forensic investigation in 21 randomly sampled criminal cases in Norway
were insufficiently documented to assess the reliability of the digital evidence. It was not possible to
trace the digital forensic actions performed on each item or link the digital evidence to its source. None of
the cases were shown to comply with digital forensic methodology, justify the methods and tools used,

or validate tool results and error rates.
© 2022 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY license

(http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Norway has one of the highest human development value
indices in the world with 96.5% of the population connected to the
internet and only a homicide rate of 0.5 per 100 000 inhabitants
(United Nations Development Programme, 2020). Cybercrime and
the use of ICT in crime in general has increased in Norway for many
years (Justis- og beredskapsdepartementet, 2012; Justis- og
beredskapsdepartementet, 2020), and in a recent report, the
Auditor general found that most of the available digital expertise in
the Norwegian police is used to investigate digital evidence from
serious crimes such as homicide, sexual assault, and narcotics
(Riksrevisjonen, 2021). With digital evidence being of increasing
importance in criminal investigation, law enforcement authorities
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are dependent on digital forensics methods to ensure evidence
reliability and compliance with fair trial requirements of evidence
authenticity, reliability, and contestability in criminal proceedings
(Council of Europe Guide, 2021).

There is insufficient research on the extent to which law
enforcement uses digital forensics methodology and tools, how
they implement digital forensics guidelines and standards, and
how digital data sources are acquired, examined, and analysed.
Little is known about how investigative reports preserve chain of
custody information in order to audit the digital forensic exami-
nation performed in each case. This study aimed to present the
state of the art in digital evidence management and the use of
digital forensics in Norwegian police and to anticipate the chal-
lenges in practice.

The study analysed data from the Norwegian crime investiga-
tion case management system in which all criminal cases, including
all case documentation, is processed. The data set consist of reports
from 21 homicide and sexual assault cases which lead to an
indictment. The reports include information about the seized dig-
ital data sources and the digital forensic methods and tools used to
acquire, examine, and analyse digital evidence. The scope of the
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study was limited to three types of data sources: computers, mobile
phones, and storage devices. A total of 124 reports concerning 187
such devices were assessed. From each case, all reports concerning
acquisition, examination and analysis of data from each of the three
device types were extracted. Each stage was qualitatively evaluated
in order to assess the reliability of the digital forensics methods,
tools, and examiner work.

The scope of this study was the digital forensics investigation in
the narrow sense, referring only to the scientific methodology
employed to address a forensic task. The entire criminal investi-
gation has the objective to discover, study, and explain facts used to
inform decisions about incidents which violate criminal law (Innes,
2003; Stelfox, 2009; Brodeur, 2010) and includes investigative ob-
jectives beyond digital forensics investigation. The current prolif-
eration of digital investigation process models for different
purposes and technologies is best examined in the work of Kohn
et al. (2013) and Montasari et al. (2015). However, there is a
consensus in the digital forensic community that the scientific
methodology employed in digital investigation is a separate stage
in the investigation which at its minimum contains the following
sub-stages: acquisition, examination, analysis and reporting. These
stages of the investigation are described as Digital forensic investi-
gation by Kohn, In lab process by Montasari, and Laboratory analysis
procedure by Interpol (Global guidelines, 2019). We adopt the term
digital forensic investigation (DFI) defined by Kohn as ‘a special
type of investigation where the scientific procedures and tech-
niques used will allow the results, i.e., digital evidence, to be ad-
missible in a court of law’ (Kohn et al., 2013, p.104). This study was
limited to the minimum digital forensics process - acquisition, ex-
amination, and analysis. The expectation was that these core stages
were readily identifiable from the reports concerning digital fo-
rensics tasks performed in each case. The study, therefore, does not
address other stages of the digital investigation such as prepara-
tion, incident response, crime scene investigation, etc. Reporting is
addressed implicitly through the study itself rather than as an
explicit process step.

This paper is organized as follows: Section 2 outlines previous
studies on the use of digital forensics by law enforcement. It also
discusses the digital forensic process in relation to selected inter-
national standards and a reliability validation framework as a
background for the method in this study. Section 3 describes the
method used in the study, including the reliability criteria and
evaluation requirements for each of the three core process steps.
The results are presented in section 4 and discussed in section 5 to
outline further recommendations. The paper concludes with some
suggestions for future research in section 6.

2. Background

The literature review in this section first presents previous
research on the use of digital forensics in law enforcement criminal
investigation work, in order to identify challenges. Second, the
digital forensics investigation and process stages are described
briefly, taking into account international standards, guidelines and
best practices for reliability assurance. Finally, the framework for
reliability assessment which is the background for the method of
the study is discussed.

2.1. The use of digital forensics by law enforcement

Searches for academic work examining how law enforcement
employ digital forensics (DF) and technology in their day-to-day
work, and how the reliability and efficiency of such endeavours
are assessed, yield few results. Only two quantitative studies of
police data were identified. Statistical data from an Australian law
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enforcement agency was analysed to point to the increased use of
digital evidence in relation to different types of crime (Turnbull
et al., 2009). Further, a case study of the Dubai police discussed
the increased volume and complexity of data which causes signif-
icant delays in investigations (Alawadhi et al., 2015). Two other
studies focused on efficiency showing that the police often fails to
effectively or strategically use investigative technology, stemming
from financial issues and a lack of quality evaluation of both the
technology and how law enforcement uses it (Koper et al., 2014;
Custers and Vergouw, 2015). Studies in Norway suggest that the
personnel examining and utilizing digital evidence do not possess
the necessary competency to perform such tasks (Heitmann, 2019;
Erlandsen, 2019) and that digital forensics examiners are prone to
contextual bias and technology dependencies (Sunde and Dror,
2021).

Law enforcement must be able to demonstrate that the meth-
odology and tools employed in the processing of digital data for
evidence purposes are reliable and forensically sound. This means
that the methodology must allow for reproducibility and validation
(Risinger, 2018), and lead to consistent intended behavior and re-
sults (ISO/IEC 27037:2012). Validation is the scientifically accepted
methodology for demonstrating the accuracy and reliability of a
process (Hughes and Karabiyik, 2020). In digital forensics, the same
initial conditions and input should always generate the same re-
sults. Validation depends not only on objective measurements e.g.
algorithms, but also on subjective measures such as parameter-
isation of the method or tool by the examiner (Stoykova and Franke,
2020).

In recent years, digital forensics specialist and academics have
appealed for the importance of reliability validation in digital fo-
rensics (Casey, 2019; Jones and Vidalis, 2019; Hughes and Karabiyik,
2020; Horsman, 2018a). Tully argues that reliability validation is
currently reduced in practice—it is focused on tool verification and
not overall method validation, main uncertainties are not identi-
fied, and there is a ‘lack of evidence to demonstrate that the method
is repeatable within units.’ (Tully et al., 2020, p.5) Most digital fo-
rensics techniques have not satisfied the criteria of known error
rates and a lack of resources and data sets for testing is identified
(Jones and Vidalis, 2019). Therefore, it is necessary for law
enforcement agencies to test the reliability of the digital forensics
methods and tools they employ.

A gap in the literature on digital forensic reliability is that most
studies describe high-level challenges or validation requirements,
but they do not propose practical and implementable validation
methodology which can be adopted by law enforcement in their
daily work and standard operating procedures. This study develops
such a practical reliability framework based on minimum docu-
mentation requirements for the methods, tools, and the interaction
of examiners across each stage of digital evidence acquisition, ex-
amination, and analysis in order to assess the quality of the digital
forensics in actual investigative reports. The framework can be used
and further developed by LEAs as a template for improvement of
digital forensics reporting.

2.2. Digital forensics investigation: Process and international
standards

The reliability evaluation of the digital forensics process is the
focus of this case study. The four sub-stages: Acquisition, exami-
nation, analysis, and reporting are considered the core of the digital
forensics investigation. Consequently, only these essential stages
were examined in this study. The scope of the study was also
limited to three device types - computers, digital storage media,
and mobile phones - for practical reasons.
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2.2.1. Acquisition

Acquisition is the process of creating a copy of data from a
particular data source (ISO/IEC 27037:2012). It is a vital step in the
digital forensics process because it enables further examination
while minimising the risk of data loss and alteration. Although
there are a variety of different acquisition methods and tools, they
all share the same essential steps: Read data from the source, write
data to a target storage device, and verify that the data written are
identical to the data read. The output of a digital forensics acqui-
sition is usually a forensic copy and a hash value calculated from the
original data.

A detailed description of the different acquisition methods falls
outside the scope of this paper. However, it is worth noting that
while manual extraction is a recognized method to extract infor-
mation from a digital device (Ayers et al., 2014), this acquisition
method differ from other acquisition methods in one key aspect: It
does not actually capture the digital data stored on the device. Only
the representation of data as provided by the device itself is
captured. Manual acquisition also involves the probable modifica-
tion, deletion, and overwriting of data since the person performing
the acquisition must manipulate the device to access the data.

The assessment of the reliability of acquisitions in this study was
based on three international guidelines and best practices: Interpol
Global guidelines for digital forensics laboratories (Global
guidelines, 2019, 5.1), ISO/IEC 27037 Guidelines for identification,
collection, acquisition and preservation of digital evidence (ISO/IEC
27037:2012) and NIST Guidelines on Mobile Device Forensics
(Ayers et al., 2014, 3.1, 4.2 and A.2.1). These standards were selected
as they document fundamental digital forensics principles as
recognized by the digital forensics community. While the NIST
guide and ISO standard map general, technical and organizational
conditions, the Interpol guidelines are focused on acquisition re-
quirements of procedure specifically for law enforcement and
define guidance notes for documentation of digital investigation.
The standards were used to derive concrete reliability criteria and
documentation requirements as described in section 3.3.1.

2.2.2. Examination

Examination involves converting raw data into a human readable
form, structuring the data, and identifying potential digital evidence
(Kohn et al.,, 2013). There are many methods and tools available to
perform examination of data from computers, storage devices, and
mobile phones (Global guidelines, 2019). Examples of common
methods include searching (e.g. keyword searches, index searches,
and string searches), data reduction (e.g hash analysis and data de-
duplication), and data recovery (e.g recovery of deleted files, decom-
pression, and decryption). As a general rule, examination should be
performed on a forensic copy (Global guidelines, 2019, 5.2.1).

The evaluation of the examination documentation in this study
was also based on Interpol Global guidelines for digital forensics
laboratories (Global guidelines, 2019, 5.1), ISO/IEC 27037 Guidelines
for identification, collection, acquisition and preservation of digital
evidence (ISO/IEC 27037:2012) and NIST Guidelines on Mobile
Device Forensics (Ayers et al., 2014, 3.1, 4.2 and A.2.1). The specific
reliability validation standard developed by European Network of
Forensic Science Institutes (ENFSI) Best Practice Manual for forensic
examination of digital technology was used to derive reliability
validation criteria (ENFSI, 2015), and further elaborated to establish
the minimum documentation requirements as detailed in section
3.3.2.

2.2.3. Analysis
Analysis relates to the identification and evaluation of digital
evidence from sources of potential digital evidence (ISO/IEC

Forensic Science International: Digital Investigation 40 (2022) 301351

27042:2015). ISO/IEC 27042 defines digital evidence as ‘informa-
tion or data, stored, or transmitted in binary form which has been
determined, through the process of analysis, to be relevant to the
investigation’ (ISO/IEC 27042:2015, 3.15). This means that potential
digital evidence or digital artefacts cannot be considered digital
evidence without, or prior to, analysis. Further, during analysis,
digital artefacts and events are investigated and tested against hy-
potheses formulated in order to establish the probative strength of
the digital evidence (ENFSI, 2015, para 11). The OSAC group classifies
three types of data analysis: Organize observed traces to disclose the
most likely operational conditions or capabilities (functional anal-
ysis), patterns in time (temporal analysis), and linkages between
entities - people, places, objects - (relational analysis) (Pollitt et al.,
2018). There are various content-dependent methods, tools, and
test setups that can be used for the different analysis types.

The assessment of reliability criteria for analysis in this study
was based on NIST Guidelines on Mobile Device Forensics (Ayers
et al., 2014, 3.1, 4.2 and A.2.1), Interpol Global guidelines for
digital forensics laboratories (Global guidelines, 2019, 5.1), ISO
Guidance on assuring suitability and adequacy of incident
investigative method (ISO/IEC 27041:2015), ISO Guidelines for the
analysis and interpretation of digital evidence (ISO/IEC
27042:2015) and the ENFSI Best Practice Manual for forensic ex-
amination of digital technology (ENFSI, 2015). These standards
were used to define the minimum reliability validation docu-
mentation of the analysis stage as described in section 3.3.3.

2.2.4. Reporting

Reporting and documentation is an integral part of all forensic
work and the way digital evidence is communicated. Details about
all actions performed, all considerations made, and all results ob-
tained during digital forensics investigation should be documented
(ISOJIEC 27037:2012; Casey, 2018; Ayers et al., 2014; CoE, 2014).
Consequently, this study expected reports of digital forensics
actions to be accurate and to provide comprehensive accounts of
the digital forensics investigation performed during a criminal
investigation, i.e. that acquisition, examination, and analysis were
documented at minimum to demonstrate compliance with
international standards as described above. The complete account
of a digital investigation might be spread across multiple
documents. Some devices might have been acquired, examined or
analysed multiple times with different methods and tools, and by
different people. However, forensic reports were expected to link
the various stages and actions together as a logical sequence for
other parties in the criminal proceedings to be able to follow and
understand what has been done, and to trace the digital evidence
back to its origin. Hence, the reports should collectively contain the
minimum documentation for reliability validation of the
acquisition, examination, and analysis as described here.

2.3. Reliability validation enabling framework (RVEF) for digital
forensics investigation

Reliability is a property of the digital forensics process related to
a consistent intended behavior and results. It equals reproducibility
and validation of the method (Risinger, 2018). A test that produces
the same results on successive applications is said to be reliable
(Gross and Mnookin, 2003). In previous work a Reliability validation
enabling framework (RVEF) was created. The RVEF defines four
validation criteria (Stoykova, 2021a, p.12), data set, tool, method, and
examiner work that must be documented at technology, method,
and application level to create audit trails of digital forensics
actions (Stoykova, 2021b, p.81) Such minimum documentation
enables validation of routine and easily verifiable tasks in
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acquisition, as well as robust lab testing during evidence
examination and analysis. The RVEF provides a background for the
method employed in this study. As the standards and guidelines in
section 2.2 are extensive and describe validation procedures, RVEF
defines the minimum requirements at technology, method, and
application level that can satisfy a validation procedure at any stage
of the digital forensics process. It is expected that the law
enforcement reports contain such minimum reliability
information.

2.3.1. Technology level

The technology level documentation must provide information
about the employed functionality of the automated setup. It is
recommended to use only validated tools which should be re-
validated with each software update (Global guidelines, 2019, 3.4)
(Ayers et al., 2014, 3.4) At minimum the documentation of com-
mercial software, in-house tools, and scripts must include the
name, version, configuration, and functions used (ENFESI, 2015, 4.2
and 6.6). References to previous validation and verification testing,
and stating known errors e.g. data interpretation limitations, are
also important, along with known bugs, and the tool's ability to
report errors (ENFSI, 2015, p.23).

2.3.2. Method level

A validation of the method is an ‘assessment of whether a
standardized sequence of steps, often employing digital forensic
tools, leads to a reliable result’ (Hughes and Karabiyik, 2020, p.5).
There is an overlap between the validation requirements at tech-
nology and method level as a tool can encompass several methods
(functions) or vice versa (Marshall and Paige, 2018). Therefore, the
documentation should include the tool function used, in order to
derive possible algorithm and software implementation errors or
method limitations (ENFSI, 2015). From the documentation it
should be possible to determine if an appropriate scientific method,
technique or procedure was followed (ISO/IEC 27037:2012), if the
method meets the requirements of the investigation and if it has
been appropriately tested (ISO/IEC 27042:2015). The examiner
might refer to peer reviewed methods, established practices, or
previous work (ENFSI, 2015, 4.3). Consequently, the minimum in-
formation necessary for reliability validation includes pre-
processing for input, algorithm, and feature selection method as
well as known limitations.

2.3.3. Application level

At application level, the examiner must ensure that the methods
and tools work correctly and as intended. The forensic task defines
the scope of automated processing (Global guidelines, 2019, 5.2.3.3)
and influences the selection of tools and methods (ENFSI, 2015).
Further, the methods used for each forensic task should be vali-
dated (ISO/IEC 27041:2015, 5.5.2) (ISO/IEC 27042:2015, p.7). De-
scriptions of the data set, including file path and format, integrity
verification (hash) function (Global guidelines, 2019, 5.1.2.3 and
5.1.3.3) (Ayers et al., 2014), and specification of the secure storage
(European Network of Foren, 2015, p.12) are all preconditions for
validation. To validate the examiner work at the application level,
the documentation must contain at minimum a description of
subjective measurements e.g. hypotheses, assumptions, and deci-
sion based on expert knowledge (ISO/IEC 27042:2015, 6.4) (Global
guidelines, 2019). Examiner interaction with the tools must be
traceable and include justification for the selection of tools (ISO/IEC
27041:2015, 5.11.1) and methods (ISO/IEC 27041:2015, 5.6.2 and
5.6.3)(Ayers et al., 2014), and information about algorithms and the
feature selection process according to the task, data set
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characteristics, and methods limitations. Concluding remarks must
express confidence level, precision, and accuracy, and clearly
separate facts from inferences (ENFESI, 2015, 13.4) (ISO/IEC
27042:2015, 9.2), as well as interpretation of results (ENFSI, 2015,
para 12)

In order to simplify the examined requirements, the RVEF
documentation schema is further detailed in section 3 where the
minimum evaluation requirements for each of the reliability
criteria are described.

3. Method

The method in this study describes the minimum information
that must be documented in order to enable reliability validation of
any processing stage in a digital forensics investigation. The reli-
ability validation criteria and evaluation requirements were used to
evaluate the data set and assess the reliability of the current digital
forensics work in randomly selected cases from the Norwegian
police.

The validity of this study rests on the information documented
and presented in the reports. It is possible that the reports do not
accurately or comprehensively describe the digital forensics ex-
aminations performed. However, the reports were all used to
inform both the prosecution and the defense prior to trial, and
might have been presented as evidence in court. Consequently, any
errors and deficiencies in the reports might have impacted on the
reliability of the evidence and therefore on the quality of the
criminal investigation and procedure. They might also have
affected the opportunity of the parties to examine and challenge
evidence on valid grounds. Therefore, the reports were considered
representative and valid sources for this study.

3.1. Hypothesises

Hypothesis 1. Each stage of the digital forensics process (acqui-
sition, examination, analysis and reporting) was performed ac-
cording to international digital forensics standards, see section 2.2.
At minimum, the documentation reports on technology, method-
ology, and application according to the reliability validation matrix,
see section 2.3.

Hypothesis 2. The digital investigation actions, and their results,
were documented such that the origin, integrity, and interpretation
of the digital evidence can be cross-examined.

3.2. Data collection and sampling

The study was based on reports collected from a random set of
criminal investigations in Norway. The set was constructed from
cases where the incident under investigation took place between
January 1st, 2016 and December 31st, 2019. A new penal code came
into force in Norway on October 1st,2015.! This led to changes in
the way cases were categorised and in the way crime statistics were
calculated. With the last months of 2015 essentially becoming a
transition period (Stene, 2017), cases were selected from the time
after the new code and statistics had settled.

The case population was constructed from homicide (section
275 NPC) and sexual assault (sections 291 - 293 NPC) cases. These
were selected partly because of the nature and severity of the

1 The Norwegian Penal Code (NPC) of 2005, English translation available at
https://lovdata.no/NLE/lov/2005-05-20-28.
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Table 1
Case metadata extracted from the criminal records database and used in sampling.
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Data field Description

Case number

Incident start & end date
Registration date
Current phase
Statistical code
Processing district
Partial case

Main case

Attachment case
Attached cases

Lawful decision

Date of lawful decision
Prosecution decision
Clearance code

The date the case was registered.

The date of lawful (final) decision.

Identifying serial number unique to each case.
The dates when the incident took place.

The current phase of the case: Closed, investigation ongoing, processing by the prosecution authority or by administration.
Categorisation code based on type of crime.

Police district or special agency processing the case.

Indicates if the case is split into multiple parts.

The case number of the main case. (Only attached/subordinate cases have a main case number.)

Indicates if the case is attached (subordinate) to another case.

The number of attached (subordinate) cases.

Code categorising the end result of the case.

Code categorising the prosecution authority recommendation.
Code categorising the end result of the case related to one of the defendants.

crimes they represent,” and partly because digital evidence was
assumed to be relevant to the investigation of these cases.® These
crimes are among the most serious in society and are prioritized for
investigation by the Norwegian Director of Public Prosecution
(Riksadvokaten, 2020).Further, digital evidence has been shown to
be relevant in previous cases of this nature. According to The UK
National Police Chiefs Council, 90% of the criminal investigations
have digital element (The UK National Police Chiefs Council, 2020).

Note that the absence of digital forensics reports does not mean
that no digital forensics investigation was conducted; only that no
report was made available in the case management system. It is
reasonable to expect that the existence of a report means that some
work was performed. This study examines the quality of that work
as presented in the reports.

The target sample size was 21 cases and the following selection
process was employed: First, lists of cases including case metadata
(see Table 1) were extracted from the criminal records database.The
metadata was used to pre-screen and compile the population such
that only cases from the relevant period (incident and registration
dates) and of the relevant categories (statistical code), in which the
investigation led to an indictment (decision), and which was sub-
sequently tried in court leading to a verdict (lawful decision and
clearance codes) were selected. Further, only independent cases, i.e
cases which were either not joined with other cases (attachment
case), or which were designated as the main case in a complex of
multiple cases (main case and attached cases), were included. Us-
ing Microsoft Excel, a table was created for each of the relevant case
categories. With each row containing the metadata from one case, a
random number was assigned using the RAND ()-function. The
table was then sorted by this number and cases were sampled from
the top of the list until the target sample size was reached. Once
sampled, information about all the seized items” registered with
the case was extracted from the case management system. This

2 Homicide, sexual assault and aggravated sexual assault are all subject to a
penalty of imprisonment of up to 21 years.

3 Initially, cases concerning the illicit handling of authentication details, com-
puter programs, etc (section 201 NPC), intrusion into computer systems (section
204 NPC), and violation of the right to private communication (section 205 NPC)
were also included in the study. However, during sampling no digital items were
found to have been seized in any of these cases in the population.

4 According to Sec. 203 Norwegian Criminal Procedures Act (NCPA).

5 The Norwegian police is divided into 12 police districts. Criminal cases are
primarily handled by the police district in which the incident took place. Some
special cases are investigated by the National Crime Investigative Service (NCIS) or
the National Authority for Investigation and Prosecution of Economic and Envi-
ronmental Crime (JKOKRIM). No such special cases were included in this study.
Cases under the jurisdiction of the Police Security Services (PST) were not included,
either in the population or in the sample.

information was gathered from search and seizure reports—a
special kind of report generated when information about seized
items are registered with the system. If at least one computer,
mobile phone, or digital storage device was registered, the case was
accepted. After sampling 25 cases, we reached a total of 21 from 11
different police districts.” Where the incident took place or which
police district investigated the case was not taken into account.
Then, for each selected case, all reports concerning computers,
mobile phones, and storage devices were extracted from the case
management system. All the extracted reports were pseudony-
mized according to a data protection impact assessment (DPIA)
conducted prior to initiating this study® to ensure that the internal
structure and logic of the reports were preserved without exposing
personal data.

The reports were categorised into five different categories:
Acquisition reports describe the forensic acquisition of digital data.
Examination reports describe the processing prior to, and the search
for data of relevance to the case, i.e. the search for possible digital
evidence. Analysis reports document the identification and evalu-
ation of digital evidence. Content reports contain digital data only, or
reproductions or representations of such, e.g. text, tables or pic-
tures, found during examination. Photography reports consist of
photographs of digital data, e.g. photographs of a computer or
mobile phone screen. The latter were not considered a digital fo-
rensics report and it was not a category initially included in the
design of the study. Rather, it was added during data collection after
multiple such reports were encountered and it became necessary to
report this finding in a consistent manner.

3.3. Reliability validation method

The reliability validation methodology was divided according to
the minimum digital forensics process, i.e. acquisition, examina-
tion, and analysis. Reporting is usually considered a distinct process
step. However, since the reports were the object of the study only
the three core stages were considered.

The assessment did not follow the logic of the reports. Because
the information necessary to conduct the study was scattered
across multiple reports, the evaluation was performed in two steps.
First, the relevant information was collected from all the reports
concerning digital evidence in each case. Subsequently, qualitative
assessments of the core digital forensics process steps (acquisition,
examination, and analysis) were made using the evaluation

6 The DPIA was performed with the assistance of the Norwegian center for
research data (NSD), reviewed by NTNU privacy officer and accepted by the Head of
the Department of Information Security and Communication Technology at NTNU.
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Table 2
Reliability criteria for acquisition.
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Reliability criteria Evaluation requirement

Device manufacturer and model, unique identifiers (e.g. serial number, IMEI), inventory identification numbers and acquisition space (i.e. input

Mandate Justification for acquiring data, e.g. investigative or digital forensics hypothesis
Data source
description data)

Tool description
Method description
Examiner
Acquisition results

Name, version and device specification (where applicable) of all tools (software and hardware) used during acquisition

Tool and function specification, file format, and integrity verification (e.g. hash algorithm and value)

Time of acquisition, Examiner identification (e.g. name, username or similar), action logs and justification for selected tool and method
Acquisition output, tool and method output and storage location

Table 3
Reliability criteria for examination.

Reliability Evaluation requirement

criteria

Mandate Scope of the task based on investigative hypothesis for discovery of relevant data

Data set Description of the data to be examined including storage location, path or link to acquisition output

description

Tool description Name, version and device specification (where applicable) of all tools (software and hardware) used for examination

Method Method type and specification (e.g. Function, algorithm, etc.), examination space (i.e. the area of the data set to be examined) and Parameters (e.g.
description Keywords, encoding, magic numbers, known hash values, etc.)
Examiner Time of examination, Examiner identification (e.g. name, username or similar), action logs and justification for choice of tool and method according to
data set characteristics and forensic task
Examination Findings (i.e. potential digital evidence, origin/forensic path and encoding/interpretation), inferences and assessment of the findings, and examination
results conclusions relative to the mandate
Table 4

Reliability criteria for analysis.

Reliability criteria  Evaluation requirement

Specification of the data to be analysed (i.e. storage location, path or link to acquisition and examination output) and contextual information (e.g.

Mandate Digital forensics hypothesis and type of forensic analysis to be performed (functional, temporal or relational) (Pollitt et al., 2018)
Data source
description incident information, system information or nature of the source of the digital artifact)

Tool description

Name, version and device specification (where applicable) of all tools (software and hardware) used for analysis

Method description Type of digital forensics analysis performed (e.g. file systems analysis, network forensics analysis, etc.), analysis space (i.e. the area of the data set
analysed) and description and specification of the analytical process

Examiner
process
Analysis results
relative to the mandate

Examiner identification (e.g. name, username or similar), action logs and justification for choice of tool and method according to analysis type and

Digital evidence (data and origin/forensic path), interpretation of the evidence, inferences and assessment of the evidence and analytical conclusions

requirements specified in Tables 2—4. As the evaluation re-
quirements are the minimum necessary information for reliability
assessment, the absence or partial documentation of any of the
reliability criteria means that the process step can not be validated
or reproduced. From the evaluation, each reliability criteria was
assigned one of the following values depending on the data in the
reports:

@ Yes: If all evaluation requirements were met

@ Partial: If at least one (but not all) of the reliability criteria
were documented

@ No: If none of the reliability criteria were met or no data was
presented

3.3.1. Reliability criteria for acquisition

The selected criteria that needs to be documented at minimum
to evaluate the reliability of the acquisition stage are: mandate, data
source, tool, and method description, examiner and acquisition results.
A mandate provides the boundaries for actions, including the au-
thority and the reasons and motivation for their execution. The
former ensures compliance with criminal procedure, while the
latter hinges on the hypotheses they are set to inform (Andersen
et al., 2021). Due to the scope of this study, only the requirements
in respect to the hypotheses were considered. Authorisation

requirements and legal procedures were assumed to have been
followed.

For data acquisition a mandate is required to determine and
justify how to proceed. This study looked for statements which
informed the reason for acquiring data from a particular device,
including the scope of the acquisition. Such statements could be
derived from an investigative hypothesis, a digital forensics hy-
pothesis, or a specific task (e.g. to look for a particular type of data).
For the purpose of this study, an investigative hypothesis was un-
derstood to be concerned with locating digital data (digital arti-
facts) suitable to inform the incident under investigation, and a
digital forensics hypothesis was understood to be part of the sci-
entific methodology which aims to determine the probative
strength of the digital artifacts themselves.

Devices from which data is acquired must be sufficiently
described in order to trace the data to its source. The acquisition
space should be documented as different acquisition methods can
acquire different parts of the device data (e.g. partitions, volumes,
allocated or unallocated space). In this study, the presence of a
device make and model description was considered insufficient to
uniquely identify a device. At least one unique device identifier, e.g.
a serial number or an IMEL’ along with the inventory number

7 International Mobile Equipment Identity.
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assigned during legal seizure was required (Ayers et al., 2014, 5.1).
This minimum documentation enables the tracking and linking of a
device from seizure, e.g. at the crime scene or from a person, to
acquisition and beyond.

Digital forensics tools - both hardware and software - support
different device types and models, and they have different func-
tional limitations. The tool description informs if the tool is suitable
for the task it was applied to. For this study, the name, version and
device specification were allconsidered necessary to provide suf-
ficient information for tool suitability validation and to enable
performance assessment.

Digital forensics practitioners rely heavily on software. And as
Horsman details, tools can be a major source of error and uncer-
tainty leaving a great deal of the quality of forensic work in the
hands of software developers. Being aware of and distinguishing
clearly between tool errors, user errors and tool limitation is
therefore key to determine the reliability and validity of forensic
work (Horsman, 2018b). Without detailed information on what
tools were used and how, it is impossible to assess these properties
for any of the steps in the digital forensics process.

The acquisition method overlaps with the tool as it can be
embedded as a function of the tool or encompass functions of
multiple tools. Specification of the function, file format and integ-
rity verification are the minimum characteristics necessary to
validate the method used for acquisition. Reporting the integrity
verification method and value are crucial to enable acquisition
validation and to ensure that the examinations and analyses are
performed on a true copy of the original data. All these criteria were
required in the study for the acquisition method to be considered
sufficiently documented.

Examiner criteria refers to when, by what actions and by whom
an acquisition was performed. Reporting the date and time of
acquisition enables the evaluation of what technology and meth-
odology was available at the time of acquisition, and impacts the
justification for using it. The identification of the examiner provides
information for validating the competency and the chain of cus-
tody. Again, all these criteria were required to considered the
examiner to be sufficiently documented.

One of the important tasks of the examiner is to justify the se-
lection of the acquisition method and tool. The choice depends on
the device specifications, tool compatibility, an assessment of data
availability (e.g. encryption) and whether there is a need to acquire
volatile data.

The acquisition output is the forensic copy of the digital data
acquired from the source device, while the tool and method output
refer to the run-time log and error report produced by the tool or
observed by the practitioner. Storage location refers to the secure
storage device, location and path where the acquired data was
stored.

3.3.2. Reliability criteria for examination

The examination mandate directs what to look for. Thus, it is
motivated by and based on the investigative hypotheses or a digital
forensics hypothesis (ISO/IEC 27042:2015, 8.3), 8.3]. The mandate
impacts the selection of the methods and tools, the pre-processing
and structuring of data for identification and classification of po-
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characteristics. This study looked for statements dictating a specific
task and its scope e.g., specific data, data types, data formats, dates,
devices or accounts.

The data set description informs what data is to be examined. It
can include parts, a whole or several acquisition data sets. An ac-
curate storage path or similar is necessary in order to identify what
data was examined.

The requirements for examination tool description are the same
as for acquisition described above.

Examination methods describe what and how different tools,
functions, and algorithms were employed. Digital forensic
tools—Ilike all other software and hardware—can have bugs and
errors, and the functions used might not be suitable for the task.
This can cause tool errors and user errors respectively as described
by Horsman (Horsman, 2018b). Therefore, the specification of the
methods employed and of the examination space (the exact area of
the data set on which a method was employed) is required. In
addition, correct functioning algorithms might produce erroneous
outcomes if the wrong parameters are set. Explicitly reporting the
selected parameters (e.g. keywords, encoding, magic numbers,
known hash values, etc.) is a minimum requirement to assess the
method and validate the results.

Investigations evolve over time. Examinations can become
irrelevant or they may have to be repeated as the investigation
progress. Identifying the examiner, what actions were taken and
when is essential for continuity, re-examination, and the assess-
ment of relevancy, completeness and possible effects of cognitive
bias of the examination. As already stated, the choice of tools and
methods for examination depends on the data set characteristics
and the forensic task. A justification of selected examination by the
examiner ensures that what was done was proportional and did not
exceed the scope of authorisation.

Examination results are the interpretations of the data by tool or
examiner. This includes findings of potential digital evidence,
origin/forensic path and encoding/interpretation, inferences and
assessment of the findings, and examination conclusions relative to
the mandate.

3.3.3. Reliability criteria for analysis

The evaluation requirements for the analysis stage of the data
processing are similar to the examination. The difference is that
before the mandate and data source for analysis are defined, the
outputs from acquisition and examination has to be enriched with
contextual information about the investigation in order to define
the scope of the analysis.

4. Results
4.1. Reports

A total of 124 reports concerning digital devices and investiga-
tion of digital data were collected from the 21 sampled cases. 62
reports were from homicide cases and 62 were from sexual assault
cases. Table 5 shows the distribution of the reports across the five
report categories. Some of the reports fit into multiple categories,
e.g by describing both acquisition and examination. Thus, the sum

tential digital evidence, and selection of relevant data in Table 5 is higher than the number of documents extracted.
Table 5
Number of categorised reports collected and assessed per case type.
Case type Acquisition Examination Analysis Content Photography Sum
Homicide 24 (34%) 35 (50%) 2 (3%) 3 (4%) 6 (9%) 70
Sexual assault 7 (10%) 32 (48%) 1(1%) 23 (34%) 4 (6%) 67
Total 31 67 3 26 10 137
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Table 6
Number of devices identified per case type.

Case type Computers Mobile phones Storage devices Sum

Homicide 27 (23%) 71 (59%) 22 (18%) 120

Sexual assault 6 (9%) 45 (67%) 16 (24%) 67

Total 33 (18%) 116 (62%) 38 (20%) 187
Table 7

Type of documentation found about the identified devices (n = 187).

Acquisition report Examination report Analysis report Number of devices

71 (38%)
. 32 (17%)
o 40 (21%)
. 0 (0%)
. . 41 (22%)
. . 1(1%)
. o 1(1%)
. . . 1(1%)
4.2. Devices

A total of 187 digital devices were identified in the 21 cases. 181
of them were documented in search and seizure reports, while a
further 6 devices were identified during the review of the reports.
Table 6 shows the distribution of device types per case category,
while Table 7 shows a summary of what we found to have been
reported about the devices.

The results show that from the three device types studied,
mobile phones was the dominant device type in both homicide
(59%) and sexual assault (67%) investigations.

4.3. Acquisition reliability assessment

Information about acquisition was available for 75 out of the 187
devices (40%). The information was scattered across reports
describing either single device acquisition, acquisition of multiple
devices, or reports concern both acquisition and examination.
When assessing the acquisition reliability, information regarding
each device was complied and assessed from all these reports. The
photography reports were excluded. In one of the cases, an acqui-
sition report described how one device was physically damaged
such that acquisition was impossible. Tool and method description
was considered not applicable in this instance.

31 of the total 124 reports (25%) were considered acquisition
reports and only 14 out of 21 cases (67%) had such reports. In
addition, 10 reports included photographs of the device screen or
screenshots. In these instances, the examiner was assumed to have
browsed the device manually (LIVE examination) in order to access
and display the captured data. Forensic acquisition reports were
only found concerning two devices from those reports. 15 acqui-
sition reports concerned more than one device. In some of these it
was not possible to discern which tool or method was employed for
each device. No acquisition report was found for 106 (57%) devices.

None of the acquisition reports provided sufficient information
to validate the reliability of the process step in question.

Table 8 shows the breakdown of the acquisition reliability
assessment.

4.3.1. Mandate

An investigative mandate was specified for 13 reported acqui-
sitions. These focused on communication between the suspect and
the victim, digital events around the time of the incident and media
files (e.g. pictures and videos) concerning the incident. For 50 re-
ported acquisitions, no scope or justification for acquisition was
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Table 8
Number of reported acquisitions per acquisition reliability criteria (percentage
calculated per criteria).

Reliability criteria Yes % Partial % No % N/A %

Mandate 13 18% 50 68% 11 15% O 0%
Data source description 4 5% 70 95% 0 0% 0 0%
Tool description 17 23% 38 51% 18 24% 1 1%
Method description 0 0% 55 74% 18 24% 1 1%
Examiner 1 1% 73 99% 0 0% 0 0%
Acquisition results 2 3% 51 69% 21 28% O 0%

specified. No mandate was specified for the remaining 11 reported
acquisitions. None of the mandates specified a digital forensic hy-
pothesis for the acquisition.

4.3.2. Data source description

When an item is seized it must be registered with the case
management system. The registration includes a description of the
item (e.g. manufacturer, model, colour, etc.), any serial numbers or
other unique identifiers, information about where the item was
found and where the item is stored. As part of this registration, the
seized item is assigned a unique inventory number. A review of the
seizure reports showed that not all the information were included
in the seizure reports® and that the description of the devices was
scattered across several different reports. The study also found that
not all reports concerning acquisition referred to the assigned in-
ventory number. Rather, a device description (e.g. manufacturer or
model name), the ownership of the device (e.g. the suspect's
computer) or an IMEI or serial number was often used in place of
the inventory number.

Tracing the information about the device across all case docu-
mentation, the study found that only four devices were docu-
mented according to the requirements. The remaining 70 (37%)
devices all fulfilled at least one of the requirements. Three reported
acquisitions referred to an inventory number but were acquired
without any information about the make, model or unique identi-
fiers. 42 reported acquisitions did not include a unique device
identification.

4.3.3. Tool description

The study found that both commercial and open source tools
were used for data acquisition. 17 of the reported acquisitions
specified both the tool name and version. One report described the
acquisition of 16 different devices using three different tools, but
did not specify which tool was used on which device. A further 22
reported acquisitions provided only a partial description of the tool
used (i.e. partial tool name, missing version number, etc.). Another
eight reported acquisitions described the use of ‘special equipment’
to acquire data. No further information was provided about this
equipment. Only seven reported acquisitions mentioned the use of
a physical write blocker, and 19 of the reported acquisitions pro-
vided no information regarding the acquisition tool.

4.3.4. Method description

For 52 of the reported acquisitions, the function used to acquire
data was not specified. Seven of the reported acquisitions provided
sufficient information to accurately determine the function
employed. The remaining 14 reported acquisitions referred to im-
aging, physical or logical acquisition or similar, but provided no
further information to determine the exact functionality of the tool
used.

8 A thorough review of the seizure reports was outside the scope of this study.
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Further, for 50 of the reported acquisitions, no mention was made
on how or if the integrity of the acquisition was verified. 18 of the
reported acquisitions stated that MD5 was used, but presented no
actual hash value. For three reported acquisitions both MD5 and SHA1
were reported, but without a value. Only for two reported acquisitions
were the use of MD5 specified and the hash value provided.

Note that the functions available to acquire data from a device
depends on the type of device and the tool employed. The
assessment of the function used to acquire data did take into
consideration whether the data source and tool description al-
lows for an accurate determination of what function was used
during acquisition. For example, in one case both the device
make and model, and the tool name and version was specified,
along with the statement that the function ‘advanced logical
acquisition’ was used. In these instances the reliability criteria for
method was consider fulfilled. However, in a different case, the
tool specification was incomplete. Thus, even though the function
was described, it could not be deduced which method was
actually used to perform the acquisition and the description was
considered insufficient.

4.3.5. Examiner

All the acquisition reports specified the name and rank of the
author. Two acquisition reports specified data and time of acqui-
sition, and 17 only the date. For 55 devices there was no informa-
tion about when the acquisition was performed. Out of the 74
reported acquisitions, 39 did not describe any of the actions per-
formed while 35 gave a partial description of some of the actions.
65 reported acquisitions did not specify any justification for the
selected method or tool.

4.3.6. Acquisition results

38 reported acquisitions did not describe the acquisition output
or the file format used. 28 acquisitions referred to mirror image files
and two refer to acquisition files. Another two named .BIN-files as
the resulting output, but insufficient information was provided
about the tool or method used to allow inferences about the
acquisition output. One of the reported acquisitions specified that
the output was a report generated by the acquisition tool.

None of the reported acquisitions provided detailed information
about the tool and method output, e.g. run-time logs or tool results
report. Three of the reported acquisitions specified that no errors
were reported during acquisition, while one noted that an error
occurred and that the practitioner was unable to connect to the
device. No details were provided about the error.

Further, none of the reported acquisitions provided storage
location information. However, 22 of the reported acquisitions
contained comments on how or where the acquired data was
stored, e.g. saved to external USB drive, saved to police hard drive,
or stored at organisational unit. These were considered to partially
satisfy the reliability criteria.

Finally, one reported acquisition was cancelled due to an error
while connecting to the device and one was cancelled due to a
missing PIN-code.

4.4. Examination reliability assessment

17 out of 21 cases (81%) contained at least one examination
report. Of the total 124 reports, 67 (54%) were categorised as ex-
amination reports. Since some reports concerned more than one
device, the number of reported examinations (104) is greater than
the number of examination reports. Also, while 80 of the 187 de-
vices (43%) were examined at least once, some devices were
examined more than once leaving 107 devices (57%) not reported as
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Table 9
Number of reported examinations per examination reliability criteria (percentage
calculated per criteria).

Reliability criteria Yes % Partial % No % N/A %

Mandate 63 60% 8 8% 33 31% 1 1%
Data source description 0 0% 38 36% 64 61% 3 3%
Tool description 12 11% 38 36% 54 51% 1 1%
Method description 0 0% 29 28% 74 70% 2 2%
Examiner 0 0% 104 99% 0 0% 1 1%
Examination results 25 24% 78 74% O 0% 2 2%

examined. Finally, 53 reported examinations found potential rele-
vant evidence data.

None of the examination reports provided sufficient informa-
tion to validate the reliability of the process step, as most evaluation
requirements were only partly met or not present in the reports.
Table 9 shows the breakdown of the examination reliability
assessment.

4.4.1. Mandate

33 reported examinations were conducted without specifying
any mandate. Eight partial mandates included general statements
such as ‘examine acquisition file’ and ‘find relevant data’ without
further scope or task specification. In 63 reported examinations, the
task and scope was stated or could be directly inferred as relevant
to the case. For example, the examiner specified concrete data
types, persons and objects of interest, time period, or communi-
cation between named persons.

In one case, the examinations of one computer were described as
inadequate during trial at district court. New examinations ordered
prior to trial at the appeals court uncovered relevant data. The man-
dates from defence lawyers and district attorney formulated for this
second round in court appeared more specific than those constructed
during the initial investigation in respect to the forensic task.

4.4.2. Data source description

None of the 104 reported examinations provided a sufficient
description of the examined data source. This was primarily due to
missing information about the storage location. Five examinations,
all related to the same case, referred to data stored on external CDs
and DVDs. Only one provided information about the storage loca-
tion and path. Another examination specified the filename of the
examined data and one referred to the forensic path of the exam-
ined data - neither providing information about where the file nor
forensic image was stored. One examination described that it was
performed on a mirror image copy, specifically the user area of a
single user on a file system where a particular operating system was
found, but gave no path or storage device information. A further 27
reported examinations referred to acquisition or image files, or a
type of data (e.g. communication events and videos) without
specifying file names, formats or paths. Eight examinations were
reported as manual examinations, i.e. LIVE forensics.

4.4.3. Tool description

12 reported examinations specify the tool name and version,
and therefore marked as sufficient. However, none of them speci-
fied what devices (e.g. which computer or write-blocker) were
used. In several reports, including reports concerning multiple
devices, multiple tools were listed without further information on
why they were used or on which data set they were employed. 54
examinations did not provide any data about the tools used, while
32 provided only the name of the tool. Four examinations referred
only to the tool provider.
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4.4.4. Method description

None of the reported examinations gave sufficient information
on the method used to enable the process to be repeated. In 16
examinations, the examination space was described as application
data (e.g. WhatsApp or Skype), call logs or communication data
without further specification of the data location or forensic path in
the data set. 13 examinations mentioned searching as the method,
but neither the type of search, nor the search space or the search
parameters were reported. Two examinations specified keyword
search but the keywords were not provided.

The eight manual examinations did not specify how the exam-
inations were conducted.

74 reported examinations provided no information about the
method used.

4.4.5. Examiner

All the examination reports included the name and rank of the
author. We accept this as identification of the examiner. However,
out of the 104 reported examinations, 90 did not describe any of the
actions performed while 14 gave a partial description of some of the
actions. 99 reported examinations did not provide a justification for
the method or tools used. Only two examinations gave such justi-
fication. Eight examinations gave the date of the examination, four
gave both a start date and an end date, and one specified both date
and time.

4.4.6. Examination results

All the examinations provided some information about their
results. 25 concluded that nothing of relevance was found, or that
no data was available. These were the only ones found to suffi-
ciently document their results. A further 10 examinations
concluded that nothing of relevance was found, yet findings (i.e.
content data from the examined device) were still described.

Only in one examination which identified relevant data was the
forensic path to the find provided. 33 examinations described or
reproduced relevant content data, but provided no forensic path or
reference to its origin. Six examinations described or reproduced
content data, but failed to provide information on if or how the data
was relevant or not.

Findings were primarily provided through descriptions or par-
tial reproduction of the content data (e.g. table and pictures pasted
into the report), or screenshots of content data. Further, no
conclusion was found in 26 examinations due to missing mandate.
One examination concluded that the data on the device was irrel-
evant based on the last change date/time of the device. The date
and time were presented, but no forensic path or information about
the origin of the data was provided.

12 cases contained content reports (see Table 5). These reports
were either extraction reports generated by a fo rensic tool, a report
produced by a digital forensics examiner consisting primarily of
content data, or illustration reports consisting of photographs or
screenshots (reported in Table 5 as photography reports). Only in
two cases did the examination reports or the content report refer to
each other such that the link between the examination and the
content data was maintained.

4.5. Analysis reliability assessment

53 reported examinations yielded potential digital evidence, i.e.
provided data without stating explicitly that nothing of relevance
was found. The study expected to find analysis reports which
establish the relevance, meaning and strength of the potential ev-
idence identified of all these examinations. Yet only three such
reports in two different cases were identified. Table 10 shows the
breakdown of the analysis reliability assessment.

10
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Table 10
Number of reported analyses per analysis reliability criteria (percentage calculated
per criteria).

Reliability criteria Yes % Partial % No %
Mandate 1 33% 0 0% 2 66%
Data source description 0 0% 2 67% 1 33%
Tool description 0 0% 1 33% 2 67%
Method description 0 0% 2 67% 1 33%
Examiner 0 0% 3 100% 0 0%
Analysis results 0 0% 2 66% 1 33%

None of the analysis reports provided sufficient information for
a reliability assessment. Only one provided a statement of purpose
and a partial description of the tool used. Two analysis reports
mentioned the method used, but none gave information about
where the data was stored, version of the tools used, time or date
when the analysis was performed or justification for the method or
tool used. Two of them gave a partial description of some of the
actions performed and described the findings, but no actual data
was provided. Nor were there any information on data
interpretation.

4.6. Observations

Information about each item and its acquisition, examination,
and analysis were scattered across multiple reports. The source,
origin, or authenticity of the digital artefacts were not always re-
ported. References to devices were not consistent either in their
existence or format.

The reports were produced in isolation and lacked consistency
across the different digital forensics process steps. The absence of
reference to previous stages or processing steps made it hard to
establish the digital chain of custody and chain of evidence. There
were no audit trails that could be used to trace the processing steps
backwards for a particular piece of data found to be of relevance.

Multiple manual examinations (live forensics) were performed
with no justification or detailed description. In one instance, the
report stated explicitly that ‘no changes were made to the mobile
phone’, but the statement was not supported by any documenta-
tion or explanation.

Contradictions and copy-paste errors were found. For example,
in one instance the identifying number in the report title did not
match the number used in the rest of the report. In another case, a
separate report described how two mobile phones were mixed up
due to a copy-paste error. In yet another case, an acquisition report
stated that data acquired from a device was found to be encrypted.
An examination report described data found on the same device
without any mention of if, and how, the acquired data was
decrypted or if it was accessed by other means.

It was noticeable that no digital forensics terminology for the
core forensic processes was used consistently. Inaccurate termi-
nology such as ‘draining data’,’ understood to mean acquire data,
and ‘peruse data’'® understood to mean examination, were used in
several reports. The term ‘mirror image’! was also used in at least
23 reports about acquisition. This term is obsolete and imprecise. It
used to refer to a bit-by-bit copy of all data on a storage medium.
However, obtaining such a copy from today's storage devices is
practically impossible (Nikkel, 2016; Kumar, 2021). For example,
over-provisioning and garbage collection implemented in firmware

9 Our translations from Norwegian tomme/tappe data.
10 Norwegian gjennomgang.
1 Norwegian speilfil.
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on solid state drives effectively hides data from all but those with
detailed information on the implementation of these functions.
Similar issues apply to most if not all types of hand-held devices.

5. Discussion and recommendations

It was expected (Hypothesis 1) that each stage of the digital
forensics process was performed according to the digital forensics
standards (see section 2.2), and that a minimum of documentation
was provided on technology, methodology, and application ac-
cording to the reliability validation matrix (see section 2.3). It was
further expected (Hypothesis 2) that the digital investigation ac-
tions, and their results, were documented such that the origin,
integrity, and interpretation of the digital evidence could be cross-
examined (see section 3.1). The results show clearly that the re-
ported digital forensics actions were not performed according to
international digital forensics standards, nor did the reports
contain the minimum documentation at technology, method, and
application level to enable reliability validation. The results also
show that none of the cases were sufficiently documented to
enable the assessment of reliability of the digital evidence, to trace
the digital forensics actions performed on each item, or to link the
digital evidence to its respective origin and source. Further, none of
the cases were shown to comply with digital forensics methodol-
ogy, justify the methods and tools used, or validate tool results and
error rates.

From the results and observations it appears to be little or no
consistency in the reporting and no forensic process or method-
ology was documented. This lack of consistency between reports
related to the same device or data set makes it nearly impossible to
reliably associate data artifacts with their respective data source.
Hence, the reliability of the digital evidence cannot be determined.

The use of screenshots and photographs to acquire and preserve
data seemed prevalent. While this might be a useful way to present
data, pictures of data is not a forensically sound method of acqui-
sition. It might be the only option in emergency situations, how-
ever, digital forensics conclusions cannot be drawn from such data.
Hence, this practice should not be used routinely.

In some acquisition reports, the only information about the
method and tools used was phrased as ‘special equipment’. With no
further information it is impossible to assess and review the results
of these acquisitions. The reason for omitting such information was
unclear. The lack of such documentation has a profound negative
impact on all subsequent forensic actions and on the possibility to
establish the reliability of, or to challenge the digital evidence on
reasonable grounds.

Investigative and forensics actions were performed in parallel
without a clear distinction between the two. For example, digital
forensics personnel was requested to provide information rather
than to examine or analyse investigative or forensic hypotheses. In
some cases data was prepared by digital forensics personnel for
later examination by an investigator. However, no further digital
forensics examination or analysis was reported. Consequently,
digital forensics practitioners were performing single tasks to
supply the investigators with data or information to advance
investigative objectives rather than to establish relevance and
probative value of digital artefacts via sound digital forensics
methods.

Further, the risks imposed by live examinations prior to forensic
acquisition appeared not to be mitigated or addressed. While
sometimes necessary, such examinations involve increased risk of
data loss and modification. Key principles in digital forensics
require that the ‘acquisition process preserves a complete and ac-
curate representation of the original data, [that] its authenticity and
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integrity can be validated’ (Casey, 2007, p. 50)and to assure that
‘when the method (or tool) used to gather and/or analyze digital
evidence does change the original data set, the changes are iden-
tifiable’ (Mocas, 2004, p. 67). The live examinations found in this
study were insufficiently documented to satisfy these principles. A
way to comply with the principles would be to justify the use of
such methods and account for the possible and probable impact
imposed on data integrity.

The documentation of acquisition tools was the best docu-
mented requirement (23%). Also, more than a half of the exami-
nation reports stated a mandate (60%). However, it was noticeable
that in all processing stages there was a lack of data source, data set,
and method description as well as examiner justification for the
selected method and tool in relation to the forensic task. This
suggests that “to some extend” technology-level documentation is
preserved, while method and application level was missing.
Moreover, with each subsequent processing step, the information
become more scarce resulting in only three analysis reports found.
These did not include any information about the analysis stage of
the processing. The lack of analysis of potential digital evidence
means that the relevance and probative strength of such evidence
was not established according to accepted digital forensics meth-
odology and tends towards hearsay.

Considering these findings, the following recommendations can
improve the quality of digital forensics in Norwegian law
enforcement:

@® A formal process-level documentation based on reliability
criteria and its integration and automation in the investiga-
tion procedure can increase accountability and trust in dig-
ital investigation and digital evidence. It falls outside the
scope of this study to examine the concrete reasons for the
identified lack of digital forensics processes and standards in
investigations. However, the study developed and proposed
a practical reliability validation method based on doc-
umenting concrete reliability criteria which can be used and
extended as a template to create audit trails of digital fo-
rensics processing steps, and improve the reporting of digital
forensics work performed by law enforcement.

A digital forensics process and reporting system can help to
create an audit trail, link together and document all the
process steps and actions performed in relation to the rele-
vant digital evidence found.

Implementing and enforcing reliability validation proced-
ures at technology, method, and application level in relation
to the digital forensics employed can assist to improve the
quality assurance and quality control in criminal
investigations.

The identified tool dependencies and reporting of tool re-
sults, rather than methodological application of digital fo-
rensics techniques points to a need for increased digital
forensics competency, including better understanding of the
process and its underlying principles for integrity preserva-
tion, digital chain of custody and chain of evidence, and
process reliability assurance, especially with respect to ex-
amination and analysis of potential digital evidence.

The dominant role of mobile phones in serious crimes in-
vestigations indicate that training and expertise in mobile
forensics methods, tools and techniques should be a priority.
The low number of analyses suggests a need to evaluate how
and when analysis of potential digital evidence is requested
and to assess if those responsible for making such requests
possess the necessary level of competency.
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Future research

This study shows a gap between the requirements of digital
forensics as defined and described by the scientific community, and
the way digital forensics are performed in practice by the Norwe-
gian police. The developed reliability validation criteria can be used
and improved in further research to examine if similar shortcom-
ings are present in law enforcement agencies in other countries.

Further studies are necessary to understand the reasons behind
this state of practice and the factors which impact the quality of
digital forensics in law enforcement work. What constitutes a
suitable reliability validation procedure in digital forensics in-
vestigations, necessary IT infrastructure, and approaches to inte-
grate it in law enforcement daily work is also a subject of further
research. In a broader interpretation of the results presented here, a
study of how digital evidence is presented in court could further
the understanding of the mutual impact between the digital fo-
rensics process, criminal investigation, and the overarching legal
procedure.
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