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a b s t r a c t 

Situation awareness is shown through human factors research to be a valuable construct to understand 

and improve how humans perform while operating complex systems in critical environments. Within cy- 

ber security one such environment is the Security Operations Center (SOC). With the increasing threat of 

hybrid warfare, knowledge about situation awareness within SOC environments, where human error or 

low performance may be detrimental, must be developed. This paper reports on the results of a System- 

atic Descriptive Literature Review of the current research on situation awareness within SOCs. The goal 

of the paper is to analyze how situation awareness is understood in the current research. To achieve this 

goal three aspects of understanding were addressed: Theoretical foundations; levels of conceptualization; 

and measurement of situation awareness. Theoretical foundations in the literature were assessed by how 

situation awareness was defined and the presence of references to theoretical models of SA. The results 

show a clear trend of basing the research on Endsley’s three level situation awareness model; this model 

has been developed into a domain specific formulation called “Cyber Situation Awareness”. Some parts 

of the literature, particularly in research aimed at developing tools for improving situation awareness, 

lack a theoretical foundation; some refer to alternative theoretical foundations of situation awareness 

like Stanton et al.’s Distributed Situation Awareness. Further, a balance between conceptualizations on 

the individual, group and system level has been identified. Within research aimed at developing tools 

for improving situation awareness there are some examples of specialized and precise measurements 

of situation awareness, but in general the research seems too reliant on indirect measures of situation 

awareness. The paper concludes with the proposition of connecting the systems-based theoretical per- 

spective of distributed situation awareness into the research, utilizing a systems level conceptualization 

of situation awareness. This might prove to be a useful bridge between the human cognitive perspective 

of situation awareness and the development of the complex technical environment of critical importance 

that SOCs represent. 

© 2022 The Authors. Published by Elsevier Ltd. 

This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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. Introduction 

Cyber security attracts increasing attention in both public de- 

ate and national strategies. IT systems and networks are rapidly 

ecoming an infrastructure which other systems, services and in- 

titutions are dependent upon. With increasing geo-political unrest 
Abbreviations: HFR, Human Factors Research; SA, Situation Awareness; ISA, Indi- 

idual Situation Awareness; DSA, Distributed Situation Awareness; SSA, Shared Sit- 

ation Awareness; CSA, Cyber Situation Awareness. 
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nd the use of cyber-attacks as part of hybrid warfare, the security 

f this infrastructure has become a prioritized area of development 

nd research. There is no universally agreed upon definition of cy- 

er security, but the use of the term is increasingly preferred over 

artly overlapping terms like information security, computer secu- 

ity, and IT security ( Schatz et al., 2017 ). It has been argued that

yber security is a broader construct than information security be- 

ause it also includes the human aspect of security ( von Solms 

nd van Niekerk, 2013 ). “Cyber” is here referring to IT systems, 

he networks these systems operate through, and the physical in- 

rastructure these systems operate on. Cyber security refers to ac- 

ivities aimed at securing these systems, networks, and infrastruc- 

ure from intended or unintended harm or malfunction, and the 

onsequential state of security these activities are aimed at achiev- 

ng. Cyber systems are rapidly becoming ingrained into all parts of 
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nfrastructure and services. The consequence is a simultaneous in- 

rease of reliance on cyber systems and higher exposure to cyber- 

ttacks. Some examples like the Stuxnet attack ( Chen and Abu- 

imeh, 2011 ), the SolarWinds breach ( Willett, 2021 ), the attack on 

orsk Hydro ( Oueslati et al., 2019 ), and several other more recent 

ncidents affecting systems operating in critical sectors around the 

orld highlight this growing vulnerability and the potential devas- 

ating consequences of cyber-attacks. 

The entities responsible for cyber security in critical sectors 

.g., network providers, power-suppliers, public services, manufac- 

uring facilities, and large organizations often centralize this re- 

ponsibility. The responsibility is often placed upon a group of 

xpert human operators within a Security Operation Center (SOC) . 

here are different terms used for centers responsible for cyber 

ecurity that emphasize different aspects of operations e.g., Cy- 

er Security Operation Centers (CSOCs), Network Operations Cen- 

ers (NOCs) and Security Intelligence Centers (SICs) ( Vielberth et al., 

020 ; Zimmerman, 2014 ). For consistency, such centers are hereby 

eferred to only as “SOCs”. A SOC is responsible for cyber secu- 

ity within a specified set of cyber systems through activities like 

onitoring, analyzing, and reacting to potentially harmful events 

 Vielberth et al., 2020 ). 

The criticality of cyber security combined with the centraliza- 

ion of this responsibility to a small group of experts actualizes 

he human factors within SOCs. A large body of literature within 

uman Factors Research (HFR) addresses how to reduce human er- 

or and optimize performance among human operators of complex 

ystems within critical domains like SOCs. 

This paper reports on the results of a Systematic Descriptive 

iterature Review of the current research on situation awareness 

ithin SOCs with an eye towards analyzing how situation aware- 

ess is understood. To achieve this goal three aspects of under- 

tanding were addressed: What are the theoretical foundations of 

ituation awareness; what are the levels of conceptualization of 

ituation awareness; and how is situation awareness measured. In 

ddition to systematizing the current knowledge in the field, the 

nalysis of these core aspects of understanding situation aware- 

ess within existing research makes this literature review a unique 

ontribution. By reviewing the content of the research in the light 

f their inherent core understanding of the phenomenon of situa- 

ion awareness provides insight into how to understand situation 

wareness within the context of SOCs. 

The remaining of the paper is structured as follows: 

ection 2 presents the relevant background. Section 3 describes 

n detail the method used to perform the literature review. 

ection 4 presents the results of our analysis that are discussed, 

long with their implications on future research, in Section 5 . In 

ection 6 we turn our attention to the limitations of our study 

nd, finally, Section 7 summarizes our conclusions. 

. Background 

A widely researched construct within HFR is Situation Awareness 

SA) ( Lee et al., 2017 ). SA has several definitions in the research

iterature, but most generally it refers to the process of gathering 

nformation about a situation and converting this information into 

n awareness that can differentiate between the suitability of po- 

ential actions. 

.1. Theory and definitions of SA 

Several partly opposing definitions and theoretical models of SA 

ave been proposed ( Salmon et al., 2008 ). The most recognized 

efinition within HFR is Endsley’s cognitive three-level model of 

he Individual SA process ( Endsley, 1995 ). This model, graphically 
2 
epicted in Fig. 1 , is hereby referred to as Individual SA (ISA) , de-

ned by Endsley as: «the perception of the elements in the envi- 

onment within a volume of time and space, the comprehension of 

heir meaning, and the projection of their status in the near future »

 Endsley, 1995 ). ISA has been shown to be of critical importance 

or timely and effective human response. Research has largely been 

ocused towards contexts where human performance is critical e.g., 

ight control, nuclear power plant control, military operations and 

rst responders ( Lee et al., 2017 ). A wide range of methods for as-

essing and measuring SA have been developed as part of this re- 

earch ( Endsley and Garland, 20 0 0 ). 

Several different definitions of SA that expand or challenge the 

SA model have been proposed. One of the issues that has led to 

he expansion of definitions is how to understand and assess the 

A of a group of people. Endsley’s model that centers on the in- 

ividual has been the basis for later models of SA that focus on 

roups. Endsley herself has been an active contributor to this de- 

elopment. 

More recently a somewhat opposing model to ISA, explaining 

A on a systems level, has been proposed. This model of Distributed 

A (DSA) is defined as “activated knowledge for a specific task within 

 system ” ( Stanton et al., 2006 ). DSA views the process and results

f SA as something not only residing in individual humans, but as 

omething distributed across both human and non-human agents. 

he DSA model argues that ISA has a too individualistic and lin- 

ar approach to understand the SA process. The research following 

he DSA definition has made some progress in developing opera- 

ionalizations and measurements of SA ( Salmon et al., 2017 ). DSA’s 

ritique of ISA has been countered by researchers within the cog- 

itive HFR tradition, most notably by Endsley herself, pointing out 

hat DSA does not contradict ISA, but only emphasizes a different 

evel of analysis (the system as a whole) ( Endsley, 2015 ). One clear

ontradiction between the two strains of SA research is the view 

n whether SA can reside in non-human agents. DSA proposes that 

he different aspects of SA might well reside in different types of 

gents throughout a system i.e., perception might be assigned to 

n Intrusion Detection System (IDS), the comprehension to an Arti- 

cial Intelligence (AI) subsystem, and the projection into the future 

y a human operator. Endsley, on the other hand, refutes the no- 

ion of computers having “situation models” analogous to humans 

nd having overall responsibility of complex systems: “When a hu- 

an no longer has that responsibility, then human SA will be moot 

nd the automatons can take over. But I do not think this will be hap-

ening any time in the near future in most complex and safety-critical 

ystems .” ( Endsley, 2015 ). This shows some contention within the 

SA paradigm against attributing SA processes to information sys- 

ems or AI or that the results of such processes might reside in 

on-human systems as awareness. 

.2. Conceptualizations of SA 

The conceptualizations of SA vary between different theories 

f SA and contexts. Herein we categorize three different levels of 

nalysis used within SA research, namely the Individual Level, the 

roup Level, and the System Level. The Individual Level and the 

roup Level are both mainly based on the theoretical model of ISA. 

he System level of analysis in the literature is often based on the 

heoretical model of DSA. 

At the Individual Level, SA is conceptualized as the mental state 

f an individual human operator resulting from the process de- 

cribed by the ISA model ( Endsley, 1995 ). At the Group Level, SA 

as several conceptualizations. Team SA (TSA) is conceptualized as 

he sum of all the individuals’ SA within a team. TSA is achieved 

hrough connecting the different individuals’ SA to each other 

hrough the inputs and outputs of the ISA model i.e., one person’s 

Performance of action” may become another person’s “State of 
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Fig. 1. Endsley’s ISA-model ( Endsley, 1995 ) 
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he Environment” on which SA in turn is based. This linking of in- 

ividuals’ SA forms “the chain” of TSA ( Kaber and Endsley, 1998 ). 

hared SA (SSA) is also a conceptualization on the Group Level of 

nalysis. It refers to the extent to which individuals within a team 

ave overlapping awareness of a situation i.e., percept, comprehend 

nd project the situation in the same way when they are given 

he same information and overlapping SA requirements ( Kaber and 

ndsley, 1998 ). At the System Level, SA is conceptualized as an 

mergent property of a dynamic and collaborative process between 

he human and non-human agents ( Salmon et al., 2017 ). The DSA 

iterature has largely focused on descriptive research with the aim 

o explain different aspects of the complex dynamics of these col- 

aborative processes ( Salmon et al., 2017 ). 

Within the research literature on SA there are examples of 

ther theories with somewhat different conceptualizations. Some 

f these are commented upon when relevant throughout the se- 

uel. 

.3. Measurements of SA 

A wide range of techniques for measuring SA have been 

eveloped ( Salmon et al., 2009 ). Examples are: Freeze probe 

echniques like SAGAT ( Endsley, 1988b ); Real time probe tech- 

iques like SPAM ( Durso et al., 1998 ); Self-rating techniques like 

ART ( Taylor, 2017 ); and Observer rating techniques like SABARS 

 Matthews and Beal, 2002 ). In addition, the measurement of per- 

ormance as an outcome of changing SA parameters is widely used, 

s well as proxy-measures for SA i.e., measuring indices of SA pro- 

esses like eye-tracking ( Salmon et al., 2009 ). As a starting point 

or establishing domain specific measurements, the method of Task 

nalysis is often used ( Salmon et al., 2009 ). Variants such as Cogni- 

ive Task Analysis and Work Domain Analysis are also used, but they 

ll have in common that qualitative methods like interviews and 

bservation are used to map the aspects of a working environment 

hat forms the basis for the SA process ( Salmon et al., 2009 ). All

he mentioned measuring techniques have been used to measure 

A both at the individual and the group level. Both the ISA and DSA 
3 
perationalizations of SA use these measurements although they 

ere developed within the ISA paradigm ( Salmon et al., 2009 ). 

ithin the research on DSA, it has proven difficult to find stable 

nd generalizable operationalizations of SA at the Systems Level, 

nd measurements are mostly used as part of descriptive research 

 Salmon et al., 2017 ). 

.4. SA in cyber security 

Within the field of cyber security, the subject of SA has at- 

racted growing attention from academic research. Within this con- 

ext, SA is both referred to technically, as the process of com- 

iling, compressing and fusing data, but also linked to the cog- 

itive theoretical foundation of ISA. The connection between the 

echnical and cognitive view on SA was presented in an edited 

olume where the specific term of Cyber SA (CSA) was presented 

 Jajodia et al., 2009 ). Therein CSA was presented as a subset of SA

here the SA requirements for the human operators are aimed at 

yber security. The technical SA is linked to the cognitive process 

s a central part of the environment and tools the operators inter- 

ct with to gain CSA ( Jajodia et al., 2009 ). 

A later systematic literature review on CSA following this 

nderstanding has also been published ( Franke and Bryniels- 

on, 2014 ). The review showed that the majority of the litera- 

ure was mainly focused on developing tools or solutions that 

ould benefit CSA without evaluating or measuring the effect on 

A specifically. This gap was confirmed by a more recent review 

 Gutzwiller et al., 2020 ), concluding with the following call for re- 

earch to: “(1) understand what cyber SA is from the human opera- 

ors’ perspectives, then (2) measure it so that (3) the community can 

earn whether SA makes a difference in meaningful ways to cyber- 

ecurity, and whether methods, technology, or other solutions would 

mprove SA and thus, improve those outcomes.”

This literature review aims to assess the current state of re- 

earch on SA within the specific context of SOCs. Although the re- 

iews on CSA are relevant, the identified gaps invite a more spe- 

ific investigation of SA from the operator’s perspective. The hu- 
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Table 1 

Terms included in search string. 

SA SOC 

Situation Awareness AND Security Operations Center 

OR Situational Awareness OR Security Operation Center 

OR Security Operations center 

OR Security Operation center 

OR Network Operations Center 

OR Network Operation Center 

OR Network Operations center 

OR Network Operation center 

OR (Cybersecurity OR Cyber 

Security) AND Team 
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an operators within cyber security are arguably most specifically 

dentified within the context of SOCs. A SOC consists of a defined 

nd organized group of specialists tasked with the security of a 

efined set of networks and systems. The operators’ work environ- 

ent and demands are complex and dynamic, and their decision 

aking is often time constrained and with potential critical con- 

equences. The context of SOCs is thus similar to environments 

here SA is shown through experimental research to be of critical 

mportance, like Power Plant Control Rooms, Flight Control, Mili- 

ary Mission Control ( Lee et al., 2017 ). 

By defining this context, the review is aimed at the first re- 

earch gap pointed out in ( Gutzwiller et al., 2020 ). In order to un-

erstand what CSA is from the human operator’s perspective, this 

rticle reviews existing research on SA in SOCs. This review de- 

arts from existing reviews on CSA which identify the human op- 

rator based on cyber security related tasks, to focus on overall SA 

or human operators specifically responsible for cyber security in a 

efined context. 

This further allows for a review of the theoretical foundations of 

A within the relevant literature. CSA seems to have a strong con- 

ection to ISA, alongside a more technical perspective on SA. But 

SA does not show a theoretical connection to DSA as a system 

evel conceptualization of SA. This begs the question whether the 

evel of analysis on SA research in SOCs and the theoretical foun- 

ations in the field are aligned. This literature review therefore ad- 

resses research questions that explore how the current research 

iterature understands SA in a SOC setting. 

. Method 

The literature review was conducted systematically following 

rescribed methods for descriptive reviews ( Fink, 2019 ). The re- 

iew was chosen to be descriptive because the preliminary search 

evealed that the body of research present which has compara- 

le measurements of SA is not large. This assessment of the cur- 

ent research is confirmed by other reviews ( Franke and Bryniels- 

on, 2014 ; Gutzwiller et al., 2020 ). 

The method of conducting descriptive reviews describes the re- 

iew process through 5 phases: Research question, Databases, 

earch strings, Screening and filtering , and Review of included 

apers ( Fink, 2019 ). The methodological considerations and deci- 

ions are presented below chronologically following these phases. 

he PRISMA guidelines is an evidence-based set of items recog- 

ized as required when reporting systematic reviews and meta- 

nalyses ( Page et al., 2021 ). The PRISMA guidelines were consulted 

nd followed when applicable. The systematic literature review 

as conducted in April 2022. 

.1. Research questions 

Through a preliminary literature search different aspects of how 

A is understood within cyber security were considered. The con- 

ext of SOCs was chosen to assist in clarifying how SA is under- 

tood by limiting the review to a context of human operators in 

 setting comparable to more developed and mature SA research 

 Gutzwiller et al., 2020 ). Existing literature reviews on CSA showed 

igns of one-sided theoretical foundation used within the research 

iterature. The existing reviews did not address the different lev- 

ls of analysis in conceptualizing SA. Although existing reviews ad- 

ress how SA is measured in the research, this review includes this 

spect in order to analyze connections between theory, conceptu- 

lizations and measurements within the literature. Accordingly, the 

ollowing research questions were defined to address these issues: 

1 What theoretical foundations of SA are used within the context 

of SOCs? 
4 
2 What levels of conceptualization for SA are used? 

3 What techniques for measuring SA are used? 

.2. Databases 

A preliminary search was done within 8 online databases of sci- 

ntific research. These were selected based on the recommenda- 

ions within a guide of doing literature reviews within computer 

cience ( Silva and Neiva, 2016 ), and some databases referenced in 

xisting relevant literature review on CSA ( Franke and Bryniels- 

on, 2014 ). After assessing overlap in the search results, five sci- 

ntific databases were selected for the systematic literature search, 

amely Scopus, IEEE Xplore, EBSCO Academic Search Complete, 

eb of Science Core Collection, and Science Direct. The databases 

ere accessed through their respective websites; no third-party 

earch providers were used. 

.3. Search string 

The following two terms were chosen to be part of the search 

tring: “situation(al) awareness” and “SOCs”. The first term was 

iven two possible variations within the search string i.e., “situa- 

ion awareness” OR “situational awareness”. These two terms are 

nterchangeable within the relevant literature ( Endsley, 1994 ), and 

he preliminary search results showed that the string needed to 

nclude both of these parallel terms. The second term was given a 

ide set of variations in the search string. This was because a wide 

ariety of different terms is used for operations centers responsi- 

le for cyber security throughout the relevant literature e.g., “secu- 

ity operations center” OR “network operation center”. The search 

tring also included “cyber security” AND “team” combined, as a 

erm functioning as a variant of SOC. The terms included in the 

earch string are presented in Table 1 . 

Table 1 shows how the search string was constructed. When a 

ecord had present at least one term variant (presented as separate 

ows) from the SA column and at least one term variant from the 

OC column, it was returned as a hit. In some of the databases the 

dditional requirement of also including either the term Human 

actor OR Human Performance was included in the search string. 

his was done to exclude papers referring only to technical aspects 

f SA in SOCs from databases that returned higher numbers of hits. 

The phrasing of the Boolean search string varied somewhat be- 

ween databases, also depending on the databases’ search opera- 

ors and rules for phrasing the search string. In some databases it 

as also necessary to exclude non-academic papers, through fil- 

ers. Some of the databases had restrictions to the allowed num- 

er of Boolean operators. The variants of SOC-terms resulting in 

he maximal hits were chosen through testing. Table 2 presents a 

etailed overview of search strings and filters used for each respec- 

ive database. 

The search strings were tested and adjusted several times be- 

ore they were applied. Literature that was taken note of as rel- 

vant in the preliminary search was used as a marker that the 
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Table 2 

Boolean search strings used. 

Database Scopus IEEE Xplore 

EBSCO Academic Search 

Complete 

Web of Science Core 

Collection (Clarivate) Science Direct 

Search 

string 

(TITLE-ABS-KEY 

(“situation awareness”

OR “situational 

awareness”) AND “human 

factor”) AND (ALL 

(“security operations 

center” OR “security 

operation center” OR 

“security operations 

center” OR “security 

operation center” OR 

“network operations 

center” OR “network 

operation center” OR 

“network operations 

center” OR “network 

operation center” OR 

((“cybersecurity” OR 

“cyber security”) AND 

“team”))) 

((“All Metadata”: 

“situation awareness” OR 

“situational awareness”) 

AND (“human 

performance” OR “human 

factor”)) AND (“Full Text 

& Metadata”: “security 

operations center” OR 

“security operation 

center” OR “security 

operations center” OR 

“security operation 

center“ OR “network 

operations center” OR 

“network operation 

center” OR “network 

operations center” OR 

“network operation 

center” OR 

((“cybersecurity” OR 

“cyber security”) AND 

“team”)) 

TX (“situation awareness”

OR “situational 

awareness”) AND TX 

((“cybersecurity” OR 

“cyber security”) AND 

“team”) OR (“security 

operations center” OR 

“security operation 

center” OR “security 

operations center” OR 

“security operation 

center” OR “network 

operations center” OR 

“network operation 

center” OR “network 

operations center” OR 

“network operation 

center”) 

ALL = (“situation 

awareness” OR 

“situational awareness”) 

AND ALL = ((“human 

factor” AND “cyber 

security”) OR (“human 

factor” AND 

“cybersecurity”) OR 

“security operations 

center” OR “security 

operation center” OR 

“security operations 

center” OR “security 

operation center” OR 

“network operations 

center” OR “network 

operation center” OR 

“network operations 

center” OR “network 

operation center”) 

Title abstract or 

keywords: (“situation 

awareness” OR 

“situational awareness”) 

Find Articles with these 

terms: (“security 

operations center” OR 

“security operation 

center” OR “security 

operations center” OR 

“security operation 

center” OR “network 

operations center” OR 

“network operation 

center” OR 

((“cybersecurity” OR 

“cyber security”) AND 

“team”) 

Filters None None Excluded source types: 

Magazines, Trade 

Publications and 

Newspapers 

None Excluded Article type: 

Book chapters 
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earch string included relevant literature. The number of search re- 

ults was used as a marker for the specificity of the search string. 

The preliminary search results indicated a large body of re- 

earch regarding development of tools for data fusion and com- 

uter visualization that referred to increased Situational Awareness 

s a goal without measuring this or referring to any specific un- 

erstanding or definition of Situation Awareness. The search string 

as applied adaptively in the respective databases to reduce the 

umber of such results. This was done by specifying that the first 

earch term (SA) had to be present within the title, keywords or 

bstract of the result and that the second term (SOC) could be 

resent anywhere within the record. This decreased the number 

f results outside the scope of the review considerably. 

.4. Screening and filtering 

After the search had been conducted, the resulting records were 

athered and scanned for duplicates. The duplicates were removed 

nd then the records were screened. The screening consisted of as- 

essing if the records violated the exclusion criteria. The screening 

ncluded only one exclusion criterion, namely that the record must 

epresent an original academic study. This was assessed through 

creening metadata like title author, type of publication and, in 

ome cases, the abstract. Exclusion criteria relating to type of 

tudy, year of publication or funding were considered but not used. 

he decision to not administer such exclusion criteria was based 

n the findings from the preliminary literature review that indi- 

ated a limited number of studies that addressed SA in SOCs. In 

rder to give a useful overview of the current literature, all types 

f academic studies were included e.g., theoretical proposals, re- 

iews, qualitative studies, quantitative studies. Both conference pa- 

ers and journal articles were included. This was done to include 

s many relevant studies as possible, but also to allow for the most 

ecent development of the research field to be included in this re- 

iew. 

The following inclusion criteria were used in the filtering pro- 

ess: 
5 
1 The study had to address SA specifically. The study had to ei- 

ther refer to a specific definition or theoretical background for 

SA or give an own explanation of how SA was understood. 

2 The study had to be conducted in a SOC setting or address a 

SOC setting in the paper. A SOC setting was defined as a spec- 

ified group of human operators responsible for the cyber secu- 

rity of a specified system and/or network. 

The filtering process was conducted by attaining the full text 

anuscript of the records identified. First the abstracts were as- 

essed against the inclusion and exclusion criteria. If all the inclu- 

ion criteria were met in the information given in the abstract and 

o exclusion criteria were met, the study was included in the re- 

iew. If the abstract was not enough to discern whether or not the 

nclusion and exclusion criteria were met, the complete manuscript 

as assessed. All the studies that met both the exclusion and in- 

lusion criteria were fully reviewed. The number of records in- 

luded and excluded in each part of the process is shown in Fig. 2

nd presented in Section 4.1 . End Note TM 20 was used for managing 

he records, for identifying duplicates and for retrieving full text 

anuscripts. 

.5. Review of included articles 

A review process and synthesis of the results was conducted 

nd documented. First, the number and types of studies were iden- 

ified. Then the topic or themes of the studies were identified and 

ategorized. This gave a broad overview of the reviewed literature. 

hen, the studies were reviewed according to the research ques- 

ions. All the included studies were read in full and categorized 

n relation to the three research questions. The categorization of 

he studies was coded by identifying different aspects within each 

tudy and subsequently summarizing all identified aspects of each 

tudy. The following is a description of the categories and codes 

sed: 

• Theoretical foundation of SA was assessed through identify- 

ing what definitions of SA and theoretical references were used. 

This assessment included two separate codes for each study, 
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Fig. 2. Flowchart identification, screening, and filtering 

c

p

S

o

o

o

r

4

t

a

p

t

h

namely the definition used; and additional theoretical refer- 

ences. Thus, the theoretical foundation used within studies was 

assessed both on the dominant theoretical foundation (defini- 

tion) and the presence of other theoretical foundations within 

the study. 

• Conceptualization of SA was assessed through considering 

what level of analysis the study referred to regarding SA i.e., 

if it considered SA on the individual, group, or systems level. 

If the study included several levels of analysis, it was coded as 

having multiple conceptualizations. This was identified through 

reviewing the full study manuscript and inferring on what level 

SA was expressed as residing. In addition, the term used for SA 

in the paper was recorded. 

• Measurement of SA was assessed by identifying what indica- 

tors of SA the study presented. The following categories of mea- 

surement techniques were used: 

• Performance (Measures of objective task performance by an in- 

dividual, group or system as an indicator of SA quality) 

• Direct observation (Measuring SA with probing measurements, 

like SAGAT ( Endsley, 1988b )) 

• Observer rating (Measuring SA by an observants’ rating of the 

operators SA, like SABARS ( Matthews and Beal, 2002 ).) 

• Self-rating (Measuring SA through participant self-rating of SA, 

like SART ( Taylor, 2017 ).) 
6 
• Task analysis (Assessing SA through descriptive methods of 

identifying processes and tasks relevant for the context specific 

SA processes, like Cognitive Task Analysis ( Salmon et al., 2009 )) 

• Proxy (Inferring SA through measurements of factors known to 

affect SA or be affected by SA, like Workload or eye movements 

( Salmon et al., 2009 )) 

The studies that referred to several measurements of SA were 

oded as “multiple”. If the study referred only to SA as affecting 

erformance without referring to any other method of measuring 

A, it was identified as understanding performance as a measure 

f SA. The resulting codes were then reviewed in relation to each 

ther i.e., if there were patterns in the conceptualizations and the- 

retical foundations of SA in the papers. NVivo© 1.5.1 was used to 

eview and code the references included in the review. 

. Results 

The results are presented in three parts. Firstly, the results from 

he search in databases and the screening and filtering process 

re presented. Then the papers included in the final review are 

resented and categorized according to type of studies and main 

hemes. Finally, the results of the analysis aimed at categorizing 

ow SA is understood are presented. 
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.1. Search results, screening, and filtering 

The search string used in the chosen databases yielded a to- 

al of 192 results. The search results were checked for dupli- 

ates, screened, and then filtered following the inclusion and ex- 

lusion criteria described in Section 3.4 . Fig. 2 presents the num- 

er of records included and excluded in the different stages of the 

creening and filtering process, following the PRISMA guidelines 

 Moher et al., 2011 ): 

Fig. 2 shows that 29 duplicate records were removed, leading to 

63 records going through the screening process. 4 records were 

emoved in the screening due to violating the exclusion criteria 

f not being original studies. In the filtering process a total of 

04 studies were excluded from the review because they did not 

eet the inclusion criteria of addressing SA specifically and/or be- 

ng outside of the context of SOCs. The process resulted in 55 stud- 

es included in the final review. 

.2. Main themes and study types 

The final review showed that 23 of the studies were fo- 

used on the development of tools that somehow were aimed 

t increasing the quality of SA in SOC settings. The tools de- 

cribed ranged from data filtering and fusion ( Cinque et al., 

020 ; Huang et al., 2016 ; Matey et al., 2022 ; Salvi et al., 2022 ;

ettanni et al., 2017a ; Sunny et al., 2014 ; Zhong et al., 2018 ),

o information sharing ( Leszczyna et al., 2019 ; Park et al., 2017 ;

ettanni et al., 2017b ; Wallis and Leszczyna, 2022 ), to visualization 

 Giacobe, 2013 ; Husák et al., 2022 ; Mullins et al., 2020 ), to tools

or assessing or automating human performance ( Dutt et al., 2013 ; 

utt and Gonzalez, 2012 ; Kokkonen and Puuska, 2018 ; Sarkar et al., 

022 ; Shah et al., 2018 ; Shurrab and Awan, 2015 ; Zhong et al.,

015 ; Zhu et al., 2021 ). There was also a review of the existing

ools for increasing SA within power grid systems ( Le Blanc et al., 

017 ). 

There were in total 14 review papers; some of them also pre- 

ented theoretical or implementation proposals for further de- 

elopment of SA within SOC environments ( Ahmad et al., 2019 ; 

ndrade and Yoo, 2019 ; Brynielsson et al., 2016 ; Cain and Schus- 

er, 2014 , 2016 ; Debatty and Mees, 2019 ; Franke and Bryniels- 

on, 2014 ; Gomez et al., 2019 ; Gutzwiller et al., 2020 ; Hall et al.,

015 ; McNeese and Hall, 2017 ; Nazir and Han, 2022 ; Pahi et al.,

017 ). The reviews ranged in content from specifically addressing 

he current state of the art of SA within cybersecurity ( Franke and 

rynielsson, 2014 ; Gutzwiller et al., 2020 ), to broader reviews con- 

luding with the proposition of a model of cognitive processes 

ithin cyber security ( Andrade and Yoo, 2019 ). Some of the re- 

iews focused on different measurements of SA within cyber secu- 

ity, giving suggestions to further development ( Brynielsson et al., 

016 ; Cain and Schuster, 2016 ). 

There were six qualitative and observational studies included 

n the review ( Ahrend et al., 2016 ; Eldardiry and Caldwell, 2015 ;

utzwiller et al., 2016 ; Kanstrén and Evesti, 2016 ; Kokkonen and 

uuska, 2018 ; Paterson, 2014 ; Smith et al., 2021 ). Two of these

tudies were task analysis studies identifying and mapping what 

asks human operators face within SOCs and how these tasks are 

rganized ( Gutzwiller et al., 2016 ; Paterson, 2014 ). The other four 

ere mixed studies including interviews, observation, and text- 

ased analysis. Three of the studies reviewed were case studies ex- 

mining different organizational and management issues related to 

ncidents and exercises in SOC environments ( Ahmad et al., 2021 ; 

hatt et al., 2014 ; Granåsen and Andersson, 2016 ). There were 

wo survey studies included in the review ( Chandra et al., 2022 ; 

arga et al., 2018 ). There were in total six effect and experimental 

tudies included in the review ( Champion et al., 2012 ; Cooke et al.,
7 
019 ; Happa et al., 2021 ; Jaeger and Eckhardt, 2021 ; Kostelic, 2020 ;

hangavelu et al., 2021 ). 

Overall, the review showed a clear trend that the current re- 

earch of SA within SOCs is mostly focused on the development of 

ools and methods that can alleviate SA-requirements for the hu- 

an operators through reducing cognitive complexity. 

.3. Understanding of SA 

As part of the review the studies were analyzed with regards 

o three different aspects of understanding SA, namely theoreti- 

al foundation of SA; conceptualization of SA; and measurement 

f SA. Table 3 presents an overview and the complete categoriza- 

ion of all the reviewed papers, what type of study each one is, 

nd the coding of the papers on the three aspects of understand- 

ng SA. It presents what type of studies are present, their theo- 

etical foundation, conceptualization, and measurement of SA. The 

able is grouped from top to bottom by study type. Then within 

ach study type the different levels of analysis in conceptualizing 

A is grouped together. 

.4. Theoretical foundations of SA 

How SA is defined within each research paper was analyzed 

nd coded as part of the review process. 16 of the 55 papers used 

ndsley’s individual three-stage definition of ISA. Most of these pa- 

ers cited or paraphrased the definition given in Endsley’s 1995 ar- 

icle ( Endsley, 1995 ), while some referred to later repetitions of the 

ame definition. When considering the study type, the ISA defini- 

ion is the one most used in review or theoretical proposals. 8 out 

f 14 such papers use ISA as its only definition and 3 additional 

eviews include ISA as one of multiple SA definitions. Half of the 

ualitative studies (3 out of 6) use the ISA definition. 

Many of the articles (18) used or referred to the definition given 

n the 2009 book Cyber Situational Awareness – Issues and Research 

dited by Jajodia et al. ( Jajodia et al., 2009 ). Within this book, a

hapter by Tadda & Salerno gives a slightly modified definition of 

A: “Situation awareness is the perception of the elements of the en- 

ironment within a volume of time and space, the comprehension of 

heir meaning, and the projection of their status in the near future 

o enable decision superiority ” ( Tadda and Salerno, 2010 ). This def- 

nition of CSA can be said to be a slightly modified ISA definition. 

he book and the chapter discuss some additional definitions of 

A apart from Endsley’s; however, they do not refer to Stanton’s 

ystemic definition of DSA in any way. 

There are 7 papers that refer to Franke et al.’s review of re- 

earch on CSA ( Franke and Brynielsson, 2014 ) when introduc- 

ng SA as a construct. Franke et al.’s review itself refers to Ja- 

odia/Tadda’s CSA as its definition. These 7 papers may be said 

o define SA somewhat vaguely, by only referring indirectly to a 

efinition. 

In combination ISA and CSA provide the definition of SA to 41 

ut of 55 papers. Considering that CSA is mostly based on ISA 

he dominating theoretical position of Endsley’s three-stage model 

s apparent. When considering study types, it becomes apparent 

hat the research on tool development is mainly influenced by 

SA, but this type of study has the weakest theoretical founda- 

ion of SA with 6 out of 23 studies not giving any definition of 

A. This is remarkable, considering that the filtering already ex- 

luded almost half of identified studies (76 out of 156) because 

hey did not address SA directly. The reviews or proposals are 

ainly citing ISA as definition, the qualitative studies equally site 

SA and CSA while all of the case studies and survey studies point 

o CSA as definition. Interestingly, it is among the few experi- 
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Table 3 

Categorization of reviewed papers. 

Description of papers Theoretical foundation of SA Conceptualization of SA 

Measurement of SA Author Year Type of Study Definition Theory Referenced Level of analysis Term for SA 

Dutt et al. 2013 Tool Development Jajodia (CSA) Tadda Individual SA CSA Performance 

Matey et al. 2022 Tool development Jajodia (CSA) Endsley Individual SA CSA Performance/Proxy 

Zhong et al. 2015 Tool development No No Individual SA CSA Task Analysis 

Giacobe et al. 2013 Tool development Tyworth Endsley Individual SA Cyber-SA Multiple 

Kokkonen & 

Puuska 

2018 Tool development Endsley (ISA) Endsley Group SA SA Self 

rating/Observer 

rating 

Giacobe 2013 Tool development Endsley (ISA) Endsley Group SA CSA Multiple 

Huang et al. 2016 Tool development Franke (CSA) No Group SA CSA Performance 

Leszczyna et al. 2019 Tool development Jajodia (CSA) Endsley Group SA SA Performance 

Shurrab & Awan 2015 Tool development Jajodia (CSA) Endsley Group SA CSA Performance 

Wallis & Leszczyna 2022 Tool development Jajodia (CSA) No Group SA CSA Performance 

Mullins et al. 2020 Tool development Jajodia (CSA) Endsley Group SA CSA Task Analy- 

sis/Performance/Proxy 

Le Blanc et al. 2017 Tool development No No Group SA CSA Task Analysis 

Park et al. 2017 Tool development Endsley (ISA) Endsley Systems SA CSA Performance/Proxy 

Cinque et al. 2020 Tool development Franke (CSA) No Systems SA SA Performance 

Salvi et al. 2022 Tool development Franke (CSA) No Systems SA CSA Performance/Proxy 

Settanni et al. 2017 Tool development Franke (CSA) No Systems SA National Cyber SA Performance/Proxy 

Skopik 2019 Tool development Franke (CSA) No Systems SA CSA Task Analysis 

Dutt & Gonzalez 2012 Tool development Jajodia (CSA) Tadda Systems SA CSA Performance/Proxy 

Husák et al. 2022 Tool development Jajodia (CSA) Tadda Systems SA CSA Performance/Proxy 

Sunny et al. 2014 Tool development Jajodia (CSA) Barford Systems SA CSA Performance/Proxy 

Zhong et al. 2018 Tool development Jajodia (CSA) Endsley Systems SA CSA Performance/self 

rating 

Sarkar et al. 2022 Tool development No No Systems SA SA Performance 

Settanni et al. 2017 Tool development No No Systems SA CSA Performance 

Zhu et al. 2021 Tool development No Bass Systems SA SA Performance 

Shah et al. 2018 Tool development No No Systems SA SA Proxy 

Gutzwiller et al. 2020 Review Endsley (ISA) Endsley Individual SA CSA Multiple 

Brynielsson et al. 2016 Review/proposal Endsley (ISA) Endsley Individual SA CSA Multiple 

McNeese & Hall 2017 Review Endsley (ISA) Endsley Group SA CSA Proxy/Self 

rating/Performance 

Pahi et al. 2017 Review Endsley (ISA) Endsley Group SA CSA Task Analysis 

Debatty & Mees 2019 Review/proposal Endsley (ISA) Endsley Group SA Cyber Defense SA Performance/Proxy 

Champion et al. 2012 Review/proposal Endsley (ISA) Endsley Group SA CSA Task analysis/Self 

rating/Performance 

Andrade & Yoo 2019 Review Endsley (ISA) No Systems SA Cyber security SA Performance 

Ahmad et al. 2019 Review/proposal Endsley (ISA) Endsley/Smith Systems SA SA Performance/Proxy 

Cain & Schuster 2016 Review/proposal Endsley 

(ISA)/Stanton (DSA) 

Endsley/Stanton Systems SA Complementary SA Task Analysis 

Hall et al. 2015 Review/proposal Jajodia (CSA) Tadda Systems SA CSA Performance/Proxy 

Cain &Schuster 2014 Review Endsley 

(ISA)/Jajodia 

(CSA)/Stanton 

(DSA) 

Endsley/Tadda/Stanton 

Systems SA SA Performance/Proxy 

Nazir & Han 2022 Review Endsley 

(ISA)/Jajodia (CSA) 

Endsley/Tadda/Bass Systems SA CSA Proxy 

Gomez et al. 2019 Review/proposal No No Systems SA SA Performance 

Franke & 

Brynielsson 

2014 Review Jajodia (CSA) Endsley Multiple CSA Multiple 

Ahmad et al. 2021 Case study Franke (CSA) No Group SA CSA Task Analysis 

Granåsen & 

Anderson 

2016 Case study Jajodia (CSA) Endsley/Barford Group SA CSA Performance/Self 

rating 

Bhatt et al. 2014 Case study Jajodia (CSA) Endsley/Tadda Systems SA CSA Performance 

Kanstrén & Evesti 2016 Qualitative study Endsley (ISA) Endsley Individual SA Cyber security SA Task Analysis 

Gutzwiller et al. 2016 Qualitative study Jajodia (CSA) Endsley Individual SA Cyber Cognitive SA Task Anlysis 

Eldardiry & 

Caldwell 

2015 Qualitative study Endsley (ISA) Endsley Group SA Network Security 

SA 

Task analysis 

Paterson 2014 Qualitative study Jajodia (CSA) Tadda Group SA SA Task Analysis 

Smith et al. 2021 Qualitative study No No Group SA SA Task analysis/Self 

rating/Performance 

Ahrend et al. 2016 Qualitative study Endsley (ISA) Endsley Systems SA CSA Task analysis 

Chandra et al. 2022 Survey study Franke (CSA) Endsley Group SA CSA Performance/Proxy 

Varga et al. 2018 Survey study Jajodia (CSA) Endsley Group SA CSA Task Analysis 

Thangavelu et al. 2021 Effect study Endsley (ISA) Endsley Individual SA CSA Performance/Proxy 

Happa et al. 2021 Experimental study Jajodia (CSA) Jajodia Individual SA SA Performance 

Jaeger & Eckhardt 2021 Experimental study Own Endsley/Stanton/ 

Salmon/Adams 

Individual SA Situational 

information 

security awareness 

Proxy/Self 

rating/Performance 

Kostelic 2020 Experimental study Smith & Hancock Endsley/Salmon/ 

Stanton 

Individual SA SA Performance/Proxy 

Rajivan & Cooke 2017 Experimental study Endsley (ISA) Endsley Group SA SA Task Analy- 

sis/Performance/Proxy 

8 
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S

ental studies that we find the most diversity among definitions 

f SA. 

Three of the review papers refer to multiple definitions of SA 

 Cain and Schuster, 2014 , 2016 ; Nazir and Han, 2022 ). The fact that

hese reviews point to multiple definitions of SA shows that there 

s some ongoing theoretical debate surrounding the issue of how to 

nderstand SA within the context of SOCs. Although most research 

dheres to the ISA model or its decedent CSA, the fact that reviews 

oint out that there are alternative perspectives available keeps the 

esearch field aware of this issue. 

There are 3 articles that include the definition of DSA specif- 

cally, but none of the articles claims to prefer this definition 

 Cain and Schuster, 2014 , 2016 ; Kostelic, 2020 ). 2 additional pa-

ers refer indirectly to the DSA definition. One of these papers 

resents an alternative definition of CSA given by Tyworth et al. 

 Tyworth et al., 2012 ). Tyworth’s definition refers to both Ends- 

ey’s definition of ISA and Stanton et al.’s definition of DSA. On 

he other hand, it does not refer to Jajodia/Tadda’s definition of 

SA. The other paper that indirectly use the DSA definition pro- 

oses an own, specialized definition of S ituational information se- 

urity awareness : “we define situational information security aware- 

ess as a user’s knowledge of particular security threats transported 

y security-related information cues captured in a situational process 

n the immediate system environment ” ( Jaeger and Eckhardt, 2021 ). 

his definition connects the result of the situational awareness 

rocess to the mental state of a user, but it includes the system 

nto the process of gaining situational awareness. Thus, we can see 

he influence of the system level perspective which the DSA model 

ffers. 

One article refers to the definition given by Smith and Hancock 

n 1995: “We define situation awareness (SA) as adaptive, externally 

irected consciousness ” ( Smith and Hancock, 1995 ). This definition 

an be described as cognitively oriented, but it is more general 

han Endsley’s ISA model. 

8 of the reviewed papers did not give any clear definitions or 

eferences to a definition of SA. They only briefly address how SA 

s a construct is understood and can be said to lack a clear defi-

ition of SA. Of these, 3 papers use the term CSA, and it might be

ssumed that they follow Jajodia/Taddas definition. 

If we look beyond the definitions used there are a total of 32 

ut of 55 articles that refer to Endsley’s theoretical work in some 

ay ( Endsley, 1988a , 1995 ; Endsley and Garland, 20 0 0 ). This points

ut that the prominent place that Endsley and the ISA model holds 

ithin the field of SA also is the case within research on the SOC 

etting. In total there are 18 articles that refer to the 2009 book 

dited by Jajodia et al. ( Jajodia et al., 2009 ). This book contains

oth the definition CSA presented earlier, but also a specification of 

hat kinds of systems, tasks and settings within cyber security are 

elevant to SA processes. 10 of the articles that use the CSA defi- 

ition also reference Endsley as part of their theoretical founda- 

ion. There are only 3 articles that refer directly to Stanton et al.’s 

heoretical foundation of DSA ( Stanton et al., 2006 ). There is one 

dditional article that indirectly refers to DSA through referring 

o Tyworth’s definition of CSA ( Tyworth et al., 2012 ). It is some-

hat interesting that there are so few papers that lean towards a 

ore system level theoretical foundation, given the dominance of 

esearch aimed at developing systems providing some sort of SA 

dvancing feature. There are 2 papers that refer to Smith & Han- 

ock’s theoretical work on SA ( Smith and Hancock, 1995 ). In addi- 

ion, there is one article referring to Adams et al.’s theoretical work 

n SA ( Adams et al., 1995 ), which focuses on the perpetual cycling

f the mental schemas that are the product of SA, and the pro- 

ess of changing these as a consequence of using them to interpret 

nformation. Two articles refer to Bass et al.’s work on improving 

yber SA ( Bass, 1999 , 20 0 0 ). This foundation is somewhat differ-

nt from others because it is not based within HFR. This theoreti- 
C

9 
al foundation comes from data fusion instead. One of the articles 

efers to Bass as its only theoretical foundation for SA ( Zhu et al.,

021 ), but the other refers to Bass’ theory alongside those of End- 

ley and Jajodia ( Nazir and Han, 2022 ). 

A total of 15 articles do not reference directly to any theoret- 

cal foundation for their understanding of SA. 5 of these articles 

efer to the literature review by Franke et al. ( Franke and Bryniels- 

on, 2014 ) that again refers to Jajodia ( Jajodia et al., 2009 ). But they

o not directly refer to any other theoretical foundations. There are 

 articles that lack both a definition of SA and a theoretical founda- 

ion for their understanding. As a peculiar case there is one article 

hat gives a definition for SA completely parallel to Endsley’s ISA 

r Tadda & Salerno’s CSA definition without referring to either of 

hem directly ( Andrade and Yoo, 2019 ). 

.5. Conceptualizations of SA 

The second research question of this review is what levels of 

nalysis SA is conceptualized on in the literature. The levels of 

nalysis were divided into three main categories: (1) Individual SA 

.e., conceptualizing SA as the mental product of an individual hu- 

an operator’s SA processes; (2) Group SA i.e., conceptualizing SA 

s the total awareness product of all the individual SAs combined 

nd communicated between them; and (3) Systems SA i.e., the to- 

al awareness product of a whole sociotechnical system SA process. 

Of the 55 articles there were 12 that used an individual 

perationalization of SA. This kind of operationalization is in 

ine with the initial individually focused ISA model of Endsley 

 Endsley, 1995 ). It is an interresting observation that the individual 

onceptualization is used among many different types of studies. 

ut it is most prominent in the few identified experimental stud- 

es. This might point towards the earlier mentioned point that SA 

t an individual level is the most developed level of analysis when 

t comes to validated measurements of SA. 

Many of the articles (20) operationalized SA on a group level. 

his is in line with later developments of the ISA model, like 

SA ( Jajodia et al., 2009 ) or Team SA ( Salmon et al., 2008 ). The

roup level conceptualization is present within all the study types. 

ithin the papers the Group level conceptualization is often em- 

hasized within research dealing with how to communicate SA- 

elevant information between humans, from systems to groups, or 

etween groups at different levels of an organization or between 

rganizations. 

Even more of the articles (22) operationalize SA at a system 

evel. This is aligned with the development of DSA ( Stanton et al., 

006 ). The fact that so much of the literature conceptualizes SA on 

 systems level is a notable observation. The systems level concep- 

ualization is particularly prominent among papers using the CSA 

efinition of SA. CSA does not in itself provide a systems theory 

f SA, but it highlights the importance of using systems to support 

he human SA processes. 

One review article refers to multiple operationalizations of SA 

 Franke and Brynielsson, 2014 ). This gives a good overview of the 

ifferent research topics connected to SA within cyber security. 

In addition to analyzing the levels of analysis of SA, the actual 

erms used for referring to SA were registered. Although the terms 

o not provide ample opportunity to deep consideration, they pro- 

ide a good overview for other researchers trying to orient them- 

elves within a mixture of SA definitions, theories, and labels. 

Within the reviewed literature there were several different 

erms used when referring to SA. Situation Awareness or Situational 

wareness was used as the only term in 14 of the 55 papers. The 

erm CSA was the most used term within the reviewed literature; 

3 of 55 papers used this term. 2 papers referred to Cyber Security 

A . Then there were several terms used only by one article each: 

yber Defense SA, Cyber Cognitive SA, National Cyber SA, Network 
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ecurity SA, Situational information security awareness, and Com- 

lementary SA. These terms were proposed as part of the aim of 

he respective article. 

.6. Measurements of SA 

The third research question was what measurements of SA are 

sed or referred to within research on SA in the setting of SOCs. 

n order to answer this, all the reviewed articles were categorized 

n what measurement techniques were used or referred to in the 

rticles. 

In total there are 5 out of 55 articles that used or referred to 

ultiple measurements SA. These included most or all of the seven 

easurements categories shown in Table 3 . 

There were 13 articles that only referred to Performance as their 

easure of SA. This indicates a vague connection to the opera- 

ionalizations, and measurements of SA described in the defin- 

ng literature. Performance is an indirect measurement of SA and 

oes not ensure a good assessment by itself ( Endsley and Gar- 

and, 20 0 0 ). 27 articles included Performance as one of several 

easurements of SA; these include the 5 articles that used many 

r all the measurements. 

There were 2 papers that only used Proxy measurements for SA. 

his is also a poor assessment of SA on its own, because of its indi-

ect nature ( Endsley and Garland, 20 0 0 ). There were an additional

3 studies that used or referred to proxy measurements as one of 

everal measurements. 

There were 12 articles that only referred to using Task Analy- 

is as a measurement of SA. Task Analysis might be a good first 

tep for establishing a precise measurement of SA, and several of 

he studies claimed doing just that. There were totally 9 additional 

tudies that used or referred to Task Analysis as one of several 

easurements. 

A total of 12 studies used or referred to self-reporting as one of 

everal measurements of SA. Self-reporting is a practical tool but 

hould not be used alone because of the clear danger for respon- 

ent bias ( Endsley and Garland, 20 0 0 ). There were only 6 studies

hat used probing techniques or observer rating , and all used them 

longside other measurements. 

To summarize the results, Fig. 3 visualizes how all the re- 

iewed papers understand SA. The papers are grouped according to 

ype, with subgroups representing different levels of conceptualiz- 

ng SA. The theoretical foundations are represented as arrows con- 

ected to different theories and definitions of SA. The connections 

etween theories and definitions also show how these are con- 

ected. Fig. 3 shows how ISA and CSA dominate the understanding 

f SA within the papers, but it also shows how the DSA model 

s present within some of the research. Fig. 3 provides a good 

verview of the overall understanding of SA in research within SOC 

nvironments. 

. Discussion 

The results of this review show some clear patterns regarding 

he current research on SA in SOCs. Firstly, there are few studies 

hat actually measure SA. Apart from the 5 articles proposing oper- 

tionalizations or methods of assessing or measuring SA there are 

nly 3 survey studies, 6 qualitative studies and 5 effect or experi- 

ental studies. This suggests that the empirical basis for drawing 

onclusions on the nature and impact of SA within SOC environ- 

ents is very limited. This aligns with the conclusions of earlier 

eviews ( Franke and Brynielsson, 2014 ; Gutzwiller et al., 2020 ). 

Secondly, it is clear that the definitions used and the theoreti- 

al background for SA within SOCs are quite uniform. With some 

otable exceptions, the definitions used are heavily ISA-dominated, 
10 
eferring either to the definition of Endsley (ISA) or that of Tadda 

 Salerno (CSA) presented as part of Jajodia’s book on Cyber Situa- 

ional Awareness ( Jajodia et al., 2009 ). The notable exceptions point 

o DSA ( Stanton et al., 2006 ), Smith & Hancock ( Smith and Han-

ock, 1995 ), Adams et al. ( Adams et al., 1995 ) or Bass ( Bass, 1999 ).

he case that the theoretical foundations is somewhat lacking 

ithin the current research literature can also be made. With a to- 

al of 16 out of 55 articles lacking either a clear definition of SA or

lear theoretical foundation, some of the research might be using 

A more as a buzzword rather than a well-defined construct. Es- 

ecially within the research done on tools developed for increased 

uality of SA there are a few examples of emphasizing the impor- 

ance of SA without giving any actual clarification on how they 

nderstand SA: “Correlating large amounts of data, collected from 

 multitude of relevant sources, is fundamental for Security Opera- 

ion Centers (SOCs) to establish cyber situational awareness, and al- 

ow to promptly adopt suitable countermeasures in case of attacks”

 Skopik, 2019 ). When such formulations are not followed up by 

ore specific explanation of how SA is understood or what kind 

f mechanisms would improve SA, it appears mostly as signaling 

omage to a popular idea. 

The results from the review point towards a development of 

he theoretical foundation through the specialization of the term 

SA, but the theoretical foundation is not as conscious in much 

f the research. Although there is a sound theoretical foundation 

ithin the defining literature of CSA, it seems like the research on 

evelopment of tools refers to CSA as a generalized term for the 

uman cognitive process within SOC environments. SA as defined 

y Endsley ( Endsley, 1995 ) is influenced by a wide range of fac- 

ors like workload, communication, and the quality of information 

isualization. Consequently, tools that improve these factors may 

mprove SA. Still, it might be a bold claim that any visualization or 

ata fusion tool that represents some data in SOCs more effectively 

ill ultimately increase the quality of SA for the human operators. 

his would indicate what we already know as a fact, namely that 

he existing tools are impeding the potential quality of SA. Based 

n the reviewed literature, there is no clear evidence that this is 

he case. On the other hand, there seem to be clear indications 

hroughout the literature that there is a general lack of knowledge 

bout how the performance of human operators in SOCs is affected 

y SA. 

The few studies that have investigated this issue point towards 

uch a connection ( Champion et al., 2012 ; Happa et al., 2021 ;

aeger and Eckhardt, 2021 ; Kostelic, 2020 ; Thangavelu et al., 2021 ). 

ne study even has investigated how different factors affect SA 

n SOC-related teams ( Rajivan and Cooke, 2017 ). Although these 

re notable contributions, there is still a large evidence gap be- 

ore statements can be made about what tools are needed to gain 

etter SA, and ultimately better performance, from individuals and 

eams of human operators within SOCs. 

There is a fairly equal distribution of research on the different 

evels of conceptualizing SA within the literature. Some of the re- 

earch done on developing tools that operationalize SA on a system 

r group level do not present a clear definition or theoretical foun- 

ation to their understanding of SA; this should be investigated 

urther. When considering theoretical fit between the conceptual- 

zation and definitions used for SA there seems to be a mismatch. 

SA is the most common definition within the Tools development 

iterature. To a large extent, Jajodia et al.’s edited volume specifies 

he ISA model within the cyber security context and calls it CSA. 

he book presents how different parts of the cyber domain can be 

nderstood by the human operator in effective ways to gain good 

A, and how systems might aid the operators in this process. In 

his way it is pointing towards a more system level understanding 

f SA. Still, it stays within the ISA paradigm and keeps the systems, 
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Fig. 3. Visualization of how the papers understand SA 
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o to speak, out of the SA. According to the CSA model, the aware-

ess resides in the human operator and the systems are only tools 

ssisting the human in this process. Somehow, it still seems that 

SA is on the cusp of adopting a system view of SA when the vol-

me’s introduction states: “The goal of this book is to explore ways 

o elevate the Cyber Situational Awareness capability of an enterprise 

o the next level by measures such as developing holistic Cyber Situa- 

ional Awareness approaches and evolving existing system designs into 

ew systems that can achieve self-awareness.” The fact that DSA or 

ther system level theories are not mentioned in the defining work 

n CSA ( Jajodia et al., 2009 ) seems to be at the root of the theoret-

cal and conceptual mismatch identified in this literature review. 

any of the tools proposed in the literature aim to overtake parts 

f the SA process, as opposed to only assist human operators. Al- 

hough this is a clearly expressed goal in the CSA literature, the 

heoretical foundation is mainly based on Endsley’s work which 

learly rejects such an understanding of SA. In order to bridge this 

ap, one could argue for an updating of the CSA definition in a 

ay that includes the systems perspective in the definition. An- 

ther solution might be to establish new definitions of SA in SOC 

nvironments. This last approach seems less promising, given that 

uite a few of the papers identified in this review that are aimed 

t proposing SA definitions, show no clear signs of adoption from 

ther research. 

The heavy use of Performance as an indirect measurement of 

A is also an interesting feature in the reviewed literature. Out of 

he 40 articles using or referring to this measurement there are 

 operationalizing SA on individual level, 12 at group level and 

2 at system level. This indicates that the measurement of per- 

ormance within systems is the most common operationalization 
11 
f SA when conceptualized on the system level. This seems log- 

cal, given that the other well-known measurements focus on the 

ental states of the human operators. This again points to how the 

SA paradigm is dominating SA research within this field. Although 

SA operationalizations and measurements are not well devel- 

ped, it might have informed the current research by providing 

deas about how one could operationalize SA residing in systems. 

verall performance of the system as the only measure leaves SA 

s a black box phenomenon, lowering SA’s potential explanatory 

ower. 

. Limitations 

The limitations in this literature review are related to three is- 

ues, namely Search results; Screening and filtering; and Analysis. 

The search results are limited by both the chosen databases 

nd the search strings. Although the preliminary search included 

ore databases, this did not yield any additional unique results. 

till, this does not guarantee that no such results would have been 

ound given searches within other databases. The search string 

lso may have restricted the search by not including relevant al- 

ernative terms. After reviewing the results, it seems evident that 

here are a wide variety of different terms used both for SA and 

or SOCs. Some relevant results may have been missed by exclud- 

ng variations of these terms. However, the fact that 163 results 

ere filtered down to 55 points towards a broad enough search 

trategy. 

The filtering of the literature also poses possible limitations. The 

hoice to exclude results from settings other than SOCs might have 
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xcluded relevant research. There were some papers that could in- 

orm the review on the measurement of SA ( Ask et al., 2021a ;

harma et al., 2019 ), some papers regarding relevant factors like 

ommunication within SOCs ( Ask et al., 2021b ) or security aware- 

ess ( Gkioulos et al., 2017 ). The fact that even after filtering 163

esults down to 55 there still were some of the reviewed articles 

hat lacked clear theoretical foundation for SA indicates that the 

ltering was not too strict. 

. Conclusion 

The conducted literature review presents an outline of the cur- 

ent scientific research of SA within SOCs. Endsley’s ISA model 

 Endsley, 1995 ) is dominant within the research, although it has 

een slightly modified and re-termed into CSA by a growing num- 

er of research papers ( Jajodia et al., 2009 ). There are some no-

able exceptions which also refer to the proposed DSA model 

 Stanton et al., 2006 ), but the dominant definition of CSA does not

nclude this model in its theoretical foundation. There is a balance 

etween the three levels of conceptualization with 13 on individ- 

al level, 20 on group level and 22 on system level. The number of 

tudies conceptualizing SA on system level leaves a gap regarding 

he lack of reference to system level definitions or theoretical foun- 

ations within the literature. The DSA model represents one pos- 

ible candidate for such an approach to SA ( Stanton et al., 2006 ).

et, DSA or other potential system-level definitions are not widely 

resent in the reviewed literature. This should be investigated in 

urther research. 

The majority of the research done on SA in SOCs is aimed at 

eveloping tools that in one way or another try to automate tasks 

o ease SA processes for the human operator. This suggests a po- 

ential theoretical alignment with the systems approach that DSA 

resents. 

The implication of this suggestion might also contribute to the 

urther development of SA within cyber security in general and 

ithin SOC environments specifically. Perhaps Gutzwiller’s first 

roposition ( Gutzwiller et al., 2020 ) of understanding what CSA is 

rom the human operators’ perspective should be expanded with 

he system perspective of DSA. This would imply the following 

uggestion: CSA literature should understand what CSA is from 

oth the human operators’ perspective and from a system perspec- 

ive. 

This development might be questioned in further research. The 

act that the majority of research done on SA within SOCs is de- 

eloping tools that in one way or another try to automate tasks 

o ease SA processes for the human operator, suggests a potential 

lignment with the systems approach DSA presents. Although the 

ocus on tool development might be criticized for only using SA as 

 buzzword, DSA might introduce a theoretical bridge for research 

ocusing on development of system tools. 
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