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Autonomous transport receives increasing attention, with research and development activities already providing prototype
implementations. In this article we focus on Autonomous Passenger Ships (APS), which are being considered as a solution
for passenger transport across urban waterways. The ambition of the authors has been to examine the safety and security
implications of such a Cyber Physical System (CPS), particularly focusing on threats that endanger the passengers and the
operational environment of the APS. Accordingly, the article presentsa new risk assessment approach based on a Failure
Modes Effects and Criticality Analysis (FMECA) that is enriched with selected semantics and components of the MITRE
ATT&CK framework, in order to utilize the encoded common knowledge and facilitate the expression of attacks. Then, the
proposed approach is demonstrated through conducting a risk assessment for a communication architecture tailored to the
requirements of APSs that were proposed in earlier work. Moreover, we propose a group of graph theory-based metrics
for estimating the impact of the identified risks. The use of this method has resulted in the identification of risks and their
corresponding countermeasures, in addition to identifying risks with limited existing mitigation mechanisms. The benefits
of the proposed approach are the comprehensive, atomic, and descriptive nature of the identified threats, which reduce the
need for expert judgment, and the granular impact estimation metrics that reduce the impact of bias. All these features are
provided in a semi-automated approach the reduce the required effort and collectively are argued to enrich the design-level
risk assessment processes with an updatable industry threat model standard, namely ATT&CK.

CCS Concepts: « Security and privacy — Systems security.

Additional Key Words and Phrases: Risk Assessment, Safety and Security, Cyber-Physical System, Autonomous Ship, MITRE
ATT&CK, FMECA

1 INTRODUCTION

Interest in automated and autonomous ships has increased in the last years with many ongoing projects in
this domain driving the industry into a major transformation [21]. An instance of this trend is the project
targeting the development of an Autonomous Ferry (Autoferry) for transporting passengers autonomously across
the Trondheim city canal in Norway. We classified the Autoferry earlier as an Autonomous Passenger Ship
(APS) in [7], and the reader can find detailed information about the project in [46]. This APS is expected to be
fully autonomous, with remote navigation and control capabilities enabled by a heterogeneous communication
architecture which we specified earlier [8]. This communication architecture fully supports the autonomous
operation of e-navigation, which is defined by the International Maritime Organization (IMO) as "the harmonized
collection, integration, exchange, presentation and analysis of maritime information onboard and ashore by electronic
means to enhance berth to berth navigation and related services, for safety and security at sea and protection of the
marine environment” for which the reader can find more information in [19]. However, introducing automation
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along with e-navigation increases the likelihood of cyber attacks because of the required increased connectivity
and decreased human supervision.

Broadly, cyber attacks that target the maritime domain are increasing both in numbers and severity, also
enabled by the aforementioned ongoing digital transformation. Such attacks target all the segments of maritime
infrastructure, including the ships, ports, and shipping companies. Some notable and well-known examples of
such incidents include the attack against the COSCO shipping company [2], the Austal naval shipbuilder [3]
and the notoriously disruptive attack against the Maersk shipping company [25]. Ships themselves have also
been targets of attacks, since, arguably, attacks against them are of comparatively low complexity [53], and
past incidents targeting their Global Positioning System (GPS) [28] and communication technologies [63] are
indicative of both their feasibility and potential impact.

In the case of the APS, its security risks can directly or indirectly endanger the safety of the passengers and affect
the operational environment. Potential risks can arise if the ship’s remote control capabilities are hijacked, and the
ship is directed towards a collision with the surrounding environment or other ships. Therefore, risk management
of the APS communication architecture must be implemented in order to increase the trustworthiness, security,
and resilience of the integrated systems. Risk management comprises several processes with risk assessment at
the core, as discussed in ISO 31010 [16] and ISO 27005 [23]. Furthermore, the relationship between safety and
security in the risk management of Cyber-Physical Systems (CPS) like autonomous ships requires additional
attention in order to ensure the safety of people and the systems themselves.

In this paper, the Failure Modes Effects and Criticality Analysis (FMECA) [15] has been chosen for conducting
a risk assessment for the APS communication architecture. FMECA was conducted to identify risks and suggest
mitigation methods to support the efforts towards developing a security architecture for the APS. In order to
overcome limitations in existing risk assessment methods (discussed in Section 2), we propose an approach
for utilizing the common knowledge encoded within the MITRE ATT&CK framework [58] within the FMECA
process. Additionally, we introduce a group of impact estimation metrics that can be calculated from the target
system model by utilizing concepts from graph theory [62]. The results reflect the comprehensive nature of the
proposed approach in addition to the utility of the suggested metrics in reducing the effect of biased analysis
and the need for expert judgment. Finally, several risks have been identified and considerations for mitigation
methods have been proposed.

The remainder of this paper is structured as follows. In Section 2, our rationale for the proposition of the
risk assessment approach is discussed, in addition to a comparison with relevant works. Additionally, a brief
description of an Autonomous Passenger Ship (APS) is provided. The APS constitutes a CPS use case that is
utilized to evaluate the proposed approach. Further, Section 2 includes a description of the ATT&CK framework
and graph theory to facilitate later discussions throughout the paper. Then, Section 3 describes a group of
related risk analysis works that influenced or that are comparable to the work in this paper. After that, Section 4
presents the proposed risk assessment approach for CPS and Section 5 presents an evaluation of the proposed
approach using the case of the APS. Section 6 then presents the results of the conducted risk assessment of the
APS, highlighting the benefits of the proposed approach. In Section 7 we discuss certain limitations and give
recommendations for future work. Finally, Section 8 summarizes our conclusions.

2 BACKGROUND
2.1 Motivation and comparison with existing approaches

The work in this paper is motivated by the need to introduce cyber risk management activities into the maritime
domain and specifically the MilliAmpere2 APS use case described in Section 2.2 toward the proposition of a
suitable cybersecurity architecture. IMO urged the different maritime industry stakeholders to include cyber risk
management into their safety management systems. The resolution suggested some guidelines and requirements
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for cyber risk assessment and management [18]. This includes the consideration of different cyber technology
domains such as IT and OT (Sections 2.1.1 and 2.1.2 in [18]), the consideration of operational, safety and security
impacts (Section 1.1 in [18]), and the need for continuous risk assessment and management (Sections 3.3 and 3.5
in [18]). Because of the different technology domains found in the maritime environment, we considered the
application of ATT&CK (more details in Section 2.3). ATT&CK includes different technology domains within its
threat model, specifically, enterprise, mobile, and industrial control systems (ICS). All were found to be relevant
to the APS use case.

Regarding impact estimation for risk calculation, as shown in Table 1, several approaches for estimating the
impact of cyber attacks in CPS were observed in the literature. The majority of the studied literature estimated the
impact severity through the four elements described in the SAE J3061 Ground Vehicle Standard [17], namely, safety,
financial, operational, and privacy/ legislative. Other works considered the impact from the perspective of the
breached security goals, namely, confidentiality, integrity, and availability, similar to the Common Vulnerability
Scoring System (CVSS) criteria. Macher and Armengaud [37] utilized the DREAD impact model, Bolbot et al [12]
utilized three impact elements, namely, safety, environmental, and financial, while Tam and Jones [60] employed
a novel model named MaCRA. However, we argue that the observed impact estimation approaches fail to clearly
capture the impact of all observed adversarial tactics and techniques in ATT&CK including, command and
control, defense evasion, discovery, initial access, lateral movement, persistence, and credential access. Therefore,
we considered utilizing the impact model proposed in the SAE J3061 standard and extending it to capture the
security-related impact that is not captured in the other approaches.

The continuous risk assessment and management requirement has motivated us to reduce the efforts associated
with conducting the risk assessment process. Table 1 reflects the sources of knowledge that are utilized in
the different survey approaches. Expert judgment constitutes the main source for threat identification, risk
calculation, and the proposition of mitigation methods. In this regard, our approach employs the concept of
curated knowledge and utilizing available threat-related information in the ATT&CK repository. Similarly,
Sheehan et al [54] employed the National Vulnerability Database (NVD) as a source for updatable software-
related threat identification methods. However, we argue that the ATT&CK threat model is more appropriate
in the design phase in comparison to NVD which relies on specific software and hardware information for the
identification of relevant vulnerabilities.

In addition to the requirements communicated by IMO in [18] we argue that the observed risk analysis
approaches in the literature are not comprehensive enough in their consideration of threats. As depicted in
Table 1, the most observed threat identification method in the studied literature is STRIDE; Spoofing, Tampering,
Repudiation, Information disclosure, Denial of service and Elevation of privileges [55]. Monteuuis et al [44]
however, have extended the STRIDE approach to include two additional threat categories, namely, linkability
(which violates privacy) and confusion (which violates trustworthiness). In this regard, we considered the
utilization of the ATT&CK framework which provides additional attack description information that STRIDE
simply does not provide.

STRIDE-based methods consider only six threat categories, some extended them to eight. On the other hand
ATT&CK suggests more than 600 attack techniques across the several technology domains. Therefore, our threat
identification approach is more descriptive and comprehensive.

In addition to that, ATT&CK is constantly updated, thus providing an updatable feature to our risk assessment
approach.

Still, ATT&CK is not a risk assessment framework. Therefore, we have considered several approaches toward
the proposition of the most suitable risk assessment method. We referred to the IEC 31010:2019 [16] standard
for risk assessment techniques. The standard provides detailed descriptions and comparisons among the most
observed techniques employed within the different risk assessment steps. In our quest, we considered the scope,
time horizon, requirements for specialist expertise, and the amount of effort required to apply the risk assessment
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techniques. Our scope of the risk assessment in CPS such as the APS includes components, equipment, and
processes. The time horizon should be flexible, also the need for specialist expertise and amount of effort required
should be at most moderate, to support the satisfaction of the requirement for continuous risk assessment
and management as well as to reduce the effect of biased assessment associated with expert judgments. The
aforementioned criteria have led us to FMECA. Moreover, the standard highlights the applicability of FMECA
in the different steps in the risk assessment process, namely, risk identification, consequence, likelihood, risk
estimation and risk evaluation. Afterwards, in each step of the FMECA process, we aimed to integrate the most
suitable technique, while considering the requirements for the risk assessment process mentioned previously and
by utilizing relevant artifacts from the literature. We suggested the utilization of a Preliminary Hazard Analysis
(PHA) or a hazard and operability study (HAZOP) for the estimation of safety and financial impact based on the
previous works by Bolbot et al [12] and Thieme et al [61]. Both works utilized these approaches for estimating
the safety impacts of cyber attacks in different maritime use cases. Also, we suggested the utilization of the CVSS
exploitability metrics for likelihood estimation based on its common adoption in the literature as depicted in
Table 1 (more details in Section 4.6) and its suitability for our approach.

2.2 Communication Architecture of an Autonomous Passenger Ship

The Autoferry project [46] aims to develop an APS prototype named the MilliAmpere2; an autonomous ferry
capable of carrying 12 passengers across the Trondheim city canal, proposed as an alternative to a high-cost
bridge [29]. The ferry will operate autonomously with a human operator in a Remote Control Centre (RCC)
monitoring its operations and with the capability to intervene at any moment.

We have designed a communication architecture for the APS [8] that enables it to communicate with its
operational context. The architecture enables the APS to carry out a group of functions, including autonomous and
remote navigation and control. Navigation functions rely on collecting sensing information from the surrounding
environment through arrays of sensors including lidars, radars, Infra-Red, and video cameras which interface
using several Sensor Processing Units (SPU) and sensor switches. Then an Autonomous Navigation System (ANS)
achieves situational awareness by leveraging sensor data to determine safe routes.

Additionally, the APS relies on real-time kinematics and the Global Navigation Satellite System (GNSS) for
positioning. Moreover, the APS has the ability to carry control functions and maneuvers using a machinery
system that includes a Dynamic Positioning (DP) system and active thrusters interfaced through Input/Output
cards. The machinery system is supervised by an Autonomous Engine Monitoring and Control (AEMC) system.
The APS is also equipped with an emergency push-button for initiating the emergency protocol, according to
which a nearby Emergency Control Team (ECT) is expected to intervene when needed.

Moreover, a set of heterogeneous communication modules and components are proposed and integrated within
the onboard network as shown in Figure 1, to satisfy the communication requirements of various stakeholders,
as discussed in [7]. Additionally, the architecture supports carrying out the autonomous and remote functions
through a group of communication functions including ship-to-shore, ship-to-ship, internal, and emergency
communications. Ship-to-shore communication enables the APS to communicate with the RCC through two
IP-based redundant communication modules: the Mobile Communication Module (MCM) and the APS-RCC
Module. The technologies for implementing these modules are expected to be LTE/4G/5G and Wi-Fi, respectively.
Ship-to-ship communication is facilitated through a traffic module such as an Automatic Identification System
(AIS), while internal communication is enabled through two Core/Distribution tiers (C/D part A and part B)
each implemented using two redundant layer-3 switches. Emergency communication relies on two modules. The
first emergency module (Emergency module 1) facilitates communicating with the ECT to perform emergency
navigation functions, while the other module (Emergency module 2) is used to transmit emergency signals to the
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Table 1. Comparison between our approach and the surveyed works
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ECT when the emergency push button is pressed by passenger. Finally, an intelligent entity named Connectivity
Manager performs autonomous and remote network management functions.

A centralized component named Autonomous Ship Controller (ASC) resides in the center of the APS network
which hosts the primary and backup servers hosting the ANS, AEMC, Connectivity Manager, as well as other
components for the system, network, and security management.

A group of systems resides in the RCC network for remote navigation functions, control functions, and
additional ship-to-shore communication functions. The network modules and devices are equivalent to the ones
on board the APS. On the other hand, the Remote Ship Controller (RSC) hosts the Remote Navigation System
(RNS), Remote Engine Monitoring and Control System (REMS), in addition to other components for the remote
system, network, and security management. More details regarding the communication architecture can be found
in [8].
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Fig. 1. APS Communication Architecture, Inspired from [8]

In this paper, a risk assessment approach is first presented through the application of a FMECA enriched with
the MITRE ATT&CK framework. Then, the proposed approach is evaluated using the communication architecture
of the APS.

2.3 MITRE ATT&CK framework

An increase inadopting the ATT&CK framework proposed by MITRE [58][5] is observed in both academia and
industry. ATT&CK, which stands for Adversarial Tactics, Techniques, and Common Knowledge, is a curated
knowledge base that models the behavior of cyber adversaries. It provides a common taxonomy in describing
the different phases of the adversary attack life-cycle. Among the most important features of ATT&CK, that
distinguishes-t from other threat models, is the abstraction level in describing adversarial tactics and techniques.
High-level models observed in the literature such as STRIDE [55] and the cyber Kill Chain [40], fail to effectively
reflect the granularity of actions that adversaries can take, how they relate to one another, their consequences
related to adversarial objectives, their correlation with mitigation methods and data sources, and their targeted
platforms and systems [58]. We argue that these particular features qualify ATT&CK as an appropriate engine
for conducting comprehensive and logically sound risk assessment, utilizing the systematically encoded expert
knowledge to reduce effort and inconsistencies during risk estimation. The ATT&CK adversarial model comprises,
among others, a group of essential terms, Tactics, Techniques, and Procedures. Tactics represent the adversarial
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objective of the attack, techniques represent the adversarial method for realizing an objective, while procedures
represent the actual software utilized to run the technique to realize the tactic. The framework is organized as a
group of matrices for different technology domains, enterprise, mobile, ICS, containers and adversarial machine
learning. Each matrix holds the relationships between tactics, techniques, procedures, mitigation methods, and
others.

In the context of the APS, since it comprises a collection of Information Technology (IT) and Operational
Technology (OT) components, the comprehensive nature of ATT&CK was of particular utility to identify relevant
threats for APS’s heterogeneous components. Moreover, the well-established relationships in ATT&CK were
found to be logically compatible with FMECA. A detailed discussion on applying ATT&CK in the FMECA process
is presented in Section 4.

2.4  Graph Theory

Several works have highlighted the utility of graph theory [62] in analysing interconnected infrastructures [57]
[35] [4]. Graphs are mathematical structures used to model the relationships between distinct objects [62], while
the abstraction of graphs enables them to model a wide range of relationships including networked systems
[4], connected organizational structures [35], and other types of related objects. A graph consists of nodes,
each representing an object that is involved in a relationship with other objects, while these relationships are
represented with edges connecting the related nodes. A group of formal measures has been proposed to analyze
the graph, including the centrality measures. These measures can be utilized to estimate the relative influence of
a node in the graph. Several centrality measures exist such as closeness centrality, degree centrality, Eigenvector
centrality, and many others [57]. The aggregation of all centrality measures has been found to identify nodes
with the highest influence over the graph [57]. On the other hand, the Outbound Degree Centrality (ODC) (i.e.
out-degree centrality) of a node reflects the number of its neighbors. Nodes with the highest ODC within a graph
are called “cascade initiating nodes” [36] and must be prioritized when examining mitigation controls [57]. In
this paper, we rely on ODC and the semantics of the combined centrality measures proposed by Stergiopoulos et
al [57] during the estimation of the operational and the security related impacts (Section 4.4) for the examined
use case.

3 RELATED WORK

In this section, we will discuss, in detail, related works that share considerable similarities with our approach. In
the automotive domain, Islam et al [31] argued that a risk assessment be performed in the requirements elicitation
phase of the development life-cycle, in order to guide countermeasure integration in the design and development
phase. The authors proposed a risk assessment framework that is aligned with known automotive processes
related to functional safety and usability. The authors proposed a novel approach to calculate semi-quantitative
risk by applying STRIDE for threat modeling, attacker expertise, required knowledge, equipment and window of
opportunity for likelihood estimation, and the common impact elements safety, privacy, financial, and operation.
The authors proposed the application of weights to adjust the impact estimates based on the organization’s needs.
In this paper, we utilize the concept of weights (i.e. factors) from the framework of [31] to adjust the impact
assessment of risks according to the followed risk management strategy. Sheehan et al [54] proposed a risk
classification framework based on Bayesian networks to evaluate the security level of connected and autonomous
vehicles. The authors utilized the software vulnerabilities in the National Vulnerability Database (NVD) for an
updatable threat identification approach. Then, they employ Bayesian networks for estimating the likelihood
and impact of threats, following the CVSS approach toward calculating the risk. Expert judgment is integrated
into the proposed framework for deriving the structure of the Bayesian networks and estimating several risk
variables. Our proposed approach in this paper shares similar features with [54] regarding the utilization of
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CVSS, the integration of expert judgment, the updatability of risk scores as well as the accommodation of existing
mitigation techniques into the risk calculation. In contrast, we consider more comprehensive attack techniques
and granular impact estimation parameters.

Compared to the domain of autonomous cars, fewer works have addressed risk assessment for autonomous ships.
Kavallieratos et al [33], proposed a multilayer architecture for the information and communication technology
systems in cyber-enabled ships which include autonomous ships. The authors then applied the STRIDE threat
modeling method to identify potential threats. Then the associated risks were assessed using risk matrices
following risk estimation criteria inferred from the work by Jelacic et al [32]. The risk estimation criteria consider
safety, operations, economic, information leakage, and reputation impact elements. Moreover, the criteria consider
attackers’ capability, motivation, and knowledge, in addition to existing countermeasures and exploits as well as
component reachability. Additionally, Tam and Jones [59] proposed a model-based risk assessment framework
called MaCRA [60] and applied it on three futuristic ships with different applications and levels of autonomy. The
process started with applying the MaCRA threat assessment framework and then the risk assessment process.
The threat assessment considered the different attackers’ profiles, their goals, and available resources. Moreover,
the ships’ vulnerabilities related to the expected technologies and the expected impact of the vulnerabilities have
been considered. In the risk assessment process, five-tier values were applied to quantify the risks associated
with the identified threats and the risk level was presented through two values, namely Ease of Exploitation
(Likelihood) and Attackers reward (Impact). Bolbot et al [12] proposed a cyber risk assessment method for ship
systems based on a Cyber-Preliminary Hazard Analysis. The method was applied for conducting a risk assessment
and providing design enhancement of the navigation and propulsion systems of inland waterways autonomous
vessels. The risk assessment considers attacker groups, system vulnerabilities, attack likelihood, consequences,
and existing barriers. The likelihood estimation considers component reachability (i.e. connectivity), attack
complexity, attacker group motivation, capabilities, activity level, ease of exploitation, the absence of barriers.
The impact estimation considers safety, environmental, and financial consequences.

An application of ATT&CK in the risk analysis of digital substations is presented by Khodabakhsh et. al [34].
The authors utilized the ICS matrix in ATT&CK to identify possible attack paths in a system of digital substations,
assessed their potential impact regarding confidentiality, integrity, and availability (CIA), and finally, proposed a
group of suitable countermeasures.

In contrast to the related works presented in this section, we propose a comprehensive and systematic approach
for identifying relevant attacks against components in CPS architectures, considering three technology domains
in ATT&CK, namely ICS, enterprise, and mobile. Additionally, we propose a granular and comprehensive impact
estimation approach considering operational, safety, financial, and system and information security-related
impacts.

4 THE PROPOSED RISK ASSESSMENT APPROACH

The proposed risk assessment approach is based on a design-level FMECA [15]. A Bottom-up approach is
suggested that requires knowledge of low-level components. A FMECA process consists of three main phases,
namely planning the analysis, performing it, and finally documenting it. The overall risk assessment process
highlighting the utilized information sources is depicted in Figure 2. In the planning phase the objectives, and
scope of analysis, as well as the considered scenarios, are identified. The ATT&CK framework aids the FMECA
process by describing attack techniques and tactics in a manner that can be used to induce failure scenarios [5];
this feature is of particular utility to the analysis and communication of the identified risks. Additionally, the
criteria for the treatment of failure modes should be defined according to the followed risk management strategy.
Afterwards, the analysis is performed, and the detailed steps for performing a FMECA utilizing ATT&CK are
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Fig. 2. Overview of the proposed FMECA-based approach showing the integrated information sources

Table 2. Components Classifications

Class. Description
1T Components that are hosted on a traditional IT system such as multipurpose computers or network devices.
OoT Components that are involved in monitoring and controlling functions.

Components that are connected to a mobile network or communicate with an external infrastructure such as Aids to Navigation
to acquire location-related information in the maritime domain.

Dual-homed components that are hosted on a traditional IT system and are involved in monitoring and controlling functions.
Components that are classified as IT/OT and are connected to a mobile network or communicate with an external infrastructure

Wireless

IT/OT
IT/OT/Wireless

presented in the subsequent sections. Finally, a FMECA report is generated, which gives detail on the analysis
process.

4.1

An architecture model describing the different architectural components, their functions, and interconnections
is a vital element of the risk-assessment process. The components addressed in this analysis are the functional
components, including software and hardware elements. The components are classified as Information Technology
(IT), Operational Technology (OT), Wireless, and/or a combination of multiple categories. Wireless components
include mobile devices and/or devices with wireless services. The classification of components is conducted based
on the criteria shown in Table 2. Additionally, operational modes are proposed to be identified and considered to
improve the analysis, particularly when they inflict a change in the system state (set of components and their
connections). Moreover, the performance standard for each component function should be specified, to define
what constitutes a component failure.

Specify Components, Functions, and Performance Standard

4.2 ldentify Failure Modes

A failure mode is defined as a manner in which a failure occurs [15]. In this study, the security of CPSs is analyzed.
So, the security failure modes are considered. In system security engineering, a system security failure is defined
as "not meeting the security-relevant requirements, objectives, and performance measures, to include exhibiting
unspecified behavior, exhibiting unspecified interactions, or producing unspecified outcomes, where there is
security-relevance" [51]. Earlier works have discussed security failure modes considering the CIA triad [9] and
[34]. We propose to go beyond that and consider, for each component, a broader range of security failure modes.
For this, we utilized the ATT&CK framework. We argue that the failure modes which are referred to as Tactics
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Table 3. Malicious failure modes according to ATT&CK

Class

Failure Mode

Failure effect

IT, OT, and Wireless

Initial Access

entry to the network.

Collection

gathering data of interest

Command and Control

communicating with other compromised components in the network to control them.

Defense Evasion

avoiding detection.

Discovery discovering the environment.
Execution running malicious code.
Impact impacting the data and/or components.

Lateral Movement

moving between components within the environment.

Persistence

maintaining a foothold in the environment.

IT and Wireless

Privilege Escalation

increasing privilege.

Credential Access

discovering account names and passwords.

Exfiltration

stealing data

oT

Impair Process Control

impacting the control processes

Inhibit Response Function

impacting the safety, protection, and monitoring functions from responding.

Wireless

Network Effect

impacting the network traffic.

Remote Service Effect

impacting components remotely.

in ATT&CK (i.e. kill chain phases) are more comprehensive than the high-level failure modes classification
according to the CIA triad since the tactics in ATT&CK involve failing more than one of the CIA attributes or
none. The considered security failure modes for each component class are depicted in Table 3.

4.3 ldentify Detection Methods and Risk Reduction Measures

In this step, the existing detection and risk reduction measures (i.e. controls) are identified and analyzed. These
controls affect the Detectability estimation value when estimating the risks of failures. This value constitutes
the probability of the attack being detected or mitigated. The calculation of this value is conducted as follows:

4.3.1 The Failure-Mitigation Table (FMT). The FMT is constructed, which captures the possible mitigation
methods for each considered failure mechanism as well as their expected efficiency. The ATT&CK framework was
consulted for this purpose. A list of all techniques in the different ATT&CK matrices in the first and second column
and their suggested mitigation methods in the third column were pulled from the online repository to populate
the FMT. The fourth column captures the efficiency of the mitigation method (M) against that failure mechanism
(FM) (Ef ficiencyrm,m); this value does not exist in the current ATT&CK knowledge base and therefore should
be estimated. A typical measurement scale for detectability rating is provided in the FMECA standard [15]; the
example is for a wind turbine. A sample of the FMT is depicted in Table 4. In the complete version of the FMT, a
single technique could be mitigated by several mitigation methods. Similarly, a single mitigation method could
be used to mitigate several techniques.

Table 4. An FMT Sample reflecting some techniques, their suggested mitigation methods, and their estimated efficiency.

Matrix Technique Mitigation Efficiency
ICS Change Program State Access Management 0.5
Enterprise | Commonly Used Port | Network Intrusion Prevention 0.5
Mobile Remote File Copy Application Vetting 0.5

4.3.2 The Component-Mitigation Table (CMT). The Component-Mitigation Table (CMT) is constructed, which
captures the coverage of mitigation methods for each component. For this, the CMT is populated with the
mitigation methods in ATT&CK and their coverage for the existing components in the architecture. What
is specifically meant by "coverage" is different from one mitigation method to another. But, in this paper, a
component is said to be influenced by a mitigation method if the component in the proposed architecture is
subject to an architectural decision that enforces the mitigation method. For instance, if the architecture is
designed with network segmentation, all components in the isolated network segments are said to be covered
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Detectabilitypp cp = Covaragepy c X Ef ficiencyrmm (1)

by the network segmentation mitigation method. The CMT structure consists of the operational modes in the
first column, the mitigation methods in the second, while the architectural components are spread across the
remaining columns, and the coverage of the mitigation methods (M) for each component (C) (covered:1 or not:0)
as the values (Covaragepsc). A sample of the CMT is depicted in Table 5.

Table 5. A CMT Sample reflecting the coverage of some components by the mitigation methods

Op-Mode Mitigation Component A | Component B
All Access Management 0 1
All Network Segmentation 1 0

4.3.3 Calclating the Detectability. The value of Detectability for each failure mechanism of a specific component
is calculated based on whether or not the component is covered by a mitigation method suggested for the
specific failure mechanism (as indicated in the CMT) and its mitigation efficiency (as indicated in the FMT). The
Detectability of the failure mechanism (FM) for a component (C) when considering the coverage of mitigation
method (M) is calculated using equation 1.

4.4 Estimate the Impact of the Consequences of Failure Modes

The tactics in ATT&CK are terms that describe the desired outcome of attacks by attackers. This terminology
allows the utilization of ATT&CK tactics as a classification of consequences for their corresponding techniques.
Additionally, certain techniques have unique consequences; these techniques are grouped for each matrix within
special tactic categories, namely, impact, network effect, or remote service effects. In our approach, we propose
the consideration of all the tactics across all the relevant matrices in addition to the techniques under the special
tactic categories. The impacts of these tactics and techniques are estimated based on the four most observed
elements of impact of threats against CPS, namely, safety, financial, operational, and information criticality (e.g.
privacy) [44] [31] [10] [33]. Nevertheless, some tactics have no impact according to the observed impact model in
the literature; they rather have a security related impact that affects the security of connected nodes. For instance,
a single successful technique aiming to achieve defensive evasion, which is the most observed ATT&CK tactic in
2019 [26] and second-most in 2020 [48], has no immediate impact on safety, privacy, financial or operations. But,
it will support the attacker’s efforts to stage future attacks. Therefore, we propose a fifth impact element named
“Staging" to capture the impact of techniques that facilitate the staging of future attacks. The proposed process
for estimating the impact of consequences is as follows:

4.4.1 Failure-Mode-Consequences Table (FMCT). The FMCT is constructed. It captures the mapping between
each failure mode and its expected consequences across the entire system, expressed through the five impact
elements. The FMCT can differ among different target systems. A sample FMCT is depicted in Table 6. For each
matrix in ATT&CK, each failure mode was analyzed and the related impact elements were determined. For
instance, all techniques under the collection tactic aim to collect information from the compromised target. The
consequences of this attack can be assessed with relevance to the information criticality of the component with
regards to the hosted process (i.e. intellectual property), information (i.e. confidentiality and privacy), and location
information, therefore, an attack enabling collection will only impact information criticality of the component. As
another example, the consequences of a successful attack with a "Loss of Control" failure mode will impact the ICS
operations. The impact value can be estimated with relevance to the criticality of the component to the control
functions it is involved with, in addition to the possible safety and financial impacts. Based on this mapping, five
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values are specified for each failure mode, namely Safety Factor (SF), Financial Factor (FF), Information Criticality
Factor (ICF), Operational Factor (OF), and Staging Factor (StF). A zero value reflects that no consequence is
expected, while a positive value reflects the magnitude of the consequences. The implementation of this approach
was influenced by the work of Islam et. al [31]. Based on the risk management strategy, the factor values can be
controlled to reflect the priority of impact elements on the final risk value. For instance, the stakeholder concerns
may prioritize safety as the greatest concern while considering privacy the lowest. In this case, the values of
SF and ICF could be controlled to reflect that priority by increasing SF and decreasing ICF with appropriate
proportions, based on the stakeholders’ concerns.

Table 6. Mapping of failure modes and their consequences in the FMCT

Mobile failure modes [} ST| IT failure modes [9 ST| ICS failure modes ST

Collection Collection Collection

Command and Control 1 Command and 1 Command and 1

Control Control
Defense Evasion 1 Defense Evasion 1 Defense Evasion 1
Discovery 1 Discovery 1 Discovery 1
Execution 1 1 Execution 1 1 Execution 1
Exfiltration 1 Exfiltration 1 Theft of Qperatlonal 1
Information

Initial Access 1 | Initial Access 1 | Initial Access 1
Lateral Movement 1 Lateral Movement 1 Lateral Movement 1
Persistence 1 Persistence 1 Persistence 1
Credential Access 1 Credential Access 1 Damage to Property

Data Encrypted for
Impact

Data Encrypted for
Impact

Denial of Control

Privilege Escalation

Privilege Escalation

Denial of View

Carrier Billing Fraud

Account Access

Impair Process

Removal Control
Clipboard Modification 1 Data Destruction 1 I"hlbl_t Response
Function

Delete Device Data

Data Manipulation

Loss of Availability

Device Lockout

Defacement

Loss of Control

Downgrade to Insecure
Protocols

Disk Wipe

Loss of Productivity
and Revenue

Eavesdrop on Insecure
Network Communication

Endpoint Denial of
Service

Loss of Safety

Exploit SS7 to Redirect
Phone Calls/SMS

Firmware Corruption

Loss of View

Exploit SS7 to Track
Device Location

Inhibit System
Recovery

Manipulation of
Control

Generate Fraudulent
Advertising Revenue

Network Denial of
Service

Manipulation of
View

Input Injection

Resource Hijacking

Jamming or Denial of
Service

Service Stop

Manipulate App Store
Rankings or Ratings

System
Shutdown/Reboot

Manipulate Device
Communication

Modify System Partition

Obtain Device Cloud
Backups

Remotely Track Device
Without Authorization

Remotely Wipe Data
Without Authorization

Rogue Cellular
Base Station

Rogue Wi-Fi Access
Points

1

1

SIM Card Swap

1

1

SMS Control

1

1

O: Operational || S: Safety || I: Information Criticality || F: Financial || ST: Staging

ACM Trans. Priv. Sec.




Assessing Cyber Risk in Cyber-Physical Systems Using the ATT&CK Framework « 13

4.4.2 The Component-Criticality-Scores Table (CCST). The CCST is constructed. it captures the impact scores for
each component that correspond to the previously identified impact elements. The estimation criteria for each
score are explained below:

e Safety and Financial criticality (SC and FC): safety and financial impact scores for each component can
be elicited through a Preliminary Hazard Analysis (PHA) or a hazard and operability study (HAZOP).
An example of a set of estimation criteria is depicted in Table 7. The concept of this approach has been
observed in hazardous waste management, a hazardous waste index is assigned to waste reflecting the
level of safety procedures that are required in its handling, storage, transportation, and treatment [27]. The
maximum possible safety and financial consequence values deduced from the PHA or HAZOP analysis
for each component are recorded as the corresponding safety and financial criticality. For instance, if a
component failure has been estimated to cause a catastrophic safety and financial consequence, the safety
and financial impact scores for that component will be the maximum, (i.e. 1). After the analysis of the failure
modes in ATT&CK, the nature of possible safety impacts is all similar, possibly leading to a life-threatening
incident. On the other hand, the nature of financial impact was found to be different for a single failure
mode, namely, Carrier Billing Fraud, a technique in the mobile matrix that could cause a financial impact
in the form of unexpected billing for SMS-enabled devices should th ey exist within the CPS.

Table 7. SC and FC estimation criteria [61]

Safety Criticality (SC) | Description Financial Criticality (FC) | Description
None No injuries None No damage to equipment or other property
Minor (0.25) Single and/or minor injuries Minor (0.25) Loca! equlpment. damage, small damage to other property,
or minor loss of income.
D. P. h ignifi
Significant (0.5) Multiple minor injuries and/or severe injury Significant (0.5) amage to CPS. to other property, or significant
loss of income.
S d: to CPS, oth ti I f
Severe (0.75) Single fatality and/or multiple severe injuries Severe (0.75) wevere damage to » Other properties, or ‘s o
income equivalent to several days of operation.
Catastrophic (1) Multiple fatalities and severe injuries Catastrophic (1) Loss of CPS or other properties.

e Operational criticality (OC): for assessing the operational impacts, several architectural views are created,
to calculate several impact values utilizing metrics from graph theory and multidimensional networks [20].
The ORA software [13] [6] is an example of existing software that can be utilized to draft the architecture
views and provide metrics that are used to calculate the different OC metrics.

After the analysis of the failure modes in ATT&CK, we have observed that certain failure modes could affect

the overall performance of CPS, others could only affect the control or monitoring functions. Therefore,

three operational impact metrics are calculated for each element. A description of each impact metric is
given below:

— Overall operational impact (OOI): The aggregated centrality measures of the components in the entire
network structure are calculated and scaled by creating a graph representing the expected connectivity
between the architectural components and their operational context. Each node represents a component
(hardware, or software), while each edge represents a network connection (wired or wireless) as well as
an expected application-level connection.

— Impact to the control functions (I2CF): for each system state (refer to Section 4.1), a graph is created
to represent the connectivity between components involved in the control functions. The aggregated
centrality measures are then calculated and scaled for each component.

— Impact to the monitoring functions (I2MF): similar to previous, but for the monitoring functions.

Finally, the value of the OC metric is calculated differently, based on the considered failure mode. OC = I2CF

for the Manipulation of Control, Loss of Control, Denial of Control, and Impair Process Control failure

modes, OC = I2MF for the Denial of View, Loss of View, and Manipulation of View failure modes, while

OC = OOI for all other failure modes.
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_ (DCF X DC¢) + (IPCF X IPCc + (LICF X LIC(;))
a (DCF + IPCp + LICF)

ICc (2)

o Information criticality (IC): this metric captures the criticality of the component concerning possible privacy
or/and confidentiality violations. The confidentiality of data stored, processed, or communicated within
the CPS network could involve location information. Also, concerns could exist to preserve the intellectual
property of processes hosted within the CPS components. After the analysis of the ATT&CK failure modes,
three possible impacts have been identified related to information criticality, namely, the attackers might
be able to collect sensitive data (e.g. violates users privacy), to collect data that violate the intellectual
property, or to collect location information. Therefore, three possible metrics could be estimated based on
the failure mode:

— Data Criticality (DC): this metric captures the importance of data hosted or processed in a component. It
is measured for each component according to its involvement in the processing and storage of sensitive
data.

— Intellectual Property Criticality (IPC): this metric captures the component criticality regarding the hosting
of processes with intellectual value.

- Location Information Criticality (LIC): this metric captures the component criticality regarding the
involvement with location information and the sensitivity of such information. If the system under
analysis is involved in a location-sensitive use case, this metric could be of value and should be estimated
according to the use case specifications. Two failure modes can be estimated using this metric, namely,
Exploit SS7 to Track Device Location, and Remotely Track Device Without Authorization.

Based on the risk management strategy, the importance of each metric could differ. Therefore, three factors

are proposed to control the prioritization of the information criticality metrics, namely, DCf, IPCg and

LICF; the values of these factors range from 0 to 1. Finally, the information criticality (IC) of component (C)

is calculated using Equation 2. It has been found that in only a single failure mode, namely the Collection

failure mode, all three metrics could be of relevance. The values of these metrics for each component can
be estimated through the implementation of an early Privacy Impact Assessment [14] or a Data Protection

Impact Assessment [11].

e Staging Criticality (StC) : this metric captures the impact of a failure mode that enables the staging of future
attacks. We have observed that the impact of some of the considered failure modes is not captured using
the previously mentioned impact elements. These failure modes include command and control, defensive
evasion, discovery, initial access, lateral movement, persistence, privilege escalation, and credential access
(refer to Table 6). Yet, these failure modes are critical to the security status of a system. Other security
impact elements such as confidentiality, integrity, and availability are captured directly or indirectly in other
impact elements. For instance, the confidentiality impact is captured directly in the information criticality,
while the integrity and availability impacts, should they exist, are captured indirectly in several impact
elements: if the integrity and/or availability of information or process are not preserved, information, safety,
financial, and operational impacts might occur. We propose that the StC metric can be estimated using two
metrics, namely Outbound Degree Centrality (ODC), and Overall Component Criticality (OCC). Details
regarding both metrics are presented below:

— Outbound Degree Centrality (ODC): Some failure modes, if materialized, enable the attacker to move to
or communicate with other components in the network; the impact of this ability increases with higher
ODC of the component. The more connected the node to its neighbors the higher the staging impact.
Moreover, regarding the credential access failure mode, the discovered credentials can be utilized in other
components not connected to the compromised component, even outside the compromised network.
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OCc +SCc + ICc + FC
0CCp = ct c: ct+tICc (3)

Impactpc = (SFp X SCc) + (FFp X FC¢c) + (ICFp X IC¢) + (OFfF X OC¢) + (StFp X StCc) (4)

The impact of this case is not captured in this specific metric. Nevertheless, we argue that this metric
provides a logical estimate of the impact of this failure mode within the compromised network.

— Overall Component Criticality (OCC): the persistence, defense evasion, and privilege escalation failure
modes do not directly impact the attacked node or other nodes. So, we propose the utilization of the
combined impact metrics to capture the staging impact of these three failure modes. We argue that the
impact of a successful attack aiming to inflict these failure modes can be measured by the combined
criticality (OC, SC, IC, FC) of the attacked component, using equation 3. In a study of adversarial behavior,
a Unified Kill Chain similar to the ATT&CK framework was studied [50], which showed that persistence,
defense evasion, and privilege escalation, occure most frequently among the observed attack paths.
Therefore, it is highly likely that attackers applying techniques aiming to achieve these failure modes are
aiming to inflict additional impact to the network. Since the future impact cannot be known, a reasonable
estimate can be reached by considering all possible impact elements in the estimation.

Finally, the value of the StC metric is calculated based on the considered failure mode. StC = OCC for the

persistence, defense evasion, and privilege escalation failure modes while StC = ODC for the other failure

modes.

The CCST should include scores for each component in the different operational modes. Some scores may not
change across the different operational modes such as the IC, while others such as the I12CF, and 12MF, are more
likely to change.

4.4.3 The Failure-Mode-Metric Table (FMMT). The FMMT is constructed specifying the metrics used to estimate
the impact of each failure mode. A sample of the FMMT is depicted in Table 8. The FMMT reflects the mapping
in the FMCT with additional information reflecting the metrics utilized to estimate the impact elements. For
instance, the FMCT shown in Table 6 specifies that the Denial of Control failure mode is expected to cause
only operational and safety consequences with impact factor of 1 for both; then the FMMT specifies that the
operational and safety impacts are estimated using the I2CF and SC metrics, respectively.

Table 8. An FMMT Sample reflecting some failure modes and their proposed impact estimation metrics

Matrix Failure Mode oC SC 1C FC StC
Mobile Data Encrypted for Impact 001 SC 1C FC | ODC
Mobile Persistence OCC
Mobile Exploit SS7 to Track Device Location LIC
ICS Denial of Control 12CF SC
1CS Denial of View I2MF | SC FC | ODC
ICS Damage to Property 00I SC 1C FC
Enterprise | Privilege Escalation occ
Enterprise Defense Evasion OCC

4.4.4 Impact Calculation. Finally, the impact of the failure mode (F) for a component (C) is calculated using
equation 4. The impact factors for the failure mode are retrieved from the FMCT. The metrics utilized to indicate
the impact estimation for that failure mode are retrieved from the FMMT , while the impact scores for each metric
for the component are retrieved from the CCST.

ACM Trans. Priv. Sec.



16 « Amro, et al.
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Fig. 3. ldentification of relevant techniques per component from the ATT&CK matrices

Considering the well-established relationship between the failure modes (i.e tactics) and failure mechanisms
(i.e. techniques) in ATT&CK, the estimated impact of each failure mode is considered the same for all failure
mechanisms that could cause it. For instance, the collection failure mode could be achieved using more than 17
failure mechanisms (e.g. Automated Collection and Data from Information Repositories). The impact of all of
them for the same component is considered the same at the design stage. In future stages in the development life
cycle, when a more detailed classification of the hosted information on each component is made available, more
granular impact estimation for each failure mechanism would be possible.

4.5 ldentify Failure Mechanisms

A failure mechanism is defined as a process that leads to failure [15]. In this paper, the security failure mechanisms
are considered. In the remainder of this paper, we refer to failure mechanisms as cyber attacks or techniques
interchangeably. The identification of relevant attacks during the risk assessment through the utilization of
checklists, classifications, and taxonomies is considered a comprehensive approach, in addition to promoting a
common understanding of risk and reducing the need for special expertise [16]. For these reasons, we relied on
the ATT&CK framework as the approach for the identifying attacks.

Due to the heterogeneous nature of CPSs, the nature of cyber-attacks is expected to be different. Accordingly,
we utilized the Techniques and sub — techniques in the multiple matrices of ATT&CK, namely, the Enterprise
matrix for the IT components, the Mobile matrix for wireless components, and the ICS matrix for OT components.
Certain components can be classified as a combination of multiple classifications, therefore the attack surface for
such components is expected to be broader. The relevant attacks are derived from multiple relevant matrices.
For instance, a data historian component is expected to be hosted in industrial control systems, such a system is
classified as a dual-homed data historian in ATT&CK, which means that it is both an IT and OT component. This
means that the'data historian component can be susceptible to both IT-based attacks in the Enterprise matrix as
well as to OT-based attacks in the ICS-matrix. The process for identifying relevant attacks for each component is
highlighted in Figure 3.

Initially, the Techniques-Description Table (TDT) is constructed. All techniques and sub techniques from the
relevant matrices are pulled from the official MITRE ATT&CK online repository [41]. The technique-specific
attributes utilized from ATT&CK that are relevant in this step are the platform, for the enterprise techniques; and
the type for the ICS techniques. The mobile matrix was developed mainly for mobile devices operating Android
or IOS. We have studied the techniques in the mobile matrix and we argue that they can be applied to wireless
components hosted in CPSs. To this end, we propose modifications to the mobile matrix to enable the description
of attacks outside the scope of traditional mobile devices, by defining the "type" and "technologies" attributes.
Additional attributes in the TDT which will be utilized in later steps such as the "Permission Required (PR)", "Kill
Chain Phase (Tactics)", and others are retrieved from ATT&CK. Samples of the TDTs are depicted in Table 9.
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Table 9. TDT Samples reflecting some techniques and their attributes

Enterprise Technique Platform Tactics CVSS PR AC Ul AV
TDT Network Device CLI Network Execution 1.835 | 0.62 | 0.77 [ 0.85 | 0.55
ICS Technique Type Tactics CVSS PR AC Ul AV
TDT Alarm Suppression Field Controller/RTU/PLC/IED | Inhibit Response Function 2.221 085 | 044 | 0.85 [ 0.85
Mobile Technique Type [ Technologies Tactics CVSS PR AC UL AV
TDT Jamming or Denial of Service Any | Cellular, Wi-Fi Network Effects 3.887 085 | 077 | 0.85 [ 0.85

Secondly, the Component-Description Table (CDT) is constructed from the architecture description. All
components in the architecture are tagged with appropriate attributes that allow accurate matching with the
relevant attacks. The component-specific attributes are the "Name", "Class", "Platform", "type", "MobileType",and
"technologies”. The "Class" attribute specifies the component classification (following the criteria specified in
Table 2) to enable its matching with techniques from relevant matrices. The "MobileType" attribute specifies
the type of mobile device ("Application-based", or not) while the "technologies" attribute specifies the attached
technologies with the component (e.g. Wi-Fi, Cellular, Bluetooth, etc.). The "type" and "platform" attributes specify
the type corresponding to the ICS asset classification and the platform corresponding to the enterprise platform
attribute, respectively. A sample of the CDT is depicted in Table 10. We argue that identifying several failure
mechanisms for each failure mode for each component would support the efforts toward the proposition of risk
reduction measures. Since the same failure mode could be triggered in several manners, each has a different
mitigation method.

Table 10. A CDT Sample reflecting some components and their attributes

Name Class Type Platform | MobileType | Technologies
Component A OT/IT Engineering Workstation Linux N/A N/A
Component B Mobile Network N/A Non-App Cell
Component C | OT/IT /Mobile Network Network App-Based Cell

4.6 Estimate the Likelihood of Failure Mechanisms

The likelihood estimation is proposed to be conducted by utilizing the exploitability score defined in the CVSS
[30]. Several works have utilized CVSS during risk assessment to evaluate risks associated with threats rather
than vulnerabilities, [38], [54], [10]. We argue that this approach is of great value for the security-by-design
approach, since the implementation-level vulnerabilities are unknown during the system design, but the designer
should at some time during the development life cycle consider the risk of such vulnerabilities and plan controls
to mitigate the risk as early as possible to reduce the cost of remediation.

The base exploitability score in CVSS is calculated using four elements. A description of these elements and
their values is depicted in Table 11. The official CVSS guidelines [22] describe the calculation of the exploitability
score for vulnerabilities assuming some sort of online, physical, or logical access to the vulnerable component.
In this paper, we have modified the description of the "Network" Attack Vector (AV) from the official CVSS
guidelines [22] to enable the calculation of the exploitability score for off-line attacks existing in the ATT&CK
framework, such as the supply chain compromise techniques, since such techniques could be performed way
before the component is operational and no direct access to the component is required. Therefore, we propose
that such group of attacks is assigned the highest AV value which corresponds to "Network" in the exploitability
score. All the remaining descriptions are followed as the official CVSS guidelines suggest. The Scope metric
proposed in the CVSS scheme is ignored since its effect is measured in the impact analysis conducted in this
paper through the proposition of the "Staging" impact element. Finally, the likelihood value for each Failure
Mechanism (FM) (i.e. attack) is calculated according to Equation 5. We decided to use the same equation for
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likelihood estimation as the one suggested for the exploitability score calculation in CVSS specified in [22], to
make it compatible with this widely used approach to facilitate the analysis and the communication of results.

Likelihoodppy = 8.22 Xx AV x AC x PRx UI (5)

Table 11. Exploitability elements, their values, and description.

Exploitability element Metric Value Description
The attack can be carried out remotely and not bound to the local network, such as the internet.
Also, if the attack does not require direct connectivity.

Network 0.85

Attack Vector (AV) . The attack is bound to the network stack to logically adjacent topology. Such as local IP subnet,
Adjacent 0.62 Bl h . o
uetooth connection, or GNSS transmission.
Local 0.55 The attack can be carried locally on the target component.
Physical 0.2 The attack requires physical action upon the component.
. Low 0.77 The attack requires a low level of combined skills and resources
Attack Complexity (AC) High 0.44 The attack reguires a considerable level of skills and/or resources.
None 0.85 The attack requires no authorization upon initialization to be successful.
Privileges Required (PR) Low 0.62 The attack requires user-level privileges
High 0.27 The attack requires high privileges(e.g. administrator)
None 0.85 No user interaction is needed to successfully launch the attack

User Interaction (UI)

Required 0.62 The attack requires an action to be taken by the user.

The next step is to estimate the appropriate values of the exploitability elements for each attack in the ATT&CK
framework and record the estimated values in the appropriator TDT (refer to Section 4.5). The number of analyzed
attacks are 525, 86, and 81 in the enterprise, mobile, and ICS matrices respectively. This step has been performed
by analyzing the descriptions of the attacks with the provided attributes. The analysis went as follows:

o If the attack has a CAPEC [45] attack pattern associated with it, the available attributes in the CAPEC
page are retrieved. Some attack patterns have a description of the typical likelihood, resources, and skills
required. The missing attributes were estimated based on the provided description. If the attack has more
than a single CAPEC pattern associated with it, the maximum likelihood is considered and recorded in the
TDT.

e Some attacks have a Common Vulnerabilities and Exposures (CVE) entry associated with them; in this
case, the attributes were retrieved from the CVE page. The exploitability value of the CVE version 3.0 was
retrieved when available, otherwise the version 2.0 value was retrieved; this lacks the User Interaction
metric. Also, when more than one CVE entry is associated with the attack, the highest exploitability score
is considered and recorded in the TDT.

o The values for the Privileges Required are provided in the ATT&CK framework techniques headers as
attributes. Some attacks have several possible required privileges based on the possible mechanisms to
launch the attack; the lowest possible privilege is considered and recorded in the TDT.

e The values for the Attack Vector were estimated using the description and utilizing the data sources
attribute in the techniques headers. For instance, an attack that can be detected using a "packet capture”
data source was assumed to have at least an Adjacent AV. Moreover, if the technique has an attribute
"Remote Support: Yes" this means that it has a Network AV. The estimated value is then recorded in the
TDT.

o The values for the Attack complexity were estimated using the description of each technique and then
recorded in the TDT.

The final state of the TDT for each technology domain (i.e. matrix) including the estimated likelihood values
are provided in our GitHub repository for this work !. We provided comments when possible to highlight
the assumptions behind the estimate and/or the source providing the estimate. We consider this as another

Thttps://github.com/ahmed-amro/APS-Communication_Architecture/tree/master/RPNMI
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RPNppycF = Likelihoodpy X Impactp c X Detectabilityrpcm (6)

contribution of this paper. Since these tables are architecture-independent, they can be considered as encoded
knowledge that can be utilized in future risk assessment tasks for a wide range of CPSs, to reduce the efforts and
required skills.

4.7 Evaluate the Risks

The risk value is acquired through the calculation of a Risk Priority Number (RPN) as suggested in the FMECA
standard [15]. The calculation of RPN for each failure mechanism (FM) against a component (C) resulting in a
certain failure mode (F) is performed according to Equation 6. A qualitative rating can then be elicited based
on the distribution of the risk values. The distribution of the likelihood and the detectability value is always
between (0.12 - 3.89) and (0 - 1) respectively. On the other hand, the distribution of the impact value depends on
the criteria chosen for the impact factor values in Equation 4.

Atool has been developed in this work to aid the calculation of the RPNs for the attacks against CPS architectures
and suggest relevant mitigation methods. The tool implements the RPN Calculation and Mitigation Identification
(RPNMI) algorithm summarized in Algorithm 1. Initially, all the tables described previously should be constructed
and made available as inputs in addition to a list with the operational modes. Then, for each component specified
in the CDT the relevant attacks specified in the TDT are retrieved to populate an attack list specifying the list of
attacks for each component (refer to Section 4.5). Then, the likelihood of each attack in the attack list is calculated
from the TDT (refer to Section 4.6), its impact is calculated based on its associated tactic according to ATT&CK
using the FMCT, CCST, and FMMT (refer to Section 4.4), its detectability is calculated using the FMT and CMT
(refer to Section 4.3), its RPN is calculated using Equation 6, and its suggested mitigation methods are retrieved
from the FMT. Finally, the tool produces all the components’ attack lists in each operation mode with RPN and
mitigation methods for each attack.

Algorithm 1 RPN Calculation and mitigation identification (RPNMI) algorithm

1: procedure RPNMI( OPModes, TDT,CDT, FMCT,CCST, FMMT, FMT,CMT)
2 for each component in CDT do

3 AttackList « IdentifyRelevantAttacks(CDT, TDT)

4: for each Operational Mode in OPModes do

5: for each attack in AttackList do
6.
7
8

Likelihood « CalculateAttackLikelihood(TDT)
Impact « CalculateAttackImpact(FMCT, CCST, FMMT)
Detectability « CalculateAttackDetectability(FMT, CMT)

9: RPN « Likelihood X Impact X Detectability
10: MitigationList < GetAttackMitigation(FMT)
11: end for

12: end for

13: end for

14: return AttackLists, RPNs and MitigationLists
15: end procedure

4.8 Propose Risk Reduction Measures

Finally, after the identification of risk values, the last step in the performing phase of a FMECA analysis is the
proposition of risk reduction measures for each failure or failure mode. The ATT&CK framework provides a list
of suggested mitigation and detection methods for each technique. Algorithm 1 produces a list of the mitigation
methods for each identified attack against components with the risk information to facilitate later analysis to
prioritize the integration of the mitigation methods into a security architecture.
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5 RISK ASSESSMENT FOR AN AUTONOMOUS PASSENGER SHIP

In this section, we present the details of the tool-assisted application of the proposed approach for the APS
use case. The main objective is to assess the risks of cyber threats against a communication architecture for an
APS to aid the efforts in managing those risks through the development of a security architecture. The analysis
aims to identify cyber risks considering scenarios with malicious intent causing failures in APS components. All
scenarios are induced from the description of techniques and tactics in ATT&CK. Additionally, the criteria for
the treatment of failure modes are based on the stakeholders’ requirements. Safety and reliability are the main
topics of concern. Additional topics of concern are the privacy of APS users, financial impact, and the security
of the components and their communications. Afterwards, the analysis is performed, and the detailed steps for
performing a FMECA utilizing ATT&CK are presented in the subsequent sections. Finally, a FMECA report is
generated detailing the analysis process. This section constitutes a summarized report of the conducted FMECA
process and is intended to demonstrate the utility of the proposed approach.

5.1 Specify Components, Functions, and Performance Standard

The targeted components are inferred from the developed model of the communication architecture developed
using Architecture Analysis and Design Language (AADL) [1]. The components addressed in this analysis
are the functional components that include software and hardware elements. The components are classified as
Information Technology (IT), Operational Technology (OT), Wireless, and/or a combination of multiple categories.
The classification of components is conducted based on the criteria shown in Table 2. A brief description of each
element is presented in Section 2.2 while a detailed discussion on them can be found in [8].

The proposed architecture supports several main functions, including autonomous, remote, and emergency
navigation and control, in addition to internal, Ship-to-Shore, Ship-to-Ship, and emergency communication. Each
component is involved in one or more system functions. A mapping between the system elements and the system
functions has been provided using the goal tree success tree approach [52] the results of which are presented in
the communication architecture definition in [8]. Moreover, the Operational Modes (OM) of the APS have been
considered during the risk assessment process. The proposed architecture of the APS supports four operational
modes, namely, Autonomous Execution (OM-AE), Autonomous Control (OM-AC), Remote Control (OM-RC), and
fail-to-safe (OM-F2S). Each component is utilized in one or more operational modes. It has been identified that
the overall APS system structure can be in one of two states (set of components and their connections); the first
state operates in the three operational modes (OM-AE, OM-AC, and OM-RC) while the second state operates in
the fourth operational mode (OM-F2S). This allowed for a more granular risk assessment.

Nevertheless, for the use case employed in this work, the results reflect no considerable difference in the risk
values when considering the operational modes. However, we argue that for more advanced systems in which
the components’ interconnections could differ considerably across different operational modes, considering risk
assessment with an operational mode perspective could reveal unexpected risk values.

The performance standard is based on the system security engineering definition of security failure; any
violation of one of the established requirements and/or objectives of for the APS components constitutes a system
security failure.

5.2 ldentify Failure Modes

All the failure modes in ATT&CK (refer to Section 4.2) were considered relevant and have been considered,
except two from the mobile matrix, namely, Generate Fraudulent Advertising Revenue, and Manipulate App
Store Rankings or Ratings. All the other failure modes; should they occur, violate one or more of the stakeholders’
concerns communicated as requirements and objectives in our earlier work [7].
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5.3 Identify Detection Methods and Risk Reduction Measures

Considering that the system under analysis is still under development, no detection methods have yet been
integrated. On the other hand, some controls have been proposed and included in the architecture description
to satisfy previously established requirements. These are, Out-of-Band Communications Channel, Network
Segmentation, and Redundancy of Service. Based on this the CMT (refer to Section 4.3) is constructed describing
the coverage of the architectural components with regards to the mitigation methods.

5.4 Estimate the Impact of the Consequences of Failure Modes

The estimation of the impact values of failure modes for the APS architecture is conducted as follows:

5.4.1 The Failure-Mode-Consequences Table (FMCT). It is constructed for the APS use case considering the entire
communication architecture as a System-of-Systems. The constructed FMCT is depicted in Table 6.

5.4.2 The Component-Criticality-Scores Table (CCST). 1t is constructed as follows:

o Safety and Financial criticality (SC and FC): safety and financial impact scores for each component were
elicited from previously conducted Preliminary Hazard Analysis (PHA) for an APS use case [61].

o The different Operational Criticality (OC) scores, namely, the OOI, I2CF, and I2MF where calculated as
described in Section 4.4. Three architecture views were developed using the ORA software. The OOI metric
for each component is calculated using the combined centrality measures provided by the ORA software
after modeling the entire APS network. The I2CF metric for each component is calculated in a similar
manner, but only the components involved in the control functions (Autonomous, remote, and emergency
control Section 5.1) were modeled. Finally, the I2MF metric for each component is similarly calculated,
but only the components involved in the monitoring functions (Autonomous, remote, and emergency
navigation Section 5.1) were modeled.

o The Information Criticality (IC) scores were estimated based on the communicated stakeholders’ concerns.
A specific requirement has been established to protect passengers’ privacy from tracking and surveillance
[7]. Also, concerns related to the preservation of intellectual property of processes hosted within the ship
components in the Autoferry project [46] have been expressed. The estimation criteria for the IPC and DC
metrics are shown in Table 12. The location information has been deemed to be of no impact (zero value)
because the APS is utilized for passenger transportation in a fixed operational area.

Table 12. IPC and DC estimation criteria

Data Criticality Intellectual Property

(C) Description Criticality (IPC) Description
The component does not store or process The component host processes with no intellectual property
None (0) sensitive passenger data (e.g. GNSS System) None (0) value
Low (0.33) The component only forwards encoded Low (0.33) The component host processes with low intellectual property
ow (0 sensitive passenger data (e.g. network device). ow (0. value (Common proprietary software) (e.g. network devices)
. The component performs the processing of . The component host processes with medium intellectual
Medium (0.66) sensitive passenger data (e.g. video camera). Medium (0.66) property value (Rare proprietary software)(e.g DP system)
. The component stores sensitive passenger data . The component host processes with high intellectual property
High (0.99) (e.g. data historian). High (0.99) value (Innovative proprietary software) (e.g. ANS)

o The Staging Criticality (StC) scores were calculated as follows:
— The ODC scores for each component were calculated by the ORA software after modeling the entire APS
network.
— The OCC scores for each component were calculated using all the previously estimated criticality scores
according to equation 3.

ACM Trans. Priv. Sec.



22« Amro,et al.

5.4.3 The Failure-Mode-Metric Table (FMMT). The FMMT is constructed reflecting the metrics that are needed
to estimate each impact of each failure mode.

5.4.4 Impact Calculation. The final impact values for each failure mode of each component are calculated by
means of equation 4, by utilizing the developed tool.

5.5 ldentify Failure Mechanisms

The identification is conducted by utilizing the approach that identifies the relevant attacks for each component
using attribute matching as described in Section 4.5. Initially, the TDT table is constructed by retrieving the
techniques from the ATT&CK repository. Then the CDT is constructed by consulting the architecture description
in [8]. Future work may attempt to perform automatic construction of the CDT table from a formal architecture
description provided through an architecture description language such as AADL. Nevertheless, in this work, the
CDT is manually constructed in a Comma Separated Value (CSV) format.

5.6 Estimate the Likelihood of Failure Mechanisms

The likelihood for each technique is calculated by means of equation 5, using the available information in the
TDT. The result is added to the TDT in the "CVSS" column (refer to Table 9).

5.7 Evaluate the Risks

Afterwards, the tool calculates the RPN of all attacks relevant to all components using the RPNMI algorithm
described in Section 4.7. Since the impact factors (refer to Section 4.4) are all chosen to be 1, a qualitative rating
of the RPN can be calculated according to the following criteria: low risk rating (0 - 4.86), medium risk rating
(4.87 - 9.72), high risk rating (9.73 - 14.58), and critical risk rating (14.59 - 19.44).

5.8 Propose Risk Reduction Measures

The tool additionally provides the mitigation methods suggested for each technique, based on the FMT table
(refer to Section 4.3). Therefore, the suggested mitigation methods for each failure mechanism were identified and
collected to analyze the most needed mitigation methods to support the effort in the development of a security
architecture for the APS:

6 RESULTS AND EVALUATION

In this section, a summary of the results of the risk assessment process are presented to demonstrate the granular
and comprehensive outcome of the proposed approach. Additionally, we the evaluation of the different elements
of the approach.

After conducting a risk analysis of attacks against 39 different components in the APS architecture, we present
an overview of the highest identified risks across the different failure modes, the most observed failure modes,
failure mechanisms, and required mitigation methods. Concurrently, we discuss the utility of our approach
regarding each outcome and the argued differences compared to other approaches. Then, an evaluation of the
proposed metrics for estimating operational and staging impacts is presented.

Since no considerable difference has been identified in the risk values among the different operational modes,
all the presented results are related to risks specifically identified for three operational modes, namely, OM-AE,
OM-AC, and OM-RC; as they all maintain a unified system state, the risk values are the same among all of them.
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The developed tool and the raw results can be found in our shared GitHub repository?. Additionally, we have
shared the populated tables discussed throughout the paper. These tables were utilized for the risk assessment of
the APS communication architecture.

6.1 Overview

The comprehensive outcome of our proposed approach is demonstrated in Figure 4. The figure depicts the
identified techniques with the highest risks across the different failure modes or tactics. Firstly, the utility of the
inclusion of the different ATT&CK matrices is demonstrated through the identification of different risks from
all of them. For instance, the manipulation of communication is a risk against wireless technology suggested
in the mobile matrix in ATT&CK. In the APS, an expected implementation of the traffic module is an AIS. The
result seems consistent with what is observed in the literature since AIS has been deemed susceptible to spoofing
attacks by several works [12, 33]. However, in our approach, this risk is identified without the need for expert
judgment as it is encoded common knowledge. Similarly, the suggested mitigation methods are drawn from the
encoded common knowledge in ATT&CK and are in alignment with an observed direction for improving the
security of AIS through encryption as suggested by Goudossis and Katsikas [24]. Also, the consideration of 16
failure mode categories improves the risk and countermeasures description. For instance, Auditing is a proposed
countermeasure for the “Modify parameter” technique to impair process control. This granular description of
the threat also suggests another descriptive scope for auditing, which is to include technologies and processes
that allow the investigation of the modification of parameters sent to the DP controller component. Figure 4 also
highlights the logical identification and estimation of risks across the different tactics. For instance, considering
the digital logbook for the collection of information is very reasonable as it is the component with the highest
information criticality: its function is to log and store information from most components, including passenger-
related information. Still, the collection itself constitutes low risk since the collected information is still within the
same component. Then, considering the Backup ANS for exfiltration through other network media is also very
reasonable as it is a more connected component and is expected to include several communication technologies.
Also, exfiltration does constitute a higher risk than collection since it also can affect other components if the
exfiltration includs system credentials. Another example is the risks associated with the Sensor Processing Units
(SPU). These components are proposed to aggregate the different sources of sensor data before forwarding them
to the Autonomous Navigation System (ANS). The estimated risks of targeting this component through the
execution of a modified program as well as denial of service are very reasonable. Since both would inhibit the
monitoring functions of the APS and disable its ability to establish situational awareness which could lead to
hazardous consequences (e.g. collision).

Overall, we argue that no other observed approach in the literature provides such a detailed level of risk
identification, estimation, and proposition of countermeasures that can be utilized from the design stage. Also,
the approach can be conducted in a semi-automated manner based on an updatable source such as ATT&CK,
which results in reduced risk assessment effort.

6.2 Failure Modes

The risks associated with each failure mode have been analyzed. The results suggest that the most critical failure
modes are related to adversaries aiming to inflict an impact, execute malicious software, remotely affect the APS
services and inhibit the response functions of the APS.

Additionally, exfiltration of sensitive passenger information or information with intellectual property as well
as affecting the APS network constitute medium risks. The remaining failure modes constitute only low risks
according to the followed risk management strategy.

2https://github.com/ahmed-amro/APS-Communication_Architecture/tree/master/RPNMI
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Fig. 4. An overview of the identified highest risk techniques for each tactic, their calculated risk, targeted component, and
suggested mitigation method

The risks of some techniques such as Defense Evasion, Credential Access, Discovery, etc. have been estimated
"Low" due to the risk management strategy followed in the estimation of the impact of failure modes which is
captured in the FMCT (refer to Sec 4.4). The strategy considers all the elements of impact as equals; this rendered
the impact of these failure modes as low as they only affect the staging impact element (See Table 6). A different
security-focused risk strategy that increases the value of the staging factor (i.e. StF) in the impact estimation
could have been adopted; such a strategy would generate different results and it is to be expected in future work.

Compared to other works; we argue that our risk assessment methodology provides a granular description of
failure modes. Other methods provide a comparatively less meaningful description of the attackers’ objectives in
the assessed system. For instance, the persistence, command and control, and defense evasion failure modes are
not straightforwardly mapped to the STRIDE threat categories or the CIA objectives. Considering the popularity
of such failure modes in the current threat landscape, a methodology that addresses them is required. Moreover,
the inclusion of failure modes from the different technology domains (i.e. ATT&CK matrices) provides meaningful
context to the failure modes. For instance, the high risk identified due to the remote service effects failure mode
highlights the risks associated with the inclusion of wireless technology while the inhibit response function
highlights risks due to the inclusion of OT for monitoring functions. We argue that this provides an improved
threat communication feature of our approach.

6.3 Failure Mechanisms

The Failure Mechanisms (i.e. techniques) with estimated critical and high risks belong to the "impact" failure
mode. Regarding critical risks, an attacker could severely impact the entire APS and its operational area, possibly
leading to damage and life-threatening hazard against passengers through the ANS and Backup ANS that are
responsible for the navigation functions. Damage could occur through several forms, an example would be similar
to the Polish teen incident in which he derailed the city tram system [56], an attacker controlling the main or
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backup ANS systems could enforce unsafe routes and/or drop the reporting of warnings to the operator to avoid
intervention. Moreover, a surprising risk was identified: the possibility to inflict impact through a defacement
attack. Defacement attacks usually target web applications by modifying the distributed content [42]. A possible
implementation of the control and monitoring functions could be through web services [39, 49]. Therefore,
a defacement technique could manipulate or impair the control and monitoring functions to a severe degree.
Regarding high risks, a group of attacks has been identified, that aim to inflict impact through a group of denial
of service techniques, namely, reflection amplification, direct network flood, service and OS exhalation flood, or
endpoint and network denial of service. Additionally, other attacks could inflict impact through manipulation
of transmitted date, scheduled execution, scripting, and project file infection. Two surprising techniques that
are not common against ships are “Resource Hijacking", and “Remotely Wipe Data Without Authorization".
Resource hijacking is a widely observed technique that attackers carry out to exploit system resources to validate
transactions related to cryptocurrency networks [43]. Such a technique could impair the target system by reducing
its performance, the effect could be amplified if the component is involved in time-critical functions which is the
case for some of the APS components such as the Automatic Navigation System (ANS). Also, adversaries could
Remotely Wipe Data Without Authorization for components involved in the control and monitoring functions;
this attack could be in the form of ransomware. The Mobile Communication Module (MCM) components are
expected to be routers that are not immune against ransomware attacks [47], while the traffic modules are
expected to be Automatic Identification Systems (AIS). Until the time of writing this paper, no ransomware
attack has been found to attack this specific implementation solution but, at the design stage, the implementation
solution is unknown, and therefore, such an attack could be of relevance and therefore should be considered.

Other attacks observed in the maritime domain such as jamming, data encryption for impact (i.e. ransomware),
and exfiltration have been found to have a medium impact. These results were not surprising, for different reasons.
Jamming attacks have been considered since the system concept definition phase in the Autoferry project;
therefore, design solutions were introduced to mitigate their effect through redundant functional components
such as other sensors. Thus, the operational effect of the jamming attack is reduced and this is reflected in the risk
value. Furthermore, network segmentation is one of the mitigation methods against ransomware and exfiltration
attacks. The APS network has been designed with network segmentation for most of the components. This affects
the Detectability value of the risks against them and thus reduces their risk values. We argue that these results
reflect the accuracy of our proposed process.

6.4 Mitigation methods

An outcome of our proposed approach is a list of the most needed mitigation methods, drawn from the sug-
gested mitigation methods by ATT&CK for the identified risks. The mitigation methods against critical risks
include data backup, mechanical protection layers, safety, instrumented systems, network allow lists, out-of-band
communication channels, and redundancy of service. These controls are considered to be prioritized during
the security architecture design. Two special categories of mitigation methods should receive additional focus,
namely, "Mitigation Limited or Not Effective" and "Do Not Mitigate". ATT&CK classifies the mitigation method
for certain techniques as difficult to mitigate since they are based on the abuse of system features; yet, some
of them have proposed suggestions for detection that should be considered in the security architecture design.
The identified techniques with high and medium risks that belong to such category include Resource Hijacking,
Account Access Removal, Automated Exfiltration, Jamming or Denial of Service, and System Shutdown or Reboot.
Therefore, future efforts will be dedicated to suggesting mitigation methods for these techniques in the APS and
integrating them within the security architecture. Moreover, two defense evasion techniques, namely Execution
Guardrails, and Environmental Keying are proposed not to be mitigated, since the mitigation methods could lead
to increasing the risk of compromise.
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6.5 Evaluation for the proposed metrics

In this section, we present the results of the analysis conducted to evaluate the proposed staging and operational
impact metrics. During the discussion in the coming sections, we will utilize the values in Table 13, which depicts
a snapshot from the CCST (Section 4.4) holding the values of the impact metrics for the AEMC, ANS, Backup
ANS, and GNSS components.

Table 13. Snapshot from CCST reflecting the criticality scores of the highlighted components

oC N StC
Op-Mode Component 00T T T2CF OVE sC 1c FC opc | occ
OM-AE, AEMC 0.95 1 0 1 0.49 1 0.88 0.86
OM-AC, ANS 1 0.27 1 1 0.82 1 0.77 0.95
and Backup ANS 0.99 0.074 0.99 1 0.82 1 1 0.95
OM-RC GNSS IMU 0.45 0 0.56 1 0.16 1 0.11 0.65

6.5.1 The granularity of operational impact estimation. In this section, we highlight the results of our proposed
application of the different operational criticality metrics, namely the Overall Operational Impact (OOI), Impact to
the Control Functions (12CF), and Impact to the Monitoring Functions (I2MF) (refer to Section 4.4). To demonstrate
the effect of the application of these metrics on the risk estimation, Table 14 depicts the utilized metrics in the
calculation of the impact score for three different failure modes against the ANS and AEMC components.
According to Table 6 The "Impair Process Control" failure mode has positive SF, FF, and OF, which means that it
is only expected to cause incidents with safety, financial and operational impacts. The safety criticality (SC), and
financial criticality (FC) are all estimated using the same metrics for the three failure modes. The operational
criticality (OC) on the other hand, can be estimated using either the OOI or the I2CF. Considering the two
components, the impact of this failure mode when using the OOl metric has a negligible difference: 2.95, and 3
for the AEMC and the ANS respectively. But, when using the I2CF the difference is noticeable: 3 and 2.27 for the
AEMC and the ANS respectively. Since the AEMC is heavily involved in the control functions while the ANS has
less involvement, we argue that the I2CF metric reflects a more reasonable estimate of the operational impact
than the OOI metric for this failure mode and similar ones involved in the control functions. The other failure
mode, namely the "Manipulation of View", has positive SC, FF, OC, and StC, meaning it can cause incidents with
safety, financial, operational, and staging impacts. The OC metric can be estimated using either the OOI or the
I2MF metrics. The difference in the impact values is negligible when using the OOI metric: 3.84, and 3.78 for the
AEMC and the ANS respectively. But, when using the I2MF metric, the difference is noticeable: 2.89, and 3.78 for
the AEMC and the ANS respectively. Since the ANS is heavily involved in the monitoring functions while the
AEMC has much less involvement, we argue that the I2MF metric accounts for a more reasonable estimate of
the operational impact than the OOI metric for this failure mode and similar ones involved in the monitoring
functions. Finally, the "Resource Hijacking" failure mode could impact the entire system functions certainly
not only the control and monitoring functions. Considering that ANS and AEMC are centralized components
involved in several functions other than monitoring and control and both have very similar combined centrality
measures (0.95 and 1 for the AEMC and ANS respectively), the OOI metric captures a reasonable estimate of the
operational impact for this failure mode should it occur for any of these components.

The majority of observed risk assessment methods are qualitative as they utilize expert judgment for the
estimation of the operational impact. This increases the required effort for conducting risk assessment and
subjugates the assessment to bias. However, our proposed metrics reduce these shortcomings by relying on a
graph-based model of the system for providing a more granular quantitative estimate of the operational impact.

6.5.2 The granularity of staging impact estimation. As discussed in Section 4.4, the staging impact element
estimates the ability of the attacker to stage future attacks which are mainly influenced by the position and
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Table 14. Estimation of failure mode impact using different OC metrics

. . oC StC
Failure Mode OC Metric | Componet oot ToCF OVE SC | IC | FC obC Impact Value
001 0.950538225 - 2.950538225
Impair Process 12CF AEMC - 1 ~ R 3
Control 001 1 - 3
12CF ANS - 0.272978267 2.272978267
OO0l 0.950538225 - 0.8888889 3.839427125
Manipulation of View ZME AME - 0 ' ) ' - 28888889
P OO0l ANS 1 B - 0.7777778 3.7777778
12MF - 1 - 3. 8
Resource Hiiackin, [e]0)8 AEMC 0.950538225 ~ 0.8888889 3.839427125
Jacking S ANS T 0. 5 3. 8

criticality of the attacked component in the system network. Table 15 shows the estimates of the impact value of
the group of failure modes that do not have any other impact than the staging impact. Also, an example of a
failure mechanism for each failure mode is presented. The Backup ANS component is among the most connected
components in the network, having the highest Outbound Degree Centrality (ODC) measure. This provides
attackers with several options for traversing the network for staging other attacks. Moreover, it is a critical
component, having among the highest Overall Component Criticality (OCC): Failing to eliminate persistence,
defense evasion and privilege escalation failure modes on this specific component could initiate critical future
risks, thus the staging impact is higher. On the other hand, the GNSS IMU system is much less connected and
has among the lowest ODC. This limits the attacker’s ability to traverse the network. Also, its OCC measure
is estimated to be less than that of the Backup ANS, as it is less involved in the overall operations and hosts
less critical information. Therefore, its staging impact estimates for the failure mechanisms shown in Table 15
are also less. The results suggest that the ODC and OCC metric provides reasonable estimates of the proposed
staging impact.

We argue that other risk assessment methods observed in the literature might overlook the impact of certain
failure mechanisms in ATT&CK. For instance, using the legitimate VNC software for lateral movement is not
expected to have any safety, financial, privacy, or operational impact on the target component, nor does it inflict
an immediate impact on confidentiality, integrity, or availability. However, it aids attackers during the staging of
cyber attacks and our approach provides a granular estimation of the impact of such activities. We argue that
this impact element is of critical value to the cybersecurity posture as it aids the identification of the most critical
risks related to the ability of adversaries to stage attacks.

Table 15. Estimation of failure modes impact using the StC metrics

Backup ANS GNSS IMU
M::lllle:iesm Description Fl\jlltl)‘;r: MSet t(r: i oC ‘ sC ‘ 1C ‘ FC | Impact Value | Impact Value
c Attackers may use this remote access software Lateral
VN to access other components in the network Movement
Attackers may communicate using DNS Command
DNS protocol to avoid detection and Control ope 1 0-111
Drive-by Attackers may obtain initial access using Initial -
Compromise a downloaded malicious payload (e.g. driver) Access
ARP Cache Attackers may use this technique to collect Credential
Poisoning and/or relay data such as credential Access
Remote System Attackers may discover connected systems in the .
Discover network Discovery
y
Valid Attackers may create new accounts or use o
Accounts existing ones to keep a foothold in the network Persistance
Obfuscated Files | Attackers may alter files in a manner to make them Defense oce 0.956 0.654
or Information hard to discover Evasion
. Attackers may exploit this scheduling tool to run a Privilege
At (Linux) . L ; :
process using the privilege of a specified account Escalation
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LIMITATIONS, DISCUSSION AND FUTURE WORK

Below, limitations in the proposed approach are discussed with possible improvements to be addressed in future
work:

7.1

e Traditional FMECA only enables the identification of single failure modes [16]. Nevertheless, the rela-
tionships between different failure modes are communicated through the kill chain concept embedded in
ATT&CK. The latest version of ATT&CK provides detailed information regarding software (i.e. malware)
and threat groups employing the different tactics and techniques. Specifically, 638 software and 129 threat
groups are present in the enterprise and mobile matrices in addition to 19 software and 9 groups in the
ICS matrix. This information is expected to be utilized as models for propagating threats in the system
under analysis. Additionally, the expected paths (i.e. links) in the network utilizing graph theory are also
planned to be employed to achieve comprehensive coverage of threat propagation paths. However, the
correlation between the different ATT&CK techniques across the different kill chain phases in addition to
the suitable methods for estimating the collective likelihood and impact values are yet unresolved issues.
Therefore, future work will focus on the correlation between attacks, causing different failure modes to
generate attack scenarios composed of coherent steps similar to the concept of attack trees.

o The Checklist risk identification approach is said to lack the ability to identify new attacks [16]. We argue
that the comprehensive nature of the tactics and techniques in ATT&CK reduces the effect of this limitation.

e Some components might be covered by multiple mitigation methods. In this paper, for simplicity, the
detectability value is estimated based on whether a component is covered by (at least) one mitigation
method or not. Future work can investigate how this value is affected when multiple mitigation methods
contribute to the coverage.

e We relied on the literature for choosing the ODC to estimate the staging impact. Nevertheless, we have
considered other centrality measures, such as the Authority Centrality to estimate the staging impact.
However, it is outside the scope of this paper to compare the utility of different centrality measures. In
future work, a comparative study could be conducted to do so.

e The mapping between failure mode and consequence reflected in the FMCT (refer to Section 4.4) is
constructed after manual analysis of the description of each failure mode in ATT&CK as such, it is subject
to bias and therefore should be reconstructed for other use cases with considerations for reducing biased
judgment. The IEC 31010 standard [16] provides guidelines for eliciting stakeholders’ and experts’ views
while reducing bias.

e The ODC metric in the staging impact estimation may overlook the fact that in some attacks, the attacker
only requires a single point of access to stage future attacks (Low ODC value). However, we argue that the
higher the possible points of access from a component to other components, the higher the impact value
contributing to the risk.

o The proposed metrics for estimating safety and financial impacts require a prior PHA/HAZOP or similar
analysis. Future work may attempt to provide more granular quantitative estimates induced from the
architecture description.

o A comparative analysis of our proposed approach is suggested for future work. This includes the engagement
of independent experts to isolate and prevent biases introduced by the authors, as well as considering
several use cases that could help quantify performance limitations across the various methods.

Approach Adaptability

Our proposed approach can be applied in different CPS use cases. Also, it is capable of assessing new risks
matching the up-to-date threat landscape due to its reliance on the ATT&CK framework. Figure 5 depicts a
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flowchart for applying the approach at different periods of time, in different use cases, or when the same use case
is updated or modified.

When the approach is to be applied against a different system or a modified version of the same system. The
system components are classified according to the criteria in Table 2. If some components cannot be classified
(e.g. docker containers), the risks associated with them will not be assessed. Then, the relevant failure modes
from Table 3 are identified. Then, the CMT is updated to map the relationships between the existing controls
and the system components. However, the controls are limited to those in the ATT&CK framework. Therefore,
use cases with some controls that do not exist in the ATT&CK framework (e.g. Email Protection) will suffer
inaccurate results. Afterward, the FMCT is updated to map the relationships between the failure modes and
the consequences according to the defined impact model. Consequently, the FMMT is updated to define the
required metrics for the entries in the FMCT. After that, the CCST is updated to specify the criticality values of
the components in the system. This is done by estimating the safety, financial, operational, information, and
staging criticality metrics using their appropriate approaches discussed in Section 4.4.2. Later, the CDT is updated
with the components properties, namely, classification, type, platform, mobile type, and technologies. Then, the
risk threshold needs to be defined.

When the a new version or an update to ATT&CK is released. This can be done by updating the TDT by
fetching the techniques’ information from the ATT&CK online repository and update their CVSS metrics. Then,
updating the FMT by fetching the information of the techniques’ mitigation methods from the online repository
and updating the effectiveness estimation. Later, the FMCT is updated after identifying the new failure modes
and defining their expected consequences according to the defined impact model. Consequently, the FMMT is
updated to define the required metrics for the new entries in the FMCT.

When attacks techniques and defenses evolve effecting the CVSS or effectiveness estimations in the TDT or
CMT respectively. For instance, a new released exploit for an attack technique with different attack complexity.
This changes the respective CVSS score of that attack.

Finally, when all the aforementioned conditions are considered and processed, the RPNMI algorithm can be
launched to generate updated results.

8 CONCLUSION

A semi-quantitative risk assessment approach is proposed in this paper following a Failure Modes Effects and
Criticality Analysis (FMECA) and utilizing the ATT&CK framework. This approach provides a comprehensive risk
assessment while reducing the need for expert judgment. Additionally, the approach addresses the heterogeneous
nature of CPSs and provides attack descriptions that are relevant for different categories of components. Further,
the approach, in addition to.identifying the required mitigation methods, can identify areas of concern which the
system under analysis can be susceptible to and only limited mitigation methods are yet available. Moreover, the
approach allows for the updatability of the risk values through updating input values to reflect the current threat
landscape.

The proposed impact estimation metrics are demonstrated to provide a reasonable estimate of the different
impact elements, namely operational, information criticality, and security-related impact. Additional efforts are
required to provide metrics that are capable of estimating safety and financial impacts.

The approach has been evaluated through a tool implementing the RPN Calculation and mitigation identification
(RPNMI) algorithm. The tool has been used for conducting a risk assessment for the APS. The results reflect
the comprehensive and granular nature of the results as they provided a detailed description of the risks and
suggested countermeasures. This provides useful suggestions to be included in later efforts for the development
of a relevant security architecture.
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Fig. 5. The procedure for applying the approach in different or updated systems and at different periods of times

Future efforts are needed to address the propagation of threats, improve safety and financial impact estimation,
and the estimation of countermeasure effectiveness. Moreover, future applications of the approach are discussed,
including the development of threat-informed security architectures, residual risk estimation, and supporting
adversary emulation for security evaluation.

Regarding the APS, the need for data backup, network allow list, out-of-band communication channels, and
redundancy of service have been identified to have the highest priority for integration within the security
architecture. Moreover, the results suggest that additional work is needed to provide mitigation methods against
certain threats, such as resource hijacking, account access removal, jamming, and denial of service.
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