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Reverse engineering of file systems is indispensable for tool testing, accurate evidence ac-
quisition, and correct interpretation of data structures by law enforcement in criminal inves-
tigations. This position paper examines emerging techno-legal challenges from the practice
of reverse engineering for law enforcement purposes. We demonstrate that this new context
creates uncertainties about the legality of tools and methods used for evidence acquisition
and the compliance of law enforcement with obligations to protect intellectual property and
confidential information. Further identified are gaps between legal provisions and practice
related to disclosure and peer-review of sensitive digital forensic methodology, trade se-
crets in investigations, and governmental vulnerability disclosure. It is demonstrated that
reverse engineering of file systems is insufficiently addressed by legislators, which results
in a lack of file system interpretation and validation information for law enforcement and
their dependence on tools. Outlined are recommendations for further developments of dig-
ital forensic regulation.
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1. Introduction

facilitating or furthering the reconstruction of events found to
be criminal“ [23]. Ergo, sufficient understanding of those digi-
tal sources and their underlying functionalities are crucial to

In the context of criminal investigation digital forensics is de-
fined as “the use of scientifically derived and proven methods
towards the preservation, collection, validation, identification,
analysis, interpretation, documentation and presentation of
digital evidence derived from digital sources for the purpose of

* Corresponding author.

capture, organize, and further interpret in order to derive in-
ferences of user activities and digital evidence. File systems
(FS) are one of the richest sources of user's activity, poten-
tially keeping track of every file created, modified, copied or
deleted during the entire life span of the device. Many file sys-
tems are proprietary, patented or a combination of open and
closed source. Every update or improvement by the FS ven-
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dor could result in inaccuracy of the digital forensic (DF) tools
and an inability to interpret the FS structures by both tools
and examiners. Therefore, reverse engineering (RE) is neces-
sary for law enforcement agencies (LEA) to understand new
FS systems and / or changes in existing data structures and
also to determine tool limitations. While most of the efforts
in reverse engineering are focused on code research, this pa-
per examines the importance of reverse data engineering for
data structures and organization analysis within file systems.
This is an indispensable part of the forensic examination of
file systems for evidence acquisition [43].

Reverse engineering of closed source file systems is nec-
essary because the vendor documentation is either missing,
treated as a trade secret, or is not sufficient for law enforce-
ment needs.

1.1. Research questions

« Why LEAs need to perform Reverse Engineering and what
are the current and future challenges of reverse engineer-
ing?

« How will reverse engineering of file systems impact the
protection of intellectual property, personal data or secu-
rity of vendors and third parties?

« How LEAs handle copyrighted material and security flaws
in the underlying data structures?

These research questions are important as currently there
is little information on how law enforcement handle copy-
righted material. What are, if any, their obligations to report
security flaws? How are methods and tools for investigation
used and where in the current legal framework law enforce-
ment are facing challenges? Can investigation methods be dis-
closed in trial without causing damage to different stake hold-
ers unrelated to the investigation?

1.2.  Definition and RE methods

The use of reverse engineering techniques is permissible in
order to determine the ideas and principles that underlie the
functional elements of the software. This is usually done by
examining its external inputs and outputs or testing the pro-
gram/tool for errors and security flaws. Reverse engineering is
defined as a “process of analyzing a subject system to iden-
tify the system’s components and their interrelationships“
[16, p. 15].The purpose of it is not replication of a program, but
examination of its code, performance, or activity traces. [22]
This definition, however, requires a more detailed descrip-
tion of how reverse engineering is actually performed in re-
spect to file systems. The file system is not software, but rather
a set of logical structures, which are stored on virtual or phys-
ical storage and are largely independent of the operating sys-
tem. The file system driver handles the storage and retrieval
of files and directories. The file system is similar to a database
management system rather than particular database content.
Therefore, the provisions for reverse engineering of programs
do not apply and, as a logical schema, and not as an instance
of a database, file systems are not copyright protected per se.
However, they can be protected as software-related inventions
and are subject to trade secret, patents and licensing [51]. On

the other hand, they are very valuable for both criminals and
law enforcement, because file systems contain records with
timestamps of files created or modified on a computer during
its life span [14], thus they are a silent witness of most digi-
tal activities. Many vendors‘ efforts are dedicated to ensuring
robust security of this data. As already observed, when digi-
tal investigators are dealing with new, unknown data struc-
tures in the file system, they need to reverse engineer or by-
pass security settings in order to gain access to the file system
and to understand its structures. A known technique in mo-
bile forensics is the use of chip off, but it is obsolete due to
encryption [35], and therefore other techniques need to be ex-
ploited. This may expose copyrighted data or security flaws in
systems.

In a digital forensic context, reverse engineering includes
three main methods of analysis black-box testing, static-code
analysis, and runtime analysis [1]. Commonly used are dis-
assemblers, debuggers, file formats, system architectures, de-
compilers and low level code [1, p. 267] [4]

Black-box testing is based on sending known data or ac-
tions to a system (or part thereof), having the system perform
its (perhaps undocumented) function, and then assessing the
outcome by viewing the results [1, p. 267]. When performing
file system reverse engineering we attempt to understand un-
documented metadata structures. For example, creating a file
is the input action (the known data), the file system driver
uses hardware/software (the black box) to create the file, and
the relevant outputs are the metadata structures and the file
content as it is saved in the file system. File system metadata
is any information that describes the files and directories in
the file system [11]. Examples of metadata are file size, owner,
timestamps, the file content on-disk location, etc.

Static-code analysis is used to scrutinize the executable
code (machine code) or the source code* in order to under-
stand the logic of the program function (what the function is
meant to do) [1, p. 268]. We continue with the previous exam-
ple; we are trying to identify and understand the logic of the
program used by the driver to create the file. We use a special
tool (disassembler) to convert object code into a more under-
standable language—assembly language—and we attempt to
identify the driver’s logic and functionality.

Runtime analysis is the examination of executable code
(machine code) by observing the instructions as the program
executes, normally using special software called debuggers,
or tools that register which files have been accessed, or moni-
tor network activity [4]. The debugger also converts the object
code into more understandable assembly language.

There are several issues with RE techniques when used
for forensic tasks in investigation. Black-box testing is a RE
method which does not infringe intellectual property rights
(IPRs), but requires experiments to be scientifically validated.
The other methods may reveal IPR protected information
since they are studying the source and object code of the FS
driver functionality (looking inside the black box). Although
existing decompilers can convert object code to source code

4 The source code is not available in closed source file system,
and it is arguable if assessing original source code can be consid-
ered reverse engineering
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Fig. 2 - Overview of the impact of reverse engineering for law enforcement purposes.

they may not be accurate [28, p. 129] and do not interpret the
intended purpose of structures for evidence purposes.

Most file systems used by Macintosh, Windows, etc. are
proprietary and protected by copyright, patent or trade secret
laws. Microsoft’s exFAT file system is a patent-protected file
system [72], while older file systems such as NTFS are copy-
righted and mainly undocumented by Microsoft. When a file
system is protected by patents, then the specifications need
to be added to the patent application® [70] meaning that some
metadata structures will be published by the vendor leading to
a decreased need for reverse engineering. Unfortunately, even
if parts of a file system are protected by patents, not all struc-
tures are documented. A file system may be updated after the
patent application and therefore the specifications may not be
correct or complete. These undocumented structures may be
relevant to the criminal investigation and require reverse en-
gineering. The documentation given by the FS vendor needs

> 35 U.S. Code §154, a-4: “A copy of the specification and drawing
shall be annexed to the patent and be a part of such patent.”

to be tested for its accuracy, which also requires reverse engi-
neering.

1.3. Organisation of this paper

In Section 1 we have introduced the reader to reverse en-
gineering of file systems, and the impact reverse engineer-
ing may have on revealing trade secrets, intellectual property
rights, and security flaws. A brief description of the method
used is given in Section 2. In Section 3 we provide the litera-
ture review of digital forensic studies in reverse engineering
and legislative frameworks. Section 4 discusses the findings
related to the research questions. In Section 5 we identify ad-
ditional emerging challenges, while in Section 6 we describe
the recommendations related to the research questions and
further work.

2. Method and assumptions

This paper is a multidisciplinary literature review conducted
by legal scholars, law-enforcement, and digital forensics spe-
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cialists, with the objective being to identify gaps between legal
provisions and current digital forensic practices. The assump-
tion is made that reverse engineering is a necessity in the de-
scribed scenarios and many law enforcement agencies rely on
the results of reverse engineering methods, which require le-
gal evaluation. The interdisciplinary nature of the paper re-
quires a level of abstraction of potential legal issues. Since
both IPRs and criminal procedure are under national legis-
lation, with limited international standardization, the paper
doesn’t examine concrete jurisdictions. Instead it aims at rais-
ing high-level, legal-technical problems.

3. Literature review
3.1. Digital forensics research

Sanger [64] describe that current Juris Doctor (JD) curricula do
not contain education in forensic sciences, which they pro-
pose should be mandatory in legal education. The lawyers,
judges, and prosecutors must have sufficient knowledge on
scientific validity of digital forensic methodology and the reli-
ability of the digital evidence. Otherwise, they will not be able
to perform the legal evaluation of the evidence, or to decide
which investigation methods or trade secrets could be dis-
closed publicly in trial and which need to be examined under
non-disclosure agreements.

Twelve years ago Garfinkel [37] predicted that the lack of
standards in the extraction of information from cell phones,
video game consoles, telecommunications equipment, etc
would become a major challenge. The techniques used to pro-
tect intellectual property make these systems more difficult to
acquire and analyse. He describes that many law enforcement
resources are used for reverse engineering without following a
standard set of procedures. Le Khac et al. [49] describe vehicle
forensics and address the challenge that obtaining proprietary
information about the vehicle may be impossible due to intel-
lectual property protection, and sharing information of dis-
covered vulnerabilities can be used to compromise the safety
of the vehicles. Further they describe tools, such as iVe [54],
which are able to extract physical or logical data using the ODB
II port (On-Board Diagnostic port) [75], but it is uncertain how
this proprietary extraction is performed. They may use the in-
fotainment system to gather the data, or they may analyse the
QNX or VxWorks file systems. They also found that there was
no forensic tool available to extract information from immobi-
lizers or other electronic control units (ECUs), and they relied
on using the third party diagnostic tool VCDS [62] to gather in-
formation from a 2012 VW Golf. Since it is necessary to turn on
the car in order to use the VCDS tool to gather all information,
important GPS location information is overwritten.

Currently, most cell phone reverse engineering is per-
formed by DF researchers and/or commercial digital forensic
tool providers. The DF practitioners in law enforcement de-
pend on these digital forensic tools [36]. The detailed method-
ologies implemented are hidden as trade secrets within closed
source tools. Adams [3] summarizes US case law to examine
the legal issues which arise from digital forensic tool devel-
opment. He argues that it is desirable for “forensic tools to
be designed to avoid having them used in ways that exceed

the scope of their authorization” considering their negative ef-
fects on privacy and security. Polanski [58] analysed whether
reverse engineering is permissible under EU law. He posits that
any computer program is protected as a literary work, and it
is the high level source code and the object code that is pro-
tected. The graphical user interface and file formats can also
be protected, but the functionality, ideas or principles of a pro-
gram are not protected by copyright law. He also describes that
observation of a legally acquired program in order to under-
stand the ideas and principles utilized by the program is al-
lowed, and that reverse engineering cannot be limited by a
contract either.

3.2.  Comparison of legislative frameworks in relation to
reverse engineering

3.2.1. EU vs US copyright law

In the European Union, according to Art. 5 (3) of Directive
2009/24/EC (Software Directive) [31] “a person having a right
to use a copy of a computer program shall be entitled, with-
out the authorisation of the right-holder, to observe, study or
test the functioning of the program in order to determine the
ideas and principles which underlay any element of the pro-
gram if he does so while performing any of the acts of load-
ing, displaying, running, transmitting or storing the program
which he is entitled to do”. In addition, European laws support
interoperability between computer systems and software, and
some proprietary software components could be reverse engi-
neered in order to enable other or open-source services. This
was common practice by the development of the NTFS driver
for Linux [45, p. 16]. Also, interface specifications are consid-
ered not protected by copyright in Europe. Art. 6 of the Soft-
ware Direcrive defines decompilation® as a legally-compliant
practice “where reproduction of the code and translation of its
form [...] are indispensable to obtain the information neces-
sary to achieve the interoperability of an independently cre-
ated computer program with other programs”. However, the
Directive does not address disassembling’ as a separate issue.

In USA, software protection laws introduce some broad re-
quirements on reverse engineering such as the need for au-
thorisation (copy of the software must be legally obtained or
the copyright owner must permit the reversing) and lawful-
ness (only according to the exemptions provided by law) [60].
In addition, the tools used must be legal and source code re-
production and further use of implementation details are pro-
hibited.

The Digital Millenium Copyright act (DCMA) includes ex-
ception for lawfully authorised law enforcement, intelligence,
and national security purposes, for making software interop-
erable, and for encryption and computer security research un-
der certain conditions [60].

3.2.2. Patent law
A software patent does not protect source code, but rather
the functionality embedded in it. Kumar and Kumar [48] de-

6 The process of converting a binary program to readable high
level source code.

7 Similar to decompilation, but convert to an assembly code
which is lower than the normal source code.
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scribe that a governmental authority awards exclusive rights
(patent) for a fixed number of years to the individual who first
discloses the invention. The patent is an intellectual property
right in exchange for full disclosure of the invention. Under
the agreement on Trade-Related Aspects of Intellectual Prop-
erty Rights (TRIPS), signatory countries are obliged to make
patents available for any technological invention. Important
issues for software patents are where the boundary of what
is patentable lies, and whether software patents discourage
invention. They compare UK and US legislation and conclude
that it is unclear what software categories are patentable. A
patent emphasizing hardware rather than software is more
likely to be patentable. When it comes to India and China soft-
ware will need to be implemented in hardware or presented
in material form in order to be considered patentable. The UK,
India and China all require a technological application, while
the US requires usefulness. The authors [48] describe that
software is protected as works of literature, and patentable
as a technical invention. Copyright protection does not pro-
tect ideas, while patents do. They are concerned that the
monopoly effect of patents may block progress and new in-
ventions. Moreover, technological inventions are often a com-
bination of one or more patents and other non disclosed tech-
nologies, which may still require reverse engineering of the
system.

3.2.3. Trade secrets law

European Directive 2016/943/EU [32] requires all countries to
implement measures to protect trade secrets and to set obli-
gations for law enforcement to protect confidential informa-
tion during legal proceedings (Art. 9 in conjunction with Rec.
18).

By contrast, according to US Trade Secret Law, an individual
shall not be held criminally or civilly liable under any Federal
or State trade secret law for the disclosure of a trade secret
that-(A) is made -(i) in confidence to a Federal, State, or local
government official, either directly or indirectly, or to an attor-
ney; and (ii) solely for the purpose of reporting or investigating
a suspected violation of law; or (B) is made in a complaint or
other document filed in a lawsuit or other proceeding, if such
filing is made under seal.” [71]

4. Discussion
4.1.  Technical challenges with reverse engineering in
investigations

Although the legal provisions for interoperability and testabil-
ity of software generally allow for reverse engineering, laws in
the US and Europe are broadly written and do not take existing
methods into account, or sufficiently address new application
of reverse engineering for digital forensics and evidence ac-
quisition purposes. Further we argue that LEAs depend on sys-
tem vendors and DF tool vendors. In order to overcome those
dependencies LEAs must rely on reverse engineering. We ar-
gue, that current legislation does not reflect the full complex-
ity of this new context, or the legality of different methods and
tools used.

4.1.1. Interpretation challenges

Horsman argues that “tools for parsing of a file system may
focus on displaying file and folder content to a user and inac-
curately interpret file system metadata possibly due to insuf-
ficient testing” [44]. Reverse engineering of file systems is used
to understand metadata structures, and can be used to:

« Discover malicious activity
» Understand and interpret the data structure
* Recover user data

Alternate Data Streams (ADS) in the NTFS file system are
known to be exploited to hide malicious content. The tech-
nique of using tools that identify ADS have already been
peer reviewed and published in the Digital Forensic commu-
nity [10]. Even though not explicitly mentioned, since ADS was
undocumented, the authors of tools supporting ADS had to
initially perform reverse engineering or build on previous re-
verse engineering efforts.

Since file systems consist of metadata structures describ-
ing the file system and the files and directories it contains,
previous research has tried to interpret these undocumented
structures within closed source file systems by using reverse
engineering [40,41].

4.1.2.  Peer review challenges

There are no universally recognized standards for evaluat-
ing the reliability of digital evidence. However most countries
have requirements for scientific validation of digital foren-
sic findings. For example, the UK has complex reliability re-
quirements, exclusionary rules, and follow ISO accreditation
[27,66]. Others, such as Germany rely on formal accreditation
and court-appointed experts [12]. In Norway, due to the early
involvement of the court in the case, the judge has full dis-
cretion on the mandate and evaluation of the expert evidence
where, for digital forensics, no formal requirements or quality
controls are established [63]. The US Supreme Court formu-
lated the Daubert standard® that requires the forensic theory
or technique to be tested, peer-reviewed, generally accepted
in the scientific community, and having known error rates.
Some reverse engineering of file systems techniques and the
techniques of using metadata structures to recover files are
published and peer-reviewed digital forensic methodologies.
[41,56,57] However, such RE techniques do not fully meet the
Daubert standard for scientific validity in court since the RE
methods are often not tested and no error rate is known.

In a similar vein, if LEA develop methodology to interpret
file systems (in relation to a criminal case), that are unknown
or unsupported by existing DF tools, it is a form of applied re-
search and the methods used must be peer-reviewed in or-
der to be validated and reused by others. Publishing of tech-
niques in scientific journals is the preferred method to do

8 Daubert v. Merrell Dow Pharmaceuticals, Inc., 509 U.S. 579, 1993.
The Daubert criteria was further elaborated in General Electric Co.
v. Joiner 522 U.S. 136 (1997), and Kumho Tire Co. v. Carmichaet 526
U.S. 137 (1999). Althought Daubert standard is jurisdiction-specific,
it had a significant impact in the digital forensics domain and is
considered a de facto standard.
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so. However, public disclosure may create serious disadvan-
tages. Firstly, criminals may misuse this information to break
into systems, or to avoid prosecution by utilising anti-forensic
techniques based on information found in these publications.
LEA might need to protect their methods by keeping them
confidential and reuse them in further investigations. If the
LEA method describes weaknesses in the file system, vendors
might update in order to prevent RE by others. Internal valida-
tion might lack impartiality or competence, while no valida-
tion can introduce inaccuracies in all investigations where the
technique is subsequently used. Currently, there are no com-
munication channels or independent bodies where applied re-
search performed by LEA can be peer-reviewed for scientific
validity and disseminated among LEAs without public disclo-
sure.

4.1.3. Method and tools challenges

Understanding the inner workings of a closed source file
system is a time consuming process for digital forensic re-
search [67], and it is difficult to prove that the interpretation of
the file system structures are complete and accurate. It should
be stressed that the metadata structures identified from file
system reverse engineering may not be exactly what exist on
disk [14, p. 199]. In order to acquire digital evidence, LEAs must
be able to test if the DF tool correctly interprets the file system,
and in the case of errors and uncertainties to validate the re-
sults with reverse engineering techniques.

Numerous skills are required to perform reverse engineer-
ing of file systems including interpretation of hexadecimal
and C structures, debugging, assembly, programming, knowl-
edge of existing file system structure, performing reliable ex-
periments, hypothesis testing, etc.

These limitations in the forensic tools and the lack of RE
knowledge by the examiner could result in loss of evidence
for the investigation. For instance, Microsoft's Resilient file
system released with Windows 8 and Windows Server 2012
has a completely different storage engine than previous Mi-
crosoft file systems. It can manage vast amounts of data and
has improved security and data integrity capabilities which
reportedly limits the current forensic tools’ ability to interpret
it [56]. Apple implemented the new APFS file system in 2017,
and at the time of release digital forensic tools had no support
for APFS. The missing APFS support had a serious impact on
criminal cases that included devices using the APFS file sys-
tem, meaning many iOS and MacOS devices could not be in-
vestigated [41]. Current digital forensic tools do not support
vehicle file systems such as QNX or VxWorks [49]. In the ab-
sence of protocols to track vendors‘ changes in system design,
forensic examiners rely on reverse engineering or manual in-
spection of low-level processes in order to investigate the data,
detect running malware, interpret underlying data structures
for data recovery, or to create / improve forensic tools.

4.2. Legal challenges with reverse engineering for law
enforcement purposes

Computer systems are a mixture of copyrights, patents, li-
censes, and freely accessible code. Reverse engineering of data
structures is not regulated specifically for the purpose of dig-
ital evidence acquisition and analysis, but has implications

with respect to intellectual property, trade secrets, system se-
curity, and data protection.

4.2.1. Intellectual property challenges

In the EU the source and object code of an original computer
program are protected as literary work. [31, Art. 1] Software
copyright is mostly restricted to direct reproduction of the
source or object code. Art. 1 (2) of the Software directive must
be interpreted that it does not provide protection in cases of
non-literal infringements [55, ch 9 para 9.4]. Such infringe-
ments occur when the logic, structures or data formats of a
software are reproduced. In this respect, the Court of Justice
of the European union (CJEU) gave a landmark decision in
the SAS case [17]. The court declared that logic, algorithms,
programming languages and data formats are not protected
by copyright. In a further judgement, the court also stated
that under Art. 5 (1) of the Software Directive, the lawful pur-
chaser of a program can decompile it in order to correct errors
in its operations without the authorisation of the copyright
holder [19]. Consequently, black-box testing does not impose
a threat to intellectual property rights and trade secrets, be-
cause the forensic testing is performed without directly look-
ing at source or object code. It is lawful and cannot be limited
by a contractor licence agreement [58]. However, black-box RE
mightintroduce inaccuracies and questions about the reliabil-
ity of this method. For static-code and runtime analysis inves-
tigators must work with debuggers, decompilers, or disassem-
blers and use information from previous reverse engineering
of the file system or similar open source work. Some of those
RE methods may reveal IPR protected information since they
study the source and object code of the FS driver functionality.
Others may fall under the exemption of Art. 5 (3) the Software
Directive as they aim to observe and study logical metadata
structures and does not reproduce the source code.

Another possibility for law enforcement to lawfully per-
form reverse engineering is under the interoperability exemp-
tion. Art. 6 in conjunction with Rec. 15 of the Software Direc-
tive [31] permits the use of reverse engineering e.g. studying
file systems in order to create interoperable DF tools or to vali-
date the accuracy of existing ones. CJEU considered the refusal
of Microsoft to provide sufficient interoperability information
regarding its operating system a violation of competition and
antitrust laws. The court held that Microsoft had a special re-
sponsibility to supply and authorize the use of interoperabil-
ity information to others in order to achieve a high degree of
interoperability that the circumstances required and not to
hinder effective and undistorted competition in the Common
Market [18]. Since then, Microsoft has published a substantial
amount of information pertaining to protocols, APIs, etc. to
enable the development of compatible software by third par-
ties [53]. Moreover, the Software Directive limits contractual
restrictions on reverse engineering to the extent decompiling
is concerned [65]. The legal protection of interoperability is
of relevance for developing and testing digital forensic tools
by law enforcement because more information about closed
source file system will become available to support develop-
ment of alternative open source file system drivers. However,
there is a difference between reverse engineering for interop-
erability and reverse engineering for investigative purposes
since the former is focusing on creating a full implementa-
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tion of the file system on an unsupported platform, while the
latter is focusing on understanding the meaning of metadata
structures mainly related to files. Arguably, information pro-
vided by vendors for interoperability is insufficient and does
not meet the LEA’s need for correct data interpretation. In the
absence of legal provisions to compel software vendors to pro-
vide such information for law enforcement purposes, reverse
engineering remains the only possible solution, although very
burdensome and not always fully accurate.

In US perspective similar exceptions are found in copy-
right law. 17 U.S. Code §1201 (e) provides immunity for law
enforcement authority who are lawfully authorized to circum-
vent technology means for copyright protection, including for
the purpose of identifying and addressing security vulnerabil-
ities and 17 U.S. Code §1201 (f) codifies an interoperability ex-
emption [60]. However, a recent judgement in Oracle v. Google
extended copyright protection to Java declaring code, which is
considered an aberration of the global consensus for interop-
erability [34].

Even when reverse engineering for law enforcement is per-
missible under EU and US law, some questions remain unad-
dressed by the legislator e.g. law enforcement obligations in
relation to disclosure of RE results to the defence, discovered
sensitive or confidential data, or found security vulnerabili-
ties in systems and their cross-jurisdictional effects. The le-
gality of RE tools and methods or their impact on security of
systems is largely unaddressed. In addition, some LEAs buy
digital forensics tools from vendors who’s responsibilities for
reverse engineering are not clarified. As exemplified further,
in most cases jurisdiction specific rules apply.

4.2.2. Challenges with IPRs disclosure

In most jurisdictions, a judge can issue a warrant for disclo-
sure of copyright protected information for the purpose of
criminal investigation. In the UK for example, the PACE pro-
duction orders [42] allow the court to oblige an organisation
to provide confidential content data (e.g. confidential files or
e-mails) to law enforcement. The provision refers to infor-
mation, which the organization has a duty to keep confiden-
tial, but it remains unclear if this includes security and copy-
righted data, which the organisation has a right to keep con-
fidential. Consequently, the right holder can limit the disclo-
sure to the warrant's scope or challenge it in court. However,
more commonly LEA can lawfully acquire the device (com-
puter or mobile) proceed to a warrant and later on, during
forensic analysis, establish the need of reverse engineering.
The RE will be considered as digital evidence acquisition or
analysis where no additional warrant will be necessary. In this
case the right holder will not be able to protect their system,
and it will be up to the LEA to follow general requirements
for RE and to protect confidential information. Detailed docu-
mentation of the forensic methodology is not only important
for its reliability validation but moreover for proving that the
digital forensic examination was limited to the search warrant
scope and did not violate privacy and data protection [3]. How-
ever, digital forensics methods are often poorly documented
[43], while search warrants are broadly formulated and do not
limit the scope of the digital investigation [69]. Problems with
what is permissible after the device or electronic material is
seized, and to what extent digital forensic techniques must be

transparent are poorly addressed in the literature and in leg-
islation. The aim of greater transparency in digital forensics
must be combined with mitigation of the negative impact dis-
closure can have on trade secrets and system vendors’ copy-
rights.

4.2.3. Challenges with trade secrets disclosure

Reverse engineering for investigation purposes might have
further impact on trade secret protection. To exemplify the
issues we discuss relevant legislation in Germany and the
United States. Germany is an example of a European coun-
try that implemented the Trade secret Directive and regulates
law enforcement activities in such context. According to cur-
rent legislation, reverse engineering by LEA is considered un-
lawful, but a major legislative change was introduced recently.
The published Draft Bill [38], in accordance with the Trade Se-
cret Directive, states that reverse engineering is a permitted
means for obtaining trade secrets when one of the follow-
ing conditions is met: the product or object (i) has been made
available to the public, or (ii) is lawfully in the possession of a
party who is free from any legally valid duty of confidentiality.
Thus, as long as the product or object has not been made pub-
licly available, it remains possible to contractually prohibit re-
verse engineering to the extent permitted by law. This is con-
trary to the Software Directive as well as the German Copy-
right Act, which limit contractual restrictions on reverse engi-
neering to the extent decompiling is concerned [65]. Reverse
engineering (i.e. analysis and dismantling of products for the
decoding of secrets) is now generally permissible according
to the new regulation in Section 3 para. 1 no. 2 GeschGehG’
- but still only within the restrictions of the laws against the
unfair competition and the intellectual property laws [46]. A
possible inadequacy of the system has emerged since, in crim-
inal proceedings, the defence counsel has to be given access
to files, but there is no explicit provision requiring them not
to disclose the trade secrets contained therein [7]. The issues
however, have been assessed by the German Supreme Court,
which stated that the defence counsel can disclose to its client
only the information that is indispensable for a proper de-
fence [7].

Under US Trade Secret Law law enforcement are exempt
from the protection of trade secrets. The Parties have the right
to disclose in confidence trade secrets to Federal, State, and lo-
cal government officials, or to an attorney, for the sole purpose
of reporting or investigating a suspected violation of law. Due
to the peculiarities of competition law proceedings in the US
when compared to the European model, the discovery process
permits a party to demand disclosure of relevant information
and potential evidence from the other party. This includes in-
formation on copyrighted material or trade secrets that are
relevant for litigation. However, a party from whom discovery
is sought may move the court to issue a protective order re-
quiring no public disclosure or to reveal only in a limited man-
ner a trade secret [7]. Nothing in this Agreement is intended
to conflict with 18 U.S.C.§1833(b) or create liability for disclo-
sures of trade secrets that are expressly allowed by 18 U.S.C.

° German Act on the Protection of Trade Secrets (Gesetz zum
Schutz von Geschéftsgeheimnissen vom 18. April 2019 (BGBL I S.
466)).
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§1833(b). Wexler [74] argues against trade secret privileges in
criminal cases, because if information on how evidence has
been gathered is excluded from the case, this could jeopardize
the accused's right to a fair trial. The ambiguous regulation in
the US, as Wexler argues, leaves an open question whether
trade secret privileges apply to criminal cases.

4.2.4. FSvendors’ copyrights

When investigating a criminal case the aim is to find enough
relevant information, which may have evidentiary value, to
define hypotheses and then to try to falsify them in order to
find the most likely hypothesis [33,59]. If such information
is unavailable because of intellectual property rights protec-
tion, then this may impact the accuracy of the hypothesis
testing, and decrease the reliability of identifying the most
likely hypothesis. This may impact the right to a fair trial,
because relevant evidence can not be accessed. This is also
why law enforcement is facing challenges with intellectual
property protection of file system vendors and digital forensic
tool vendors. Some of the file systems and underlying func-
tionalities are proprietary. The file system driver, the man-
ager, is the software responsible for all the file system activ-
ity which it performs when users create, update, delete, move,
or copy files. This driver can be a mixture of propriety and
open-source code, and could be changed completely due to in-
creased storage and processing capabilities of new computer
systems when the vendor updates the driver. Law enforce-
ment does not have access to the low-level changes of each file
system version, since vendors’ keep this information secret in
order to preserve the integrity and security of their products,
but more importantly protect customers’ data and other con-
fidential information. The vendors’ objective is always to im-
prove performance and customer experience [40, p.7], which
can cause inaccuracy in digital forensic tools parsing the file
system. Therefore, vendors may be reluctant to cooperate with
LEA.Reverse engineering by LEA might lawfully reproduce IPR-
protected information and trade secrets but the further use of
such information depends on the jurisdiction specific rules.

4.2.5. DF-tool vendors’ copyrights

DF-tool vendors also rely on reverse engineering of FS and pro-
tect their methods in order to have competitive products. Most
of the digital forensic tools are closed source, and how the
vendors have implemented the methods used is unknown to
law enforcement. However, the use of closed-source forensic
tools becomes increasingly problematic for law enforcement.
Firstly, law enforcement can not blindly trust the accuracy
of the tools, and best practice requires validation [44], which
might affect copyrighted functions of the DF tool. Adams
[3] is summarizing legal practice in the US and the legal is-
sues related to the development of digital forensic tools. He
states that reliability of DF tools can not be assumed due to
many bugs, errors, and timestamp inaccuracies, while defence
lawyers might request to review the source code of the foren-
sic tool. Marshall and Paige further explain that it “should also
be borne in mind that updates to hardware and software may
have no apparent effect on system behaviour as far as a typ-
ical user is concerned, but may dramatically change the way
in which internal processing is carried out and data is stored.”
This impacts both the ability to recover and interpret data

and the behaviour of the tools used to perform these oper-
ations [52]. Current practices and legislation are not able to
overcome system vendor and DF-tool vendor dependencies,
which undermines the scientific validity of the performed dig-
ital forensics. Secondly, DF-tools are multi-purposed and are
used in many different security, intelligence and investiga-
tion contexts. Commercial tool vendors do not necessarily ac-
count for the higher standards LEA need to meet in respect
to reliability of methods for court proceedings. Marshall and
Paige [52] conducted a questionnaire asking DF-tool vendors
if they consider law enforcement (customer) requirements for
their tools, and 12 of 14 vendors were confused about the
meaning of law enforcement requirements. Moreover, new file
systems or versions remain unsupported by DF tools for sig-
nificant time periods [44], while investigations can not be dis-
missed until a tool to interpret the data is created. There-
fore, the digital forensic examiner cannot rely solely on digital
forensic tools. Carrier argues that “software developers must...
release their source code if it is used to generate evidence. If
a developer is unwilling to do so [...this] can be a factor when
purchasing an analysis tool” [13]. As long as forensic tool ven-
dors are implementing secret techniques in their tools, there
will always be a need to perform reverse engineering of file
system drivers and file system structures in order to identify
new or updated structures that may have an impact on the
investigation. In addition, the investigator could detect errors
or forensic tools performing poorly on new data structures,
which might require reverse engineering not only for the evi-
dence file system, but also reverse engineering parts of the DF
tool.

4.3, Vulnerabilities disclosure

During investigations LEA might discover security vulnerabili-
ties. Currently, there is little information what are, if any, LEA’s
obligations to report security flaws. In the absence of a swift
and secure communication process they might have little in-
centive to inform vendors, since this may impact law enforce-
ment’s ability to acquire data. The more difficult it is to ac-
quire the data, the more resources law enforcement need to
use on acquisition, which will make less time available for
analysis. Moreover, device producers gradually increase secu-
rity and privacy measures in their devices [6] and, in a worst
case scenario, the police might not be able to gain access to
pertinent data, which then threatens public safety.

Sharing methodologies or knowledge of newly discovered
data structures with the court or the wider security and digital
forensic communities might expose system's sensitive infor-
mation to competitors and criminals. Therefore, security ex-
perts already discuss the danger of forensic data leakage and
harden software against security flaws in file or operating sys-
tems. For example, the HFS journal writes a cache of changes
to the file system allowing encryption key and file content re-
covery [76, p. 273], which could be of great value to forensic ex-
aminers, but is also considered providing insufficient security
of the file systems unallocated space by the software devel-
opers. A report on government disclosure processes in Europe
stated that only a limited number of countries have a trans-
parent procedure for vulnerability disclosure [39, p.86]. Simi-
lar to the US Vulnerabilities Equities Process (VEP) the report
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recommends adoption of procedures by all LEA, where they
have: (i) an obligation to report vulnerabilities; (ii) may only
temporarily restrict knowledge of a vulnerability; and (iii) an
oversight body ensures compliance.

Currently, in the absence of a legal framework which reg-
ulates the relation of digital forensics and evidence with data
protection and security laws, the process imposes a higher
burden on the forensic examiner, to make decisions on dis-
closure of methodology, sensitive data or security vulnerabil-
ities. Arguably, legal arguments with 3™ parties for security
protection or investigation methods disclosure will reduce the
efficiency and reliability of digital forensics.

4.4. Circumvention of encryption/security and personal
data leakage

Often reverse engineering of file systems for digital forensics
purposes includes circumvention of security measures or en-
cryption [8], in order to make the data available. One of the
biggest concerns about reverse engineering of file systems for
evidence acquisition is that it can compromise system secu-
rity, exposing vendor secrets and customer data, which is oth-
erwise encrypted at the application layer. The dispute around
governmental access to encrypted and protected data drew
public attention with Apple‘s refusal to compromise its iPhone
security in response to an FBI request to get access to the
phone belonging to one of the San Bernardino shooters [50].
The iPhone‘s data was encrypted, but the software control-
ling the phone was not, which was a security flaw and the FBI
requested this software to be substituted by Apple with one
which allows rapid password guessing. It is interesting that
the FBI withdrew the request because, according to anony-
mous sources, the Israeli company Cellebrite assisted the FBI
in opening the phone [68]. Cellebrite is specialised in develop-
ing digital forensics tools and solutions. The US Court did not
allow disclosure of the forensic examination and data recov-
ery as “national security secrets and ‘intelligence sources or
methods’ that are exempt from disclosure under the Freedom
of Information Act” [21].

File system encryption is a real challenge for law enforce-
ment, especially since some devices have hardware encryp-
tion (for instance the Mac with the T2 chip has hardware en-
cryption support [5]). Without the encryption key, as far as
we know, it can not be decrypted within a reasonable time
frame. This is of course good for privacy. However, law enforce-
ment need access to data when investigating serious crime. It
has also been suggested that vendors of devices should add
back doors to their systems. This is not a good solution be-
cause back doors can be exploited by criminals and third par-
ties [47] and compromise privacy [2]. Even governments need
to keep secret information confidential, and strong encryption
is one method [47] through which this is achieved. Some ju-
risdictions allow the police to compel the encryption key from
suspects or their close circle [47]. Of course the disclosure of
cryptographic keys also gives law enforcement access to more
data than what is related to the crime under investigation,
and may impact the right against self-incrimination and the
right to silence. Additionally some EU countries have given
LEAs hacking powers, allowing the police to hack into systems
in order to gather information [47]. Authors emphasise the

need for a legal framework to mitigate the risks of government
hacking [26]. They recommend the adoption of guidelines for
handling digital evidence, hacking only for “serious crimes”,
transparent reporting, and binding requirements for vendors
of government hacking tools [24]. Without sufficient stan-
dards and documentation of how LEA examined the device
after decryption, it will be difficult to prevent abuse of those
broad powers and excessive intrusion in individuals’ private
sphere, including those not related to the investigation. In
addition, file system encryption are measures taken by the
vendors to protect personal data. The European data protec-
tion supervisor emphasises that the “decryption, reverse en-
gineering or monitoring of communications protected by en-
cryption should be prohibited [as well as...] facilitating 'back-
doors’ [30, p.36]. Interpol recently pointed out that tension be-
tween privacy and digital forensics might lead to “the limita-
tion of utility of digital evidence by means of regulation and
legislation” [61].

5. Emerging challenges

Due to the rapid growth of data and complexity, digital foren-
sics requires more computational assistance and automation
[15]. The introduction of automated, complex tools in inves-
tigations will sharpen the identified challenges with security,
privacy, intellectual property, or methodology validation and
disclosure. The lack of a regulatory framework to ensure ac-
countability and reliability in big data analytics for investi-
gations is already outlined as an emerging challenge for law
enforcement [9]. Further, in mobile forensics most investiga-
tors rely on the digital forensic tools provided by commer-
cial vendors. The current practice of “push-button forensics”
and complex closed-source forensic tools [44] creates tool de-
pendencies by LEA where they only report tool results, but
can not sufficiently test the correctness of the tool interpre-
tation in each case. DF tool vendors may implement auto-
mated analytic features to assist the investigator. How such
functionalities are implemented is kept secret. In order to un-
derstand and validate the methods utilised by these digital
forensic tools, the only option currently is to perform reverse
engineering. Therefore, it is good practice to comply with the
ABC model: “Assume nothing, Believe nothing, Challenge and
Check everything“ [33]. However, this is not necessarily done
by practitioners because they do not have the time or knowl-
edge. It’s also legally unclear if they are allowed to perform
reverse engineering and which methods they are allowed to
use. Therefore, most investigators rely on the reverse engi-
neering performed by commercial tool vendors, and use the
tool that solves the investigative issues. It is also question-
able if the commercial vendors are allowed to perform this
reverse engineering. In the absence of robust formal proce-
dure for validation, investigators can not avoid tool depen-
dencies, which undermine the scientific soundness of the
examination.

Further complications, are related to the trial proceed-
ings. According to Art. 6 of the European Convention on Hu-
man Rights, the right to a fair trial requires public cross-
examination of the digital evidence, opportunity for the de-
fence to challenge digital forensic findings, to assess the
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reliability and accuracy of the evidence and to oppose its
use'®. This means that if reverse engineering is part of the
forensic examination, the methodology must be documented
sufficiently in the investigation in order to enable cross-
examination during trial proceedings. Moreover, law enforce-
ment must use legal methods and tools to reverse engineer
the file system. Court and/or defense review of scientific evi-
dence is considered important to ensure an equality of arms,
a fair trial and a safe verdict. This is far more important, where
the forensic tool and method are novel or insufficiently vali-
dated [25]. The lawyers and the court need to verify the dig-
ital forensic examination and to keep sub-standard scientific
techniques or methods out of the court [64]. The investigator
could be reluctant to testify about investigation methods or
security flaws in systems, and unfortunately we have seen in
the USA the use of alternative explanations for how evidence
was found, a practice known as “parallel construction“ [20,73].
In this context, the need to preserve valuable investigation
intelligence, know-how and methodology for further investi-
gations prevents the trial parties scrutinizing the reliability
of the forensic examination and the digital evidence itself.
If the trial safeguards for admissibility and reliability of evi-
dence are sufficient to scrutinize digital forensic techniques
and tool results remains questionable [27]. One option may
be the examination of the RE method under a non-disclosure
agreement in closed door court proceedings for cases where
vulnerabilities or trade secrets are disclosed. Another option
is non-disclose of details of trade secrets or vulnerabilities.
Both solutions will limit the right to information and ac-
countability obligations for law enforcement. On the other
hand the secrecy may protect third party copyrights, and mit-
igate the danger of criminals adapting their modus operandi ac-
cording to disclosed law enforcement methods and disclosed
vulnerabilities.

6. Conclusion, recommendations, and future
work

Reverse engineering is an indispensable method for law en-
forcement in order to correctly interpret file systems, to ac-
quire evidence and perform tool testing. When performing
reverse engineering of closed-source file systems intellectual
property and trade secrets might be exposed. Current legis-
lation insufficiently addresses issues with sensitive method-
ology disclosure, security vulnerability disclosure, applied re-
search by law enforcement, or tension between IPR protection
and validation of forensic methodologies. Moreover, current
practices and legislation are unable to overcome system- and
DF-tool vendor dependencies, which undermine the scientific
validity of the digital forensic process. File systems or appli-
cations are not built to comply with law enforcement needs
and vendors of digital forensic tools do not necessarily con-
sider the law enforcement obligations [52]. Below we list a few
topics which are important to address:

10 See the requirements by European Court of Human rights in
Allan v. the United Kingdom, judgement of 5 November 2002, para
47; Bykov v. Russia [GC], 4378/02, 10 March 2009; Dragojevi¢ v. Croa-
tia, judgement of 15 April 2015, para 129.

« Legislators must reconsider the impact of digital forensic
methods on intellectual property, data protection and se-
curity of commercial systems and to regulate the permissi-
ble techniques and tools which do not jeopardize existing
or future security and allows cross-examination of the evi-
dence for trial [3,61]. Aregulation at European level can har-
monize and set minimum standards for methods, valida-
tion, and disclosure which will support LEA’s cooperation
in all countries [39]. Further research is needed to establish
the legal basis and scope of such legislation.

We argue that file system vendors must sub-license and
disclose the details regarding structures important for in-
vestigation. This requires information on how data is logi-
cally stored and how data structures should be interpreted
for law enforcement purposes. Such measures will signif-
icantly reduce the resources needed for reverse engineer-
ing of file systems, which will remain reserved only for tool
testing, validation and investigation. The approach could
be further generalized to other storage solutions such as
undocumented instances of databases used by applica-
tions.

Digital forensic tool developers must have an obligation to
provide LEA with information necessary for scientific vali-
dation of the tools and their interpretation of the file sys-
tems.

New forensic methodologies including reverse engineer-
ing or other types of applied research during investigations
must be documented according to formalized procedures
in order for their scientific validity to be evaluated. This re-
quires a level of transparency in digital forensics which is
notreached currently due to closed-source tools and meth-
ods.

Law Enforcement units need to test and peer-review their
own techniques and methods [29]. It is not efficient that ev-
ery lab perform their own testing of the same tools or tool
versions. However, a detailed public dissemination of the
techniques and methods may be exploited by criminals.
It could be sufficient in more complex cases for another
forensic examiner to reproduce the results and validate the
tools.

Law Enforcement need training in how to scientifically test
tools and perform peer-review [29]. In a similar manner,
lawyers and judges must be able to evaluate the scientific
validity of the digital forensic methodology and the reli-
ability of the digital evidence for legal argumentation in
criminal proceedings [64].

Governments must promote the vulnerability disclosure
process [39] in order for security and privacy of individuals
to be protected and cooperation with commercial vendors
to be stimulated. Legislative decisions on the vulnerability
of systems must not be left to the discretion of the inves-
tigators.

There is a lack of secure communication channels be-
tween file system vendors, forensic tool developers, and
law enforcement investigators. They must serve for ex-
change of confidential law enforcement information,
testing of methodologies, and exchange of know-how
without compromising security or privacy of customer
data.
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