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Abstract

Cybersecurity awareness (CSA) is not just about knowing, but also transforming things learned into
practice. It is a continuous process that needs to be adjusted in subsequent iterations to improve its
usability as well as sustainability. This is possible only if a CSA program is reviewed and evaluated
timely. Review and evaluation of an awareness program offer an insight into the program'’s effec-
tiveness on the audience and organization, an invaluable piece of information for the continuous
improvement of the program. Further, it provides the information required by the management
and sponsor to decide on whether to invest in the program or not. Despite these advantages, there
does not exist a common understanding of what factors to measure and how to measure them dur-
ing the evaluation process. As a result, we have proposed evaluation metrics for the purpose. In
order to do so, we performed a literature review of 32 papers mainly to extract the following data:
(i) what factors did the paper measure, and (ii) how did it measure the factors? Next, we adapted
the European Literacy Policy Network’s four indicators (i.e. impact, sustainability, accessibility, and
monitoring) for awareness evaluation to make it appropriate for evaluating a CSA program. We
believe that measuring all four indicators will contribute to making the evaluation process system-
atic, complete, and replicable. More importantly, it will help to produce more inclusive, accurate,
and usable results for the future enhancement of the program.
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Cybersecurity is not just about technology, but it also includes the
people who interact with technology and are responsible for prop-
erly implementing and operating it. Many past studies [1-3] have
identified people’s behaviors and actions to be responsible for most
cybersecurity incidents. This could be a reason why ‘people’ is con-
sidered the weakest link among the people-process-technology triad
of cybersecurity. As the first step in handling human factors, raising
the cybersecurity awareness (CSA) of people is of paramount impor-
tance.

CSA combines both gains in knowledge and positive changes in
attitudes and behaviors (KAB) [4-7] that protect systems, data, and

information from cyber threats. The learning achieved from CSA ac-
tivities is not detailed or in-depth knowledge but only enough infor-
mation to direct the attention of individuals to security issues, per-
ceive their potential implications, and act responsibly (or make in-
formed decisions) [6, 8, 9]. This is done by communicating the needed
security information to the participants in a way so that they develop
a healthy level of skepticism and motivation to act when encoun-
tering unusual situations [10]. Practically, this encompasses different
dimensions, such as

® Make people realize that there are cyber risks and threats to
which they are vulnerable.
® Alert people about the harmful implications of cyber threats.
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® Draw people’s attention to potential threat actors, ways they
might or do target their victims, and critical assets they are in-
terested in.

® Impartinformation about signs and mechanisms to identify cyber
threats.

® Inform people about the existing security measures (tools, poli-
cies, procedures, guidelines, standards, regulations, laws, strate-
gies, and practices) that can counteract the relevant cyber threats.

® Motivate people to timely use security measures to mitigate cyber
threats.

® Make people understand the importance of cybersecurity and
their obligations toward it.

CSA is a continuous process, and it is most effective when per-
formed iteratively and focused on continuous improvement [4, 11].
It must comprehend factors like the evolving cyber threat landscape,
advancements in technology, and shifts in an organization’s missions
and priorities to stay relevant to the target audience and optimized
for the organization. But this is possible only if CSA programs are
reviewed and evaluated for their effectiveness. Review and evalua-
tion aim at evaluating the effectiveness of the undertaken iteration
according to a set of pre-defined metrics, demonstrating in this way
the achieved return on investment (ROI). Further, they facilitate the
assessment of the program’s suitability and the necessary enhance-
ments for future iterations (e.g. weaknesses in content quality, deliv-
ery channels, and others). In other words, the results and measure-
ments of a review and evaluation can act as critical indicators for
future planning, updates, and improvement of a CSA program.

Over the last few years, several assessments, broadly categorized
as output and outcome of the program [12], have emerged that can
be used as indicators of the effectiveness of CSA programs. Many
past studies depend on measuring and assessing one or more of the
following factors to evaluate the effectiveness of a CSA program: (i)
the audience interest in CSA programs generally quantified in terms
of the number of participants, (ii) the reduction in the cybersecurity
incidents occurred after the program, and (iii) the change in the audi-
ence’s perception, knowledge, attitude, and behavior [13]. Although
the first parameter is simple and demonstrates the audience’s satis-
faction or dissatisfaction with a CSA program, it does not convey
whether the awareness program made any real difference in prac-
tice. Similarly, the second parameter cannot confirm whether the im-
provement in cybersecurity incidents results from a CSA program or
has occurred simply because of a decrease in cyberattacks impacting
the audience after implementing a better firewall and network pro-
tection. The third parameter is complex, but is the most relevant. It
measures and assesses the changes in the security knowledge, atti-
tude, and behavior of the audience.

Evaluations of security knowledge, attitude, and behavior use
both subjective (e.g. ask the audiences about their experience), and
objective (e.g. ask the audiences to do something) methods [14]. Mea-
suring the knowledge and comprehension of security is conducted
through, e.g. online quizzes that can reveal whether people know and
understand the risk [8]. Similarly, measuring attitude is conducted
through, e.g. anonymous surveys on why people take risky actions.
But measuring the behavioral change is not simple and is performed
mostly using indirect measurement, e.g. self-reporting and surveys. A
few studies used simulated attacks (i.e. attack simulation based on
the threat profile of the target audience) and system data (e.g. anal-
ysis of audit logs) to understand the audience’s security knowledge,
attitude, and behavior from their responses. Other ways include in-
vestigating the three key elements of the Fogg Behavior Model, i.e.

motivation, ability, and trigger [15] that have to occur simultaneously
for behavior change.

Although the aforementioned parameters and their evaluation
techniques are relevant, there do not exist commonly agreed and un-
derstood standards on what constitutes an effective and successful
CSA program [16] and measurements to evaluate its effectiveness
[11], thus hindering the evaluation process. This may have happened
because of the logic that different audiences have varying needs and
situations for a CSA program, thus their intention for evaluation can-
not be captured by metrics valid for all [17]. Ironically, this lack of
metrics has become a major reason for organizations’ struggle to de-
termine and measure the effectiveness of their CSA program. Many
organizations either do not make any provision to measure the effec-
tiveness of their program or their evaluation is merely based on the
program’s outreach [17]. Without a proper evaluation, a mature CSA
program is presumably unachievable [18] and above all, it has a high
chance of failure. Incidentally, the SANS security awareness maturity
model [19] has the final (highest) level “metrics framework” that also
reinforces a robust metrics framework to track progress and measure
impact as the main requirement for a mature awareness program.
The model’s main argument is that an awareness program can be
called mature only if it has developed the capability to demonstrate
its continuous improvement, ROI, and value to the organization. This
capability is possible only if an awareness program has standard mea-
surements or metrics in place. The need for suitable metrics to mea-
sure the effectiveness has become even more crucial considering the
fact that most existing efforts to improve people’s security behavior
are failing to produce the desired impact [7].

Therefore, the main objective of this paper is to define the right
metrics for the evaluation of a CSA program and the corresponding
methods that provide information on how well the metrics have been
met. Defining such metrics will help to reduce the ambiguity in the
evaluation of a CSA program by indicating the priorities that need
to be focused on. Moreover, they will help to assess the aspects of
the program and identify what has been successful and what has not,
as well as what has been a required improvement. In order to define
the metrics, we used a systematic literature review and the European
Literacy Policy Network’s (ELINET) four indicators for awareness
evaluation.

Through this proposition, we intend to make the evaluation pro-
cess of a CSA program as inclusive, complete, and unbiased as possi-
ble and, more importantly, make it replicable so that everyone should
be able to conduct the same evaluation and get similar results. We be-
lieve that this will help CSA professionals assess their implementation
to get more accurate and usable findings for the future iterations of
their awareness program and attain a successful CSA program.

Related Works

There are some major works that proposed methods for the eval-
uation of a CSA program. A survey report by the European Union
Agency for Cybersecurity (ENISA) [5, 11] found that in general there
are four main approaches, each with different performance indica-
tors, used by organizations for the measurement and assessment of
the effectiveness of CSA activities. We present details of these four
approaches in Table 1. Most organizations use a blend of these ap-
proaches for assessment and make their decisions based on the over-
all picture rather than on a single measure. Along with that, the lat-
ter work [5] also mentioned that as the needs and situations of tar-
get groups differ greatly so should their evaluation metrics. Thus, it
provided 71 key performance indicators (KPIs) and suggested con-
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Table 1: CSA evaluation metrics [11]

Approach Description Performance indicator
Process Measures the effort invested to conduct a program ®  Counts the main security risks or technology
improvement (e.g. development, dissemination, and deployment) platforms covered.

and has no link to the end result, i.e. whether

security has improved or not.
Advantage

® Easy to define and gather.
Disadvantage
® Provides only indirect comfort.

Attack resistance
attack.
Advantage

® Provides direct evidence of the actual state of staff

awareness.

Measures how resistant the staff is to a potential

®  Counts staff reached.

® Cost of delivery (time and expenses invested per
person.

® Relevancy of the awareness material (the frequency
with which it is updated).

®  Staff feedback on the awareness impact (use
survey).

®  Staff ability to recognize attacks (using survey, quiz,
or computer-based test).

®  Staff susceptibility to falling prey to attacks (using
simulated attacks).

® Important to impress top management/sponsor and
receive support and commitment to the program.

Disadvantage

®  Many attack scenarios and all of them cannot be

Measures the experience of security incidents within ® Extent of security incidents (number and cost of

security incidents), downtime (availability of
systems is critical), and most severe incidents (a
proportion of the total number of serious incidents)
caused because of human behavior.

® Extent to which security is incorporated into the
development and acquisition of systems (measured

tested.
® Simulated tests can be relatively expensive to set up.
Efficiency and
effectiveness the organization.
Advantage
® Easy and inexpensive to collect data.
®  Statistics are usually of interest to senior
management.
Disadvantage
®  Does not provide a true reflection of security
awareness (low-security incidents can happen
because of other reasons).
Internal Measures secure behavior results because of
protections awareness.
Advantage

®  Provide direct evidence of staff security behaviors.

Disadvantage

®  Measure is quite specific to the behavior it is

measuring.

by the review of business cases and requirements
specifications).

® Extent to which data files are protected is measured
by the review of malware infection as shown by
anti-virus activities or statistics and measured by
the report on visits to inappropriate materials or
unauthorized software (from scanning tools).

sidering different layers (i.e. business layer, service layer, and opera-
tional layer) and dimensions (i.e. planning, managing, and evaluat-
ing), while identifying the evaluation metrics and KPIs for the evalua-
tion of the CSA of an organization. Further, it reccommended making
use of industry-standard performance management models, such as
the Balanced Scorecard or Six Sigma, to define performance targets
and measurements. As a part of the overall evaluation of CSA, these
reports suggested both formative and summative evaluations [20].
However, a major difficulty in using the metrics would be deciding
what to measure and for whom it is measured (intended users of the
outcomes) among the number of KPIs they recommend measuring,
which has been left up to the evaluator to decide.

Another similar study by Manifavas et al. [21] suggested 12 quan-
titative metrics for the evaluation of the CSA of an organization,
shown in Table 2. It showed a method to assign a weight to met-
rics. In addition, it proposed the cost of implementing and running
the CSA program (i.e. cost-benefit analysis) as a part of the evaluation

process. The effectiveness of an awareness program is determined by
the weighted summation of the value of its underlying metrics and
the summation of their (i.e. metrics) costs. But a major limitation of
this study is that it does not provide a complete evaluation of any dis-
semination methods. For example, email views or poster downloads
can convey only the reachability of an awareness program. With this
information on hand, it will not infer, e.g. if the awareness message
has been read and understood properly as well as practiced in every-
day life by the audience. Not to mention, it is widely recommended
to use multiple dissemination channels to fulfill the needs and prefer-
ences of diversified end-users [22, 23] and to retain the information
richness of the awareness content as much as possible [24]. This also
implies that evaluation has to be performed for each dissemination
channel used.

Next, the study by Bitton et al. [25] proposed a framework for
assessing the Information Security Awareness (ISA) of smartphone
users. The framework focused on measuring the behavior of smart-
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Table 2: Evaluation metrics and measuring parameters [21]

Approach

Description

Performance indicator

Surveys

Awareness/security day

Independent observation

Audit department
reports

Risk department reports

Security incidents

Awareness sessions
(workshops)

Information security
website

e-Learning

Emails
iNotices

Posters

Questionnaire-based survey on technical and
security policy issues.

Direct communication with employees to get their
feedback.

Silent observation of employees’ security behaviors.

Security awareness related incidents identified by
audits should decline.

Risk identified during the previous assessment
should reduce throughout time.

The volume of security incidents that occurred.

Post-session feedback from employee.
Employee interest in the awareness program.

Reachability of the awareness program and the
employees’ interest in it.

Employees’ interest in the awareness program (link
can be provided for follow up information).

Employees’ interest in the awareness program (link
can be provided for follow up information).

Independent observations, combined with electronic
means, e.g. Quick Response (QR) code to additional
resources, or Uniform Resource Locator (URL) from
where the poster can be downloaded.

Statistical analysis of monthly survey (conducted in
the different divisions of the organization) and
annual survey (conducted in the whole
organization).

Statistical analysis of security day attendance.

Statistical analysis of unsuccessful mock phishing
attacks, and new threats bulletins’ readership.
Count of security incidents caused due to employee

behavior identified by the audit department.
Count of security issues occurred due to employee
behavior identified by the risk department.
Number of employees who have caused at least one
security incident

®  due to their non-secure behavior (out of the
total number of employees)
® that falls within their responsibility but occurred
due to their failure to identify the threat (out of
the total number of employees).
Statistical analysis of session attendance and
effectiveness.
Statistical analysis of information security website
visit.
Statistical analysis of e-learning program visits,
registrations, and completion.
Statistical analysis of email views.

Statistical analysis of iNotice reading.

Statistical analysis of poster downloads.

phone users by collecting and analyzing data from three sources,

which are

® a mobile device agent installed on the subject’s device,

® a network traffic monitor (network traffic sent to/from the sub-
ject’s devices), and

® survey data (using a security questionnaire).

The main issue in this study is the data collection methods it sug-
gested. Data collection methods like a mobile device agent and a net-
work traffic monitor can be controversial to use and may be consid-
ered equivalent to spying on the audiences.

Last but not least, Fertig et al. [18] performed a systematic litera-
ture review to identify metrics that are regarded for ISA and perfor-
mance measurement systems (PMS) used for the assessment of ISA.
They mainly found two types of metrics, which are

®  Knowledge-based metrics: impacts of knowledge in attitude and
behavior (KAB based [26]), evaluation of ISAs training (based
on various KPIs), dissemination of knowledge (ease of sharing
and using knowledge), and impacts of knowledge on individuals
(improvement in the sense of responsibility for security).

® Behavior-based metrics: improvements in security behavior (for
various security threats, and security practices).

In the same study, the authors also identified requirements for
metrics in theory (used literature review) and practice (used inter-
views with experts). Further, they analyzed whether the existing met-

rics and PMS meet the identified requirements. Their analysis re-
vealed that most existing metrics and PMS do not meet primarily two
requirements, which are automation (computed automatically) and
visualization (visualizing the results properly). However, the study
does not discuss how metrics can be measured (measurement meth-
ods).

All the aforementioned works do not dismiss the value of qualita-
tive methods in the evaluation process; however, they all emphasize
the use of quantitative methods. This is mainly because it is relatively
easier to express and convey the message on the benefit of CSA to the
senior management using quantitative values, i.e. in a language and
format they understand and are used to. Moreover, all of them pri-
marily focus on the evaluation of CSA in organizations.

Indeed, the aforementioned works are useful; however, we believe
that they disregard certain important aspects to measure that we have
included and compared with our proposition in Section Metrics De-
velopment.

Research Methodology

The main objective of this research is to come up with appropri-
ate metrics for evaluating a CSA program. To begin with, we have
conducted a systematic literature review with an intent of determin-
ing and analyzing the “factors to be measured” and their “measuring
methods” commonly used to evaluate the performance of a CSA pro-
gram. And, to conduct the literature review, we followed the structure
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Beginning \dentifying Structuring Theoretical Evaluating
: the relevant . development

your article . the review . - your theory
literature in your article

Figure 1: Structure of a literature review [27]

of a systematic literature review as suggested by Webster and Wat-
son [27], as shown in Fig. 1. Following that, ELINET’s four indicators
for awareness evaluation (metrics in practice but for purposes other
than cybersecurity) have been adapted for CSA purposes. For each
indicator, we have provided appropriate “factors to be measured”
and their “measuring methods” that should be used while evaluating
the performance of a CSA program.

In order to identify relevant literature on the topic, we used search
services on Google Scholar Citations and Microsoft Academic. Both
are freely accessible web search engines indexing the full text or meta-
data of an array of scholarly materials including peer-reviewed aca-
demic journals and conference papers, books, theses and disserta-
tions, technical reports, and other scholarly literature published in
different digital libraries and databases. There are several features
of these search engines that helped to accomplish the search goal
more efficiently. These search engines perform search operations on
the full text of documents and rank them according to their weight
calculated using different important criteria [28, 29]. This feature
saved lots of our time and effort that would have been required
for screening relevant literature if used a search engine that indexes
only the title, abstract, and keywords of a document. Further, it is a
very challenging task to decide which digital libraries and databases
to include in the study and know if they will result in relevant lit-
erature or not. Not to mention, many academic databases do not
contain gray literature like white papers, technical reports, theses,
and dissertations, which are equally useful for a systematic litera-
ture review [30, 31]. Some potential benefits of including gray lit-
erature in a review can be, e.g. this helps to reduce the possibil-
ity of publication bias, improves the comprehensiveness and time-
liness of the reviews, fosters a more balanced understanding of the
available evidence, and ultimately enriches the review’s findings [31].
Moreover, this study does not intend to limit only to academic find-
ings but also include industry findings, i.e. to provide a more bal-
anced picture based on both theory and practice [18], which would
be possible only by including gray literature. More importantly, per-
forming search and screening operations in various digital libraries,
university academic repositories, and others to collect a large num-
ber of relevant literature studies (including gray literature) would
be exhausting. This became relatively easier and more convenient
merely by searching these two search engines, as it would otherwise
have required performing search operations on different databases
independently.

This paper is a revised and extended version of the Cyber-
Sec4Europe project report [32]. So, we performed the first round
of search operations in October 2020. With an intent to extend
the report, we performed the second round of search operations in
July 2021. We used “security + awareness + effectiveness,” “secu-
rity + awareness + success ,” and “security + awareness + value,”

as the search keyword strings, where ‘+’ is an “AND’ operator.
Before selecting this keyword string, we performed a trial with
other keyword strings like “cybersecurity + awareness + effective-

» o«

ness,” “cyber-security + awareness + effectiveness,

»

rity + awareness + effectiveness,” “information security + aware-

» o«

cyber secu-

ness + effectiveness,” and “Internet security + awareness + effective-
ness.” But by using these keywords, we did not find relevant literature
showing up on the top result pages. In the case of search results com-
mon to both of the search engines, a download was just made from
one of them.

After a manual screening of 350 results in Google Scholar Cita-
tion and 400 results in Microsoft Academic based on their abstract
and keywords, we downloaded 78 papers. The downloaded papers
were thoroughly read in the second round of screening to determine
how relevant the papers were to the research topic and to provide
answers to the two questions “what to measure” and “how to mea-
sure” to evaluate the effectiveness of a CSA program. After the second
round of screening, we selected 32 papers for the literature review
comprising 19 journal papers, 12 conference and workshop papers,
and a NIST Technical Series publication.

For the selection of literature, we defined inclusion and exclusion
criteria as follows:

® Literature in languages other than English is excluded, since the
working language for this study is English.

® No exclusion criterion was defined for the year of publication.
The oldest and the most recent papers considered for the re-
view are 2003 and 2020, respectively. Many traditional meth-
ods used for raising awareness are still relevant and in prac-
tice with necessary modifications; e.g. different organizations still
use posters and leaflets [33] to raise CSA. So, restricting by the
year of publication in the literature selection will lead to missing
many important papers with information even now relevant and
useful.

® Along with academic literature, gray literature as recommended
by Kitchenham [30] and Paez [31] was also included in the re-
view. However, only technical reports from reputable organiza-
tions also cited by many other works have been considered for
the review to maintain academic integrity in the work.

® Finally, for high-quality literature as recommended by Web-
ster and Watson [27], information like published venue (peer-
reviewed journals, conferences, and workshops) and citations
were used for the literature selection.

In order to structure the review, we were highly reliant on a tab-
ular presentation style, since it is easier to present a large amount of
data in an understandable form.

The theory development is based on ELINET ’s four indicators for
awareness evaluation, a well-established model designed for aware-

€20z Aienuer g1 uo Jasn yoa] B 198 Jo Alun ueiBamioN Aq £090659/90028A)/ | /g/a10e/A1liNoas1agAo/woo dno"olwapeoe//:sdiy Wolj PapEojuMo(]



Chaudhary et al.

ness evaluation. We have adapted it to make it applicable to CSA.
While doing so, we have considered the findings of the literature re-
view, and some criteria for good metrics.

Data Collection and Analysis

A review of the 32 selected papers [4, 21, 26, 34-62] was performed
mainly to gather “what factors are measured or suggested to be mea-
sured” in order to determine the effectiveness of a CSA program and
“how those factors are measured or suggested to be measured.” The
collected factors and their measuring methods have been listed in
Tables 3 and 4, respectively.

Factors evaluated

With a motive to evaluate the effectiveness of a CSA program, the
reviewed papers measured the following factors given in Table 3, and
the count of papers measuring them are shown in Fig. 2.

Knowledge, attitude, and behavior

Among the measured factors, knowledge, attitude, and behavior are
found to be the most popular. Knowledge refers to a familiarity,
awareness, or understanding of security policies, procedures, stan-
dards, guidelines, laws/directives/regulations, strategies, technolo-
gies/systems, and good practices. Similarly, an attitude refers to be-
liefs, opinions, thinking, or feelings toward security. An attitude can
be positive (e.g. I am aware of my role in protecting the organization
against potential cyber threats) or negative (e.g. I think cybercrime
reporting is a waste of time). Finally, behavior is the way in which
a person acts or conducts toward security issues, i.e. either avoiding
or bringing into practice security knowledge s/he has learned. The
popularity of these factors may have happened due to the influence
of the KAB model (also known as the knowledge-attitude-practice-
KAP model), which is widely popular in health education but now
has also been increasingly adopted for CSA purposes.

The KAB model divides the changes in behavior into three suc-
cessive processes that initiate with the acquisition of knowledge, fol-
lowed by the generation of attitude, and finally, result in the forma-
tion of behavior or actions. The model implies that just because some-
one possesses security knowledge does not mean they will utilize it to
good use and act appropriately. If someone has a negative attitude,
their actions (behavior) will be in direct opposition to their under-
standing. Behavioral change comes with knowledge through attitude.
However, every knowledge and attitude may not translate into action
(i.e. intention-behavior gap). Many unfavorable factors, for instance,
lack of suitable knowledge, adequate time and resources, and others,
may inhibit translating intention into behavior.

The primary objective of a CSA program is to motivate or influ-
ence the participants in the adoption of secure online behavior [7].
This may be a reason why several studies have utilized different psy-
chological, social, and behavioral modeling theories to study the im-
pact of knowledge and attitude on security behaviors with a motive
to improve the effectiveness of CSA [63]. Moreover, in the various
classifications of CSA levels [64, 65], the highest or ultimate aware-
ness level is also about behavioral changes, i.e. security activities
and behaviors occur automatically in an individual when perform-
ing personal and professional activities. Therefore, there is no way to
evaluate a CSA program’s success just based on knowledge measure-
ment but requires also including the measurements of attitude and
behavior.

A major issue with the studies evaluating security knowledge, at-
titude, and behavior is that they develop their own measurement,
which is often non-standardized (do not follow a standard process
to design questionnaire and scale as well as analyze the data). They
often examine only one or a few selected components of cybersecurity
for the assessment. Therefore, it is recommended to use a standard-
ized questionnaire and scale to measure knowledge, competence, atti-
tude, and behavior [46]. Several studies have produced well-validated
and standardized scales or questionnaires intended to measure se-
curity knowledge, attitude, and behaviors. Some of their examples
are

® Human Aspects of Information Security Questionnaire (HAIS-Q)
[66] is used to assess the vulnerability of organizational critical
assets caused by the risky or risk-taking behavior of employees.

®  Security Behavior Intentions Scale (SeBIS) [67] is used to measure
users’ self-reported adherence to computer security advice.

® SA-6 scale [68] is used to assess and compare users’ security atti-
tudes.

® Rajivan et al.’s [69] questionnaire containing a combination of
skills and knowledge-based questions is used to measure security
expertise in end-users.

® Hadlington’s [70] combination of four scales, which are the Ab-
breviated impulsiveness scale (ABIS) [71], Online cognition scale
(OCS) [72], Risky cybersecurity behaviors scale (RScB), and Atti-
tudes toward cybersecurity and cybercrime in business (ATC-IB),
are used to measure the human factors in cybersecurity.

*  Qgiiitcii et al.’s 73] four independent scales; namely Risky Be-
havior Scale (RBS), Conservative Behavior Scale (CBS), Expo-
sure to Offence Scale (EOS), and Risk Perception Scale (RPS), are
used for the assessment of security-related behaviors and security
awareness levels of information system (IS) users.

® Smartphone Security Behavior Scale (SSBS) [74] is used to mea-
sure the influence of mental health issues on smartphone security
behavior intentions.

®  Users’ ISA Questionnaire (UISAQ) [75] is used to measure users’
security awareness (security knowledge, belief, and behavior).

We believe that using these standard scales and questionnaires for
evaluation purposes can help to get more reliable and scientifically
valid results. Finally, touchability (i.e. awareness information is per-
ceived positively) is also mainly associated with knowledge, attitude,
and behavior.

Usability

Usability is the next popular factor measured to evaluate the effec-
tiveness of a CSA program. This is measured in terms of the rele-
vancy of topics covered, the quality of the content, and the suitabil-
ity of the dissemination channels used. Reachability (i.e. the abil-
ity to reach the right audience) is also a quality of dissemination
channels.

In an organization, CSA can be undertaken at different levels, e.g.
individual, departmental (or business unit), and organizational [76]
aligning with the individual needs, departmental (or business unit)
objectives, and organizational strategic plans and goals, respectively.
Organizations depending on CSA designed based on the “one-size-
fits-all” approach completely underestimate its purpose. By doing so,
the problem of cybersecurity cannot be addressed, rather it only con-
tributes to the organization’s overhead.

It is not by any means beneficial for organizations to ask their
employees to mandatorily attend a CSA program on topics irrele-
vant to them. Essentially, CSA topics suitable for managers and ex-
ecutives to carry out their managerial roles and responsibilities [77],
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Table 3: Factors measured by the reviewed papers to evaluate the effectiveness of a CSA program

Measured factor

Paper

Improvement in cybersecurity behavior resulted from participating in an awareness program. This has been
expressed as follows:

Reduction in cybersecurity risky behavior.

Promotion of the best practices and compliance with safe behavior.

Positive effect on cybersecurity behavior.

Intended change in cybersecurity behavior.

Intention-in-action to change cybersecurity behavior.

Improvement in performance (i.e. change in behavior improving the effectiveness of security actions.)
Deterrent effectiveness (i.e. discourages risky actions).

Level of audience’s risky behavior.

Self-responsibility to behave securely.

Positive changes in the cybersecurity attitude of the audience resulted from participating in a CSA program.
This has been expressed as follows:

Developed a positive attitude toward cybersecurity.

Intended change in cybersecurity attitude.

Normative belief and subjective norms toward cybersecurity.

Improvement in adaptability (i.e. opinion on how to determine and react efficiently to unsecure situations

occurring unexpectedly).

Level of audience beliefs about cybersecurity.

Willingness to behave securely.

Willingness to learn about cybersecurity.

Intention in words to make positive changes in cybersecurity behavior.

Cybersecurity knowledge and competence gained by participating in a CSA program. This has been
expressed as follows:

Cybersecurity knowledge gained.

Level of audience CSA.

Cybersecurity knowledge and competence gained.

Improvement in learnability (i.e. gain in knowledge or learn from past actions to improve the current security
actions.)

The audience, organizer, and management/sponsor’s interest in a CSA program. This has been expressed as
follows:

Audience interest in an awareness program.

Audience interest to participate in an awareness program.

Motivation demonstrated by the organizer of an awareness program.
Manager or sponsor support and commitment to an awareness program.

Reachability of an awareness program, i.e. information has reached the right audience. This has been
expressed as follows:

® Awareness information reached the target audience.

® Diffusion level of delivery methods.

Touchability of an awareness program, i.e. information is perceived positively by the right audience. This
has been expressed as follows:

®  Awareness information touched the target audience.

® The target audience absorbed the delivered information.

Value added by an awareness program, i.e. economic, or other benefits. This has been expressed as
follows:

® Contribution by an awareness program.

®  Cost-benefit analysis of an awareness program.

® Cost of implementing and running an awareness program (i.e. cost-saving).

Usability of topics covered, learning methods used, and awareness program organized. This has been
expressed as follows:

Relevancy of awareness topics covered.

Relevancy and usefulness of awareness topics.

Relevancy or suitability of topics.

Usage of knowledge gained from awareness in practice.
Confidence gained (i.e. learned things that are useful in real life).
Preference for learning method used in an awareness program.
Preference (i.e. liked the content and delivery method used).
Satisfaction from an awareness program.

Satisfaction (i.e. learned things and enjoyed learning).
Delivery assessment.

Usability of an awareness program.

References [4, 26, 34-55]

References [26, 34,
35, 36-37,40,41,
43-50, 51,54,55]

References [26, 34-36, 38,
40, 43-46,48-50, 52,
54-59]

References [4, 37, 40,
41, 55,60]

References [21,42, 53, 61]

References [21, 61]

References [4, 21, 41]

References [37,
40-42, 49-51, 60, 62]
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Table 3: Continued

Measured factor

Paper

Overall feedback on an awareness program. This has been expressed as follows:

® Feedback on an awareness program.
® TFeedback strategy.
® Audience feedback.

References [4, 40, 43, 53]

cannot be of use and interest to other general employees. Likewise,
awareness topics appropriate for employees with specialized roles
and responsibilities, e.g. accounting, may not be of use and interest
to employees in the IT department. Even within the same department,
some employees may have different CSA needs than their departmen-
tal colleagues, whereas employees from different departments may
have the same CSA needs. So, the evaluation must check whether the
awareness topic was of use and interest to the audience and also iden-
tify the topics they really want to learn about.

The quality of CSA contents is not just about what has been ex-
pressed but also how they have been presented [78]. The same mes-
sage can be framed and conveyed in a multitude of ways without
changing its meaning and facts. And the way it has been conveyed
largely determines whether the message will persuade the recipients
or drive them away. The concern on a CSA content’s presentation,
therefore, should not limit just to what formats of media be used,
but much more than that. Unfortunately, there is no consensus on
how the quality of awareness content should be evaluated. Existing
evaluations are largely based on asking the audience how informa-
tive and useful the content is, or how satisfied the audience is with the
content. Such evaluations may not provide results that can disclose
the aspects requiring improvement or update in the content. There-
fore, we suggest a more comprehensive evaluation, where questions
ask about attributes like

® Accurate, consistent, up-to-date, and complete information.
® (Clear and concise presentation.

® Effective message framing.

® Convenient and doable suggestions.

® Innovative, engaging, localized, and useful message.

Finally, a CSA message is disseminated through a variety of chan-
nels, e.g. workshops, newsletters, posters, screensaver, emails, games,
videos, audio, simulation, and so on. Different audience groups can
have varying preferences regarding dissemination channels [79], e.g.
young people may prefer dynamic channels (like games and simula-
tions) over static ones (like posters and newsletters). Therefore, it is
necessary to know how well-fit the dissemination channel was to the
audience. Once again, there is not a common understanding or stan-
dard for the evaluation of dissemination channels. Certainly, there
are some studies [35, 24, 80-82] that have compared various dissemi-
nation channels to gauge their advantages and limitations. Some pa-
rameters drawn from those studies, which we believe can be useful
for designing evaluation questions, are

® Cost and technology (did it require any additional cost and tech-
nology to operate?).

® Operation (how easy was it to operate?).

®  Work culture (did it support the users’ work culture?).

® Flexibility (did it support self-paced learning?).

® Interesting and engaging (was it interesting to use and offered
high engagement of users?).

® Content type (did it support preferred content types?).

® Reachability (did the information reach the right audience?).

Interest

The individual interest of the organizer, sponsor, senior management,
or audience toward a CSA program is another factor widely mea-
sured to evaluate its effectiveness. In psychology, focused attention
characterizes interest, increased cognitive and affective functioning,
and persistent effort [83]. It has also been found to be strongly related
to motivation, behavior, and outcome [84]. The organizers, sponsors
and senior management interest is necessary for the sustainability
of the program. Similarly, the audience’s interest is essential to mo-
tivate them to participate, learn, and benefit from a CSA program.
Therefore, this can be an essential factor to be measured to know the
effectiveness of a CSA program.

A simple and direct way to measure interest is to ask an indi-
vidual if the program interested him/her (self-reporting). But a more
reliable result can be obtained by watching other indirect indicators.
Indicators like voluntary participation (e.g. attendance or visits to
awareness resources available online), seriousness for learning (e.g.
further inquiry with a desire to learn more, or visits to additional
materials), activities during physical participation, and affect or per-
formance after participation in a CSA program (e.g. test results and
changes in behavior) can be utilized to measure the interest of the
audience. Next, the organizer’s and sponsor’s interests can be real-
ized from the continuity of the program. Finally, in an organization,
the senior management’s interest can be realized from their commit-
ment and moral support for the program, their participation in the
program, and the funds allocated for the program.

Value added

Value-added, means economic (time- and cost-saving that could have
suffered due to a cyberattack or repairing and reinstating normal
business operations after suffering an attack) and non-economic ben-
efits (market competitiveness, or improved customer confidence) ben-
efits gained due to a CSA initiative. It is, once again, important for
the sustainability and continuity of a CSA program. An organization
performing a cost-benefit analysis of a CSA program [5] can pro-
vide more formal results valuable to the management. Some other
indicators are lowered cyber incidents, awards received, a reputa-
tion built due to improved cybersecurity, and CSA’s lessons learnings
integrated into the work culture of an organization. However, such
specific indicators may not be available in the case of a CSA pro-
gram for civilians. In that case, a self-reporting method can be used
to gather the different benefits they gained by participating in a CSA
program.

Methods used for evaluation
The methods that have been utilized to evaluate each factor are pre-
sented in Table 4. Basically, these methods (shown in Fig. 3) can
be classified into two types: intrusive evaluation, and non-intrusive
[85].

In intrusive evaluation, the participant’s normal behavior is con-
sciously disrupted by the evaluation processes. This also means that
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Table 4: Factors measured and their respective measurement methods

Measured factor

Measurement method

Behavior

Attitude

Knowledge and
competence

Interest

Reachability

Intrusive method

®  Questionnaire-based survey (qualitative; open-ended questions; and pre- and post-survey), face-to-face meeting,
semi-structured interview, and group discussion.

® Laboratory experiment and a non-disguised observation of participant’s actions.

®  Web-based test by using vocabulary and scenario type questions.

Non-intrusive method

® Simulated attack and its response observation (pre- and post-attacks), e.g. count of response to the simulated phishing
emails sent, or click-through rate of malicious link in an email, or download count of a malicious attachment in an
email.

® Practical system data to measure an increment in compliance with the best security practices, or a reduction in risky
behaviors.

Security incidents or violations reported, e.g. virus infection incidents (from incidents logbook).

Request to visit or access and surfing of unauthorized online services and websites.

Use of weak passwords.

Not installed or disabled anti-virus software.

Sending of sensitive information via email.

Personal data disclosure or breach.

®  Tool-based attack, e.g. to crack a password and measure the strength of passwords created before and after the
awareness program.
® Silent observation of compliance (in an organization, preferably, after work hours)

Intrusive method

® Questionnaire-based survey (quantitative or qualitative; open-ended questions), semi-structured interview, and group
discussion to know wishes, concerns, problems, values, beliefs, norms, and willingness of cybersecurity.

Non-intrusive method

® System data (interest in an awareness program), e.g. count of information security intranet page accesses, or visits to a
webpage where awareness information is uploaded.

® Security related helpdesk calls, i.e. count of calls to helpdesk that run counter to the purpose of awareness-raising.

® Silent observation of security-related activities.

Intrusive method

® Standardized survey questionnaire to measure knowledge and competence.
®  (Pre- and post-) tests using vocabulary and scenario type questions, e.g. phishing screenshots to identify.

Interest by audience

® Survey (quantitative or qualitative) and other qualitative approaches, e.g. interviews and group discussion.

® Percentage of attendees (i.e. attendance) with respect to the expected number of attendees (if mandatory in the
organization, most employees are forced to attend, and may not represent the real interest; voluntary participation
shows the real interest.

® Silent observation of participants during the session, e.g. yawning, side talking, frequency of short breaks taken.

Interest by organizer
® Motivation demonstrated (observation) by those playing key roles in managing/coordinating cybersecurity program.
Interest by management

®  Moral support and commitment by management (observation and interview) for an awareness program.
® Fund and resources allocated for an awareness program, e.g. to support distribution (i.e. use of dissemination channels)
and posting of security awareness items.

Accessibility of awareness materials.

Survey to know who received the awareness information.

Percentage of people who attended an awareness session.

Count of people that received a leaflet.

Number of attendees visiting the e-learning program in e-learning.

Count of email recipients.

Count of people logged into iNotice.

Visit the website (but can have repetitive visits from a small group of people.
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Table 4: Continued

Measured factor Measurement method

Touchability Self-motivated actions.

® Feedback forms, survey (anonymous), interviews, and focus group discussions.

® Awareness or security day communication (face-to-face feedback).

® Attendance when it is not mandatory.

® Number of attendees who registered and completed the program in e-learning.

® Hit counts to the link for more information in the email.

® Hit counts to the link for more information in iNotice.

® Posters downloaded from the link provided.

® Simulated attacks and response observation.

® Independent observations (e.g. awareness of clean desk policy, observation performed outside working hours).

® Comparisons of pre- and post-session tests or survey results.

®  Audience satisfaction (e.g. attendees temporarily leaving the room, constantly chatting with colleagues, or sketching on
their notes are not encouraging reactions to be discouraged.

®  Visits to shared information.
® Independent observations (behavior.
® Audit and risk department reports (count of security issues related to employees).
®  Security incidents reported.
Value-added Non-financial benefit

® Contribution is realized based on recognition of security contributions, e.g. count and reputation of awards and
contests won.
® Percentage of awareness processes incorporated in the organization’s processes.

Financial benefit

®  Financial cost calculation of organizing an awareness program.

Usability Relevant topics covered

® Percentage of relevant security topics covered (with respect to expected topics to cover).
® Survey, interview, and group discussion to realize the covered topics were suitable for the audience.

Delivery assessment

® Post-awareness survey to know the learning method was preferred by the audience.
®  Pass and fail rates, frequency of awareness program, and count of attendees.

Usage of knowledge in practice
® Survey using a questionnaire to know the usage of knowledge in practice.
User confidence and satisfaction

Survey using a closed questionnaire.

Satisfaction measured using a qualitative approach: interviews, group conversations, and observation.
Post-awareness questionnaire to realize confidence, satisfaction, and preferences.

Users’ exposure to awareness materials is increasing.

Users with significant security responsibilities being appropriately trained is increasing.

Coverage and identified needs are shrinking.

The usefulness of the awareness program

® Survey using a closed questionnaire.
®  Semi-structured interview to realize the percentage of the audience that found the organization of the event satisfactory
(i.e. suitability and importance of the issues discussed, program organization, and program duration).

Overall feedback Feedback strategies

Post-event survey that can be qualitative or quantitative (preferably anonymous.
Feedback forms (preferably anonymous).

Focus group discussion.

Selective/informal interview.

Informal break room conversation.
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Figure 2: Factors measured by the reviewed papers
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Figure 3: Methods used for the evaluation CSA

the participants are aware of the things happening to and around
them, which could lead them to be alert or possess a high cognitive
load. Such participants (alert or with a high cognitive load) may not
think and act in the ways they would do in a natural environment.
This could negatively affect the accuracy of the outcomes. The evalu-
ation is generally conducted in a laboratory environment using well-
established evaluation techniques, such as questionnaires, interviews,
tests, observations in a laboratory setting, and focus group discus-
sions. Its main advantage is a short evaluation duration (a session
may last from a few hours to a day) within which different aspects of
cybersecurity can be covered. An intrusive evaluation could be suit-
able for assessing/measuring security knowledge and attitude, where
the familiarity with facts and information, and individual viewpoints
are measured, respectively.

Whereas in non-intrusive evaluation, the participant’s normal
behavior is not consciously disrupted by the evaluation processes.
The evaluation processes are performed in a natural environment
with a lower cognitive load in the participants, which may result
in more accurate outcomes. However, the main disadvantages of
this evaluation are a longer evaluation period (can continue for a
few days depending on the number of participants and the aspects

Passive data

26
14
11 B
10
. 3
5 ]

Face-to-face Observation

interaction

to be assessed), only a few existing evaluation techniques are ap-
plicable (e.g. analysis of system and log data, disguised observa-
tions, simulated and other attacks), and the likelihood of bias in-
troduction is high that may skew the outcomes (e.g. in observa-
tion the evaluator has to interpret the participant’s activities). A
non-intrusive evaluation could be more appropriate to assess secu-
rity behavior. Moreover, it should be preferred to assess/measure
other factors wherever possible in organizations since it will save
the participant’s (or employee’s) effort and time. However, some-
times getting an in-depth understanding of why the participants
behaved in a certain way may require using a follow-up intrusive
method.

The widely used methods for evaluation purposes are categorized
broadly in Fig. 3 and explained next. Although some of the categories
overlap with each other based on their true definitions, we have dis-
tinguished them in the description to improve their clarity and un-
derstanding.

Survey
A questionnaire survey has been found to be the most popular
method used. It has been implemented mainly to determine the im-
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pact of a CSA program on the security knowledge, attitude, and be-
havior of the participants. In order to do so, pre- (before the aware-
ness program) and post- (after the awareness program) surveys have
been utilized. In addition to these factors, post-survey has also been
carried out for many other purposes, such as

® To determine the suitability and usefulness of the covered topics.

® To realize the importance of the knowledge gained in practice.

® To understand the interest and willingness to participation.

® To realize the confidence, satisfaction, and preference of the au-
dience.

® To determine preference for learning methods.

® To get overall feedback (or suggestion, opinion).

This popularity of a questionnaire survey could be because (i)
it allows a large population to be assessed with relative ease, (ii) it
is easy to integrate different aspects of cybersecurity for evaluation
in a survey, and (iii) it is possible to reduce time, effort, and cost
for conducting a survey by using techniques like an online survey (it
is economical to disseminate questionnaires, and data gathering is
automated), survey sampling (it reduces sample size when the target
size is large), and quantitative questions (it is relatively easy, and fast
to analyze quantitative questions).

A survey can use closed-ended questions, open-ended questions,
or a mixture of both question types. When close-ended questions are
used, the results can be quantified; however, open-ended questions
are presumably more suitable to get deeper insights into attitudes
and behavior changes [45] if the respondents are adequately literate
and interested to answer. On the flip side, responses to open-ended
questions may be difficult to interpret and analyze, limiting their use-
fulness.

Finally, a survey captures active data from willing participants,
who may not remember correctly all the things they do. Such mem-
ory lapse can introduce incorrect data that ultimately could restrict
the ability to use the information for actionable results. This can
be mitigated to an extent by using closed-ended questions whenever
possible, where all possible options are provided, making it easier
for the participants to remember and recall their preferences. More-
over, making the survey anonymous can encourage the participants
to provide real and honest feedback. These all are important since
the survey result is of value as long as the participants do not lie.

Passive data

Analyzing passive data (also referred to as indirect observation) has
been found to be the next popular method used mainly to evaluate
the behaviors of the participants and their interest in CSA. When
gathering data through direct observation becomes very expensive
and time-consuming, then indirect observation becomes more rele-
vant. The reviewed studies have collected passive data from multi-
ple sources, such as the audit department, the risk department, other
external and internal auditors, and the helpdesk in a natural envi-
ronment (i.e. participants remain unaware of the data collection for
a research purpose). This data is not subjective (i.e. human indepen-
dence, so a separate time of the audience for the data collection is not
required), and easy as well as economical to obtain. These may be
some reasons why many studies utilized them to evaluate cybersecu-
rity behaviors (both risky behaviors and best security or compliance
behaviors). Some types of passive data used to measure cybersecurity
behavior are

® Anti-virus and firewall logs.
® Visits or requests to visit unauthorized services and websites.
® Number of security incidents or violations reported.

®  Use of weak passwords.

® Sending of sensitive information via email.

®  Count of calls to the helpdesk.

® Visits or traffic to the location where awareness information is
available (e.g. security intranet page, or location where awareness
information is uploaded).

® (Click through rate of malicious links.

® Count of information security intranet page access, or visits to a
webpage where awareness information has been uploaded.

® Installation/non-installation of security protection.

® Coverage and identified needs of CSA are shrinking.

® Frequency of awareness programs needed in the organization.

® Increase in reporting of potential cyber incidents by cyber aware
people.

Similarly, passive data that has been utilized to know whether the
CSA information reached the target audience or not are

® Count of people that received a leaflet.

® Number of attendees visiting the e-learning program.

® Count of email recipients.

® Count of people logged into iNotice.

®  Visits the website (but there is a risk that a small group of people
may repeatedly visit the website).

® Percentage of people who attended an awareness session.

The audience’s interest in a CSA program (or whether cybersecu-
rity information touched the audience or not) is also determined by
utilizing the following passive data:

® Number of attendees registering, and completing the e-learning
program.

® Hit counts to the link for more information in the email/iNotice.

® Poster downloaded from the link.

® Activities like attendees temporarily leaving the room, constantly
chatting with colleagues, or sketching on their notes are not en-
couraging reactions.

As a matter of fact, utilizing such data for evaluation purposes
in cybersecurity provides a more realistic outlook for the situation.
This data is a part of everyday activities, so participants do not need
a separate notification that could make them aware and alert, thus
influencing their activities and data.

However, analyzing this data could answer only what has hap-
pened and not why has it happened, since the evaluator gathers in-
formation without the direct involvement of the people studied. For
example, it will answer if the participants continue to use a weak
password even after participating in a related awareness program,
but not provide an answer to why they continue doing so. Indeed,
it is important to know whether an awareness program has brought
positive changes in the participant’s behavior or not, but at the same
time, it is equally necessary to know why certain behaviors have not
changed. This information will help to improve the awareness pro-
gram in a future iteration. In addition, access to someone’s digital
footprints will require a precautionary approach, e.g. implementing
privacy-enhancing technologies, incorporating regulatory controls,
and receiving permission from the authority.

Test

Tests in two forms have been utilized for evaluation purposes, which
are (i) a question-based test, and (ii) an attack-based test. Such
tests are performed before and after a CSA program and their re-
sults are compared to know the effectiveness of the CSA program.
These tests are conducted mainly to evaluate cybersecurity knowl-
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edge, and in the case of a simulated attack, are also used to evaluate
behavior.

In a question-based test (e.g. quiz, or game) using standardized
questions [46] comprising vocabulary and scenario type questions
[36] can help to ask the right and relevant questions. Then, in an
attack-based test, using a secret simulated attack, e.g. sending a phish-
ing email to the audience and observing their responses like a count
of people who revealed sensitive information, who downloaded or
opened the attachment, who identified and reported the phishing at-
tempt to the concerned authority, and who reported about fallen for
a phishing attack after realizing it, can provide more realistic results.
Similarly, other attack types, such as checking password strength us-
ing tools and techniques after an awareness program on creating
strong passwords, can also be a test to evaluate the effectiveness of
the awareness program.

As with the passive data approach described above, this simu-
lated attack also provides a more realistic view of the situation. But
it involves more work (like developing attacks in as natural form
as possible, taking care of legal and ethical aspects, and others) and
can be expensive to conduct. Further, for various aspects of cyber-
security, other forms of evaluation could be more appropriate than
using simulated attacks, e.g. the observation method would be suit-
able to determine whether an individual leaves his/her digital devices
unattended, or passive data would be suitable to know whether an
individual routinely updates the anti-virus software in his/her digital
devices. More importantly, exposing people to simulated attacks can
have several unintended consequences (negatively impact the staff
trust, and security and error culture of an organization) and could
also violate various national or data protection laws, or local agree-
ments [86]. For example, a phishing attack attempts to persuade vic-
tims to reveal sensitive information, download and open a malicious
attachment, circumvent security in digital devices, transfer money,
and so will be a simulated phishing attack that may not be compati-
ble with different laws and agreements. Therefore, while conducting
such attacks, it is mandatory to ensure that no laws and ethics are
contravened.

Face-to-face interaction

Face-to-face interaction using techniques like semi-structured inter-
views, informal break room conversations, and focus group discus-
sions to get audience and management feedback on a CSA program
has been found to be the next popular method. It can be either tar-
geted or generalized (e.g. suggestions, opinions, wishes, concerns,
problems, and values). Such face-to-face interaction conducted in a
laboratory setting can also be utilized to an extent to realize the au-
dience’s cybersecurity knowledge, attitude, and behavior.

One of the main advantages of face-to-face interaction is that it
captures both verbal and non-verbal (e.g. nuances of the voice, fa-
cial expressions) cues. In addition, it supports immediate feedback
and without any delay clears up confusion and misunderstanding in
the message conveyed if any exists. However, in a face-to-face inter-
view, the cost can be a major disadvantage since it requires an inter-
viewer (i.e. personnel cost) and is very time-consuming to conduct.
Its cost can be reduced by using informal break room conversations
and focus group discussions, although they may not provide a com-
prehensive understanding of the problem. Also, face-to-face interac-
tion does not provide anonymity, which can be a concern for some
respondents.

Observation
Both disguised (i.e. evaluator’s presence is concealed from partici-
pants) and non-disguised (i.e. evaluator’s presence is known to par-

ticipants) observations have been found to be utilized mainly to eval-
uate cybersecurity behavior. Observation can be both direct (involves
looking at the actual behaviors) and indirect (involves looking at a
result of behaviors). This subsection, by observation, refers only to
the direct one. The indirect observation has been included as passive
data in subsection Passive data.

Although the non-disguised method alleviates ethical concerns
that may arise due to watching someone covertly, it suffers the
Hawthorne effect [87], i.e. participants act differently when they are
being watched, and could not provide the actual behavioral changes
resulted due to an awareness program. In addition, there is always
a risk of distracting and disturbing the participants from their nor-
mal activities. At the same time, the non-disguised method can be
replaced with a survey that can be equally effective. In that case, the
disguised method conducted in the natural environment is a more
preferable method for assessing the behaviors of the participants. But
this also has a downside, which is due to the absence of interaction
between evaluator and participants, there is a high chance that the
evaluator may introduce errors and bias in the analysis of behavioral
events. Moreover, in the case of an organization where the partici-
pants are within a specified perimeter, conducting a disguised obser-
vation could be easy, but doing the same may not be feasible for an
awareness program that targets the general public.

There often exists a disconnect between what people self-report
they do and what they actually do. So, to study a change in the partic-
ipant’s behaviors after participating in a CSA program, observation
can be a very effective method. A more focused or structured obser-
vational study (where the evaluator uses checklists or targets specific
behaviors) can be a more dependable method. This requires the eval-
uator to know what to observe (event sampling), when to conduct the
observation (time sampling), and how to document the observations.
The evaluator is often suggested to record the events for discussion
and analysis at a later stage.

But a major limitation of observation is that it is generally con-
ducted in-depth over a prolonged period, with data that are of-
ten subjective and difficult to quantify, thus the sample size is usu-
ally kept at a minimum. Moreover, it requires skilled observers and
analysts, otherwise they may introduce errors and biases in their
analysis. Not to mention, it does not provide anonymity to the
participants.

Metrics Development

But prior to metrics development, it is important to realize what con-
stitutes good metrics. Some criteria of good metrics, which we believe
are relevant for our proposed metrics [13] are shown in Fig. 4.

Evaluation can be diagnostic (i.e. a pre-assessment conducted to
know an audience’s existing awareness level on the topic), formative
(i.e. an assessment conducted during the program development and
implementation to realize the needs and processes required to achieve
the goal), and summative (i.e. a post-assessment conducted to assess
the outcome of the program and determine broader and long-term
changes occurred due as a result of the program). The diagnostic as-
sessment followed by the summative assessment is mainly related to
the outcome and impact of the program or the declaration of the
success or failure of the program, but the formative assessment helps
learn where to best put the limited resources available for CSA. For
a complete evaluation of a CSA program, all three assessments are
equally necessary.

For the evaluation purpose, it is imperative to have a clear goal
[5] and measurable objectives [88] from a CSA program. More es-
sentially, both the goal and objectives must be realistic or achievable.
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CRITERIA
FOR

Consistently measure (i.e., no subjective criteria)

Cheap or economical to gather (i.e., preferably automated)

GOOD
METRICS

Expressed as a cardinal number or percentage

Expressed using at least one unit of measure

Contextually specific (i.e., relevant to decision makers so they can take action)

Figure 4: Criteria for good metrics [13]

The goal and objective should serve to uphold the reason for creating
an awareness program, i.e. what the program wants to achieve. They
can be unique to each target group. The measurable objective can
be tracked with the help of numbers and units, which is crucial for
continuously monitoring and analyzing the success. Against this ob-
jective, the effectiveness of the program is evaluated, and accordingly,
the program is revised and updated.

In general, a CSA program is expected to communicate cybersecu-
rity knowledge (i.e. recommended guidelines and security best prac-
tices) to the target audience, broaden the cybersecurity knowledge of
the target audience (i.e. familiarity with guidelines and security best
practices), bring positive changes in attitude (i.e. motivate to adopt
recommended guidelines and practices) and behavior (i.e. create a
strong culture of security) in the target audience, gain and keep the
audience and management/sponsor trust and satisfaction; and ulti-
mately minimize the number and extent of security breaches [5]. But
these expectations are difficult to quantify. Some examples of clear
goals and their respective measurable objectives are as follows:

® Goal: achieve compliance with required regulations and direc-
tives; objective: compliance with GDPR, e-Privacy Regulation,
NIS Directive, and so on.

® Goal: identify and manage human risks to an acceptable level;
objectives: reduce accidental data loss incidents by 70%.

®  Goal: raise awareness of security best practices; objectives: use of
password security, practice social media safety, practice malware
protection, practice mobile security, awareness of phishing, and
o on.

In addition, the evaluation process must be cost-effective (or in-
expensive) to conduct and its results are useful for decision-making.
Cost can be reduced by limiting to only variables that need to be
measured and doing this in a more planned and structured way in
terms of schedule and clarity in questions intended to be answered.
Then, usefulness can be improved by understanding and taking into
account the priorities and concerns of different stakeholders who will
use the evaluation findings for decision-making.

The ELINET [89] recommends four indicators and their mea-
surement methods that are important for the evaluation of awareness
activities. Based on this recommendation, the aforementioned crite-
ria for good metrics, and evaluation methods utilized by the reviewed
studies, we propose the metrics as shown in Fig. 5 and explained in
Table 5 for the evaluation of a CSA program. We believe that all these
four indicators are important to be evaluated in order to know the
effectiveness and success of a CSA program. It is possible that an or-
ganization may not be in a situation to afford the measurement of
every factor. In a situation like this, it is suggested that the organiza-
tion measure selective factors most relevant to it from each indicator

rather than measuring all factors from a certain indicator while aban-
doning other indicators. The target audience will impact how each
indicator can be measured. For example, it may be easy and econom-
ical to obtain system and log data if the target audience is the orga-
nizational staff (they are in a controlled environment), but such data
may not always exist if the target audience is customers (they are in
an uncontrolled environment). Moreover, while suggesting measure-
ment/assessment methods, we have tried to ensure that they adhere
to the criteria for good metrics. For example, we have emphasized a
quantitative method, i.e. non-subjective as well as quantifiable, and
so makes sense to the sponsor/management. Besides, we have pro-
vided multiple alternatives to measure each indicator type so that
the cost-effective option can be selected.

Furthermore, an evaluation should not be limited to what factors
to measure and how to measure them, but should also cover whom
they have been measured for. This will help in the complete eval-
uation (i.e. from the perspective of all important stakeholders like
CSA professionals, management/sponsors, and an audience group)
and at the same time provide an idea of who will participate in the
evaluation process. Outcomes from the evaluation of impact factors
and accessibility factors are more connected to the CSA profession-
als, who are responsible for updating and adjusting the CSA program
for future iterations. Whereas evaluation results of sustainability in-
dicators and monitoring indicators are helpful for the management
or sponsor in deciding whether to continue investing in the existing
awareness program or have to look for an alternative.

Other important aspects are a proper visualization of the evalua-
tion results and automation of the measurement processes [18]. For
the visualization of evaluation results, a scorecard can be a potential
option [5, 18]. Likewise, several tools are available that can be used
to automate data collection processes using surveys, tests, and passive
data; however, to use them could demand a certain set of technical
skills.

Different from the works discussed in the section Related Works,
our proposed metrics have given equal importance to the evalua-
tion of the sustainability indicators. Sustainability can be expressed
in terms of the program outcome’s ability to exist constantly by influ-
encing organizational policies, arrangements, and regulatory frame-
work. It can also be expressed in terms of the program’s ability to
exist constantly in the organization by becoming a part of the orga-
nizational policies and receiving abundant funds. CSA is a continu-
ous process, and the evaluation process is similarly iterative. With-
out the evaluation of the sustainability indicator, the continuity of
the process itself can become questionable. More importantly, the
evaluation should seek input from all of those involved and affected
by a CSA program. This is possible only by ensuring that diverse
viewpoints from different stakeholders are considered so that the re-
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4 IMPACT INDICATORS

touchability
eMeasurement methods

@ eMeasured factors
eChange in cybersecurity knowledge, attitude, and behavior of the audience;

Questionnaire-based survey (online, standardized, quantitative); Web-based
test (vocabulary and scenario type questions); Tool based attack; Simulated
_ attack; Statistical analysis of passive data

S

P

~

*Measured factors

framework

eMeasurement methods

-

SUSTAINABILITY INDICATORS )

*Value added, effect on organizational policies, arrangement, and regulatory

Static analysis of passive data

*Measured factors

eMeasurement methods

data

/

4 ACCESSIBILITY INDICATORS

*The relevance of topics covered, quality of materials, and suitability of
dissemination channels used in a CSA program (reachability, usability)

Questionnaire-based survey (online, quantitative); Static analysis of passive

*Measured factors

eMeasurement methods

passive data

e

MONITORING INDICATORS

eAudience and management interest and participation in a CSA program;
Sponsor, and management commitment and interest in a CSA program

Questionnaire-based survey (online, quantitative); Statistical analysis of

Figure 5: Metrics for the evaluation of a CSA program

sults are as complete and unbiased as possible. Ironically, none of
the work discussed in the section Related Works has clearly con-
sidered this aspect and has based its evaluation completely on the
audience’s viewpoint. Indeed, the audience assessment and feedback
are important, but to yield a more balanced and holistic picture
of the awareness program, it is necessary to measure how well the
expectations of each stakeholder are met. This can provide critical
insight and guidance to adjust the awareness program for future
iterations.

The proposed metrics can guide the evaluation process of a CSA
program; however, they do not answer what score is an acceptable
level of awareness [21, 26]. This is an important question, but is con-

textual and will vary depending on the target topic and audience type.
For example, if the target audience is healthcare or banking staff,
the only acceptable score will presumably be the maximum. There-
fore, it is necessary to set a benchmark expectation from the CSA
program [4, 5]. Further, for any evaluation, there needs to be clarity
about what will be considered a quality and ethical evaluation [90].
This could vary depending on organizational policies, laws, and reg-
ulations. Some organizations could have in place particular evalua-
tion standards and/or ethical guidelines to guide the evaluation. The
most important thing is to approach it methodically and attentively
to avoid any unforeseen repercussions, unnecessary interruptions, or
meaningless outcomes.
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Table 5: Metrics for the evaluation of CSA

Indicator

Measured factor

Measurement/assessment method

Impact indicators

Measure and assess the learning (i.e.
knowledge and skills gained by the
audience as a result of the awareness), and
the impact on the audience’s performance
and attitude toward cybersecurity.

Sustainability indicators

Measure the direct and indirect values
added to the organizations as a result of
implementing CSA. These indicators are
critical for the management or sponsors in
their decision-making on whether to invest
in the program or not, and this is necessary
for the continuity of the program.

Accessibility indicators

Measure the quality of resources and
delivery channels used in the awareness
program.

Impact of awareness on:

Cybersecurity knowledge and competence.
® Attitude to cybersecurity.
®  Cybersecurity behavior.

It also comprises touchability.

Impact of awareness in the change of:

Organizational policies.
® Regulatory framework.
® Organizational arrangement.

Change in top management and sponsor
support and commitment for the
awareness program

Quality of awareness resources. Effectiveness
of awareness resources.

For example, whether the content was
relevant and easy to follow or not, what were
the strengths and weaknesses of the program,

and whether the delivery methods were able
to accommodate the audience’s pace and
learning style or not. It comprises of usability
and reachability.

® (Pre- and post, quantitative) web-based
test (vocabulary- and scenario-type
questions) to determine if the audience
knows more about the issues covered
by the awareness program or not.

® (Pre- and post, online, standardized,
and quantitative) questionnaire-based
survey to determine if the audience
knows more about the issues covered
by the awareness program or not, and
understands the sense of urgency of
fighting and preventing the issue or not.

® (Pre and post) statistical analysis of
passive data to know if there is a
decline in security incidents and
violations, for example:

o Data from audits and risk
departments.

o Count and severity of security
incidents occurred due to staff
behaviors.

o Other best behavior data that can
be automatically collected (e.g.
anti-virus and firewall log data,

and helpdesk data).

® (Pre and post) simulated and tool-based
attack to determine if the audience
understands the sense of urgency of
fighting and preventing the issue or not.

®  Valued-added by the awareness
program evaluation based on, for
example:

o Recognition of security
contributions, e.g. count and
reputation of awards and contests
won due to the awareness

program.

o Percentage of awareness
processes incorporated in the
organization’s policies, processes,
and arrangement

® Change in funding and resources
allocated for the awareness program to
realize the management/sponsor
interest in the awareness program.

®  Cost-benefit analysis of the program
(i.e. ROI).

®  Survey to evaluate (using closed
questions/quantitative, such as Likert
scale).
o Relevancy of topics.
o Content quality.
o Delivery assessment.

® Percentage of security topics covered
with respect to expected topics to be
covered to know if all relevant or
demanded topics are covered or not.
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Table 5: Continued

Indicator Measured factor

Measurement/assessment method

Monitoring indicators

Measure how the audiences, sponsor, and
senior management have perceived or
reacted to the awareness program.

in the program.

Interest, support, commitment, and
participation of different stakeholders using:

® System and log data analysis (e.g.,
attendance, website visit, email
recipient, etc.) to determine if the target
group has access to the awareness
resources or not.

Interest and active participation evaluated

® System and log data analysis (e.g.
attendance when it is not mandatory,
number of attendees who registered and
completed the e-learning program with
respect to those who visited, hit counts
to the link for more information, and so
on).

® DPost-event survey (using closed
questions/quantitative, such as Likert
scale; preferably anonymous) to receive
overall feedback on the awareness
program.

®  Availability of resources for the
program.

Conclusions

The evaluation of a CSA program is an important activity in the post-
implementation phase. Evaluation is necessary to know how effective
and successful the program was. Moreover, it provides information
on which aspects of the program require improvement and also in-
formation used by senior management/sponsor in deciding whether
to invest further in the program.

In spite of all the benefits of evaluation, there does not exist a
consensus on what to measure and how to measure while evaluating
a CSA program. This may be because different target groups have
varying needs and environments determining the content of their CSA
programs; so generalized evaluation metrics cannot capture the ra-
tionale behind an evaluation strategy. Ironically, this lack of evalu-
ation metrics for CSA has caused more harm than good: e.g. many
organizations and individuals either abandon the evaluation process
or limit their evaluation to some weak or irrelevant factors and in-
dicators. Therefore, in this paper, we have designed and proposed
evaluation metrics for CSA that we believe are widely applicable.

In order to do so, we performed a systematic literature review
of 32 past studies that have evaluated or proposed methods to eval-
uate a CSA program. We gathered the relevant papers after multi-
ple rounds of screening. A review of the gathered papers followed
this, mainly to extract information on what factors past studies mea-
sured and how they measured them to evaluate or assess the effec-
tiveness and success of a CSA program. Analysis of the collected data
revealed that factors measured by the past studies can be classified
into behavior, attitude, knowledge, interest, reachability, touchability,
value-added, usability, and overall feedback. Among all the factors
measured, behavior, attitude, and knowledge are the most popular
factors. Similarly, methods used to measure these factors can be cate-
gorized into a survey, test, passive data, face-to face-interaction, and
observation, where survey and passive data are found to be the most
popular.

Using the obtained findings, criteria for good metrics, and the
ELINET’s four indicators (i.e. impact, sustainability, accessibility, and
monitoring), we have designed and proposed new metrics for the

evaluation of a CSA program. Our proposition provides factors to
be measured and their respective measurement methods in order to
realize each of the indicators.

The impact indicator is realized by measuring positive changes in
cybersecurity knowledge, attitude, and behavior due to the CSA pro-
gram using methods like online surveys, tests (web-based, tool-based,
and simulated), and statistical analysis of relevant passive data.

Similarly, the sustainability indicator is realized by measuring the
changes in organizational policies, regulatory framework, and orga-
nizational arrangement due to CSA. Moreover, it is also realized by
measuring the change in senior management and sponsor support,
and commitment to CSA. The sustainability indicator is measured
using statistical analysis of relevant passive data like the percentage
of awareness outcomes integrated into the organizational process,
policy, and arrangements; cost-benefit analysis; and changes in funds
and resources allocated for the program.

Next, the accessibility indicator is realized by measuring the rele-
vancy of topics, quality of materials, and appropriateness of delivery
channels using methods like surveys, the percentage of relevant topics
covered, and statistical analysis of relevant passive data like audience
interest in the awareness program.

Finally, the monitoring indicator is realized by measuring stake-
holders’ interest and participation in the awareness program using
passive data analysis and post-program surveys.

We believe our proposition is inclusive of all directly affected
stakeholders, i.e. management, CSA professionals, and target audi-
ences. More importantly, the proposed metrics have considered var-
ious important aspects, such as criteria for good metrics, different
stakeholder needs, and the sustainability of the program in order to
make the evaluation process inclusive, complete, and unbiased as far
as possible.
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