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Abstract. We construct the first non-interactive zero-knowledge (NIZK)
proof systems in the fine-grained setting where adversaries’ resources are
bounded and honest users have no more resources than an adversary.
More concretely, our setting is the NC!-fine-grained setting, namely, all
parties (including adversaries and honest participants) are in NC.

Our NIZK systems are for circuit satisfiability (SAT) under the worst-
case assumption, NC! C @L/poly. As technical contributions, we propose
two approaches to construct NIZKs in the NC'-fine-grained setting. In
stark contrast to the classical Fiat-Shamir transformation, both our ap-
proaches start with a simple X-protocol and transform it into NIZKs
for circuit SAT without random oracles. Additionally, our second ap-
proach firstly proposes a fully homomorphic encryption (FHE) scheme
in the fine-grained setting, which was not known before, as a building
block. Compared with the first approach, the resulting NIZK only sup-
ports circuits with constant multiplicative depth, while its proof size is
independent of the statement circuit size.

Extending our approaches, we obtain two NIZK systems in the uni-
form reference string model and two non-interactive zaps (namely, non-
interactive witness-indistinguishability proof systems in the plain model).
While the previous constructions from Ball, Dachman-Soled, and Kulka-
rni (CRYPTO 2020) require provers to run in polynomial-time, our
constructions are the first one with provers in NC.

Keywords. Fine-grained cryptography, non-interactive zero-knowledge
proof, fully homomorphic encryption

1 Introduction

Non-interactive zero-knowledge (NIZK) proof systems [11] are a central topic
in complexity theory and theoretical cryptography. In the recent years, it also
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provides numerous novel applications in cryptography. An important line of
research is to construct NIZKs based on different assumptions. An earlier work
has shown that NIZKs require a trusted setup, such as a common reference string
(CRS) [4]. Moreover, Pass and shelat [16] showed that (non-uniform) one-way
functions are sufficient for NIZK for AM. Recently, it is possible to construct
efficient NIZKs such as Diffie-Hellman-based constructions [12,13]. In this paper,
we are interested in NIZKs based on much mild assumptions.

NC!-fine-grained cryptography. Fine-grained cryptography [7] designs cryp-
tographic schemes in a setting where adversaries have only bounded resources
and honest users have no more resources than adversaries. In this setting, it is
possible to have more efficient schemes and base their security on weaker, or
extremely mild assumptions. Although this notion of cryptography was firstly
proposed by Degwekar, Vaikuntanathan, and Vasudevan [7], it has long history
starting from the Merkle key exchange protocol [15].

In this paper, we consider NC!-fine-grained cryptography where adversaries are
in NC!. Cryptography in this setting is often based on the worst-case assumption
on complexity classes, NC! C @L/poly. Here L /poly is the class of languages with
polynomial-size branching programs, and all languages in NC! have polynomial-
size branching programs of constant width by the Barrington theorem [3]. The
NC! C @L/poly assumption states that there exists at least one language having
only polynomial-size branching programs with non-constant width.

We suppose that it is interesting to study NC!-fine-grained cryptography. First,
it is a fundamental question to consider which kind of cryptographic schemes can
be constructed in such a setting by assuming NC* C @L/poly. Currently, we know
that one-way functions [7], (somewhat homomorphic) public-key encryption [7,5],
hash proof systems (HPS) [9], and attribute-based encryption [20] are possible
in this setting. We want to explore whether it is possible to push the boundary
further. Second, as pointed out in [7], these primitives in NC! can be combined
with other constructions against polynomial-time adversaries under stronger
assumptions. Although the resulting scheme relies on stronger assumptions
(e.g., factoring, Diffie-Hellman, and learning with errors) for polynomial-time
adversaries, it is secure for NC! adversaries as long as NC! C @L/poly.

Current NIZKs in NC'. We aim at constructing NIZKs in the NC!-fine-grained
setting. To the best of our knowledge, there are three proof systems under the
assumption NC! C @L/poly [9,2,20], but none of them achieves our goal, and, in
particular, it is inherently difficult to transform them in achieving our goal.

A fine-grained NIZK proof system has previously been constructed by Ball,
Dachman-Soled, and Kulkarni [2] assuming NC! C &L /poly, but in a stronger
setting, where the prover is polynomial-time and more powerful than NC' circuits
and the verifier, simulator, and adversaries are in NC!. To be a bit more technical,
we suppose their requirement on polynomial-time provers is inherent, since their
provers need to compute the determinant of some matrix, which cannot be done
in NC!. Another example is the hash proof system (HPS) by Egashira, Wang,
and Tanaka [9]. Although in their scheme adversaries and all honest parties are in
NC!, an HPS is a weaker form of NIZK, namely, the designated verifier needs to
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hold the secret hash key to verify the proof. Recently, Wang, Pan, and Chen [20]
proposed a quasi-adaptive NIZK in NC! with public verification. However, their
scheme can only support languages that can be expressed as linear subspaces,
which is rather restricted, and their scheme is in the weaker quasi-adaptive model,
namely, their CRSs have to be dependent on the language parameter.

1.1 Owur Contributions

We construct the first NIZK proof systems in the fully NC! setting, where
adversaries, honest provers, and verifiers are all in NC!. We note that this is
in contrast to schemes in [2] which requires the provers to be polynomial and
more powerful than NC! circuits. Similar to previous NC!-fine-grained primitives
[7,5,9,20], the security of our scheme is based on the NC' C &L /poly assumption.

Our approach first constructs a simple X-protocol that runs in AC°[2] which
is a subset of NC!, and then compiles it to NIZKs for circuit satisfiability (SAT)
in the CRS model. Our transformation does not require random oracles as in
the classical Fiat-Shamir transformation [10], or pairings as in the recent work of
Couteau and Hartmann [6].

Our transformation contains several intermediate steps, as described figu-
ratively in Figure 1. We first transform our X-protocol to a NIZK for linear
languages, namely, a NIZK for proving whether a vector belongs to

Lyv = {t: Iw € {0,1}", s.t. t = Mw},

where M € {0,1}"*%. Based on this, we construct an OR-proof system for
disjunction.

Ny NIZK for NC'-circuit SAT
X -
X-protocol =25 NIZK for Linear Languages —-25 OR-proof

&,

Sem “

77 NIZK for AC%y[2)-circuit SAT

Fig. 1. Overview of our approaches in constructing NIZK in the CRS model.

Starting from our OR-proof, we have two methods to construct NIZKs for
circuit SAT. Our first method uses the additive homomorphic encryption from
Degwekar, Vaikuntanathan, and Vasudevan (DVV) [7] (in a non-black-box way)
to transform our OR-proof to a NIZK for circuit SAT. Its proof size grows linearly
with the size of the statement circuit. The resulting NIZK can prove statements
that can be represented as NC! circuits, since our provers are NC! circuits.

We stress that in the (fully) NC!-fine-grained setting a statement circuit
cannot go beyond NC!. This is because if the statement circuit is outside NC?,
then even the honest prover in NC! cannot decide with the witness if the statement
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is true or not. However, if we allow the honest prover to run in polynomial-time
as in [2], our construction works for any statement circuits with polynomial-size.

Our second method first constructs a fully homomorphic encryption (FHE)
scheme in the NC! setting, and then uses it to construct a NIZK for circuit
SAT. On the one hand, different to our first method, this NIZK’s proof size is
independent of the statement size. On the other hand, our NIZK from the second
method supports statements in AC2,,[2], since our FHE supports homomorphic
evaluation of AC2\,[2] circuits. Here AC2,[2] circuits are AC°[2] circuits with
constant multiplicative depth, where multiplicative depth can be thought of as
the degree of the lowest-degree polynomial in GF(2) evaluating to a circuit [5]
(See Definition 4).

Interlude: Fine-grained FHE. We highlight that our FHE scheme is of inde-
pendent interest. To the best of our knowledge, the scheme of Campanelli and
Gennaro [5] is the only known somewhat homomorphic encryption (SHE) in
the NC!-fine-grained setting, where SHE is a weaker notion of FHE. Thus, our
scheme is the first FHE in the NC!-fine-grained setting. Moreover, our FHE is
conceptually simpler and compatible with our OR-proof in constructing NIZK
for circuit SAT. In terms of efficiency, our scheme is comparable to the SHE
scheme in [5]: our public key has A\? bits, while theirs has O(\?) bits. Also, our
scheme uses less parallel running-time, in the sense that it only computes the
parity of A bits in parallel for homomorphic multiplication, while theirs has to
compute the parity of A\? bits. Here ) is the security parameter.

We leave improving the power of homomorphic computation of our scheme as
an open problem. We are also optimistic that all FHE-based applications can be
realized in the NC!-fine-grained setting using our FHE, and we leave a detailed
treatment of it as a future work.

Extensions. We extend our NIZKs to construct non-interactive zaps [8] (i.e.,
non-interactive witness-indistinguishability proof systems in the plain model) by
improving the techniques in [12]. The key enabler for this is that all our NIZKs
have verifiable correlated key generation which is a property used in [12] and
formally defined by us. Roughly speaking, this property states that a perfectly
sound CRS (i.e., a binding CRS) is correlated to a perfectly zero-knowledge one
(i.e., a hiding CRS), and in some particular case this can even be verified.

All the aforementioned NIZKs are in the CRS model. We further extend them
to the uniform random string (URS) model, where a trust setup only samples
public coins.

1.2 Technical Details

In this section, we give more details about our techniques with a particular focus
on constructing NIZKs for circuit SAT in the CRS model. A figurative overview
for this is given in Figure 1.

Starting point: a Y-protocol in AC°[2]. Rather than directly constructing
a NIZK under the worst-case assumption NC! C @L/poly, we first construct a
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J-protocol with unconditionally special soundness and special honest-verifier zero-
knowledge. Our protocol does not require any cryptographic group structure where
the discrete logarithm or factoring assumption holds. For the aforementioned
linear language Lyg, the prover sends the commitment C = MR, where R <
{0,131 "0 the verifier and receives a challenge T < {0,1}*~! back. The
response to the challenge is D = (R||w)A, where A = (R||RT)T and R =

<I>\01> € {0,1}A=1 I, is an identity matrix in {0,1}A=D*xA=1)_ The

verifier checks whether (C||x)A = MD. In our X-protocol, all computations are
in GF(2), and all parties can run in AC°[2]. We refer the reader to Section 3 for
the detailed proof, which reflects our main technical contribution in this part.

Compiling Y-protocol to NIZK. Couteau and Hartmann [6] showed how to
convert a X-protocol into a NIZK for Lgm), where L(gm) is the language including
all the group vectors with exponents in the span of M. Their main idea is to put
the challenge originally in Z, into the group and set it as the common reference
string. Verification can be executed by using bilinear map, and finding a valid
proof can be reduced to breaking the (extended) kernel matrix Diffie-Hellman
assumption. Although this assumption is falsifiable and has analysis in the generic
group model and algebraic group model, we want a NIZK based on assumptions
weaker than that. Moreover, in the fine-grained cryptographic landscape, we are
not aware of the existence of any bilinear map.

Our work exploits the indistinguishability of the following two distributions
against NC! adversaries used in [7,5,9,2,20]:

{M e {0,1}* :M" & ZeroSamp(\)} and {M € {0,1}*** : M " & OneSamp(\)}.

=:Dg =:D1

Here, X\ is the security parameter, and the randomized sampling algorithms
ZeroSamp and OneSamp output matrices with rank A—1 and full rank, respectively.
Concrete definitions of these algorithms are given in Section 2.2. Note that this
indistinguishability holds under the assumption NC! C @L/poly [14,1]. Based on
the indistinguishability between Dy and D;, we develop a new compiler from a
Y-protocol to a NIZK in NC!-fine-grained cryptography.

The main idea is to generate R in our Y-protocol as e}|R < LSamp())

instead of (I 0 )7 where e} = (1,0,---,0)" and LSamp is an intermediate
A—1

algorithm in ZeroSamp. This makes the distribution of A = (ﬁ||ﬁF)T in the
X-protocol identical to Dy (see Section 2.2 for details). The hiding CRS of the
resulting NIZK is A with T being the simulation trapdoor, and a proof consists of
(C,D) (i.e., the first and third round messages of the X-protocol). Perfect zero
knowledge follows from the honest-verifier zero-knowledge of the aforementioned
X-protocol. To prove soundness, we switch the distribution of A from Dg to D1,
which corresponds to switching a hiding CRS to a binding one. In this case, the
kernel of AT becomes empty and there exists no invalid statements passing the
verification.
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Extension to OR-proof. Let A be a binding CRS in D;. From A, we show that
a prover can derive a hiding CRS A;_; with a trapdoor ¥;_; and a binding CRS
A ;. Moreover, switching the distribution of A to Dy leads both A; and A;_;
to become hiding CRSs. Based on this crucial step, we develop a fine-grained
version of the “OR-proof techniques” [12,17] to achieve the target OR-proof
system. Roughly, the prover generates proofs with respect to both A; and A;_;.
Soundness is guaranteed when one of them is binding, and perfect zero-knowledge
is guaranteed when both are hiding.

NIZK for circuit SAT using DVV. We now give an overview on how we
construct a NIZK for circuit SAT in NC! by using our OR-proof and improving
the GOS framework by Groth, Ostrovsky, and Sahai [12].

In the GOS NIZK, for each input/output pair ((w;,w;),wy) of a NAND gate,
the prover encrypts the bits of wires with an additive homomorphic commitment
scheme, and proves that the plaintexts satisfy the relation w; +w; + 2w, — 2 €
{0,1}.% However, since all the computations are performed in GF(2) in NC!-fine-
grained cryptography, w; +w; + 2wy — 2 € {0, 1} always holds, and thus proving
this relation becomes meaningless.

To address the above problem, we adopt another OR-relation:

14+w;+wp,=0A1+w;=00r1+w,=0Aw; =0.

One can check that each valid input/output pair of a NAND gate should satisfy
it.* Then we use the DVV encryption scheme by Degwekar, Vaikuntanathan, and
Vasudevan [7] to encrypt w;, w;, and wy, respectively and prove that the plaintexts
satisfy this new relation with our OR-proof. There are two nice properties of
the DVV encryption useful in our case: (1) additive homomorphism and (2) a
ciphertext of 0 (respectively, 1) is in (respectively, outside) the linear subspace of
the public key, which make it compatible with our OR-proof.

NIZK for circuit SAT using FHE. In our NIZK for circuit SAT mentioned
above, we generate a ciphertext for each wire of a statement circuit and a proof
of compliance for each gate. Thus, the final proof size grows linearly with the
circuit size.

Our second construction circumvents this by constructing a fine-grained
FHE scheme. In this way, we only have to encrypt the input bits (i.e., witness)
and execute the fully homomorphic evaluation of a statement circuit on these
ciphertexts to obtain an output ciphertext. Afterwards, we exploit our OR-proof
to prove that all the input ciphertexts are valid and the output ciphertext
corresponds to 1. The final NIZK proof does not include intermediate ciphertexts
generated during the homomorphic evaluation. Thus, the proof size is independent
of the circuit size. To verify the final proof, one can just evaluate the ciphertext
homomorphically and check the proofs for the input/output ciphertexts. Due to

3 Recall that any circuit can be converted to one consisting only of NAND gates, and
1 —w;w; = 0 is equivalent to w; + w; + 2wy, — 2 € {0,1} in Z,, for a large number p.

4 Notice that all the computations are performed in GF(2) and thus addition and
subtraction are equivalent.
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the correctness of the FHE and the soundness of the OR-proof, a valid witness
can be extracted from any valid proof with the secret key of the FHE.

Similar to the fine-grained SHE proposed by Campanelli and Gennaro [5],
our FHE scheme supports the homomorphic evaluation of circuits in AC%M 2],
which makes the supporting statement of the resulting NIZK somewhat limited.
Using the generic technique in [5, Section 3.3], we can extend our FHE to
support homomorphic evaluation of circuits in AC°[2] with constant number of
non-constant fan-in gates. Also, our FHE enjoys short public key size and parallel
running-time, and compatibility with our OR-proof.

Extensions to non-interactive zap and NIZK in the URS model. For the
conversion from NIZKs to non-interactive zaps, the bulk of our technical contri-
bution is to prove that all our NIZKs have verifiable correlated key generation. At

the core of our proof we show that if Ny = Ag+ A for any (ei‘HKOT) € LSamp(A)
and any matrix, where N is some constant matrix (See Section 2), either Ag or
A; must be a binding CRS with perfect soundness. This allows us to improve
the GOS technique to generically convert our NIZKs into non-interactive zaps.

Moreover, we show the existence of an algorithm that can sample matrices
with only public coins, while its output distribution is identical to Dy and Dy
with “half-half” probability. Since the CRSs of our NIZKs consist only of matrices
in Dy and Dy, we can sample CRSs by using this new algorithms for multiple
times, and generate proofs for a same statement in parallel. Zero-knowledge
follows from that of the underlying NIZK and the indistinguishability between
Dy and D;. Statistical soundness holds since with high probability, at least one
of the CRSs is binding. Since the sampling procedure for CRSs only uses public
coins, the resulting NIZK is in the URS model.

2 Preliminaries

Notations. We note that all arithmetic computations are over GF'(2) in this
work. Namely, all arithmetic computations are performed with a modulus of
2. We write a < A(b) (respectively, a = A(b)) to denote the random variable
outputted by a probabilistic (respectively, deterministic) algorithm (or circuit)
A on input b. By z <* S we denote the process of sampling an element x from a
set or distribution S uniformly at random. Let R be the randomness space of
A, a & A(b) is equivalent to a = A(b;r) for r <+ R. By x € {0,1}" we denote
a column vector with size n and by, say, x € {1} x {0,1}"~! we mean that the
first element of x is 1. By x; (respectively, x;) we denote the ith element of a
vector x (respectively, x). By [n] we denote the set {1,--- ,n}. By negl we denote
an unspecified negligible function.

For a matrix A € {0,1}"*" with rank ¢’ < n, we denote the sets {y|3x s.t. y =
Ax} and {x|Ax = 0} by Im(A) (i.e., the span of A) and Ker(A) respectively. By
A+ € {0,1}"*(=1) we denote a matrix consisting of n — ¢’ linear independent
column vectors in the kernel of AT. Note that for any y ¢ Im(A), we have
y A+ # 0. For a matrix A € {0,1}*** by A (respectively, A) we denote the
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upper (A — 1) x A matrix (respectively, lower 1 x A vector) of A. Let b € {0,1},
by bA we denote a zero matrix 0 € {0,1}"*" ifb=0or A if b= 1.

By e} we denote the column vector in {0,1}* with the ith element being 1
and the other elements being 0. By 0 we denote a zero vector or matrix. By I,
we denote an identity matrix in {0,1}™*™. By M{, M7, and N,,, we denote the

. . . (00 . 0 1 ~ (00
following n x m matrices: Mg = (Inl O)’ M} = (Inl O)’ N, = (1 0).

2.1 Function Families

In this section, we recall the definitions of function family, NC! circuits, AC°[2]
circuits, AC2\,[2] circuits, and @L/poly circuits. Note that AC°[2] € NC! [18,19].

Definition 1 (Function family). A function family is a family of (possibly
randomized) functions F = {fx}ren, where for each A, fx has a domain Df\c and
a range R{.

Definition 2 (NC). The class of (non-uniform) NC! function families is the
set of all function families F = {fa}aen for which there is a polynomial p(-) and
constant ¢ such that for each A, fx can be computed by a (randomized) circuit of

size p(A), depth clog(\), and fan-in 2 using AND, OR, and NOT gates.

Definition 3 (AC°[2]). The class of (non-uniform) AC°[2] function families is
the set of all function families F = {fa}ren for which there is a polynomial p(-)
and constant ¢ such that for each X\, fx can be computed by a (randomized) circuit
of size p(X), depth ¢, and unbounded fan-in using AND, OR, NOT, and PARITY

gates.

One can see that multiplication of a constant number of matrices can be performed
in ACP[2], since it can be done in constant-depth with PARITY gates.

Next we recall the definitions of multiplicative depth in [5], which can be
thought of as the degree of the lowest-degree polynomial in GF(2) evaluating to

a circuit.

Definition 4 (Multiplicative depth [5]). Let C be a circuit, types(g) be the
type of a gate g in C, and parents(g) be the list of gates of C whose output is
an input to C. The multipicative depth of C' is md(gout), where gour is the output
gate and the function md is defined as

1 if typec(g) = input
md(g) = { max{md(g) : ¢’ € parentsc(g)} if typeclg) =XOR
Zg'EparentsC(g) md(g’) Zf typeC(g) € {AND,OR}

where the sum in the last case is over the integers.

Definition 5 (AC2\,[2] [5]). AC,[2] is the class of circuits in AC°[2] with
constant multiplicative depth (as defined in Definition 4).

Note that an AND gate of fan-in A\ (i.e., the security parameter) cannot be
performed in AC2,,[2].
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Definition 6 (®L/poly). @®L/poly is the set of all boolean function families
F = {fa}ren for which there is a constant ¢ such that for each X, there is a
non-deterministic Turing machine My such that for each input x with length
A, My(z) uses at most clog(\) space, and f(x) is equal to the parity of the
number of accepting paths of My (x).

2.2 Sampling Procedure

We now recall the definitions of four sampling procedures LSamp, RSamp,
ZeroSamp, and OneSamp in Figure 2. Note that the output of ZeroSamp(n) is

LSamp(n): RSamp(n): ZeroSamp(n):
Foralli,j € [n]and i <j: |Fori=1,---,n—1 Ry < LSamp(n) € {0,1}"*"
L R 1)) 1} r, & {0 1} $ nxn
ri; < {0, i ) R, <~ RSamp(n) € {0,1}
Return Return Return RoM§R; € {0,1}"*"
1ri2 s Tin—1 Tin 1 e 00 )
0 1 ros ram 01 - OneSamp(n):
) . Ro <& LSamp(n)
00 00 - : R; ¢ RSamp(n)
.o Ret RoMTR 0,1}"*"
L e e eturn RoMTR; € {0,1}
0 0 0 1 0 00 1

Fig. 2. Definitions of LSamp, RSamp, ZeroSamp, and OneSamp. n = n(A) is a polynomial
in the security parameter .

always a matrix of rank n — 1 and the output of OneSamp(n) is always a matrix
of full rank [7]. Additionally, in Figure 3, we define an algorithm ZeroSamp which
runs in exactly the same way as ZeroSamp except that it additionally outputs a
vector T = (r;)/'~}' consisting of the random bits used in generating R;. We have

ZeroSamp(n):

Ro < LSamp(n) € {0,1}"*", Ry = <
Return (RoM§R;: € {0,1}™"™, 1)

Lt
0 1

> < RSamp(n) € {0,1}™*"

Fig. 3. The definition of ZeroSam p.

r
1

This implies the following lemma.

T n . n T\ 0 0\ /Ixn_iT)\ [T\ _
< ) S Ker(ROMORl), simce R0M0R1 <1) = RO <I)\1 O) ( 0 1> (1> =0.
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Lemma 1 (Lemma 3 in [9]). For all A € N and all M € ZeroSamp(\), it
holds that Ker(M) = {0,k} where k is a vector such that k € {0,1}*~1 x {1}.

We now recall an assumption and a lemma on ZeroSamp and OneSamp given
in [7].

Definition 7 (Fine-grained matrix linear assumption [7]). There exists
a polynomial n = n(\) in the security parameter \ such that for any family
A= {ax}ren in NC! and any X € N, we have

| Prlax(M) = 1| M <& ZeroSamp(n)]—
Prlayx(M’) = 1| M’ < OneSamp(n)]| < negl()).

Lemma 2 (Lemma 4.3 in [7]). If NC! C @L/poly, then the fine-grained
matriz linear assumption holds.

Remark. Notice that for any polynomial n = n()), we have {f,}reny € NC! iff
{fa}ren € NC! since O(log(n()))) = O(log(\)). Hence, in the above lemma, we
can also set n(-) as an identity function, i.e., n = \. For simplicity, in the rest of
the paper, we always let ZeroSamp(-) and OneSamp(-) take as input A.

The following lemma indicates a simple relation between the distributions of
the outputs of ZeroSamp(\) and OneSamp(A).

Lemma 3 (Lemma 7 in [9]). For all A € N, the distributions of M+ N and
M’ are identical, where M7 & ZeroSamp(\) and M'T < OneSamp()\).

2.3 Proof Systems

In this section, we give the definitions of X-protocol, NIZK, and non-interactive
zap. Below, for a language description p with the associated language L, and
relation R,, by x € L, we mean that there exists w such that R,(x,w) = 1.

Y -protocol. The definition of X-protocol is as follows.

Definition 8 (X-protocol). A Ci-X-protocol for a set of language distributions
{D}ren is a function family {Prover}\7 ChSet,, Prover?\, SVery, SExty, SSimy }aen €
Cy with the following properties.
— Prover) (p € Dx,x,w) returns a commitment com and a state st.
— ChSety returns a uniformly random string ch.
— Prover; (ch, st) returns a response resp.
— SVery(p, x,com, ch, resp) deterministically returns 1 (accept) or 0 (reject).
SExt) (x, com, (ch, resp), (ch’, resp’)) returns a witness w.
— SSimy(p, x, ch) returns a commitment com and a response resp.
Completeness is satisfied if for all A\ € N, all p € Dy with the associated
relation R,, all (x,w) such that R,(x,w) = 1, all (com,st) € Prover; (p,x,w), all
ch € ChSety, and all resp € Prover?\(ch,st), we have SVer(p, x,com, ch, resp) = 1.
Special Soundness is satisfied if for all A € N, all p € Dy, and all (x,com,
(ch, resp), (ch’, resp’)) such that ch # ch’ satisfying

SVer(p, x, com, ch, resp) = SVer(p, x,com, ch’, resp’) = 1,
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we have R,(x,w) =1 for w = SExty(x, com, (ch, resp), (ch’, resp’)).

Special honest-verifier zero-knowledge is satisfied if for all A € N, all p € Dy,
all (x,w) such that R,(x,w) = 1, and all ch € ChSety, the distributions of
(com, resp) and (com’,resp’) are identical, where (com,st) < Prover}(p,x,w),
resp <& Prover; (ch, st), and (com’,resp’) < SSimy(p, x, ch).

NIZK. We now give the definition of fine-grained NIZK with composable zero-
knowledge and statistical/perfect soundness.

Definition 9 (Non-interactive zero-knowledge (NIZK) proof). A C;-
NIZK for a set of language distributions {Dx}xen is a function family NIZK =
{Geny, TGeny, Provey, Very, Simy}xen € C1 with the following properties.

— Geny, returns a binding CRS crs.

— TGeny returns a hiding CRS crs and a simulation trapdoor td.

— Provey(crs, p € Dy, x,w) returns a proof .
Very(crs, p,x, ) deterministically returns 1 (accept) or 0 (reject).

— Simy(crs, td, p,x) returns a simulated proof .

Completeness s satisfied if for all A € N, all p € Dy with the associated
relation R,, all (x,w) such that R,(x,w) = 1, all crs € Geny, and all T €
Provey (crs, p,x,w), we have Ver(crs, p,x,w) = 1.

Co-composable zero-knowledge is satisfied if for any adversary A = {ax}ren €
Ca, we have

Pr[1 <= ay(crs)|crs <= Geny] — Pr[l <& ay(crs)|(crs, td) < TGeny] < negl()\),

and for all A € N, all p € Dy, and all (x,w) such that R,(x,w) = 1, the following
distributions are identical.

7 < Provey(crs, p,x,w) and m <& Simy(crs, td, p, x),

where (crs, td) < TGen,.
Statistical soundness is satisfied if for all A € N and all p € Dy, we have

Pr[3x ¢ L, and 7, s.t. Very(crs, p,x,m) = 1|crs <& Geny] < negl(\),

where x € L, iff there exists w such that R,(x,w) = 1.
Perfect soundness is satisfied if the above probability is 0.

Definition 10 (NIZK in the uniform random string (URS) model.). 4
NIZK NIZK = {Geny, TGeny, Provey, Very, Simy } xen is in the URS model if Geny
only samples a public coin urs < {0, 1}1’(/\) at random for some polynomial p and
returns urs.

Non-interactive zap. A non-interactive zap is a witness-indistinguishable non-
interactive proof system in the plain model, where there is no trusted setup. The
definition is as follows.
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Definition 11 (Non-interactive zap). A Cj-non-interactive zap for a set of
language distributions {Dy}ren is a function family ZAP = {ZProvey, ZVer)} xen
with the following properties.
— ZProvey(p € Dy, x,w) returns a proof m.
— ZVery(p,x,m) deterministically returns 1 (accept) or 0 (reject).
Completeness is satisfied if for all X € N, all p € Dy, all (x,w) such that
R,(x,w) =1, and all m € ZProvey(p,x,w), we have ZVery(p,x,m) = 1.
Co-witness indistinguishability is satisfied if for all A € N, all p € Dy with the
associated relation R,, all (x,wo,w1) such that R,(x,wp) = R,(x,w1) =1, and
any adversary A = {ax}ren € C2, we have

Pr[l1 & ay(m)|m <& ZProvey (p, x, wp)]—
Pr[l <% ay(m)|m < ZProvey(p,x,w1)] < negl(\).

Perfect soundness is satisfied if for all X € N, all p € Dy, allx ¢ L, and all
m, we have ZVery(p,x, ) = 0.

3 AC’[2]-X-Protocol for Linear Languages

Let Dy be a probability distribution outputting language descriptions M €
{0,1}™*t where n(-) and () are functions in . We define the associated language
as Lm = {t : 3w € {0,1}", s.t. t = Mw}. For the associated relation Ry, we

have Ry (x, w) = 1 iff x = Mw. Let R = (I 0 ) We give a X-protocol X for
A-1
{D,} in Figure 4.

Prover} (M, x, w): SExt (x, com, (ch, resp), (ch’, resp’)):
R & {0,1}1*(A-D r=ch—ch’ €{0,1}*!
Return com = MR and st = (R,w) |T = resp —resp’ € {0,1}"**
If r = 0, abort
ChSet: Else find the smallest i € [\ — 1] s.t.
Return ch =1 & {0,1}* ! r; = 1 and return t;
Prover3 (ch, st): SSim\ (M, x, ch):
A= R|RYT € {0, 1} R’ & {0, 1} Y
Return resp = (R||w)A € {0,1}** |A = (R||Rr)’ € {0, 1}
R & {O’l}tx(Afl)
SVer, (M, x,com = C,ch,resp=D): |[C=MR’ —x-1'
A = (ﬁl‘ﬁ;)T c {07 1})\><>\ D= (RIHO)A
Return 1 iff (C[[x)A = MD Return com = C and resp =D

Fig. 4. Definition of ¥ = {Proveri, ChSet,, Proveri, SVery, SExtx, SSimy } xen. Note that
R = (0]|Tx_1) where I_; is an identity matrix in {0,1}*=D*A=D),
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Theorem 1. ¥ is an AC°[2]-X-protocol with special soundness and special honest-
verifier zero-knowledge.

Proof. First, we note that {Prover}, ChSety, Provers, SVery, SExty, SSimy } aen are
computable in ACY[2], since they only involve operations including multiplication
of a constant number of matrices and sampling random bits.

Completeness. Perfect completeness follows from the fact that for C = MR
and D = (R||w)A, we have (C||x)A = (MR|Mw)A = M(R||w)A = MD.

Special soundness. For a statement x, a commitment (C, f{), and two valid
challenge/response pairs ((T,D), (¥',D’)) such that T # T/, we have

(C||x) < R > =MD and (C||x) ( R ) =MD'.

fT RT 'IV./T RT

Combining the above two equations yields x((fT —¥T)RT) = M(D — D’). Since
the rank of RisA—1, wehave T TRT ¥ TRT if 7' # 7. Let the ith bit of
T =¥ T)RT be 1 and the ith column vector of D — D’ be d;, we have x = Md;.
Therefore, the extractor can successfully extract a witness for x. This completes
the proof of special soundness.

Special honest-verifier zero-knowledge. For x = Mw, since MR = M(R +
w-T')—x-F' and

RT ~T\RT =T RT
(Rw) STRT =R+w-T)R'=R+w-7'[|0) a7

and the distribution of R +w -T' is uniform for R ¢ {0,1}**(A=1 the sim-
ulator perfectly simulates transcripts generated by honest protocol executions,
completing the proof of special honest-verifier zero-knowledge.

Putting all the above together, Theorem 1 immediately follows. a

4 Fine-Grained NIZK for Linear Languages

In this section, we show how to compile the X-protocol in Section 3 to a fine-
grained NIZK for linear languages.

Let Dy be a probability distribution outputting language descriptions M of
rank t' < n from {0, 1}"**, where n(-), t(-), and ¢'(-) are functions in A and there
exists M- e {0,1}"%("~*) such that MTM' = 0. We define the associated
language as

Ly = {x: 3w € {0,1}, s.t. x = Mw}.

For the associated relation Ryg, we have Ryp(x, w) = 1 iff x = Mw. We give the
construction of NIZK in Figure 5. Note that each proof of our NIZK consists of a
commitment/response pair in our X-protocol, and A used by Proveri and SVer)
is generated by using OneSamp()) and plays a binding CRS now. A hiding CRS
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is generated by ZeroSamp(\), and its trapdoor T essentially corresponds to the
challenge in the X-protocol. Roughly, soundness follows from the fact that when
A is of full rank, the kernel of AT is empty and no invalid proof can pass the
verification. Zero-knowledge follows immediately from that of our X-protocol
when switching A to a non-full rank matrix.

Geny: TGeny:

AT & OneSamp(h) (AT,F) & ZeroSamp(\)

Return crs = A € {0,1} Return crs = A € {0,1}*** and
td=Tr

Provex(crs, M € {0,1}"*", x, w):
R & {0,1}*AD ¢ =MR € {0,1}" AV |Sim (crs, td, M, x):

D = (R]|w)A € {0,1}1** R’ & {0,1}*G—1

Return 7 = (C, D) C=MR —-x-T'
D = (R'||0)A

Very(crs, M, x, ): Return 7 = (C, D)

Return 1 iff (C||x)A = MD

Fig. 5. Definition of LNIZK = {Geny, TGeny, Provey, Very, Simy}xen for {Dx}ren.

Theorem 2. If NC! C @L/poly, then LNIZK in Figure 5 is an AC°[2]-NIZK
with perfect soundness and NCl-composable zero-knowledge.

Proof. First, we note that {Geny, TGeny, Provey, Very, Simj }en are computable
in AC®[2], since they only involve operations including multiplications of a constant
number of matrices and sampling random bits.

Completeness. Completeness follows from the fact that for x = Mw, C = MR,
and D = (R||w)A, we have (C||x)A = (MR|Mw)A = M(R||lw)A = MD.
NC!-composable zero-knowledge. For any adversary A = {ay}ren € NCY,
the advantage of a) in distinguishing crs <* Geny from (crs,td) <> TGen, is the
same as its advantage in breaking the fine-grained matrix linear assumption,
which is negligible if NC! C ®L/poly, due to Lemma 2.

According to the definition of ZeroSamp (see Section 2.2), we can give the
running procedure of TGeny in an explicit way, namely, randomly sampling

Ry = (e}||R) < LSamp()\) and Ry = (IAO_l Ii) < RSamp()\), and setting

AT = RoMJR,. In this case, AT = |R) (¢ ) (D17 = (R|RD).
I,.;0 0 1
Then for x = Mw, we have MR=M(R +w-F')—x-T' and

RT =T\RT =T
R[wW)A = R|lw) | 7o ] = R+w F)RT = (R +w-F'[|0)A.
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Moreover, for R < {0,1}#*(A=1 the distribution of R +w-¥' is uniformly ran-
dom in {0,1}*A=1 Thus, for any statement, the simulator perfectly simulates
honest proofs, completing the proof of composable zero-knowledge.

Perfect soundness. For any valid statement/proof pair (x, (C,D)) such that
(C||x)A = MD for M € Dy, we have (M+)T(C||x)A = 0. Since AT € OneSamp
is of full rank, we must have (M*)"x = 0, i.e., X € Ly, completing the proof of
perfect soundness. Notice that M is not necessarily efficiently computable here.

Putting all the above together, Theorem 2 immediately follows. a

Remark. By replacing OneSamp with ZeroSamp in Geny, we immediately achieve
a fine-grained NIZK with perfect zero-knowledge and computational soundness.
The proof is almost identical to that of Theorem 2 except that we exploit the
fine-grained matrix linear assumption in the proof of soundness this time. Similar
arguments can also be made for our OR-proof and NIZKs for circuit SAT given
in the following sections.

5 Fine-Grained OR-Proof

In this section, we extend LNIZK in Section 4 to an OR-proof system.

Let DY be a probability distribution outputting matrices of rank ¢’ < n from
(Mp, M;) € {0,1}">* x {0,1}"**, where n(-), t(-), and #(-) are functions in A
and there exists M- € {0,1}"*("~*) such that M, M} = 0 for i € {0,1}. We
define the following language

N, = {X0.x1 1 3w € {0,1}, s.t. xg = Mow V x; = Myw}.

For the associated relation RYy np,, we have RYp np, ((%0,%1), w) = 1 iff xo =
Mow or x; = Mjw. The OR-proof is given in Figure 6.

Theorem 3. If NC! C @L/poly, then ORNIZK in Figure 6 is an AC°[2]-NIZK

with perfect soundness and NC*-composable zero-knowledge.

Proof. First, we note that {ORGeny, ORTGeny, ORProve,, ORVery, ORSimj } xen
are computable in AC°[2], since they only involve operations including multipli-
cations of a constant number of matrices and sampling random bits.

Completeness. Completeness follows from the fact that for x; = M;w, C; =
M;R;, and D; = (R,||[w)A;, we have
(Cjllx;)A; = (MR, ||M;w)A; = M;(R;[|w)A; = M;D;,

A
and for A;_; = <?1T_jA

(RllfjHO)Al—j, we have

— R’ _ LW T R
), Cl*j = Ml*JRl—j X1—j rl—j7 and D1,J =

_ A
(Crjllxij) A1 =(My;Ri_; — x5 - Fj)|[xa—y) (FT A)
1—j

=M;_;R]_;A =M;_;(R]_j|[0)A,_; = M;_;D;_;.
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ORGen,: ORTGeny:
AT & OneSamp()\) N (AT,T) & ZeroSamp(\)
Return crs = A € {0, 1} Return (crs = A € {0,1}M*,td =T)

ORP.roveA (A, (Mi,xi)i=0,1, W):  |ORSimx (A, T, (M, X:)i=0.1):
Let j € {0, 1} s.t. x; = MjW & {0’ 1})\,17 Fl :;7?0

Fl_j&{o,l}z*—l o N N x
A ( o=\wa) 2 =ia
Fori=0,1
Aj = ( TR R < {0,130
_F -
R; < {0,1} ) Ci = MiR: - x; -7
J L —
C; = MR, € {0,1}"¥*D o (oA
D, = (R,[w)a, & fo,yor R T ({CeD)io R
5 J J ’

8 txX(A—1)
1—; < {0,1} , r ORVerx (A, (M;, X;)i=0,1, T )
Cij=M R ;—x1j-11_;

D:_; = (R1_[|0)A;_; >
Return m = ((Cs, Dy)i=0,1, Ao)

A — Ao
Return 1 iff (C;||x:)A; = M;D; for i = 0,1

Fig. 6. Definition of ORNIEK = {ORGeny, ORTGeny, ORProvey, ORVery, ORSimy } xen
for {D{ }ren. Recall that A (respectively, A) denotes the upper (A — 1) X X matrix
(respectively, lower 1 x A vector) of A.

NC!-composable zero-knowledge. For any adversary A = {a)}xeny € NCL,
the advantage of ay in distinguishing crs <* ORGen), from (crs, td) <> ORTGen)
is negligible if the fine-grained matrix linear assumption holds.

According to the definition of ZeroSamp (see Section 2.2), we can give the
running procedure of ORTGen) in an explicit way by randomly sampling Rg =

(e}||R) < LSamp()) and Ry = (I’\O ! i‘) RSamp(\) and setting AT =

(e{‘Hf{) (I 0 8) (IAO_l 11'> = (f{Hl:A{F), where the distribution of T is uniform
A-1

in {0,1}*~!. Thus we have A =T ' A. Therefore, the distributions of (Ag, A;)

generated by ORProvey, and ORSim) on input a CRS generated by TGeny are

identical. Moreover, we have M;R; = M;(R; + w-T') —x; -T' and

Al —T
(R;[lw)A; = (R;[w) (iAT> =R;+w-T))A =(R;+w-T/[[0)A

for x; = Mjw. Since the distribution of R; +w -] for R; < {0, 1px(=n
is uniform in {0,1}**(A~1 the simulator perfectly simulates honest proofs,
completing the proof of composable zero-knowledge.
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Perfect soundness. For a valid statement/proof pair (x,7) where x = (xg, X1)
and ™ = ((C;,D;)i=0,1,Ag), we set Ay = (:0> and A; = <A iAAO)' Since
AT € OneSamp()\) is of full rank, at least one of Ay and A is of full rank.

For i = 0,1 and (C;||x;)A; = M;D;, we have (M;") " (C;||x;)A; = 0. Let
AjT be of full rank for j = 0 or j = 1. We must have (Mjl)ij = 0. This means
that x € L{j, n, must hold, completing the proof of perfect soundness. Notice
that MJl is not necessarily efficiently computable here.

Putting all the above together, Theorem 3 immediately follows. O

6 Fine-Grained NIZK Proof for Circuit SAT

In this section, we propose a fine-grained NIZK for circuit SAT running in NC!
and secure against adversaries in NC'.

Let {NDx}ren be any family of language distributions such that for all
p € ND, and all x € L,, we have {R,(x,-)} ey € NC', where L, and R, are
the associated language and relation respectively. Without loss of generality,
we assume that each R,(x,-) only consists of NAND gates, since an NC! circuit
can be transformed to an NC! circuits consisting only of NAND gates, and the
transformation can also be performed in NC! by changing the gates in parallel.
Let ORNIZK = {ORGen), ORTGen,, ORProvey, ORVery, ORSimy }ren be a NIZK
for distributions {D$ }xen defining the language

LY = {x0,%1 : 3w € {0,1}* st. xg = M'w V x; = M'w},

MO

’_
where M _<0M

in Figure 7.

) for M € ZeroSamp()). We give our NIZK for {N'Dy} en

Theorem 4. If NC* C @L/poly and ORNIZK is an ACP[2]-NIZK with perfect
soundness and NC!-composable zero-knowledge, then NCNIZK is an NC1-NIZK
with perfect soundness and NC*-composable zero-knowledge.

Proof. First, we note that {NCGeny, NCTGeny, NCProvey, NCVery, NCSimj } xen
are computable in NC!, since they only involve operations including multiplica-
tions of a constant number of matrices, sampling random bits, running ORNIZK|
and computing R,(x,w) € NC!. Notice that after computing the values of all
wires, the prover can generate ciphertexts and run ORNIZK for each wire and
gate in parallel and the verifier can check the proofs in parallel.

Completeness. Let w; and w; be the input bits of a NAND gate, and wy, be the
true output. We must have 1 +w; +wp =0A14+w; =0or 14+w, =0Aw; =0.
Let ct; = Mr; + eﬁw,; and ct; = Mr; + eﬁwj be the input ciphertexts and
cty, = Mry, + eﬁwk be the output ciphertext. We have

v e§+cti+ctk M r; +TrL n ei‘(l+wi+wk) M r; +ry
v ey + ct; - r; ex(1+ wy) - r;
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NCGenA:
crsor <& ORGeny, M & ZeroSamp(\)
Return CRS = (crsor, M)

NCTGeny:
(CrSor, tdor) <& ORTGeny()\), M <& OneSamp()\)
Return CRS = (crsor, M) and TD = tdor

NCProvex(CRS, p, x, w):

Extend w to (w1, - ,Wout) containing the bits of all wires in the circuit R,(x, -)
Compute r; < {0,1}* and ct; = Mr; 4 e}w; for each bit w;

Set rowt = 0 and ctour = eﬁ for the output wire

For each NAND gate with input ciphertexts ct; = Mri—i—e;\wi and ct; = Mr; +ej\\wj
and the output ciphertext cty = Mry + exwy, run

_(ex+ctitcty) ,_ (ri+re _(extcte) [k
- Xi = Y y Ty = ) y Xj = » Ty = )
ey + ct; r; ct; r;

— i <& ORProvej (crsor, M/, (xi,%;),15) if xp = M'r}, for b € {i,j} and abort
Mo

0 M

Return IT consisting of all the ciphertexts and proofs

otherwise, where M’ =

NCVer (CRS, p, x, IT):

Check that all wires have a corresponding ciphertext and ctout = eg\\
Check that all NAND gates have a valid NIZK proof of compliance
Return 1 iff all checks pass

NCSim»(CRS, TD, p, x):

Compute r; <& ZQ and ct; = Mr; for each wire in the circuit R,(x, -)

For each NAND gate with input ciphertexts ct; and ct; and the output ciphertext
cty, run

e (e tctitete) o (eddct
T e +ct; P ct;

— mij <& ORSimy (crsor, tdor, M, (x;, %)) where M’ = 1\(;1 1&)

Return IT consisting of all the ciphertexts and proofs

Fig. 7. Definition of NCNIZK = {NCGenx, NCTGeny, NCProvey, NCVery, NCSim }xen
for {Dx}ren. Recall that e = (0---01)" € {0,1}*.

or

% = ey + cty, VAL e’A\(l/\—&— wg) o ()
ct; r; eyw; r;
Therefore, we have x; € Im(M) if w; =1 and x; € Im(M) otherwise. Then the
completeness of NCNIZK follows from the completeness of ORNIZK.
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NC!l-composable zero-knowledge. The indistinguishability of CRSs generated
by NCGen) and NCTGen), follows immediately from Lemma 2 and the composable
zero-knowledge of ORNIZK.

Next we define a modified prover NCProve), which is exactly the same as
NCProve) except that for each NAND gate, ;; is generated as m;; < ORSimy(crsoy,
tdor, M, (x;,%;)). The following distributions are identical due to the composable
zero-knowledge of ORNIZK.

IT <~ NCProve, (CRS, p,x,w) and IT <= NCProve), (CRS, p, x, w),

for (CRS, TD) < TGeny and any (x,w) such that R,(x,w) = 1.
Moreover, since the distribution of ct; = Mr; is identical to that of ct; = Mr;+
esw; for r; <= {0,1}* when M € OneSamp(]\) is of full rank, the distributions of

IT < NCProve), (CRS, p,x,w) and IT <~ NCSimy(CRS, TD, p,x),

where (CRS, TD) <~ NCTGeny and R,(x,w) = 1, are identical as well, completing
the proof of composable zero-knowledge.

Perfect soundness. Due to the perfect soundness of ORNIZK, for each NAND
gate with input ciphertexts (ct;,ct;) and an output ciphertext ct; in a valid
proof, we have

A A
_ (extctitctg / - [ex+cty ,
X; = ( & tat, ) € Im(M') or x; = ( ot ) € Im(M).

Let k = (¥',1)T be the vector in the kernel of M'T, which must exist according
to Lemma 1. We have

k'(eX+cti+cty) =14k ct;+k'cty =0Ak' (ey+ctj)=1+k'ct; =0

or
kT(ej\\ +ctp) =1+ k'ct, =0A chtj =0,

i.e., we can extract a true input/output pair ((k'ct;, k' ct;),k cty) for each
NAND gate. For the output wire, we have k' ctoy = kTe§ = 1. As a result, we
can extract the bits of all the wires leading to a final output 1, completing the
proof of perfect soundness.

Putting all the above together, Theorem 6 immediately follows. ad

Remark. If we relax the restriction on the computational resources of the prover
and allow it to run in, say, polynomial-time, our NIZK can also prove statements
in NP. The same argument can also be made for our non-interactive zap and NIZK
in the URS model (based on this NIZK) given later in Sections 8.2 and 9. Notice
that for the security proof of the non-interactive zap with a polynomial-time
prover, we have to ensure that the reduction can simulate proofs in NC!. This is
possible by hard-wiring the extended witness in the reduction beforehand. We
refer the reader to Appendix A for details.
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7 Fine-Grained NIZK for AC?,,[2] with Short Proofs

In this section, we propose another fine-grained NIZK generically constructed
from fine-grained NIZKs (instantiated as in Sections 4 and 5) and a new fine-
grained strongly FHE (sFHE) scheme that we give later. Different from the NIZK
in Section 6, we only consider statement circuits in AC2,,[2] here, while the proof
size is independent with the statement circuit size and only dependent on the
length of witness. Specifically, while the proof size of the NIZK in Section 6 is
- O()\?), that of the NIZK in this section is n - O(\?), where [ and n are the
circuit and witness sizes respectively.

7.1 Definition of Fine-Grained sFHE

For an sFHE scheme, additionally to the properties of a standard FHE, we require
that the homomorphic evaluation do not change the form of ciphertexts, and
there exist an algorithm RandEvaly outputting the corresponding randomness of
a homomorphically evaluated ciphertext on input the messages and randomness
of the originally ciphertexts. Moreover, we define a composable version of indis-
tinguishability against chosen plaintext attacks (CPA), which requires that the
adversary cannot distinguish an honest public key with an “invalid” public key,
and a ciphertext generated by an invalid public key reveals no information on
the message.

Definition 12 (Strongly fully homomorphic encryption (sFHE)). A C;-
sFHE scheme for Cs circuits is a function family sSFHE = {FHEGen), FHEGen),, Ency,
Decy, Evaly, RandEvaly } xen € C1 with the following properties.

— FHEGen) returns a public/secret key pair (pk,sk).

— FHEGen', returns a public key pk.

Ency(pk,m € {0,1};r € R) returns a ciphertext ct.

— Decy(sk, ct) (deterministically) returns a message m € {0,1}.

Evaly(pk,f € Cs,(ct1,---,cty)) (deterministially) return a ciphertext ct.
Without loss of generality, we require that f is represented as an arithmetic
circuit in GF(2) with XOR gates of unbounded fan-in and AND gates with
fan-in 2.

— RandEvaly(pk,f € Cs, (mq, -+ ,my), (r1,--- ,rm)) (deterministially) return a
randomness r € R. We require that f is represented in the same way as above.
Correctness is satisfied if we have m = Decy(sk, Ency(pk, m;r)) for all A € N,

all m € {0,1}, all (pk,sk) € FHEGeny, and allr € R.
Co-composable CPA security is satisfied if for any adversary A = {ax}ren €
Ca, we have

Pr[1 <& ax(pk)|(pk,sk) <= FHEGen,] — Pr[1 <& ay(pk)|pk <= FHEGen)] < negl()\),

and for all X\ € N and all pk € FHEGen), the distributions of ct <~ Ency(pk,0)
and ct <~ Ency(pk, 1) are identical.
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Strong homomorphism is satisfied if for every function family {fx}ren € Cs,
all X € N, all (pk,sk) € FHEGeny, allmy,--- ;m, € {0,1}, and allry,--- ,r, € R,
we have

Evaly (pk, f, Encx(pk, my;r1), -+, Encx(pk, my; )
=Ency(pk,f(my,---,m,); RandEvaly(pk, f, (m1, -+ ,my), (r1, - ,r))).

One can easily see that composable CPA security implies standard CPA
security. Also, strong homomorphism implies standard homomorphism, since a
homomorphically evaluated ciphertext can be decrypted to the right value due
to correctness.

7.2 Construction of Fine-Grained sFHE

We now give our construction of sFHE sFHE = {FHEGen,, FHEGen), Ency, Dec,
Evaly, RandEvaly } yen in Figure 8. Evaly is defined by evaluation algorithms of
AND and XOR gates, i.e., Eval3™ and Eval{®. Similarly, RandEvaly is defined by
RandEval3™ and RandEvaly.

FHEGen,: Eval3™ (pk, (cto, ct1)):
(M",T) <& ZeroSamp()\) Return ctz = ctoct; € {0, 1}M*
Return (pk,sk) = (M,T)

Evaly (pk, (cti)izy):

FHEGen': Return ct = " ct; € {0, 1}

M7 & OneSamp())

Return pk = M RandEval3™ (pk, (mg, m1), (Ro, R1)):
cti1 = MR, + mI, € {O, 1})\X>\

EnC)\(pk, m e {07 1}): Return (Roct1 =+ moRl) € {O7 l}AXA

R & {0,131

Return ct = MR, + mI, € {0,1}*** RandEvaly (pk, (m;)iz,, (Ri)iz1):

Return .7 | R, € {0, 1}
Dec (sk, ct):

Let ¢ be the Ath column vector of ct
Return (r'||1)c

Fig. 8. Definition of sFHE = {FHEGen,, FHEGen), Enc,, Decy, Evaly, RandEvaly }ren
where Evaly (respectively, RandEvaly) is defined by Eval3™ and Eval (respectively,
RandEval3™ and RandEvaly™). Recall that I, is an identity matrix in {0, 1}***.

Theorem 5. If NC! C @L/poly, then sFHE is an AC°[2]-sFHE scheme for

=

ACe[2] circuits that is NCt-composably CPA secure.

Proof. First, we note that sFHE is computable in AC°[2], since the key generation
algorithms, the encryption algorithm, and the decryption algorithm only involve
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operations including multiplications of a constant number of matrices, sampling
random bits, and computing parity, and we only consider homomorphic evaluation
of circuits in AC2y,[2] (i.e., with constant multiplicative depth), which only involve
multiplications of a constant number of matrices as well.

Correctness. Correctness follows from the fact that the Ath column vector of a
ciphertext for m is in the form of Mry+e3m € {0, 1}* (where e} = (0,---,0,1)T)
and we have (F'||1)(Mry, +e3m) =0+ (¥'||1)em = m.

Strong homomorphism. To prove strong homomorphism, we just have to show
the correctness of the homomorphic evaluation for XOR and AND gates.
For homomorphic addition, we have

D et =M(> Ry + (Z m; ).

i=1 i=1
For homomorphic multiplication, we have

Ctoct; = (MRO + m()I,\)Ctl =MRjct; + m()I)\(MRl + mll)\)
:M(R()Ctl + moRl) + momyI,.

Hence, Z?zl ct; and ctgct; are ciphertexts for Z?Zl m; and mgm; with ran-
domness Z?:l R.,, and Rgyct; + moR respectively, i.e., strong homomorphism
holds.

Composable CPA security. The security follows immediately from Lemma 2
and the fact that when M € OneSamp(\), M is of full rank, and thus the
distributions of MR + I, and MR are identical for R < {0, 1}***.
Putting all the above together, Theorem 5 immediately follows. a
We now give some remarks on our scheme.

Remark on ACY,,[2]. We follow Campanelli and Gennaro [5] to define AC2,,[2]
circuits with constant multiplicative depth. The reason that we only consider
this class is that the main overhead for homomorphic evaluation is given by
the multiplication gates. Each homomorphic multiplication in our case involves
multiplication of two A x A matrices, which can be performed in an AC°[2] circuit
with depth 2 (the first layer consists of fan-in 2 multiplication gates and the
second layer consists of fan-in A\ addition gates). But it requires £2(log())) depth
with fan-in two gates. Hence, a circuit with non-constant multiplicative depth
would require an evaluation of w(log())) depth, which cannot be performed in
NC!, while addition of polynomial numbers of matrices and multiplication of a
constant depth of matrices can be performed in AC°[2].

Remark on efficiency. In our scheme, the public key size is only A\? and the
depth of an NC! circuit required for homomorphic multiplication is small since
it only computes the parity of A bits (in parallel). In contrast, the somewhat
homomorphic encryption in [5] has public keys of length (L - A\* + \?), where L is
an a-prior fixed upper bound for the multiplicative depth of evaluation circuits,
and computes the parity of A? bits in parallel for homomorphic multiplication.
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Remark on proofs for ciphertexts. We note that our NIZK for linear lan-
guages in Section 4 and our OR-proof in Section 5 support the following two
languages respectively including ciphertexts of 1 and all valid ciphertexts.

'—ék = {x:3Ir € R s.t. x = Ency(pk, 1;r)}
={x: TR € {0,1}* me {0,1} s.t. x + I, = MR}
and
Ly = {x : 3r € R s.t. x = Ency (pk, 0;r) V x = Ency(pk, 1;r)}
= {x:3R € {0,1}* s.t. x= MR Vx + I, = MR}.

Here, pk = M € {0,1}***. The reason is that, say, x = MR is equivalent to
x’ = M'r’, where x’ and r’ are concatenations of column vectors in x and R
respectively, and M’ € {0, 1}’\2“2 is a large matrix with the diagonal being
matrices M and other positions being 0.

7.3 Generic construction of NIZK

Let {AD)} en be any family of language distributions such that for all p € AD,,
and all x € L,, we have {R,(x,-)}ren € AC2y[2], where L, and R, are the
associated language and relation respectively.

Let sFHE = {FHEGen,, FHEGen', Ency, Decy, Evaly, RandEvaly} ey be an
sFHE scheme with the randomness space R satisfying NC!-composable CPA secu-
rity and AC2,,[2]-randomness homomorphism. Let ORNIZK = {ORGen,, ORTGen,,
ORProvey, ORVery, ORSimy }aen be a NIZK for a distribution {D$ }ren defin-
ing the language L3¢ and LNIZK = {Gen,, TGen,, Provey, Very, Simy } xen be a
NIZK for a distribution {Dy}ren defining L, (see the remark in Section 7.2 for
Lyalid and Li;). We give our NIZK for {AD,}en in Figure 9.

Theorem 6. If NC! C @L/poly, LNIZK and ORNIZK are AC°[2]-NIZKs with
perfect soundness and NCt-composable zero-knowledge, and sFHE is an AC°[2]-
sFHE for AC2\,[2] circuits with NC*-composable CPA security and strong ho-
momorphism, then NCNIZK* is an AC[2]-NIZK with perfect soundness and
NC!-composable zero-knowledge.

Proof. First, we note that {NCGeny, NCTGeny, NCProvey, NCVery, NCSimy } xen
are computable in AC°[2], since they only involve operations including multipli-
cations of a constant number of matrices, sampling random bits, and running
LNIZK, ORNIZK, and homomorphic evaluation for R,(x,-) € AC%,[2] is com-
putable in AC°[2]. Notice that the prover can generate ciphertexts and run
ORNIZK for each input wire in parallel, and the verifier can check the proofs in
parallel.

Completeness. Due to the strong homomorphism of sFHE, we must have
Ctour = Ency(pk, 1;rout) € Ly when w is a valid witness and ctoyr and roy are
honestly generated. Then the completeness of NCNIZK* follows immediately from
the completeness of LNIZK and ORNIZK.
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NCGenA:
crsor <& ORGeny, crs <& Geny, (pk,sk) <& FHEGen,
Return CRS = (crsor, crs, pk)

NCTGeny:
(crsor, tdor) <& ORTGeny, (crs, td) <& TGeny, pk < FHEGen),
Return CRS = (crsor, crs, pk) and TD = (tdor, td)

NCProvex (CRS, p,x,w = (w;)i—;):

For i =1,--- ,n, compute

r; & R, ct; = Enca(pk, wi;r;), and w2 & ORProves (crsor, pk, cti, ;)
Compute ctowr = Evalx(pk, Ry(x,-), (ct1, - ,ctyn))
Compute roue = RandEvaly (pk, Ry(x, ), (Wi, ,Wn), (r1i, -+ ,rn))

Compute 7out <> Provex (crs, pk, Ctout, rout)

Return 17 = ((ct))7, (7)1, Touc)

NCVer(CRS, p,x, IT):

Compute ctowr = Evalx(pk, Rp(x,-), (ct1, -+, ctyn))

Check the validity of all NIZK proofs and return 1 iff all checks pass

NCSim»(CRS, TD, p, x):

Fori=1,---,n, compute ct; < Ency(pk,0) and 7} <& ORSimy (crsor, tdor, pk, ct;)
Compute ctoyr = Evaly (pk, Ry(x, +), (ct1, -+ ,ctn)) and mour <= Simy (crs, td, pk, ctout)
Return IT = ((ct;)?q, (72", Tout)

Fig. 9. Definition of NCNIZK* = {NCGenx, NCTGeny, NCProvey, NCVery, NCSimj }ren
fOI" {.AD)\}AGN.

NC!-composable zero-knowledge. The indistinguishability of CRSs generated
by NCGeny and NCTGen) follows immediately from Lemma 2, the composable
zero-knowledge of LNIZK and ORNIZK, and the composable CPA security of
sFHE.

Next we define a modified prover NCProve), which is exactly the same as
NCProve) except that for each i € [n], 7} is generated as 7Y@ <= ORSim, (crsor,
tdor, Pk, ct;) and mout is generated as mou <& Simy(crs, td, pk, ctoyt). Then the
following distributions are identical due to the composable zero-knowledge of
ORNIZK and LNIZK.

IT < NCProve) (CRS, p,x,w) and IT <> NCProve) (CRS, p,x,w),

for (CRS, TD) <~ NCTGen and any (x,w) such that R,(x,w) = 1.
Moreover, since the distribution of ct; < Ency(pk,0) is identical to that of
ct; < Ency(pk,w;) for pk <& FHEGen), the distributions of

IT <& NCProve), (CRS, p,x,w) and IT <~ NCSim(CRS, TD, p,x),

where (CRS, TD) <% TGeny and R,(x,w) = 1, are identical as well, completing
the proof of composable zero-knowledge.
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Perfect soundness. Let IT = ((ct;)™,, (72", mou) be a valid proof for x.
Due to the perfect soundness of ORNIZK and LNIZK, there must exist w; and
r; such that ct; = Ency(pk,w;;r;) for all i. Then we must have Decy (sk, ctout) =
R, (x, (w;)7;) for ctoue = Evaly(pk, Ry(x, ), (cty,- -+ ,cty)), due to the homomor-
phism of sFHE. Moreover, due to the completeness of LNIZK, we have ctou € LY,
i.e., Decy(sk, ctout) = 1. Therefore, we have R,(x, (w;)i,) = 1, completing the
proof of perfect soundness.

Putting all the above together, Theorem 6 immediately follows. a

Remark on the CRS. The size of CRS in NCNIZK* can be further reduced,
since we can let LNIZK and ORNIZK share a single matrix A such that AT ¢
OneSamp()\) as their CRS, and use A + N* as the public-key of the FHE since
the distribution of A + N* is identical to ZeroSamp(\) according to Lemma 3.

8 Fine-Grained Non-Interactive Zap

In this section, we formally define verifiable correlated key generation, and show
that all our fine-grained NIZKs have such type of key generation. Then we improve
the framework in [12] to transform our NIZKs into zaps in the fine-grained setting.

8.1 Verifiable Correlated Key Generation

Definition 13 (Verifiable correlated key generation). A C;-NIZK NIZK =
{Gen,, TGeny, Provey, Very, Simy }xen has verifiable correlated key generation if
there exists a function family {Converty, Checky}ren € C1 such that
1. the distribution of Converty(crsg) is identical to that of crsi, where crsy <>
Geny and (crsy,tdy) <= TGen,,
2. Checkj (crsg, Converty(crsg)) = 1 for all crsg € Geny, and
3. for any crsq, crsy (not necessarily in the support of Geny or TGeny ) such that
Checky (crso, crs1) = 1, we have crsg € Geny, or crs; € Geny.

Lemma 4. LNIZK in Section 4 (see Figure 5) and ORNIZK in Section 5 (see
Figure 6) have verifiable correlated key generation.

Proof. For LNIZK and ORNIZK, where a binding (respectively, hiding) CRS
consists only of a matrix sampled by OneSamp(\) (respectively, ZeroSamp(\)),
we define {Checky }ren and {Converty }rew as in Figure 10.

Converty(Aop): |Checkx (Ao, Aq):
A1 =A0+NX |Return 1iff Ny = Ao + A and (ef‘||A70T) € LSamp(\)

Fig. 10. Definitions of {Checkx}ren and {Converty}ren for LNIZK and ORNIZK. See
Section 2 for the definitions of e}, Ny, and LSamp.
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First we note that {Converty } xey € AC°[2] and {Checky }ren € AC[2] since
they only involve addition of matrices and it is straightforward that checking
whether (e{‘||A70T) € LSamp(}\) is in AC°[2].

For A] ¢ OneSamp(\) and A < ZeroSamp()\), the distributions of Ag+Ny
and A are identical due to Lemma 3. Thus, the first condition in Definition 13
is satisfied.

We now generate AJ explicitly by sampling (ei\||ﬁ) < LSamp(\) and

(I)\()_l i‘) & RSamp(\) and computing AJ = RoM{R;. In this case,

~ 0 1 It ~ 0 1 ~ s
Al = @R (12 o) (%1 T) = @R (1), §) = RIRD + N,

i.e., Ag = RT. Hence, we must have (e}||Ag ) € LSamp() for AJ € OneSamp(\).
Moreover, for A; = Ag+ N, we have Ny = Ag+ A ;. Hence, the second condition
in Definition 13 is satisfied.

According to the above arguments, for Ay such that (ei\HAioT) € LSamp(A),

if ﬂT € Im(KOT), i.e., there exists T € {0,1}*~! such that ﬂ—r = KOTF7 then

AE)F N N;\r € OneSamp(\). Tf ET ¢ Im(KOT)v we must have (AioTHei\) (;) =

ET for some T € {0,1}*1, since (A70T||ei‘) is of full rank and (A70T||ei‘) (g) *
Ay" for any T. Since (A70T||e%) (Il‘) = Ay (equivalently, Ag = T' Ag + e{‘T)

implies Ay = (F$&> + Ny, we have AJ € OneSamp()\). As a result, either

AJ or A] must be in the support of OneSamp()\) when Ay + A; = Ny and

(e1\||A70T) € LSamp(A), i.e., the third condition is satisfied.
Putting all the above together, the proof of Lemma 4 immediately follows. O

Lemma 5. NCNIZK and NCNIZK* in Sections 6 and 7 (see Figures 7 and 9)
have verifiable correlated key generation if the underlying NIZKs ORNIZK have
verifiable correlated key generation. °

Let {Checky}xen € AC°[2] and {Converty}ren € ACP[2] be the checking
and converting algorithms for ORNIZK. For NCNIZK and NCNIZK*, we define
{Check’\}ren and {Convert’y}ren as in Figure 11.

The proof of Lemma 5 follows immediately from the verifiable correlated key
generation of ORNIZK and the proof of Lemma 4. Notice that M is sampled from
ZeroSamp(A) rather than OneSamp(\) in the CRS of NCNIZK. However, one can
see that this does not make any essential difference and some minor changes on
the proof of Lemma 4 is sufficient.

5 As remarked in Section 7.3, we can make the CRS of NCNIZK* a single matrix in

OneSamp()).
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Convert’ ) (crsor, M): Check’ x ((crsor, M), (crsg, M')):

crsor = Converty(crSor) | Return 1 iff Ny = M+ M/, (e}|[M') € LSamp()),
M’ =M + Ny and Check (crsor, crsy,) = 1

Fig. 11. Definitions of {Check’y} en and {Convert’ ) }xen for LNIZK and ORNIZK.

8.2 Construction of Fine-Grained Non-Interactive Zap

In this section, we give the transformation from NIZKs with verifiable correlated
key generation to non-interactive zaps by using the technique in [12].

Let {Dy}aen be any family of language distributions such that for all p € N'D),
and all x € L,, we can run {R,(x, -) }ren in NC?, where L, and R, are the associated
language and relation of p respectively. Let NIZK = {Geny, TGen,, Provey, Ver,,
Simy, Checky, Converty } xen be a NIZK with verifiable correlated key generation
for {Dy}ren. We give a non-interactive zap ZAP = {ZProvey, ZVer)} ey for
{D1}ren in Figure 12.

ZProvey (p, x, w): ZVerx(p,x,7):

(crso, tdg) < TGeny, crs; = Converty (crsp) |[Return 1 iff

7o <& Provey(crso, p, X, w) Check (crso, crsy) =1
71 <= Provey(crsi, p, x, w) Ver (crso, p,x, mo) = 1
Return 7w = (crso, crs1, mo, m1) Very(crs1, p,x,m1) =1

Fig. 12. Definition of ZAP = {ZProvey, ZVery }ren for {Dxr}ren.

Theorem 7. If NIZK is an NC'-NIZK with NC-composable zero-knowledge,
perfect soundness, and verifiable correlated key generation, then ZAP 4s an NC!-
non-interactive zap with perfect soundness and NCl-witness indistinguishability.

We refer the reader to Appendix A for the security proof.

By instantiating the underlying NIZK with our NIZK in Section 6, we obtain an
NC!-non-interactive zap with NC'-witness indistinguishability. Also, by using our
NIZK for AC%,,[2] in Section 7, we immediately achieve an AC°[2]-non-interactive
zap for AC2,[2], while the proof is almost identical to that of Theorem 7. Similar
argument can also be made for our NIZKs in the URS model in Section 9.

9 Fine-Grained NIZK in the URS Model

In this section, we extend our fine-grained NIZKs in the CRS model to ones in
the URS model. We first show the existence of a public coin distribution that
is identical to the output distributions of ZeroSamp(A) and OneSamp(\) with
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“half-half” probability, and then show how to convert our fine-grained NIZKs into
ones in the URS model by exploiting this distribution.

Matrices represented by random coins. Let r = (11,2, -+ , 71,2, 72,3, "+ ,T2,),
-,ram10) € {0, 1WAA=1D/2 We define the a function family {Fy}xen such that

1,2 © 0 Tia-1 T1\
1 ro3 -+ To
F)\(I‘) = 0
S N S
o --- 0 1

One can see that for uniform random r < {0,1}**=Y/2] the distribution of
e}||Fa(r) is exactly the output distribution of LSamp()) in Figure 2.

Lemma 6. If NC' C @L/poly, for any {ax}ren € NC, we have
| Prlax(Fa(r)[[s) = 1]r < {0, 1} A D/2 s & {0, 1}]
—Prla)(M)|M <& ZeroSamp(N)]| < negl(A).

Proof. Let ¥ < {0,1}2 1, r & {0,1}2A~1D/2 g & {0 1}* and b < {0, 1}. Since
e}||Fa(r) is of full rank, the distribution of Fy(r)T + e} - b, where T < {0, 1}*~!
and b < {0, 1}, is uniform over {0, 1}*. Moreover, since the distributions of

F(r)[|FA(r)T = (e7]|Fa(r)) (I/\O_l 8) (IAO_I f)

and
FAmIIFAME + e}) = (e}|Fa(x) (1:)_1 (1)> <IA°_ 1 D

are exactly the same as the output distributions of ZeroSamp(A) and OneSamp()\)
respectively, the distribution of F(r)||s is identical to ZeroSamp(\) and OneSamp(\)
with probability 1/2 (over the choice of b) respectively. Then Lemma 6 immedi-
ately follows from the fine-grained matrix linear assumption (see Lemma 2). O
One can see that the proof of Lemma 6 also implies the following lemma.

Lemma 7. If NC* C @L/poly, for r € {0, 1} *=V/2 gnd s & {0,1}*, we have
Pr[(Fa(r)||s) € ZeroSamp(A)] = Pr[(FA(r)||s) € OneSamp(\)] = 1/2.

Moreover, combining Lemmata 2 and 6 immediately yields the following
corollary.

Corollary 1. For any {a}xen € NC!, we have

| Prlax(Fa(r)[s) = 1r ¢ {0,1}*07D/2 s ¢ {0, 1}4]
—Pr[ax(M)|M <& OneSamp(N)]] < negl(A).
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Constructions in the URS model. Let n be some constant and NIZK =
{Geny, TGeny, Provey, Very, Simy }xen be a NIZK with perfect soundness and
composable zero-knowledge, where each CRS consists of n matrices outputted by
ZeroSamp(A) or OneSamp(\). We construct a statistical NIZK URSNIZK in the
URS model as follows.

UGenj: UTGeny:
Fori=1,---,¢ Fori=1,---,¢
Forj=1,---,n (crsi, td;) & TGen)
ri; < {0,122 55 & {0,130 Let ((Fa(rij)llsiy) ")j—1 = crsi
Return urs = ((rij,8i;)}=1)i=1 Return urs = ((ri5,8i;)}=1)i=1

and td = (td; )i,
UProve, (urs, p, x, w):

Fori=1,---,¢ USim (urs, td, p, x):

crs; = ((Fa(riz)|[si) )= Fori=1,---,¢

m; < Provex(crsi, p, x, w) crs; = ((Fa(riz)|[si) T )i=a
Return 7 = (m;)5_; m; <& Simy (crs;, td;, p, x)

Return 7 = (m;)f_;
UVer (urs, p,x, 7):

Fori=1,--- £, crsi = ((Fx(rij)l[sij) ") j=1
Return 1 iff Very(crs;, p,x,m;) = 1 for all 4 € [{]

Fig. 13. Definition of URSNIZK = {UGen, UTGeny, UProvey, UVery, USimy }ren for
{DA}AGN. ¢ denotes some polynomial in A and n is some constant.

Theorem 8. If NC' C @L/poly and NIZK is an NC1-NIZK for a set of language
distributions {Dy } xen with perfect soundness and NC-composable zero-knowledge,
then URSNIZK is an NC1-NIZK for {Dy}en in the URS model with statistical
soundness and NCl-composable zero-knowledge.

The composable zero-knowledge of URSNIZK follows from that of NIZK and
Lemma 6 and Corollary 1. Statistical soundness follows from the fact that among
a sufficiently large number of CRSs, at least one of them should be binding
with overwhelming probability according to Lemma 7. We refer the reader to
Appendix B for the formal proof.
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A  Proof of Theorem 7

In this section, we give the proof of Theorem 7.

Proof. First, we note that ZAP runs in NC! since NIZK runs in NCZ.

Completeness. The completeness of ZAP follows immediately from the com-
pleteness of NIZK and the fact that Checky(crso, Converty(crsg)) = 1 for all
crsp € Geny, (see Definition 13).

Perfect soundness. Due to the verifiable correlated key generation of NIZK|
we have crsg € Geny or crs; € Gen), for a proof m = (crsg, crsy, 7o, 71 ) passing the
verification. Then the perfect soundness of ZAP follows immediately from the
perfect soundness of NIZK.

NCl-witness indistinguishability. We prove the witness indistinguishability
of ZAP by defining a sequence of intermediate games.

ZProvex(p,x,Wo), || ZProvex(p, x, wo, w1) |, I ZProvex (p,x, w1) I:

L e e e e e - - - - - ]

r-T T T T T A

crs1 = Converty (crsp)

7o <& Provey (crso, p, X, Wo), ‘ 7o < Provey (crso, p, X, w1) ‘

71 <& Provey(crsi, p,x, wo), m1 <= Provey(crsi, p, X, w1)

Return 7 = (crso, crs1, o, 1)

Fig. 14. Modifications on ZProve in the intermediate games.

Let A = {ax}ren € NC! be any adversary against the witness indistinguisha-
bility of ZAP. It receives a proof 7 generated by the (modified) prover in each
game as defined in Figure 14.

Games Gy and Gj. Gy is the honest game where ay receives m = (crsg, crsy, 7o,
1) ¢ ZProvey(p,x,wp). Gi is the same as Gy except that my is generated as
mo ¢ Provey (crsp, p, x, wy) instead of mg <& Provey(crsg, p, X, Wp).

Lemma 8. Pr[Gj* = 1] = Pr[G]* = 1].

Proof. Lemma 8 follows immediately from the composable zero knowledge of
NIZK. O

Game G;. Gy is the same as G; except that crsy is generated as crsg <& Gen),
instead of (crsp,tdg) <& TGen,.
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Lemma 9. There exists an adversary By = {b}}xen € NC such that b} breaks
the composable zero-knowledge of NIZK with probability | Pr[G3* = 1] — Pr[G]> =
1]].

Proof. We build the distinguisher b} as follows.

b} runs in exactly the same way as the challenger of G; except that instead of
generating crsg by itself, it takes as input crsg generated as (crsg,tdg) < TGen),
or crsp <= Gen) from its own challenger. When ay outputs 3 € {0, 1}, b} outputs
5 as well.

If crsy is generated as (crsg,tdg) <= TGen)y (respectively, crsg <= Geny), the
view of ay is the same as its view in G; (respectively, Ga). Hence, the probability
that b} breaks the fine-grained matrix linear assumption is |Pr[G§* = 1] —
Pr[G]* = 1]).

Moreover, since all operations in b} are performed in NC!, we have B; =
{bi}ren € NC, completing this part of proof. O

Game G3. G is the same as Go except that 7 is generated as m; <= Prove, (crsy, p,
x,w1) instead of m; ¢ Provey(crsy, p, x, wp).

Lemma 10. Pr[G3* = 1] = Pr[G3* = 1].

Proof. Due to the property of verifiable correlated key generation, the distribution
of Converty(crsp) is the same as crs; for crsg <& Geny and (crsy,tdy) <= TGen,.
Then Lemma 10 follows immediately from the composable zero-knowledge of
NIZK. O

Game Gy4. Gy is the same as G3 except that crsy is generated as (crsg, tdg) <
TGen) instead of crsy <& Geny.

Lemma 11. There exists an adversary By = {b?\})\eN € NC! such that bi breaks
the composable zero-knowledge of NIZK with probability | Pr[Gy* = 1] — Pr[G5> =
1]].

Proof. We build the distinguisher bi as follows.

b3 runs in exactly the same way as the challenger of G3 except that instead
of generating crsg by itself, it takes as input crsy generated as crsg < Geny or
(crso, tdg) < TGeny from its own challenger. When ay outputs 8 € {0,1}, b3
outputs 8 as well.

If crsy is generated as crsg <& Gen, (respectively, (crsp,tdg) <& TGeny), the
view of ay is the same as its view in Gg (respectively, G4). Hence, the probability
that b3 breaks the composable zero-knowledge of NIZK is |Pr[G{* = 1] —
Pr[G3* = 1]|.

Moreover, since all operations in b3 are performed in NC!, we have By =
{b3}ren € NC, completing this part of proof. O

Putting all the above together, Theorem 7 immediately follows. a
Remark on non-interactive zap for NP. Our transformation from NIZK

to the non-interactive zap also works for polynomial-time provers, namely, we
have a non-interactive zap for all NP if the prover is polynomial-time. In our
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transformation, generating a zap proof (see Figure 12) involves two proofs of the
underlying NIZK. In this case, we have to show that the above reductions run
in NC!, i.e., we need to ensure that they can generate proofs of the underlying
NIZK in NC!. This is possible for our NIZK in Figure 7: to generate a NIZK
proof for an NP statement, NC!-reductions can perform all the steps except for
extending the witness (since the ciphertexts and OR-proofs can be generated
in parallel). Extending the witness is not necessary, since the extended witness
can be hard-wired in an NC!-reduction beforehand, due to the fact that any
statement x and its two witnesses wg and w; are a-prior fixed in the hybrid
games.

B Proof of Theorem 8

In this section, we give the proof of Theorem 8.

Proof. First, we note that URSNIZK € NC?, since NIZK € NC! and running NIZK
in parallel does not increase the circuit depth.

Completeness. The completeness of URSNIZK follows immediately from the
completeness of NIZK.

Statistical soundness. For each (rij,sl-j)?zl in urs generated by UGeny, the
probability that (Fx(ri;)[[sij)j—; € Geny is 1/2" according to Lemma 7, where
{Geny}ren is the family of (binding) CRS generation algorithms of NIZK. Then,
for a randomly chosen URS, the probability that (Fx(ri;)|[si;)7—; ¢ Geny for
all £is (1 —1/2")*. Hence, the probability that there exists a valid proof for a
statement x ¢ L, is at most (1 — 1/2")¢, due to the perfect soundness of NIZK.
Since n is a constant and ¢ is a polynomial, (1 — 1/2")" is negligible, completing
this part of proof.

NC!-composable zero-knowledge. To prove composable zero-knowledge, we
define a sequence of hybrid games Gg to G,.;. In Gy (respectively, G,.;), an
NC! adversary recieves urs = ((rij,sl-j)?zl)le generated by UGen) (respec-
tively, UTGeny), and for each i € [(] and j € [n], G,,.(;—1)+;—1 is the same as
Gy.(i—1)+; except that in G,,.;—1)4;—1, the distribution of (r;;,s;;) is uniform
in {0, 1}2A=1/2 x {0,1}*. Without loss of generality, we assume that the jth
matrix in a CRS of NIZK is sampled by ZeroSamp(\).

Lemma 12. Foreachi € [{] and j € [n], there exists an adversary By,.;—1)4j—1 =
{bz'(i_l)ﬂ_l})\eN € NC' distinguishing M < ZeroSamp()\) and Fx(ri;)||sij,
where v;; < {0, 1}Y*A=D/2 and s;; <& {0,131, with advantage |Pr[GfL§(i71)+j =
1] — Pr[G?ﬁ(Fl)ﬂel = 1]].

Proof. We build the distinguisher b;'(ifl)ﬂ' ~1 as follows.
b;'(lfl)ﬂ*l runs in exactly the same way as the challenger of G,.(;_1)4;-1

except that instead of generating Fy(r;;)||s;; by itself, it takes as input F(r;;)||s;;



34 Y. Wang, J. Pan

(=Hs-1 outputs 3 as

from its own challenger. When ay outputs 3 € {0,1}, b}
well.

If Fy(r;;)||sij is generated as r;; <= {0,1}2A~1/2 and s;; < {0,1}* (respec-
tively, Fa(ri;)|[si; ¢ ZeroSamp()\)), the view of ay is the same as its view in

Gy.(i—1)4j—1 (respectively, G,.(;_1)4;). Hence, the advantage of bz'(i_l)ﬂ_l is

| Pr[G2,_ 1., = 1] — Pr[G2

Gi—1)+j—1 = I

(i—1)+j—1

. . . n .
Moreover, since all operations in b, are performed in NC!, we have

B (i—1)4+j-1 = {b;l(l_l)ﬂ_l}AeN € NC!, completing this part of proof. O

Then, according to Lemma 6, we conclude that [Pr[GI%; ;) ; = 1] —
Pr[G'raL?\(i—l)—i-j—l = 1] < negl(N).

One the other hand, if the jth matrix in a CRS of NIZK is sampled by
OneSamp(A), then the indistinguishability between G,,.(;—1)4;—1 and Gp.i—1)4;
can be shown in the same way according to Corollary 1.

Moreover, due to the NC!-composable zero-knowledge of NIZK, the distribu-
tions of Provey(crs;, p,x,w) and Simy (crs;, td;, p, x) are identical, where p € Dy,
(x,w) is a valid statement/witness pair, and (crs;,td;) < TGeny, for all ¢ € [£].
Hence, the NC!-composable zero-knowledge of URSNIZK holds.

Putting all the above together, Theorem 8 immediately follows. O
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