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Abstract

Future distribution networks (DN) are subject to rapid load changes and high penetra-
tion of variable distributed energy resources (DER). Due to this, the DN operators face
several operational challenges, especially voltage violations. Optimal power flow (OPF)-
based reactive power control (RPC) from the smart converter (SC) is one of the viable
solutions to address such violations. However, sufficient communication and monitoring
infrastructures are not available for OPF-based RPC. With the development of the latest
information communication technology in SC, cyber-physical co-simulation (CPCS) has
been extensively used for real-time monitoring and control. Moreover, deploying OPF-
based RPC using CPCS considering the controller design of SC for a realistic DN is still
a big challenge. Hence, this paper aims to mitigate voltage violations by using OPF-based
RPC in a real-time CPCS framework with multiple SCs in a realistic DN. The OPF-based
RPC is achieved by performing the CPCS framework developed in this study. The CIGRE
medium-voltage DN is considered as a test system. Real-time optimization and signal
processing are achieved by Python-based programs using a model-based toolchain of a
real-time DN solver and simulator. Real-time simulation studies showed that the proposed
method is capable of handling uncertain voltage violations in real time.

1 INTRODUCTION

Global awareness of carbon neutrality, increased energy
demand, technological advancement in control strategies, and
significant cost reduction have encouraged power system oper-
ators to incorporate more renewable energy-based distributed
energy resources (DER) into the distribution network (DN)
[1]. To run the DN with higher observability, controllability,
and flexibility, the DNs are transitioning from conventional
architecture to smart architecture [2]. DNs are now operated
in the smart grid paradigm and hence are also renamed smart
distribution networks (SDNs). In smart architecture, SDNs
are equipped with smart meters, smart converters (SC) [3],
intelligent electronic devices (IED), and advanced communi-
cation infrastructure. For smart operation, SDN requires a

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided the original work is

properly cited.
© 2023 The Authors. IET Generation, Transmission & Distribution published by John Wiley & Sons Ltd on behalf of The Institution of Engineering and Technology.

more resilient, robust, and high-speed control and management
system [4].

SDN poses many technical challenges with the high integra-
tion of DER and recent modernization in network operation [5,
6]. One significant challenge in SDN is maintaining an efficient
and robust regulation of fluctuating node voltages [7, 8]. Gen-
erally, the DERs are connected to the SDN using SCs. The use
of SCs as a quick response solution to regulate voltage using
RPC can be a suitable choice [9, 10]. Furthermore, with the
advancement of SC technology, most SCs have powerful com-
munication and monitoring equipment [11]. Therefore, they
can meet the requirement for smart operation in SDN without
additional investments [12].

Reactive power control (RPC) of SCs can be achieved in
several ways [13]. Provided adequate communication, control,
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2 WAGLE ET AL.

and monitoring infrastructure is available, optimal power flow
(OPF)-based RPC is one of the most suitable solutions [14].
Optimal RPC and SDN management strategies should also
consider moving away from traditional offline approaches and
shifting towards real-time solutions to make the system more
reliable, fast, and precise [15]. Although many researchers [16,
17] contribute to the development of autonomous systems to
improve interaction, resiliency, effectiveness, and reliability, little
attention is paid to real-time implementation. So far, only some
smart grid functionalities have been developed and prototypi-
cally evaluated [18]. With a large number of controllable devices
and complex network properties, the implementation in SDN
is a complex process [19]. Cyber-physical co-simulation (CPCS)
is one of the options to implement real-time implementation in
SDN [20].

The use of cyber-physical real-time co-simulation that illus-
trates the complex behaviour of SDNs has gained attention
in recent years [21]. The development of cyber-physical real-
time co-simulation depends on the task for which they are
designed [22]. The technical literature related to CPCS for SDN
reviewed so far focuses mainly on cyber security, cyber theft
detection [23], and false data detection [24]. Similarly, some of
them use the cyber-physical real-time test only in a small sys-
tem, for example a single converter system [25], without taking
into account the dynamics of the DN. Only a few studies have
focused on using the cyber-physical system for real-time RPC.
For example, in [26], a distribution grid model was developed,
implemented and simulated using OPAL-RT for dynamic per-
formance evaluations in the real-time simulator (RTS). Similarly,
in [27], three-phase electromechanical models for grid-following
and grid-forming inverters were implemented in a three-phase
DN. However, these articles do not consider the optimal OPF-
based RPC in their studies. In [28], an attempt is proposed to
realize real-time volt-watt control in a smart inverter consider-
ing voltage deviation as an objective function. However, this
method incorporates offline optimization to obtain the opti-
mal set points for smart inverters. Comprehensive studies of
smart grid control functions are proposed on globally avail-
able power system networks using a RTS in [29]. The OPF is
also implemented to obtain the optimal setpoints for SCs. But
modelling of the converters and their real-time control is not
implemented.

Considering the real-time operation of SDN for optimal RPC
using the cyber-physical system, multiple converters, and the
complex network property of SDN need to be considered. In
addition, to operate the SDN optimally, real-time optimization
is also another key factor that cannot be neglected. This paper
presents a novel attempt to incorporate existing gaps as dis-
cussed above. Therefore, this paper proposes an OPF-based
optimal RPC in SDN using CPCS. This paper uses the CPCS
frameworks with multiple SCs, the converter controller, and the
three-phase unbalanced DN to represent the realistic scenario
of SDN. Furthermore, real-time optimization is also imple-
mented in the paper to operate the SDN optimally. Therefore,
the contribution made in this paper opens the multidimensional
horizon for optimal real-time control and monitoring studies in
SDN. In this paper, the focus is given on real-time OPF-based

RPC, but the CPCS framework developed during this study can
also be utilized for many other DER integration studies in SDN.
This paper proposes and validates the OPF-based RPC in SDN
using CPCS. The main contributions made by the authors in this
paper are listed below.

1. Develop a framework for an optimal OPF-based RPC using
CPCS. The proposed framework is developed using real-
time co-simulation between the distribution network solver
(DNS) and RTS.

2. Design a controller for SCs in the physical layer (PL) of the
cyber-physical framework and create a suitable monitoring
and signal processing system to communicate with the opti-
mal RPC centre. In addition, the proposed CPCS framework
requires only a little information to update the system states
of the designed controller and the SDN.

3. Develop a co-simulation-based optimization framework for
obtaining the optimal reactive power setpoints to mitigate
the voltage violations in the SDN. The performance of the
co-simulation-based optimization is compared with several
approaches before selecting the suitable algorithm and DNS.

4. The efficacy of the proposed OPF-based RPC using a real-
time CPCS framework is validated by different scenarios
of voltage violations created by changing the generation
of power from DER and load consumption in real time.
The proposed method can handle voltage violations using
multiple SCs in the SDN.

The remainder of the paper is organized as follows. Sec-
tion 2 covers the general method for real-time RPC using
CPCS. The mathematical formulation of OPF-based RPC and
co-simulation-based optimization is explained in Section 3. Sim-
ilarly, the modelling of the SC is described in Section 4. The
real-time simulation results and discussions are highlighted in
Section 5. Finally, the last section concludes the main contribu-
tion and suggests future research directions. Further, test data
information is included in Appendices.

2 PROPOSED METHODOLOGY FOR
OPF-BASED RPC IN SDN USING
CYBER-PHYSICAL CO-SIMULATION

An overall method to implement the proposed OPF-based RPC
in the SDN using CPCS is shown in Figure 1. Optimal RPC
requires several important components for modelling, monitor-
ing, controlling, and optimizing [2]. To achieve the general goals,
two main components are necessary [30]. The first is the cyber-
netic layer (CL), which has major subcomponents like DNS, the
Supervisory Control and Data Acquisition (SCADA) system,
and the OPF-based RPC centre. The CL consists of tools and
software to perform communication between the components
within the CL and the PL. The CL is housed on the host PC
that has related proprietary software and applications to man-
age the real-time digital simulator (RTS). The CL also has a
user-defined SCADA panel, an OPF-based control centre, and
a distribution system simulator. Furthermore, signal process-
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WAGLE ET AL. 3

FIGURE 1 Overall method for OPF-based optimal RPC in SDN using proposed real-time cyber-physical co-simulation framework. OPF, optimal power flow;
RPC, reactive power control; SDN, smart distribution network.

ing components and Python-based application programming
interfaces (APIs) are present in the CL to operate in coordi-
nation with the model-based system engineering toolchain of
DNS and RTS. The proposed CL also performs the OPF-based
optimization as described in Section 3 to obtain the optimal
reactive power set points for SCs. The CL also includes vari-
ous graphical user interfaces (GUI) to interact with the PL and
graphical displays to show the real-time output profile of the
SDN. The PL is the other part where the real-time simulation of
the SCs takes place. In PL, SCs with the controller as explained
in Section 4 are designed. The monitoring system with signal
processing components to detect the voltage violations is also
present in the PL.

The active power references P⃗re f are created using the

SCADA system in the CL. Q⃗re f is the optimal reactive power

setpoints obtained from the OPF-based RPC centre. These Q⃗re f

are sent from CL to PL using ethernet communication between
CL and PL. The voltage reference on the nodes of the test sys-
tem V⃗ is also exchanged to keep the same voltage profile of the
point of common coupling (PCC) in both layers. The SC tracks
the active power reference and the reactive power reference and
provides the electrical power outputs P⃗e and Q⃗e . In the PL, the
activation signal generator block is also created. The OPF-based
optimization is activated based on the activation signal obtained
from the PL. A combination of logical OR and AND is utilized
so that the activation signal is activated when voltage violations
occur in the network. The control logic for a comparator used
in the activation signal generator block is given by Equation (1).|VIN | is the bus voltage of the network and |VREF | is the ref-

erence voltage that can be according to the voltage regulation
standard considered in the analysis. |VOUT | is the signal output
of the comparator. Once the CL receives the information from
the PL, the SCADA updates the system parameters of the SDN
in the CL. The detailed methodology for running co-simulation
between SCADA and the DNS in CL is presented in [31]

|VOUT | = ⎧⎪⎨⎪⎩
1, |VIN | > |VREF |
0, |VIN | < |VREF |
no change, |VIN | = |VREF |

(1)

The PL and CL are designed in the RTS and Typhoon
hardware in loop (HIL) control centre of the RTS, respec-
tively. The CL and the PL are connected using a proprietary
Typhoon HIL communication protocol using an ethernet cable.
P⃗e , Q⃗e , P⃗re f , Q⃗re f , V⃗ are the signals that are exchanged between
the cybernetic and the PL to achieve the proposed real-time
CPCS. Since OpenDSS is a powerful DNS [32] and Typhoon
HIL is the latest technology for real-time applications [33]. In
this paper, OpenDSS is considered as DNS and Typhoon HIL
real-time simulator is RTS. The overall process is repeated until
the user stops the user.

3 OPTIMAL RPC IN SMART
DISTRIBUTION NETWORK

The SC injects or absorbs reactive power to adjust the volt-
age profile of the SDN [34]. The absorption or injection of
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4 WAGLE ET AL.

reactive power has a considerable impact on power loss, as the
R/X of the line in the DN is high. R is the resistance and X

is the reactance of the interconnecting lines. Therefore, when
reactive power is required, the impact of network power loss
should be considered. This makes the RPC an optimization
problem. There are various approaches to optimal control of
reactive power in the scientific literature [35]. Most research
shows that RPC can be decentralized, distributed, and central-
ized. The decentralized technique uses local measurements to
determine the optimal settings for reactive power dispatch. On
the other hand, the distributed method coordinates between
the local controller and the central controller. The centralized
method is an OPF-based method. OPF can be implemented in
DNs with significant integration of DERs.

To implement the OPF-based method in the DN, the DN
is typically modelled using the LinDistFlow equations [36] or
sensitivity-based modelling [37] in the literature. All network
features may not be represented by the linearized version of
the DN. Further, the extensive mathematical model of the DN
and convergence concerns are additional hurdles in real-time
optimization of DNs. Modelling the network in the distribu-
tion system simulator and optimizing it through co-simulation
[38] is one way to avoid explicit mathematical modelling of
the SDN in the optimization model. This method also elim-
inates convergence concerns because the complicated power
flow equations are solved in the co-simulation. This technique
can also solve any form of network, whether balanced or unbal-
anced, radial or mesh, and single-phase or poly-phase. Hence,
this paper presents co-simulation-based optimization to grab
the advantages of co-simulation-based optimization in real-time
applications.

To optimize the SDN using co-simulation. First, the model
is built using DNS inside the host PC. The load and gen-
eration data from the DERs are defined in DNS. During
co-simulation-based optimization, the DNS solves the load
flow solutions. The optimization model is built separately using
Python-based DNS APIs. Data exchange is implemented in
Python so that the simulation runs in engine mode. The opti-
mization model involves objective functions, constraints, and a
suitable solver. In particular, the objective function considered
in this co-simulation-based optimization is an explicit objective
function obtained from co-simulation. In this paper, the objec-
tive function F (x⃗, u⃗) is formulated by using the exterior penalty
function (EPF) method [39]. The arbitrary penalty function
is used to transform constrained problems into unconstrained
problems. The EPF is used to incorporate bus voltages (∀i =
1, 2, … ,Nbus ) constraints in the objective function and change
it to an unconstrained objective function. Nbus is the number
of buses in the test system. The objective function F (x⃗, u⃗) in
Equation (2) is the linear combination of f (x⃗) and the penalty
function g(x⃗, u⃗).

min
x⃗

F
(
x⃗, u⃗

)
= f

(
x⃗
)
+ g

(
x⃗, u⃗

)
(2)

The main aim is to find the reactive power setpoints for the
DERs. The controllable variable x⃗ in Equation (3) is the vector

of the reactive power from NDER number of SCs available in
the SDN.

x⃗ = [QDER1
…QDER j

…QDERN
]T (3)

The reactive power output of DER is limited by its maximum
apparent power and active power. Mathematically, Equation (4)
is the available reactive power (QDER j

) from the SC of size
(SDER j

) that produces the active power of (PDER j
)

QDER j ≤ ±
√|SDER j |2 − PDER j

2 ∀ j = 1, … , NDER

(4)

Furthermore, according to the IEEE 1547–2018 standard
[40], the reactive power of SCs is limited, adding one more
constraint to the optimization model as given by Equation (5).

−K SDER j ≤ QDER j ≤ K × SDER j (5)

where K = scaling factor for reactive power limit and j =
1, … , NDER.The function f (x̄) considered in this study is an
explicit function obtained from the co-simulation and is given
by Equation (6).

f
(
x⃗
)
= Ploss

(
x⃗
)

(6)

The second part of the objective function is defined as an
arbitrary penalty function g(x⃗, u⃗). The voltage limit for voltage
is taken as (V min,V max ). Many standards define the permissible
voltage limits in the DN. In this scenario, however, the volt-
age limit is within (V min ) and (V max ). The penalty function is
defined as Equation (7) [39].

g
(
x⃗, u⃗

)
= Kp

[
Nbus∑
j = 1

M j

(
x⃗
)]

(7)

where Kp is the penalty multiplier, an extremely high value
that makes the objective function extremely high when the volt-
age violation occurs during the optimization process. In this
paper, the penalty multiplier is taken with fixed value and is con-
sidered as Kp. The penalization functions M j (x⃗) are defined by
Equation (8)

M j

(
x⃗
)
=

{
0, V min

j ≤
|||Vj

||| ≤ V max
j

1, otherwise
∀ j = 1, 2, …Nbus

(8)

Equation (2) is the objective function of the problem and
Equations (4) and (5) are the constraints for optimization.

The developed optimization model is solved using differen-
tial evolution (DE) algorithm. The flow chart of DE algorithm
[41] is shown in Figure 2. Since DE is a population-based
optimization algorithm, population size, and other parameters
such as strategy, mutation, recombination index, seed, polish,
tolerance, number of workers, and maximum iteration are
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WAGLE ET AL. 5

FIGURE 2 Flow chart for the differential evolution optimization
algorithm [42]. maxiter = 1000, popsize = 15, tol = 0.01, mutation = (0.5, 1),
recombination = 0.7, seed = None, callback = None, disp = False, polish =
True, atol = 0, updating = immediate, workers = 1, x0 = None.

initialized in the initial phase. Once initialization is complete,
the fitness function of the population is calculated using the
objective function. From the population, offspring are gen-
erated, and the fitness functions for the offspring are also
computed. If the fitness of the offspring is better than that
of the parents, then the parent population is replaced by the
offspring to find the best match. This process is repeated for
all the populations until the maximum iteration is reached. The
following parameters were considered for the DE algorithm.
Strategy = best1bin,

4 DETAILED MODELLING OF SMART
CONVERTER

The power generated by renewable energy-based DERs, such
as wind power plants and solar PV, fluctuates in nature or is
different in nature (AC or DC), so its powers are not directly
connected to the grid. In most cases, power electronics convert-
ers (PECs) are used. The PECs can be controlled and optimized
to obtain regulated power output from the converters. Depend-
ing on the objective, the control algorithms are expected to set
active power and reactive power set points for the converters.
Many control strategies have been proposed in the literature
[43]. Additionally, one of the deciding factors when selecting the
appropriate control strategies is to consider the level of integra-
tion of DERs in the network. When a smaller number of DERs
are present in the network, synchronous generators (SGs) in the

network can handle uncertain power dynamics. However, with
increasing integration of DER, SGs will no longer be able to
handle such system dynamics and maintain the system stabil-
ity [44]. As converter-based DERs do not have spinning inertia
or damping, the power system becomes more susceptible to
instability [45]. The concept of virtual synchronous machines
(VSM) [25] is gaining popularity among researchers to solve this
problem. VSMs are physically PECs but synchronous machines
mathematically. VSMs can supply virtual inertia and damping
to the grid [46]. The synchronverter is one of the popular
types of VSM [32]. So, in this paper, the synchronverter devel-
oped in [33] as a voltage source converter is used for real-time
RPC.

The control of the synchronverters to regulate active and
reactive power is governed by a mathematical model of the SG
[49]. Assume that the stator windings are positioned in slots
around the uniform air gap in a SC and that the stator wind-
ing has a self-inductance of L, mutual inductances of M, and
resistances Rs characterize the stator winding. The electromag-
netic flux (Φ⃗) produced by the stator winding and the current
(I⃗ ) flowing though winding can be represented by the equation
Equation (9) [49]

Φ⃗ =

⎡⎢⎢⎢⎢⎣
Φa

Φb

Φc

⎤⎥⎥⎥⎥⎦
, I⃗ =

⎡⎢⎢⎢⎢⎣
Ia

Ib

Ic

⎤⎥⎥⎥⎥⎦
(9)

The phase shift between the phases differs by
2𝜋

3
. So, the

phase shift vectors c̃os𝜃 and s̃in𝜃 are represented by Equa-
tion (10) [49]. 𝜃a is the rotor angle corresponding to phase a

of VSM. For all three phases 𝜃 = [ 𝜃a 𝜃b 𝜃c ]
T

c̃os𝜃 =

⎡⎢⎢⎢⎢⎣
cos𝜃a

cos𝜃b

cos𝜃c

⎤⎥⎥⎥⎥⎦
=

⎡⎢⎢⎢⎢⎢⎣

cos𝜃a

cos
(
𝜃a −

2𝜋
3

)
cos

(
𝜃a −

4𝜋
3

)
⎤⎥⎥⎥⎥⎥⎦

s̃in𝜃 =

⎡⎢⎢⎢⎢⎣
sin𝜃a

sin𝜃b

sin𝜃c

⎤⎥⎥⎥⎥⎦
=

⎡⎢⎢⎢⎢⎢⎣

sin𝜃a

sin
(
𝜃a −

2𝜋
3

)
sin

(
𝜃a −

4𝜋
3

)
⎤⎥⎥⎥⎥⎥⎦

(10)

The phase terminal voltage v⃗ = [ va vb vc ]
T

of the generator
is given by Kirchhoff’s voltage law and can be represented by
Equation (11) [49].

v⃗ = e⃗ −
[
Rs] I⃗ −

[
Ls]

d I⃗

dt
(11)

where Ls = L + M and e⃗ = [ ea eb ec ]
T

is the back emf. The
back emf is given by Equation (13) [49] and [Rs] and [Ls] are
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6 WAGLE ET AL.

given by Equation (12).

[
Rs] =

⎡⎢⎢⎢⎣
Rs 0 0

0 Rs 0

0 0 Rs

⎤⎥⎥⎥⎦
[
Ls] =

⎡⎢⎢⎢⎣
Ls 0 0

0 Ls 0

0 0 Ls

⎤⎥⎥⎥⎦
(12)

e⃗ = M f I f �̇�s̃in𝜃 − M f

dI f

dt
c̃os𝜃 (13)

The relative location of the rotor axis and the magnetic field
axis in a SG is fixed under normal operating conditions. How-
ever, any disturbance causes the rotor to decelerate or accelerate,
reducing or increasing the rotor angle 𝜃. The swing equation
describes the relative motion of the rotor for a synchronously
rotating air gap. The swing equation is given by Equation (14)
[50].

�̈� =
1
J

(
Tm − Te − D�̇�

)
(14)

where J is the moment of inertia of the rotating parts, D is the
damping factor, Tm is the vector of mechanical torque, and Te is
electromagnetic torque of VSM. The electromagnetic torque is
given by Equation (15) [50].

Te = M f I f I⃗ , s̃in𝜃 (15)

where , denotes the inner product in ℝ3.
The active and reactive power output of the SCs is obtained

using Equation (16) [50].

Pe = �̇�M f I f ⟨I⃗ , s̃in𝜃⟩
Qe = −�̇�M f I f ⟨I⃗ , c̃os𝜃⟩ (16)

The detailed design of the controller is more dependent on
the application of the converter in the power system. This
research aims to implement real-time RPC in the DN with
a greater focus on network dynamics. Hence, this analysis
does not consider a rotor-side controller (for maximum power
tracking) to maintain the DC link voltage. Instead, for sim-
plicity, a constant DC link voltage is considered. Only the
grid-side controller to regulate active and reactive power is
considered.

The overall block diagram for controlling active and reac-
tive power using a synchronverter is explained in Figure 1. The
P⃗re f and Q⃗re f are sent to the controller developed in the RTS

schematic. The P⃗re f and Q⃗re f are the active power reference and
reactive power reference for all the DERs in the SDN.

FIGURE 3 The control block diagram of the synchronverter [48].

P⃗re f and Q⃗re f for all the converters are considered as
respectively in Equation (17)

P⃗re f = [Pre f , DER1
… Pre f , DER j

… Pre f , DERN
]

Q⃗re f = [Qre f , DER1
…Qre f , DER j

…Qre f , DERN
]

(17)

The Q⃗re f are the reactive power obtained from the CL. Since
the optimization is activated only when there is an activation
signal, for other instances the Q⃗re f are kept the same as those

values obtained from the previous optimization. The Q⃗re f are
updated after the activation signal is triggered. Considering
the losses in the controller and transformer system, the active
power input to the converter P⃗re f is considered only 90%. So,

the active power output P⃗e of the designed controller tracks
0.9P⃗re f . I f is the vector of current flowing from the PCC of
multiple inverters. 𝜔re f is the angular frequency which is a fixed
value (314 rad/s for a 50 Hz system) in this study. The reference
voltage reference of the grid v⃗ is set according to the voltage of
the bus (where the SCs are connected) obtained from a real-
time simulation. Equation (16) are the mathematical equations
to obtain P⃗e and Q⃗e . For multiple converters, P⃗e and Q⃗e are the
active power and reactive power of all the converters and are
given by Equation (18).

P⃗e = [Pe, DER1
… Pe, DER j

… Pe, DERN
]

Q⃗e = [Qe, DER1
…Qe, DER j

…Qe, DERN
]

(18)

Figure 3 is the block diagram notation of Equations (8)–(16).
The controller parameters considered in this study are given in
Appendix 1. For simplicity, for this analysis, all the controllers
are supposed to have the same parameters. Parameters are taken
as proposed in [49].
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WAGLE ET AL. 7

5 RESULTS AND DISCUSSIONS

This section illustrates the application of the proposed OPF-
based optimal reactive power using CPCS. The research was
carried out at the

Digital Energy Systems Laboratory (DIgEnSys-Lab). The
DIgEnSys-Lab has physical equipment for real-time monitor-
ing and control (https://fglongattlab.fglongatt.org). Typhoon
HIL (HIL 604) is used as a RTS. Eight CPU cores, two digi-
tal I/O channels, and two analogue I/O channels are included
in the HIL 604. Two advanced RISC machine (ARM) cores are
also included. OpenDSS is considered as a DNS. The SDN is
modelled in DNS, and the Python-based API is utilized to run
the DNS in engine mode. Optimization is performed using a
DE algorithm in SciPy [42]. A separate comparative study is
performed to find the optimal optimization algorithm.

5.1 Test system

In this paper, the CIGRE medium voltage (MV) DN is consid-
ered. The test system consists of two typical feeders at 20 kV,
50 Hz, and three-phase feeders 1 and 2. The feeder can be oper-
ated in radial or meshed topology by turning ON or OFF switch
S1, S2, and S3. However, in this analysis, all switches are con-
sidered closed. Figure 4 shows an overview of the test system
with GUI obtained during the real-time simulation. DERs are
installed at the same location as suggested by the CIGRE bench-
mark. The size of DERs and loads is modified on the basis of
sensitivity analysis. Appendix 2 and Appendix 3 are the rated
size of the DERs and the load considered in this study.

5.2 Sensitivity analysis of the test system

Before implementing the proposed method, a series of simula-
tion studies were carried out. First, to observe the voltage profile
of the network with the change in generation of power from
DERs and loads, a sensitivity analysis is

performed. To perform the sensitivity analysis, a Monte Carlo
simulation is done to obtain the voltage profile of the network
random change in the generation of power from DERs and
loads. Figures 5 and 6 are the voltage profiles of the monitored
buses due to the change in power generation from DERs and
loads at B4, B5, B8, B9, and B10 respectively. From the sensitivity
analysis, it is observed that voltage violations can occur if the
power generation from DERs is beyond some limits. Similarly,
with the change in load, voltage violations occur if the loads are
below and above certain limits.

5.3 Simulation results without proposed
method

First, simulation studies are performed without considering the
proposed method. For this purpose, the load and generation
profiles of the DERs are the same value as that considered

for the real-time simulation studies. These values were stored
using data loggers during the real-time simulation. Figure 7 is
the voltage of the test system without implementing the pro-
posed method. The Vmax and Vmin are are the upper and lower
limits of the permissible phase voltage which is 5% above and

below the rated phase voltage (
20√

3
kV) of the test network. Volt-

age violations are observed when the proposed method is not
implemented.

5.4 Simulation with the proposed method

To verify the effectiveness of the proposed method, intentional
voltage violations are created in the test system by changing the
active power generation of the DERs and the loads at some
buses. The power of the DERs and the loads can be changed in
real time by changing the sliders in SCADA developed for this
specific purpose. In this analysis, all DERs and only five loads at
buses B4, B5, B8, B9, and B10are changed in real time. The load is
varied so that the voltage profile of the network varies above the
prescribed limit. Figure 8 shows the load profile created during
the real-time simulation. To plot all loads in the same figure, the
load L5 at B10 is scaled down by 10 times. The power generation
from all DERs is changed during the real-time simulation.

The HIL OpenDSS co-simulation block continuously per-
forms the load flow at each execution interval. The corre-
sponding voltage profile is monitored through the monitoring
system. When the voltage of any bus in the network exceeds
the prescribed limit of 5% of the nominal phase voltage.
The optimization block is activated as soon as the monitor-
ing system senses some voltage violations; then the monitoring
system makes the activation signal high. The activation signal
for this case is shown in Figure 9. When the activation sys-
tem is high, the OPF-based RPC centre activates the real-time
co-simulation-based optimization block to perform the opti-
mization. After completing optimization, first, the RPC centre
exchanges the information with the SCADA. Later, SCADA
updates the system states in the DN. At last, the CL sends the
reactive power reference to the SC in the PL. The controller
of the SCs tracks the electrical active and reactive power to the
optimal reference value obtained from the CL. The electrical
output from the SCs is fed to the DERs in the CL. SCADA
updates the

model in DNS with values obtained from the PL. This pro-
cess is repeated until the end of the simulation. The voltage
profile of the DN using the proposed methodology is shown
in Figure 10. In the figure, the voltage profile of only the node
with DER integration is presented to make a clear visualization.
The voltage profiles are within the prescribed limit.

Considering the limitation of the available RTS configuration
in the lab, only four SCs are designed in RTS. For the rest of
the DERs in the network, the active power reference and opti-
mized reactive power are fed directly to the SDN. The physical
converters developed in RTS are DER1, DER3, DER6, and
DER9 connected to the buses at B3, B5, B9, and B7 respectively.
However, the active power reference is changed for all DERs
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8 WAGLE ET AL.

FIGURE 4 Modified layout of the CIGRE MV network with loads and DERs with GUI implemented in SCADA of the proposed CPCS [51]. CPCS,
cyber-physical co-simulation; DERs, distributed energy resources; GUI, graphical user interfaces; MV, medium voltage; SCADA, supervisory control and data
acquisition.

FIGURE 5 Voltage profile of the CIGRE MV network with change in
size of all the DERs considered in this study. DERs, distributed energy
resources; MV, medium voltage.

FIGURE 6 Voltage profile of the CIGRE MV network with change in
load at B4, B5, B8, B9, and B10. MV, medium voltage.
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WAGLE ET AL. 9

FIGURE 7 Voltage profile of the test system with the change in active
power generations of DERs. This is obtained by simulation offline on the same
test system without implementing the OPF-based RPC. DERs, distributed
energy resources; OPF, optimal power flow; RPC, reactive power control.

FIGURE 8 Load profile of the loads changed from SCADA in the
cybernetic layer at B4, B5, B8, B9, and B10. The load at B4 is L1, at B5 is L2, B8
is L3, B9 is L4, and at B10 is L5. SCADA, supervisory control and data
acquisition.

connected in the network to change the real-time dynamics of
the test system. Figure 11 shows the active power reference and
the active power generated by the SCs.

During real-time simulation, to mitigate voltage violations,
the proposed system performs real-time optimization to set
the optimal reactive power references for each converter, as
shown in Figure 12. These reactive power references are sent to
the converters in the PL. The converter generates the reactive
power to match the reference. With the reactive power gener-
ated by the converter, voltage violations were mitigated in the
network.

Table 1 shows the computational performance of the pro-
posed real-time system. From the table, it is observed that
the proposed method can operate with a simulation time of
1 × 10−6 (s), total utilization of internal memory of 24.38% and

FIGURE 9 Activation signal from the monitoring system in the instances
of voltage violations due to a change in the active power generation from
DERs in real time. DER, distributed energy resources.

FIGURE 10 Voltage profile of the test system with proposed OPF-based
RPC using cyber-physical co-simulation. OPF, optimal power flow; RPC,
reactive power control.

TABLE 1 Computational performance of the proposed CPCS

Name of component

Number of utilized

components

Utilized

percentage

Standard processing core
utilization

1 out of 3 33.33%

Signal generator utilization 12 out of 12 100%

Matrix memory utilization – 0.50%

Simulation step time 1 × 10−6 (s) –

Time slot utilization of core – 62.25%

Signal processing IO variables
utilization

38 out of 4,194,304 –

Signal processing probes
utilization

52 out of 1024 5.07%

Total utilization of the internal
memory

62 out of 254 kB 24.38%

CPCS, cyber-physical co-simulation.
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10 WAGLE ET AL.

FIGURE 11 Active power references changed from SCADA in the
cybernetic layer and electrical power output from smart converters obtained
from the physical layer (a) DER1 at B3, (b) DER3 at B5, (c) DER6 at B9, and
(d) DER9 at B7. DER, distributed energy resources; SCADA, supervisory
control and data acquisition.

FIGURE 12 Reactive power references obtained from the OPF-based
RPC centre and reactive power output from smart converters obtained from
the physical layer (a) DER1 at B3, (b) DER3 at B5, (c) DER6 at B9, and (d)
DER9 at B7. DER, distributed energy resources; OPF, optimal power flow;
RPC, reactive power control.
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WAGLE ET AL. 11

FIGURE 13 Comparison of the total system loss of the CIGRE MV
network with the proposed real-time OPF-based reactive power control and
without reactive power control. MV, medium voltage; OPF, optimal power
flow.

by utilizing only 5.07% of available signal processing probes.
All these performance parameters suggest that the proposed
method is fast and computationally simple.

5.5 Comparison of total system loss

The absorption or injection of reactive power has a considerable
impact on total system loss in the DN. A comparison of sys-
tem loss in the network with and without the proposed method
is presented in Figure 13. The system loss is computed con-
sidering the same DER generation profiles, and the same load
profiles considered for real-time studies. Since the optimization
process obtains the optimal reactive power setpoints to reduce
system loss, the network experiences lower losses with the pro-
posed method. From the figure, it is also observed that the
system loss over a period change in the network depends on
the size of DER generation profile, size of load profile, and the
reactive power support from the DERs.

6 CONCLUSION AND OUTLOOK

With the advancement of SC information and communication
capability, the use of SCs in real-time monitoring and control of
the DN is increasing. Deployment of CPCS for real-time control
and monitoring of realistic distribution with multiple control-
lable devices is still a big challenge. This research expands the
multidimensional horizon for real-time control and monitoring
studies. This research proposes a novel way of regulating the
reactive power of SCs in SDNs using OPF-based optimal RPC
on a proposed real-time CPCS framework. Real-time simulation
studies show that the voltage profile of the DN can be regulated
using the proposed methodology. This approach is simple and
can be implemented on any type of network: single-phase or

multiphase, balanced or unbalanced, and radial or mesh. The
proposed framework is also capable of performing real-time
CPCS studies with multiple numbers of controllable devices in
the network.

The proposed CPCS framework can be implemented in sev-
eral ways to test, develop, and validate the smart grid paradigm
in the DN. Investigation with more advanced features of the
smart grid is planned in the future.

NOMENCLATURE

P⃗e active power outputs of NDER number of SC
P⃗re f active power references of NDER number of VSM

Q⃗e reactive power outputs of NDER number of SC
Q⃗re f reactive power references of NDER number of SC|VIN | input bus voltage of the network to comparator|VOUT | signal output of the comparator|VREF | reference bus voltage for the comparator

Kp penalty multiplier (1000)
Kv reactive power droops of VSM

NDER number of DERs in the SDN
Nbus number of buses on the SDN

PDER j
active power of DER at node j

QDER j
reactive power of DER at node j

SDER j
apparent power of DER at node j

Te electromagnetic torques of VSM
Tm mechanical torques of VSM

V min
j lower limit of voltage at node j

v⃗ voltage at the nodes of the test system
vmax

j upper limit of voltage at node j

𝜔re f reference angular speed (rad/s)
AND logical AND

API application programming interface
CL cybernetic layer

CPCS cyber-physical co-simulation
DE differential evolution

DER distributed energy resources
DN distribution network

DNS distribution network solver
HIL hardware in loop
IED intelligent electronics devices
MV medium voltage

OPF optimal power flow
OR logical OR

PCC point of common coupling
PEC power electronics converter

PL physical layer
R resistance of the interconnecting lines

RPC reactive power control
RTS real-time simulator

SC smart converters
SCADA supervisory control and data acquisition

SDN smart distribution network
SG synchronous generator

VSM virtual synchronous machine
X reactance of the interconnecting lines
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D damping constant of VSM
J moment of Inertia of VSM

K scaling factor for reactive power limit
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APPENDIX

Appendix A

Parameters of the synchronverter [49]

Parameters Value Unit

Moment of inertia (J ) 0.1 (kg∕m2)

Mechanical friction (D) 1 (N m s)

Reactive power droop (Kv ) 0.0001 –

Angular speed (ω) 314 (rad/s)

Filter resistance (R) 0.1 Ω
Filter inductance (L) 10.1859 (mH)

Filter capacitance (C ) 24 (μF)

M f I⃗ f

⎡⎢⎢⎢⎢⎣
0.5 0 0

0 0.5 0

0 0 0.5

⎤⎥⎥⎥⎥⎦
(V s)
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Appendix B

Rating of the DERs considered in this study

Rating of DERs

Name of DER P (kW) Q (kVAr)

DER1 690.00 303.00

DER1 690.00 303.00

DER1 680.00 300.00

DER1 680.00 300.00

DER1 740.00 325.00

DER1 740.00 325.00

DER1 740.00 325.00

DER1 740.00 325.00

DER1 740.00 325.00

Appendix C

Rating of residential and commercial loads considered in this
study. These load profiles were taken at 19:00 [34]

Bus

Apparent power, S [kVA] Power factor

Residential Industrial Residential Industrial

B1 74.00 20.70 0.98 0.95

B2 — — — —

B3 264.00 1.30 0.97 0.85

B4 812.20 — 0.97 —

B5 894.70 — 0.97 —

B6 532.40 — 0.97 —

B7 — 0.40 — 0.85

B8 760.40 — 0.97 —

B9 — 3.30 — 0.85

B10 653.90 0.40 0.97 0.85

B11 315.00 — 0.97 —

B12 14172.90 25.50 0.98 0.95

B13 — 0.20 — 0.85

B14 199.20 1.90 0.97 0.85
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