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Abstract. Incorporating gamification elements and innovative approach-
es in training and educational programs are promising for addressing
cybersecurity knowledge gaps. Cybersecurity training should consider a
combination of hard and soft skills to deal with the diversity of cyber
incidents. Therefore, this research aims to investigate if soft skills such
as communication and collaboration enhances students’ performance in
practical task execution and if the CyberEscape approach promotes stu-
dents engagement and self-efficacy.

This paper presents a cybersecurity game CyberEscape based on the in-
tervention mapping methodology previously defined in the research. A
virtualised infrastructure simulating the business environment works as
a hybrid escape room. Physical resources and prepared information ma-
terials complement the game to support the scenario and ensure student
engagement. The work employs a multiple-methods research approach.
Participants filled out questionnaires in the pre-event and post-execution
phases. Additionally, the participants were involved in small group semi-
structured interviews. Results of the pilot study show a positive impact
on student competence improvement and increased interest in cyberse-
curity.

Keywords: Cybersecurity education - Incident response - Incident man-
agement training - Crisis communication and collaboration - Gamifica-
tion - Escape room design
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1 Introduction

Cyber crises requires deep technical knowledge, but in addition general skills and
behavioural traits are essential to ensure good team collaboration, responsibility
distribution, and efficient work in problem-solving during incident management
processes. Escape rooms have recently become popular in higher education as
they provide an engaging way to develop students’ competences [21]. Escape
rooms have been used in group exercises to build critical thinking and problem-
solving skills and to enhance students’ communication and collaboration [12, 26].
Incident management is a vital capability of companies, as it helps to ensure
company readiness to respond to cyberthreats and minimise their negative im-
pact effectively. Incident management processes might involve several roles, such
as incident commander, incident responders, forensics investigators, communi-
cation leads and legal counsels. Technical expertise, communication, analytical,
problem-solving, and collaboration skills are also essential in incident response.
Behavioural aspects also play a significant role in incident management as the
nature of incident response duties can be stressful and emotionally challeng-
ing [3]. Self-regulation and the ability to stay calm and focused can enhance
the performance of cybersecurity specialists. Cybersecurity education programs
must therefore consider the above dimensions to ensure specialists are prepared
to handle incidents during cyber-attacks and ensure the continued operations of
ICT systems.

This paper presents the CyberEscape approach to advancing hard and soft
skills in cybersecurity education. The CyberEscape approach combines student-
centred education methods, such as gamification [33], problem-based learning [19]
and flipped classroom principles [14]. This pilot study applies the CyberEscape
approach for IT bachelor level students. It considers crisis communication and
crisis collaboration along with technical competences in incident management
scenarios. In planning the education program, the design science problem-solving
method [18] is used which enables multi-perspective examination of the problem
and solution design. The pilot study is designed using the ADVANCES method-
ology [29] applying the competence model, course design process, and learning &
training environment design. A wide range of on-site and online tools are used in
the pilot study. The virtual laboratory and incident management tools promote
students’ hard skills. The collaboration tools support teamwork. The on-site en-
vironment is enriched with different game elements, such as Lego figures and
posters, to promote student engagement.

The main objectives of the study are: (1) to investigate if communication, col-
laboration and team dynamics enhances students’ performance in practical task
execution and (2) to evaluate if the CyberEscape approach promotes students
engagement and self-efficacy.

The paper is structured as follows. Section 2 reviews related work as a re-
search background, and Section 3 presents the research methodology. The Cy-
berEscape design, including competences, scenario, and setup environment, are
presented in Section 4, and pilot study results are covered in Section 5. Section 6
provides conclusions and future research directions.



CyberEscape Approach to Advancing Hard and Soft Skills 3

2 Background

In recent years, several studies using gamification methods for cybersecurity
education and training have grown as these methods show positive outcomes.
Cybersecurity-related tasks are adaptable for gamification that helps to engage
students, develop interest in cybersecurity, and motivate them to solve tasks [27].

Various gamified educational tools are available online for cybersecurity train-
ing, for example, Cyber Threat Defender, CyberCIEGE, Cyber Protect, and Net-
work Defense Training Game (NDTG). In the digitalized table-top card game
Cyber Threat Defender, players can defend their assets and attack their oppo-
nents within the time limit [4]. CyberCIEGE [34] is another game-based training
tool, but it is a 3D simulation of an office space where a player can interact with
virtual employees while implementing security policies. The game provides dif-
ferent scenarios with multiple solutions and functionality to monitor the players’
progress. Cyber Protect [11] encourages players to purchase and deploy tools for
network protection against attackers. The NDTG [1] cybersecurity training plat-
form includes cybersecurity scenarios in which players must defend the network.
Most of these tools require technical knowledge to play. We drew inspiration
from these different tools to develop our own approach.

Malone et al. [23] presented the framework Riposte, a browser-based game
applicable to cybersecurity education. The framework enables the development
of tasks with progressive difficulty and uses two styles of play: player versus
player (PvP) and player versus environment (PvE). However, it is executed in
the online environment with no possibility of observing team dynamics or im-
proving students’ soft skills. The study also highlighted that students interested
in gamification before the case study achieved better learning outcomes.

Cybersecurity training often includes Capture the Flag (CTF) exercises.
However, due to the informal nature of the CTF, it is challenging to map the com-
petences defined by security experts [35]. In the jeopardy CTFs, the most com-
mon format, the player chooses the challenges with different point values from
provided categories. The CyberEscape integrates a similar approach. Svdbensky
et al. [35] concluded that CTFs games mainly improve data and network security
knowledge. However, technical competences are not enough for the player in real
life cybersecurity challenges, where team collaboration and a calm mind during
stressful situations are as important as technical knowledge.

The escape room game format has been introduced previously for educational
gamification. The escapeED framework [7] provides a development methodology
and highlights six core elements of an educational escape room: participants,
objectives, theme, puzzles, equipment, and evaluation. The participant-centred
escape room has objectives, defined as expected outcomes, within some theme
as a context. Participants complete puzzles associated with the theme, and the
equipment creates the room environment. The evaluation explains how the par-
ticipants performed the puzzle-related tasks according to the objectives. These
six core elements were also used to create the CyberEscape game setup.

Debello et al. [9] describe how they transformed their usual Cybersecurity
study courses into gamified exercises proposing them as Escape the Classroom
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tasks. The task setup was changed compared to the traditional approach used in
their university, as they proposed a strategy allowing students to compete with
each other within the given time limit.

Virtual escape rooms are a popular approach for cybersecurity education. The
CySecEscape 2.0. [22] virtual escape room created based on a physical escape
room has gained mainly positive feedback from the participants. It includes
puzzles addressing different topics, e.g., password hygiene, source code security,
phishing, and identity theft. The ARI 3D [10] virtual escape room consists of a
tutorial and three game levels including different tasks designed as mini-games,
e.g., bad practices, password security, Internet fraud, and network security. The
focus of both escape rooms is on improving cybersecurity awareness and not
mimicking a real-life cybersecurity environment. These virtual and individually
played games do not allow tracking the change in soft skill development.

The escape rooms can also improve information privacy competences. For ex-
ample, Papaioannou et al. [28] developed an exciting scenario where the guardian
angel helps the player with tasks. However, it has a dark end (the suicide of the
main character) and this could be psychologically harmful to some players.

Beguin et al. [2] designed two on-site escape rooms—for the defense scenario
(participants try to mitigate the vulnerabilities found in the room) and the
attack scenario(participants play the hacker role and try to steal information).
The students accepted this approach positively and stated that it improved their
knowledge more than the same-length lecture could. However, there needs to be
evidence of how useful the approach is for cybersecurity education. Another
study [25] focuses on the deciphering and cybersecurity-unrelated tasks in the
on-site escape room game. However, the researchers could not conclude whether
the game engaged the participants’ interests in cybersecurity.

The reviewed studies highlighted the importance of defining game objectives,
understanding participant needs, and designing evaluation strategies in educa-
tional game development. The game should consider the time required to solve
the tasks, needed tools, and background information.

Most reviewed studies on gamification applications in cybersecurity training
described the design of virtual games played individually or in a team. The main
advantage of this approach is that players can be in a different room, in the same
room, or a specific place while participating in the game. However, this feature
leads to the main disadvantage of virtual educational games—it is complicated to
evaluate the player’s soft skills essential for competent cybersecurity specialists.

All reviewed studies mainly focus on cyberthreat detection or mitigation. We
contribute to the development of the field by adding additional incident man-
agement steps. In addition, we focus not only on the technical skill development,
but also soft skills and collaboration. In this way we provide scenario training
by mimicking a simplified cybersecurity work environment where the participant
identifies the possible incidents in the fictional company and also learns how to
classify and report them correctly.
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3 Methodology

In planning the CyberEscape game, the work used the design science problem-
solving method [18]. It is a systematic approach, connecting practical problems
with domain-specific solutions by conducting multiple studies. The investigated
challenge is integrating multi-dimensional areas in the education programs for
better human performance in cyberspace [30].

Design science research seeks to enhance human knowledge by creating inno-
vative artifacts: construct (chooses language for problem and solution definition
and communication), model (uses constructs to represent a real-world problem
and its solution), method (defines processes and provides guidance on how to
solve problems), and instantiation (shows how the construct, models or methods
can be implemented in a working system) [18].

The design science research process consists of three cycles to create one
or many of the previously listed artifact types: relevance cycle, design cycle,
and rigor cycle [17]. The relevance cycle usually starts with the design science
research using the environment context. It provides research requirements to
improve the knowledge base and solve the research problem. The design cycle
includes artifact development and evaluation.

As part of the evaluation process we employ a social science research method-
ology with a multiple-methods approach that includes both post-positivistic and
social constructionist constructs in the research design [20]. This approach to re-
search design has the purpose of expanding the scope of the study as both quan-
titative and qualitative methods are used to explore the research objectives [15].
The first and second research objectives were addressed using a quantitative
approach to measuring the students’ performance, communication, collabora-
tion, group dynamics self-efficacy and motivation. The participants completed
the questionnaires during the pre-work and post-work phases of the teaching
session.

In addition, to address the second objective, the research team adopted a
qualitative approach using semi-structured group interviews to focus on the fol-
lowing: the student experiences of engagement during the practical CyberEscape,
the student’s perceptions of how the pre-exercise training (flipped learning ap-
proach) enhanced their self-efficacy. The design science framework was adapted
from [18] to conduct the study (see Fig. 1). This study is the first design cycle
of planned research aiming to evaluate the overall approach and find the im-
provements for the next design cycle. The intention is to determine if there is a
need to repeat the relevance cycle. The rigor cycle supports the research with
prior knowledge and ensures that the solution is innovative. Each cycle can be
repeated several times if it is needed to achieve the best results.

Interviews with participants were conducted according to the established
Code of Ethics for students, academic and administrative personnel of Riga
Technical university (RTU) and the Code of Ethics of scientists published by
the Charter of Latvian Academy of Sciences. All ethical principles were assured,
and students’ consent was collected as part of the registration form. The signs
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of ongoing photography were posted in the event area. All participants had the
possibility to leave the game and stop the interviews at any time.
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Fig. 1. Design science approach for CyberEscape (adapted from [18])

Fig. 1 presents the environment, design and knowledge base of the Cy-
berEscape approach. The knowledge base used to create the CyberEscape game
are formed from the related literature on applications of the gamification for the
cybersecurity education (see Section 2), security guidelines, standards [6,13],
and ADVANCES methodology [29] guidelines. ADVANCES methodology is the
foundation of the game design. It suggests to integrate different dimensions of
cybersecurity competences into the education programs, considering the needs
of study program participants, the context of real live cybersecurity scenarios,
the associated work roles and tasks.

4 CyberEscape Design

In the game scenario design, the ADVANCES methodology [29] is applied as
guidelines for the competence model, course design process, and learning and
training environment design.

4.1 Competence Model

The core of the competence model is the work role Cyber Incident Responder
defined by the European Union Agency for Cybersecurity (ENISA). Cyber In-
cident Responder [13] has duties to “monitor the organisation’s cybersecurity
state, handle incidents during cyber-attacks and assure the continued operations
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of ICT systems”. The role has several tasks, such as: (1) Identify, analyse, miti-
gate and communicate cybersecurity incidents, (2) Assess and manage technical
vulnerabilities, (3) Document incident results analysis and incident handling
actions, (4) Cooperate with Secure Operation Centres (SOCs) and Computer
Security Incident Response Teams (CSIRTS), and (5) Cooperate with key per-
sonnel for reporting of security incidents according to applicable legal framework.

A wide set of competences are required for effective defined tasks execution (see
Fig. 2).
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Fig. 2. CyberEscape competence model (a fragment)

The competence model of the learning scenario is prepared following the
recommendations of the ADVANCES methodology [29], integrating hard and
soft, skills and expected behavior.

The ENISA defines main technical and operational competences, such as: (1)
Technical, functional and operational aspects of cybersecurity incident handling
and response; (2) Work on operating systems, servers, clouds and relevant in-
frastructures; (3) Incident handling communication procedures; (4) Computing
networks and operating systems security, and (4) Incident handling recommen-
dations and best practices.

Psychology experts and related industry and research studies [5,32] distin-
guish vital soft competences to promote specialist performance in the incident
response: (1) Teamwork (collaboration); (2) Communication, presentation and
reporting and (3) Working under pressure. Incident management can elicit a
wide range of emotions, and cognitive and behavioral changes, such as increased
stress levels and difficulty concentrating. Thus, not only individual competences,
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but also behavioral aspects play a significant role in effective task execution.
Self-regulation, confidence and adaptability may raise individual performance in
crisis situations.

The hard and soft skills and expected behavior are the basis for learning out-
comes of the scenario: (1) Ability to identify and classify cybersecurity incidents
and assess their potential impact; (2) Ability to proactively and reactively miti-
gate cybersecurity incidents; (3) Ability to communicate confidently; (4) Ability
to use incident handling tools for incidents identification, analysis, mitigation
and communication; (5) Ability to collaborate effectively in a critical situation.

4.2 Game Scenario Overview

The learning scenario reflects the lifecycle of the information security incident
management based on National Institute of Standards and Technology (NIST)
incident handling recommendations [6]. The NIST suggests four interconnected
incident management stages: (1) preparation for an incident, (2) detection and
analysis of an incident, (3) incident discovery and recovery, and (4) post-incident
analysis. The students take the role of Computer Security Incident Response
Team (CSIRT) in a fictional mid-size energy sector company, and they must
perform specific tasks across information security incident management lifestyle
(see Fig. 3).

Discovery and
Recovery

Post-detection
Activities

Detection and
Analysis

_______________

T.5. Crisis
Communication

_________________________________________________________

| T CSRT ! ; T.2. InFudent
' D . ] 1 Detection &
] ecomposition 1 Classification
| ) |

T.4. Improve-
ments Definition

CJ Incident Management Lifecycle Phase p ) CyberEscape task

Fig. 3. CyberEscape tasks

Preparation for the incident requires creating an incident management policy,
incident handling procedures, communication plan, team structure and acquiring
the necessary resources and tools. The first task of the students (T.1.) is to
formalize their roles and responsibilities to ensure the CSIRT function in the
fictional company. The hybrid exercise incorporates both table-top exercises and
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virtual exercises that require definition of roles and responsibilities, taking into
consideration the team size.

According to NIST [6], incident detection and analysis include 1) the defini-
tion of possible attack vectors, 2) incident detection using various sources, such
as security software alerts, people, and logs, 3) incident analysis and validation,
4) incident documentation, 5) incident prioritisation, and 6) incident notification.
Based on NIST the second task of the students (T.2.) is therefore to identify three
incidents placed in a room: logical incident, physical incident, and organizational
incident, and to classify them by specifying the incident name, short description,
type (logical, physical, or organizational), category (incident sub-type) and its
impact (low, medium, high, or critical). The students used video materials to
learn how how to correctly fill out the provided incident classification table.

The third incident management stage is incident discovery and recovery. The
phase includes incident containment, evidence gathering and recovery, and post-
activities to gather incident knowledge and data to prevent those threats in the
future. The third task of the students (T.3.) is to define the vulnerabilities that
lead to the incident and to describe the immediate incident prevention actions.
The fourth task (T.4.) is to describe actions to minimize identified vulnerability
in the future, and it is associated with the last phase of the incident management
life-cycle, i.e., post detection activities.

Crisis communication is an essential part of incident management, and it is
integrated in several incident management life-cycle phases. The incident com-
munication plan and communication channels (e.g., email, website, phone call,
in person) are defined in the incident preparation phase to help CSIRT report
the incidents to the appropriate roles such as CIO, head of information security,
system owner, and others. The actual crisis communication is ongoing through
incident detection and analysis, discovery and recovery and post-incident phases.
The last task for the students (T.5.) is to create an incident report, choose ap-
propriate communication channel, and report recipients.

4.3 Physical and Digital Environment

The game was executed in physical rooms and participants used a computer
to access the virtual laboratory and office tools (e-mail, online collaboration
tools). Students were asked to watch 5 learning videos before the practical tasks
execution. Also, supplementary training materials were placed on the E-learning
system. Printed instructions and a Lego corner (see Fig. 4) also provide the
necessary game puzzle parts. Each group of students was located in a separate
room in one geographical location and monitored by an observer.

The students were presented with a fictional company Jurpils HES (Jurpils
Hydroelectric Power Plant) that contained a hydropower plant, a customer ser-
vice shop, and a website. The fictional company maintains its ICCT services
and is not relying on third-parties. The students received tasks and clues in the
form of notes or emails from different employees in the company, e.g., the IT de-
partment manager, HR, communication department manager, and IT support.
The main goal for each students team was to find hidden clues and use their
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Escape mode: Escape a locked room in a
set time

Narrative design: Participants are a
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notes and forms

Technical props: Computer with installed virtual labora-
tory, email account, online spreadsheet

Actors: 1 observer in a room

- PUZZLES

&ls EVALUATION

Puzzles: Hidden incidents detection
Instructions: Clues hidden in the room,
educational videos, verbal instruction before
the game

Hints: 2 hints per team

Testing: Equipment and task testing

Reflection session: after the event with participants
Learning outcomes evaluation

Group dynamics analysis (communication and collabo-
ration)

Fig. 4. CyberEscape game setup (adapted from [7])

knowledge to solve all tasks. Each team had an email address created for event
purposes and was used to send additional information. Table 1 contains a brief
description of the hidden incidents of the CyberEscape.

Table 1. Description of the hidden incidents

Incident name Incident type |Identification source

Denial of service attack Logical Network log file analysis, situation
description

Data loss (natural disaster) Physical Physical company model, situation
description

Phishing Organizational |Spam email, situation description

The provided notes contain the situation description but are insufficient to
identify the incidents listed in Table 1. Therefore, participants needed additional
sources to validate if the incident is an actual incident. They had to reconstruct
the physical company model using Lego pieces hidden in the room to determine
that the company data storage and server room are in a flooded river area.

The spam email contained a form asking the receiver to fill in the sensitive
data and was sent to each team. The organizers intended to see if anyone filled
it out and planed to use it to initiate the scenario of the phishing campaign.

The students were offered the opportunity to use the Wireshark tool for
network log analysis of the Jurpils HES website in the virtual laboratory to
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identify a Denial-of-Service (DoS) attack. This incident required performing an
additional task to decrypt a password using a hidden key for the virtual machine.

The virtual laboratory was a central component of the CyberEscape game.
Virtualization technologies enabled the development of a controlled environment
to simulate DoS attacks safely. Moreover, this environment could be easily scaled
according to the number of students. The CyberEscape utilized bare metal vir-
tualization and nested virtualization technologies (see Fig 5). Bare metal vir-
tualization uses the open-source Proxmox Virtual Environment (Proxmox VE)
as a hypervisor based on the KVM hypervisor and Linux containers (LXC).
Proxmox VE supports all the infrastructure necessary for DoS simulation, e.g.
virtual machines, containers, virtual networks, network rate limit, and central-
ized management of DoS scripts. The DoS attack was performed against the
fictional company environment developed using nested virtualization. Each stu-
dent group had an Ubuntu Desktop 22.04 virtual machine with the Apache web
server deployed in a dedicated nested Proxmox VE hypervisor. Any remote com-
munication with the virtual machine was lost during a DoS attack, and services
like VNC, SSH were unavailable. Therefore, nested virtualization enabled direct
connection to the virtual machine from the Proxmox VE hypervisor console.
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Proxmox VE (Hypervisor) | @Virtual Machine with !
— — — : Ubuntu 22 Desktop. App: :
—| 9 —| e —p e " Wireshark, Services: Web- '
l l
| Server, HTML page ‘
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Fig. 5. Virtual laboratory architecture
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CyberEscape participants were able to trace and analyze this DoS attack
using the network protocol analyzer Wireshark. They were expected to block
the attack using a virtual machine hypervisor firewall that simulates the com-
pany’s main firewall in real life. DoS scripts were executed from specially created
LXC containers. Each LXC container attacked the specified hypervisor and the
Ubuntu Apache Web server.

The organizers managed the DoS attack from a separate virtual machine with
the open-source automation server Jenkins installed. Using Jenkins, for each
student group, it was possible to configure individual automatically executed
scripts to perform different scenarios and set attack parameters, e.g. at specific
and predefined time intervals.

The Hping3 network tool was used to simulate web server SYN Flood Attack—
the most common and effective way to attack a Web server and make its services
unavailable. The attack also made the entire virtual machine network adapter
and all protocols unavailable. The open-source process supervision tool Monit
enabled monitoring of the progress of the attack and the effectiveness of blocking.

The architecture is a completely isolated environment and could not harm the
external infrastructure of the university. Users could access it from any place via
the Internet, and the attack automatization enabled implementation of dynamic
scenarios.

4.4 Evaluation Approach

Evaluation incorporates three key aspects: Students’ competence evaluation,
Students’ behavior evaluation, and Training approach and content evaluation.
The evaluation methodology is presented in Table 2.

Table 2. Evaluation methodology

Evaluation |Learning Outcome / Measurement
Goal Evaluation Criteria
To identify and classify cy-|T.2. results (detected and classified inci-
bersecurity incidents dents)
Students - — - - — -
competence To re.actl.veI.y mitigate cyber-|T.3. results (identified incident reaction
security incidents measures)
To proactively mitigate cy-|T.4. results (identified improvement
bersecurity incidents measures)
To communicate confidently|T.5. results (prepared crisis communica-
in a crisis situation tion message)
To use incident handling|T.2. results (infrastructure monitoring
tools tool usage)
Students To collaborate effectively in|T.1. results (team structure), TWLQ re-
behavior a crisis situation sults & Group interaction observation
Training Engagement increase Students feedback results
approach Competence increase Students feedback results
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Students’ competences are evaluated by considering execution results of the
practical tasks and self-assessment before and after the CyberEscape game. Stu-
dents’ behavior is evaluated by team assessment that help to identify factors that
may influence communication and performance both at the individual and team
level. The Team Workload Questionnaire (TWLQ) [31] was used to measure
workload demands in the teams. The TWLQ Items are scored on an 11-point
Likert scale (range: very low — very high) with higher scores indicating higher
levels of subjective workload. The TWLQ has two dimensions, the Teamwork
component (communication, coordination, team performance monitoring) and
Task-Team component (time-share, team emotion, team support). The TWLQ
shows good reliability on all subscales (Cronbach’s a ;.70) and also for this
research (Teamwork Crombach’s a = .673; Task-team Cronbach’s a = .626).
Statistical analysis was done with JASP version .16.1. All variables were not
normally distributed, therefore non-parametric analyses are used. Alpha levels
for hypothesis testing were set at the 0.05 level. A multiple linear regression
was computed with the TWLQ entered as predictors and the score of the teams
as the dependent variable. For the training approach and content evaluation
students feedback results were captured (questionnaire, interviews).

5 CyberEscape Delivery Results

The CyberEscape game event was organized for bachelor students from different
study levels (1st-3rd year). They were invited to participate and compete in the
CyberEscape. Five groups of students applied with four students in each.

The study included a quantitative and qualitative assessment according to
the evaluation methodology presented in Table 2.

5.1 Objective 1: Communication, collaboration and group dynamics

In the interviews, CyberEscape participants reflected that team collaboration is a
critical success factor in the incident reaction and overall the game have increased
relevant competences. Meanwhile, the longer team cooperation experience is
required to work effectively as a team.

Students demonstrated the ability to solve practical tasks. The average tasks
completion score was 60%, the best result was 80% of total 100%. The result
is perceived as good, given the students’ low competences level in IT incident
management prior to the assignment, as well as the limited time of the task
execution (1.5 hours for all five tasks).

Students self-assessment showed improvement in all competences included
in the learning scenario (see Fig. 6). Meanwhile, the competence level still is
improvable, as the CyberEscape was a “stand-alone” game and the students’
previous knowledge level in cybersecurity was low.

CyberEscape was most helpful in improving the following knowledge: (1)
Incident reaction roles and (2) Incident handling tools. Incident reaction roles
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Team collaboration in a crisis situation

Typical incidents, threats, and vulnerabilities —

Crisis communication

Incident response roles

Operating systems, servers, clouds, and infrastructures

Incident handling tools

Incident response

Computer networks and operating systems security ==

Incident handling standards, methodologies, frameworks

Cybersecurity related laws, regulations and legislations

0 1 2 3 4 5 6 7 8
Self-assessment score (1 — low, 10 — high)

Fig. 6. Student competences self-assessment

were presented in the learning video, supplemented by the NIST Incident man-
agement guide [6], that recommended the structure of the team. The incident
management team setup was integrated also in the practical task (T.1). Incident
handling tools were used in the practical tasks as part of the virtual laboratory
(T.2, T.3).

CyberEscape was less helpful in improving the following knowledge: (1) Crisis
communication and (2) Operating systems, servers, clouds and infrastructures.
Crisis communication recommendations were included in the learning video,
supplemented by the A Guide to Effective Incident Management Communica-
tions [24]. Crisis communication was integrated also in the practical task (T.5).
However, it is important to note that students rated their ability to communicate
effectively in a crisis situation relatively highly before the training, although they
admitted in interviews that they had not put these skills into practice. The slight
increase in competence may therefore be due to an overly high initial assessment.
Operating systems, servers, clouds and infrastructures was assumed as prerequi-
site of the training, no additional learning materials were provided. In order to
complete the tasks, coordinated collaboration within the team is required. Each
team nominated a leader, mostly servant-leadership style was observed what is
one of the suggested leadership styles in the cybersecurity [8]. Still the obser-
vations showed that the coordination of the tasks can be improved for effective
tasks execution. Teams with previous experience of working together demon-
strated more efficient execution of tasks what is a common pattern in teams
collaboration. This indicates the importance of teamwork requiring exercises in
the cybersecurity education.

The TWLQ results showed that participants rated their team collaboration
as good (8.6 of 10 points). Also the communication effectiveness was rated as
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good (8 points). However the teams have faced some difficulties, such as time
share demand, e.g., share and manage time between task-work (work done in-
dividually) and team-work (work done as a team). Descriptive statistics and
correlations (p) for the outcome score and workload items can be found in Ta-
ble 3.

Table 3. Descriptive statistics and correlations (p)

Score Mean SD 1 2 3 4 5 6 7
Communication Demand 31.98 21.15 —

Coordination Demand 8.00 192 .125 -

Team Performance 6.32 250 .527" .519* -

Monitoring Demand 4.11 258 274 .311 .480"

Time Share Demand 5.79  3.14  .581" .033 .520™ .450 —

Team Support 4.37 3.22 147 -.170 .096 .300 .519* -

Team Emotion Demand 3.05 2.97 366 .423  .346 .330 .605"* .253 —
*p < .05, p < .01,"** p < 0.001

To see the influence of team workloads on performance, hierarchical multiple
regressions were performed where Team Workloads were entered in the first step
and Task-team workloads entered in the second step. Team workloads (Com-
munication 8 = —.096, Cooperation 8 = .480, Team Performance Monitoring
B = .445) could positively predict team performance in the exercise (R? = .487,
F = 4.11, p = .030) but task-team workloads factors (team support 5 = .241,
team emotional demand 8 = —.291, timeshare demands § = .311) were not
significant in influencing performance (AR? = .172, F = 1.69, p = .233).

5.2 Objective 2: Engagement and self-efficacy

When evaluating if the CyberEscape approach promotes student engagement
and self-efficacy, the results from the questionnaires reveal that student engage-
ment in the CyberEscape was high. Nearly 90% of students stated that the
CyberEscape game had increased their interest in cybersecurity. This result is
supported by the interview data where students stated that they were interested
in similar games in the future and enquired about further education possibil-
ities to study cybersecurity. All student groups admitted that the game was
interesting and had a good atmosphere. In addition, students reported increased
self-efficacy and rated the CyberEscape higher than the theoretical videos. 88.8%
of students agreed that the CyberEscape had increased their knowledge of IT in-
cident management. Meanwhile, the importance of the videos was acknowledged
by 61.3% of students to be helpful. In the interviews, students suggested that
the videos should include more technical tutorials, as currently the main focus
was on operational, leadership and general competences [16] related knowledge
units. However, the flipped learning approach was evaluated positively. Students
suggested that the including subtitles and English terms in the videos would
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increase their perception. Students also mentioned that they found the phishing
incident distracting from other tasks because of the spam email. However, it
was one of their tasks and was included to show possible situations of real life.
Moreover, one group stated that they preferred traditional task presentation over
the more active CyberEscape game approach. They may prefer to have a more
passive approach, however, further investigation is needed to explore why.

6 Conclusions and Future Work

The main objectives of the study were: (1) to investigate if communication, col-
laboration and team dynamics enhances students’ performance in practical task
execution; (2) to evaluate if the CyberEscape approach promotes students en-
gagement and self-efficacy. Using an escape room approach to gamification in
cybersecurity education promotes field-specific competence development, inte-
grating hard and soft skills. The approach stimulates creative and critical think-
ing and requires efficient communication and collaboration in solving complex
cyber puzzles and tasks. An Escape room is a fun activity keeping high student
engagement. Meantime, the approach has several limitations and challenges. The
escape room setup is time-consuming and requires human and specific technical
resources. More importantly, the gamification scenario might unbalance the dis-
tribution of hard and soft skills within a small participant group. Therefore, it
cannot ensure comparable personal development in all cybersecurity knowledge
areas compared to traditional learning methods.

In the future, we plan to develop an upgrade for the game, CyberEscape 2.0.
The lessons learned and knowledge acquired from the CyberEscape 1.0 delivery
will be used as a basis for further development. A new version could include the
following key improvements: extensive technical tutorials about computer and
operating system protection, enhanced video material for training, and learning
analytics components powered by computer vision and data science.

The long-term vision is to create an internationally reusable program for run-
ning an educational escape room game. It will enhance cybersecurity capabilities
and attract young specialists as the world experiences increasing cybersecurity
threats and a vast demand for cybersecurity professionals.

We also have identified the need for further investigation as to the students
perceptions of active learning approaches such as CyberEscape.
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