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PREFACE 

 

This thesis is being submitted to fulfill the degree requirements, Doctor of 

Philosophy (Ph.D.), in the Faculty of Engineering at the Department of Marine 

Technology at the Norwegian University of Science and Technology (NTNU), 

Norway. The research has been conducted as part of a collaboration project 

between NTNU and DynSoL AS from 2018 to 2021. The courses have been 

attended as part of the degree requirement of NTNU. The Norwegian Research 

Council and DynSoL AS Norway have funded the project under grant number 

283861.  

The project has been conducted at the Department of Marine Technology at 

NTNU. Professor Stein Haugen has been the main Ph.D. supervisor, and 

Professor Jan Erik Vinnem has been the project's co-supervisor. The project has 

been simultaneously followed by the Department of Research and Innovation, 

DynSoL AS, Norway, where Kamrul Islam has been engaged as Project Manager.  

The project's primary goal is to provide new knowledge concerning risk 

management applicable in the process and oil-gas industry. The multidisciplinary 

nature of the field has always delighted me. As I participated in petroleum 

projects as a consultant, I felt frustrated that some elements of the method and 

practices I observed could be improved, so I wanted to explore more.  

My motivation for conducting the research is rooted in my professional 

background as a technical safety engineer. A career in the oil gas industry has 

given me insights into the practical challenges of applying methods and 

theoretical limitations. Hence, the topic of this thesis encompasses many distinct 

aspects and questions related to process safety and risk management.  

 

 

 

 

Trondheim, November 2022 
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SUMMARY 

Risk management is all activities used to manage the risk of hazardous events and 

provides information to improve decision-making. A typical approach to system 

safety is to identify and eliminate the causes of an accident after it occurs and to 

repeat such efforts if a new accident occurs. (Ham, 2021). A traditional approach 

is principally reactive (Dallat et al., 2018). With the advancement of industrial 

systems, e.g., integrated control and safety systems, complex operation and 

shutdown sequences have evolved challenges in managing risk and safety. 

Considering the changing nature of today's design and recent accidents, it has 

become vital to improve existing approaches to capture the complexity and 

dynamic nature of the automated system.  

The overall goal of the research presented in this thesis is to improve existing 

methods and develop new strategies using system engineering concepts and 

methodology for better risk management. Safety management focuses on two 

stages: pre-operational and operational stages. Design improvement of the system 

is focused on the first stage. The related tools can be utilized in the conceptual, 

preliminary, and detailed design stages. At the start of the design stage, detailed 

hazard identification should be conducted. The tools proposed for design 

improvement are inherent system safety and functional safety assessment. Safety 

assurance in the operational phase is achieved by monitoring safety 

performances. For monitoring safety, a performance indicator system-based 

perspective is advised. Based on the monitoring, safety training, education, 

regulatory compliance, inspection, or maintenance can be advanced, and plans 

can be set accordingly.  

The thesis is divided into two sections. Part I provides an overview of the risk 

management aspects to be considered. Part I also summarizes the main 

contributions of the research project. Some ideas for further work are also 

discussed in this part. Part II comprises six papers addressing different topics 

within the objective and scope of the thesis. The research focuses on various 

phases of the industry's challenges in risk management. The thesis considers two 

hazard identification techniques: STPA and HAZOP, as hazard identification as 

the core of risk assessment in oil and gas activities. It questions whether present 

existing methods can identify hazards of the modern complex systems. It also 

proposes necessary improvements considering the complexity and interaction of 

today’s design.  

Present thesis discuss the topic of inherent safety and evaluation. Issues with the 

usage of inherent safety in the industry and practical challenges in adopting 
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inherent safety indices by the industry and industry personnel are discussed. The 

pieces of literature discussed are relevant to the process and petroleum industry. 

It presents various inherent hazard risk factors with practical examples pertinent 

to the process industry. Identifying inherent hazards and risk factors makes it 

easier for the user to quickly find an inherently safer solution.  

The present research presents an inherent safety evaluation method for the 

system. The procedure is applied for a process system that validates the method's 

applicability. The approach finds a scientific basis for previously established 

parameter-based inherent safety evaluation methods. The foremost step of the 

technique, which is finding inherent safety characteristics and their related 

parameter, makes the method flexible and general to be applicable in all industry 

sectors. The feature of a perfect, inherently safer system and their corresponding 

numerical values are determined to find a logical scoring system. The deviation 

of a real system for those parameters is determined to determine the score of 

inherent safety subindices; thereby overall inherent system safety index is 

determined. The method removes the problems of existing approaches, like 

dimensionality problems, lacking the logical basis of parameter scoring.  

The thesis also proposes a system engineering approach to check the adequacy of 

the facility's safety barriers and safety assessment. Research adopts the FRAM 

(Functional Resonance Analysis Method) method to find the required safety 

barriers in the system. A two-level mathematical model is developed to predict 

the system's safety. The developed method is applied with a practical case study 

of the Liquified Natural Gas (LNG) ship-to-ship transfer system. Furthermore, 

the thesis works on the development of safety performance indicators. It uses a 

system engineering method, System Theoretic Process Accident Model 

(STAMP), to develop indicators. Indicators were also developed using previously 

established methods like OECD (Environment, Health, and Safety Program) and 

CCPS (Center for chemical process safety). All the methods were applied for a 

case study of the LNG Floating Storage and Regasification Unit; Based on the 

evaluation, a comparative analysis was performed. 

The contributions of the research apply to several sectors and industry branches. 

Through the application of the methods, it has been possible to validate the 

developed methods and concepts. The thesis contributes to better decision support 

and improved risk management. The developed and analyzed methods focus on 

non-probabilistic methods. It emphasizes a non-probabilistic framework that does 

not depend on historical data. Assigning probabilistic information to an 

automated system is challenging and error-prone with excessive assumptions.  

However, the thesis points out the need to conduct more real case studies. Future 

publications should focus on applying the developed methods more 

straightforwardly to encourage users to use them. In addition, improved risk 

management methods should consider dynamic control of the automated system, 

which should also be focused on in future works.   
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1 INTRODUCTION 

1.1 BACKGROUND AND MOTIVATION  

As a scientific topic, risk management concepts were established in the era of 1970 

and 1980s  to conceptualize, assess, and manage risk (Aven, 2016). The risk field 

advanced in two main directions. The first is to study and treat the risk of specific 

activities (FDIS, 2009). Secondly, to conduct generic risk research and development 

involving concepts, theories, frameworks, approaches, principles, methodologies, 

and models to understand, analyze, characterize, convey, and manage or govern risk 

(Aven, 2012, Aven and Zio, 2014). 

"Safety" refers to the absence or reduction of hazards (Möller, 2012). A typical 

method of guaranteeing system safety is to identify and eliminate the causes of an 

accident as soon as it happens and to repeat such efforts (Ham, 2020). This approach 

can also be called a  reactive approach (Dallat et al., 2018). With the advancement 

of industrial systems evolving integrated control and advanced safety systems, 

complex operation and shutdown sequences management of risk have become more 

challenging (Macdonald, 2003). A significant issue consistently pointed out in the 

literature and investigation reports is that the premises of current practices are too 

narrow and ill-adapted compared to the behaviors of complex systems (Årstad, 

2019).  

Understanding the risk of a process system implies understanding how a 

comprehensive socio-technical system functions and how a business evolves and 

adapts to its dynamic environment. Before an accident, the emergent nature of risk 

must be considered to realize the system's complex behavior (March, 1994, Weick 

and Sutcliffe, 2001). Current practices lack appropriate comprehensive approaches 

and methods to cover the complexity and dynamic nature of the system. The 

difficulty remains finding what is missing due to blindness (Årstad, 2019).  

Based on the existing limitations, Guarnieri et al. (2019) advise taking a dynamic 

approach to industrial risk analysis in four complementary stages: design of a 

dynamic model and simulation of system behavior, comprehensive failure analysis, 

comprehensive simulation of the consequence of failures, and testing of prevention 

and protection methods. Other researchers (Varde and Pecht, 2018, Frank, 2010, 

Cox, 2009) also advise including dependent events and complex interactions during 

the system's risk assessment. The characteristics of modern automated systems have 

created the necessity for further research on improving risk management approaches. 

The motivation of the thesis is to improve the existing methods used in risk 

management. 
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1.1.1 System complexity, a high degree of integration, and uncertainty 

Using more digital control units, network controllers, and automated workflows have 

resulted in higher system integration and coupling. The consequences of a single 

choice potentially may have far-increasing effects. In a system, complexity 

introduces uncertainty in two ways. First, complex systems are difficult to envisage 

and comprehend, so the likelihood of effectively satisfying safety requirements 

decreases as the system becomes complex. Second, it is challenging to design and 

maintain interactions and interfaces inside the system if any components have been 

changed. Changes in complex systems may have unfavorable consequences 

(Kamrani and Azimi, 2011).  

Decision-making in risk management is subjected to two types of uncertainty. One 

stems from randomness. The other is the uncertainty that results from knowledge 

imperfection. If the analysts do not fully understand how systems behave and fail; 

thus, having imperfect knowledge of the systems encounters difficulties in analyzing 

risk. Knowledge imperfection is a natural aspect of a complex and dynamic 

environment. It makes analysts perplexed when distinguishing between alternatives.  

1.1.2 Rate of technological change and scale  

Changes in technology happen at a breakneck speed these days. Because of the rapid 

evolution of technological capabilities, projects may experience uncertainty in 

selecting the appropriate technical solutions. If managers establish systems, they 

must also decide on technology (Kamrani and Azimi, 2011). Unsurprisingly, 

unknown risks may be introduced if novel solutions are not sufficiently evaluated 

before implementation. The scale of industrial installations is also increasing, 

increasing the probability of significant scale accidents. Low probability accidents 

should also be given importance, and actions should be taken accordingly to accept 

operation.  

 

1.2 SYSTEM PERSPECTIVE IN PROCESS SAFETY AND RISK MANAGEMENT  

From 1970 till the 2000s, system-oriented analysis and techniques increasingly 

became a subject of safety management studies and contributed to initial efforts to 

establish concepts and strategies of system safety management (Grose, 1971, 

Hammer, 1971, Pope, 1971, Redmill et al., 1999, Roland and Moriarty, 1990, 

Levenson, 1995). Rasmussen (1997) advises that a system-oriented approach based 

on control theory, including organizational, management, and operational structure, 

should be created due to the inadequacy of existing accident models for modern 

sociotechnical systems. The author views risk management as a control problem in 

a sociotechnical system, where unwanted consequences arise due to loss of control 

of physical processes. Safety depends on the system’s ability to control these 

processes and avoid or reduce consequences causing harm to assets, people, or the 

environment. 
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Many other researchers have also combined system engineering (SE) approaches in 

risk management. Cameron et al. (2005) have used various SE concepts, such as 

socio-technical factors, complex interactions, vulnerability model, and dependent 

failures in different risk management phases and hazard identification and 

consequence analysis. Kamrani and Azimi (2011) have shown how risk and 

uncertainty can be managed with the help of various risk assessment methods for 

multiple systems using SE perspectives.  

Noteworthy progress toward the process safety field is made by modeling potential 

accidents using the SE concept. The accident model relates the causes and effects of 

events that lead to accidents. Accident models seek to explain why an accident 

occurs and how it occurs. Accident modeling and analysis form the basis of strategies 

that should be followed to avoid an accident, ensuring the system's overall safety. 

An example of such works is the theory of normal accidents (Perrow, 2011). Perrow 

claims that some socio-technical systems have the properties to lead to accidents 

naturally. He identifies two important system characteristics that make complex 

sociotechnical systems prone to significant accidents. Two characteristics are 

interactive complexity and tight coupling. Even if the normal accident theory asserts 

that accidents are inevitable, it does not mean that nothing should or cannot be done 

for them. Perrow (2011) concludes that what is needed is an explanation based on 

system characteristics in accident analyses. 

The theory of high-reliability organization (HRO) was developed partly due to the 

challenges faced by the normal accident theory (LaPorte and Consolini, 1991). 

Another background for the evolution of the idea was the observation that several 

complex, high-risk organizations (e.g., aircraft carriers, nuclear submarines, traffic 

control systems) had been operated for decades without any accidents. The fact 

implies that the normal accident theory could not be entirely correct, and it is possible 

to prevent severe accidents by effectively managing organizational processes and 

practices. The HRO perspective focuses on being initiative-taking, predicting, and 

avoiding potential dangers as early as possible. A central risk reduction strategy is 

to build organizational redundancy. This strategy requires that enough competent 

personnel be available to achieve overlapping incompetence, responsibilities, and 

possibilities for observation.  

Leveson (2004) presents the idea of STAMP, which is an accident causation model 

based on control theory. It investigates the causes of human performance and 

component failure due to inadequate control actions. Constraints, hierarchical layers 

of control, and process loops are the three main components of this model. In this 

model, accidents are investigated by examining why the existing controls failed to 

prevent or detect the hazards and why these controls are insufficient in imposing the 

necessary system safety restrictions (Leveson, 2011).  

The functional Resonance Analysis Model (FRAM) is developed to include 

variability in system performance and complicated interactions between system 

elements (Hollnagel, 2017). It has been effectively used for accident investigation 

and risk assessment (Belmonte et al., 2011, Bjerga et al., 2016, de Carvalho, 2011, 
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Fukuda et al., 2016, Smith et al., 2017). It helps analysts comprehend the accident 

process and assess potential scenarios without assuming any accident model. 

The FRAM model's basic unit is a function (task) with six aspects: input, output, 

time, control, preconditioning, and resources. The core of the FRAM model, 

however, would be the relationship between the functions that comprise a system. 

The five characteristics of each function (Input, Time, Control, Preconditioning, and 

Resources) affect the performance of that function's output  (Ham, 2021). The 

performance variability of output is propagated in other functions and resonates 

throughout the system as performance variability affects others, and when two or 

more performance variability get combined, they create an unexpected outcome. 

Thus, the FRAM model helps understand an accident's occurrence and assess 

performance variability. 

Bristow et al. (2012)  developed a method for risk modeling and managing 

catastrophic system failures. The key feature of the model is the participation of 

multiple interacting institutions, for example, government, industry, international 

organizations, and research institutions, to define the perception of risk in describing 

scenarios, consequences, and probabilities.  

Works toward system-based risk evaluation and management have been done in 

various fields. However, in the chemical process and oil-gas industry, works are rare. 

The thesis focuses on filling up the knowledge gap. The author finds a gap in 

applying the SE perspective, especially in several risk management tasks, e.g., 

assuring inherent safety of the system, SE-based performance indicator 

development, and hazard identification. The author thus focuses on these specific 

areas. 

  

1.3 KEY RESEARCH QUESTIONS 

Various accidents have been reported in the process industry from time to time, 

resulting in severe social and economic impacts. Risks arise from complexity, 

ambiguity, and uncertainty, posing a challenge in understanding and managing an 

unwanted event's risk. While managing risk, determining cause and effect 

relationships is challenging due to multiple interactions of system components and 

features of automated systems. The present challenges and strategies for improving 

a safety management system are shown in Figure 1 

Implementing risk management for an automated system, decision-making, and 

forecasting significant accidents have become challenging.; the research advises 

strategies to improve safety implementation based on the identified challenges 

(Figure 1). The study's primary goal is to develop risk management approaches using 

a system perspective to help decision-makers manage the safety of automated 

process systems. The main aim is broad, and several research paths would fit it. The 

research questions are developed from the practical challenges and theoretical 

background described in sections 1.1 and 1.2. 
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The following research questions are eventually developed for this thesis:  

RQ1. Are present hazard identification methods adequate for complex systems? 

How can they be further developed for better risk management? 

The topic of hazard identification is chosen as it is a critical step of any risk 

management process. If the hazards can be identified early, mitigation measures can 

be implemented accordingly. There are various hazard identification methods in the 

industry, for example, failure mode, effect and criticality analysis (FMECA) (Bouti 

and Kadi, 1994), Hazard and Operability study (HAZOP) (Crawley and Tyler, 2015), 

and What if (Khan and Abbasi, 1998a). Present research raises questions about 

whether these existing methods are sufficient for complex systems. 

 

Process safety management of industrial process
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and regulation
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Figure 1: Progress, challenges, and strategies for improvement in the risk management 

 

RQ2. How can the assessment method of inherently safer design be improved? 

Inherent safety is the most proactive risk management strategy (Khan and Amyotte, 

2002, Amyotte et al., 2007). Defining inherent safety, developing the principles of 

inherently safer design, and establishing the assessment of inherently safer methods 

have taken much effort in academia and industry. However, those methods need to 

be revisited to include the complexity and features of the modern automated system. 

The research raises the question of the present limitations of inherently safer design 

and how the methods can be improved based on the system perspective.  

RQ3. How can safety barrier allocations be improved in automated systems? 

Defining and implementing barriers is essential to ensure safety in the process. 

Barrier systems can be physical, technical, or operational. It is vital to check barriers' 

attributes, such as functionality/effectiveness, reliability/availability, response time, 

and robustness. It is essential to know that a comparable level of risk reduction has 

been achieved in compliance with existing standards for highly hazardous systems 
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in the petrochemical industry. This research raises the question of how the barrier 

strategy and allocation method be improved considering the features of the 

automated system.  

RQ4. How can improved SPIs be established to ensure better risk management? 

The last step of risk management is risk monitoring to become aware of the plant's 

safety performance. The primary goals of safety indicators are to monitor the state 

of safety in a system, inspire action, and equip decision-makers with the knowledge 

they need to know where and how to act (Osmundsen et al., 2008). The main 

challenge is identifying indicators that allow management to work on the early 

warnings and respond within a suitable timeframe (Hale, 2009). This research 

questions whether existing SPI development methods are effective enough and how 

they can be developed to improve risk management. 

 

1.4 OBJECTIVES 

The thesis discusses improved methods using system perspectives so that it becomes 

possible to make better decisions for automated systems; the main objective is as 

follows: 

Improvement of risk management of automated systems using system perspective 

The following sub-objectives are set to achieve the main objective considering the 

research questions stated in section 1.3 and to answer the research questions. Sub 

objectives are as follows: 

Sub-objective (i) Identify and evaluate existing methods of hazard identification 

and development of process using SE approaches  

Sub-objective (ii) Identify and evaluate existing methods of inherent safety 

evaluation and challenges in the industrial application; develop a 

framework for inherent safety evaluation for the system 

Sub-objective (iii) Development of improved barrier allocation method using SE 

concept 

Sub-objective (iv) Evaluation of existing methods for developing performance 

safety indicators and development of SPIs applying the SE 

method 

   

1.5 SCOPE AND LIMITATIONS 

The present research focuses on process safety, risk management, and related issues. 

The thesis discusses improved methods with the help of a SE perspective so that it 

becomes possible to make better decisions for automated systems; however, 

decision-making itself is not the focus. Risk management is an extensive compilation 

of issues involving risk communication, assessment, treatment, and monitoring. Risk 

assessment covers risk identification, analysis, and evaluation. Due to time 
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constraints, it is decided to explore four specific critical areas of risk management: 

hazard identification, inherent safety, barrier management, and safety performance 

indicators, which cover part of risk identification, risk evaluation, treatment, and 

monitoring.  

Methods are improved or developed considering risk and safety issues relevant to 

the chemical and oil-gas plants. Although risk management covers all kinds of 

accident risks, including minor and major accidents, present research only considers 

process-related major accident risks. Environmental, occupational health, and safety 

risks are kept out of the scope of the study. 

The plant's design, installation, and the operation go through several distinct phases, 

e.g., feasibility study, concept selection, detailed engineering, implementation, and 

operation. The ideas and case studies used for inherent safety focus on the conceptual 

stage. Case studies for other covered topics explored methods to improve safety 

issues, applicable for both design and operational phases.  

The primary audience of the thesis is researchers and practitioners who have basic 

knowledge about process safety and risk management and are motivated to use them 

for better decision support. Present work can be characterized as applied, qualitative 

and analytical. It seeks to develop concepts for the process and petroleum industry 

to meet research questions raised, justifying attention to issues. 

 

1.6 THE LAYOUT OF THE THESIS 

This Ph.D. thesis consists of two main parts:  

• Part I- The main report contains the background, research challenges, and 

questions leading to the research objectives with defined limitations. In 

addition, this section describes the theoretical knowledge and the research 

method and design. Finally, this part presents and discusses the main results 

from the papers with concluding remarks and directions for future research.  

• Part II – Papers: the second part is a collection of papers presenting the 

contributions of this research. In total, four journal papers and two 

conference papers are included.  

The first chapter of part I discusses the context and background for the Ph.D. study 

and the work's objective, scope, and limitations. The framework of the thesis is also 

defined. Chapter two summarizes the existing theories and knowledge gaps for risk 

management on selected issues (hazard identification, inherent safety, safety 

barriers, safety performance indicators) and explores the challenges concerning the 

implication of theories in practical applications. Chapter three includes a brief 

evaluation of the research process and assesses the quality of the research. Chapter 

four presents the main results and discusses detailed scientific contributions and 

contributions to practical applications. Chapter five presents overall conclusions and 

proposes ideas for further work.  
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2 LITERATURE REVIEW 

The motivation behind a theoretical literature review is twofold. The first is to shape 

the research questions by understanding state of the art and revealing challenges. The 

second is to identify methodologies to develop answers. The present section reviews 

existing literature on selected topics discusses the concept of established 

methodologies, highlights the limitations, and discusses the need to improve the 

methodologies.  

 

2.1 USE OF SYSTEM PERSPECTIVES IN RISK MANAGEMENT  

Knowledge gaps remain in understanding the system in detail, identifying and 

quantifying consequences in precise and assessing probability (Bristow et al., 2012). 

Strategic interaction among multiple elements plays a vital role in managing risk in 

a system of systems. As the number of causes, effects, and feedback loops in the 

system increase, the system’s behavior becomes more difficult to predict. Moreover, 

multiple interacting participants may produce emergent behavior, and their effects 

on the system behavior can be unpredictable. Increasing complexity presents a 

significant challenge to risk experts because the system's functioning is harder to 

understand (Kamrani and Azimi, 2011). SE ensures that the system's components 

work together to achieve the overall goal and, in turn, meet the needs of the 

consumers and other stakeholders who will acquire and utilize the system (Haskins 

et al., 2006). 

Various researchers have applied system perspective and SE tools for systems risk 

analysis and accident analysis. Rasmussen (1997)  advises that risk management 

should be modeled as a cross-disciplinary study, and risk management should be 

considered a control problem. The control structure should involve all levels of 

systems for each hazard. All relevant controllers, objectives, performance criteria, 

control capability, and information should be identified for a particular hazard 

source. According to the author, a system-oriented approach must focus on 

functional abstraction rather than structural decomposition.  

McLucas (2003) discusses how a system dynamic model can improve decision-

making in risk management.  Cameron et al. (2005) and Garvey (2008) present a 

method using a system model for risk management. Instead of the traditional risk 

management view, Cameron et al. (2005) advise adopting risk management 

throughout the system's lifecycle, considering sub-systems and their boundaries, and 

integrating system thinking for effective risk management.  Van Scyoc (2008) has 

applied the TRIZ theory of inventive problem solving to check its effectiveness in 

safety improvement. TRIZ is built from the concept of idealism, which is that 

technical systems must be developed toward eliminating harmful effects while 

leaving nothing but the beneficial effects of that technology. Fundamental thirty 
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parameters are identified as features of inventive problems. Forty principles 

represent the various problem solutions that resolve contradictions. TRIZ can define 

a problem in technical terms, recognizing that the resolution of one problem may 

introduce another.  

Reniers et al. (2009) advise cluster safety procedures for improving the process 

safety management of a big organization. The cluster approach helps safety 

improvements of companies situated within the same large industrial area. In 

clustered approach, three kinds of accidents are considered: accidents occurring to 

an individual, accidents occurring to the organization, and accidents occurring in 

clusters of organization. It develops a loop safety structure that gives safety 

recommendations for factory, plant, and cluster levels. Cluster organization consists 

of four levels of analysis, including humans, subsystems, collection of systems, and 

the organization itself. Involved stakeholders at each level are identified to check the 

effect of the action on safety. The cluster model can prevent domino events more 

effectively.  

Nicholas (2017) uses the SE concept in risk management with various practical 

applications. According to the author, the primary method of preventing accidents 

should be through a comprehensive and systematic approach to safety management. 

Garbolino et al. (2019) discuss system concepts and system modeling for safety and 

risk management. The authors advise assessing system dynamics and simulating 

system behaviors to ensure safety.  

STAMP  accident model (Leveson, 2004) incorporates analysis of human factors, 

software, new technology, organizational design, and safety culture, all relevant to 

today's complex systems. Nowadays resilience-based accident analysis model is 

attracting the attention of researchers. Many researchers (Niskanen, 2018, Rosness 

et al., 2010, Pasman, 2015, Steen and Aven, 2011, Woods and Wreathall, 2003, 

Ranasinghe et al., 2020) have worked on the relationship between accident 

occurrence with risk control based on resilience. A system is resilient if it can modify 

its functioning during or after changes and disturbances, maintaining essential 

operations under-predicted and unforeseen conditions. A key aspect of resilience is 

that systems should also be robust against all possible unwanted events. In this 

approach, safety is based on four fundamental principles: anticipating, recognizing, 

evaluating, and controlling. 

Another recent direction of work is dynamic risk management (Paltrinieri, 2016, 

Paltrinieri et al., 2014, Grøtan and Paltrinieri, 2016). Dynamic risk management 

focuses on continuous information from early signals of risk related to the event. 

This method helps to identify and assess probable atypical accident scenarios 

involving the materials, equipment, and location under consideration and capture 

available early warnings or risk concepts. A dynamic risk management framework 

can potentially update the overall risk picture by deriving risk-related knowledge 

from resilient functioning. The present research takes a step to focus on some issues 

of safety management from a system perspective, considering the prospects of 

system perspective and system-based engineering.  
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2.2 RISK MANAGEMENT STRATEGIES COVERED IN THE THESIS 

2.2.1 Hazard identification techniques 

Most activities conducted in the process industry involve a certain level of risk. 

Hazard identification is a vital step in risk management because if the risk is not 

identified correctly, it will be outside of the rigor of the risk management process, 

leading to the non-identification of preventive measures for implementation and 

communication to prevent harm (OSHA, 1983). Therefore, the facility should 

develop and maintain formal processes to identify hazards in operations and 

maintenance. Identifying hazards should combine reactive, proactive, and predictive 

approaches (Bartulovic, 2021). Adopting a system safety method will allow analysts 

to shift their focus to a more detailed strategy for identifying and prioritizing 

hazardous events upstream. 

Various hazard identification methods have been discussed in the literature (Crawley 

and Tyler, 2003, Ericson, 2005, Wells, 1997), and various techniques have been used 

in the industry, for example, safety audits (Lees, 2012), checklists (Rausand, 2005), 

hazard indices, Dow index (Gupta et al., 2003), Mond index (Lewis, 1979), what if 

analysis (Burk, 1992), event tree analysis (ETA) and fault tree analysis (FTA) 

(Freeman et al., 1966), bowtie method (Khakzad et al., 2012), hazard and operability 

studies (Crawley and Tyler, 2015, Singh and Munday, 1979), FMECA (Bouti and 

Kadi, 1994), preliminary hazard analysis (Kavianian, 1992), hazard ranking method 

(Haness and Warwick, 1991) and others.  

A safety audit or hazard checklist identifies health and safety hazards by examining 

conditions or practices in the workplace (Saunders, 1992). However, there remains 

uncertainty about whether the method could identify all hazards, accident scenarios, 

and consequences. The method depends on the analyst's assumption at the beginning 

of the procedure and can be used as a preliminary hazard analysis of a 

straightforward known system to the experts.  

ETA follows an inductive procedure that shows all possible outcomes resulting from 

an initiating unanticipated event, considering whether safety barriers are functioning 

or not (Ramzali et al., 2015).  Multiple failures and system weaknesses can be 

identified by this method. The limitations are that ET addresses only one initiating 

event at a time. Success and failure probabilities are difficult to find. ETA is not 

efficient in analyzing multiple co-occurring events. All events are considered 

independent here, which may not be accurate in real life. Using binary logic (yes or 

no) may not be feasible in real-life accident scenarios where common mode failure, 

human errors, and adverse weather conditions play together (Mosher and Keren, 

2011).  

FTA investigates how a specific top event, abnormal condition, or failure can be 

traced back to its source. FTA demonstrates a logical relationship between events 

and factors that causes failure (Lee et al., 1985). It helps to understand the 

weaknesses in the design quickly. However, the entire method is time-consuming 

and expensive. FTA cannot consider the time sequence of failure or an asset’s useful 



14 
 

time. One specific top event is examined at a time. Additional FTA is developed to 

analyze other top events. Analysts may ignore failure modes and overlook common 

cause failures caused by a single problem that affects two or more safeguards (Lee 

et al., 1985). FTA also assumes all events as independent (Fussell, 1975). FMECA 

can identify failure causes such as component interactions or software faults, but it 

does not consider the operational context (Stamatis, 2003).   

As technology advances, conducting hazard identification has become increasingly 

difficult  (Jensen, 2018). The present research focuses only on two hazard 

identification methods, HAZOP and STPA. The HAZOP technique is widely utilized 

in the process sector and is the foundation of many companies' hazard identification 

systems (Baybutt, 2015). The HAZOP was developed in the 1960s to analyze 

chemical process systems (Crawley and Tyler, 2015). Its success led to the method 

being extended to make it suitable for other systems and complex operations, 

including mechanical and electronic systems, procedures, software systems, 

organizational changes, legal contract design, and review. It systematically examines 

a product, process, procedure, or system to identify hazards and operability issues. 

The method systematically examines how each design part responds to critical 

parameter deviations. Guidewords are used in association with parameters to 

indicate deviations. The guidewords can be customized, or generic words can be 

used that encompass all types of variations.  

A multi-disciplinary team conducts HAZOP execution in workshops led by an 

independent HAZOP facilitator, and findings are formally recorded on worksheets 

by a HAZOP scribe/secretary. Experts from all disciplines must meet face to face to 

execute a HAZOP and check for deviations. Feedback from all discipline experts, 

such as electrical, automation, instrumentation, software, and process, is considered 

when determining the deviation. A process flow diagram, pipe, and instrumentation 

diagram (P&ID), or other information that exposes the design purpose is required 

for the investigation (Toghraei, 2019). HAZOP has been modified to give particular 

focus to environmental effects (Choi and Byeon, 2020) or systems other than process 

vessels (Li et al., 2014) or computer-controlled plants (Andow et al., 1991) or human 

interactions (Ellis and Holt, 2009). The procedure has been discussed in many works 

of literature and guidelines (Grossel, 1993, Lawley, 1974, Crawley and Tyler, 2015, 

Redmill et al., 1999, Macdonald, 2004, IEC, 2001, Kletz, 2018).  

The strengths of HAZOP are that the method is systematic, comprehensive, widely 

applicable, easily customizable for various applications, and guidance is available in 

abundance. However, it does have some limitations. One such limitation is in the 

scope evolving from assumptions. The method presupposes that the design is 

completed according to the necessary codes in its original form. Thus, it is expected, 

for example, that the design accommodates pressures under normal operating 

conditions and desired relief situations. HAZOP aims to identify pressure deviations 

that may not have been anticipated (Mannan, 2014).  

Another limitation is not meant to be there or desired but is built into the approach. 

For example, it is not well-suited for dealing with spatial factors related to plant 



15 
 

layout and the consequences. Thus, this is not a replacement for good design 

(Mannan, 2014).  HAZOP analysis concentrates on single events rather than 

probable combinations of events (Ericson, 2005). Other limitations are that it can be 

time-consuming, expensive, requires experienced practitioners, and depends on the 

scenario description and system-level analysis (Kletz, 2018). Control Hazard and 

Operability Study (CHAZOP) is developed to identify potential hazards and 

operability problems in control and computer systems. Although there are several 

CHAZOP techniques, none have been certified as an acceptable engineering 

practice. CHAZOP is believed to have four technical shortcomings: ambiguity, 

incompletion, illogic, and redundancy (Hulin and Tschachtli, 2011).  

In the present research, considering the limitations of HAZOP, an alternative hazard 

identification method, STPA, is chosen to check whether STPA can overcome the 

limitations of HAZOP. STPA is a recently used hazard identification technique 

based on a SE accident model, STAMP (Leveson, 2011). STPA has been applied in 

various industries, for example, aviation (Karanikas and Abrini, 2016, Plioutsias and 

Karanikas, 2015), automotive (Abdulkhaleq, 2013), space (Nakao et al., 2011), 

nuclear power (Rejzek and Hilbes, 2018), chemical industry (Chahal and 

Mohammed, 2019, Hoel, 2012). However, the application of STPA in the process 

industry is scarce except few earlier works (Hoel, 2012, Chahal and Mohammed, 

2019).  

Considering the scarcity of STPA application in the process industry, it is decided 

that STPA should be applied in more cases in the process industry, and a comparative 

study between HAZOP and STPA should be conducted. Comparing STPA and 

HAZOP is also scarce except few earlier works (Budde, 2012).  

 

2.2.2 Inherently safer design 

Inherent safety is considered the most effective risk management strategy. However, 

applying inherent safety in practice is challenging (Moore, 2003). The pioneer of the 

concept of inherent safety, Trevor Kletz, provided good examples of application in 

the process industry through his extensive work (Kletz, 1985, 1991, 1995, 1999, 

2003, 2010). CCPS also proposes inherently safer designs based on corrective 

actions (CCPS, 1993). 

Inherent safety indices for assessing, ranking, and selecting inherently safer process 

alternatives have improved significantly in recent decades (Gao et al., 2021, Abidin 

et al., 2018). Inherent safety indices establish a set of numerical scales to compare 

alternative designs concerning how well they possess inherently safer design 

principles. The method considers selected parameters for comparing the inherent 

safety of a design, such as inventory, temperature, pressure, yield, toxicity, 

flammability, and explosiveness (Edwards and Lawrence, 1995, Heikkilä, 1999, 

Palaniappan et al., 2002). In the Numerical Description Inherent Safety Technique 

(NuDIST)  method (Ahmad et al., 2014), the index is developed through logistic 

equations to eliminate the shortcoming of subjective scaling.  
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Indices like ISI (inherent safety index) and NuDIST do not consider interactions of 

various parameters in the system (Gao et al., 2021). The gap was attempted to be 

fulfilled by other indices, e.g., process safety index (Shariff et al., 2012), exergy 

inherent safety index (Li et al., 2011), and comprehensive inherent safety index 

(Gangadharan et al., 2013). These methods incorporated the compounding effect of 

materials and equipment. Determining the Optimizable Fuzzy Inherent Safety Index 

(OFISI) follows a systematic approach to optimize safety levels besides inherent 

safety assessment (Vazquez et al., 2019). Equipment characteristics and performance 

evaluation are addressed in the Inherently Safer Process Equipment Index (Athar et 

al., 2019) and Equipment-based Route Index  (Athar et al., 2020). Equipment 

performance is also considered in the Integrated Inherent Safety Index (I2SI) (Khan 

and Amyotte, 2004).  

The risk-based matrix is developed considering main accident scenarios regarding 

their severity of consequence or likelihood of occurrence (Jafari et al., 2018, Khan 

and Abbasi, 1998b). Risk-based approaches can be considered preliminary risk 

assessment (Shariff and Leong, 2009, Shariff et al., 2012, Rusli and Shariff, 2010), 

although they are very similar to quantitative risk analysis (QRA). QRA is a formal 

and systematic method for determining the probability of loss and other associated 

hazards by using objective data. A QRA will emphasize the accident scenarios that 

significantly impact overall risk, including the consequences and elements that cause 

and control the accident. The assessment results demonstrate that the facility meets 

acceptable standards and that risks are kept as low as reasonably practicable 

(ALARP). 

Risk-based inherent safety indices and QRA can be used in the preliminary 

engineering phase, while QRA needs detailed process information applicable in 

detailed engineering phases. The risk-based safety index  (Rathnayaka et al., 2014) 

integrates the reduction of both consequence and probability of accident occurrences 

by applying inherently safer design principles in the process design life cycle.  

Several assessment approaches have been developed to evaluate the inherent safety 

prospects of specific process hazards or undesired outcomes. The Process Route 

Index (Leong and Shariff, 2009), for example, is designed to assess the explosiveness 

degree of processes. The level of process explosiveness is seen as a measure of the 

system's intrinsic safety. A Toxic Release Consequence Analysis Tool (TORCAT) 

is designed to assess the risk of toxic release (Shariff and Zaini, 2010). The toxic 

release is considered an indicator of the inherent safety of the system here. The 

process stream index (Shariff et al., 2012)  is developed to calculate the inherent 

safety of process streams influencing the explosion. 

A graphical heuristic method is proposed by plotting parameters associated with 

inherent safety concerns for each step of each process option (Gupta and Edwards, 

2003). Graphical methods aim to present safety levels through easy-to-understand 

tables and figures (Gao et al., 2021). In the graphical technique (Ahmad et al., 2015), 

authors used logistics functions to determine root cause analysis of hazards posed to 

the process.  
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Many inherent safety, health, and environment (SHE) studies have been developed 

to eliminate or reduce SHE hazards in an inherently safer way. SHE approaches 

focus on inherently safer and more environmentally benign process routes. Some 

pioneering works are  Process Route Healthiness Index  (Hassim and Edwards, 

2006), and Inherent Environmental Toxicity Hazard Index (Gunasekera and 

Edwards, 2006). Several inherent safety-based indices, e.g., inherent risk assessment 

tool (Shariff et al., 2006), Inherent safety index module (Leong and Shariff, 2008), 

and Inherent risk assessment (Shariff and Leong, 2009), have been developed by 

combining process simulators such as Aspen HYSYS (HYSYS, 1995) with the 

developed index. 

Song et al. (2018) present a framework to assess inherent safety to enhance the 

sustainability of chemical process design. Summers (2018) discusses how the design 

of automated systems can be improved using inherent safety principles. The author 

also emphasizes that combining all accident prevention strategies (active, passive, 

inherent, procedural) is essential for a comprehensive safety management system. 

The reason is to deal with all potential hazards in the process plant and reduce the 

risk to the lowest possible level, known as a maximum acceptable risk, to ensure a 

sustainable, cleaner chemical process.  

Multitarget inherent safety index (Crivellari et al., 2021) ranks inherently safer 

alternatives in the early design of offshore oil and gas production systems. An array 

of key performance indicators is proposed based on the consequences of potential 

accident scenarios concerning different effects on offshore oil & gas production 

installations. The method evaluates and ranks the various hazard sources, 

considering the specific features of offshore facilities such as multi-layer layout, high 

congestion, and others. 

Some methods, e.g., Dow Fire and Explosion Index (AIChE and Dow, 1987) and 

Mond index (Lewis, 1979, Li et al., 2008, Tyler, 1985), are not usable in the early 

stage of the process design (Rahman et al., 2005). The results of these procedures 

are difficult to interpret. All aspects of inherent safety, e.g., layout, complex 

interaction, and all inherent safety guidewords, cannot be considered by those 

approaches. Additional rigor, accuracy, and precision are often required to assess 

safety measures’ impact on the values of hazard indices (Khan et al., 2001). Some 

indices (Dow, Mond) showed no value change for an equipment change. When 

applied to different life cycle stages, I2SI is inflexible. Another limitation of existing 

parameter-based approaches (e.g., ISI, SHE) is that they do not consider the 

interaction between distinct factors. They are not adaptable enough to accommodate 

newly available data. Parameters defined for one sort of industry may not be 

applicable to another.  

Distinct types of hazards may become dominant for various applications. Prototype 

Inherent Safety Index (PISI) (Lawrence and Edwards, 1994, Lawrence, 1996) and 

ISI (Heikkilä, 1999) describes inherent safety based on a few specific types of 

hazards. Another problem is that they (e.g., PISI, ISI) have sudden jumps in the score 

value. The index-based approach does not assist the user in thoroughly 
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understanding the hazards that evolved in each processing path because it does not 

address the actual cause of risks. 

Another problem is the dimensionality problem (Gupta and Edwards, 2003). Adding 

parameters of different dimensions like temperature (◦C), pressure (atm), inventory 

(t), toxicity (ppm), and comparing the summed value may become unacceptable 

scientifically from the chemical engineering point of view. Risk-based approaches 

are helpful because the overall goal is to reduce risk. Risk can be compared for 

distinct designs and can be modified accordingly. The process route index helps rank 

between different chemical process routes. However, it only considers explosion 

potential.  

The industry has faced problems implementing these methods due to a lack of 

expertise. A second reason is the complexity of implementing them in practical 

cases. Also, industry personnel may not be interested in using any risk evaluation 

tool besides QRA, as there is no regulatory requirement, and the industry has used 

QRA for a long time. Additional cost, time, and need for expert resources may 

discourage them from using such a tool. Another reason is the lack of information to 

set the parameter values. Index values (e.g., chemical interaction, correction) are not 

readily available (Rahman et al., 2005). Most risk-based indices methods are 

applicable later in design stages and require detailed data and time. It is difficult to 

use them at the early design stage when there is enough leverage to make changes in 

plant design.  

Managing risk means assuring the safety of the system in a system world. Ade et al. 

(2018) study the impact of intrinsic safety principles on system reliability in process 

design. This methodology assesses the probability of higher risk because of 

decreased system reliability and underlying design philosophy. Recent research has 

been directed toward assuring inherent safety from a system perspective. In this 

thesis, further research has been conducted, considering the chemical process 

system's vast nature, and relating many risk factors. The research works further to 

fill the gap in selecting safer materials and equipment.  

 

2.2.3 Safety barriers 

Several safety standards have been developed on risk control and safety barriers, 

such as IEC 61508 (2010), ISO 13702 (2015), and ISO 28781  (2010). The generic 

standard IEC 61508 (2010) translates safety system requirements into barriers under 

common cause and dependency failures. IEC 61511 (2003) and ISO 13702 (2015) 

also demonstrate the importance of safety barriers to reduce the risk of accidents. 

The safety barrier concept, classes, and performance criteria are clarified by Sklet 

(2006) and Hollnagel (2016). Requirements for safety barriers to prevent various 

accidents can be understood using multiple models such as the bowtie diagram, 

Swiss cheese model, ETA, and energy barrier model (Kang et al., 2009). Proactive 

barriers are upstream of accidental events, while reactive barriers are downstream 

(De Dianous and Fievez, 2006, Sobral and Soares, 2019).   
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Bowtie analysis has been widely used in numerous literature as it is straightforward 

and concise. It demonstrates risk controls by placing barriers in scenarios. The 

relationship between sources of risk, control, escalation factors, events, and 

consequences is illustrated by a bowtie diagram (Rausand, 2011). The whole range 

of initiating causes can be displayed with their existing controls. Bowtie diagrams 

have the drawback of being predicated on the notion that a linear series of events 

create accidents. When several causes are linked in complicated ways, the bowtie is 

insufficient, and analysis needs scenario identification, including coupling effects of 

system elements. Another drawback is that the risk controls are not provided in a 

time or process-oriented manner (Aust and Pons, 2019).  

To describe critical barriers and determine their effectiveness, Sklet and Hauge 

(2004) constructed an accident scenario that can allocate barriers and analyze the 

effect of the failure of barriers. Quantification of the scenarios is a challenge of this 

model. Researchers have used various methods to assign safety barriers and find how 

effectively they can prevent accidents. Janssens et al. (2015) proposed a 

metaheuristic solution to assist decision-makers in determining where safety barriers 

should be placed and how to limit the consequences of an accident that causes 

domino effects. The concept is to delay the failure time associated with a domino 

event of a chemical plant.  

Xie et al. (2018) applied an extended bowtie model to identify barrier requirements 

in a system. It is seen that various types of barriers can be identified by using the 

extended bowtie model, e.g., barriers against effects of the root cause or coupling 

factors affect or cascading failure. The extended bowtie model can study the effects 

of different safety barrier strategies and the reliability of independent barriers.  Groot 

(2016) advises that combined with incident analyses on barriers, the bowtie method 

can be adapted to understand, monitor, and analyze barrier performance factors. 

A combined method of bowtie and LOPA is used by Neto et al. (2014). The bowtie 

can identify required barriers to prevent an accident. It explains how an accident can 

be avoided but does not measure the system's risk or identify the uniqueness of 

barriers. LOPA is used to identify protections that fit the Independent Protection 

Layer (IPL) (Willey, 2014).  A computerized system collects real-time data from 

operational systems to provide a notion of the platform's safety functions. The 

integrity is monitored using a series of queries from the unit's management elements 

concerning the instrument or equipment related to each layer.  

A risk-based inspection approach Synergy Plant RBI is applied to manage safety 

barriers by  Hosseinnia Davatgar et al. (2021). The authors modified the Synergy 

Plant RBI model to consider management performance by bowtie analysis and 

adjusted the confidence level of safety functions accordingly. The study shows that 

technical and management aspects are feasible for managing safety barriers.  

Based on facility-specific risk pictures and generic performance requirements,  

Jansen and Firing (2016) establish specific barriers or safety strategies to evaluate 

the technical integrity of Statoil’s oil and gas production and processing plant. The 

concept is built on a generalized bowtie model where the top event is an accident 
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such as a blowout or ignited risk. A three-stage process is proposed to ensure the 

performance of barriers. The first stage is to apply the maintenance concept to outline 

requirements for rest and overhauling equipment and system. Secondly, regular 

evaluation of technical integrity and visualization. Thirdly regular technical 

condition monitoring after several years.  

Technical integrity is evaluated at three levels: equipment/ sub-system level, area, 

and facility perspective. Non-technical barriers are not directly included in the 

evaluation.  It is known that 60-80% of barrier breaches leading to significant 

accidents are non-technical, such as lack of competence or risk understanding, 

quality of procedures or how they are followed, and many more. HSE work focuses 

on non-technical barriers such as HSE campaigns, training, incident reporting, 

compliance verification, auditing, management supervision, and incorporation of 

checkpoints in daily work, and work processes are also advised to perform.  

Recent works have been directed toward dynamic barrier management (Ahluwalia 

and Ruochen, 2016, Hosseinniaa et al., 2019, Nelson, 2016, Pitblado et al., 2016).  

The strategy expresses barrier status in real-time, including direct and indirect 

indicators of barrier performance using complete information. Inspection, 

preventative maintenance, audit, sensors, process control, near-miss or incident 

records, and big data concepts can all be used. Dynamic barrier management 

provides better safety cheaper than current barrier management methods (Pitblado et 

al., 2016).  The assessment helps the plant identify degraded barriers more swiftly 

and cost-effectively (Pitblado et al., 2016). 

Pezeshki (2020), In his work, used FRAM for barrier management for offshore 

drilling. His case study highlights the utility of FRAM in the development and 

maintenance of barrier strategies. The FRAM model is used to combine reactive 

barrier functions after identifying a threat. Variability-increasing scenarios are 

discovered. The scenario analysis reveals that variability is enhanced owing to 

human functions rather than system technical factors. One significant advantage of 

FRAM is that it may be regarded as an iterative barrier strategy technique in barrier 

management  (Herrera et al., 2010).  

Despite many recent works, only a few covers the quantitative evaluation of FRAM 

and barrier management in a process system using FRAM. The present research 

explored FRAM to check the adequacy of safety barriers considering the complexity 

of automated process systems.  

 

2.2.4 Safety performance indicator 

Various existing accident theories and models affected the evolution of safety 

performance indicators, e.g., Heinrich’s accident model (Heinrich, 1941), Bowtie 

metaphor (Nielsen, 1971), Tripod theory (Doran and Van Der Graaf, 1996), and 

Swiss Cheese model (Reason, 1997). All contributed to the establishment of various 

models of safety performance indicators. While establishing indicators in the process 

industry, three accident models contributed: Heinrich’s pyramid model, Reason’s 
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Swiss cheese model, and the bowtie model. Risk indicators are also often derived 

using the QRA model.  

After the BP Texas City refinery accident, the UK Health and Safety Executive 

(HSE, 2006), US Chemical Safety and Hazard Investigation Board (Visscher, 2008),  

American Petroleum Industry (API, 2010), the Centre for Chemical Process Safety 

(CCPS, 2012) developed methods for selection of safety performance indicators to 

monitor and control risk more effectively.  HSE (2006) study includes advice for 

defining, selecting, and implementing process indicators for critical process hazards. 

They proposed a road map based on British chemical industry practice for 

management and safety specialists. Instead of relying on failure monitoring 

(lagging), the risk management system should prioritize the timely detection of 

weaknesses (leading). The risk control system selects barriers for each scenario 

based on severe accident scenarios. Finally, each risk control system is linked to 

lagging and leading indicators, ensuring a two-fold level of assurance (HSE, 2006).  

The disadvantage of lagging safety performance indicators is that they only tell how 

many accidents happened in each period and do not tell how well the organization 

prevents incidents and accidents. Furthermore, with low injury or accident rates, 

management may become reluctant to improve the system further. Leading 

indicators are helpful since they are predictive and allow the company to check its 

performance. It may, however, be challenging to modify them. They give users 

information about the impact of the organization's initiatives.  

The absence of safety control integration between technical, management, and 

organizational entities is a significant flaw in today's techniques. The indicator 

program can only be considered proficient enough if a safety management system 

can analyze the complete system and its complex interactions, subsystems, and 

dynamic behavior. For today's automated modern systems, SE tools have been seen 

as more effective in capturing the dynamic risk of the system (Rasmussen, 1997). 

Leveson (2014) uses the STAMP model and STPA to identify leading risk indicators.  

Valdez Banda and Goerlandt (2018) propose measuring the system's performance 

using key indicators. The STAMP framework is used to structure a maritime safety 

management system. The STAMP approach allows for the systematic identification 

of essential components of safety management that must be in place. This systematic 

identification is necessary for comprehending the structure of an organization's 

safety management practices and incorporating a clear trace of these practices across 

the organizational structure. Two concrete phases have been introduced to aid in the 

safety management system. The first stage is to establish an identification process 

for defining critical performance indicators for planning, monitoring, and evaluating 

the operation of the safety management system. The second stage is developing a 

performance monitoring method to track, measure, and update the key performance 

indicators and the safety management system's operation. 

The present thesis has developed an SPI program for the LNG plant industry, 

considering the system-specific characteristics of the indicators. Although Leveson 

(2014) presents an application of the model for the aviation industry, the present 
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research has extended the research in this direction for the process and petroleum 

industry. 
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3 RESEARCH METHODOLOGY 

3.1 RESEARCH APPROACH 

‘Methodology’ refers to methods used in a particular area of study or activity 

(Oxford, 1989). This section presents several types of research and development 

activities and their criteria. The kind of research executed in this Ph.D. study is 

stated, and compliance with the requirements is described in present section. 

Research is a systematic approach to learning about things that are currently 

unknown by analyzing occurrences several times and in various ways (Laura and 

James, 2014). It entails gathering, arranging, and analyzing data to understand a topic 

or issue better. Research methods are chosen to answer a set of research questions. 

The research question and the focus on the phenomenon influence the selected 

research method (Yin, 2011).  

Kothari (2004) describes diverse types of research along four axes, descriptive vs. 

analytical, applied vs. fundamental, quantitative vs. qualitative, and conceptual vs. 

empirical. The present work is applied, qualitative, analytical, and conceptual. It 

seeks to develop concepts for the process and petroleum industry to meet the research 

questions raised, justifying attention to issues. Considering the complexity of 

automated systems and the wide-ranging safety and risk management topics, 

understanding the problem is critical and qualitative understanding is more important 

than quantitative. The effectiveness of safety management stems from a deeper 

understanding of the system and its complexity. Qualitative approaches enabled an 

understanding of risk and detailed information about the system.  

3.2 RESEARCH STRATEGY 

The research entails five main activities (Figure 2):  

• Formulation of research questions 

• Collect information related to the questions 

• Develop/select a model to aid in answering the questions 

• Execution of the model with real case studies 

• Find answers to the questions  

 

3.2.1 Formulation of research questions 

The research questions (Figure 3Error! Reference source not found.) are developed 

using the author's professional experience and NTNU academic courses. The courses 

completed at NTNU cover system safety management, risk modeling, model-based 

safety assessment, and risk influence modeling. These courses guided the author in 

conducting the research and generated a solid theoretical basis for the project. The 

author has worked in the Norwegian oil and gas industry for several years. The 
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challenges faced by the author while conducting projects worked as stimulation to 

raise the questions as a researcher. The course supervisors, highly acquainted with 

the work of the industry, provided feedback to the author for the formulation of the 

questions.  

3.2.2 Selection of research method 

The research method is based on understanding existing risk management methods 

and finding the limitations of the models. Limitations of the existing models are 

inspirations for the questions. The research plan was developed based on the gaps 

identified from the review. The research papers have presented new concepts and 

ideas based on the literature reviews and challenges. The developed concepts and 

theories are based on existing literature, logical reasoning, and critical 

argumentation.  

Research 
questions

Review

Selection/
development 

of method

Articles

Execution 
of case 
study

Review of 
work

 
Figure 2: Research process followed in this Ph. D project 

 

 

3.2.3 Data collection and execution of case study 

The current work drew multiple sources of information to answer the research 

questions. The case study selected is a typical LNG ship-to-ship transfer system. The 

system information was collected from relevant literature based on the author's 
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industry experience. HAZOP study of Paper I was performed in a workshop with the 

company's team members. A series of QRAs, testimonies, and literature reviews are 

examples of data. The literature review was done online using standard bibliographic 

databases such as Google Scholar and Scopus.  

The chosen or developed methods are evaluated in practical case studies, which show 

the models' applicability in practical cases. The intermediate results of the research 

are presented at European Safety and Reliability (ESREL) and Probabilistic Safety 

Assessment and Management (PSAM) conferences. The conferences provided 

meaningful feedback for further research and insights into the research trends in the 

field.  
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Figure 3: Research strategy applied to conduct the Ph.D project 

 

3.2.4 Review of work and publication of papers 

The research conducted during the Ph.D. project integrates the following elements: 

• Literature study 

• Guidance from supervisors and discussion with co-authors 

• Discussions with practitioners from companies and organizations within the 

relevant sectors 

• Presentation of papers at international conferences 
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• Peer-reviewed paper publications 

Six papers included in the thesis have been subjected to peer review through 

submission and publication in acknowledged journals and international conference 

proceedings (Table 1).  

 

Table 1: Overview of research approach and quality assurance for the papers included in 

this Ph.D. thesis 
Paper Research approach Quality assurance 

Paper II, Paper III,  Qualitative, Applied Expert judgment 
Published in peer-reviewed 
conference proceedings 

Paper I, Paper VI Qualitative, applied Test on a real case study 
Expert judgment 
Published in peer-reviewed journals 

Paper IV,  Paper V Semi-quantitative, 
applied 

Test on a real case study 
Expert judgment 
Published in peer-reviewed journals 

 

 

3.3 QUALITY ASSURANCE  

The criteria listed in Figure 4 are checked to lend scientific credibility to work. The 

leading quality assurance is via critical reviews from advisors and scientific 

publications in international journals and peer-reviewed conferences.  

 

 

Figure 4: Hierarchy of research quality (Mårtensson et al., 2016) 
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3.3.1 Credible 

The credibility criterion refers to whether the research results are coherent, rigorous, 

consistent, and transparent. Concepts should be systematically related, and data 

should be well linked to the developed theory to maintain coherency and consistency 

(Miles and Huberman, 1994). In the present research, credibility is assured by 

describing the research process in each study, e.g., the participants and documents 

that served as data sources, the methods used, and questions asked, and the analytical 

process. The discussion of the results after each case study is subjective. Other 

researchers may analyze and interpret the results differently. To keep the rigor, the 

authors of each paper went through brainstorming during the biweekly meetings. 

The opinions and observations of each author were recorded carefully. Three papers 

were presented and discussed at conferences.  

 

3.3.2 Contributory 

Contributory refers to whether methods are original and results can be generalized 

or transferred to other contexts or settings (Trochim and Donnelly, 2001). Findings 

should be discussed with assumptions to check contributory characteristics. All the 

conclusions and context of case studies are described in detail to be applied easily in 

other case studies and settings. To achieve 'generalism', studies should adapt to 

different application areas and other industries. Details of applicability and limitation 

in the application of each method are described in each relevant paper. Possible 

changes resulting from changes in context and setting are also described in the 

articles, as suggested by Trochim and Donnelly (2001).  

 

3.3.3 Communicable  

Communicability is assured by describing the research's background and aim and 

explaining research questions and the methods used for answering them. 

  

3.3.4 Conforming 

Conformability ensures that the researcher is not biased with personal values or 

theoretical inclinations to sway research and its findings unduly (Bryman, 2016). 

Strengths and weaknesses of studies are discussed to find any personal biases 

knowing the study being conducted and helping to correct them.  
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4 RESULTS AND DISCUSSION 

An overview of the contribution of this thesis is shown in Figure 5. Research aims, 

papers, and results are also structured here.  

Paper- I Paper II,III and IV Paper V Paper VI

Sub-objective (ii) Sub-objective (iii) Sub-objective (iv)

Evaluation of

• Challenges in 

industrial 

application

Development of

• Improved barrier 

stragegy

• Prediction of system 

safety

Development of

• SPI applying SE 

method

Evaluation of

• Existing methods 

for developing 

performance 

indicators

Development of 

• Framework for 

inherent safety 

evaluation for 

system

Sub-objective (i)

Evaluation of 

• Existing methods of 

hazard identification

 
Figure 5: Structures of research sub-objectives, papers, and outputs for achieving the 

primary objective 

 

The main contributions of the thesis are:  

• Paper I: Improved hazard identification using SE method, application of the 

technique on an actual case 

• Paper II: Identification of challenges of the practical application of existing 

inherent safety approaches 

• Paper III Develop a concept of achieving inherent safety using inherent risk 

factors 

• Paper IV: Development of inherent system safety index to choose inherently 

safer design between alternatives 

• Paper V: An extended FRAM method to check the adequacy of safety 

barriers and to assess the safety of a socio-technical system 

• Paper VI: Improved method of SPI development using SE method, 

application of the technique on a real case  
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4.1 CONTRIBUTIONS  

This Ph.D. thesis conducts research on risk management methods that the industry 

can use to analyze potentially hazardous activities. This thesis focuses on four critical 

areas of risk management: comprehensive hazard identification, inherent safety 

assessment, functional safety assessment, and safety monitoring (Figure 6). Design 

improvement of the system is crucial for any facility. Comprehensive hazard 

identification advises on corrective action on management and organizational issues. 

The related methods can be used in the conceptual, preliminary, and detailed design 

stages. Process safety during the design phase allows for eliminating, substituting, 

or engineering out of hazards up-front rather than changing after the installation or 

after it is completed. Incorporating process safety into the design phase can also aid 

in deciding the proper location of vessels, storage tanks, and equipment to avoid 

additional facility siting hazards and better understand chemical storage volumes. 

With limited time and other resources, one can recognize and mitigate potential 

safety hazards early in a process life cycle.  
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Figure 6: a) risk management of systems according to ISO 31000; b) risk management 

issues covered in the thesis 
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Inherent safety assessment and safety barrier management focus on setting up a 

sound system design. While in the operational stage, system monitoring is performed 

by assessing detailed safety performance. Implementing effective safety 

management will help to ensure that the organization’s safety efforts target the areas 

where safety benefits will be most significant and, therefore, more effective. 

Organizations that only follow minimum standards set by regulatory agencies may 

not be an excellent example to proactively identify and mitigate safety hazards, 

especially to maintain a good safety culture. During the operational phase, safety 

performance is checked to ensure safety. For monitoring safety, a system-based 

performance indicator is advised. Based on the monitoring, safety awareness, e.g., 

safety training, education, regulatory compliance, inspection, or maintenance, can 

be recommended, and plans can be set accordingly. 

The work can be considered preliminary with the considerable prospect of applying 

a system perspective in safety and risk management. Many methods can be involved 

in the overall safety and risk management process. However, the methods discussed 

in this research are limited to those mentioned earlier only. Other assessment 

methods were out of the scope of the study.  

 

4.1.1 Hazard identification of system using SE approach 

Research Sub-objective (i) identifies and evaluates existing hazard identification 

models and develops a SE-based method. Paper I dealt with two hazard identification 

techniques, HAZOP and STPA. A case study was executed with HAZOP (Figure 8)  

and STPA, evaluated and compared in the paper. An LNG ship-to-ship transfer 

process was chosen to investigate the feasibility of applying STPA, which requires 

human intervention to a significant extent, a characteristic of a socio-technical 

system. The reason for selecting STPA is that it provides a systematic view and 

focuses on the interaction and safety constraints between system components 

(Leveson, 2011).  

 

Figure 7: Workflow of STPA hazard identification method 
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Hazard identification in STPA started with defining the system boundaries and 

establishing a high-level control hierarchy (Figure 9). The control hierarchy diagram 

describes each controller's responsibilities, system behavior, and feedback 

mechanisms between responsible entities in the system. A control hierarchy diagram 

can visualize the controller, actuator, and actual procedure interactions. It identifies 

system behaviors and interactions to provide an in-depth method for spotting 

possible hazardous control actions. It depicts the paths to insufficient system control 

leading to a disastrous situation. 

 
Figure 8: HAZOP methodology (IEC, 2001) 

After establishing a control hierarchy diagram, possible system-level hazards and 

accidents were identified (Figure 7). A hazard in STPA is a system state or a 

combination of conditions that result in an accident when combined with a set of 

worst-case operational and environmental conditions. Safety constraints were 

identified next to avoid high-level hazards and accidents. Safety constraints are the 

criteria that must be enforced on the system's behavior to know safety. If the system 

is unable to control the hazards, accidents will occur. The hazard arises if any 

controllers fail to work as designed or as they should. The next stage was determining 

the necessary control actions to keep safety limitations. System-level safety 

constraints can be derived directly from the high-level hazards to prevent accidents. 

From the high-level safety constraints, process model variables were determined. 

Process model variables are those parameters that need controller actions to keep the 

system operating safely.  

Accidents in complex systems occur due to dangerous or insufficient control 

activities performed by automated or human controllers (Leveson, 2004). Incorrect 

or absent feedback and miscommunication among several controllers may result in 
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harmful control behaviors. Scenarios can be developed to improve understanding of 

why and how hazardous control actions occur and the associated cause elements. 

STPA investigates the critical functions of each entity in the control loop and the 

prerequisites for effective safety system behavior. Goals and related system 

performance can be redefined, and alternatives for analysis can be developed. This 

method highlights the significance of the process model in ensuring appropriate 

control. A hierarchical control model depicts system behavior in relationships that 

indicate the system's structure. Before building the comprehensive process and 

instrumentation diagram (P&ID)., one might work with STPA with the help of a 

main process flow diagram (PFD).  
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Figure 9: Control hierarchy diagram of a process system in STPA 

 

STPA is a systematic hazard analysis technique that gives systematic guidance and 

suggestions for safety requirements, according to the comparison results. The 

fundamental difficulty in STPA is establishing the control structure. On the other 

hand, developing the control structure is advantageous because it provides extra 

insight into how the system functions, particularly at the higher level of the 

hierarchy. STPA can study large systems' behavior with highly automated features 

and multiple component interactions. It can lower non-identification risks and create 

different control structure diagrams ranging from high to detailed. 
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The investigation revealed that, when it came to identifying the technical flaws of 

the component, the hazard lists for HAZOP and STPA were identical. HAZOP is an 

effective method for identifying and evaluating component-related hazards 

connected with processes used in the petroleum and chemical industries. It is 

considered suitable for identifying hazards arising from single, independent 

contingencies. It can identify any deviation in the system quickly.  

However, in STPA, success depends on correctly identifying high-level 

unintentional events. Low-level dangers that do not fall into the category of any high-

level unintended incidents or hazardous control activities can remain excluded from 

the scope of the study. In STPA, using the control hierarchy diagram, the effects of 

external events can be identified conclusively and systematically. HAZOP uses a 

deductive or downward technique to determine what will happen due to deviations, 

such as top events and deviations.  

HAZOP is less efficient than STPA in treating software errors because identifying 

software errors requires a good understanding of software behavior, interactions, and 

effects on other systems, which is difficult in the case of complicated software. 

Resource requirement was seen as the same for both cases. Experts from all 

disciplines must participate face to face and check the deviation or high and low-

level hazards. Feedback from all discipline experts should be considered to find the 

deviation or safety constraints, e.g., electrical, automation, instrumentation, 

software, and process. As STPA is a new method, the user may not be confident 

using it, even if it is superior. However, users may gain confidence in using STPA 

from its level of detail. 

HAZOP has become widely recognized for systems analysis due to its 

straightforward approach (Hoepffner, 1989). STPA, on the other hand, is a new 

method that has yet to be adopted widely, particularly in the process industry. 

Execution may be difficult for industry professionals. It can be difficult to identify 

causal elements and conduct the steps in the procedure. This disadvantage of STPA 

may indicate that it should be utilized for more confined areas of the system, which 

are difficult to examine with HAZOP. 

The case study of the investigation demonstrates that STPA can address a broader 

range of organizational mistakes. Compared to STPA, identifying organizational 

flaws in a HAZOP is more complicated because HAZOP was created to discover 

system deviations in the process sector, not variances in human behavior or 

organization. STPA illustrates the entire system and its interactions with other 

components and their impacts on the system using a hierarchical control diagram. 

Organizational defects and requirements can be included since it uses a systematic 

method to detect safety constraints. The control hierarchy and system used in the 

case study only cover a small system component, the ship-to-ship LNG transfer 

procedure, and do not address many organizational elements. More organizational 

flaws could have been discovered for an expanded structure. 

STPA, in general, can go into greater depth in determining the causes of failures by 

its control-hierarchy diagram and process model. Application of its four keys like 
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‘not provided causes hazard, ‘provided causes hazard,’ ‘too soon or too late causes 

hazards, and ‘applied too long or too short causes hazard’ increases confidence that 

all potential threats are identified. Users can dig into the details of each issue of 

system requirements by refining each accident and safety constraint at a lower level. 

However, setting the study's boundaries, determining the required number of 

variables to be investigated, the necessary control actions for each safety constraint, 

and the role of controllers for each control action needed in STPA are complex tasks 

in process industry applications. 

The most notable strength of STPA is its well-organized control diagram. However, 

the effectiveness of STPA is dependent on the proper development of a control 

hierarchy diagram. A chaotic control hierarchy diagram can result in incomplete and 

entirely useless analysis. In STPA, situations and causal factors are straightforward, 

utilizing the human controller model as a starting point instead of a typical human 

factor model. Before finalizing the system design, it can address difficulties linked 

to human-automation interaction. The human operator's involvement in system 

operations can be examined, and the design can be adjusted accordingly. One 

advantage of having a human in the control loop is the capacity to modify or develop 

new processes. 

The case study under consideration was a simple system. A more complicated system 

may produce drastically different results. STPA is more suited for use in a complex 

system because it seeks out hazards in a systematic manner. The difficulty of STPA 

would be dealing with several variables and controllers, the number of state 

variables, the number of variables, and, most importantly, setting the system limit 

(Rodriguez and Diaz, 2016). Moreover, the time required to conduct STPA may 

become exceedingly long for complex systems compared to HAZOP. The additional 

time is reasonable because STPA provides a complete study and requires less time 

to modify future plants. Overall, adopting STPA is that the analysis is quite 

systematic and appropriate for use in a socio-technical system. The mitigation 

approach can be efficiently designed and evaluated using scenario control 

algorithms. STPA can capture dynamic system behavior. The root situation can 

communicate the necessity for further mitigation strategies at the board level. 

 

4.1.2 Development of a framework for an assessment of the inherent safety of 

a system 

Research Sub-objective (ii) evaluated the challenges of industry application of 

inherent safety and developed a framework for inherent safety evaluation of the 

system. Paper II, Paper III, and Paper IV addressed this objective. Paper II reviews 

inherent safety assessment techniques, explains industry application challenges and 

suggests probable future methods. Challenges in applying inherent safety in practice 

are related to difficulties in implementation, interpretation of the results, lack of 

consideration of overall scope, and dimensionality problems. Details are described 
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in Paper II. The paper's findings inspired further research in this direction. Often 

overall, system thinking is missing in the earlier methods.  

Paper III presents a novel concept of achieving inherent safety by considering a 

system's inherent hazards and risk factors. Hazard is the existence of factors that can 

cause harm to people, the environment, or assets. Hazard factors can be properties, 

circumstances, or causes that have the potential to cause damage. Hazard factors are 

classified into two types: triggering hazards and impacting hazards. Triggering 

hazard factors are those that can directly create a hazardous event. The presence of 

motion indicates the presence of kinetic energy, which can result in a hazardous 

event. As a result, motion is a triggering intrinsic hazard factor. Impacting hazard 

factors do not directly contribute to creating a hazardous event but indirectly impacts 

the intensity or probability of a hazardous occurrence. 

An inherent risk factor is the quantitative expression of the two categories of hazard 

factors, triggering and influencing intrinsic hazards. Triggering inherent risk factors 

contributes to the creation of a hazardous event. In contrast, impacting inherent risk 

factors does not contribute to creating a hazardous event directly but may affect the 

system's inherent hazard factors or risk level, thus changing the probability or 

severity of the hazardous event. The conceptualization of inherent risk factors 

assumes that the risk level (in terms of a quantitative measure) can be controlled by 

changing/ managing/ controlling the inherent risk factors (Figure 10). Two main 

strategies should be followed to achieve IS of a system: i) Reduction of the severity 

of triggering inherent risk factors, ii) Modification of impacting inherent risk factors. 
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Figure 10: Relationship between inherent hazard factors, risk factors and hazardous events 

 

The severity of triggering inherent risk factors can be achieved by proper selection 

of material, modification of material, equipment, or reaction, minimization of 

hazardous material or equipment, the transformation of material or equipment, 

recycling of material to reduce hazardous material usage and energy consumption, 

relocation of equipment, rearrangement of facility layout, comprehension. 

Modification of impacting factors can be achieved by modifying geometry or shape. 

Previously, achievement of inherent safety was described by selecting various 

principles, e.g., intensification/minimization, substitution, attenuation, and 



37 
 

simplification as proposed by (Kletz, 1985) and other principles like error tolerance 

principles, making incorrect assembly impossible, making status clear, easing 

control, integrity, software, reliability, limitation of effects (Heikkilä, 1999). 

However, these principles are challenging to apply systematically in a practical case. 

There may thus be uncertainty in selecting and applying appropriate inherent safety 

perspectives. The principle “limitation of effects” may create confusion as passive 

and active measures are also used to limit consequences.  

So, it is difficult to see the risks carefully in practical cases when choosing between 

alternatives. Systematic identification of inherent risk factors can help analysts to 

achieve inherent safety by modifying the risk factors or taking actions in such a way 

as to reduce the severity of those risk factors. Relevant knowledge about inherent 

hazards and risk factors can be gained from similar industries’ accident databases. 

Considering the cost, considering system hazards will be most beneficial at the 

design stage when the opportunity to modify and improve the design has the highest 

scope.  

Paper IV presents a method to determine inherent safety in a specific system. The 

framework consists of four steps. The first step determines inherent safety 

characteristics and related parameters (Figure 11). The second step determined the 

characteristics of a perfect, inherently safer system and corresponding numerical or 

qualitative values (Figure 12). In the third step, the deviation of the real system from 

the perfect system is determined based on the deviations of the parameters defined 

in the earlier step. The Inherent safety index is determined based on their deviation 

in the last step.  
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Figure 11: A perfect, inherently safe and a real system 

 

Figure 12: Framework of ISSI calculation 

The proposed method in Paper IV considers health, safety, and environmental 

perspectives to evaluate the inherent safety of a chemical process route. Inherent 

safety techniques frequently restrict examining only a subset of factors. Various 

essential elements can be focused on based on a system's kind, nature, or location 

when considering inherent safety parameters produced from inherent safety 

characteristics. Unlike most existing methods, the suggested method examines 
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materials as streams rather than individual materials (Heikkilä, 1999). If just the most 

hazardous material is considered in the analysis, the option to improve the design by 

substituting hazardous materials becomes limited. 
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Figure 13: Calculation of inherent system safety index 
 

The ISSI consists of four sub-indices: inflow safety, production safety, complexity, 

and vulnerability. Inflow safety in a chemical process relates to the safety of 

materials taken by the system each day or hour and storage inventory. The inflow 

safety sub-index consists of deviations due to the presence of hazardous material in 

the inlet, the process's energy consumption, and the energy consumption of the 

equipment. Five crucial material properties were considered to calculate deviation 

due to inlet materials in a chemical process. They were flammability, chemical 

instability, corrosiveness, toxicity, and quantity, as these attributes can provide a 

reasonably good indication of material safety (NFPA, 2017).  

High energy consumption will result in high demand for electricity or other energy 

sources. Because high energy control is complicated and dangerous  (Klugmann-

Radziemska, 2014), low energy consumption is considered an inherent safety feature 

of the method. The deviation of each parameter is determined from tables of 

deviations. A minimum deviation is assigned as zero, and the highest deviation is set 

as ten. Various deviation scores were assigned based on their potential for harm. For 

example, zero is assigned to non-flammable materials when calculating a 
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flammability deviation score. Ten is awarded to highly flammable elements with 

flashpoints lower than 0⁰C. Deviation due to equipment energy consumption is 

calculated by energy consumption by individual equipment, the efficiency of 

individual equipment, and the total number of equipment. The energy consumption 

of a process is calculated by the energy balance equation of a steady-state process.  

The production safety sub-index consists of deviations due to material properties 

produced in the process, deviations due to the heat of reaction, deviations due to 

emissions, and deviations due to the amount of waste material in the process. Steams 

or vapors emitted from the process were considered emissions here. To find waste 

material's deviation, the number of chemicals in effluent streams and the score of 

those chemicals were considered. Scores of chemicals were determined based on 

their waste code which considers ignitability, corrosiveness, reactivity, and material 

toxicity (BAKER et al., 1992, Rosenfeld and Feng, 2011). The amount of flammable 

vapor produced immediately from a liquid at a temperature above its atmospheric 

boiling point can be calculated considering the mass of flammable vapor released, 

the mass of liquid, specific heat of the liquid, liquid temperature, and the heat of 

vaporization at the boiling point of a liquid (King, 2016).  

Complexity index is determined by the parameters that affect the process's control 

requirements. The control of operators and maintenance personnel becomes more 

challenging as process configuration becomes complex. ISSI uses the method 

described by Song et al. (2018) to rank complexity with a few modifications.  Process 

complexity is considered based on fourteen parameters. The parameters were the 

number of input streams, number of output streams, number of condition changes, 

number of mixing steps, number of changes in the state of process materials, number 

of flashing liquids, number of flashing inventories at ambient, number of time-

critical operations, number of sequence-critical operations, number of critical 

changes of operations, equipment ranking, number of recycling of the process, 

number of stages, and number of unstable intermediates. 

The process flow diagram and description of each route can collect information such 

as the number of input and output streams, the number of changes, mixing steps, and 

state changes. Equipment is classified based on its hazard rating without regard for 

its failure rate. Furnaces and flares were deemed more dangerous than reactors since 

they are the most common ignition sources for leaks (Instone, 1989, Planas-Cuchi et 

al., 1997). The safest equipment is the equipment handling nontoxic and non-

flammable material.  Reactor pumps above autoignition are more hazardous than 

process drums.  

The vulnerability index is generated by taking into account the vulnerability of the 

processing system as a result of specific processes, parameter interaction, or 

excessive values of any specific parameters (Lawrence, 1996). For special 

procedures requiring unique control characteristics, various penalty factors were 

imposed. 

Hydro-generation, hydrolysis, isomerization, and alkylation, for example, 

necessitate specific handling (Heinemann, 1979). The interaction of various 
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parameters raises the risk level of a system. Because of the interaction of numerous 

characteristics, the aggregate risk of a system may increase, and accidents occur with 

greater severity in these circumstances (Lawrence, 1996). Penalty factors were 

assigned based on potential interactions among various system parameters. For 

example, the internal properties of the material are critical in raising risk due to 

flammability, toxicity, or explosion qualities. External properties such as quantity 

play a critical function in the system when these properties are present. Regarding 

risk increment, process parameters follow a similar pattern when the pressure rises, 

the temperature rises, and the flow rate falls.  

Chemical interactions also introduce additional risks in the plant-based reaction or 

intermediate products. Penalties for chemical interactions were assigned based on 

the US Environmental Protection Agency (EPA) matrix (Hatayama, 1980) and 

hazard classification of chemical interaction (Heikkilä, 1999). The formation of 

highly toxic or flammable gas gets the highest penalty as it may cause the most 

hazardous accident, fires, and explosions. Highly flammable or highly toxic material 

needs extra precautions for safety (Kletz, 1995, Lawrence, 1996). Additional scores 

were assigned to consider these risk level changes, termed penalties.  

ISSI is calculated finally by summing above mentioned four subindices. In the case 

study of Paper IV, ISSI is calculated for various routes of the production process of 

Methyl Methacrylate (MMA). The inflow system safety index, production safety 

system, vulnerability, and complexity indices were calculated for each route. The 

ranking of routes is done based on their ISSI index value. The route with the lowest 

ISSI index value is inherently the safest and highest. For MMA production, the ACH 

(Acetone Cyanohydrin) route was found most inherently unsafe, which was logical 

as it has the most substantial number of stages, equipment, and streams, increasing 

its complexity and vulnerability. The ACH route was most hazardous considering its 

complexity and vulnerability, as it has many unstable intermediates and steps. C2-

PA (Ethylene via Propionaldehyde) has the highest hazardous inflow to the route. 

TBA route was found inherently safest; it has lower steps, lower hazardous inflow, 

and lower complexity and vulnerability.  

In the proposed method of Paper IV, various deviation scores were assigned to 

parameters considering their hazard level to remove the dimensionality problem. 

Adding parameters of different dimensions like temperature (◦C), pressure (atm), 

inventory (t), toxicity (ppm), and comparing the summed value is unacceptable from 

the engineering point of view. The terms need to be dimensionless, or the score 

parameters based on their hazard rating. The reflection of vulnerability ensures 

consideration of interactions between various risk factors in the model. Various 

penalties are assigned for temperature above autoignition, boiling point, or 

flashpoint.  

The unjustified measurement of the many parameters is compensated for by 

imposing several penalties, such as high pressure, high temperature, or high toxicity. 

Penalties were set for the existence of high temperatures and special vulnerable 

equipment. The subindices can be addressed individually if extra attention is 
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required in a specific segment. For example, the production sub-index can be 

calculated for many alternative designs to determine the inherent safety standpoint 

of a smaller portion of a facility, such as a reactor. 

4.1.3 Allocation of system safety barriers using the SE approach   

In Paper V, an extended FRAM method is used to check the adequacy of safety 

barriers and assess the system's safety based on the performance of safety barriers. 

The method is applied for a practical industry case, LNG ship-to-ship transfer. Safety 

barrier management is vital in process safety and risk management to reduce risk and 

keep risk factors in control. With the development of modern automated systems, 

new risks have evolved due to the complexity and interaction of various components. 

It has become difficult to capture these effects by using traditional methods. In 

conventional techniques, accidents are considered a linear chain of consequences of 

failure of existing barriers. The traditional barrier approach assumes constant barrier 

performance, and risks are measured based on static values.  

 

 
Figure 14: Workflow of extended FRAM 

 

In FRAM, the system is decomposed into system functions. It considers input, output 

function, time, control, precondition, and resource. FRAM can capture the 

interaction between system elements. The method starts with identifying the main 

and auxiliary functions required to be executed to achieve the system goal (Figure 

14). The main functions are related to plant goals. Auxiliary functions are additional 

functions related to main functions or required to execute the main function. After 
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identifying main and auxiliary functions, related aspects are identified. The FRAM 

model determines the coupling between various aspects and functions and presents 

graphically (Figure 15). In the next step, the variability of functions and aspects is 

identified. In the work of Paper V, four kinds of performances were considered for 

each aspect: precise, omitted, imprecise, too late/stopped in the middle.  

When a function is executed in the specified time and precision, it is said to be 

'precise.' If a function is not fulfilled or an aspect is absent, it is referred to as 

'omitted.' An imprecise function is conducted with unacceptable precision. A 

function can be tracked independently if it is too late or stopped in the midst. A 

function's variability is strongly related to its aspects or aspects of other functions. 

Any modification in these aspects' performance will influence their output function 

and the system's purpose. The performance variability of the system is reflected in 

the performance of upstream functions. When the variability of many functions 

resonates, the outcome of upstream functions fluctuates unexpectedly. Accidents do 

not evolve from non-execution or performance deviation of one function but the 

resonance effect of performance deviation of multiple aspects in a system.  

 

Figure 15: Execution and main function, auxiliary functions, safety functions, and their 

interactions in FRAM diagram 

 

Later steps of the technique covered causal components of variability or resonant 

effects of variability. The necessary safety functions were then identified to prevent 

variations in the performance of aspects and functions. There are three sorts of safety 

functions: (i) safety functions that nullify the reason for the abnormal state of 

functions that resonate from downstream functions and aspects, (ii) safety functions 
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that mitigate the abnormal state that affects upstream functions, and (iii) safety 

functions that nullify the reason for the abnormal state caused by an external effect. 

There can be various safety functions to prevent a single variability. These are 

termed barriers in general terms. All the possible safety functions should be 

considered to achieve the redundancy of barriers in the system. In FRAM, barriers 

are conceptualized as safety functions and presented in the graphical model. 

Safety barriers’ performance indicators were developed based on required safety 

functions determined in the earlier step. A safety performance assessment method is 

presented later, assuming the system consists of multiple levels. The performance of 

the target function depends on the contribution of various aspects from different 

levels. The level distinction is made based on the sequence of execution. 

Performance variability of a function or aspect at one level will affect a related 

function or aspect at the next level. Due to interaction or coupling between aspects 

at various levels, resonance effects can evolve. Two factors were considered for the 

quantitative safety assessment: aspect weight and variability. Three weight factors 

were considered: ‘low,’ ‘moderate,’ and ‘high.’  

If a function is related to the main function, so the performance of the function will 

affect the system goal, then the weight of the function is ‘high.’ If a function is not 

related to the main function or any auxiliary function, the performance of the 

function will not affect the system goal; instead, it will affect the performance of 

other functions, then the weight of the function is ‘moderate. If a function is not 

related to the main function or any auxiliary function, to any safety function, but 

there are also other safety functions to execute the required function, or the aspect, 

the performance variability of the function will not affect the system goal 

significantly. The weight of the function is ‘low.’  

The ideal state of each aspect is used to calculate a variability score. When each 

aspect is in its ideal state, variability is zero. If the variability is zero, the output will 

be precise in quality and time. A zero to four variability table is constructed to 

determine the overall output score, with four being the most and zero representing 

the most negligible variability. A maximum variability of four can indicate no output 

from the output function, resources are entirely lacking, a pre-condition is not met, 

or control is not present. Each variability is related to the variability of its 

downstream aspect situated at the earlier level. A calculated score represents the 

prediction of the variability of a specific function at a particular point in time. The 

correlation between aspects is determined by building a correlation table to consider 

overlapping or resonance effects of variability of aspects. Variability scores were 

revised considering the correlation between factors.  

The case study used FRAM-STPA, the bowtie approach, and a Bayesian network 

(Table 2). Both FRAM and FRAM-STPA can provide a quick method for 

determining the sufficiency of safety barriers. In the FRAM-STPA method, STPA 

keywords were used in the FRAM method to find variability causes in the plant. The 

first few steps of this method were the same as the FRAM method. STPA helps in 

identifying the deficiencies in establishing a safety constraint. Safety barriers are 
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placed in the system to ensure proper causal constraints. Each barrier executes 

individual functions. Upon failure of those barriers/in the absence of the functions 

related to those barriers, constraints will not be fulfilled. So, the execution of the 

related function will not be executed. 

 

Table 2: Comparison among Extended FRAM, FRAM-STPA, Bayesian network, and 

Bowtie model: 

Evaluation aspects Extended 
FRAM 

FRAM-
STPA 

Bayesian 
network 

Bowtie 

Complexity Medium -- Medium-high Medium 

Ability to represent a 
complex relationship 

High Medium High Low-medium 

Competence 
requirements 

High Medium-
high 

Medium-high Medium 

Computational 
procedure 

Multilevel 
mathematical 

-- Probabilistic -- 

Acquaintance of 
procedure 

Low (used 
only in 
academia) 

Low (used 
only in 
academia) 

High (Widely 
known and 
used) 

High (Widely 
known and 
used) 

Failure identification Resonance of 
variability 

Violation of 
safety 
constraints 

Effecting 
variables 

Top events and 
threats  

Barrier allocations Functions to 
resist 
variability 

Control 
actions to 
establish 
safety 
constraints 

Modifying 
variables to 
reduce the 
probability of 
an outcome 

Preventive 
barriers to 
eliminate/control 
threats, 
Mitigative 
barriers to 
reduce 
consequences 

Observation of 
delegation of 
authority 

By identifying 
resources and 
controlling for 
each function 

By 
identifying 
sensors, 
controllers, 
and 
actuators 
in-process 
model 

Various 
colors in the 
graphical 
model 

The multiple 
colors in the 
graphical model 
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The case study shows that both FRAM and FRAM-STPA suggest an almost similar 

number of barrier elements required for the system. FRAM and FRAM-STPA can 

be used for hazard identification and mitigation procedures and as an alternative to 

HAZOP and STPA. Comparing with HAZOP and STPA, it is seen that both FRAM 

and FRAM-STPA can give a better overview of a scenario of system mishaps and 

resisting barriers or functions can be better planned accordingly.  

A significant advantage of the bowtie model is that it is an easy and time-conserving 

model to identify barriers. Specially bowtie model can emphasize the prediction of 

consequence effect, and barriers can be considered accordingly. On the contrary, a 

significant disadvantage is that it does not consider any coupling or interaction 

between threats or multiple barrier failure. A comparison of the bowtie with FRAM 

shows that, in addition to the limitation of consideration of coupling, it has several 

other limitations over FRAM. For each function execution, resources and controllers 

are identified in FRAM. So that it is clear which authority, process, or equipment 

must be ensured for function execution. Also, FRAM gives dynamic analysis to 

consider time constraints, which is a significant limitation in a bowtie.  

A Bayesian network can find coupling or interaction of multiple barriers in the 

system. Change of status with time can also be captured (Yeo et al., 2016). However, 

one weakness of the Bayesian model is that job allocation or task authority is not 

immediately observable. When various components and complicated interactions are 

considered, each barrier's essential resources or controls must be identified in a 

sophisticated graphical model. More resources and work hours will be needed for 

this sophisticated structure. FRAM produces more specific details than Bayesian by 

considering the functional resonance process. Performance variables of the entire 

system can be understood in much detail with its graphical model. FRAM can give 

more comprehensive results and capture qualitative, quantitative, and dynamic 

variability characteristics.  

The qualitative characteristics of variability can be captured both for functional 

output and for outcomes of the entire system. Capturing qualitative variability 

features can assist analysts in identifying sources of variability that influence the 

output of downstream processes and, potentially, the overall system outcome. Output 

variability of a function can be expressed numerically on a scale of zero to four. 

Apart from the reflection of the performance of related aspects, there can be many 

other uncertainties in the system, which may affect the performance of the output 

function. Quantitative analysis can compare the system performance at two different 

times or compare two similar systems. If the quantitative number ranking indicates 

that the system is not performing well, efforts should enhance system performance. 

The model can capture time variation for a specific function and system. The 

execution time of the function is variable for various cases. The time variability may 

affect upstream functions and may even influence the outcome of the entire system. 

Understanding the time variations in the functions' executions and their effect on the 

system can help improve the system's quality.  
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A disadvantage of FRAM is that it is time-consuming, which was also proved in the 

investigation of Pezeshki (2020). In the future, when studying a complex socio-

technical system, such as installing an LNG network in a residential area where a 

minor deviation can have a significant impact on the company's reputation and 

economy, this type of analysis will assist analysts in taking the necessary steps to 

ensure safety and reduce system performance deviation. More case studies with 

additional industrial cases could be done in the future. 

4.1.4 Development of safety performance indicators using the SE approach 

Sub-objective (iv) evaluates the existing methods for developing safety performance 

indicators (SPIs) and the development of SPIs applying the SE method. Paper VI 

addresses this objective. Various guidelines like UK HSE and the OECD describe 

procedures for establishing SPIs (Jennings and Schulberg, 2007, OECD, 2003, HSE, 

2006). Paper VI describes a SE-based strategy for developing safety indicators. 

Three main tasks were performed in this work. The first task was to formulate a 

method for developing SE-based safety indicators. The second step was to apply it 

to a case study, and the third was to compare the approach to the approaches 

proposed by OECD and CCPS already established in the industry. The paper used 

the STAMP accident model.  

 

 

Figure 16: Development of safety performance indicator program by STAMP 

 

Figure 16 shows a process flow of safety performance indicator development by 

STAMP. Establishing the scope of the safety indicator development program is the 

first stage in the indicator development model. A description of the system, essential 

hazards, related safety barriers, and safe operational limits should all be included in 

the scope. The system's boundary is established based on the established scope. The 

next step is to model the system as a control hierarchy structure. This process entails 

gathering and compiling information and data on the system, site, and associated 
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activities that are being investigated. The system requirements and interactions were 

used to construct a control hierarchy structure. Each entity performing a given action 

is specified to build the structure.  

After constructing a control hierarchy diagram, high-level hazards, high-level safety 

constraints, and hazardous control actions were identified in the same manner as 

typical STPA. After identifying potentially hazardous control actions, the following 

step is to figure out how these can happen or how hazardous conditions can develop 

that can lead to an unstable system state or accident. Potential safety indications were 

developed based on the safety constraints identified in the previous step. The 

performance of the related subsystems is reflected in the indicators. For each 

constraint, one or more indicators can be identified. There can be two indicators: 

indicators reflecting technical issues and human-organizational issues.  

The proposed method uses the LNG ship-to-ship transfer process as a case study 

without specifying precise process parameters. At the conceptual design stage, 

developed indicators can assess safety. STPA can determine safety requirements and 

restrictions during the concept phase. The analysis can address potential causal 

situations of accidents and check the proficiency of accident prevention techniques 

such as redundancy, barriers, human intervention, operational procedures, 

checklists, and training. Scenarios can be used to generate new requirements such as 

mitigation or new design decisions. STAMP has the advantage of making it 

adaptable to plant or system component changes. The associated hazards, safety 

constraints, and controller actions must be identified for modification, and 

performance indicators must be developed accordingly. 

An extensive list of indicators was created during the initial development of 

indicators. Continuous monitoring of many indicators takes time and money. 

Indicators must be screened based on the organization's mission, expected 

performance, and desired safety goals. Fifty-five indicators were identified from 

previously determined safety constraints. Indicators were screened out, and fourteen 

indicators were finally chosen for monitoring. The screening was done based on the 

authors' recommendations from practical industry experiences. Indicators covered 

several topics, i.e., mechanical integrity, documentation and procedure, human 

resource management, inspection, maintenance, audit, risk assessment, training, and 

competence work permit system. The level of reliability of critical safety equipment, 

percentage of shutdown/isolation system functioned desired performance standard, 

adequacy of documentation on emergency response action, and status of inspection 

in a year of safety-critical instruments are some of the developed indicators.   

Established indicators were a mix of leading and trailing indicators. Indicators were 

leading in that they emphasized proactive action before accidents, such as 

insufficient inspection and maintenance checks of the shutdown system. Some 

indicators can be lagging; for example, no automated system problems have been 

recorded, and no operators have indicated inaccurate settings. A leading indicator-

based system can track the control system's effectiveness, improve safety 

performance, and lower the probability of an accident or serious incident. 
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A challenge related to the SPI program is determining the indicators’ thresholds. 

Facilities can define their threshold values based on practicality, target risk level, 

and additional cost to achieve the objective or authority requirements. STAMP is 

highly beneficial for detecting early warning signals as it may identify faults at the 

source, and actions can be taken swiftly. It provides early warning of deviations from 

the design and operating safety standards and can detect degradation in safety 

performance as soon as possible. Monitoring STPA's indicators are straightforward, 

yet, it can be resource-intensive. Indicators were plant-specific. Because it ties to 

unforeseen events that the organization wants to avoid, the STAMP-based strategy 

focuses mainly on operational indicators.  

Comprehensibility is an essential quality for indicators. The relationship between the 

indicator and the risk factor is simple to understand, and the indicator's significance 

is easily visible. It offers the advantage of measuring present conditions and early 

warning of possible problems. Before an accident, certain clues indicate that 

something is wrong, while others can reveal what is wrong. The method makes it 

simple to track the deficiency in operation responsibility because it stems from the 

operator's lack of control action that can be changed into an action list.  

 

 

Figure 17: Issues covered in the OECD indicator development model 

The OECD guidance includes predefined sets of indicators (Figure 17). It has many 

indicators, especially in hazard and employee safety management. The OECD 
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guidance does not specify a technique but offers suggestions for creating and 

applying safety performance indicators. The guidance defines two types of 

indicators: activity indicators and outcome indicators. The work develops six 

categories of outcome indicators: general safety management, administrative, 

technical concerns, emergency planning, and accident reporting.  

Indicators based on STAMP were plant-specific, while the OECD guidance has 

predefined sets of indicators. It provides a comprehensive set of indications for 

hazard and personnel safety management. The STAMP-based strategy focuses on 

operational indicators since it identifies risky control actions that result in 

unanticipated events that the company wishes to prevent. An unexpected event's 

causal chain can reveal all relevant organizational issues. However, the problem with 

the presented case study was that the system was narrow and did not incorporate the 

entire organization required to run it. 

Tier 4

Lack of operating discipline

Tier 3

Challenges to safety systems

Tier 2

Process safety incidents 

with lesser severity

Tier 1

Major 

process 

safety incidents

 

Figure 18: CCPS process safety metrics 

On the other hand, CCPS's leading and lagging metrics consider tier one and tier two 

process safety incidents, tier three and tier four safety systems, and organizational 

deficiencies (Figure 18). Tier one process safety incidents based on process 

involvement, above the minimal reporting threshold, location, and acute release. Tier 

one incidents are defined as the unintentional or uncontrolled release of any material 

from a process, including non-toxic and non-flammable materials, resulting in severe 

consequences such as employee injury or death, evacuation, fire or explosion, and 

the release of toxic substances above a defined threshold (CCPS, 2007). Tier two 

Process Safety Events are occurrences with a lower severity than Tier one process 

safety incidents. A Tier two incident is an unintentional discharge of non-toxic or 

non-flammable substances, such as steam, hot condensate, compressed CO2, or 

compressed air, with fewer consequences than a Tier one event.  
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CCPS establishes industry process safety measures, making it easy to compare 

events over the years and assess the plant's overall safety performance. Tier one 

process safety incidents with high consequences and tier two process safety events 

with lower effects are considered in the CCPS lagging indicators. Tier two lagging 

indications should be given special attention to early warning signals. CCPS lagging 

and leading indicators were developed during the present research. Lagging metrics 

are a set of metrics calculated retrospectively based on occurrences that reach a 

severity threshold as part of an industry-wide process safety indicator. Leading 

metrics highlight the effectiveness of the safety management system and provide an 

early warning of deterioration in the effectiveness of these vital safety systems, 

allowing remedial action to be conducted before a loss of containment event occurs. 

Maintenance of mechanical integrity, action item follow-up, Operating and 

Maintenance Procedures, Process safety training and competency, and Fatigue risk 

management were some of the leading safety metrics developed. The ‘mechanical 

integrity metric’ is one way to assess how well a risk management system is 

performing to ensure that safety-critical plant and equipment are operational. The 

metric 'action item follows up' determines the number of safety important plant and 

equipment inspections accomplished throughout the measurement period (CCPS, 

2007). This indicator determines how well the plant can quickly correct discovered 

flaws in process safety equipment. ‘Process safety’ and ‘competency training’ are 

used to assess the effectiveness of process safety culture in chemical processing 

companies. Compared to OECD and STAMP indicators, safety management 

systems derived from CCPS safety indicators provide a thorough overview of the 

plant with less effort and money. 

According to the findings, STAMP-based modeling provides a more profound 

knowledge of the system. The STAMP-based indicator generation approach aids in 

focusing on specific issues that could lead to danger. It considered human and 

organizational factors and technical elements to mitigate or prevent high-level and 

low-level system hazards. Another benefit is that STAMP-based indicators can 

easily be modified or revised for any plant or system component change. OECD 

gives an extensive set of indicators, especially in hazard and personal safety 

management. It was discovered that the STAMP-based approach necessitates a 

significant amount of effort to enable the control hierarchy and complete the 

remaining procedures. However, given the variety of methods and the depth of the 

research, the work is worthwhile.  

In terms of early warning potential, area of emphasis, amount of information on the 

study, ability to focus on specific concerns, and simplicity of model modification for 

system change, the STAMP model outperforms the OECD and CCPS models. This 

method, however, is still in its early stages, and industry professionals are unfamiliar 

with it. Low-level hazards that do not fit into any categories of unexpected events 

and hazardous control measures may have slipped out of the scope. Indicators can 

be developed at all organizational levels, such as top management, business area, 

facility, or specific activity. The analysis should include actors, preconditions, 

alternative processes, and non-functional requirements to improve the sophistication 
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of the study. More research can be conducted to improve the screening step to obtain 

adequate control with fewer indicators.  
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4.2 CONTRIBUTION TO PRACTICAL APPLICATION 

This Ph.D. thesis contributes to applied research aimed at offshore and chemical 

process units with significant accident potential. Table 3 presents an overview of the 

contribution of this thesis to practical application. As shown in the table, five 

contributions have been made, focusing on two industrial sectors, and the developed 

methods have been assessed for the below-mentioned industry challenges.  

 

Table 3: Overview of the practical contribution of the theory developed in the thesis 

Sector Case study Papers Industrial challenge Contribution to practical 
application 

Process 
industry 

Chemical 
production 
(Methyl 
Methacrylate.) 

Paper IV Finding inherently 
safer routes 
considering health, 
safety, and 
environment 

Calculation of inherent 
safety to find a more 
inherently safer route 

Oil and 
gas 
industry 

LPG floating 
storage and 
regasification 
plant 

Paper I Proper hazard 
identification 

Hazard identification 
using the SE method 

Paper V Ensuring practical 
barriers for better 
risk control 

Establishing an effective 
barrier strategy and 
safety assessment 
method 

Paper VI Development of 
effective 
performance 
indicators 

Development of 
indicators using the SE 
method 

 

Paper IV’s case study evaluates the inherent safety of several routes of Methyl Methacrylate 

manufacturing: via Acetone Cyanohydrin (ACH); via Ethylene and Propionaldehyde 

(C2/PA); via Ethylene and Methyl-Propionate (C2/MP), via Propylene (C3); via Tertiary 

butyl alcohol (TBA), and via Isobutene (iC4). The process flow of the route, along with 

the involved equipment and materials, were identified in the process. The state of 

each parameter, reaction temperature, pressure, process changes, and any recycling 

was also investigated. The case study can help other researchers select the best 

inherently safe route among different alternatives in other chemical products or 

processes.  

Paper V assesses process safety barrier allocation and risk assessment for the LNG 

ship-to-ship transfer process.  Establishing an improved safety barrier strategy can 

help the industry improve its risk management. Paper VI develops process safety 

indicators for LNG ship-to-ship transfer process system. A sound process safety 

management system can help the plant monitor its safety actions to address risk and 

improve accordingly. Paper I discusses the hazard identification of process leaks, an 

essential step in risk management for LNG floating storage and regasification units. 
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Hazard identification is discussed in detail with HAZOP and STPA procedures. The 

paper can benefit any industry personnel wanting detailed hazard identification for 

process industry applications and the LNG industry.  

A system perspective allows a systematic and structured analysis, providing overall 

guidance. The entire work has investigated applying the SE process and theories in 

risk management. The system approach promotes and improves communication and 

supports the decision-making process among the different stakeholders.  
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5 CONCLUSION AND FURTHER WORKS 

The research for this Ph.D. focused on improving risk management methodologies 

for automated systems and their applications in the petroleum and process industries. 

Massive interactions of new technologies, humans, and the environment are the 

challenges of today’s digitalized system. The overall scientific objective of this 

thesis was to develop theories and methods for risk management of the modern 

automated plant. The goal was divided into four research sub-objectives related to 

hazard identification, inherently safer design, safety barriers allocation, and safety 

performance indicators. Sub objectives were achieved through six scientific papers. 

The four research questions in the thesis with brief answers were provided from the 

papers. 

The first research question was whether present hazard identification methods are 

adequate for modern systems. An LNG ship-to-ship transfer case study explored two 

hazard identification methods, HAZOP and STPA. At the lowest level, the 

differences between the two strategies were negligible. Adopting STPA is that the 

analysis is very systematic and applicable to a socio-technical system. STPA 

necessitates the conduct of single research that covers all areas of errors. Creating a 

mitigation strategy and evaluating its success using control algorithms through 

scenario analysis is straightforward. The dynamic behavior of systems can be 

captured using STPA. The root situation can communicate the necessity for 

mitigation strategies at the broad level. The control diagram depicts incorrect or 

malicious system behavior and system losses at a higher level. HAZOP is better 

suited to any process containing simple interactions and minimal software because 

of its simplicity and shorter time requirements. STPA would be more appropriate for 

a complex system because it systematically detects dangers.  

The issue with the second research question was how ISD could be improved. 

Present research work developed a parameter-based inherent system safety index to 

check the potentiality of inherent safety among design alternatives. The drawback of 

parameter-based indexing is that it selects fixed parameters that become invalid 

when the system changes or is extensively upgraded. The method starts by 

identifying the inherent safety characteristics of the system to overcome the 

drawback and identifying parameters related to those characteristics. Deviation 

scores were assigned for various parameters based on the hazard rating of each 

parameter. The interaction of various parameters raises the risk level at the 

operational stage. Various interactions were classified as 'vulnerability' parameters, 

and penalties were imposed. Different complexity criteria, such as equipment and 

number of streams, were recognized as potentially decreasing the system's 

comprehensibility and increasing the risk level. This method eliminates the 

dimensionality problem in calculating numerous subindices, a flaw in previous 
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parameter-based indexing systems. By identifying the individual issues more 

quickly, the design engineers will adapt the process to make it inherently safer. 

The third research question was about how the method can be improved for better 

barrier allocation in the system. An extended FRAM method was applied to check 

the plant's safety barrier and safety assessment adequacy. Extended FRAM included 

a semi-quantitative approach to predict the performance of a system based on the 

performance of safety barriers. The method was applied for LNG ship-to-ship 

transfer operation, and comparisons were made among bowtie, FRAM-STPA, and 

Bayesian network. The analysis shows that the most dominant point in FRAM is that 

the method can consider the interaction between elements with time constraints, 

making it suitable for dynamic barrier management. Although the bowtie model is 

easy and requires a shorter time, a significant limitation is that it does not consider 

any interactions among multiple-barrier failures. The Bayesian network has a similar 

capability as FRAM regarding barrier management, for example, considering the 

coupling of multiple barriers changes in status with time. The only limitation is that 

the allocation of tasks or authority of tasks is not easily visible. The analysis gives 

insight into how small missing functions can lead to significant mishaps or 

performance deviations of plants from which analysts can benefit to ensure plant 

safety.  

The last research question was how a safety performance indicator program could 

be established to ensure better risk management. The present research work 

investigated the STAMP accident model for developing performance indicators and 

compared the other two indicator development programs, OECD and CCPS. The 

research case study demonstrates that the STAMP model outperforms the OECD and 

CCPS in terms of early warning potential, area of emphasis, amount of detail in the 

study, ability to focus on specific concerns, and ease of model modification for a 

change in the system. Indicators can be created and used at various levels of an 

organization, including top management, business areas, facilities, and individual 

activities. However, because this concept is still new, industry professionals lack 

experience. Low-level hazards that do not fit into any of the categories of unexpected 

events as hazardous control activities may have been overlooked in the analysis. To 

increase the study's sophistication, it should incorporate actors, preconditions, 

alternative processes, and non-functional requirements.  

Overall, the research focused improvement of risk management methods using a SE 

perspective. The current study emphasizes the development of simple, user-friendly 

approaches. One of the main limitations of systems thinking is the user's competence 

and communication among the stakeholders (Bucelli, 2020). Many models may 

emerge depending on the perspective utilized to frame and formulate a problem. As 

a result, participants' representations of the same system may be disproportionate. 

The research results open a broader view of the possible improvements instead of 

providing concrete solutions to all identified challenges. This research can be 

considered a prompt for more discussion and further research.  
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PROPOSAL FOR FURTHER RESEARCH 

 

Based on the theory and methods developed in this thesis, several improvements can 

be made in the future in inherent safety evaluation, detailed hazard identification, 

improvement of barrier allocation, and performance monitoring. Details are 

described in this section.  

System-based hazard identification 

The study found that STPA is a powerful hazard identification method that can be 

effectively used in the process industry. Future work can be on the automation of 

STPA and combining risk quantification in STPA. There have been a few works on 

the automation of STPA, e.g., XSTAMP Plugin, Safety HAT project, Sahara, RM 

studio, STAMP workbench, and SpecTRM (Ludvigsen, 2018, Souza et al., 2019). 

They have the limitation of complexity, more ad-hoc, and limited functionalities. 

Further work can be done to develop user-friendly STPA software focusing on 

hazards relevant to the process and the petrochemical industry. Assessment of risk 

in STPA is qualitative. If the analyst wants to assess risk quantitatively, he must 

integrate another method with STPA. The architect of STPA, Leveson (2011), has 

argued that quantitative analysis in STPA is questionable for two reasons. Firstly, 

pursuing quantitative analysis can distract attention from critical causal factors that 

are not characterized statistically (Zhang et al., 2019). Secondly, it requires 

probabilistic insights about future events not supported by historical data. Assigning 

probabilistic information for loss scenarios is challenging and error-prone among 

system designers and experts (Zhang et al., 2019). Future work can be to add a 

quantification tool to the method by adopting features using a non-probabilistic 

model, keeping attention to causal factors as advised by Leveson.  

Inherent system safety index 

Inherent safety evaluation method, ISSI focuses only on evaluating inherent safety 

at the preliminary design or conceptual stage. Further research is necessary to extend 

the idea to make them applicable in the later stages of the plant and increase the 

calculation's sophistication. The inherent safety level of the system should also be 

checked when detailed data such as equipment sizing, auxiliary equipment, and 

process flowsheet are available in the detailed design stage. Issues raised at the 

detailed design stage, such as layout, structural integrity, and intermediate storage, 

were not included in the present model because it was developed focusing 

availability of parameters and data available at the concept development stage. The 

method can be modified to consider all the relevant parameters. 

Temperature and pressure affect material properties (such as dispersion). Other 

operational parameters in the system may also affect the value. The model considers 
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a constant operational temperature (the maximum average temperature calculated 

from field data from a similar factory). Some parameters, such as the scale of 

recycling fuel gas used, were excluded from the established sub-index. Many 

interactions relevant to a chemical process were considered, such as ambient vapor 

pressure versus threshold limit value, while others were not. Many contradictory 

interactions of factors were ignored, such as the decrease in volatility when the 

boiling point rises. An extended model could be created to address these problems 

in the future. To keep the model simple, the research overlooked multiple events, 

such as a runaway reaction and several explosion mechanisms. A dynamic process 

simulation software (e.g., ASPEN HYSYS) can be coupled with the model to 

account for real-time data. Future work can improve the method's sophistication and 

remove its limitations. ISSI only considered the technical issues. Cost plays a vital 

role during the decision-making process. However, cost issues were not considered 

due to the limitation of the scope of work. Future work can be to optimize cost while 

evaluating inherent safety aspects.  

System-based barrier allocation and risk assessment 

A simple mathematical model was developed in the present research to check the 

system's safety performance using FRAM. Future work can be to conduct more case 

studies for other industrial cases with more complex systems. More effort can be 

made to improve the mathematical model's sophistication. 

System-based performance indicator model 

STAMP is a newer technique. More case studies should be conducted to assess the 

method's practicality and address practical application difficulties. The generation of 

indicators based on safety constraints is a difficult task. One constraint, for example, 

is that an operator must be aware of the proper operational procedures." What control 

actions measure that an operator is aware of the proper procedures, and how can they 

be implemented correctly? Supporting programs can be training programs for 

operators, internal quizzes, or tests to check the operator's competency, and correct 

documentation that the operator can follow. However, one may still ask if these are 

enough. A more straightforward direction should be included in the model to develop 

indicators from safety constraints.  

Screening out of indicators from a considerable number of the list is also challenging. 

A risk estimation model can be integrated with the present model to check the risk 

level for violating safety constraints. Estimation of risk can guide choosing the most 

critical indicators for the process. A well-instructed guideline can be constructed in 

the future to achieve enough control with a lower number of indicators. The model's 

execution at the organizational level should be studied, and a framework needs to be 

developed. The research is conducted within the oil, gas, and chemical industry; 

evaluating other industries' methods will be attractive.  
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A B S T R A C T

The process industry has experienced technological advances, such as automatic handling of hazardous substances, process equipment, and valves. High levels of
automation, as well as system interactions at component and system levels, have brought new challenges to risk management. A modern process system involves
multiple controllers. Even if each controller can control the process individually, an unexpected event may occur due to unintended interactions or insufficient
attention to safety requirements and constraints. Recent accidents in Plymouth, UK, and Nigeria have attracted the attention of scientists, who have concluded that
approaches currently being used are insufficient. A traditional hazard analysis tool, such as Hazard and Operability Studies (HAZOP) or simple reliability analysis
methods such as Failure Mode and Effect Analysis (FMEA) cannot investigate the lack of complex systems properly. System Theoretical Process Analysis (STPA) is
established to evaluate the safety of such complex systems. It has been used successfully in automated missiles and driving vehicles. However, the use of STPA in
process industry applications is scarce. This paper is written to evaluate the feasibility of using STPA in process industry applications. A comparative analysis is
conducted between STPA and HAZOP to determine whether STPA can replace traditional HAZOP or not with the help of a case study: Liquefied Natural Gas (LNG)
Ship-to-Ship (STS) transfer. The results of the analysis show that STPA is complementary to traditional HAZOP. However, this conclusion is drawn based on only one
specific case study (LNG STS transfer) and requires further analysis of other process applications for validation.

1. Introduction

With the introduction of new technology, modern process systems
are facing new safety challenges. Systems have become more software-
intensive and are composed not only of hardware components but also
logic control devices, software and an increasing number of sensors.
Human intervention in certain situations is still unavoidable, and the
human-machine interface is always a challenge. In these systems, ac-
cidents occur not only due to hardware failure, but also due to software
failure, interaction problems between components and controllers
(Kletz, 1995; Abdulkhaleq et al., 2017) and error or delay in data entry
into the computer.

The BP Deepwater Horizon explosion (Eargle and Esmail, 2012), the
fire in the MLGN Tiga project (Mayer et al., 2003), the steam boiler
explosion in Skikda Algeria (Ouddai et al., 2012), the LNG accident in
Plymouth (Wutc, 2016), and the LNG pipeline explosion in Nigeria
(Saheed and Egwaikhide, 2012) have attracted the attention of re-
searchers. They addressed the need for new methods which can elim-
inate the system flaws related to such accidents. The fire that occurred
in the Petronas’ LNG complex in the MLNG Tiga project at Bintulu,
Malaysia, in 2003 was in the exhaust system of a propane gas turbine.
According to the investigation committee, the complexity of equipment,
lack of adequate surveillance, lack of integrity of organizational pro-
cesses and issues with the safety management system (Othman et al.,

2014) were contributing reasons for the accident of having adequate
inspection plan. In Skikda, Algeria, in 2004, in the LNG production
plant, a steam boiler explosion caused a massive vapor cloud including
fire.

The accident caused 27 deaths, 74 injuries and damage to a large
section of the LNG plant. The accident is reported to have occurred due
to poor maintenance, poor site management, lack of accident preven-
tion and improper communication of safety policy (Ouddai et al.,
2012). In Nigeria, in 2005, the LNG underground pipeline explosion
caused a massive fire that spread over a large area. The accident oc-
curred due to the negligence of personnel during operation or in-
adequate maintenance (Khan and Abbasi, 1999). In the investigation of
the Plymouth accident, reveals that organizational factors, which the
company had not resolved before the accident, were primary con-
tributors. According to Paltrinieri et al. (2015), new disasters require
new accident prevention scenarios evolving from innovative technolo-
gies, which existing traditional methods are unable to identify. Other
recent LNG accidents also draw attention to the fact that human or-
ganizational factors, such as miscommunication, lack of integrity of the
regulatory process, reduced maintenance, and lack of training for
emergency responders contributed to the most of these accidents.

HAZOP (Crawley and Tyler), CHazop, fault tree analysis (Barlow
and Chatterjee, 1973) and Failure Mode and Effect Criticality Analysis
(FMECA) (AMES Research, 1973), have been used widely for hazard
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analysis in the process industry for a long time. FMECA evaluates the
effect of individual component failures on system performance
(Stamatis, 2003). FMECA identifies essential causes of failures like
component interactions or software errors but does not emphasize the
operational context (Stamatis, 2003). CHazop is developed to identify
potential hazards and operability problems in control and computer
systems. However, standardized CHazop does not exist. There are var-
ious CHazop procedures; yet, none of them have been validated to be
considered good engineering practice. CHazop is said to have four
technical insufficiencies: Ambiguity, incompleteness, nonsensicality,
and redundancy (Hulin and Tschachtli, 2011).

Traditional risk analysis methods assume accidents as a result of
component failures or faults (Marais et al., 2004) and oversimplify the
role of humans (Leveson, 2011b). These methods are successful in
evaluating design flaws in simple linear process systems. For complex
interconnected systems, these methods are insufficient and cannot
capture the entire accident process (Rokseth et al., 2017). In traditional
risk assessment, there is a tendency to assert that designed systems are
safe enough, rather than modifying the designed system from a safety
point of view (Drogoul et al., 2005). In case of identification of system
deficiencies at a later stage, reassessment requires a redesign from in-
itial stages, increasing cost and time.

Risk analysis of modern process systems should not focus only on
component failure but also on software errors, controller interaction
problems, and coordination problems in decision making. System-fo-
cused risk analysis methods look promising amidst the rapid evolution
of technology. Today's risk assessment should include environmental
issues, software design error, human error, late decision-making pro-
blems, and coordination inadequacy.

Researchers have STPA has been applied in different domains, e.g.,
security (Young and Leveson, 2014), software safety (Abdulkhaleq
et al., 2015), in the aviation industry (Leveson, 2003, 2004), the
spacecraft design and construction industry (Ishimatsu et al., 2010,
2011; Owens et al., 2008; Nakao et al., 2011; Chatzimichailidou et al.,
2017; Chen et al., 2015), for missile defense systems, and for railways
(Dong, 2012). However, process industry application of STPA is in-
frequent. Two works among them are the work of Hoel (2012) and
Thomas (2013). Hoel (2012) has applied STPA and STAMP to process
leaks in the offshore industry. He presented a maintenance control
strategy for leak detection and mitigation. An extension of STPA has
been proposed by Thomas (2013) for nuclear process system.

In the paper of Abrecht (2016), the author shows the advantages of
using STPA compared to traditional techniques. According to the au-
thor, STPA can identify all the component failures similar to traditional
safety analysis. Moreover, it can find additional safety issues compared
to fault tree analysis or FMECA of the system. Pasman (2015) theore-
tically explains how STPA can replace HAZOP, FMECA, fault tree and
event tree analysis. EPRI (Electric Power Research Institute) ran a
comparative evaluation of fault trees, event trees, HAZOP, FMECA, and
a few other traditional techniques as well as STPA on a real nuclear
power plant design. Experts on the methods applied to each hazard
analysis technique. STPA was the only one that found a scenario for a
real accident that had occurred on that plant design (Fleming et al.,
2013).

The work of the present paper is most relevant to the previous work
of Rodriguez and Diaz (2016). They have also investigated whether
STPA can replace or complement HAZOP in the chemical industry. In
their paper, STPA is applied to the lowest level of chemical process and
has shown how STPA can be a complement to HAZOP with the help of a
case study. They put forward some open questions of using STPA re-
lated to the process industry. The questions are how to identify at least
one control action for every hazard and how to define system limits
from thousands of variables and controllers in the process industry.
Further questions are how to choose appropriate states from many
states, how to consider many variables and how to cope with the pro-
cess hazard.

This paper aims to apply STPA (System Theoretic Process Analysis)
for Liquefied Natural Gas (LNG) ship-to-ship transfer systems, not in-
vestigated earlier. The present article tries to examine some issues
mentioned by Rodriguez and Diaz (2016, such as how STPA can con-
sider process hazards like pipe leaks, alarm problems, and others, and
how to recognize various process variables considered (pressure, flow,
composition, temperature and others). In the paper, the “Methodology”
section describes the method of HAZOP and STPA. The “Application”
section of HAZOP and STPA presents the case study before the results
are presented in the “Results” section and discussed in the “Discussion”
section. The final section states the conclusions.

2. Methodology

The present paper describes two hazard identification techniques:
HAZOP and STPA. HAZOP is generally used in the planning phase of
system development and also in the operational period. STPA uses
concepts of system and control theory. It may recognize scenarios
which can create a hazard and possibly lead to an accident. STPA tries
to identify the measures to eliminate these scenarios by controlling the
process.

2.1. HAZOP

The HAZOP technique was initially developed in the 1960s at ICI by
Kletz and Knowlton to analyze design flaws in chemical process sys-
tems. Since then it has been widely accepted and used in the process
industries. Other researchers have also developed HAZOP for software
(Dunjó et al., 2010; Mcdermid et al., 1995) and computer systems
(Glossop et al., 2000; Andow, 1991; Nimmo, 1994; Hulin and
Tschachtli, 2011). The method applies to complex processes for which
enough design information is available and not likely to change sig-
nificantly.

2.1.1. Execution of HAZOP
In conducting the analyses, the HAZOP team divides the whole

process into segments based on the process P&ID and identifies essential
parameters. Each segment is called a node. Some relevant parameters
for a process HAZOP can be flow rate (for liquid flow in a pipe), tem-
perature, pressure, liquid level (for liquid storage in a tank). In the next
step, guidewords are chosen (see Table 1) and combined with the
parameters to create a deviation. For example, when a guideword “no”
is chosen for the parameter “flow,” that means the deviation is “no
flow” in that node of the system. The team tries to find all possible
reasons for and consequences of the deviation and checks whether
appropriate safeguards are present to address the deviation and whe-
ther there is any need for further improvement. Causes and con-
sequences are sought for other deviations, for example, “high flow,”
and “low flow.” The HAZOP team repeats the procedure for other re-
levant parameters: temperature, pressure, level, composition, vice
versa. The team then selects the next node and repeats the whole pro-
cess.

Table 1 shows a standard set of guide words.

Table 1
Possible guidewords of HAZOP.

Guideword Meaning

NO OR NOT Complete negation of the design intent
MORE Quantitative increase
LESS Quantitative decrease
AS WELL AS Qualitative modification/increase
PART OF Qualitative modification/decrease
REVERSE Logical opposite of the design intent
OTHER THAN/INSTEAD Complete substitution
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2.2. STPA

The STPA method was developed by Leveson (2011a) to improve
the design of sociotechnical systems. The STPA method was developed
based on the STAMP (System Theoretical Accident Models and Pro-
cesses) accident model. According to STAMP, accidents are more than a
chain of events. They involve complex dynamic processes and the result
of inadequate control actions. This model considers accidents as a
control problem, not just a failure problem, and thus, accidents can be
prevented by enforcing constraints on component behavior and inter-
actions.

Three crucial elements of an STPA analysis are safety constraints,
hierarchical safety control structures, and process models:

- Safety constraints: Safety constraints are criteria that must be en-
forced on the behavior of the system to ensure safety. According to
STPA, hazardous control actions or lack of control actions cause
hazardous states system of resulting from inadequate enforcement of
safety constraints. Safety constraints are controls that should be
implemented to ensure the avoidance of hazards, accidental events
or accidents.

- Hierarchical safety control structure: This diagram presents how
systems are viewed as a hierarchy of controllers, enforcing safety
constraints between each level. The safety control structure of STPA
provides an in-depth means for identifying potentially hazardous
control actions, by identifying system behaviors and interactions.

- Process model: The process model presents how human operators
or controllers' function to control the system. The controller should
know the present state of the system to manage it, measures to
control and the effect of different control outputs on the network.
This statement is true for both automated and human controllers.

2.2.1. Execution of STPA
The STPA method is executed in 5 steps, shown in Fig. 1:

Step 1 Define the system boundary and establish a high-level
control hierarchy:

The first step is to define the scope, which is fundamental to any
analysis. This step includes conceptualizing the system as a control
system and setting the boundary of the system against other entities.

Step 2 Identifying high-level system accidents, intermediate acci-
dental events, hazards, and safety constraints:

This step defines system-level intermediate accidental incidents,
accidents, and similar risks. This paper presents system level accidents
and hazards as follows:

The terms used in the figure are defined as follows:
Hazard: A system state or set of conditions that, together with a set

of operational or environmental conditions, have the potential to lead
to an intermediate accidental event or accident.

Intermediate hazardous event: Intermediate failures and combi-
nations of failures or events that initiate from a hazard and that are the
cause for the next accidental event to occur.

Intermediate accidental event: An event in a sequence of events
that upsets normal operations of the system and may lead to an un-
wanted accidental incident or accident, may require a response to avoid
an undesirable outcome and, if not controlled, may lead to undesired
accidental events (Rausand, 2013).

Consequence: Effect of any unwanted or intermediate accidental
event.

Accident: An aftereffect of an intermediate accidental event which
causes harm to people or environment or asset.

An example of an intermediate accidental event is a leak that may
be caused by high pressure or high temperature in a pipeline, high li-
quid level in a storage tank, external wind or wave, a dropped object or
corrosion. So, the hazards are high temperature, high pressure or high
liquid level in the system. Uncontrolled hazards may lead to inter-
mediate accidental events (IAE). Uncontrolled IAEs may lead to several
consequences and accidents. The leak may lead to accumulation of
hazardous material in the process area or dispersion and if ignited may
result in fire or explosion or both causing personal injury or fatality or
product loss or financial loss. The controller can be an operator or logic
controller which can control the hazard, preventing an accidental event
from occurring.

Step 3 Identify controller responsibilities and process model vari-
ables:

It specifies responsibilities and process models for each controller. It
influences the next step, where control actions are analyzed. To provide
adequate control, the controller must have an accurate model of the
process. A process model is used to determine what control actions are
necessary to keep the system operating effectively. Accidents in com-
plex systems, particularly those related to software or human con-
trollers, often result from inconsistencies between the model of the
process used by the controller and the actual process state (Leveson,
2011). The inconsistency contributes to the controller providing in-
adequate control. Usually, these models of the controlled system be-
come incorrect due to missing or insufficient feedback and commu-
nication channels.

Fig. 1. Workflow of STPA.
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Step 4 Identify potentially hazardous control actions and process
models:

Identifies the potential for inadequate control of the system that can
lead to a dangerous state. According to Leveson (2011), hazardous
states result from inadequate controls or enforcement of safety con-
straints, which can occur because:

1. A control action required for safety is not provided, or not followed
2. A hazardous control action is provided
3. A potentially safe control action is provided too early or too late, or
in the wrong sequence

4. A control action required for safety is stopped too soon or applied
too long

A control action by itself does not provide enough information to
determine whether it is safe or hazardous. Additional information is
necessary, including the context of the environment. Considering each
responsibility of each controller can identify potential hazardous con-
trol actions for a system.

Step 5 Identify causal factors, scenarios, and component-level
safety constraints:

Determine how each of the hazardous control actions could occur by
identifying causal factors and scenarios. This goal is achieved by in-
vestigating each element of the control loop or control hierarchy and
assessing whether any of the elements could cause hazardous control
actions in question. After identification of scenarios and causal factors,
one can identify safety constraints. Safety constraints keep the system
from hazardous states or mitigate the consequences.

3. Application of HAZOP and STPA to STS transfer of LNG

In this section, HAZOP and STPA have been applied to the LNG STS
(ship-to-ship) transfer system. The intention is to demonstrate how
hazard analysis can be accomplished for the system, using the two
methods. The considered system is as generic as possible.

LNG STS transfer for marine systems is the transfer of LNG from or
to an LNG carrier vessel (LNGC) to or from an LNG storage ship or
floating storage and regasification unit (FSRU). With the increasing
demand for energy, LNG ship-to-ship transfer has increased to supply
low cost liquefied natural gas to remote areas where local energy re-
sources are scarce. The transfer is done using high-pressure pumps. The
consequences of loss of containment during this operation can be se-
vere. The traditional method of risk analysis for these types of systems
is HAZOP (Crawley and Tyler, 2000), where the objective is to improve
the design to establish a safe design.

3.1. System description

STS transfer of LNG is carried out in port. After arrival and mooring
of an LNG cargo ship, required tasks include inserting the LNG transfer
line, checking storage tank systems and related equipment, earthing,
connecting hoses & links, opening the manual and automatic valves
and, finally, starting the pump. After completion of the liquid transfer,
operators stop the pump, purge the lines, and disconnect the hoses. It is
essential to follow the sequence to ensure the safe and proper execution
of the transfer.

The main component of the STS transfer process is the pump. Other
vital components include control valves, motors, hoses, and pipelines.
During operation, flexible pipes from the storage tank of the carrier ship
are connected to the storage tanks of the storage ship by manifold.

Fig. 2. Hazards, intermediate hazardous events, intermediate accidental events, consequences, and accidents.

Fig. 3. Process sketch of LNG ship-to-ship transfer procedure.
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Motors can control the speed of the pumps, and valves are used to
control or regulate the flow of liquid. Thermal relief valves are installed
with pipes to control the temperature or pressure of the fluid.
Emergency relief valves or emergency relief couplings are connected to
stop the liquid transfer or disconnect the pipe during an emergency.
The pump creates a pressure difference between both ends of the pi-
peline to establish the desired flow. The function of the electrical
system is to provide energy to operate the motor driving the pump.
Thermal relief valves are installed to reduce pressure or temperature
effects on the network. These can be controlled automatically or
manually. For the actuators to perform the commands, an adequate
amount of power must be available. In this analysis, we do not specify
any power system solution to keep the study generic (see Fig. 2).

Advanced process systems are equipped with logic controllers or
programmable controllers, by which all the components, like pumps
and valves, can be controlled. Control room operators can observe all
operations of the plant to ensure everything is working correctly. Fig. 3
presents a simplified process flow diagram. It is common practice to
apply a top filling, to reduce the pressure in Tank 2. Excessive pressure
may make the pumps work harder. Transfer speed ranges from 100 to
1000 m3/hr, depending on the scenario, tanks, and equipment. This
rate can be altered during transfer to reach a pre-established amount.
Both ship authorities can monitor conditions of the transfer, e.g., system
pressure, tank volume, and equipment behavior. To start the transfer
from Tank 1 to Tank 2, valves V3, V4, V7, V8, V11, V12, and V15must be
opened.

3.2. Execution of HAZOP

Before the execution of HAZOP, HAZOP team specifies the specific
nodes from the P&ID. Control lines are in dotted line in Fig. 3. Arrow
lines show the route of liquid flow. The team chooses one node first.
Next, they search for appropriate parameters and guide words. The
present case uses parameters like flow rate, pressure, temperature,
composition, and liquid level. It also uses additional parameters related
to operational safety, (e.g., service failure, maintenance, abnormal
operation, information). Guidewords chosen are “High,” “Low,” “No,”
“Reverse” and others. The team searches for possible causes and con-
sequences for each deviation. For example, what are the causes of “High
temperature,” and what might be the consequences? Recommendations
are made to avoid the deviation “High temperature” and the possible
consequences of the deviation. Table 2 shows part of HAZOP work-
sheet.

3.3. Execution of STPA

3.3.1. Define system boundaries and establish a high-level control hierarchy
(step 0)

This step defines the STS system boundaries and establishes a high-
level control hierarchy. Fig. 4 shows the high-level control structure of
an STS transfer system. The system consists of three controllers, ac-
tuator systems and disturbance processes (wind, waves and current).
Three kinds of controllers are logic controllers (also called auto con-
trollers), control room operators and site operators. The objectives of
the controllers are to induce the desired flow of liquid in the pipeline by
providing suitable commands to actuators and to protect the system
from external disturbances. Actuators and disturbances affect the STS
process. The control hierarchy diagram (Fig. 4) provides the means to
communicate between developers, analysts, and users. It also includes
other relevant information.

The logic controller (or programmable controller) is a digital com-
puter which can control the process equipment such as the speed of
pumps and motors, opening or closing process or safety valves, vice
versa. Control room operators can control some equipment or states of
the system. For example, the flow of electricity and the opening or
closing of valves by getting feedback from the sensors attached to theTa
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system. In process systems, the site operator has an important role. He
(or they) monitors the plant during a site visit and takes appropriate
actions. In cases where the automatic controller cannot act, or the
control room operators cannot fix the problem, they are responsible for
setting the problem manually since they are physically present.

The actuation system is composed of pumps, non-safety valves,
thermal relief valves, emergency relief coupling, and emergency shut-
down valves (see Fig. 3). For automatic control, they get commands
from logic devices to go into the position of “open” or “closed” to re-
lieve thermal energy into the environment. The logic device determines
this requirement from the feedback of sensors. Here, we consider each
component not only as a component of the system but also as an ac-
tuator of the system which can control the operation.

3.3.2. Identification of system-level hazards, accidents, intermediate
accidental events and safety constraints (step 1)

To keep the system safe, we want to avoid system-level accidents
and unwanted intermediate accidental events. First, we define system
level accidents and adverse intermediate accidental events and their
related hazards. There can be many unexpected events which lead to an
accident. From the Hazards and Accidents List, we define safety con-
straints to avoid them. “ One important aspect of the analysis is to
follow the control objectives. Control objectives depend on the function
of the system in the operational context. In this case, the control ob-
jective is to make the liquid flow within the defined limit. Accidents or
hazards may occur if control objectives are not followed or are not
suitable for the operational function of the system. System-level safety
constraints can be derived directly from the hazards and should include

constraints to avoid accidents. For the present case, one accidental event
is “Leak in System”. Table 3 summarises system-level safety constraints
related to leakage in the system.

3.3.3. Identification of process model variables and controller
responsibilities (step 2)

This step defines process model variables from the high-level safety
constraints. Process model variables are those parameters in a system
that needs controller action to keep the system operating safely. Process
model variables can identify controller responsibilities. Different re-
sponsibilities of each controller in the control hierarchy need to be
defined to identify hazardous control actions. In STPA, each responsi-
bility, or each specific control action derived from the responsibilities,
is considered concerning whether it can cause weak enforcement of
safety constraints. Table 3 shows process model variables for each high-
level system hazards and accidents.

3.3.4. Identifying hazardous control actions and process model for the
control actions (step 3)

In this step, we use the control actions and process model variables
to identify hazardous control actions. Table 4 presents the hazardous
control actions identified for an unexpected event of leakage in the
system. Analysts identify hazardous control actions by considering each
generic mode of unsafe control and relevant process model variables.
Later, we establish the process model to determine the circumstances
requiring hazardous control action. From the process model, we can see
controller actions, responsibilities, and entities giving feedback to
controllers and actuators involved to execute one single control action.

Fig. 4. High-level control diagram of LNG STS transfer.
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In this case, one hazard is high pressure in the pipe system, which can
be reduced by opening a pressure relief valve. The control action here is
“Activate Pressure Relief Valve”. A logic controller or a control room
operator or a site operator can execute the action. A pressure sensor
attached to the pipe system gives feedback to the logic controller, which
is visible to the control room operator also. The site operator can see the
sensors physically. Table 4 presents hazardous control actions. The
process model helps to identify causal factors and scenarios. Fig. 5
shows an example of a process model, how a pressure relief valve works
to control the process. The sensor gives feedback to the logic controller
when there is high pressure in the system. The logic controller can give
the command “open” or “close” to pressure relief valve to relieve
pressure. The control room operator can be aware of the state of op-
eration and can give a command to the logic controller to act or can
inform the site operator to take action when the logic controller cannot
control the system automatically.

3.3.5. Identifying causal factors and scenarios (step 4)
After identifying hazardous control actions in the previous step, this

step identifies potential causes and their preventive measures.
Accidents can occur by any action which is not hazardous directly but
creates a hazardous situation. For example, if controllers provide ap-
propriate safe action, but in the wrong order or using the wrong pro-
cedure, it may lead to an accidental event or accident. Overall, the step
tries to identify violations of safety constraints or how they can occur
(scenarios). Scenarios can be determined to enhance knowledge about
why and how hazardous control actions can happen, and associated
causal factors. Table 5 presents causal factors for hazardous control
actions.

4. Discussion

This paper makes a comparison between two hazard identification
processes, HAZOP and STPA. LNG STS transfer process has been chosen
to investigate the feasibility of the application of STPA for a modern

process plant that requires human intervention to a large extent, which
is a characteristic of a sociotechnical system. Table 6 presents a com-
parative analysis. The analysis of the present case study shows the ef-
fectiveness of STPA as declared.

To conclude that STPA can replace HAZOP, it must cover all the
functions of HAZOP. To say that STPA can be complementary to
HAZOP, it should provide an improved risk picture if performed. It
should demonstrate the issues which are not covered by HAZOP but can
be covered by STPA. The authors of the present paper classified the
identified hazards from the analyses into the following five error ca-
tegories:

• Human and organizational errors
• Software errors
• Component errors
• System errors
• External events
The two methods are compared based on these error categories.

Other qualitative criteria are discussed later, i.e., documentation re-
quirements, time requirements, resource requirements, level of detail,
confidence in results and applicability.

4.1. Human and organizational errors

The case study results show that STPA can cover more organiza-
tional errors. The results are almost the same for both cases in the
identification of human errors. Human HAZOP or human factors (HF)
HAZOP are being used nowadays to analyze human interaction or in-
volvement. Different guidewords are used then such as ‘no action
taken,’ ‘action was taken later,’ ‘more action was taken’ to conduct
human HAZOP. The present case study performs a traditional HAZOP
and makes a comparison with STPA based on that. The parameters used
in the case study are identical to those used in the conventional HAZOP.
It is challenging to identify organizational deficiencies in a HAZOP

Table 3
High-level system hazards, safety constraints, process model variables and possible control actions in the process for each intermediate accidental event (part of).

Intermediate accidental event: ‘Leak.'

High-level System hazards High-level Safety constraint Process model variables Examples of control actions

H1: High pressure in the system The pressure in the system should not exceed a defined
limit
The temperature in the system should not exceed a
specified limit
A fire that occurred nearby should not affect the system

High pressure in the system
A high temperature in the
system

Activate pressure relief valve
Activate process safety valve
Extinguish fire
Check insulation on the pipeline

H2: Low pressure in the system The pressure in the system should not be below a
defined limit

Low pressure in the system
Pump speed

Check pressure control valve
Check vent valve
Regulate pump speed as desired
Check for a leak in the system
Protect system against leakage

H3: High temperature in the system The temperature should not exceed a defined limit
The pressure in the system should not exceed a specified
limit
A fire that occurred nearby should not affect the system

A high temperature in the
system
High pressure in the system

Activate pressure relief valve
Protect the system from sunlight
Extinguish fire
Check insulation on the pipeline

H4: Low temperature in the system The temperature in the system should not be below a
defined limit

Low temperature in the system
Low pressure in the system

Check for a leak in the system
Check pipeline insulation

H5: Liquid level exceeds the high limit
of the storage tank

The liquid level should not exceed a defined limit Liquid level high Stop the pump

H6: High flow rate in the pipe Flowrate should not exceed a specified limit High flow rate Control flowrate
Check pump functionality
Check valve functionality
Check the pipe network for debris

H7: Low flow rate in the pipe Flowrate should not be below the defined limit Low flowrate Control flowrate
Check pump functionality
Regulate pump speed as desired
Check valve functionality
Check the pipe network for debris
Check pipe network for leak
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compared to STPA. The reason for this is that HAZOP was developed to
find deviations caused by the system in the process industry, not to find
deviations in human action or organization. STPA uses a hierarchical
control diagram to show the whole system along with its interaction
with other components, and their effects on the network. As it uses a
systematic process to identify safety constraints, organizational defi-
ciencies and requirements can be included, something which is not
possible in traditional HAZOP. Moreover, the control hierarchy estab-
lished in the paper for STPA does not cover much of the organization
“above” the operation. The extended structure can find more defi-
ciencies.

4.2. Software error

Identification of software error requires a good understanding of
software behavior, interactions and effects on other systems. HAZOP is
less efficient in the treatment of software error because both hazardous
and non-hazardous data flows must be analyzed. The presence of
complicated software limits the use of classical techniques. By applying
a combination of traditional HAZOP, HF HAZOP and Software HAZOP,
more hazards could have been identified, but this requires further work.

4.3. Component error

The results are almost the same for identifying component errors.
HAZOP has proven to be a useful tool for identifying and evaluating
component-related hazards associated with the processes utilized in the
hydrocarbon and chemical industries. The fact that STPA produces very
similar results indicates that this method is equally valid. HAZOP is
considered suitable for identifying hazards arising from single, in-
dependent contingencies.

4.4. System error

HAZOP can identify any deviation in the system quickly. We do not
explicitly mention the environmental conditions of execution. System
safety is built into the design to ensure that, for each deviation in a
process parameter, at least two levels of safeguards protecting against
deviation and operator actions are included (Goyal, 1993). In STPA,
success, however, depends on proper identification of intermediate
accidental events. Low-level hazards which do not belong in the class of
any accidental events and hazardous control actions may have fallen
outside the scope of analysis. We should include actors, preconditions,
alternative flows and non-functional requirements in the study to mi-
tigate for this.

4.5. External events

In STPA, using the control hierarchy diagram, the effects of external
events can be identified conclusively in a systematic way. HAZOP is
also able to determine the outcomes. However external events are
traced in an unsystematic way, which gives an uncertainty of the
completeness of the analysis to consider all the event.

4.6. Documentation requirements

HAZOP is performed based on the process flow diagram (PFD) or P&
ID, developed at the design stage. STPA examines the essential func-
tions of each entity in the control loop and the requirement for effective
safety system behaviors. One can redefine goals and related system
performance and may develop alternatives for analysis. This approach
emphasizes the importance of the process model in enforcing adequate
control. System behavior is expressed in relationships that represent the
structure of the system in a hierarchical control model. One can work
with STPA with a primary process flow diagram (PFD) before estab-
lishing the detailed process and instrumentation diagram (P&ID).Ta
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4.7. Time requirements

This criterion relates to how time-consuming the methods are to
apply to a specific application. The industry is using HAZOP for a long
time. Industry personnel is well known in the method and execution
process. The method is also straightforward, and those not familiar with
it usually understand it very quickly.

On the other hand, STPA is quite a new method, especially have not
implemented for the process industry applications. Industry personnel
may find it challenging to execute. Identification of causal factors and
step-by-step execution can be challenging. Including the system study,
the analysis time required for STPA was three times longer than the
time needed for HAZOP for this study. This negative aspect of STPA
may indicate that it should be used not necessarily for complete process
systems but for more limited parts of the system, which are particularly
challenging to analyze with HAZOP.

4.8. Resource requirements

To conduct a HAZOP, experts from all disciplines need to participate
face to face and check the deviation. Feedback from all discipline ex-
perts is considered to find the deviation, e.g., electrical, automation,
instrumentation, software, process. Resource requirement is the same in
the case of STPA.

4.9. Level of details

HAZOP follows a deductive or downward approach like top events
and deviations and tries to find what would happen to the system due to
the deviation. This approach is easy to follow and has made HAZOP

widely accepted for the analysis of systems (Hoepffner, 1989). How-
ever, this type of analysis becomes difficult when the boundaries of the
study are too vast, and guidewords become too numerous. There is no
systematic method to limit the guide words. HAZOP identifies causes of
deviations but does not usually go into detail analysis of causes. STPA,
in general, can go into details in deriving causes of failures in a better
way. Its step-by-step and systematic approach assures identification of
all potential hazards. Users can refine every hazard and safety con-
straint at the lower level and can go into the details of each issue of
system requirements. However, for process industry applications, to set
the boundaries of study, to find the required number of variables to be
studied, the necessary control actions for each safety constraint, and the
role of controllers for each control action needed (CA) in STPA are also
challenging. The process industry uses thousands of variables, and they
can be in various states (online, offline, in maintenance).

4.10. Confidence in results

The confidence of decision-makers in the analysis and its effects are
an important factor in decision-making. In this respect, HAZOP has an
advantage since it is a popular method that has been shown to work for
decades, while STPA is quite a new method. Risk assessment may help
people evaluate the risks they face. Information is needed to identify
those risks to take precautionary measures. People have more con-
fidence in studies that are in line with prior beliefs. In the case of a new
method, the user may not find the confidence to use it, even if it is
superior. In STPA, the user may get confidence from its level of detail.
However, the success depends mainly on the proper establishment of a
functional control diagram. A disorganized functional control diagram
may lead to an incomplete result and completely unuseful analysis. On

Fig. 5. Process model to control pressure in LNG transfer system.
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the other hand, a well-organized functional control diagram is the most
significant strength of STPA.

4.11. Applicability in a specific application

The last criterion is to assess how applicable the analysis is to
identify different types of hazards in various industry. From the com-
parative analysis (Table 6), STPA is shown to be more capable of
identifying organizational error and the effects of external events. The
case study chosen here is for a simple system. The result became very
similar in the case of the two analyses. Possibly, results may become
significantly different for a more complex system. STPA would be more
suitable to apply for a complex system as it tries to find the hazards in a
very systematic way. The challenge of STPA would be to deal with
many variables and controllers, the number of state variables, the
number of variables and above all defining the system limit (Rodriguez
and Diaz, 2016).

Moreover, for complex systems, the time required to conduct STPA
may become very long compared to HAZOP. That is a significant dis-
advantage of STPA. However, the longer time can be justified as STPA
provides a more detailed analysis and takes a short time for future
modification of the plant.

The findings of the paper confirm the results of the article by
Rodriguez and Diaz (2016) that the differences between both techni-
ques are not very important at the lowest level. The advantage of using
STPA is that the analysis is very systematic and very suitable to apply
for a sociotechnical system. STPA requires one single study to be con-
ducted to cover all aspects of errors. One can readily design the miti-
gation strategy and can evaluate their effectiveness from control algo-
rithms through scenario analysis. STPA can capture the dynamic
behavior of systems. The root scenario can be used to communicate the
need for mitigation strategies at board levels. The control diagram

describes the faulty or malicious system behavior at a high level and
points out the potential system losses.

Industry uses a combined approach, HAZOP for hazard identifica-
tion and SIL (Safety Integrity Level) for risk analysis. They use other
assessments on a case-by-case basis, e.g., human factor, system relia-
bility, CHAZOP. CHazop can be overwhelming when performed on a
complex software system with large quantities and varieties of data
flow. In the case of a process-oriented control system with very little
flow of information but with a complicated control algorithm, the data
flow may not be the right unit of analysis (Thomas, 2013). HAZOP
relies on the user's understanding of software behavior, interactions and
effects on other systems.

Compared to a traditional human factor model, in STPA, scenarios
and causal influences are easy to identify using the human controller
model as a starting point. It can address issues related to human-au-
tomation interaction before the final automation design finalized. The
role of the human operator on system operations can be analyzed, and
design can be modified accordingly. Unlike the automated controller,
the human has a control-action generator rather than a fixed control
algorithm. One advantage of having a human in the loop is the flex-
ibility to change procedures or create new ones in a situation.

5. Conclusion and future work

The objective of this article has been to assess the feasibility of using
STPA for hazard identification in automated process systems and de-
termine whether STPA can replace traditional HAZOP or become
complementary to HAZOP. A specific process system, a ship-to-ship
transfer system for LNG is used to perform the analyses and to make the
comparisons. The study shows that the causes identified by STPA and
HAZOP are almost identical. Possible causes identified by STPA cover
hardware failures and communication errors, including delayed

Table 5
Causal factors and low-level safety constraints for each hazardous control actions (part of).

Hazardous control actions Causal factors Low-level safety constraints

Controllers cannot activate the pressure relief
valves when pressure/temperature
exceeds the high limit

1 Pressure sensor failure
2 Pressure relief valve failure
3 Communication error
4 Auto-activation is turned off
5 The problem in decision-making arrangement.
6 Electricity blackout
7 The operator is reluctant to act due to high
workload

8 Poor audibility/visibility of sensor
9 The operator is confused to follow the
procedures

1.1 Sensors must be designed to operate for X years with no defect
1.2 There should be a maintenance program to test the sensors after Y year,

to replace after Z years
2 There should be a check of valves after every Y year
3 Good communication arrangement between control room operators
and site operators

4 Mode of each system/component should be defined clearly
4.1 The operator should know in which mode each component is working
4.2 The operator should know the exact control actions to be performed by

auto controllers or not
4.3 Operators should know the timeframe within which auto controllers

need to activate and maximum allocated time until controllers take
action

5 Alternate energy source should be available
6 Operator's maximum working time should e followed according to
regulation

7 The maintenance program should be established to check the
audibility/visibility of sensors before starting operation

8 Should be trained for operating each component and valve manually
The pressure relief valve is activated when

pressure is within range
1 Pressure sensor malfunction
2 Communication error

Mentioned earlier

Fire suppression system is not activated when
a fire is detected

1 Detector malfunction
2 Communication error (missing signal)
3 The operator is reluctant to act due to high
workload

4 Poor audibility of the detector
5 The operator is confused about the procedures

Mentioned earlier

Fire suppression system is activated when
there is no fire

1 Detector malfunction
2 Communication error

Mentioned earlier

Missing pipeline insulation check and
insulation protection

1 The job is out of scope in the maintenance log
2 The operator is reluctant to perform the task
3 Lack of operator training

1 Update maintenance log regularly
2 Follow the standard working time of an operator
3 Provide adequate training and trainer to operators
4 Provide well-insulated pipe
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communication and software errors, which is the case for HAZOP also.
The results show that STPA is a systematic hazard analysis tech-

nique that provides systematic guidance and recommendations for
safety requirements. The primary challenge in STPA is to establish the
control structure. However, the process of developing the control
structure is a beneficial process because it provides additional insight
into how the system works, in particular, on the higher level of the
hierarchy. For complex systems which involve highly automated sys-
tems and many interactions of components, STPA can be applied to
understand the system's behavior. It ensures the completeness of the
hazard list and can link different control structure diagrams from a high
level to a detail level. For any process system that involves simple in-
teractions and less software, HAZOP can be more suitable, considering
its simplicity and lower time requirement. Authors draw a conclusion
based on the present case study. Other additional case studies may
provide further perspectives on the use of the method.

The present paper tries to solve some questions raised earlier
(Rodriguez and Diaz, 2016), such as how STPA can consider process
hazards like pipe leaks, alarm problems, and how the process variables
can be considered (pressure, flow, composition, temperature, and
others). Some questions still need to be solved like how to define system
limits among thousands of variables and controllers. Future studies can
be conducted on other process industry applications to identify work-
flows of multiple controllers and determine timing and sequencing of
each control action, to reduce elapsed time between each step and

introduce more sophistication in the process.
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Abstract 
Inherent safety is a proactive approach to risk reduction. The industry should adopt it in the early stages of design 
as it is the most prominent approach to risk reduction, as described by experts. Researchers have worked on this 
concept for a long time. There has been a lot of work on inherent safety evaluation techniques, including quantitative 
index-based and consequence-based evaluation or qualitative methods. The index-based inherent safety evaluation 
methods may not help users to understand the hazards fully evolved by each process route because the exact cause 
of the hazards may remain unknown to the users. Many times, it is not clear which of several process alternatives is 
inherently safer. Often the evaluation approach may limit the users only to choose one option among several, rather 
than improving further on the selected one. Improved methods are needed, along with inherent safety ranking among 
several alternatives and for improvement of the selected one at the same time. The scope of inherent safety design 
should not include accident prevention or reduction; of course, it should be a part of overall risk management. The 
paper aims to frame the current state of the art of inherent safety evaluation work, the limitations, and conflicts in 
their practical application in industry.  

 
Keywords: Inherent, Safety, Inherently, Safer, Industry, Chemical, Risk. 

 

 

1. Introduction 
Inherent safety (IS) is a proactive approach to 
process safety by which hazards are eliminated or 
lessened to reduce risk without any engineered or 
procedural intervention. Researchers have done a 
lot of work on inherent safety and on methods to 
measure inherently safer design. Still, after many 
years, no evaluation method is adopted widely in 
the industry. The paper aims to analyse possible 
reasons for slow adoption and present proposals 
in short for improvement in the future. The 
present work is based on existing literature, 
including journal papers, existing codes and 
standards.  

Gupta and Edwards (2002) performed a 
questionnaire-based review work to find the status 
of Inherently Safer Design (ISD) and its 
application. Available indices at that time were 
Dow’s fire and explosion index; Dow’s chemical 
exposure index; Mond’s fire, explosion, and 
toxicity index; mortality index; hazard 
identification and ranking index (HIRA); safety 
weighted hazard index; inherent safety index. 
After their work, several case studies concerning 

index development or economic benefits have 
been performed.  

Many responders of the survey, as carried out 
by Gupta and Edwards (2002), said that they were 
familiar with the concept of IS indices but did not 
use them. The reasons were that the IS indices 
were too complicated. It requires much data that 
need to be processed manually and is challenging 
to use in early development stages. The same 
reasons still exist at present.   

Researchers have defined the terms inherent 
safety and inherently safer design in various ways. 
According to Kletz, inherent safety is to remove 
the hazards from the source rather than to control 
them. It is not possible to eliminate all potential 
hazards (Lees 2012). According to CCPS, a 
chemical manufacturing process is inherently 
safer if it reduces or eliminates the hazards 
associated with materials and operation used in 
the process permanently and inseparably. Rogers 
and Hallam (1991) give an alternative definition 
of inherent safety. They say that an inherently safe 
process is one which by its design, does not 
produce a hazard if a fault occurs. They discuss 
making a process inherently safer outside normal 
operation. IS approach of prevention tries to avoid 
or eliminate the hazards or reduce their extent, 
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severity, or likelihood of occurrence by attention 
to fundamental design and layout (Khan, Sadiq 
and Amyotte 2003).  

Many researchers have worked on evaluation 
techniques for inherent safety assessment. The 
industry is yet not ready to use any of them. An 
efficient qualitative method may help the user to 
choose the inherently safer option quickly. The 
industry is reluctant to use cost and time to do any 
additional assessment. Quantitative methods that 
involve too much calculations, also need an expert 
resource to perform them. A qualitative method 
that accounts for all the elements of inherent 
safety in an easy way may help. Section 2 of the 
paper discusses earlier inherent safety assessment 
works. Chapter 3 discusses the shortcomings of 
various methods and concludes on future work.  

2. Previous works  
T. Kletz (1978) first introduced the concept of the 
inherent safety in his lecture ‘what you do not 
have, can’t leak.' He emphasized removing the 
source of hazard to establish a safe chemical plant 
rather than to control it. Kletz (1985) had adopted 
four principles as an inherent safety strategy. The 
principles were intensification, substitution, 
attenuation, and simplification. Later Kletz has 
presented several publications (Kletz 1991; 1996; 
1998; 2002; Kletz and Amyotte 2010) describing 
this concept and its application procedure.  

2.1 CONSEQUENCE BASED QUANTIFICATION 
OF INHERENT SAFETY. 

Consequence-based methods quantify damage 
potential without quantifying the probability of 
accidents occurring. Deterministic equations 
determine the consequence, and design solutions 
are compared based on that.  
 
2.1.1 Dow F&EI hazard index  

This index, proposed by Dow chemicals and 
AICHE (1987), was used first as a measure of 
inherent safety implementation. It quantifies 
damage due to fire and explosion and identifies 
the most contributing equipment for the accident 
during the operation. The Dow index is the 
product of material factor and process unit hazard 
factor. The material factor is a measure of 
potential energy released from material by 
considering the flammability and reactivity of 
material. The process unit hazard factor is the 
product of the two penalty factors. Penalty factors 
include consideration for both general process 
hazards and special process hazards. Gupta 
(1997), Suardin, Sam Mannan and El-Halwagi 
(2007), Gupta, Khemani et al. (2003) and 
Nezamodini, Rezvani and Kian (2017) has used 

Dow index for ISD evaluation. When using the 
Dow index to check the ISD option, analysts 
determine the Dow index for both based design 
and actual design. An alternate solution is 
proposed based on that.  

 
2.1.2 Mond index  

The initial hazard assessment described in the 
Mond index (Lewis 1979) is similar to the Dow 
index, but it considers additional hazards. 
Potential hazards in this method are due to fire, 
explosion, and toxicity. Material factors, general 
process hazards, and special process hazards are 
almost the same. It uses a quantity factor, based 
on an inventory of material, layout hazard factor, 
and toxicity hazards. This method calculates the 
toxicity index by using a health factor, the number 
of chemicals in use, and the toxicological 
properties of the substances. Furthermore, this 
method introduces a hazard offsetting factor, 
which includes preventive measures to reduce the 
frequency of incidents, and for mitigation of 
consequences. Further work with the Mond index 
is the work of Tyler (1985) and Tyler et al. (1994). 

 
2.1.3 SHE indexes  

This method (Koller, Fischer and Hungerbühler 
2000) defines Fate indices representing 
corresponding SHE effects. Identified dangerous 
properties are mobility, fire or explosion, reaction 
or decomposition, and acute toxicity, air mediated 
effects, solid waste, degradation, etc. The value of 
these dangerous properties depends on related 
SHE effects e.g.  fuel, ignition source, oxygen 
source, thermal stability.  The resulting potential 
danger represents the magnitude of the SHE 
aspect, indicating the releasable energy content of 
a system. The total SHE effects are the summation 
of the potential threat of all substances. The last 
step of the assessment considers technologies 
provided to reduce SHE problems. Each 
technology factor reduces the potential danger 
depending on the effectiveness of the technology. 
 
2.1.4 Safety weighted hazard index (SWeHI)  

SWeHI (Khan, Husain and Abbasi 2001) 
represents the radius of the area under hazard due 
to the given unit/plant, considering the chemicals, 
operating conditions, and environmental settings 
involved at that instant. SWeHI identifies two 
factors; the first one is a quantitative measure of 
the damage that may be caused by a unit/plant, 
measured in terms of area under a 50% probability 
of loss. The second factor presents the credits due 
to control measures and safety arrangements 
made to prevent undesirable situations. The action 
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of damage has two components. The first one is to 
address damage due to fire and explosion. The 
second one considers damage due to toxic release 
and dispersion. Various units of industry, e.g., 
storage unit, heat transfer, mass transfer unit, 
pump, compressor, furnace, boilers, are 
considered by classifying into various categories 
based on their damage potential.   

 
2.1.5 Integrated inherent safety index (I2SI) 

I2SI (Khan and Amyotte 2004) considers the life 
cycle of the process with economic evaluation and 
hazard potential identification for each option. It 
is composed of sub-indices for hazard potential, 
inherent safety potential, and adds on control 
requirements. Hazard potential index (HI) 
calculation includes a damage index and a process 
and hazard control index. The damage index is a 
function of four parameters: fire and explosion, 
acute toxicity, chronic toxicity and environmental 
damage. Damage radii need to be calculated using 
the SWeHI approach to get damage radius. The 
process and hazard control index depend on the 
control arrangements required. The inherent 
safety potential index accounts for the 
applicability of inherent safety principles to the 
process and any requirement to install an add-on 
process and hazard control measures after the 
implementation of the inherent safety measures.  
I2SI is the ratio of ISPI and HI.  Higher the value 
of I2SI, more pronounce the inherent safety 
impact.  

 
2.1.6  Toxic release consequence analysis 

(TORCAT) 

TORCAT (Shariff and Zaini 2010), proposes a 
consequence analysis-based evaluation of ISD 
based on the worst-case scenario of toxic release.  
This method uses iCON, a process simulation 
software developed by Petronas, for the initial 
design of the process plant. Data for pressure, 
temperature, composition, heat capacities are 
extracted from iCON and inputted to MS-Excel 
for further consequence analysis. Process 
designers provide other data such as duration of 
release, hole diameter, and distance from the point 
of discharge based on worst-case scenarios. A 
toxic release consequence model, recommended 
by the Center for Chemical Process Safety 
(CCPS), calculates the dispersion of toxic release. 
A toxic gas effect model, developed by DNV, 
calculates the consequence analysis of toxic gas. 
The toxic effect model provides results of probit 
value and percent of fatalities.  

2.2 ISD PARAMETERS BASED METHOD 
This type of method starts by defining Kletz’s 
principle: which is minimization, modification, 
substitution, simplification. Analysts search 
parameters to achieve these principles and set 
index-values for various ranges of all parameters. 
The overall index is normally a summation of all 
sub-indexes.   Design alternatives are compared 
based on the determined index value. These 
methods depend highly on subjective judgment.  
 
2.2.1 Prototype index of Inherent safety (PIIS)  

Edwards and Lawrence (1993) are the first to 
present the index-based ranking of inherent safety 
evaluation among various process routes. 
Primarily, their method identifies 17 parameters 
affecting the inherent safety of a process from 
which they choose seven, which are most 
affecting. Possible ranges of each parameter are 
defined, and numerical values assigned to each 
subrange. The sum of the scores of parameters 
like pressure, temperature, and yield is the process 
score. The summation of the scores of 
flammability, toxicity, explosiveness, and 
inventory is the chemical score. The final score is 
the summation of these two scores, which is a 
measure of inherent safety. Heikkilä (1999) 
proposes a modified index of PIIS by altering 
scoring tables and adding a few more parameters, 
e.g., type of equipment, the safety of process 
structure, chemical interaction. She mentions 
strategies like intensification, substitution, 
attenuation, limitation of effects, simplification, 
making incorrect assembly impossible, tolerance, 
and ease of control as inherent safety principles, 
some of which are the characteristics of a friendly 
plant described by Kletz (Kletz 1989, 1990).   
 
2.2.2 iSafe  

This method (Palaniappan, Srinivasan and Tan 
2002b; Palaniappan, Srinivasan and Tan 2002a) 
proposes three new supplementary indices known 
as the worst chemical index, worst reaction index, 
and total chemical index to overcome the 
shortcoming of earlier indices. They developed an 
expert system for the application of inherent 
safety in chemical process design. The authors 
compared three different routes for producing 
phenols using the method to identify inherent 
safety issues and to generate inherent safety 
alternatives.  

 
2.2.3 Qualitative assessment for inherently safer 

design (QAISD) 

QAISD method (Risza and Shariff 2010), consists 
of two stages- identification of inherent hazard 
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and generation of ISD options. Detailed analysis 
of hazards is carried out for each process unit to 
search for possible ISD solutions. This method 
uses two sub tools for the assessment, RIP 
(Register, Investigate and Prioritise) and IDH 
(Inherent, Design, Heuristic).  The first task, 
Register, develops a heuristic process model for a 
processing unit considering design factor, process 
attribute, and hazard indicator. For the second 
task, Investigate, a hazard review method, 
Predictive Failure Analysis (PFA), is modified to 
suit QAISD methodology. The third task, 
Prioritise, is to identify the dominant hazards 
because not all predicted hazards are necessarily 
hazardous and could lead to the cause of 
consequences. Stage II, IDH, is the generation of 
ISD options. IDH stage makes as many as 
possible ISD options based on the ISD concept to 
eliminate or reduce the inherent hazards. 

2.3 RISK-BASED INHERENT SAFETY INDEX 
In this type of method, both consequence and 
probability, hence the risk is quantified. They use 
the Kletz principle to determine overall risk 
reduction. Design solutions are compared based 
on the risk scores. 

 
2.3.1 Process route index (PRI)  

This method (Leong and Shariff 2009) is 
proposed for IS quantification to treat chemicals 
in a process system as individual components, not 
as a mixture, which was the case for PIIS, ISI and 
iSafe. The level of explosiveness is used for IS 
quantification for process route selection to 
illustrate the importance of the individual 
contribution of components in a mixture. A 
crucial parameter is combustibility which is the 
difference between the lower flammability limit 
(LFL) and upper flammability limit (UFL). It 
determines an overall index (PRI) for each 
process route, which is a function of mass heating 
value, fluid density, pressure and flammability 
limit of the mixture.  

 
2.3.2 Inherent risk assessment (IRA)  

IRA (Shariff and Leong 2009) estimates the 
inherent risk of the selected process route due to 
its design and chemical used to remove the 
limitation of Quantitative risk assessment (QRA), 
which is only applicable at later stages of process 
design. Here, the risk assessment tool is integrated 
with the process design simulator (HYSYS) to 
provide necessary process data early at the 
process design stage. The risk assessment tool 
consists of two components to calculate 
probability and consequence relating to possible 

risk due to significant accidents. Analysts 
compare risk factors for various design solutions 
and propose modifications accordingly. This 
method estimates risk as a function of probability 
or frequency and consequences, and a two-region 
FN curve to represent an inherent risk. Two 
regions cover 'tolerable if ALARP' and 'tolerable.' 
Like QRA, it does not require safety control 
measures such as procedure and instrumented 
protective functions. 

 
2.3.3 Risk-based inherent safety index (RISI)   

This (Rathnayaka, Khan and Amyotte 2014) is a 
risk-based design decision-making tool 
considering inherent safety. It incorporates both 
the consequence and probability of accident 
occurrence reduction through the application of 
ISD throughout the process design life cycle. 
Analytical and subjection equations assess 
damage potential of major process accidents: fire, 
explosion, toxic release. RISI comprises of two 
distinct risk elements: base design risk (RiskBD) 
and inherent safety risk (ISRisk). The RISI is the 
ratio of the inherent safety risk of the selected 
alternative to the risk of the base design. After 
completion of the base design, carried by the 
design team, hazard identification identifies all 
potential inherent hazards associated with the 
base design and subsequently develop alternative 
models. Fire, explosion and toxic releases are 
studied considering most contributors for the 
occurrence of an accident in the process industry. 
Analysts analyse accident scenarios to construct 
an accident sequence.  

 
2.3.4 Toxic release inherent risk assessment 

(TRIRA)  

The TRIRA method (Shariff 2013) determines the 
toxicity risk levels using a 2-region risk matrix 
concept at the preliminary process design stage. 
This method determines the inherent risk due to 
the inherent properties of the chemicals involved 
and the process conditions of the design. TRIRA 
only focuses on the toxicity parameter and uses a 
process design simulator with an inherent risk 
assessment spreadsheet for data analysis. 

2.4  EVALUATION OF INHERENT SAFETY BY 
GRAPHICAL ANALYSIS 

The starting point of this type of method is the 
same as the ‘ISD parameter-based’ method. The 
difference is that the total index value is not 
determined. Analysts make the comparison by 
plotting different parameter relevant to the 
inherent safety.  
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2.4.1 Graphical method  

This method (Gupta and Edwards 2003) is the 
first qualitative method for the evaluation of 
various routes from inherent safety point of view 
for comparison. The range of parameters for each 
route is determined first which may affect safety, 
for example, temperature, pressure, toxicity, 
flammability, etc. This method plots the values 
for comparison without carrying out any 
mathematical operation. All the plotted numbers 
are dimensionless. Analysts need to plot Fire, 
explosion, toxicity (FET) values as the sum of the 
highest importance for FET in that route. Another 
graphical method GRAND (Ahmad, Hashim et al. 
2015) uses the logistic function for IS assessment. 
GRAND is useful to identify hazards posed by 
each route that contributed to chemical 
parameters and operating conditions. 

 
2.4.2 Numerical descriptive Inherently safer 

design (NuDIST) 

NuDIST method (Ahmad, Hashim and Hassim 
2014) uses a logistic equation to eliminate 
subjective scaling of the index-based method. It 
consists of two parts: process safety and chemical 
safety. Chemical safety assessment considers four 
parameters: flammability, explosiveness, toxicity, 
and reactivity. Process safety parameters are 
temperature, pressure, the heat of reaction, and 
process inventory. After sorting all data into their 
range, the method builds a single number of 
frequencies for each interval.  The cumulative 
curve for each parameter is developed by plotting 
data ranges against frequency calculated. 

2.5 SYSTEM ENGINEERING-BASED APPROACH 
This approach is quite a new approach where 
system engineering tools are applied to determine 
inherent safety applications.  
 
2.5.1 RiskSOAP method  

RiskSOAP (Chatzimichailidou and Dokas 2016) 
presents a STAMP-based indicator of measuring 
the inherent system design and development. The 
RiskSOAP methodology follows three already 
existing approaches: (1) the STAMP Based 
Process Analysis (STPA) (Leveson 2011); (2) the 
Early Warning Sign Analysis based on the STPA 
(EWaSAP) approach (Dokas, Feehan and Imran 
2013) and (3) a binary dissimilarly measures 
method (Zhang and Srihari 2003).  Risk SOAP is 
a method to measure the system’s capability to 
sense and comprehend its vulnerabilities. The 
method goes through three main stages: define the 
ideal design version of the system, identify the 

real one, employ a comparative strategy aiming to 
depict the distance between two design versions 
and interpret the distance value. The capability of 
each system part to provide its agent the Situation 
Awareness (SA) about the presence of system 
threats and vulnerabilities that may lead to 
accidents is called risk situation awareness 
provision (RiskSOAP).  

3. Discussion 
In the previous section, we have reviewed various 
IS assessment techniques. This section aims to 
describe some limitations of existing approaches 
and present suggestions on a possible future tool 
that can be used. Some consequence-based 
methods e.g., Dow F& EI and Mond index, are 
not usable in the early stage of process design 
(Rahman, Heikkilä and Hurme 2005). Dow index 
is easier to use compared to Mond index and more 
systematic (Khan, Sadiq and Amyotte 2003). The 
results are difficult to interpret. Does better value 
mean less damage potential from fire or 
explosion? All aspects of inherent safety e.g., 
layout, complex interaction, cannot be considered 
by this approach. Dow and Mond index requires 
greater rigor, accuracy and precision in 
quantifying the impact of safety measures on the 
values of hazard indices (Khan, Husain, and 
Abbasi 2001).  

SWeHI is more systematic and reliable for 
hazard identification, takes account of a large 
number of parameters for hazard quantification. It 
considers all the control measures adopted by the 
industry to mitigate a hazard. On a comparison 
between SWeHI and Dow index by (Khan, Sadiq 
and Amyotte 2003), authors found that none of 
them can capture all the inherent safety 
guidewords. They also found that the Dow index, 
SWeHI, ISI showed no change in values when the 
reactor type was changed. I2SI is not flexible 
enough when applied to different stages of the 
process design life cycle. TORCAT can support 
reduction of the severity of consequence by using 
inherent safety principles during the preliminary 
design stage. Modification of design is easy since 
TORCAT provides direct link between process 
design simulation and consequence model  

ISD parameter-based index involves expert 
judgment of relative importance of various types 
of hazards. The result may become different, due 
to different experience and competence of the 
experts. Another limitation of existing approaches 
of this type (e.g., ISI, SHE) is that they do not 
consider the interaction between different factors. 
They are not flexible enough to incorporate 
additional available data. Parameters established 
for a specific type of industry may not be relevant 
for another industry. Different types of hazards 



Proceedings of the 30th European Safety and Reliability Conference and
the 15th Probabilistic Safety Assessment and Management Conference 4315

may become dominant for different applications. 
How to include this type of additional hazard to 
an existing approach (e.g., PIIS, ISI) is a question. 
SHE index does not find hazards related to 
equipment, their configuration and the complexity 
of the process.  

Another problem of this type of method is that 
they (e.g., PIIS, ISI) make a sudden jump in the 
score value at the sub-range boundaries. For 
example, according to PIIS, for a temperature 
range 100 to 199, the score is 2, while for a 
temperature range 200 to 299, the score is 3. This 
may also be the case for other parameters, like 
pressure, inventory, no of steps etc. A process 
getting a score of two is not guaranteed to be 
better than an alternative getting score 3. This 
type of indexing cannot consider all aspects of 
safety. A route with two steps may not be twice as 
bad as a single step, whereas while indexing a 
two-step process is given a lower score than a 
unique step process. A multi-step process can be 
better than a single-step, high-hazard process 
(Heikkilä 1999). Small inventories of chemicals 
do not assure that it is safer than a large inventory. 
The index-based approach does not help the user 
to fully understand the hazards evolved in each 
process routes as it does not discuss the exact 
cause of hazards.  

Another problem with this type of method is 
the dimensionality problem (Gupta and Edwards 
2003). Adding parameters of different dimensions 
like temperature (◦C), pressure (atm), inventory 
(t), toxicity (ppm) and comparing the summed 
value may become unacceptable scientifically 
from the chemical engineering point of view and 
making terms dimensionless means that 
temperature and pressure in a range should pose 
the same level of hazard. This implies a 
predefined equality of hazard rating which is 
considerable and cost demanding task also.  

In a comparison of four methods, PIIS; iSafe, 
ISI, QAISD, (Rahman, Heikkila and Hurme 
2005), it was found that they all have some 
limitations. PIIS does not consider heat of 
reaction, reactivity, equipment, process type 
hazards and has too steep temperature index. A 
good point of PIIS is that it is very straightforward 
and fast to use, and all the input data is obtainable 
from material safety data sheets and process 
literature. iSafe lack inventory, equipment and 
process sub-indices. ISI has the most extensive set 
of sub-indices; more factors are covered. The 
downside is that the evaluation of sub-indices is 
laborious. PIIS, ISI and iSafe treat chemicals as 
individual components, not as a mixture. They 
cannot reflect the contribution of different 
elements in the mix.  

Risk-based approaches are useful in the sense 
that the overall goal is to reduce risk. Risk can be 

compared for various designs and can be modified 
accordingly. The process route index is useful to 
rank between different chemical process routes. 
However, it only considers explosion potential so 
that another remaining hazard potential will 
remain outside the scope of analysis.  

Results from Inherent risk assessment (IRA) 
are suitable to be used as a quantitative method to 
screen processes and provide judgments for 
design improvements at the early design stage. If 
integrated with process design simulation (e.g., 
HYSYS), it evaluates ISD options in a short time, 
I.e., inherent risk before and after pressure 
modification of a unit operation can be promptly 
assessed. However, industry personnel may not be 
interested in using such a tool in addition to QRA, 
as there is no regulatory requirement and industry 
has used QRA for a long time. Additional cost, 
time and need for expert resources may 
discourage them from using such a tool. The same 
factors apply to the Risk-based inherent safety 
index (RISI). RISI is applicable at different stages 
of the process design life cycle. The problem with 
the Toxic Release Inherent Risk Assessment 
(TRIRA) is that it only considers toxic risk levels. 
The integrated risk estimation tool (Shariff et al. 
2006) does not give enough information about 
achieving an inherently safer design of the 
process based on parameter modification.   

RiskSOAP is useful as a selection criterion 
between alternative designs of the same or 
different systems or as a decision-making tool 
between the alternative method. In case of any 
change in the controls of the examined system or 
system part, an analysis should run the methods 
STPA and EWaSAP again. Setting a threshold 
value for risk situation awareness (SA) provision 
capability requires subjective interpretation, so it 
may differ from system to system and from 
designer to designer, affecting the degree of 
design modifications. Another limitation is the 
overabundance of dissimilarity measures that 
hinder the decision to select a suitable measure 
toward achieving goals. RiskSOAP uses a binary-
based indicator, neglecting that variables may 
have an exact value between 0 and 1. No weight 
is assigned to the critical system elements since 
they are treated as equivalent to the enhancement 
or degradation of RiskSOAP capability 
(Chatzimichailidou and Dokas 2016).  

One reason why the industry has been slow to 
implement the use of any of these methods is the 
lack of expertise for users to use them. A second 
reason is the complexity to implement them in 
practical cases. Industry personnel is unable to 
understand the necessity of using such a 
tool.Another reason is the lack of information to 
set the parameter value. Index values (e.g., 
chemical interaction, correction) are not readily 
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available (Rahman, Heikkilä and Hurme 2005). 
Evaluation of the process concept index is very 
experience-based. All methods suffer from a lack 
of sub-index interaction (Rahman, Heikkilä, and 
Hurme 2005). 

Choosing the best option between two 
conflicting actions is a critical task. Most of the 
methods are applicable later in the design 
sequence, which requires detailed data and time. 
It is difficult to use them in the early design stage 
when there is enough leverage to make changes to 
lead to the design of the safer plant. 

4. Conclusion 
This paper has reviewed previous literature on 
inherent safety assessment techniques and tried to 
find the limitation of these to use them in industry. 
Undoubtedly, a lot of work has been done. 
However, still, the industry is reluctant to use 
them due to time and cost constraints. A 
qualitative method may encourage the user who 
needs less time, cost and resource. Future work is 
required to establish an efficient qualitative 
method that can account for all the elements of 
inherent safety. Users should be able to use 
inherent safety principles at the initial design 
stage and to rank them easily without doing any 
additional calculation. The tool should have 
characteristics from which people can interpret 
results easily and can find interrelationships 
between multiple entities. Possible future work 
may help the industry in this regard.  
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Inherent safety is considered the best approach to risk reduction. Academia and industry personnel have studied this topic for a long time. 
However, many misconceptions and lack of clarity still exist in the industry. Also, there have been many variations in defining the concepts 
and principles of inherent safety. The paper aims to analyse the concept in a novel way after reviewing past works on the inherent safety 
concept. The work focuses on the in-depth and systematic identification of hazards for better understanding. It seeks the factors 
contributing to creating the hazard to propose inherent safety measures. Identifying inherent hazard and risk factors makes it easier for the 
user to quickly find an inherently safer solution. This approach draws a clear distinction between three risk reduction measures, inherent, 
passive and active. Inherent safety measures try to reduce the hazard from origin or try to attenuate inherent hazard and risk factors, while 
passive and active measures only focus on reducing the consequences of accidents or hazardous events. They do not intend to reduce the 
inherent hazard and risk factor from the system. This paper presents a new definition of inherent safety with a new perspective and 
identifies the principles used to achieve inherent safety. 
                                                                                                                                             
Keywords: inherent safety; inherently safer; hazard; risk management; chemical process and systems; oil and gas industry. 

 
1.  INTRODUCTION 

Inherent safety (IS) is the best approach to risk 
reduction as the best way to deal with safety problems is to 
eliminate the problem from the source or avoid a critical 
situation before it arises. An inherently safer design avoids 
hazards instead of controlling them by reducing hazardous 
material and the number of hazardous operations in the plant 
(Heikkilä, 1999). It is a proactive way of addressing risk. It 
is also cost-effective since it eliminates the need for 
expensive layers of protection. If successfully applied, this 
approach contributes to less energy use, less maintenance, 
less waste and reduced pollution  (Gupta and Edwards, 
2002, Abedi and Shahriari, 2005).  

Earlier disasters such as Flixborough, Seveso, and 
Bhopal have drawn attention to the need to apply inherent 
safety principles. The Bhopal disaster in 1984 occurred due 
to a leak of an intermediate methyl isocyanate, which could 
have been removed instead of storing it (Shrivastava, 1992). 
Proper application of IS could lead to identifying this 
solution during the plant's design phase. In the Richmond 
refinery accident of 2012, severe Sulphidation corrosion 
was the root cause of an accident due to using an inherently 
unsafe construction material for a pipe (Grim et al., 2015).  

The Seveso accident in 1976 occurred during the 
production of TCP (2,4,5-trichlorophenol). The unexpected 
exothermic reaction caused an increase in temperature, slow 
decomposition of reaction mass, gas formation, and a rise in 
pressure (Sambeth, 1982). In 1984, there was an explosion 
at the Pemex LPG terminal in Mexico City. Destruction of 
the terminal occurred because there was a failure of overall 
risk management, including the plant's layout and 
emergency isolation features (Pietersen, 1988). Terminal's 
active safety measures firewater system was disabled in the 
initial blast, and water spray was inadequate. Traffic chaos 

obstructed the way of the emergency rescue service. This 
massive incident points to the necessity of inherent safety 
measures ahead of passive and active measures, as active 
systems can fail at any time.  

Incorporating inherent safety into the chemical 
process at the design stage is challenging due to possessing 
limited process information. Identifying relevant hazards 
for different scenarios and processes is always critical 
(Eljack et al., 2019).  One of the drawbacks of inherently 
safer design (ISD) is risk transfer, as reducing one hazard 
may introduce or increase another hazard. Therefore, it is 
crucial to understand the properties of chemicals and 
systems that make them hazardous (Ade et al., 2019).  

Lack of awareness about ISD, lack of actual case 
studies on ISD implementation, difficulty in 
implementation in an existing plant, lack of formal 
regulation on ISD philosophy are barriers to broad adoption 
of ISD (Jafari et al., 2018). Most of the earlier methods 
focus on selecting alternative process route considering IS 
indexing. Sometimes, managers focus on ensuring the 
plant's overall safety, giving the same priority to inherent, 
passive and active measures, although the three should not 
carry the same importance during plant design (Kletz, 
1985c). Kletz (1978a), a pioneer of inherent safety, 
proposed four main principles to achieve inherent safety. 
These are intensification, modification, substitution and 
simplification. He and later researchers have shown the 
inherently safer design process by using these principles. 
However, how these principles can affect the inherent 
hazard and risk factors demand more study.   

The study focuses on the chemical and mechanical 
processing industry and applicable inherent safety measures 
at the design stage. The paper's primary objective is to 
propose a concept to achieve ISD based on identifying 
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inherent hazard and risk factors. The method tries to find 
hazards from the source systematically. Then the findings 
can be used to find inherently safer solutions. It gives a 
theoretical explanation of various risk reduction measures. 
Section two of the paper discusses earlier work in the field 
of inherent safety. Section three describes the concepts of 
hazard and hazardous events (HEs) with examples. Section 
four presents the new definition of IS and discusses the 
differences between the three types of risk-reducing 
measures. Section five identifies various principles which 
can be applied to achieve IS of a system, and the results are 
discussed in section six. The conclusion in section seven 
presents a summary of the present work and guides toward 
possible future work.  

2.  LITERATURE REVIEW 
Many studies have been done on the topic of inherent 

safety, including the evaluation of inherent safety 
assessment, both qualitatively and quantitatively. The most 
outstanding efforts for inherent safety have come from 
Kletz. He has worked on hazardous materials (1977), 
process hazard (1985a), onshore,  offshore hazard (1993) 
and hazard analysis for various applications (1978b). Other 
notable works are the works of Hendershot (1997), 
Mansfield and Cassidy (1994), Englund (1995) and Khan 
and Amyotte (2003). 

Various researchers have defined IS in different ways. 
According to Kletz, inherent safety is to remove the hazard 
from the source rather than try to control them (Kletz, 
1985c). Kletz defined hazard as a substance, object or 
situation that can give rise to injury or damage (Kletz, 
1999). According to Kletz, extensive inventories of toxic or 
flammable materials are inherently unsafe, while small 
inventories of non-toxic or non-flammable material are 
inherently safer. He adopted four basic principles as an 
inherent safety strategy; substitution, intensification, 
attenuation, and simplification (Kletz, 1985b). The first 
choice should be to remove the hazard 'as much as 
reasonably practicable' (Kletz, 2004). If we cannot remove 
the hazard, our next choice should be to keep it under 
control by adding passive protective equipment. Kletz 
(1988) proposed the idea of a 'friendly plant', including 
some other principles to the IS principles, e.g., avoiding 
knock-on effects, incorrect assembly impossible, status 
clear, error tolerance, more comfortable to control, 
software, vice versa. He gives more application examples 
for the chemical and nuclear industry (Kletz, 1998).  

According to Hendershot (1997), a chemical 
manufacturing process could be described as inherently 
safer if it reduces or eliminates one or more hazards 
associated with the materials and operations used in the 
process than some alternative processes. This reduction or 
elimination should be inseparable and implementable as a 
permanent system characteristic  (Hendershot, 1997). He 
defined hazards as basic properties of material or conditions 
of usage. The inherent safety approach reduces or eliminates 
hazards by reducing hazardous material or energy or 
eliminating the hazardous agent.  

Khan et al. (2003) state that the IS approach of loss 
prevention tries to avoid or eliminate the hazards or reduce 

their extent, severity or likelihood of occurrence by 
attention to fundamental design and layout. Passive 
measures reduce or eliminate hazards by process and 
equipment design that reduce either incident frequency or 
consequences without any device's active functioning 
(Khan and Amyotte, 2005).  

Inherent safety approach seeks to remove the hazard at 
the source instead of accepting the hazard and looking to 
mitigate the effects. To implement inherent safety, Tugnoli 
et al. (2008) consider domino hazard potential. Domino 
hazard reduction through IS will make addon measure less 
critical and more effective (Cozzani et al., 2007). 
Palaniappan et al. (2004) state that the term 'inherently safer' 
implies that the process is safe by its nature and not 
externally constrained to be safe using add-on systems and 
devices. According to Abedi and Shahriari (2005), inherent 
safety (primary prevention) develops technologies that 
prevent the possibility of a chemical accident. Layers of 
protection (secondary prevention) reduce the probability of 
a chemical accident, and mitigation and emergency 
responses reduce the seriousness of injuries, property and 
environmental damage. Rusli et al. (2013) say that ISD can 
alter hazard from one dimension to another dimension. ISD 
can form new hazards and can change the magnitude of the 
existing hazards. He proposes a tool to quantify the inherent 
hazard while selecting a design alternative. Ahmad et al. 
(2019) describe inherent safety as a safety program that 
prevents hazards from occurring instead of eliminating 
hazards upon being detected.  

According to Edwards and Lawrence (1993), inherent 
safety is intrinsic to a plant. There should not be any 
accident in an inherently safe plant; even if they do, they are 
self-correcting or escalating harmlessly. The index for 
measuring inherent safety that they proposed incorporates 
judgement of relative importance of various hazards. 
According to Heikkila (1996), an inherently safer design 
avoids hazards instead of controlling them. Reducing the 
amount of hazardous material and the number of hazardous 
operations in the plant can avoid the hazard. Instead of 
assuming that we can keep large quantities of hazardous 
materials under control, we must remove them (Heikkila 
1996). 

Both Edwards and Lawrence (1993) and Heikkila 
(1996) chose IS parameters that significantly affect the 
degree of hazard and advise about IS principles to be 
followed based on the effect. They follow the strategy that 
the effect of parameters on the degree of hazard should be 
kept small. For example, the amount of toxic inventory has 
a significant effect on the degree of hazard, so the amount 
of toxic inventory should be kept small by following the IS 
principle 'intensification or minimisation'. The proposed IS 
index is based on these IS parameters. Some critical 
parameters are flammability, explosiveness, corrosiveness, 
toxicity, reaction rate, inventory, temperature, pressure, etc.  

Other indexing methods considered material hazard, 
reaction hazard, individual equipment hazard, and other 
process-related hazards like Dow's index. Dow's fire and 
explosion index into process design and optimisation is 
integrated in the work of Suardin et al. (2007). They chose 
a reactor and distillation column as the case study and 
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developed Fire and Explosion Index (F&EI) expression due 
to pressure and material in process units.  Gupta (1997) 
applied Dow's fire and explosion index in process plant 
design in developing countries. Mond index considers 
hazard, which is the same as described by the Dow index. 
Additionally, it considers layout hazards and toxicity 
hazards. Tyler (1985) used the Mond index to measure 
inherent hazards.  

Mizuta and Nakagawa (2013) analysed hazards in a 
chemical plant to identify inherent safety measures for 
decreasing consequences considering a worst-case scenario. 
They plotted calculation results on a graph with fatalities 
and lethality distance on the axes. In this way, the hazard 
potentials of chemical plants are ranked. The method can 
analyse equipment's hazard potential. Bernechea and Viger 
(2013) presented a method for optimizing storage plants' 
design and minimizing the risk by calculating an ideal 
number of tanks. They applied the principles of 
mathematical optimization to quantitative risk analysis.  

Several authors (Hame et al., 1980, Pohanish, 2005, 
Bernechea and Viger, 2013, Chan et al., 2014, Zaini et al., 
2016, Pasha et al., 2017, Medina-Herrera et al., 2014, Qi et 
al., 2019, Chiappetta et al., 2006, Ohashi et al., 2012, 
Petrovic, 2014, Eini et al., 2018, Fei et al., 2018) have 
discussed inherently safer options and essential factors in 
designing various equipment, selecting materials of 
construction, and operating the plant with reduced risks. Qi 
et al. (2019) investigates ISD through process 
intensification and shows how intensification improves 
safety performance due to risk transfer. Summers (2018) 
shows how IS principles can improve the sustainability of 
an automated system.  

The centre for chemical process safety (CCPS) has 
provided checklists describing common failure modes for 
equipment used in process industries. CCPS defines a 
hazard as an inherent physical or chemical characteristics 
that have the potential to cause harm to people, property or 
the environment (2009). According to CCPS, a chemical 
manufacturing process is inherently safer if it reduces or 
eliminates the hazards associated with materials and 
operation used in the process permanently and inseparably 
(2009). CCPS  offers examples and suggestions for 
inherent, passive, active, and procedural approaches for 
overall risk reduction and describes IS review methods, 
tools, and strategies for the process's lifecycle. 

British Petroleum (BP) has adopted CCPS’s definition 
of inherent safety. BP defined hazard as, ‘Condition or 
practice with the potential to cause harm to people, the 
environment, property, or company’s reputation’ (BP, 
2008). The goal they defined as fewer hazards, fewer 
causes, less severity, fewer consequences. They defined 
three safety measures through the project life cycle: 
inherent, engineered, and procedural safety measures for 
new technology development, facility modifications, 
changes in existing operations, etc. Equinor and 
ExxonMobil also emphasized that capturing, 
understanding, and handling the inherent risk for 
operational safety management and IS process design 
should be applied whenever reasonably practicable (Statoil, 
2010) (Bahri et al., 2009). 

Inherent safety has been introduced as a desirable 
principle by several national authorities, including the US 
Nuclear Regulatory Commission and the UK Health and 
Safety Executive (Mansfield et al., 1996). International 
Electrochemical Commission (IEC) encourage ISD by 
saying that safety is best achieved by IS process design and 
may be combined with a protective system to address any 
residual risk (IEC, 2020). The US Chemical Safety Board 
have published many accident investigations describing 
how the concept of inherent safety could be applied to avoid 
accidents. UK offshore regulation includes the 
demonstration of inherent safety such as the substitution of 
hazardous materials for less hazardous ones, avoiding 
undue complexity, allowance for human factors, 
minimizing risk, selection of construction materials, design 
of vessels and pipeline to minimize the effects of sources of 
deterioration (HSE, Hamdan, 2006). NORSOK Z013 states 
that the choice of compensating measures should give the 
highest priority to inherent safety actions (NORSOK, 
2010).  

3. CONCEPTS OF HAZARD AND ACCIDENTS 
3.1. Hazard  

Hazard is the existence of factors that has the potential 
to cause harm to people or the environment or asset. Hazard 
factors are the properties or conditions or causes that may 
cause harm. Something is hazardous if it constitutes a 
hazard by its intrinsic or chemical properties such as 
flammability, explosiveness or toxicity. Hazards can be 
related to machinery, equipment, system, reaction, 
procedure, or material. Petrol is hazardous, as it is 
flammable. Material may not be hazardous in the general 
case but may become so due to a state or condition change. 
Steam is hazardous as it contains high thermal energy while 
water is not.  

Inherent hazard factors can be of two types: triggering 
inherent hazard factors and impacting inherent hazard 
factors. Triggering inherent hazard factors are those factors 
that can directly contribute to a hazardous event. The 
presence of motion creates kinetic energy that can cause a 
hazardous event. Motion is, therefore, a triggering inherent 
hazard factor. Impacting inherent hazard factors does not 
contribute to creating a hazardous event directly but 
indirectly affects the severity or probability of a hazardous 
event. The object's geometry affects the amount of kinetic 
energy and affects the related hazardous event's severity. 
There can be many inherent hazard factors in the industry. 
Examples are harmful intensive physical properties, 
harmful extensive physical properties, harmful chemical 
properties, consumption of material and energy, harmful 
emission, incompatibility, incomprehensibility, congestion, 
noise.  

 
3.2. Inherent risk factors 

An inherent risk factor is the quantitative expression 
of inherent hazard factors. Triggering and impacting 
inherent risk factors are the quantitative expression of 
triggering and impacting inherent hazard factor 
subsequently. So, modification of inherent risk factors 
increases the likelihood of occurrence or severity of a 
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hazardous event. Triggering inherent risk factors contribute 
to creating a hazardous event directly. Impacting inherent 
risk factors do not contribute to creating a hazardous event 
directly but may affect triggering inherent hazard factors or 
risk level in the system, so the probability or severity of 
hazardous event may change. 

The conceptualization of inherent risk factors assumes 
that the risk level (in terms of a quantitative measure) is 
controllable by changing,  managing or controlling the 
inherent risk factors. Potential triggering inherent risk 
factors are vessel type, vessel quality, geographical quality, 
weather quality, etc., for fire and explosion in marine 
vehicles (Stornes, 2015). For ship collision, important 
impacting inherent risk factors are competence, lack of 
awareness, inadequate teamwork, violation of checklist and 
procedure. Figure 1 shows the relationship between inherent 
hazard factors and risk factors.  

FIGURE 2 shows THE inherent hazard and risk factors 
for a hazardous event, a person hit by a car. For a car 
accident, inherent hazard factors are the motion of the car 
and exposure of human. Inherent risk factors are the 
duration of exposure, speed of the car. If the speed of the 
car is high, the severity of the event will increase. If 
exposure is high, the probability will increase. With 
increasing severity of inherent risk factors, e.g., car motion 
increases or more exposure of people, severity and 
probability of a hazardous event will increase. Impacting 
inherent risk factors are those which may affect the event 
statistically. It has been seen that the probability of a car 
crash is high for young people and on busy roads. So, the 

age of the driver type of road is impacting inherent risk 
factors.  

 
3.3. Hazardous Event 

A hazardous event is the realisation of the combined 
effect of the inherent hazard and risk factors present in a 
system. There can be various inherent risk factors present in 
a system. A hazardous event occurs when inherent risk 
factors from various dimension coexist at the same time 
with specific values. For a leak, related inherent risk factors 
can be high pressure/high temperature/high flowrate, weak 
pipe joints. A leak occurs if the pressure exceeds the 
tolerance of the pipe joint. If contributing inherent hazard 
factors present in the system increases, the event's 
probability or magnitude will increase. With the increment 
of the severity of inherent risk factors, the magnitude or 
probability of events also increases. A hazardous event is a 
multidimensional array of all the inherent risk factors 
present in the system.  A hazardous event will occur if the 
product of the inherent risk factors exceeds the threshold. 
Risk, which means probability and consequence of a 
hazardous event, is the function of the required inherent risk 
factors. 

 
    (1) 
 

Here,  is the risk of a hazardous event 
are triggering inherent risk factors 

… are impacting inherent risk factors 

 

Figure 1: Relationship between inherent hazard factors, risk factors and hazardous event 
 

 
Figure 2: Relationship between inherent hazard factors, risk factors and the hazardous event, a person hit by a car 

3.4. Hazardous event Boundary 
A hazardous event is possible when a combination of 

inherent factors form a hazardous event boundary. If to 

create a hazardous event, three factors are necessary: 
flammability, congestion, and high pressure; if all three 
factors coexist with specific values without having any 
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safety measures in the system, then the hazardous event will 
occur. So, the probability and severity of the hazardous 
event is the function of all three factors.  

 
4.  INHERENT SAFETY AND INHERENTLY SAFER SYSTEM 
4.1. Definition of Inherent safety 

Inherent safety is the philosophy that reduces or 
modifies inherent hazard and risk factors present in a 
system, thereby reduces the probability or severity of a 
hazardous event in the system and prevents the occurrence 
of a hazardous event  

Inherent safety works on reducing triggering inherent 
hazard factor and modifying inherent risk factors. The goal 
of inherent safety is to make a system hazardless. 
Theoretically, if we can eliminate all inherent hazard factors 
from the system, no initiating event will occur, and there 
will be no hazardous event. In practical cases, as we cannot 
eliminate them, we try to minimize them as much as 
possible to make the plant inherently safer. If a system 
possesses material hazards, the IS option eliminates those 
hazardous materials or substitutes them with a safer one. If 
elimination or substitution is not possible, another IS option 
is to modify the materials to make them less hazardous. 
Modification means we are changing the properties of a 
material, thus making it less hazardous. 

An example could be to dilute a hazardous material 
with a less hazardous material. To ensure inherent safety, 
we need to reduce the inherent hazard factors as much as 
possible. An inherently safest design will not make any 
hazard, and an IS measure can never fail when it goes into 
operation. If we can assure a hundred per cent inherently 
safe plant, there will be no need for maintenance or 
inspection.  

 
4.2. Difference between inherent, Passive and Active 
measures 

IS measures are those measures which contribute to 
reducing or modifying inherent hazard and risk factor. 
Passive and active measures do not contribute to reduce or 
modify the hazards factor. We isolate the hazards and 
inherent risk factors by passive and active measures, so no 
hazardous events and accidents can occur. Isolation means 
putting a barrier between the hazard and inherent factors and 
other agents (can be machinery, human or other property), 
for example, putting insulation on an electric wire. Electric 
hazards are still there; we are only putting barriers between 
electric hazard and human being so they do not get harmed. 

Another example can be a firewall. Fire hazards still 
exist. We are only putting barriers between fire and 
property. Passive and active measure principally do the 
same thing. The only difference is that active measures need 
engineering or human activation, while passive measures do 
not. Most hazards are related to generation and the existence 
of energy. In the case of reaction hazards, thermal and 
pressure energy are the inherent hazard factors. In the case 
of mechanical hazards, the generation of kinetic energy or 
the existence of energies is the inherent hazard factors. By 
adopting IS measures, we try to minimize inherent risk 
factors or ΔE (thermal energy produced in the reactor) or 
potential energy conversion from one type to another.  

On the other hand, passive and active measures cannot 
minimise ΔE or potential energy conversion. A PSV 
transfers the ΔE to the environment, so the system or 
human’s effect is limited. In the case of material hazard, 
they usually are the material properties, let us say mp, which 
is the inherent hazard factor. By inherent measures, we try 
to eliminate or modify those properties, mp, so any 
hazardous event cannot occur by them, e.g. using a non-
flammable material instead of flammable material.  

 
4.2.1.  Example of dust explosion 

Dust explosion occurs due to the accumulation of 
powdered combustible material in a congested place, 
combined with high heat/energy and oxygen availability. 
Dust explosion depends on several factors: 

Factor 1. The chemical property of material - 
combustibility 

Factor 2. State of material – powder form 
Factor 3. Presence of high energy – high 

heat/spark/ignition 
Factor 4. Congestion 
Factor 5. Oxidant 
Factor 6. Concentration of material 
Factor 7. Extensive property of material - quantity 

These are inherent hazard factors. A hazardous event 
occurs when combinations of these factors present in the 
system form the hazardous event boundary.  

Inherent safety works on modifying or reducing, or 
eliminating these factors. Inherent safety measures are: 

 Selecting non-combustible material (eliminating factor 
1- chemical properties of the material) 

 Reducing combustibility of material (modifying factor 
1- chemical properties of the material) 

 Changing powder form of material by making it into a 
slurry (eliminating factor 2- state of material) 

 Removing all energy sources from the system 
(eliminating factor 3 - the presence of high energy) 

 Modifying layout to reducing congestion (modifying 
factor 4 - congestion) 

 Modifying concentration or quantity, mixing inert 
solid with the powder (modifying factor 6) 

An example of a passive measure is a venting panel. It 
does not change the material properties but transfers high-
pressure energy from the system to the ambient to reduce 
pressure. 

5. ACHIEVING AN INHERENTLY SAFER SYSTEM 
To achieve IS of a system, two main strategies should 

be followed: 
1. Reduction of the severity of triggering inherent risk 

factors 
2. Modification of impacting inherent risk factors 

 
5.1. Reducing the severity of triggering inherent risk 
factors 
5.1.1. Proper selection 

When selecting material or equipment, a safer material 
should be selected instead of a hazardous material or 
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equipment or reaction with different physical properties to 
reduce the severity of inherent risk factors.  E.g. using a 
less volatile solvent with a higher flash point, substituting 
the reaction with less hazardous raw materials or 
intermediates, reducing inventories of hazardous material, 
choosing DC voltage. 

 
5.1.2. Modification  

Modification of material or equipment or reaction can 
reduce the severity of inherent risk factors. Modification 
can change the chemical/physical properties of 
material/equipment or change the system's condition. For 
example, dilute a material with natural solvent, decrease the 
reactivity, or make it of suitable shape and size. 
Modification of external properties will make it possible to 
carry the object easily. Modifying the reaction means the 
modification of reaction chemistry. Modification of the 
system can reduce the force or amplitude of something like 
refrigeration of pressured gas.  

 
5.1.3. Minimization 

As a strategy for reducing the severity of inherent 
hazard factors, when deselection or modification is not 
possible, less material or equipment should be used. If we 
use less material or execute a slight batch reaction, less 
energy will be produced. When we have two systems, they 
may possess several other hazards factors; their mitigation 
may need extra effort.  

 
5.1.4. Transformation/Recycling  

An IS measure is to reduce energy consumption in the 
overall system or reuse energy or recycle energy. Energy 
evolved from one machine can be stored and can be used for 
other purposes. The same principles go for the material. If a 
hazardous material is used in the system, recycling the 
material in several cases is possible, so the overall system's 
hazardous material consumption reduces. 

 
5.1.5. Relocation/Rearrangement 

Relocation of equipment can reduce congestion in the 
system. Rearrangement is related to facility layout. Also, it 
is expected that an IS system can tackle environmental 
occurrences, which are typical in any location. A structure 
can be subjected to high wind. The structure should have the 
capacity to bear such environmental occurrences. The 
system should have the capacity and options to carry out the 
activities safely. Vibrational energy produced by the 
machines used inside it or imposed by many populations 
should not hamper the structure. 

 
5.1.6. Comprehension 

Comprehensibility means that something is readily 
comprehended or understood. It includes making a user-
friendly hardware device or software interface that is easy 
to use and difficult to learn or understand. Usability-related 
hazards often occur in the facility due to the complexity of 
a machine's working mechanisms, which is difficult for a 
worker to understand, or the tool is not designed correctly 
so that the user can use it easily. Many occupational 
accidents occur due to this.  

 
5.2. Modification of the impacting inherent risk factors 

Modification of impacting factors can be modifying 
the geometry or shape of equipment, as it affects the kinetic 
energy or modifying the internal part of a machine to reduce 
vibration, the noise produced by it. The component's 
physical properties, anthropometric dimensions, shapes, 
dimensions of contact surfaces can be modified to modify 
the component's movement or vibration and energy level. 

6. DISCUSSION 
This paper presents the inherent safety principle 

defined by the inherent hazard and risk factors present in the 
system. Comparing the concept with Kletz (1985c), he 
describes four principles in this first proposal of inherent 
safety: intensification/ minimization, substitution, 
attenuation and simplification. Some other scientists 
reasonably identified the material hazards, reaction hazards 
and proposed inherent safety principles accordingly. Many 
scientists included error tolerance principles, making 
incorrect assembly impossible, making status clear, easing 
control, integrity, software, reliability, limitation of effects, 
etc., as IS principles (Heikkilä, 1999). The principle 
‘Limitation of effects’ is confusing as we also use the 
passive and active measure to limit consequences. 
Therefore, there should be a distinction in defining the terms 
when applying them in different cases. 

The minimization principle has often been highlighted 
in the literature as the potential approach to achieve inherent 
safety. As proposed by Kletz, one possible solution is that 
two storage tanks are preferable to one large tank.  It has a 
theoretical basis also, as one large tank will hold high 
potential energy, so if the tank ruptures, kinetic energy will 
be higher than a smaller tank. However, two tanks will need 
more instrumentation, thus involves more mechanical 
hazard. So, when choosing the option between different 
alternatives, constraints should be carefully observed.  

The present paper presents a concept of inherent safety 
explained by inherent hazard and risk factors. Inherent 
safety can be successfully achieved systematically by the 
identification of these factors. Relevant knowledge about 
inherent hazard and risk factors can be gained from a similar 
industry's accident database. Several factors may become 
responsible for creating a hazardous event, which may 
become identical for a similar plant type. The accident 
database will give knowledge about the kinds of accidents 
in the industry in the past. It should be checked whether 
relevant factors are still present in the system. After 
identifying the factors, relevant IS mitigation measures 
should be sought based on reducing the number of 
triggering inherent hazard factors or severity of triggering 
inherent risk factors and the modification of impacting 
inherent risk factors.  

The strength of the proposed concept is that it can 
systematically identify inherent hazard and risk factors to 
find the causes of hazard. This systematic identification of 
factors helps the user to apply IS principle quickly and 
efficiently. Another strength of the concept is that it is 
applicable through the whole lifecycle of the plant. At the 
preliminary stage, when the opportunity to modify and 
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improve the design is most, the thinking about remedial 
material, reaction and system hazard will be most 
beneficial. Substitution of material or reaction, or system 
will not take extra effort and cost at this stage. At later stages 
of the project, the opportunity of elimination or substitution 
will be lesser and will demand a higher cost.  

Another strength of the model is the ability to 
systematically compare two alternative designs more 
quickly in terms of inherent safety. Previously, scientists 
have compared alternative process routes where they 
mainly considered material hazard and reaction hazards. 
The present model is capable of doing a comparison 
considering all kinds of inherent hazard and risk factors. 
The present concept determines the inherent risk level of a 
system and compares the risk reduction by various measures 
by comparing the determined inherent risk level. Other risk 
analysis methods also identify the relevant risk factors and 
improve the design by modifying factors. However, in those 
methods, inherent and noninherent risk factors cannot be 
distinguished. So how much risk is reduced by inherent 
safety measures cannot be determined.  

The drawback of the concept is that it is 
unacquaintance to the user. Users are entirely new to the 
concept. They may find it challenging to apply in practical 
cases. The method lacks the application of the concept for 
various practical cases.  

7. CONCLUSION 
Applying inherent safety measures and their 

integration at the early design stage is vital for any chemical 
or other process industry. In the paper, an approach to 
developing an inherently safer design based on identifying 
inherent hazard and risk factors has been proposed. Inherent 
safety measures are proposed based on inherent hazard and 
risk factors. Systematic classified identification of inherent 
hazard and risk factors can make it easier to find appropriate 
inherent safety measures considering their constraint. In the 
future, a model can be developed to quantify the interaction 
of various inherent risk factors and quantify the relationship 
between risk factors and the system's risk level. 
Identification of inherent risk factors for a specific 
application and finding IS measures can establish such a 
model.   
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A B S T R A C T   

Inherently safer design is the most proactive approach to manage risk, as referred by scientists and experts. 
Researchers have adopted various methods in evaluating inherent safety indices like parameter-based indexing, 
risk-based indexing, consequence-based indexing, etc. However, the existing approaches have their limitations. 
The present paper focuses on establishing an inherent system safety index (ISSI) to evaluate inherently safer 
design during the concept development stage. The analysis starts by identifying a non-harmful system’s inherent 
safety characteristics and related parameters. Four subindexes, determined from the non-harmful system’s 
characteristics, are established using their relevant parameters. The safety of the chemical process system, the 
health of workers, and the environment’s safety can be assured by selecting relevant parameters. Parameters are 
scored based on their deviation from the non-harmful condition. The sum of the deviations of the parameters 
gives the value of the inherent safety index. The case study looks at various routes of Methyl Methacrylate 
(MMA). According to the present case study, MMA production followed by Tertiary butyl alcohol is the safest 
route given health, safety, and environmental perspective. This approach helps overcome the limitation of 
parameter-based indexing, which arises from selecting predefined fixed parameters that become invalid in case 
of system variation or significant modification of the system. Besides, it considers the complexity and vulnera-
bility that arises from the interaction of various factors|, which increase predetermined risk calculated at the 
design stage when the system is in operation. The subindices can be used individually if a focus is needed in a 
definite section of a system with a particular application or a smaller portion. This method is helpful for the 
industry in designing a safer plant considering the health, safety, and environmental perspective at the concept 
development stage.   

1. Introduction 

Inherently safer design (ISD) is a proactive approach to risk reduc-
tion (Amyotte and Khan, 2002). Risk reduction strategies fall into four 
types, inherent, passive, active, and procedural (CCPS, 2009). Inherently 
safer design strategy focuses on reducing hazard from the root, e.g., 
hazardous material or operations, rather than installing controlling 
systems (Heikkilä, 1999). This concept’s application should start from 
the early design stage, unlike other strategies, which begin at the 
detailed design or commissioning stage (Shariff and Leong, 2009b). 
Along with its proactivity, this approach minimizes the cost of addi-
tional maintenance, energy, waste management, and pollution man-
agement and reduces the system’s probability of failure (Abedi and 
Shahriari, 2005; Gupta and Edwards, 2002). Trevor Kletz, the pioneer of 

inherently safer design, proposed four main principles to achieve 
inherent safety (Kletz, 1978). These are intensification, modification, 
substitution, and simplification. Kletz, in his later works, introduced the 
concept of the friendly plant and included several other principles such 
as limitation of effects, making incorrect assembly impossible, tolerance, 
ease of control to make a plant more user-friendly (Kletz, 1988, 1989, 
1990). Later several other researchers have worked on applying inher-
ently safer design principles (Gowland, 1996; Ohashi et al., 2012; Theis 
and Askonas, 2013; Turney, 2001; Windhorst, 1995), establishing 
inherent safety guidelines (CCPS, 2009), finding conflicts in applying IS 
principles (Abidin et al., 2016; Hendershot, 1995; Rusli et al., 2013), etc. 

With the expanded innovation of new technology and tools, 
achieving inherent safety by applying these principles in the chemical or 
process industry has become complex and complicated (Mannan et al., 
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2015). Some recent accidents are the Richmond refinery accident of 
2012, the BP (British Petroleum) Deepwater Horizon accident (Bly, 
2011), and the BP Texas City refinery accident (Holmstrom et al., 2006). 
The casualties direct the attention that lack of proper application of 
inherent safety measures still exists. The design did not include enough 
Well integrity, which caused BP Deepwater Horizon Accident (Ingersoll 
et al., 2012). The Richmond Refinery accident could have been avoided 
by taking inherent safety measures at the plant design and operation 
stage, such as corrosion prevention of piping in an inherently safer way, 
ignition prevention, and avoiding hazardous activity (Grim et al., 2015). 
Adequate disposal equipment and inherent safety alternatives of 
disposal system such as flare could have prevented the BP Texas City 
refinery accident (Kaszniak, 2009). Kletz, in his latest literature 
(Vaughen and Kletz, 2012), expressed the opinion that the introduction 
of complex systems and digitization in the industry has introduced a gap 
in safety management that should be reduced. Industrial automation has 
introduced new challenges in process safety management (Kletz, 2009, 
2012). 

Researchers have been used various inherent safety evaluation 
methods to check the safety prospect of a design for a long time 
(Marchaterre et al., 1984, 1986; Tzanos et al., 1976; Waltar et al., 1985; 
Zobel, 1985). Established methods can be classified into six categories: 
consequence-based evaluation(Shariff and Zaini, 2010; Tugnoli et al., 
2007), parameter-based indexing procedures, graphical assessment, 
risk-based evaluation, evaluation based on both safety and environ-
mental prospects, and approaches based on optimization. In the 
consequence-based indexing approach, the potential of inherent safety is 
evaluated based on the estimated consequences for the system’s specific 
design. Examples of such works are Dow’s index (Murphy, 1995; AICHE, 
1998), Mond index (Tyler, 1985; Lewis, 1979), I2SI (Khan and Amyotte, 
2004), TORCAT (Shariff and Zaini, 2010), and the works of Etowa et al. 
(2002), Suardin (2006), Tugnoli et al. (2007), etc. Dow’s and Mond’s 
indexes have been used most widely in the industry for inherent safety 
evaluation. However, they are not usable in the early stage of process 
design, and the results are difficult to interpret (Rahman et al., 2005). 
These approaches cannot consider all aspects of inherently safer design, 
e.g., layout, the complex interaction, and require greater rigor, accu-
racy, and precision in quantifying the impact of safety measures on the 
values of hazard indices (Khan et al., 2001). The knowledge of I2SI can 
give the risk analyst confidence that the process is comparatively safer, 
considering the inherent safety perspective. The drawback of it is that it 
takes enormous effort and time to calculate all the steps. I2SI is not 
flexible enough when applied to different process design life cycles 
(Abedi and Shahriari, 2005). TORCAT can support the reduction of the 
severity of consequence by using inherent safety principles during the 
preliminary design stage. Modifying design is easy since TORCAT 
directly links process design simulation and the consequence model 
(Sharmin Sultana et al., 2020). 

In parameter-based indexing methods, researchers select parameters 
that are relevant for specific applications. The final evaluation is done 
based on the condition of the parameters. This type of indexing method 
provides a direct relationship between various parameters and the 
occurrence of an accident (Athar et al., 2019). Prototype inherent safety 
index (PIIS) (Edwards and Lawrence, 1995) is the first work of 
parameter-based indexing. Heikkilä (1999) presents a simple 
weight-based inherent safety index (ISI) consisting of two sub-indices for 
chemical and process. The chemical sub-index considers chemical 
reactivity, the heat of reaction, chemical interaction, flammability, 
explosiveness, toxicity, and corrosiveness. Inventory, temperature, 
pressure, equipment safety, and safe process structure are considered in 
the process subindex. In the expert system (iSafe) method developed by 
Palaniappan et al. (2002), process routes are ranked based on selected 
parameters, and a graphical approach is designed for analyzing reaction 
networks. PIIS, ISI, and iSafe treat chemicals as individual components, 
not as a mixture. They cannot reflect the contribution of different ele-
ments in the mix (Shariff et al., 2012). 

Leong and Shariff (2008) developed an inherent safety index module 
to determine the inherent safety level. The classification approach of 
Heikkilä (1999) is adopted for the ranking process. Based on the ob-
tained indices, streams with unfavorable inherent safety levels are 
identified. In the process route index (PRI) developed by Leong and 
Shariff (2009), the level of explosiveness is considered a quantitative 
measure of the inherent safety level for selecting the process route. The 
level of explosiveness depends on fluid density, pressure, combustibility, 
mass heating value, and flammability. PRI can prioritize the inherently 
safest option among several process routes producing the same products. 
It considers chemicals in the processing system as a mixture. Changes in 
temperature and pressure on upper and lower flammability limits are 
also considered. The process stream index (PSI) (Shariff et al., 2012) is 
developed to compare and prioritize the level of individual stream’s 
inherent safety level against overall streams. The method takes the 
particular parameter ratio for the selected stream against the simula-
tion’s average parameter values. 

The ratio of parameters includes the ratio of heating value, pressure, 
density, and flammability limit. Using PSI, designers can prioritize the 
streams based on explosion potential and quickly identify the critical 
streams for improvement to avoid or minimize explosion hazards. Athar 
et al. (2018) established a chemical reactor inherent safety index. The 
index consists of three sub-indices: chemical, process, and reaction. The 
chemical sub-score is comprised of the scores for autoignition temper-
ature, flammability, and explosiveness. The pressure and temperature of 
the process are considered in the process sub score. Three parameters are 
considered in the reaction sub-index — reaction parameter, reaction 
heat, and yield. A reaction parameter score is used to estimate the ten-
dency to get a runaway reaction in a chemical reaction. Parameter-based 
methods have been widely used due to the early design stage’s flexibility 
with less information available for process route selection (Srinivasan 
and Nhan, 2008). However, it has some shortcomings, such as subjective 
scaling and weighting factors. Parameters make a sudden jump in the 
score value at the sub-range boundaries, and it does not consider the 
interaction between different factors (Gupta and Edwards, 2003). 
Models are not flexible enough to incorporate additional available data. 
Parameters established for a specific type of industry may not be rele-
vant for another sector. The parameter index-based approach does not 
help the user fully understand the hazards evolved in each process route 
as it does not discuss the exact cause of hazards. 

Another problem is the dimensionality problem (Gupta and Edwards, 
2003). Adding parameters of different dimensions like temperature 
( C), pressure (atm), inventory (t), toxicity (ppm), and comparing the 
summed value may become unacceptable scientifically from the chem-
ical engineering point of view. Making the terms dimensionless and 
scoring parameters based on their hazard rating is time-consuming 
(Gupta and Edwards, 2003). It has been possible to overcome the 
shortcomings of the parameter-based indexing method, such as the 
dimensionality problem of adding parameters of different dimensions by 
applying graphical techniques as done in Gupta and Edwards’ work. The 
graphic technique uses root cause analysis of accidents and compares 
selected parameters for inherent safety assessment. Gupta and Edwards 
(2003) work on a graphical approach for root cause analysis and com-
parison of selected parameters for inherent safety assessment. Ahmad 
et al. (2013) presented a visual procedure in designing an inherently 
safer design for both grass-root and retrofit cases in the petrochemical 
industry without including subjective scaling and a sudden jump in the 
score value. Graphical procedure visualizes the effect of parameters such 
as temperature, pressure, heat of reaction, process inventory, flamma-
bility, explosiveness, toxicity, and reactivity in the system using 
graphical way. The flexibility in parameter selection and subjective 
scaling has been removed in this work. In Tugnoli et al. (2012), accident 
scenarios are developed for the system. Relevant parameters are iden-
tified, which gives flexibility in parameter selection and establishes the 
logical relationship of parameters with accidents. 

Index based on safety and environmental prospects consider 

S. Sultana and S. Haugen                                                                                                                                                                                                                     



Journal of Hazardous Materials 421 (2022) 126590

3

parameters that may impact health, safety, and environment (Hender-
shot, 1997). The inherent chemical process route index, proposed by 
Warnasooriya and Gunasekera (2017), considers potential toxicological 
impacts on the environment, the occupational health potential, and 
chemical process safety impact. The toxicological impact is selected as 
an environmental hazard. Chemical exposure due to fugitive emission is 
chosen as an occupational health hazard. Seven parameters are selected 
as chemical process safety impact, and subjective scaling is used for 
inherent safety evaluation. Seven parameters are inventory, chemical 
stability, temperature, pressure, flammability, and explosiveness. 
Inherent Benignness Indicator (Srinivasan and Nhan, 2008) is based on a 
multivariate approach using principal component analyses to compare 
process routes. Fifteen factors are considered related to health, safety, 
and environmental aspects. Various routes from health, safety, and 
environmental performances are also evaluated in Mimi Haryani and 
Wijayanuddin (2009). They considered flammability, explosiveness, 
toxic exposure, and reactivity for safety scoring. Material state, voli-
tivity, and chronic toxicity are considered for the health index. For the 
environmental index, they regarded atmospheric toxicity, aquatic 
toxicity, and terrestrial toxicity. 

Risk-based assessment techniques evaluate the risk inherent to a 
process owing to the chemical it uses and the process conditions (Eljack 
et al., 2019; Rathnayaka et al., 2014; Shariff and Leong, 2009a; Shariff 
and Zaini, 2013). However, the detailed procedures in finding proba-
bilistic data and consequence determination take time and resources. 
The use of risk control measures, i.e., in RISI (Rathnayaka et al., 2014), 
may divert attention to more additional measures than inherent safety 
measures. The multi-objective optimization approach is adopted to 
overcome the conflicting objectives, e.g., increasing safety considering 
the cost (Eini et al., 2015; Lee et al., 2019; Suardin, 2006; Sugiyama 
et al., 2008; Vázquez et al., 2018). 

The present paper establishes an inherent safety index for inherent 
safety evaluation at the chemical process’s route and concept selection 
stage. To find a logical relationship between the selected parameters and 
predicted accidents, a non-harmful, inherently safer system is imagined. 
Relevant characteristics of such a non-harmful system are sought. 
Possible parameters are set which may affect the system to deviate from 
the non-harmful situation. This approach gives flexibility in the model to 
apply in a different kind of industry. Other types of hazards may become 
dominant for different applications. Searching characteristics of a non- 
harmful, inherently safer system will give flexibility in searching rele-
vant parameters in IS evaluation model. Various scores are assigned 
based on the deviation of multiple parameters in the actual case from the 
non-harmful situation. Finding a deviation ratio removes the problem of 
dimensionality in determining the inherent safety index. Various pa-
rameters are also considered in the model, and penalty factors are 
assigned for various interactions. This consideration gives the logical 
reason that most of the accident occurs due to dangerous interaction of 
multiple parameters instead from the effect of a single parameter. 

The present research only considers hazards related to the hazardous 
chemicals and processes used in the chemical industry, and the indices 
are proposed based on the identified hazards. Other types of hazards, e. 
g., geological or biological, are not considered here but can be included 
when considering another kind of plant. Section 2 of the paper discusses 
earlier work on various inherent safety index methods. Section 3 de-
scribes the detailed procedure of the proposed method for determining 
the inherent system safety index. The application of the index in a case 
study is described in Section 4. The case study evaluates the inherent 
safety of various routes for methyl methacrylate production and de-
termines the best route. Section 5 presents the results obtained by 
applying the present method and compares them with previous works. 
This section also discusses the benefits and drawbacks of the present 
method. Section 6 presents a conclusion and describes possible future 
outcomes for extending the method. 

2. Development of ISSI 

2.1. Inherent risk and hazard factors 

The establishment of the ISSI is based on the concept of inherent risk 
and hazard factors. The inherent safety characteristics are determined 
based on the system’s possible hazards and risk factors. Hazard is the 
existence of factors that has the potential to cause harm to people, 
environment, or asset. Hazard factors are the properties, conditions, or 
causes that may cause harm. Hazard factors can be of two types: trig-
gering hazard factors and impacting hazard factors. Triggering hazard 
factors are those factors which can directly contribute to a hazardous 
event. The presence of motion implies kinetic energy that can cause a 
hazardous event. Motion is, therefore, a triggering inherent hazard 
factor. Impacting hazard factors do not contribute to creating a haz-
ardous event directly but affect the severity or probability of a hazardous 
event indirectly. The object’s geometry affects the amount of kinetic 
energy and affects the related hazardous event’s severity. 

An inherent risk factor is the quantitative expression of the two types 
of hazard factors, triggering inherent hazards factors and impacting 
inherent hazard factors. Triggering inherent risk factors contribute to 
creating a hazardous event directly. In contrast, impacting inherent risk 
factors do not contribute to creating a hazardous event directly but may 
affect triggering inherent hazard factors or risk level in the system, thus 
changing the probability or severity of the hazardous event. The 
conceptualization of inherent risk factors assumes that the risk level (in 
terms of a quantitative measure) can be controlled by changing/ man-
aging/ controlling the inherent risk factors.(Fig. 1). 

2.2. Inherently safer system and real system 

Fig. 2 shows an imaginary non-harmful, inherently safer system and 
a real system. An inherently safer system consists of four criteria — safe 
inflow, safe production, invulnerable, and simple. Design engineers al-
ways try to achieve these criteria as much as they can. Details of these 
four criteria are described in the next section. 

2.3. Characteristics of an inherently safer system 

Various types of risk factors evolved from various triggering and 
impacting hazard factors in the industry. Risk factors can be harmful 
physical or chemical properties of the material, for example, flamma-
bility, chemical instability, harmful reaction chemistry, harmful emis-
sion, or complexity. Complexity-related risk factors can be congestion, 
incomprehensibility. Moreover, the interaction of these various types of 
risk factors creates additional risks. The system should have such char-
acteristics built-in to avoid all these risk factors or reduce these as little 
as possible to make an inherently safer system. The present method tries 
to identify the characteristics of a chemical process to avoid potential 
risk factors in the chemical process system. Various risk factors are 
identified from various earlier literature (Barbour et al., 1998; Brock, 
1986; Greenberg et al., 1991; Keller and Associates, 2013; OSHA, 1983). 
The Present method tries to identify required inherent safety charac-
teristics from system engineering concepts. After analyzing the inherent 
risk factors of a chemical process system, the authors determined that a 
chemical process system should have four characteristics to make an 
inherently safer system. The characteristics are safe inflow to the system, 
safe production in the system, less vulnerability, simplicity. The criteria 
are described in the following and summarized in Table 1. 

2.3.1. Safe inflow to the system 
To ensure safe material inflow, we need to select such raw material 

that is less hazardous. Inflow does not mean only the raw material of a 
reaction but refers to any material used for the whole system. So, inflow 
to the reactor system or any mechanical production system should be 
considered. If a process uses less hazardous material storage, the 
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probability of leak or emission of hazardous material or the severity of 
the unwanted incident’s consequence will be lower. Material’s physical 
and chemical properties determine whether it will be hazardous or not. 
Physical properties are quantity, mass viscosity, toxicity, corrosivity. 
Flammability, instability, explosiveness, etc., are chemical properties 
(Brar, 2011). High energy consumption will create demand for a high 
level of electricity or other forms of energy. Since control of high energy 
will be difficult and hazardous (Klugmann-Radziemska, 2014), low en-
ergy consumption is an inherent safety characteristic. Energy re-
quirements by the process and by individual pieces of equipment should 
be considered. Equipment with high efficiency will demand less energy, 
fuel, and material consumption. So if the equipment uses any hazardous 
material, high-efficiency equipment will consume less hazardous ma-
terial in the long run (Clinton, 1994). 

2.3.2. Safe production in the system 
To ensure safe production in the system, we need to provide safer 

intermediate products and by-products and safer energy production. We 
need to select a reaction that does not produce any hazardous material 
or produces a meager amount of hazardous material as intermediate 
material or by-product. A machine that is crushing solids may create lots 
of dust material which is not desirable. Whether a product or interme-
diate material will be hazardous or not is determined by its properties, as 
have mentioned in Section 2.3.1. Dangerous energy evolution is the 
most common hazard in any industry. A reaction with a high heat of 
reaction needs extra control equipment to prevent other equipment and 
human from damage due to high heat (Crowl and Elwell, 2004). We 
have to select a process and reaction that produces less energy and has 
lower heat of reaction. If a process creates a higher amount of waste, it 
needs more control equipment to disburse the trash (Cheremisinoff and 
Cheremisinoff, 1995). Similarly, a process producing a higher amount of 
emission will need many redundant processes or equipment, which will 
increase the process risk (Xue et al., 2017). The amount of waste pro-
duction and amount of emission is two inherent safety parameters that 
need to be considered in design selection. 

Fig. 1. Relationship between inherent hazard factors, risk factors, and hazardous event.  

Fig. 2. Deviation from a non-harmful inherently safer system to the actual system.  

Table 1 
Overview characteristics, condition, and parameters of an inherently safer 
system.  

Characteristics of the 
inherently safer 
system 

Conditions related to 
the inherent safety 

Inherent safety parameters  

1. Safe inflow to the 
system 

Safer material inflow Chemical, physical, and 
external properties of the 
material (Flammability, 
chemical instability, 
corrosivity, viscosity, phase, 
quantity, or mass)  

Less energy 
consumption by the 
process and equipment 

Energy consumptions by the 
process 
Energy consumption of the 
equipment  

Higher efficiency of the 
processes or equipment 

Efficiency of equipment  

2. Safe production of 
the system 

Safer intermediate 
product or by-product 

Chemical, physical, and 
external properties of the by- 
product and intermediate 
products  

Safer energy production Heat of reaction  
Less production of 
waste material 

Amount of waste material  

Less production of 
emission 

Amount of greenhouse gas 
emission 
Amount in the form of CO2, CO, 
steam, SO2, etc.  

3. Simple Simpler processes and 
individual components 
and procedures 

Process complexity parameters  

4. Non-vulnerable Safer process Presence of unique hazardous 
process  

Compatible Hazardous interaction between 
various parameters  

Safer process condition Extreme hazardous condition  
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2.3.3. Simple 
This characteristic is applicable both at the components level and 

facility level. The characteristics include avoiding complexities of 
product, equipment, or information loading, simplifying the design by 
reducing operation steps, connections, congestion, and user-friendly 
processes. Some issues are thought to increase the complexity of a 
chemical process system. Examples of such matters are number of inputs 
and output streams, mixing steps, stages, critical changes in a route, 
changes of condition, state of process materials in the stream, the crit-
icality of operations, number of equipment, type of equipment, number 
of unstable intermediates in a route (Song et al., 2018). 

2.3.4. Less vulnerable 
Vulnerability in a process system is created by the presence of a 

particular chemical process or extremeness of any hazardous properties 
of material or process. Vulnerability can also be created by the in-
compatibility of various process or system conditions evolved from the 
system’s activity. Such incompatibility should be adequately identified. 
This inclusion is an essential condition as it is seen that despite having 
safer inflow in the system or relatively safer production in the system, 
these incompatibilities or conditions may increase the risk of a system to 
a large extent. There can evolve many such incompatibilities in a 
chemical process. The present research tries to identify some critical 
conditions possible to consider at the conceptual design stage. Condi-
tions are as below:  

• Presence of any unique hazardous process or chemical interaction; 
such as oxidation, hydrogenation, alkylation, etc. (Abedi and Shah-
riari, 2005)  

• Incompatibility includes the presence of two hazardous conditions at 
the same time, such as highly toxic material at high pressure, highly 
toxic material with high vaporization, Highly volatile material at 
high pressure and temperature, etc. (Pohanish, 2017)  

• The extremeness of any hazardous properties of the material or 
process, e.g., presence of highly flammable or toxic material in the 
system (Abedi and Shahriari, 2005) 

2.4. Determination of ISSI 

The ISSI comprises four subindexes: the inflow safety index, pro-
duction safety index, complexity sub-index, and vulnerability sub-index. 

ISSI = IFSSI+PSSI+CSI+VSI (i)  

Where IFSSI is the inflow safety subindex, PSSI is the production safety 
subindex, CSI is the complexity subindex, VSI is the vulnerability sub-
index.(i). 

2.4.1. Inflow safety subindex (IFSSI) 
For a chemical process, inflow safety refers to the safety of material 

that the system is taking per day or per hour. Along with the flow rate of 
material per hour or per day, storage inventory is also important. In the 
present method, inflow risk determines a property’s deviation from a 
non-harmful situation. The inflow safety subindex is given as, 

IFSSI = DevIM + DevECpr + DevEQ (ii)  

Where, DevIM is the deviation due to materials used in the inlet. DevECpr is 
the deviation due to the energy consumption of the process. DevEQ is the 
deviation due to the energy consumption of the equipment. In the pre-
sent paper, five material properties are considered to be most important 
for a chemical process. They are flammability, chemical instability, 
corrosiveness, toxicity, and quantity. There can be many other hazard-
ous material properties. However, these properties can give quite a good 
indication of material safety (NFPA, 2017). Toxicity indicates a health 
hazard. Flammability and instability refer to chemical hazard which 
may become dangerous at high temperature and pressure. Corrosion is 

chosen as many minor- and large-scale accidents arise due to industrial 
corrosion in a chemical process. 

DevIM =

∑m

i=1

( (
Devfli + DevCIi + Devcori + Devtoxi

)/
4
)
DevQi

m
(iii)  

Here, Devfli is the deviation due to flammability of material’ i′ in a 
process, DevCIi is deviation due to chemical instability of material’ i′ in 
a process, Devcori is deviation due to corrosiveness of material’ i′ a pro-
cess, Dev(TX)i is deviation due to toxicity of material’ i′ in a process, 
DevQi is deviation due to the quantity of material’ i′. m is the total 
number of materials in the inlet. Values of properties are determined, 
considering each component as individual components. The following 
equation should be used to evaluate the property of a mixture: 

M =
∑

yiMi (v)  

Where Mi is the property of individual component i, yi is the mole 
percentage of a component in a stream (Perrot, 1998). DevEQ is 
determined by the following equation: 

DevEQ =
DevECeq .Deveff eq

N
(iv) 

ECeq is energy consumption by individual equipment, eff eq is the ef-
ficiency of individual equipment. 

2.4.1.1. Determination of energy consumption of process. The following 
energy balance equation can be used to determine the energy require-
ment of a steady-state process: 
⎧
⎨

⎩
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⎫
⎬

⎭
−

⎧
⎨

⎩

Energy output
with

output streams

⎫
⎬

⎭
+

⎧
⎨

⎩

Energy
generation

within streams

⎫
⎬

⎭

±

⎧
⎨

⎩

Energy
leaving or

added to system

⎫
⎬

⎭

= 0 (vi) 

Mathematically, 

( − ∆HTr ) +
∑

i
ni(HT − HTr )i =

∑

j
nj(HT − HTr )j + Qloss + Qrec (vii) 

Where ni and nj denote the number of reactants i and products j, 
respectively. (− ∆HTr ) represents the total reaction enthalpy occurring in 
the system at the reference temperature (Tr) (Sohn and Olivas-Martinez, 
2014). For an exothermic reaction, this term is positive (i.e., energy 
input to the system). For overall endothermic reactions, it is negative. 
(HT − HTr )i is the addition of energy to the system in the form of the 
sensible heat of the reactants. (HT − HTr )j represents the energy removed 
from the system as sensible heat in the products. Qloss is heat removed 
from the system to surroundings. Qrec is the recoverable heat from the 
process. The energy requirement is found from the following equation 
(Sohn and Olivas-Martinez, 2014): 

Energy requirement = ( − ∆HTr )+
∑

j
nj(HT − HTr )j +Qloss (viii) 

A chemical reaction’s enthalpy change that occurs at constant pres-
sure is called the heat of reaction. Standard enthalpy of reaction is 
calculated using standard enthalpy of formation of both reactants and 
products by using the below formula (Petrucci et al., 2010): 

( − ∆HTr ) =
∑

ϑp∆Hf (products) −
∑

ϑr∆Hf(reactants) (ix)  

Where, ϑp is the stoichiometric coefficient of the product from the 
balanced reaction, ϑr is the stoichiometric coefficient of the reactants 
from the balanced reaction, ∆Hf is the enthalpy of formation for the 

S. Sultana and S. Haugen                                                                                                                                                                                                                     



Journal of Hazardous Materials 421 (2022) 126590

6

reactants or products in kJ/mol at the reaction temperature. 
For a component which is solid at 25 ◦C, if the reaction temperature 

is above its boiling point, change of enthalpy is calculated by the 
following equation (Perrot, 1998): 

∆Hf =

∫Tm

298

CpdT + ∆Hfus +

∫Tb

Tm

CpdT +∆Hvap +

∫Tr

Tb

CpdT (x)  

Cp(T) = A+BT +CT2 +DT3 +ET4 (xi)  

Where Tm is the melting point of a material, ◦C, Tb is the boiling point of 
the material, ◦C, Tr is reaction temperature, ◦C, ∆Hfus is the heat of 
fusion of material in kJ/mol, ∆Hvap is the heat of vaporization of ma-
terial in kJ/mol, Cp is heat capacity in j/mol.K, a function of tempera-
ture, A, B, C, D, E are experimentally determined constants of a 
particular material and in a specific temperature range. 

2.4.2. Production safety subindex (PSSI) 
The following equation determines the production safety sub-index, 

PSSI =
∑n

j=1
DevPMj + DevHRj + Devwj + Devemj (xii)  

DevPM =

∑m

i=1

( (
Devfli + DevCIi + Devcori + Devtoxi

)/
4
)
DevQi

m
(xiii)  

Here, DevPM is a deviation due to material properties used in the process 
j. DevHRj is deviation due to heat of reaction evolved in process j, Devemj is 
deviation due to emission in the form of steam, vapor in process j, Devwj 

is deviation due to the amount of waste material in process j. Deviations 
of material properties of chemicals are determined due to their four 
properties and inventory, as discussed in the earlier section. The flow 
rate is considered here to find the deviation of inventory. Feed and 
product rate for route steps are calculated using stochiometric factors, 
molecular weights of the chemicals present, and reaction step yields. 
The feed flow rate is calculated using the formula: Mass of reactant 
= Mass of desired product out /yield of reaction (Lawrence, 1996). 

FA =
FP ∗ ϑA ∗MWA

ϑp ∗ yr
(xiv)  

Here, FA is flowrate of a feed material A. FP is the flowrate of product P. ϑA 
is stoichiometric coefficient of material A, found from the material balance 
equation. ϑp stoichiometric coefficient of product P. MWA is the molecular 
weight of feed A. 

2.4.2.1. Determination of deviation of waste material. Previously there 
have been many kinds of research on the ranking of industries by their 
effluent in general (Ahmad et al., 2020; Pennington and Bare, 2001) or 
as a part of the inherently safer design (French et al., 1995, 1996; 
Mansfield et al., 1997). In the present method, to simplify the calcula-
tion, effluent ranking is done from the following equation: 

Devwj =
∑n

i=1
qiDSi (xv)  

Where, qi is the quantity of chemical i in the effluent stream, n = total 
number of chemicals in the effluent stream, DSi is the score of chemical 
i, in effluent stream, DSi of a chemical is determined based on its waste 
code which considers the following four properties: ignitable, corrosive, 
reactive, toxic (Baker et al., 1992; Rosenfeld and Feng, 2011). Deviation 
due to these four properties is determined using relevant tables and is 
averaged. 

2.4.2.2. Determination of vapor emission. The amount of flammable 

vapor that will be produced immediately from a liquid at a temperature 
above its atmospheric boiling point can be calculated by the following 
equation (King, 2016): 

Qv =
2QLCP(T1 − T2)

Hv
(xvi)  

Where, Qv = mass of flammable vapour released (kg), QL = mass of 
liquid (kg), Cp = specific heat at (T1 + T2)/2 of liquid (kJ/kg.◦C), T1 
= liquid temperature (◦C), T2 = atmospheric boiling point of liquid (◦C), 
Hv = heat of vaporisation of liquid at T2 (kJ/kg). 

2.4.3. Complexity subindex (CSI) 
One of the critical principles of inherent safety design is process 

simplification. If process configuration becomes complex, operators’ 
and maintenance crews’ control and prevention of errors also become 
more complex. The complexity of a process is ranked by selecting pa-
rameters that affect the control requirement of the process. This paper 
adopts the method proposed by Song et al. (2018) with several modi-
fications to rank complexity. In the present method, the modified 
complexity index considers equipment complexity, the number of 
stages, the difficulty of processes, and the parameters specified by Song 
et al. (2018). 

Parameters for process complexity considered fourteen parameters. 
Parameters are the total number of input streams, total number of the 
output stream, number of changes of condition, number of mixing steps, 
the total number of changes in the state of process materials, the total 
number of Flashing liquid, the total number of flashing inventory at 
ambient, number of time-critical operations, number of sequence- 
critical operation, number of critical changes of operations, equipment 
ranking, number of recycling of the process, number of stages, number 
of unstable intermediates. Number of the input stream, output stream, 
number of changes, mixing steps, changes in the state- this information 
can be obtained from the process flow diagram and the process 
description of each route. For equipment ranking following procedure is 
followed. 

2.4.3.1. Ranking of equipment. This classification of equipment is done 
based on their hazard rating without considering their failure rate. 
Furnaces and flares are considered most hazardous as they are the most 
common ignition sources for any leaks (Instone, 1989; Planas-Cuchi 
et al., 1997) and more hazardous than reactors (AIChE and Dow, 
1987). Compressors, high-pressure storage tanks are considered very 
unsafe as they contain moving parts (Marshall, 1987), they are subject to 
vibration, can release flammable gas in a case of failure (Heikkilä, 
1999). Process drums, towers, heat exchangers, pumps containing 
flammable liquid are lower scores as they give lower loss statistics 
(Heikkilä, 1999; Instone, 1989; Mahoney, 1990). The safest equipment 
is equipment handling nontoxic and non-flammable material. Reactors 
pump above autoignition are more hazardous than process drum. A 
high-hazard reactor is more hazardous than a typical reactor (Heikkilä, 
1999). (Table 2). 

Table 2 
Score for various types of equipment.  

Equipment items Hazard rating Score 

Equipment handling non-flammable and nontoxic 
material 

Safest 0 

Heat exchangers, pumps, towers, drums, 
atmospheric storage tank 

Less hazardous 3 

Air coolers, reactors, high hazard pumps Moderately 
hazardous 

5 

Cooling tower, compressors, high hazard reactors, 
high-pressure tank, refrigerated storage tanks 

Highly hazardous 7 

Boilers, Furnaces, fired heaters, flares Most hazardous ( 
Instone, 1989) 

10  
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2.4.4. Vulnerability subindex (VSI) 
Chemical process systems may become vulnerable due to particular 

processes, the interaction of parameters, or extreme values of any spe-
cific parameters (Lawrence, 1996). Because in addition to stepwise de-
viation in risk level, extremism or interaction may vastly increase the 
risk level. Highly flammable or highly toxic material needs extra pre-
caution and regular safety structure (Kletz, 1995; Lawrence, 1996). 
Yield is not a sensitive factor in system risk level. However, lower yield 
may lead to large recycles and large separation sections. Additional 
scores are assigned to consider these risk level changes, which are 
termed penalties. Vulnerability sub-index, VSI =

∑
penalties. To assign 

penalty, a vulnerability scale is created (shown in Fig. 3), which is based 
on additional risk increment due to presence vulnerability factors. Risk 
increment can be increase in the probability of accident or increase in 
the severity of consequence if mishap happens. 

Penalty and interpretation:  

• 5: Very high-risk increment - the possibility of catastrophe if not 
controlled properly  

• 4: High-risk increment - the potential of significant consequence if 
cannot be controlled  

• 3: Elevated risk - need special attention to avoid mishap  
• 2: Moderate risk increment - can be controlled with particular 

attention  
• 1: Low-risk increment - can be controlled with ease 

Following types of penalties are identified due to:  

I. Special processes, which are especially vulnerable, need special 
control features, such as oxygen, hydrogenation, vice versa 

Various penalty factors are assigned for unique processes as 
they need special control features. Examples of special operations 
are hydro-generation, hydrolysis, isomerization, and alkylations. 
They require special attention to handle the process (Heinemann, 
1979). Processes that have a high toxic effect that is very harmful 
to the living creatures, such as halogenation (Safe, 1982), are 
given a score of 10. Moderately exothermic processes, such as 
alkylation, esterification (King, 2016), are assigned a penalty of 
5. Mildly exothermic processes, e.g., hydrogenation, isomeriza-
tion (King, 2016), are given a penalty of three.  

II. Chemical interaction 
Here, chemical interaction considers the unwanted reactions of 

process substances or the formation of intermediate products in 
the plant. They are also considered to introduce additional risk in 
the plant-based on reaction or intermediate products. Penalties 
for chemical interaction are assigned based on the EPA matrix 
(Hatayama, 1980) and hazard classification of chemical interac-
tion (Heikkilä, 1999). The formation of highly toxic or flammable 
gas is given the highest penalty as they may cause the most 
hazardous accident, fire, and explosion. Formation of harmless, 
non-flammable gas is less harmful than other categories, hence 
given a penalty 1.  

III. Interaction between various parameters that increases the risk 
level of a system 

Penalty factors for interaction are determined based on 
possible interactions among various factors in the system. The 
risk level cannot be determined by simply summing up the risk 
score of parameters individually. If this was the case, we were 

lucky enough not to have a massive accident. In reality, the 
interaction between factors plays a significant role in the deter-
mination of risk level. Due to the interaction of various parame-
ters, aggregated risk of a system may become huge, and accidents 
occur with high severity in that case (Lawrence, 1996). For 
example, among chemical properties, flammability, toxicity, and 
explosion are not internally correlated. Whereas for phase 
change, the value of these properties changes. The state of ma-
terial plays a vital role in increasing risk due to these properties. 
In the presence of these properties, external properties such as 
quantity play significant value in the system. For a reaction, en-
ergy risk is controlled by the heat of the reaction. For lower yield 
and low reaction rate, residence time will be higher, and the 
system will be more exposed to high heat. Process parameters 
follow a similar trend in risk increment. If pressure increases, 
temperature also increases while the flow rate decreases. So, all 
the risk scores increase simultaneously. If the heat of the reaction 
increases, the temperature will increase in the system, thereby 
increasing the risk. 

Any material which has hazardous intrinsic properties need 
special equipment and structure. Equipment or facility becomes 
unsafe if it handles hazardous material instead of a relatively 
safer material like water. A combination of chemical properties of 
material and energy sources is very hazardous. A small amount of 
energy source may create a severe accident in the presence of 
high chemical properties of the material’s material and external 
physical properties. Flammability, chemical instability; these is-
sues are dependent on temperature and pressure. If a system runs 
at a temperature in the material’s flammability limit, care should 
reduce the interaction risk. Different scale of penalties is assigned 
based on assumed risk contribution in the system. Various types 
of interaction can be toxic material at high pressure with the 
possibility of flash off, high temperature with the possibility of 
flash off, and vice versa. Penalties are assigned based on the 
qualitative assessment of hazards from accident databases and 
case studies (Lawrence, 1996; Macdonald, 2004; Mannan and 
Lees, 2012; Stephanopoulos, 1984). If process temp is above a 
material’s autoignition temp, it is most hazardous; hence the 
penalty score is 5. Process temp above flash point is less 
dangerous than earlier, therefore scored as 3.  

IV. The extreme value of any specific parameter that increases the 
risk level of a system to a large extent 

Extreme conditions of parameters include high flammability, high 
toxicity, high chemical instability, and vice versa. The extreme value of 
these parameters can increase the risk level to a vast amount. Penalty 
factors are assigned for extreme values of these parameters to consider 
the additional increase of risk level. Penalty score one per material is 
given when the deviation of the parameter is above 6. Operating tem-
perature going above autoignition temp or boiling temp or flash point 
temp. Three types of penalty factors are assigned based on these three 
conditions. For lower yield, residence time will be higher; penalties are 
set for lower yields. 

2.5. Determination of deviation from the imaginary non-harmful situation 

The inherently safer design potential is determined by estimating the 
system’s deviation of various parameters from the imaginary non- 

Fig. 3. Penalty score for vulnerability.  
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harmful situation. The deviation of each parameter is selected from 
predicted tables of deviations. Different deviational scores are given for 
multiple conditions. A minimum deviation is assigned as zero, and the 
highest deviation is set as 10. Various deviation scores are assigned 
according to their possibility of harm. For example, when giving a de-
viation score for the material property, flammability, zero is set for non- 
flammable material. Ten is assigned for highly flammable materials with 
a flashpoint below 0 ◦C. In the heat of reaction, a score of one is given for 
a neutrally thermal reaction, and a score of ten is assigned for a highly 
exothermic reaction, of which heat of reaction is more than 3000 kJ/kg. 
Various types of process equipment are also scored. Equipment handling 
non-flammable material is scored as 1, while fired heaters and flares are 
10 (Instone, 1989; Planas-Cuchi et al., 1997). The deviation table for 
flammability is presented in Table 3. Deviational tables for other prop-
erties are shown in the Supporting Material. 

2.5.1. Flammability 
Flammability is how easily a material or a compound will burn or 

ignite, resulting in fire and combustion (ChemSafetyPro, 2021). The 
flammability of various materials is defined here by their flash point and 
boiling point. The flashpoint and boiling point of the mixture is calcu-
lated in the process simulator. The deviation score is assigned from the 
insight of GHS (global harmonization system) classification criteria (UN, 
2003) and NFPA rating of hazardous materials (NFPA, 2017). 

Other assumptions are as following: 

• Materials, which has a flashpoint below 0 ◦C rapidly vaporize at at-
mospheric pressure and average temperatures, readily disperse in the 
air, and burn readily, are very flammable and most hazardous  

• Liquid and solid, which has a flashpoint below 23 ◦C and initial 
boiling point below 35 ◦C, can easily ignite under normal tempera-
ture conditions, easily flammable, and secondly hazardous  

• Materials, which has flashpoint which has below 23 ◦C and an initial 
boiling point above 35 ◦C, can ignite under normal temperature 
conditions, are less hazardous than the earlier category  

• Materials which has a flash point above 23 ◦C and below 60 ◦C need 
to be lightly heated or to relatively high ambient temperatures to 
ignite them and are less flammable  

• Materials which has a flash point above 60 ◦C and below 90 ◦C must 
be preheated before they ignite, are termed combustible  

• Material with a flash point above 93 degrees Celsius is not be 
regarded as a flammable liquid or a hazardous chemical according to 
GHS classification criteria; hence here, the deviation is very close to 
the safest material  

• Materials that do not burn are the safest in terms of flammability, 
such as water 

2.6. Execution of procedures 

Fig. 4 shows the work steps to determine the ISSI. It starts with the 
identification of the inherent safety characteristics of a relevant system. 

At first, the inherent safety characteristic of a related system is identified 
for a non-harmful situation. Relevant parameters related to each char-
acteristic are identified. The next task is to determine the values of each 
parameter in a non-harmful situation and an actual situation. The de-
viation of each parameter in an existing system is determined by finding 
its deviation from a non-harmful state. In addition to the deviation, 
various complexity factors are identified and scored. Various penalty 
factors are assigned after the evaluation of various interactions of pa-
rameters in the system. The overall index is calculated by using the 
equations earlier. 

Fig. 5 shows the procedure of determining ISSI when comparing 
various design alternatives. Various alternatives are thought of at the 
beginning of the analysis. One needs to find inflow risk, production risk, 
complexity, and vulnerability index for each design alternative consid-
ering all process streams. Chemical properties and physical properties of 
material and reaction are collected from the chemical database. Energy 
consumption of equipment can be collected from the vendors. The 
streams involved in an alternative are distinguished to avoid repetitions 
of calculation. For each stream, material properties in the inlet stream 
and energy consumption by individual equipment are evaluated. Devi-
ation due to each property is determined using deviation tables pre-
sented in Supplementary Material, and the inflow safety index is 
calculated using Eq. (ii). Properties of each material in the outlet stream 
of each equipment, emission, and amount of waste are evaluated. Pro-
duction safety subindex is calculated using equation (xii). In the next 
step, various complexity factors that increase the system’s complexity 
are sought, and the complexity subindex is calculated using factors 
described in Section 3.4.3. The vulnerability subindex is calculated from 
penalties due to various interactions present in the system. It is checked 
whether all the stream in a route is evaluated. When ISSI is calculated for 
an alternative, the analyst goes for another alternative and repeats the 
same process. Evaluation of all the alternatives indicates the complete-
ness of the analysis. 

3. Case study 

3.1. Development of alternative routes 

The present case study assesses various routes of the production 
process of Methyl Methacrylate (MMA). The assessed routes are the 
production of MMA by using Acetone Cyanohydrin (ACH); Ethylene via 

Table 3 
Various types of flammable material and related deviational score.  

Flammability Deviation 
score 

Non-flammable 0 
Less combustible (Flashpoint above 93 ◦C) 2 
Combustible (Flashpoint at or above 60 ◦C, but below 93 ◦C) 3 
Less flammable (flashpoint at or above 38 ◦C but below 60 ◦C) 5 
Moderately flammable (flashpoint at or above 23 ◦C but below 

38 ◦C) 
6 

Flammable (flash point below 23 ◦C and the boiling point at or 
above 38 ◦C) 

7 

Easily flammable (flash point below 23 ◦C and boiling point below 
38 ◦C) 

8 

Very flammable (flash point below 0 ◦C) 10  

Fig. 4. Work steps to determine the ISSI.  
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Fig. 5. Proposed framework for evaluating ISSI.  
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Propionaldehyde (C2/PA); Ethylene via Methyl-Propionate (C2/MP); 
Propylene (C3); Tertiary butyl alcohol (TBA), and Isobutene (iC4). Due 
to page limitation, ISSI calculation for only the ACH production route is 
shown here. An evaluation of ISSI for other routes is presented in the 
Supplementary Material. 

3.2. Calculation of the indices for the ACH route 

The acetone cyanohydrin process is the conventional process for 
MMA manufacture. Process flow of the route along with involved 
equipment and materials are identified in the process. The state of each 
parameter, reaction temperature, pressure, process changes, and any 
recycling is also investigated. Hydrogen cyanide is reacted with acetone 
to give acetone cyanohydrin (ACH). ACH is treated with sulfuric acid 
and heated to provide Methyl Acrylamide. The final step is the reaction 
of methyl acrylamide with methanol to produce MMA. The sulfuric acid 
is recovered from the Ammonium Bi-Sulphate by-product. A simplified 
process flow diagram is illustrated in Fig. 6. 

3.3. Calculation of inflow safety subindex 

Material flow in the storage and reactors is only considered to 
calculate the inflow safety subindex to simplify the calculation. First, it 
is identified which materials need to be stored. Materials that are sup-
plied continuously pose some risk in their pipeline transportation. 
Pipeline transportation risk is not considered in the present case. 
Methane, ammonia, oxygen, acetone, and H2SO4 are stored temporarily 
for the ACH route. The chemical and physical properties of each 
involved material are collected from the relevant database. These 
properties often vary with the change of pressure and temperature. Due 
to the simplicity of the calculation, constant values of material are 
assumed irrespective of pressure and temperature change. The deviation 
of each parameter from the non-harmful condition is determined from 
the predefined tables shown in the Supporting Material. Inflow safety 
subindex is calculated using equation (ii). Supplementary Material 
contains detailed calculation processes. Deviation of material properties 
of these chemicals is determined due to their material properties and 

inventory. Inventory is calculated by using the following equation: 

Storage inventory (kg) = 14 days ∗ daily flow rate (kg/day) (xvii) 

It is assumed that chemicals are stored for 14 days. Energy con-
sumption by individual equipment, the efficiency of equipment, energy 
consumption by the process, calculation of waste materials is not 
considered in the case study due to lack of sufficient data and 
information. 

3.4. Calculation of production safety subindex 

In the present case study, the material production of the reactor is 
considered only to calculate the production safety subindex. The liquid 
will vaporize both from the reactor and storage. Deviation for vapor 
formation and heat production is determined. The heat of reaction is 
calculated using equation (ix). The vapor release rate is calculated using 
Eq. (xvi). While calculating feed and product flow rate for each step, 
yearly output from the plant is assumed as 50,000 t/yr, and the average 
operating hour of the plant is considered as 7500 h/yr. The actual 
recycling stream and recycle rate are not known. For simplicity, the feed 
and recycle stream is assumed as the feed stream. The flowrate of feed is 
calculated using equation (xiv). 

3.5. Calculation of complexity and vulnerability subindex 

Complexity parameters are found out from the PFD diagram (Fig. 6). 
ACH route has ten input streams, seven output streams, and three mixing 
steps. Seven reactors, two separators, two purifiers, and five storage 
tanks are used in the route. Overall equipment ranking is found out by 
considering the ranking of each equipment and number of equipment. 
Other complexity parameters are also found out from PFD and the in-
formation database. To calculate the vulnerability index after investing 
presence of special processes like oxidation or hydrogenation are 
investigated. Interactions of various parameters are sought for reactor 
and storage. Four interactions are found for the reactor. They are toxic 
material at high pressure, high toxicity with the possible flash off, high 
pressure with the possible flash off, and high temperature. One 

Fig. 6. MMA production by ACH route (Song et al., 2018).  
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interaction is found in storage which is high toxicity with the possible 
flash off. Four extreme parameters are investigated for storage and the 
reactor. They are very high flammability, very high instability, high 
toxicity, very high corrosiveness. Finally, the penalty is assigned for 
process temperature greater than autoignition temp or boiling point or 
flashpoint. All the penalties are summed to get the value of the 
vulnerability subindex. 

3.6. Results 

The calculated sub-indices and overall index by the present method 
are presented in Table 4. 

4. Discussions 

ACH route is most inherently unsafe, which is logical as it has the 
most significant number of stages, equipment, and streams, which in-
creases its complexity and vulnerability. ACH route is worst considering 
its complexity and vulnerability, which is also apparent, as it has many 
unstable intermediates and many steps. C2-PA has the highest hazardous 
inflow to the route. 

4.1. Comparison with earlier works 

Various other researchers (Andraos, 2016; Anuradha et al., 2020; 
Gupta and Edwards, 2003; Mimi Haryani and Wijayanuddin, 2009; Song 
et al., 2018; Sugiyama et al., 2008) evaluated MMA production routes 
given inherent safety perspectives. The evaluation result is presented in  
Table 5. All of the methods show that TBA and iC4 are the most inher-
ently safest methods among all others. The result varies because of 
different perspectives and selecting various parameters for those per-
spectives’ s method. On a comparative analysis with PIIS, ISI, and iSafe, 
the authors evaluated the total index by adding scores for various pa-
rameters related to material and process. The complexity of the process 
and interaction of multiple parameters were not considered in those 
methods. Inherent benignness index uses principle component analysis 
to compare the routes. 

The green metric method considers material consumption, energy 
consumption, material, and environmental impact. Each consumption 
and effect are determined quantitatively, and overall ranking is done 
based on the quantitative result of the assessment. In PRI, parameters 
which affect explosion accidents are considered only. In the work of 
Song et al. (2018), parameters are added without considering the dif-
ference in magnitude of hazard, the complexity of the procedure, or 
expert opinion. Fuzzy logic is used for chemical properties, process data, 
and chemical accident databases. The index considers the type of reac-
tion and equipment parameter, process safety, complexity, operability, 

and the chemical characteristics index and sub-indexes process charac-
teristics. In the extended process route index (Athar et al., 2020), pa-
rameters for all equipment to reflect equipment characteristics are 
averaged for a process route compared with others. The Process Route 
Healthiness Index (PRHI) quantifies the health hazards that might arise 
from chemical processes. The PRHI is influenced by potential chemical 
releases and the concentration of airborne chemicals inhaled by workers 
that may impact their health. 

The present method falls under the fifth category of the inherent 
safety evaluation methods described in the introduction, which con-
siders health, safety, and environmental perspective. The method con-
siders the chemical properties of material like flammability, chemical 
instability, and corrosiveness. Essential environmental aspects, toxicity, 
type of waste materials, and quantity of waste material are also 
considered. It also considers energy consumption and emission. Inherent 
safety methods are often subjected to having the limitation of consid-
ering a limited set of aspects. While considering inherent safety pa-
rameters developed from inherent safety characteristics, various 
relevant factors that should be given focus based on the system’s type, 
nature, or location can be considered. This method considers materials 
as streams instead of individual material where it is relevant, unlike 
most hazardous material considered in other methods (Heikkilä, 1999). 
If only the most hazardous material is considered, the scope of oppor-
tunity to improve the design by substitution of hazardous materials 
becomes shorter. 

4.2. Improvement in the calculation process 

Adding parameters of different dimensions like temperature (◦C), 
pressure (atm), inventory (t), toxicity (ppm), and comparing the sum-
med value is unacceptable from the engineering point of view. Either we 
need to make the terms dimensionless or need the score parameters 
based on their hazard rating. Various deviation scores are assigned to 
parameters considering their hazard level to remove this dimensionality 
problem. Scored are assigned chiefly based on earlier guidelines (NFPA, 
2017). Rest are given based on the qualitative judgment of possible 
hazard scenarios. Many accidents occur due to the complexity of the 
process, as the crew members and operators cannot handle it. The lack of 
incomprehensibility of the system is considered by determining fourteen 

Table 4 
Determination of inherent system index (ISSI) and ranking by using the present 
method for various routes of MMA production.  

Inherent safety 
sub-Indices 

ACH 
route 

C2-PA 
route 

C2-MP 
route 

C3 
route 

TBA 
route 

iC4 
route 

Inflow safety 
sub index 
(IFSSI) 

73.38 68.42 60.15 71.52 63.75 70.63 

Production 
safety 
subindex 
(PSSI) 

93.22 112.25 106.00 69.88 58.25 65.25 

Complexity Sub 
index (CSI) 

8.33 5.27 6.47 5.80 4.00 4.47 

Vulnerability 
sub index 
(VSI) 

132.56 104 130.25 110.25 46.5 60.75 

ISSI index 307.48 289.93 302.86 257.45 172.50 201.09 
Ranking 6 4 5 3 1 2  

Table 5 
Ranking of various routes of Methyl Methacrylate production by different 
inherent safety assessment methods.  

Methods Ranking  

ACH 
route 

C2-PA 
route 

C2- 
MP 

route 

C3 
route 

TBA 
route 

iC4 
route 

Inherent safety 
performance index ( 
Song et al., 2018) 

5 3 4 6 1 2 

PIIS (Song et al., 2018) 6 3 5 4 2 1 
ISI (Song et al., 2018) 6 3 4 4 1 1 
iSafe (Song et al., 2018) 6 2 5 4 3 1 
Inherent benignness 

index (Srinivasan and 
Nhan, 2008) 

6 2 3 5 1 4 

Extended process route 
index (Athar et al., 
2020) 

– 3 4 – 1 2 

PRI (Athar et al., 2020) – 3 4 – 1 2 
Green matric (Andraos, 

2016) 
5 3 4 6 2 1 

SHE performance based 
(Mimi Haryani and 
Wijayanuddin, 2009) 

4 6 1 5 3 2 

Process route 
healthiness index ( 
Hassim and Edwards, 
2006) 

5 3 4 6 1 2  
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parameters related to it. Parameters consider the number of equipment, 
equipment complexity, the difficulty of the process, changes of state of 
the material, etc., which may induce additional risk. 

4.3. The implication in overall risk consideration 

Interaction of various parameters increases predetermined risk 
calculated at the design stage when the system is in operation, e.g., 
hazardous material in a reactor. Again, the extreme value of any 
parameter adds additional risk in the system, e.g., volatile material. The 
incapability to capture these interactions and considerations are often 
seen as the limitation of subjective scaling in parameter based indexing 
method (Gupta and Edwards, 2003). The reflection of vulnerability 
ensures that possible interactions between various risk factors are 
considered in the model. The selection of alternatives among many 
conflicting parameters is always challenging. This method can identify 
multiple, incompatible interactions of numerous parameters, which is 
crucial for any chemical process. Various penalties are assigned for 
temperature above autoignition temperature, boiling point temperature, 
or flashpoint temperature. Because the hazard of a subcooled liquid 
working at 350 ◦C is not the same as an overheated stream working at 
400 ◦C, the risk is reflected by this penalizing. The unjustified mea-
surement of the various parameters is balanced by assigning multiple 
penalties such as high pressure, high temperature, or high toxicity. 
Penalties are given due to high temperature and special vulnerable 
equipment. 

4.4. Analysis with a specific focus 

The subindices can be used individually if a focus in a particular 
section is needed, e.g., the production subindex can be calculated for 
various alternative designs to find the inherent safety perspective of a 
smaller portion of a plant such as a reactor. This method is flexible 
enough to analyze multiple systems, as it starts from identifying the 
inherent safety characteristics of the system and parameters related to 
those characteristics. This approach helps overcome the limitation of 
parameter-based indexing, which arises from selecting predefined fixed 
parameters that become invalid in case of system variation or significant 
modification of the system. This analysis will be helpful for the industry 
when designing a safer plant at the concept development stage. 

Consideration of vulnerability and complexity has considered many 
factors, making it easier for engineers to modify the process accordingly. 
Modification is a crucial inherent safety principle. Although in practical 
cases, the application of this principle becomes very challenging. The 
detailed analysis of the present method will modify the system, reducing 
the pressure where material toxicity is high. If the parameter modifi-
cation is not possible, the evaluated score will give design engineers 
caution in which factors should prioritize the detailed design stage. The 
method is easy to apply, not very time-consuming. 

4.5. Limitation in scope 

Although the present method reduces some of the limitations of 
earlier approaches, it still has some practical limitations. Hazards 
related to the chemical industry are only considered, and indices for-
mulas are proposed based on that. There can be many other types of 
hazards, i.e., geological, biological depending on the application vari-
ability, which are not considered here. Material properties are affected 
by temperature and pressure. The value may also change due to other 
operations parameters in the system. A constant value of operating 
temperature is considered in the model. Considered operating temper-
ature is the maximum average temperature that is obtained from field 
data of a similar factory. Some parameters are excluded from the 
established subindex, e.g., the scale of recycling fuel gas used, etc., to 
keep the method more straightforward due to the limitation of the scope 
of work. Although it has considered many interactions in any chemical 

process, many other interactions are not considered, e.g., ambient vapor 
pressure vs. threshold limit value and threshold limit value change for 
phase change. Risk level change due to many conflicting interactions of 
parameters are not considered, e.g., with the increase of the boiling 
point, the volatility decreases, thereby reduces the risk level. Again, if 
operating temperature increases, the risk level due to dispersion also 
increase. These effects are not considered here. 

At the development process’s route choice stage, it is impossible to 
say where intermediate storage will be placed or how much will be 
needed. Decisions about intermediate storage are made at the detailed 
design stage when the process flowsheet is available. In any case, pro-
vision for intermediate storage goes counter to the principle of an 
inherently safer design. Therefore, for the index, intermediate storage is 
left out of the inventory estimation. The distinction between long-time 
stored and transient chemicals is not considered. Five properties of 
materials are considered hazardous properties. Many other properties 
are considered, e.g., viscosity. While considering the complexity of 
equipment, ranking is performed based on numbers and type of equip-
ment. The deviation score for various equipment is assigned based on 
their hazard rating in general, considering their type, type of material 
they handle, the maximum average temperature etc. Modern automated 
systems are equipped with many safety features. The features may 
reduce the complexity of the system, such as separate input/output 
module, devices with direct measurement possibility/failure on the 
specified state, simple graphical display, user-friendly human-machine 
interface, standard operating limit, enough margin in the alarm system, 
and distinguishable safety alarm from other alarms (Summers, 2018). 
Consideration of these features may give a different hazard rating from 
the established one here. The main focus in the present research is to 
identify parameters and their interaction that may affect risk level 
considerably at the concept development stage. Many aftereffects such 
as atmospheric stability and wind velocity on the leaked material’s 
dispersion are not considered. 

4.6. Possible future work 

The present model can be used at different stages of process design. 
When detailed data such as equipment sizing, auxiliary equipment, etc., 
are available in the detailed design stage, the inherent safety level can be 
checked. The tool can be modified to consider all the relevant parame-
ters. Other issues like layout, structural integrity are not included in the 
present model as it is developed focusing availability of parameters and 
data available at the concept development stage. The model can be 
modified to include these issues and to be used at later design stages. 
Future work can be done to increase the sophistication of the method 
and to remove the existing limitations. If the model can be linked with a 
process simulator, the processing options and safety evaluation can be 
accomplished simultaneously to detect unsafe conditions derived from 
changes in another unit. Future work should be directed toward 
applying the method in other chemical industries and other industrial 
applications. 

5. Conclusion 

A novel method to determine an inherent system safety index is 
presented in the paper. A case study is conducted to check the inherent 
safety perspective of various alternative Methyl Methacrylate produc-
tion routes. After evaluating ISSI for various routes of MMA production, 
TBA is the safest route found from the analysis per the present method. 
The result shows variation with similar earlier approaches like SHE 
performance-based evaluation, Benignness index. The difference in 
perspective, the procedure of assessment, and selected parameters in 
those approaches are the causes for the variation. 

Identification of the inherent safety characteristics of the system and 
identification of parameters related to those characteristics are the basis 
of the calculation of the present method. So, various types of systems can 
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be analyzed by using this single method. Evaluating inherent safety 
parameters derived from the inherent safety system’s characteristics 
makes it possible to further extend the method in other industrial ap-
plications in the future. Deviation scores are assigned for various pa-
rameters based on the hazard rating of each parameter. This approach 
removes dimensionality in calculating various subindices, which was a 
limitation of the earlier parameter-based indexing methods. Interactions 
between various process parameters relevant to the chemical process 
industry are considered. The present research considers the interaction 
between different process parameters pertinent to the chemical process 
industry. The risk level of a system increases at the operational stage due 
to the interaction of various parameters. Various interactions are 
considered as ’vulnerability’ parameters, and penalties are assigned for 
various vulnerabilities. Different complexity parameters are identified, 
which may decrease the comprehensibility of the system, thereby 
increasing the risk level, e.g., type of equipment, number of streams, etc. 
The approach will help the design engineers modify the process to make 
it inherently safer by identifying the specific factors more easily. How-
ever, these indices share general limitations, i.e., manual data extraction 
of process parameters. Hazards related to the chemical industry are only 
considered, and indices formulas are proposed based on that. Chemical 
instability is chosen to represent explosion and chemical reactivity 
hazards. Special cases like condensed phase runaway reactions are kept 
out of the scope of the present paper and can be included in the elabo-
ration of the method in the future. 

Various interactions and conflicting interactions are not considered. 
Future work can be done to increase the sophistication of the method. In 
the present work, the focus is given to technical issues only. Consider-
ation of cost can be work on also in the future. If the model can be linked 
with a process simulator, the processing options and safety evaluation 
can be accomplished simultaneously to detect unsafe conditions derived 
from changes in another unit. Future work should be directed toward 
applying the method in other chemical industries and other industrial 
applications. The technique can be extended to use at later stages of 
process design. Layout, structural integrity, sizing of equipment, and 
other issues can be included in the model by including relevant pa-
rameters to assess inherent safety in the later stages. 
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A B S T R A C T   

Safety barriers are used in the system to prevent unwanted events and accidents. Traditional approaches like fault tree or bow-tie method use linear accident models 
without considering complex interactions of failures of safety barriers. The present paper presents an extended FRAM model to identify required safety barriers and 
proposes a safety analysis method to predict the system’s safety. The initial step of the method is to identify the necessary main and auxiliary functions to achieve the 
system goal. The later step is to determine the necessary safety functions to execute the main functions to achieve the system goal and to resist variability in 
performing the main and related auxiliary functions. A simple mathematical model is proposed to assess system safety based on the performance of existing barriers. 
The method is described with the help of a case study, the LNG ship-to-ship transfer process. The paper compares the extended FRAM method with other methods 
such as Bow-tie, FRAM-STPA, and Bayesian network. Analysis shows that FRAM can qualitatively, quantitatively, and dynamically assess system safety. The most 
vital point of FRAM lies in its capability of effective qualitative evaluation, which considers coupling between functions and related aspects, can be presented 
graphically, and future actions can be taken accordingly.   

1. Introduction 

Safety barrier management is crucial in reducing or maintaining 
control of a facility’s process and system risk (Johansen and Rausand, 
2015). Hardware (e.g., relief valves) or human (e.g., permission pro-
cedures), or a combination of both (e.g., manually actuated ESD sys-
tem), can be used to create barriers. According to Petroleum Safety 
Authority Norway (PSA), the goal of barrier management is to develop 
and maintain barriers to the existing risk that can be managed by pre-
venting or limiting the consequences of an unwanted incident (PSA, 
2013). 

Accidents are not single failures but rather complex situations of 
deviation of performance of several entities (Leveson, 2004). An in-
crease in the dynamic complexity of the socio-technical system has made 
safety situations complicated. Accident scenarios for the presently used 
systems have become more challenging to describe. Examining potential 
scenarios and ways the system may behave rigorously is vital, ensuring 
that accident scenarios can be controlled and describing the scenario as 
realistically as possible. It is necessary to know the details of the acci-
dent’s causes. 

Most accidents in recent years are outcomes or the interaction of 
multiple aspects (e.g., technical, human, or organizational) present in 
socio-technical systems (Sawaragi, 2020). Traditional safety engineer-
ing approaches such as fault tree analysis, event tree analysis, failure 

mode and effect analysis cannot explain how multiple causes can lead to 
an accident (Thomas IV, 2013). Various system-based hazard analysis 
techniques have been developed to identify safety requirements in detail 
for complex socio-technical systems for solving the issue. Based on 
system-based accident modeling, proactive risk management strategies 
are developed, and the system is modified to prevent an accident (Ras-
mussen and Suedung, 2000). 

In the conventional barrier approach, barrier performance is 
assumed constant, and risks are measured based on the static value 
(Zuijderduijn, 2000). In the ARAMIS (accidental risk assessment meth-
odology for industries) EU project, coordinated by INERIS (French na-
tional institute for industrial environment and risks), bow-ties diagrams 
are used to identify significant accidents and check the sufficient safety 
functions. Each barrier’s performance is evaluated based on response 
time, efficiency, and confidence level (Dianous and Fievez, 2006). The 
limitation of the bow-tie model is that it assumes accidents as a linear 
chain of events, which is not applicable when multiple causes are linked 
in complex ways. Another limitation of bow-ties is that barriers are not 
presented in a time or process following manner (Aust and Pons, 2020). 
Several works have been executed to overcome the limitation of the 
bow-tie. One such work is the work of Khakzad et al. (2013). They 
mapped the bow-tie model into the Bayesian network. 

In the work of Bensaci et al. (2020), bow-tie and STPA (System 
Theoric Process Analysis) are applied together for detailed hazard 
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identification and evaluation of risk scenarios. STPA is based on the 
STAMP (System Theoric Accident Model and Processes) accident model 
for dealing safety in complex socio-technical systems (Leveson, 2011). In 
STAMP, the system is decomposed into components into controllers and 
controller targets. STAMP contains input, output function, control, and 
human and functional behavior. Pre-condition, resources, and time el-
ements are absent in STAMP (Qiao et al., 2019). STPA establishes a 
control structure and identifies potential unsafe control actions and their 
causes. It can extract various hazardous events caused by system in-
teractions. The analysis is suitable for the automated system due to its 
control structures. It is a purely qualitative method. 

The barrier performance degradation rate is dynamic and needs 
continual monitoring and processing of real-time data (Paltrinieri et al., 
2015). Dynamic barrier management (DBM) infers barrier status in near 
real-time and evaluates the impact on risk level. However, the DBM 
framework is challenging to implement and requires further develop-
ment to clarify steps. In the work of Hosseinniaa et al. (2019), the au-
thors propose a three-phase process for the DBM framework: screening, 
re-evaluation, and implementation. During the screening phase, a design 
baseline is established for barrier performance monitoring and to know 
the effect on risk level, then tracking the changes affecting the validity of 
the baseline profile. This step can be further divided into a context 
model, categorization of system changes, and gap analysis. Several steps 
are followed, such as a risk barometer to establish the context model. 
Three significant changes include the change in context, knowledge, and 
conditions. The effects of identified changes are reviewed by performing 
gap analysis on barrier elements, barrier function, and system perfor-
mance and assessing the impact on risk level. 

FRAM is used to derive potential accident scenarios. It focuses more 
on the understanding of interactions in complex socio-technical systems. 
FRAM evaluates the concept of stochastic resonance. It can be applied by 
identifying functions with detailed information about how something is 
done, characterizing the variability of the functions, interpreting 
possible couplings, and providing suggestions to manage the unexpected 
variability (Tian et al., 2016). FRAM has been widely applied in various 
fields, such as healthcare (Patriarca et al., 2018), aviation (Herrera et al., 
2010, Rutkowska and Krzyżanowski, 2018, Tian and Caponecchia, 
2020), maritime (Lee and Chung, 2018, Lee et al., 2020, Qiao et al., 
2022, Salihoglu and Beşikçi, 2021), railway (Belmonte et al., 2011, Yue 
et al., 2020), environment and process industry. 

In the work of Huang et al. (2019), the author used FRAM in the 
railway transportation system. FRAM provides an understanding of in-
teractions and emergence phenomena in complex socio-technical sys-
tems. It focuses on behavioral changes rather than human failures, 
which helps managers comprehensively understand security. In the 
failure caused by functional resonance, when the output of the function 
changes, the reasons for the changes can be analyzed and found, and the 
most effective improvement suggestions according to the resonance 
situation can be obtained. FRAM shows that accidents can be prevented 
by controlling the output of functions or adding barrier measures to 
functions, which focuses more on reducing unsafe disposable behavior. 
According to the authors, FRAM is a better method to reduce the 
probability of accidents effectively and quickly in a short period. 

In the work of Rutkowska and Krzyżanowski (2018), the FRAM 
method is used to examine air traffic control (ATC) service, a complex 
socio-technical system, to determine complex interactions in the daily 
operation of the system. It is seen that the FRAM model can facilitate the 
monitoring and controlling of the variable performance of ATC work. It 
also describes how the system components’ functions can resonate and 
create hazards due to, for example, the lack of data updates, which, if 
undetected in time, can lead to accidents or serious incidents. The model 
can analyze the workflow and provide the means to conduct risk analysis 
and prevent risk by corrective activities. Based on the created model, it is 
possible to take further steps. It would allow for a more detailed model 
expansion to supplement the ATC services’ coordination and control 
transfer processes. The created model for coordinating and transferring 

control over aircraft may be utilized to confirm or refine the ATC ser-
vices’ operational instructions and perform their revision. Gad et al. 
(2022) apply FRAM to identify financial risk factors concerning relevant 
stakeholders before the construction phase. The work proved the 
applicability of FRAM in performing financial risk analysis to support 
the project management team during the construction project phases. 

Anvarifar et al. (2017) applied a customized FRAM method to 
compare various design alternatives for multifunctional flood defense. 
While the customized FRAM approach has only been applied to a single 
specific scenario and system problem in this research, the proposed 
method seems promising for identifying the threats and opportunities 
associated with the design alternatives of multifunctional flood defenses 
during the conceptual design phase. The method provides a qualitative 
tool for a broader view, analysis, and visualization of many imaginable 
internal and external changes to the system, including various types of 
human, technical, and environmental interactions. Furthermore, it 
provides a unified terminology and convenient framework to be used by 
the developers of multifunctional flood defenses from different domains. 
Additionally, the results can be used to identify the possibilities for 
appropriately increasing the system’s flexibility to respond to various 
human and environmentally induced unexpected events. Overall, FRAM 
can serve as a valuable complement to the reliability analysis methods 
for enriching the risk analysis of multifunctional flood defenses. The 
proposed method, however, suffers limitations and needs further 
development. Guidelines are required for developing the scenarios and 
how much detail to include in the analysis. 

Vieira and Saurin (2018) applied FRAM for a case of an environ-
mental disaster that occurred in Brazil. FRAM made it possible to derive 
the system’s outputs encountered in the disaster moment along with the 
magnitude of these outputs in each function. Actions are proposed to 
prevent similar disasters, and a discussion regarding the utility of this 
method in socio-ecological systems is presented. In the work of Seo et al. 
(2021), the authors applied three methods, AcciMap, STAMP, and 
FRAM, to analyze a fire accident. Although the approaches to finding the 
cause of an accident in these three methods are different, the results are 
almost similar. AcciMap and STAMP models are hierarchical. They play 
complementary roles in analyzing each component of the system. FRAM 
is more effective for analytics centered on human and organizational 
functions. 

FRAM has been combined with other methods like STPA RAG to 
address industrial problems (De Linhares, 2021; Toda et al., 2018). 
FRAM combines accident causation analysis and a taxonomy model to 
identify and analyze operational risk (Li et al., 2019). FRAM can be used 
as a method to propose indicators where there is a high probability of 
performance variability. Sequentially timed events plotting method 
(STEP) and FRAM model are addressed in the work of Herrera and 
Woltjer (2010). STEP illustrates the event sequence showing the rela-
tionship between allocated authorities and the time sequence. One 
advantage of FRAM is that it helps the analyst look beyond the specific 
time sequence and failure under analysis. It provides a more compre-
hensive understanding and more effective learning of a possible accident 
(Herrera and Woltjer, 2010). It is possible to instantiate accident sce-
narios occurring in a limited time interval by FRAM. 

Albery et al. (2016) executed a comparative risk assessment with 
various tools like work as imagined vs. work as done, risk matrix, and 
FRAM. The assessment showed that the comparative risk matrix focuses 
on specific hazards and their controls in isolation. The evaluation of 
work imagined vs. work as done also identifies local hazards and in-
dicates hazard prevention. However, for a modern complex system to 
include variability in the overall structure and to gain comprehensive 
knowledge about the state of other related systems, a comprehensive 
tool is needed, which is possible by FRAM. FRAM assesses barrier 
management for offshore drilling in the work of Pezeshki (2020). Their 
case study demonstrates the method’s potential barrier management in 
the strategy development phase. A potential hazard is identified first. 
Reactive barrier functions were integrated using the FRAM model. 
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Scenarios that can increase variability are controlled. The scenario 
analysis shows that variability is increased in human functionality and 
not the technical elements of the system. One great strength of FRAM is 
that it can be considered an iterative barrier strategy procedure in 
barrier management (Herrera et al., 2010). 

Despite many recent works; only a few cover the quantitative eval-
uation of FRAM. A semi-quantitative FRAM is proposed by Patriarca 
et al. (2017) based on Monte Carlo simulation to assess performance 
variability in a complex system. The work summarizes various aspects 
like the complexity level of the system, organization condition, system 
condition, and disruption effect. In case of variability increases due to 
external conditions, functional resonance affects other functions, which 
makes other potential sources of variables. Human organizational fac-
tors such as communication coordination play an essential role in each 
function’s execution. Yang (2020) proposed a formula consisting of 
safety entropy, functional conformability, and system complexity to 
check the spontaneity of the safety state-changing process. 

Davatgar et al. (2020) use a mathematical model to visualize the link 
between changes in risk influencing factors and their effect on every part 
of the system. The Katz centrality algorithm assigns the initial edge 
weight of corresponding background functions. A dynamic FRAM graph 
model is presented for assessing operational risks arising from mainte-
nance. The dynamic FRAM graph model systematically manages the 
couplings and functional variability information to lessen the effort 
needed to identify possible resonance propagations. RIFs related to 
functional variability are defined to evaluate the functional variability 
score in background and foreground functions to capture this concept. 
This approach captures the effect of changes within the system. It sys-
tematically prioritizes critical stages and interactions during mainte-
nance work through graph topological analysis by considering Katz’s 
centrality and Edge betweenness algorithms in two different operational 
situations. 

An extended FRAM method is applied in the present paper to check 
the adequacy of safety barriers for a process system used in the chemical 
and petroleum industry, where technologies are well understood. Safety 
barriers refer to actions, procedures, resources, or equipment to keep the 
system in place or achieve the system’s goal. In the case of these process 
systems, failure of barriers will create unwanted accidents and events. 
There can be many types of variability in other systems, e.g., 
geographical territory, financial organization, and public administra-
tion. These types of systems will require distinct types of measures to 
prevent system degradation. The method to find out system degradation 
relevant to those systems and measures to resist those degradations is 
not considered while developing the method and conducting the paper’s 
case study. The method described in the paper is developed considering 
risk and safety barriers applicable to a chemical or petrochemical pro-
cess system. 

FRAM is adopted considering its potentiality to evaluate interactions 
of various factors in the system and dynamic behaviors suitable for the 
present socio-technical system. In previous works of FRAM, the hazard 
identification method is not well established, and a mathematical model 
for risk assessment is scarce. Further challenges exist regarding barriers, 
indicators, and re-design of functions and organizing data during the 
early stage of accident investigation (Herrera and Woltjer, 2010). Pre-
sent work focuses on further study in this direction. FRAM method is 
extended to include a quantitative assessment tool to predict system 
status based on performance evaluation of existing barrier functions. 
The adequacy of barriers is also checked with the Bayesian network, 
FRAM-STPA, and Bow tie method. A qualitative comparison is made 
among them. 

The case study chosen here (the LNG STS system) has already been 
studied in the academy and industry (Aneziris et al., 2021; Fan et al., 
2022; Wu et al., 2021; De Andrade Melani et al., 2014). However, the 
reason for analysis again is that from the analysis of a known system, the 
effectiveness of the study’s method will be visible. It will be clear 
whether the industry will be benefitted from the method, whether 

methods can improve the system’s safety, and how companies will be 
helped. The paper is arranged as follows: In the first section, the ne-
cessity and background of the research are explained. The second sec-
tion describes the analysis methods executed in the paper and their 
procedure. The third section shows the execution of the method with a 
case study. LNG (liquified natural gas) ship-to-ship transfer is chosen for 
the case study as it involves excellent interaction of humans, technology, 
and organization. The following section discusses the insight obtained 
from the analysis and concludes. 

2. Method 

The present extended FRAM method can be used for a system’s 
hazard analysis or safety analysis. The method is implemented in several 
steps. The first four are related to functions and their execution for 
achieving the system’s goal. Rest two are related to identifying required 
safety barriers that will ensure the implementation of main functions if 
they can be executed appropriately. As a result, the system’s goal will be 
achieved precisely and timely. 

2.1. Step 1:Identifying functions and aspects related to the goal of the 
system 

The method’s foremost step is to determine the system’s goal pre-
cisely. For a chemical plant, the goal is to produce chemicals in a pre-
determined quantity on time in a safe manner. Related goals are to 
produce chemicals ’in predetermined quantity, ’on time’, and ’safe 
execution’. The system’s main function is identified based on the goal 
and understanding of how the system operates. Any distinction is not 
made for the type of entity performing the task (technical, human, or 
organizational) during identification. Description of function should 
provide necessary information to achieve the specified goal. Functions 
related directly to system goals are defined as ’main functions’. Addi-
tional functions are required for the execution of the main function. 
They are termed ’auxiliary functions’. In Fig. 1, F3 is the main function 
related to the system’s goal. F1 and F2 are auxiliary functions, meaning 
the F3 function will be executed after F1 and F2. In other words, the F3 
function cannot be performed without performing the F1 and F2 
functions. 

Next, aspects are defined related to each identified function. Five 
aspects are conceptualized similarly to typical FRAM (Patriarca et al., 
2020). Output (O) results from the function related to a goal or related to 
the next target task. The final output function can be getting the desired 
product for a chemical process. Input (I) starts the function or pre-
liminary task for the output function. Input for ’getting desired produce’ 
can be ’inserting raw materials into the reactor’. Pre-condition (P) are 
conditions that must be fulfilled for executing the function. For example, 
the operator must be present during operation, or ambient conditions 
should fulfill the predefined criteria to start the function. Resources (R) 
are needed for carrying the function, for example, equipment, in-
struments, utility, procedure, or guidelines (Patriarca et al., 2020). 

Control is anything that helps to monitor or control the function. It 
can be local operators carrying the task or supervisors or management 
monitoring it. Time (T) is the determinant related to the duration of the 
output function. It can be specified as a target, and functions can be set 
accordingly. For example, if 3 min target is set to finish the task, the time 
is 3 min. Other input functions and required pre-conditions can be set 
accordingly. If the task duration takes longer, the goal is not fulfilled 
(Patriarca et al., 2020). 

2.2. Step 2: Determining interaction between functions 

The interaction between functions, including aspects of each func-
tion, can be determined to visualize coupling between upstream and 
downstream functions (Erik, 2017). Description of each aspect of a 
function points to one or more other functions since the aspect of that 
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function must be provided by the performance of those related func-
tions. The FRAM diagram (Fig. 1) depicts the system’s functions and 
interaction paths. Upstream is linked with downstream aspects like 
input, pre-condition, time, control, or resource. For example, both 
function ’F1′ and ’F2′ are downstream functions of F3. Resource of F3 is 
linked to the output of function’ Resources arrives’. The pre-condition of 
function F3 is related to ’Task to meet PC’. Control of function F3 is 
related to the ’Control arrives’ function. This coupling is determined by 
looking at the system as a whole, functions that should be performed to 
achieve the goal, characteristics of how integrated to achieve the goal, 
and how one element influences other functions or aspects. 

2.3. Step 3: Identify variability in functions and aspects 

This step determines what variability can happen in the function and 
aspects. Variability is determined by the potential abnormal perfor-
mance of each function. Possible performance of a function falls into 
four categories: Precise, Omitted, Imprecise, Too late/stopped in the 
middle. Descriptions are as follows:  

i) Precise: A function is performed as required in time and with 
expected precision  

ii) Omitted: A required function is not performed at all  
iii) Imprecise: A required function is performed insufficiently with 

unacceptable precision  
iv) Too late/stopped in the middle: A required function is performed 

late or stopped in the middle 

The variability of a function is highly related to other aspects (input, 
pre-condition, resources, and control) of the same function. Any varia-
tion in the performance of these aspects will affect the output function 
and, thereby, goal-related o it. The performance of the five aspects is 
mirrored in the performance of the upstream function. When the vari-
ability of multiple functions resonates, the outcome of upstream func-
tions varies unexpectedly. The variability of a single function is usually 
inadequate alone to cause an accident. When the variability of several 
functions resonates, variability might exceed the standard limit and 

result in an incident (Hollnagel and Goteman, 2004). The variability of 
aspects and the possible effect on the output are described in Table 1. 
The insufficient output of function F3 can be caused by variability in its 
four aspects or F1 or F2 (Fig. 1). 

2.4. Step 4: Identify resonance effects or causal factors of the variability 

This step is to identify the root causes of the variability. Root causes 
of variability are related to other functions. Route cause is the resonance 
effect of variability of other downstream functions of a specified func-
tion (De Carvalho, 2011). Route cause is identified considering each 
type of variability. In Fig. 1, a variability of F3 can be that F3 is not 
executed. Causal factors can be input function (F1 or F2) not executed or 
Precondition does not meet as ’task to meet PC’ not executed. Other 
causal factors can be the absence of resources or control. The execution 
time of function F3 will be late if the execution of function ’arrival of 
resource’ is late or the implementation of function ’arrival of control ’is 
late (Fig. 1). In this way, a deterioration in function performance or 
variability in function performance is developed from the resonance 
effect of variability of other related functions or aspects. 

2.5. Step 5: Establish required safety functions to prevent variability of 
functions and related aspects 

This step determines the safety functions that need to be imple-
mented in order to avoid variability of functions and their aspects. Safety 
functions are related to the safe execution of the main and auxiliary 
functions. Safety functions are determined by considering the varia-
bility’s resonance effect or route cause. Each safety function represents a 
safety barrier. The system’s safety deteriorates when related safety 
functions cannot be executed in time. Safety functions are allocated 
considering three conditions:  

i) Safety function to nullify the reason for abnormal state of aspects 
which resonates from downstream functions and aspects  

ii) Safety function to nullify the reason for the abnormal state due to 
external effects 

Fig. 1. Coupling between functions in FRAM.  
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iii) Safety function for mitigation of the abnormal state that affects 
upstream functions 

There can be various safety functions to prevent the variabilities. All 
possible functions should be considered to establish redundancy of 
safety. For example, there can be multiple safety functions like sf1 or sf2, 
or sf3 To execute function F3 precisely (Fig. 2). All should be considered 
here. After determining the safety function, each aspect related to the 
safety function is defined. Achievement of the goal depends on the state 
of output functions, which relies on the state of the input function, pre- 
condition, resources, control, and time. These states rely on the execu-
tion of safety functions. If one safety function cannot be executed, it will 
affect others. Safety functions should be managed properly to ensure the 
avoidance of hazards. 

2.6. Step 6: Identify safety performance indicators 

The result of FRAM analysis, obtained from step 5 of the method 
(Section 2.5), can be utilized to determine a system’s performance in-
dicator. Safety barrier performance indicators are determined by 
translating safety functions into quantifiable quantities. While 

translating, required input functions, resources, or controls related to 
safety functions are converted into measurable attributes used as in-
dicators. These are leading indicators indicating potential safety actions 
taken by the facility. Lagging indicators can be developed using the 
system’s variability of function and aspect. It indicates performance 
variability observed in the facility in a specified period. An example of 
translation is shown in Table 2. 

2.7. Step 7: Assessment of safety performance of the system 

The system consists of multiple levels. The performance of a target 
function depends on the contribution of various aspects from different 
levels. This level distinction is based on the execution sequence, not on 
time. Because functions at the various levels need to be executed 
simultaneously, it depends on the necessity of the system in Fig. 2, F3 is 
the main target function that is directly related to the goal. Resources R, 
Control C, Pre-condition PC, and Input function I are connected to this 
function at level i. Each aspect is related to other required functions at 
level i-1. Each function at i-1 is related to some other functions at level i- 
2. 

Two factors assess the system’s safety performance: aspect weight 

Table 1 
Variability of aspects and possible output variability.  

Aspect Variability of the aspect Description Possible output variability 

Input Omitted Not executed at all Not executed 
Imprecise Executed with deficiency Imprecise/Not executed 

Pre-condition Omitted Pre-condition could not be met Imprecise/not executed 
Imprecise Pre-condition met with deficiency Imprecise/not executed 
Late/stopped in the middle Pre-condition met later Later/not executed 

Resource Omitted Resource is absent Imprecise/not executed 
Imprecise The resource is present with a deficiency Later/imprecise/not executed 
Late/stopped in the middle The resource is present later Later/imprecise/not executed 

Control Omitted Control is absent Imprecise/not executed 
Imprecise Control is present with deficiency Imprecise/not executed 
Late/stopped in the middle Control is present later Later/imprecise/not executed 

Time Too short Function execution took a longer time imprecise 
Too late Function execution took a longer time Later 
Stopped in middle Function interrupted in the middle Later/imprecise/not executed  

Fig. 2. Safety function for executing a target function in FRAM.  
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and deviation. Weight is assigned to three ranks.  

• High weight (Rank is 3): if the function is related directly to the main 
function, the variability of this aspect affects the main function or 
goal directly. In Fig. 3, aspects located at level i will have a high 
weight, so the rank is 3  

• Moderate weight (Rank is 2): if the function is not related directly to 
the main function, but instead to an auxiliary function, the vari-
ability of this aspect will affect the main output function or goal 
moderately or little. In Fig. 3, aspects located at level i-1 will have a 
moderate weight, so the rank is 2  

• Low weight (Rank is 1): if the function is not related directly to the 
main or auxiliary function, related to a safety function with enough 
redundant safety functions. So, the variability of this aspect will 
affect the main output function or goal minimally. In Fig. 3, aspects 
located at level i-2 will have a low weight, so the rank is 1. 

The variability score is determined based on the present performance 
of functions and aspects and their ideal state. Present performance can 
be determined by monitoring performance indicators at the previous 
state. If each aspect is in its ideal situation, variability will be zero. The 
critical point is to determine the ideal situation. The ideal situation can 
be assumed as industry best practice. The output will be precise in 
quality and time if variability is zero. A zero to four variability score 
table can be created to find the overall output score. Four is the 
maximum variability state. A maximum variability of 4 means no output 
from the output function, resources are absent entirely, pre-conditions 
are not met, or controls are not present. 

The following equation is utilized to determine the safety perfor-
mance of the system: 

SCp,i =
∑m

j=1

( (
Wi,j*ΔVi,j

)
+
(
WR,j*ΔVR,j

)
+
(
WPC,j*ΔVPC,j

)
+
(
WC,j*ΔVC,j

) )

(1)  

ΔVi =
∑n

df=1
((wo*Δvo) + (wR*ΔvR) + (wPC*ΔvPC) + (wC*ΔvC) ) (2)  

In Eq. (1), SCp,i represents the prediction of the variability of a specific 
function at a specific time at level i, Wi,j Represents the weight of input of 
jth function of level i. ΔVi,j represent variability score of input of jth 
function at time t, WR,j represents the weight of resources of jth function, 
ΔVR,j represent variability score of resources of jth function at time t, 
WPC,j represents the weight of pre-condition of jth function, ΔVPC,j 

represent variability score of pre-condition jth function at time t, WC,j 

represents the weight of control of jth function, ΔVC,j represents the 
weight of control of jth function at time t, m is the total number of 
related safety functions. 

In Eq. (2), ΔVi depends on output function, resources, pre-condition, 
and controls of its related downstream function df1 at level i-1. wo is the 
weight of the output function of downstream function df1. Δvo is vari-
ability in precision or time of that output function df1. wR is the weight of 
resource of function df1. ΔvR is variability in the performance of re-
sources. wPC is the weight of the pre-condition of function df1.ΔvPC is 
variability in the performance of the pre-condition. wC is the weight of 
control of function df1. ΔvC is the variability of performance of control of 
function df1. N is the total number of downstream functions. Similarly, 
variable downstream functions related to resources, pre-condition, and 
controls are determined using equation (ii). 

3. Case study 

STS transfer of LNG is carried out in port. After arrival and mooring 
of an LNG cargo ship, required tasks include inserting the LNG transfer 
line, checking storage tank systems and related equipment, earthing, 
connecting hoses & links, opening the manual and automatic valves, 
and, finally, starting the pump. After completing the liquid transfer, 
operators stop the pump, purge the lines, and disconnect the hoses. It is 
essential to follow the sequence to ensure the safe and proper execution 
of the transfer. The main component of the STS transfer process is the 
pump. Other vital components include control valves, motors, hoses, 
and pipelines. During operation, flexible pipes from the storage tank of 
the carrier ship are connected to the storage tanks of the storage ship by 
manifold. Valves are used to control or regulate liquid flow, and thermal 
relief valves are installed with pipes to control the temperature or 
pressure of the fluid. The electrical system provides energy to operate 
the motor driving the pump. An adequate amount of power must be 
available for the actuators to perform the commands. Modern process 
systems are equipped with logic controllers or programmable control-
lers, by which all the components, like pumps and valves, can be 
controlled. Control room operators can observe all plant operations to 
ensure everything works correctly. Fig. 4 presents a simplified process 
flow diagram. Both ship authorities can monitor the transfer conditions, 
e.g., system pressure, tank volume, and equipment behavior. 

3.1. Identify system functions and aspects related to the main goal 

The first task is to identify the system goal for which the system is 
operated. For the present system, the main goal is the transfer of LNG 
from the carrier ship to the receiver storage tank precisely and on time, 
maintaining all safety protocols. The main important function related to 
the goal is the delivery of LNG. There are several other upstream and 
downstream functions related to this main function. Downstream 
functions are opening the valve, connecting hoses, and earthing, 
checking the storage tank, and the arrival of the storage tank. Upstream 
functions related to the execution of the main function are to stop the 
pump, purge the line, and disconnect the hose. Aspects pertaining to 
main functions are also identified. For LNG transfer execution, the 
output function is delivery complete. The input function is the start of 
LNG supply at the inlet pipe. Pre-conditions are pre-operational tasks 

Table 2 
Development of performance indicators from aspects of safety functions in 
FRAM.  

Safety 
function 

Related 
aspects 

Related functions/ 
attributes 

Performance indicators 

Safety 
function 
S1 

Output 
function 
OS1    
Input 
function IS1 

Actions are taken 
starting IS1 

The number of the actions 
taken starts with IS1, 
quality of actions  

Pre- 
condition 
PCS1 

Actions were taken to 
fulfill PCS1 

Number of actions taken to 
fulfill PCS1, quality of 
actions  

Control CS1 Actions were taken to 
maintain control of 
CS1 

Number of actions taken to 
maintain control of CS1, 
quality of actions  

Resources 
RS1 

Actions were taken to 
assure resource 
availability RS1 

Number of actions taken to 
assure resource availability 
RS1, quality of actions 

Safety 
function 
S2 

Output 
function 
OS1    
Input 
function IS2 

Actions are taken to 
start IS2 

Number of actions taken 
start IS2, quality of actions  

Pre- 
condition 
PCS2 

Actions were taken to 
fulfill PCS2 

Number of actions taken to 
fulfill PCS2, quality of 
actions  

Control CS2 Actions were taken to 
maintain control of 
CS2 

Number of actions taken to 
maintain control of CS2, 
quality of actions  

Resources 
RS2 

Actions were taken to 
assure resource 
availability RS2 

Number of actions taken to 
assure resource availability 
RS2, quality of actions  
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completed: purging, opening valves, connecting hoses, and checking 
storage tanks. Resources are all related to equipment, instruments, 
utility, and procedures. Related equipment is the storage tank, pipe 
network, pump, and cooling system (Fig. 4). Instruments are thermal 
relief valves, flow control valves, vent valves, high-level alarms, tele-
communications systems, and programmable logic controllers (PLC). 
Utilities are electricity telecommunications systems. Controls are local 
operators, PLC, supervisors, plant management, and port authority. 

3.2. Determine interactions between functions 

Interconnections are shown in the diagram (Fig. 5). If all the aspects 
are present, e.g., all resources are present, pre-conditions are precise, 
and controls are functioning precisely, it is expected that functions will 
be executed precisely and on time, so the goal will be achieved. If any 
aspect or element of an aspect is missing, it will affect the output 
function. 

 Multiple levels in a system

Level n Level i-2 Level i-1 Level i..

Safety function, 
SF2, i-1

Safety function,  
SF1, i-1 Ri

PCi

A1

Auxiliary 
function, F1,i-2

Auxiliary 
function, AF2,i-2

Auxiliary 
function, AF3,i-2

Safety function, 
SFn, i-1

F3

Ci
Safety function,  

SF3, i-1

A2

A3

Auxiliary 
function, AFn,,i-2

A4

R1, i-1 PC1, i-1 C1, i-1AF1,i-2 AF2,i-2 AF3,i-2

AF4,i-2 AF5,i-2 AF6,i-2

R1, i-1 PC1, i-1 C1, i-1

AF1,n-1

AF2,n-1

AF3,n-1

AF4,n-1

Fig. 3. Contribution of function from multiple levels to the end target function, F3.  

Fig. 4. Process sketch of LNG ship-to-ship transfer procedure.  
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3.3. Identify variability in functions and aspects 

For LNG ship-to-ship transfer, variabilities are first identified for the 
main function. For the main function of LNG ship-to-ship transfer, three 
types of variabilities are: LNG is not delivered at all, LNG could not be 
delivered in a storage tank in expected quality, and LNG delivery took 
longer than the target. Variability of aspects of the functions is also 
identified. The variability of the input function is that pump could not be 
started. Pre-conditions are varied because pre-operational tasks were 
not completed, e.g., checking LNG storage tanks, earthing, proper 
connection of hoses, or opening valves. Variability in resources can be 
that electricity is not available. Other variabilities in controls can be that 
valves are blocked or do not work, problems in telecommunication 
systems, and PLC is not working correctly. Variabilities in control can be 
the absence of a local operator or plant supervision. 

3.4. Identity resonance and causal factors of variability 

The causal factors for each variability are identified. For imprecise or 
deficient LNG delivery, causal factors or variability downstream can be 
LNG phase changed during transfer or bad LNG quality from the ship. 
For storage tanks, high-level downstream variability can be related to 
control and resources. Upstream variability can be a fluid loss. Causal 
factors evaluated from downstream functions or aspects are identified 
for each function and aspect. In the same way, the resonance effect in the 
upstream functions is also specified. 

3.5. Identify required safety functions to prevent variability and mitigate 
variability 

Safety functions are identified to prevent variability of the main 
function. Related aspects of these safety functions are also identified. For 
variability, LNG is bad quality; a safety function is to adopt a quality 
check procedure. The input function of this function is to assign 
personnel for the quality check procedure. Resources can be local op-
erators and quality check procedures. Controls of these functions are 
plant supervisors. As said earlier, for precise LNG ship-to-ship transfer, 

all resources and controls should be made available, and pre-conditions 
should be met before the occurrence of the function. One resource is pipe 
networks. These are safety barriers as defined traditionally. Several 
safety functions can be executed to ensure the target function ’keep the 
pipe network in good condition. If one of the required safety functions is 
not implemented, still pipe network can work or can deliver its intended 
function. However, if all safety functions are missing, the pipe network 
will likely not serve precisely. Various essential safety functions can be 
pipe check before the operation, regular inspection and maintenance, 
condition monitoring after a specified period, and pipe insulation to 
keep the pipe network in good condition. Some downstream functions 
should be executed to execute these safety functions, e.g., assigning 
personnel for pipe check, inspection, and maintenance, developing a 
procedure for inspection and maintenance, and following existing 
standards. All possible downstream functions should be determined to 
go into the root cause of a function or aspect variability and keep 
adequate safety barriers in the system. There can be another scenario 
also. A pipe network may become deficient for inappropriate down-
stream safety functions or other external effects. The facility should take 
action to resist both downstream and upstream resonances. 

First, the variability of a function or aspect of a function is defined to 
find the mitigation barriers of a potential mishap. Then a target function 
is defined to mitigate the variability. Here, the focus is on mitigative 
rather than preventive safety functions. A Variability of the pipe 
network is pipe defect. The related target function is ’to bring pipe 
network in good condition. Related auxiliary functions are ’to repair’, 
’mitigate defect’, and ’to mitigate further risk’. Related required pre-
ventive safety functions are identified and presented in Fig. 6. Mitigative 
safety functions related to ’bring pipe in good condition ’are identified 
and presented in Fig. 7. 

3.6. Development of safety performance indicators 

The result of FRAM analysis, obtained from step 5 of the method 
(Section 3.5), is utilized to determine the system’s performance indi-
cator. The required safety function ’keep pipe network in good condi-
tion’ (Fig. 6) is translated into measurable quantities, which vary in 

Fig. 5. Steps in LNG ship-to-ship delivery.  
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duration, frequency, or competency. For the safety function ’keep pipe 
network in good condition’, leading indicators are frequency of condi-
tion monitoring of the system, the competence of people for condition 
monitoring, frequency of maintenance of system, and the competence of 
people for maintenance. Related performance indicators are developed 
considering the required downstream functions of ’keep pipe network in 
good condition. Fifteen indicators are found, which are leading in-
dicators that prevent the event from occurring. Variability functions are 
used to develop lagging indicators (Table 3). 

3.7. Assessment of safety performance of the system 

A two-level mathematical model is constructed to determine the 
safety performance of the LNG STS system; in the present case, two 
levels will be enough to understand the required functional performance 
and variability. The safety assessment model is constructed for only a 
part of the system. The mathematical model includes two required safety 
functions, ’ condition monitoring of pipe network’ and ’regular in-
spection and maintenance due to the limitation of the scope of the 
present paper. Function execution of pipe checks before operation de-
pends on efficient personnel allocation, procedure development, a 
balanced workload, and a good work environment. Various subfunctions 
related to the safety function are given different importance scores 
considering their importance for executing the function. The final part of 
the mathematical model is to revise the variability score considering the 
inter-dependency of the functions and related aspects. The overall score 
is determined after the revision of the scores (Table 4). 

4. Discussion 

An extended FRAM method is applied in the paper to check the ad-
equacy of safety barriers and safety assessment of the system. LNG STS 
system is chosen for the case study. In FRAM, the system is decomposed 

into system functions. Each function considers input, output, time, 
control, pre-condition, and resources. Functional relationships can 
represent human, hardware, and organizational behavior and their 
relationship. Variability in function is described as output timing and 
precision. The model shows each element’s contribution to a function’s 
outcome. Each aspect has a different perspective and contribution to the 
execution of a function. While using FRAM for barrier identification 
gives an idea of how to increase safety measures for executing a function 
and other relevant requirements. 

The analysis in the case study shows how an accident can develop 
from complex interactions of various imprecise performances. The sig-
nificant insight from the research is that one minor issue can often 
significantly impact the system’s performance in actual cases. If that 
minor issue can adequately be handled (Weick and Sutcliffe, 2001), 
avoiding accidents will increase. In the traditional risk analysis model, 
often, these issues are neglected due to low probability. Research in-
dicates that even a low probability event can significantly impact the 
system. The probability and severity of unwanted events will be 
considerably higher if several significant issues merge into a socio- 
technical system. 

Variability of a function resonances with the variability of other 
functions or propagates among functions so that the system can deviate 
much from the acceptable limit. Every entity, including humans, ma-
chines, and organizations, plays a vital role in a socio-technical system. 
The function of each entity, even a single sensor, carries importance 
from a safety and economic perspective. Each controller’s required time 
constraint, resource availability, and pre-condition fulfillment can be 
visualized from dynamic analysis. From the gained observation com-
pany can act in all possible ways. Confusion arises in assigning duties at 
the right time and to the proper authority. Function-wise analysis like 
FRAM can consider both time constraints and authority allocations. It 
considers both control and time requirements for each function. 
Redundant barriers are always emphasized in a highly hazardous 

Fig. 6. Required safety functions to keep pipe network in good condition.  
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industry. So even if one barrier fails, the system can still sustain, and 
production can continue. FRAM analysis can be helpful in consideration 
of redundant barriers. Variability and resonance can be considered by 
considering the absence of the required safety function, and alternatives 
can be sought to execute the main functions and achieve the final goal. 

If small missing functions can be identified and mitigative actions 
can be executed properly, the system’s safety can be assumed. Per-
forming each procedure, including supply chain, maintenance within a 
specified time, and maintaining product quality, carries enormous 
importance. The benefit of using FRAM is that time constraints for each 
function execution can be considered individually, and the resonance of 
missing time targets can also be predicted (Patriarca and Bergström, 
2017). Industry can benefit from using such a model to know the 
required time constraints for individual functions and set pre-required 
functions accordingly. Also, barrier management or execution of 
safety functions can be planned therefore based on the weight of the 
function and their resonance effect of variability in the system. 

It is possible to capture variability qualitatively, quantitatively, and 
dynamically by extended FRAM. The qualitative characteristics of 
variability can be observed in the visual model of FRAM both for func-
tional output and for outcomes of the entire system. It allows one to 
capture and visualize functional output variation and understand the 
nature of functional output variables. Capturing qualitative variability 
characteristics can help analysts identify sources of variability that in-
fluence the output of downstream functions and the entire system. 
Coupled functions carry great importance as the variability can affect 
the output of upstream functions and affect related system goals 
capturing resonance of variability of function. 

A prediction variability of a system goal can be expressed numeri-
cally by a safety index on a scale of 0 to 4. The numerical number 

represents a comparative number. However, from the analysis, it is 
visible that qualitative analysis helps the analysts most by giving critical 
insight into systems and required barriers. Apart from the variability of 
performance of related aspects, there can be many uncertainties in the 
system, affecting the system’s performance. Quantitative analysis can 
compare the system performance at two different times or compare two 
similar systems. If the calculated safety index indicates the bad perfor-
mance of the system, actions should be taken to improve the system. 

Variability might occur as time variation can affect a function’s 
output or the system’s outcome. The model can capture time variation 
for a specific function and system. The execution time of the function is 
variable for various cases. The time variability may affect downstream 
functions in the transition process and may even influence the outcome 
of the entire system. Understanding time variations can help to improve 
the quality of the system. 

A comparative analysis is done in the paper among extended FRAM, 
FRAM-STPA, Bayesian network, and bow-tie (Fig. 8). Methods are 
compared in terms of barrier allocation procedures, risk assessment 
procedures, competence in hazard identification, competence in barrier 
allocations, complexity, competence in identifying safety performance 
indicators, ability to represent complex relationships, acquaintance, and 
resource and time requirements. While comparing, extended FRAM is 
considered as described in this paper’s method and case study section. 
The execution method of the FRAM-STPA method is described here, and 
a case study is presented in the supporting documents of the paper. A 
traditional Bayesian network and a traditional bow-tie method are 
considered for the comparison. 

The detailed procedure of the FRAM method is described in Section 2 
and is explained with a case study in Section 3 of the present paper. In 
the FRAM-STPA method, STPA keywords are used in the FRAM method 

Fig. 7. Required safety functions to mitigate the variability of pipe defect or ’bring pipe network in functional state’.  
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to find deviations in the system. The first two steps of this method are 
similar to the FRAM method. Necessary functions related to the goal and 
related aspects and interconnections are determined similarly to FRAM. 
In the next step, deviations of functions and associated aspects are 
determined. Deviated functions and aspects cannot be marked as precise 
and proper. A function or an aspect may deviate due to deviation of 
downstream function or other aspects in the own function or other 
external aspects. Deviation of function or aspects may affect the system 
goals in various ways; for example, the system goal is not achieved at all 
or is not achieved precisely and on time. 

Deviation of functions and aspects is identified by applying four key 
terms of STPA: A required function or aspect is ’not delivered at all, is 
’delivered, but causes hazard’, ’delivered too early or too late, ’stopped 
too soon or continued too long. Deviation of functions or aspects occurs 
due to a deficiency in establishing required safety constraints. Safety 
barriers are placed on establishing proper causal constraints. Upon 
failure of those barriers, constraints will not be fulfilled. So, the execu-
tion of the related function will not be executed. A FRAM-STPA model is 
constructed in this paper and presented in a supporting document. No 
distinction is made between system-level safety constraints and low- 
level safety constraints. The process model helps to identify causal fac-
tors and scenarios. After identifying process model scenarios, necessary 
safeguards are proposed. 

A top event is identified in a traditional bow tie method (Mulcahy 
et al., 2017). Initiating events/threats and consequences for the top 
event are identified. Preventing barriers prevents the development of 
top events from threats (Hollnagel, 2016). Mitigating barriers are bar-
riers to mitigate the effect of the top event to reduce consequences 
(Ruijter and Guldenmund, 2016). Physical, human, or organizational 
barriers can be distinguished (Sklet, 2006). The top event’s risk can be 
evaluated by evaluating the performance of preventing and mitigating 
barriers. Intrinsic safety barriers can be identified to reduce the threats 
to the system. 

A directed acyclic graph is constructed in a Bayesian network model 
where each node corresponds to a unique random variable. Each edge 
represents conditional dependency with a connected node. Barriers are 

Table 3 
Determining performance indicators from aspects of safety functions of FRAM.  

Preventive 
Safety functions 

Related 
aspects 

Description No Performance 
indicator 

Condition 
monitoring of 
pipe (CM) 

Input 
functions 

Assign related 
authority (AA) 

1 Competence of 
authority 

Plan and follow a 
schedule (FS) 

2 Frequency of CM 

Control Management team 3 Competence of 
management 
team 

Maintenance team 4 Competence of 
maintenance team 

Supervisory control 5 Frequency of 
supervisory 
control 

Workplace 
environment 

6 Number of 
periodical 
meetings between 
operators and 
supervisors 

Resources Procedure 7 Number of 
existing 
procedures on 
condition 
monitoring, 
maintenance- 
inspection, 
insulation, 
operation 

8 Level of detail of 
each procedure 

Do regular 
inspection 
and 
maintenance 
(RM) 

Input 
functions 

Develop schedule 9 Frequency of 
inspection 

Resources Personnel (Maintain 
balance workload, 
communication, 
training) 

10 Number of 
training for 
personnel training 

11 Level of detail 
covered for each 
training 

Procedure   
Control Supervisory control   

Insulate pipe (I) Resources Insulation guideline 
(FG)   

Control Third-party check 
(TC) 

12 Level of detail 
check by the third 
party 

Pipe design 
with proper 
specification 
(PD) 

Resources Employ efficient 
team (ET) 

13 Competence of 
design team 

Follow standards 
(FS) 

14 Level of detail of 
existing standards 

Follow the 
correct 
operational 
procedure of 
STS (FOP) 

Resources Follow standards 
(FS) 

15 Competence of 
operational team 

Employ efficient 
employees (EE)   

Related 
aspects 

Maintain balanced 
workload   
Maintain a good 
work environment   

Keep external 
corrosion 
protection 

Input 
functions 

Give protection 
cover   

Control Inspection of 
external corrosion   

Keep internal 
corrosion 
protection 

Resources Use corrosion 
inhibitor   

Mitigative 
Safety 
functions     

To repair Input 
functions 

Assign personnel 1 Competence of 
repair personnel 

Train personnel 2 Training of 
personnel 

Control Management team   
Maintenance team   

Resources Procedure 3 Number of 
existing  

Table 3 (continued ) 

Preventive 
Safety functions 

Related 
aspects 

Description No Performance 
indicator 

procedures and 
manuals on repair 
and leak detection 

4 Level of detail of 
each procedure 

Mitigate leak Input 
functions 

Detect leak   

Control Emergency rescue 
team 

5 Competence of 
emergency rescue 
team 

Resources Leak detector 6 Frequency of 
maintenance of 
sensors   

7 Frequency of 
replacement of 
sensors   

8 Calculated 
reliability of 
instrumented 
systems  

Mitigation procedure   
Mitigate further 

risk 
Input 
functions 

Prevent ignition   

Control Management team, 
Port authority   

Resources Deluge for cooling, 
fire detector, fire 
extinguisher, 
sprinkler, emergency 
rescue team    
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allocated to reduce the effect of the event or consequence node factors. 
Assessment in the Bayesian network follows two main steps. Building a 
directed acyclic graph is the first step. In the second step, conditional 
probability in each node is assessed for risk assessment of the system. 

Hazard identification and mitigation are essential steps of any risk 
assessment method. The case study shows that both FRAM and FRAM- 
STPA can be used for hazard identification and mitigation. It is seen 
that both FRAM and FRAM-STPA can give a good overview of the sce-
nario of system mishaps, and resisting barriers or functions can be better 
planned accordingly. Using probabilistic data to determine the vari-
ability score can evaluate the risk of a mishap. The probabilistic data can 
be collected from industry data for quantitative risk evaluation. In the 
present paper, probabilistic data for the assessment is avoided due to 
time constraints and limitations of the work’s scope. 

Both FRAM and FRAM-STPA can give a quick way to check the ad-
equacy of safety barriers. From the case study, it is easily visible that 
both FRAM and FRAM-STPA methods suggest an almost similar number 
of types and barrier elements required for the system. A significant 
advantage of the bow-tie model is that it is an easy and time-conserving 
model to identify barriers and assess risk in the system (Paltrinieri et al., 
2019). The Bayesian network can also find the required barriers and 
determine the effect of the critical barrier in the system. A Bayesian 
network is built for a part of the case study for ’pipe condition, and a 
comparative analysis is made. The FRAM model considers the system’s 
status from downstream and upstream functions. Couplings of barriers 
or interaction of multiple barriers can also be considered. 

Safety barrier performance indicators are determined by translating 
safety functions into measurable quantities. While translating, required 
input functions, resources, or controls are converted into quantifiable 
attributes used as indicators. FRAM gives a large number of leading 
indicators. Leading indicators are developed by extracting attributes 
related to the required safety function, which can perform the required 
safety function. In the present case, indicators are developed for only the 
safety functions of the system. The assessment gives 15 indicators, which 
indicates that many leading indicators will be found for the entire sys-
tem. Development of lagging and leading indicators are developed 
separately. Lagging indicators are developed using the system’s vari-
ability of function and aspect. Leading safety performance indicators are 
developed in the Bayesian network by translating attributes of pre-
venting and mitigative barrier nodes into measurable quantities (Fig. 9). 
The performance indicator of a node represents the performance of that 
particular barrier node. If performance improves, it will affect risk 
influencing factors to reduce the risk. For pipe network failure, perfor-
mance indicators are developed using a Bayesian network and presented 
in a supporting document. Lagging performance indicators are devel-
oped to find frequency of events of safety barrier failures. For pipe 
network failure, 12 leading and 12 lagging indicators are found, similar 
to FRAM. 

Risk assessment in the FRAM method follows a multilevel mathe-
matical procedure. The variability and weight of the functions are 
determined using their performance at a specific time. The multilevel 
mathematical model uses all the assigned scores to find the overall safety 
index. The safety index represents the safety performance of the overall 
system. Experts assess weight value based on their expertise and 
knowledge during weight assignments. Each expert makes their assess-
ment, and the safety performance of the overall system will be deter-
mined based on the assigned values. Subjective scoring is a limitation of 
presented extended FRAM. Different experts may give different scores 
due to having different educational and cultural backgrounds, work 
experiences, and familiarity with the project. If various experts are 
assigned, weighted average values can be used to score. Any mathe-
matical model for risk assessment is not established in the earlier work of 
FRAM-STPA. Present papers also exclude the effort due to the limitation 
of the scope of the paper. 

In Bayesian networks, A directed acyclic graph depicts a set of var-
iables and their conditional dependencies (DAG). Bayesian networks are Ta
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suitable for predicting the likelihood of an event knowing the depen-
dence of associated variables affecting the occurrence of an event. 
Bayesian networks are ideal for forecasting the likelihood of an event 
knowing the dependency of related variables. A Bayesian network can 
represent the probabilistic relationships between variables and events. 
The network can compute the probabilities of the event given causes 
(Gregoriades and Mouskos, 2013). If an event node exists in the graph 
connecting random variables A and B, P(E|A, B) is a factor in the joint 

probability distribution. 
In FRAM, resources and controllers are identified for each function 

execution. So, it can be visible which authority, procedure, or equipment 
should be assured for function execution. Also, FRAM gives dynamic 
analysis as it can consider time constraints. The Bow-tie model assumes 
an accident or mishap created from the contribution of a single threat or 
a barrier failure (Ferdous et al., 2013). It does not consider any coupling 
or interaction between threats or multiple barrier failure, which is a 
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significant limitation in a bow tie. Bayesian network, probability func-
tion can be determined to find the relationship (García-Herrero et al., 
2013). Change of status with time can also be captured (Yeo et al., 
2016). a shortcoming of the Bayesian model is that, in this model, the 
allocation of tasks or authority of the task is not easily visible. 

Compared to Bayesian, FRAM produces more specific details by 
considering the functional resonance process. Operations can be moni-
tored to understand the entire system’s performance once the functional 
model is constructed. Constructed models provide a basis for identifying 
potential pathways of both successful and unsuccessful operations. 
Capturing and interpreting performance variability helps to understand 
the yay that outcomes of a system (success and failures) are attainted. 
The study strives to capture variability’s qualitative, quantitative, and 
dynamic characteristics. FRAM model is complex and very new to the 
industry. Analysts may find it challenging to build the model; hence it 
will take much time, which is a disadvantage of extended FRAM. Its 
time-consuming behavior is also proved by the earlier work of. 

While determining quantitative performance scores in the extended 
FRAM method, the scaled value for each safety function is determined 
where safety functions and their relationship with related functions are 
relatively simple. For example, condition monitoring of a pipe network 
is connected to two input functions, four controls, and one resource, 
where they are linearly correlated. Relationships of other safety func-
tions are considered linear here. Determining performance scores and 
scaling would be difficult where the relationship between functions and 
their downstream functions is very complex. The overall performance 
score is determined for only one required pre-condition to achieve the 
final goal. Determining the overall performance score for achieving the 
final goal considering all related input functions, pre-conditions, and 
resources, will be complicated and cumbersome and require many man- 
hours. Due to scope and time limitations, complete system analysis is 
kept out of the scope of the present paper. How to overcome this issue 
and develop computational tools can be further studied in the future. 
Involvement of other entities such as government authority, carrier 
authority, and regulatory authority in executing of function, how 
reluctance of action of such entities can affect the system’s function and 
may initiate unwanted events are also kept out of the scope of the 
analysis. 

In the FRAM-STPA method, violation of the safety constraints can be 
translated into risk influencing factors. The maintenance and organi-
zational plans can be improved by considering related risk influencing 
factors. The bow-tie diagram is used widely in the industry to find the 
required safety barriers in the system. Bayesian network is also 
commonly used in industry and academia to show the connection be-
tween the system and risk influencing factors. However, considering 
multiple factors and complex interaction between factors considering 
each barrier’s essential resources or controls gives quite a complex 
structure. This type of complex structure will take more resources and 
work hours. 

5. Conclusion 

This paper presented FRAM analysis for safety barrier management 
and system risk evaluation. The approach is applied for LNG ship-to-ship 
transfer operations. In addition, a comparison among bow-tie, FRAM- 
STPA and Bayesian networks are shown, along with the main conceptual 
differences between them. Comparison among various methods is based 
on their barrier allocation procedure, risk assessment procedure, 
competence in hazard identification, competence in barrier allocation, 
complexity, required time, and resources. FRAM shows the contribution 
of each element to the outcome of a function. It gives an idea of how to 
increase control measures of executing functions and other relevant 
requirements. The system’s status is determined considered from 
downstream and upstream functions and their status. 

The most dominant point in FRAM is that the method can consider 
the interaction between elements with time constraints, making it 

suitable for dynamic barrier management. Variability with more detail 
of the system is possible to extract from FRAM. FRAM possesses a better 
detail level than the Bayesian network and bow-tie. The paper identifies 
which functions have a more significant resonance effect in the system. 
The analysis presented in this article gives insight into how small 
imprecise or missing functions in the system may lead to substantial 
mishaps or performance deterioration. Extended FRAM in the presented 
work includes a semi-quantitative approach to enhance its capability to 
predict the system’s performance. 

Bayesian network and bow-tie model has been widely used in in-
dustry and academia to show the connection between hazard, conse-
quence, and risk influencing factors. In a Bayesian network, a 
probability function can find the relationship. The Bayesian model can 
also consider the coupling of barriers or the interaction of multiple 
barriers. Change of status with time can also be captured. However, a 
shortcoming of the Bayesian model is that, in this model, the allocation 
of tasks or authority is not easily visible. Considering multiple factors 
and complex interaction between factors considering each barrier’s 
required resources or controls gives quite a complex structure. A 
disadvantage of FRAM is that it is time-consuming, and presented 
mathematical analysis is complex. In future work, studying a complex 
socio-technical system, this type of analysis will help the analysts take 
the necessary steps to ensure safety and reduce system performance 
deviation. For example, installing an LNG network in a residential area 
where a slight deviation can significantly impact the company’s repu-
tation and economy. 

There can be many types of variability in other systems, such as 
geographical territory, financial organization, and public administra-
tion. These types of systems will require distinct types of measures to 
prevent system degradation. Degradation relevant to these systems can 
be identified, and FRAM can be utilized to check measures to avoid such 
degradation. The consequence of the absence of any measures can also 
be predicted. Such analysis can be studied in the future. Accidents often 
occur due to a lack of training and resources in these socio-technical 
systems. It is possible to find out these lacking by finding required re-
sources or pre-conditions relevant to each function. Many institutions 
get involved in large-scale projects such as flood prevention, war re-
covery, and nuclear safety. Often accidents occur from a lack of action 
from government bodies and related institutions. FRAM can cover the 
role of various entities. Required actions that the government or related 
authority should take can be identified, and the consequence of missing 
action can be predicted. However, a more sophisticated model should be 
developed to find missing actions from each organization. Future work is 
needed to understand better and predict these issues. A comparison of 
various methods in the present paper is made based on the assessment of 
the LNG STS system, which is quite simple. A complex system may 
provide various other perspectives on the comparison. 
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Salihoglu, E., Beşikçi, E.B., 2021. The use of Functional Resonance Analysis Method 
(FRAM) in a maritime accident: A case study of Prestige. Ocean Eng. 219, 108223. 

Sawaragi., T., 2020. Design of resilient socio-technical systems by human-system co- 
creation. Artificial Life Robot. 25, 219–232. 

Seo, D.-H., Choi, Y.-R., Han, O.-S., 2021. Analysis of a Fire Accident during a Batch 
Reactor Cleaning with AcciMap, STAMP and FRAM. J. Korean Soc. Saf. 36, 62–70. 

Sklet, S., 2006. Safety barriers: Definition, classification, and performance. J. Loss Prev. 
Process Ind. 19, 494–506. 

Thomas IV, J.P., 2013. Extending and automating a systems-theoretic hazard analysis for 
requirements generation and analysis. Massachusetts Institute of Technology. 

Tian, W., Caponecchia, C., 2020. Using the functional resonance analysis method 
(FRAM) in aviation safety: A systematic review. J. Adv. Transport. 

Tian, J., Wu, J., Yang, Q., Zhao, T., 2016. FRAMA: a safety assessment approach based on 
Functional Resonance Analysis Method. Saf. Sci. 85, 41–52. 

Toda, Y., Matsubara, Y., Takada, H., 2018. FRAM/STPA: Hazard analysis method for 
FRAM model. Proceedings of the 2018 FRAM Workshop. Cardiff, Wales, 1-17. 

Vieira, L.C., Saurin, T.A., 2018. Environmental disaster analysis: case study using the 
Functional Resonance Analysis Method. Engenharia Sanitaria e Ambiental 23, 
373–383. 

Weick, K.E., Sutcliffe, K.M., 2001. Managing the unexpected. Jossey-Bass, San Francisco.  
Wu, J., Bai, Y., Zhao, H., Hu, X., Cozzani, V., 2021. A quantitative LNG risk assessment 

model based on integrated Bayesian-Catastrophe-EPE method. Saf. Sci. 137, 105184. 
Yang, Ming, 2020. System safety assessment using safety entropy. J. Loss Prevent. 

Process Ind. 66, 104174. 

S. Sultana and S. Haugen                                                                                                                                                                                                                     



Safety Science 157 (2023) 105930

16

Yeo, C., Bhandari, J., Abbassi, R., Garaniya, V., Chai, S., Shomali, B., 2016. Dynamic risk 
analysis of offloading process in floating liquefied natural gas (FLNG) platform using 
Bayesian Network. J. Loss Prev. Process Ind. 41, 259–269. 

Yue, Z., Bin, S., Wencheng, H., Rui, Z., Yu, L., Minhao, X., 2020. Accident evolution 
mechanism of railway dangerous goods transportation based on FRAM. China Saf. 
Sci. J. 30, 171. 

Zuijderduijn, C., 2000. Risk management by Shell refinery/chemicals at Pernis, the 
Netherlands. EU Joint Research Centre Conference on Seveso II Safety Cases, Athens. 

S. Sultana and S. Haugen                                                                                                                                                                                                                     



139 
 

 

 

 

 

Paper VI 
Sultana, S., Andersen, B. S., & Haugen, S. (2019). Identifying safety 

indicators for safety performance measurement using a system 

engineering approach. Process Safety and Environmental Protection, 

128, 107-120 (Sultana et al., 2019a). 

 

 

  



140 
 

 



Process Safety and Environmental Protection 128 (2019) 107–120

Contents lists available at ScienceDirect

Process  Safety  and  Environmental Protection

journa l h om epage: www.elsev ier .com/ locate /psep

Identifying  safety  indicators  for  safety  performance  measurement
using  a  system  engineering  approach

Sharmin  Sultanaa,∗, Bjørn  Sørskot  Andersenb,  Stein  Haugena

a Department of Marine Technology, Norwegian University of Science & Technology, NTNU, Norway
b Department of Mechanical and Industrial Engineering, Norwegian University of Science & Technology, NTNU, Norway

a  r  t  i  c  l  e  i  n  f  o

Article history:
Received 13 November 2018
Received in revised form 24 May  2019
Accepted 24 May  2019
Available online 28 May  2019

Keywords:
Safety
Risk
Performance
Indicator
STAMP
System

a  b  s  t  r  a  c  t

The  paper  presents  a  method  for  the development  of safety  indicators  for  a  process  industry  applica-
tion  based  on  a system  engineering  perspective.  Traditional  approaches  use  probabilistic  risk assessment
or linear  accident  models  which  assume  that  accidents  are  linear  chains  of  events  and  do  not  consider
complex  systemic  factors  and  interactions.  After  BP’s  Texas City  refinery  incident,  the  investigation  com-
mittee  reported  that BP had  a  false  sense  of safety  performance  due  to  providing  more  focus  on  managing
personal  safety  rather  than  process  safety.  System  engineering  concepts  may  help  the process  industry  to
operate  their  activities  without  any  severe  accidents  by  establishing  a  better  safety management  system.
This  paper  adopts  the  STAMP  (System-Theoretic  Accident  Model  and  Processes)  accident  causation  model
to identify  system  specific  indicators  and also  describes  the  proposed  method  with the  help  of a  simple
process  industry  application  which  is  an LNG  ship  to ship  transfer  process.  It compares  the  developed
method  with  other  methods  for  practical  case  applications.  The  first  step  of  the present  method  is to
establish  the safety  control  structure,  then  safety  performance  indicators  are identified.  Further  work  is
necessary  to  investigate  to  what  degree  these  STAMP  based  indicators  are  complementary  to  indicators
developed  by  other  methods.

©  2019  Institution  of Chemical  Engineers.  Published  by Elsevier  B.V.  All rights  reserved.

1. Introduction

An indicator is a measurable representation of the aspect of real-
ity. Safety indicators provide feedback about systems to ensure that
controls systems are in the safe envelope of design. They are usu-
ally linked to a target to determine if they are on track concerning
goal, objective, and required actions (Bellamy, 2012). The industry
can improve the effectiveness of the safety management system by
focusing on the most critical issues concerning hazards and risks.
Safety indicators can be used to monitor the level of safety in a
system to provide the necessary information for decision-makers
about where and how to act (Hale, 2009). However, in the process
industry, it is not easy to establish a relationship between sys-
tem discrepancy and process safety. Often the challenge involves
developing reliable and constant indicators that can measure safety
performance effectively.

Looking back to history, the first two publications on safety
indicators was the work of Rockwell (1959) and Tarrants (1963).
Rockwell looked for a measure of safety performance on occupa-

∗ Corresponding author.
E-mail address: sharmin.sultana@ntnu.no (S. Sultana).

tional safety following Heinrich’s domino metaphor as the starting
point. Tarrants also adopted the same approach that accidents
always precede by error or unsafe conditions or a combination of
error. He proposed to include incidents and accidents as a basis for
indicators. In the academy, two  different perspectives have mainly
led to the development of performance indicators: safety perfor-
mance indicators and risk-based indicators. They serve the same
purpose but originates from different points of view. In risk-based
indicator models, the risk model includes all risk influencing factors
(RIF), so it is possible to determine the effect on risk for a change in
the indicator value of a given RIF (Øien et al., 1997; Vinnem et al.,
2003; Haugen et al., 2012, Øien, 2001a,b, Vinnem, 2010).

Safety indicators model do not have such a risk model. The
indicators and the corresponding factors are then often selected,
based on either an assumed effect on safety or through correlation
(Øien et al., 2011), (Basso et al., 2004). They identify possible safety
flaws during or before the operation following various ways, e.g.,
from accident causation model, through incident analysis, histori-
cal facts, prior knowledge, simulation, vice versa. Development of
safety indicators based on accident causation model adopts various
accident models, e.g., Reason’s domino metaphor (Reason, 1997),
Heinrich’ accident pyramid model (Heinrich, 1931), swiss cheese
metaphor, vice versa. Accident models try to explain why  accidents

https://doi.org/10.1016/j.psep.2019.05.047
0957-5820/© 2019 Institution of Chemical Engineers. Published by Elsevier B.V. All rights reserved.
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happen, focus on different aspects, and tries to find the cause-effect
chain that finally leads to an accident. Indicators are developed
based on the holes in the risk control system (UK HSE guideline,
2006). Heinrich’s accident pyramid model follows the concept that
many precursor incidents occur with lesser consequences before
occurring an accident with high (CCPS, 2007).

Researchers (Tarrants, 1980; Guastello, 1993; Mearns et al.,
2003; Clarke, 2006; Forest and Kessler, 2013) have tried to estab-
lish general relations between safety performance and contributing
factors, i.e., the quality of safety management elements or the
adequacy of the safety climate. It has been difficult for safety,
health, and environmental (SHE) professionals to establish numer-
ical cause and effect relationship related to indicators chosen. Most
of the literature does not contain mathematically or scientifically
supported evidence that shows a quantitative relationship between
the ïndicatorsänd prevention of accidents. The occurrence of an
accident does not say anything about the quality of installation,
personnel, or management (Ale, 2009). Similarly, even if everything
functions as intended, there remains a probability that an accident
will occur. Safety management failure may  have a blind spot and
may  only be visible in times of more massive scale accident.

Inadequate correlation between safety indicators with process
safety performance and safety management system has resulted
in accidents like the Ciniza oil refinery explosion (CSB, 2005), the
Mexico City refinery accident (Lees, 2012), the Balongan LPG Plant
accident (Clough, 2009) and BP’s Texas City refinery accident (Baker
et al., 2007). Of these accidents, BP Texas city explosion carries the
most vital importance in terms of process safety performance. BP
was much reliant on injury rate as a measure of process safety per-
formance at its US refineries before the Texas City Accident and
was ignorant about the risk of process-related incidents or over-
all performance of its process safety management system (Baker
et al., 2007). Process safety elements such as mechanical integrity,
training, leadership, and Management of Change (MOC) were defi-
cient despite having excellent personal safety performance (Baker
et al., 2007). BP’s insufficient measure of loss of containment inci-
dent and outcome indicators has early warning of disaster but had
fallen in management’s blind spot (Hopkins, 2008). Similarly, Esso
gas plant at Longford was managing its significant hazards quite
poorly despite having low lost time injury rate (Hopkins, 2000). The
industry could have prevented accidents by implementing proper
control actions as it knew many of the problems before the disasters
(Benner, 1975; CSB, 2007; Mogford, 2005).

Heinrich triangle-based models follow the use of near-miss data,
but the meaning of near-miss data should be more precise to evalu-
ate best such more frequent data including the risks associated with
deviations as well as the safety management strengths and weak-
nesses. Körvers and Sonnemans (2008) raised the question about
whether collecting data of these small-scale accidents is enough to
establish an effective safety management program.

For a decade, lost time incident frequency (LTIF) had been used
as a key safety indicator in the process industry. LTIF represents the
number of days of absence to work due to an accident, per million
hours worked. According to experts (Hale, 2009; Ale, 2009), LTIF fig-
ures cannot be regarded as indicators of process safety. In the case
of using this, the plant should find the relationship between LTIF
and the probability of accidents. LTIF and probability of accidents
may  not have the same causes and the same accident mechanisms.
This criterion depends on the specific situation, whether LTI is in
the causal chain of significant disasters.

Risk indicators are often derived using Quantitative Risk Anal-
ysis (QRA) model. QRAs are established on the causal relationship,
based on the deficiencies in process safety management and links
the outputs to shortcomings in the technical system component
through an influence on their probability of failure. A problem of
this concept is that the best way to measure socio factor to incorpo-

rate these into risk assessment is unknown (Bellamy, 2012). Small
scale accidents can be an indicator for a larger one if small acci-
dents are part of the same population of accidents of a larger one
(Ale, 2009).

A sizeable missing piece in today’s existing approaches is the
lack of integration in the control of safety between technical entities
and management/organizational entities. A safety management
system can be fully capable only when it considers the full sys-
tem, along with its complex interaction within its subsystems,
dynamics, and if communication with its subsystems is proactive
enough to enable early action (Rasmussen, 1997). Basso et al., 2004
have worked on reviewing safety management system by incident
investigation and performance indicators, which operators often
disregard.

This paper adopts a system-based model to address system
aspects that allow detection of ineffective control and degradation
of the system. It fosters STAMP based modeling (Leveson, 2004) to
develop leading indicators. STAMP considers as a system control
problem instead of “prevent failure” problem. In Leveson’s paper
(Leveson, 2015a), the author presents a proactive method of iden-
tifying and operationalizing leading indicators as warning signals
based on the STAMP model for aviation system. The STAMP model
includes traditional component failures but also considers design
flaws, incomplete or inadequate requirements, dysfunctional inter-
actions among subsystems or components, human interactions,
and other causes of accidents and incidents. With STAMP, the
emphasis changes from simply preventing failures from enforc-
ing constraints on system behavior and interactions. One has to
define the system boundaries, to identify the hazards to the sys-
tem, the safety constraints, and to find all control loops, to obtain
an integrated view of what can go wrong.

The present paper performs two  main tasks. The first task is
related to the development of system-based safety indicators. The
second task is to make a comparison between the present devel-
oped method and another traditional method already used by
industry. The first task starts by searching for the causes of acci-
dents of a system and further searching for causal factors, including
technical, human, and organizational purposes by establishing a
relationship between a system and its controllers.

The paper develops system-based process safety indicators for
an LNG floating storage platform. Technical and organizational
safety indicators are established to ensure an effective control
structure. The control structure then can help plant managers and
decision makers in proactive risk management by monitoring con-
tributing factors in systematic ways to prevent accidents before
they occur. This paper compares the indicators developed follow-
ing STAMP to those derived following the guidance of OECD (2003)
and CCPS (2010).T̈he following section describes an overview of
previous work for the development of performance indicators. The
M̈ethodologyS̈ection describes the method of the present analysis
and the Äpplications̈ection presents the case study before dis-
cussing in the D̈iscussions̈ection. The final section, “Conclusion,”
states the conclusions.

2. Previous research on the development of indicators

This paper performs a literature review mainly in the nuclear
industry and the process industry, as the nuclear power industry
has been a critical driver in the development of significant hazard
indicators.

2.1. Development of indicators in the nuclear industry

Two crucial directions in the industry were real equipment
performance safety and operational performance safety. World
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Association of Nuclear Operators (WANO) established global stan-
dardization of performance indicators after the Chernobyl accident
in 1986 (Reason, 1987). In 1990, WANO found a set of ten per-
formance indicators in the areas of nuclear power plant safety,
reliability, efficiency, and personal safety (Holmberg et al., 1998).
Still, there raised concerns regarding the extent of safety emphasis
in the WANO indicator set. A practical problem for the operators is
to sort out the most crucial information from the massive informa-
tion flow that comes in every day. More power plant-specific safety
indicators can enhance knowledge. Thus, further development and
implementation of more accurate and plant-specific indicators)
were considered useful among nuclear plant operators as well as
regulators (IAEA, 2000; Holmberg et al., 1998).

The WANO indicators have direct and indirect indicators. Direct
outcome indicators utilize different types of experience data with
emphasizing the development of indicators that can give early
warnings. These early warning types of indicators are classified
as indirect indicators, which can measure the performance of the
functional units within an organization, such as operation, mainte-
nance, training, and engineering support (Holmberg et al., 1998).

Nordic project (described by Laakso et al. (1994)) used the bar-
riers in the defense-in-depth strategy along with identifying risk
analysis as a framework for identification and structuring of the
safety performance areas. Barriers are physical or nonphysical sys-
tems which prevent energy from getting out of control, thereby
reducing risk to assets and human beings. They should uphold
the integrity for a defined time and energy limit. The performance
areas defined, based on the defense-in-depth strategy, were: Safety
management (Level 1 safety barrier), Control of operation (Level 2
safety barrier), Safety functions (Level 3 safety barrier), Physical
barriers (Physical barriers 1–4). Indicators can be used to evaluate
safety by assessing the performance level, and by determining the
performance trend. Vattenfall developed operator specific safety
indicators in continuation of the Nordic project. Holmberg et al.
(1998) developed and tested risk-based PSA indicators. They used
risk follow-up of events and unavailability of safety-related sys-
tems as the indicators. The main aim was to classify the safety
significance of events, and not to use the indicators as a tool for
c̈ontinuousr̈isk control.

The development of the IAEA framework (2000) for indicators
began with the consideration of the concept of nuclear power plant
safety performance. The frame structured on two  levels. The top
level was operational safety performance, and the second level
was operational safety attributes. Three essential aspects were
addressed to define the key characteristics – nuclear power plant
regular operation, emergency operation, and the attitude towards
personal safety. The frame establishes overall indicators below each
attribute. A level of strategic indicators is defined associated with
each overall indicator, intended to provide a bridge from overall to
specific indicators. Finally, each critical indicator was supported by
a set of specific indicators, which represent quantifiable measures
of performance (Gómez-Cobo, 2002). In this framework, only the
indicators are measurable quantities, and higher-level indicators
can measure in physical quantities. Higher-level indicators provide
a qualitative assessment.

2.2. Development of indicators in the process industry

Experience from the nuclear industry is not necessarily help-
ful in the process industry. In the process and chemical industry,
the different manufacturing processes, products, technologies, and
chemical properties, represent a much broader spectrum to be
addressed. The process industry has adopted various accident mod-
els for the development of indicators. In the non-nuclear process
industry, development of indicators has been viewed mainly from
three main accident perspectives, the Energy barrier perspective,

the Resilience engineering perspective, Functional resonance anal-
ysis method and the System dynamic model perspective.

2.2.1. Energy barrier perspective
Gibson (1961)) introduced the Energy Model, saying that the

more natural way  to classify the accidents is according to the
physical energy form involved. Haddon (1968) did further work
for accident prevention. The main idea is that accidents occur
when targets are affected by bad energy in the absence of effec-
tive barriers between the energy source and the object. Reason
(1997) Swiss cheese model uses an energy barrier perspective.
Accidents occur due to holes in the barriers and safeguards. In
an ideal world, all protective layers should be intact, allowing no
penetration to happen. However, in the real world defenses may
deteriorate over time (such as the corroded sprinklers on Piper
Alpha Paté-Cornell (1993)). Modification or redesign may  weaken
or eliminate defenses. Defenses can be removed during calibration,
maintenance, and testing or as a result of errors and violations.

In 1994, the NPD initiated a pilot project (Nielsen et al., 1996;
Øien et al., 1997, 1998) with the purpose to develop a set of indi-
cators to measure changes in risk level during the operation of
petroleum platforms. Quantitative risk analysis (QRA) was used to
identify risk indicators giving the most significant contribution to
the total risk. There was  another followed pilot project which devel-
oped a set of risk indicators for a specific installation (Øien and Sklet,
1999).

Øien (2001b) developed a risk-based method to cover the total
risk picture. The model hypothesized that in control of changes
in the risk influencing factors (RIF) included in the risk model
in the QRA. The model did not cover n̈on-technicalr̈isk indicators
(human and organizational factors). Øien (2001a) developed orga-
nizational risk indicators based on an organizational risk influence
model (ORIM) resembling previous organizational factor frame-
works (Embrey, 1992; Murphy and Paté-Cornell, 1996; Papazoglou
et al., 2003; Davoudian et al., 1994a,b).

OECD started in 2003 to give guidance to the process industry at
large through the Chemical Accidents Programme. This described
method start by identifying critical potential hazards in various
areas of concern that are most critical to control risk. Indicators
are developed based on potential failures in the areas of concerns,
or where there are ineffective barriers. The main new contributions
of this guideline were differentiating outcome indicators (lagging)
from activities indicators (leading) along with additional details on
their development.

Vinnem et al. (2010) describe the risk level project of the
Petroleum Safety Authority to identify levels of risk from indi-
cators. Vinnem distinguishes technical barriers from the human
element. They developed technical barrier indicators of safety-
critical systems with measures of test success/failure reported
by the installations for these barriers such as emergency shut-
down valves, fire detection, and pressure safety valves. Barrier
performance panels can be updated every 3 or 6 months with
a rolling 12-month average, showing status and trend direction
which would maintain motivation and awareness on the significant
hazards. However, barrier performance did not correlate signifi-
cantly with hydrocarbon leaks (Vinnem et al., 2010).

The risk model developed by RIVM (Dutch Ministry of Social
Affairs and Employment) used accident data as a basis for logi-
cal modeling (Bellamy, 2012). The model is built by organizing the
precursor events from the accident analysis and relating these to
results using probabilistic modeling. The logical model, therefore,
lacks the sociotechnical element.

Khan et al. (2010) presented a risk-based approach where
they used a risk metric to classify process safety. A hierarchical
risk aggregation approach was  used to aggregate indicators. They
developed safety performance indicators (SPI) following UK HSE
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guidelines (2006). The risk factor for three integrity categories:
operation, mechanical, and personnel are aggregated using the
weighted average approach. The industry can monitor the three
elements through a set of parameters and sub-parameters charac-
terized by two groups: leading and lagging indicators.

Haugen et al. (2012) developed a method to identify indicators
not only related to operations and technical systems directly but
also to planning processes and other preconditions. The technique
uses a risk influence model to identify factors that influence the
probability of a specific event. For each element, indicators can
measure the status of the factors. Sharp et al. (2008) developed
key performance indicators for offshore structure integrity based
on barrier analysis. Performance indicators were designed to moni-
tor those barriers with quantifiable measures. Øien (2008) explores
the possibility of developing early warning indicators based on the
incident investigation. He analyzed the incidents using influence
diagrams, and from them identified seven general barriers against
hydrocarbon leaks. Further, he recognized both checkpoints and
indicators for each barrier, which provide information about the
status of barriers and the early warning of potential spills.

The UK HSE guidance (2006) describes a method based on the
Swiss Cheese model. A vital addition of this guidance was the
introduction of the d̈ual assurancec̈oncept requiring both leading
and lagging indicators. Leading indicators are developed based on
barrier failures that are discovered during reviews, while lagging
indicators are generated based on failures after an incident or near-
miss has occurred.

Many scientists (Scarponi et al., 2016; Pasman et al., 2013; Zhang
et al., 2016) have used Bayesian network as a risk model and devel-
oped performance indicators based on the model. Haugom and
Friis-Hansen (2011) used a Bayesian network to model risk in a
hydrogen refueling station. Gerbec and Kontić (2017) also used a
Bayesian belief network to establish process safety-related perfor-
mance indicators. Their case study deals with ship tanker unloading
of methanol at a liquid cargo terminal. Zhao et al. (2015) also used
the Bayesian network modeling to analyze risk on LNG carrier
anchoring system.

2.2.2. Resilience engineering perspective
Resilience Engineering is not about assessing accident risks, but

also assessing the organization’s ability to be resilient (succeed)
in the face of expected and unexpected events. Øien et al. (2010)
describe a method for the development of early warning indica-
tors based on resilience and resilience engineering (REWI). REWI
method originates from a technique developed by the U.S. Elec-
tric Power Research Institute (EPRI) known as Leading Indicators of
Organizational Health (LIOH) (EPRI, 2001, 2000). REWI consists of
three main parts. The first part is a set of contributing success factors
being attributes of resilience, the second part is general issues to ful-
fill the goal of each contributing success factors, and the third part
is the indicators established for each general point. Final selection
of indicators may  include indicators created by other approaches.

According to Paltrinieri et al. (2012), the dual assurance method
(HSE, 2006) strictly depends on the results from the HAZID process.
A lack or flaw in the HAZID process would affect all the subse-
quent analyses and will not recognize an accident scenario. On
the other hand, REWI is not dependent on the specific HAZID out-
come. It is complementary to the result of HAZID and supports risk
appraisal through a parallel and comprehensive action of organi-
zational improvement.

Thieme and Utne (2017) used both dual assurance method
and resilience-based early warning indicators (REWI) method to
develop safety indicators of the autonomous marine system. They
showed in their paper that these two methods are complemen-
tary. If two methods are applied separately, they overlook essential
safety aspects. Whereas, if combined, gives complete coverage of

safety aspects. Developing safety indicators is most efficient if
implemented during the design stage and can be refined based
on operational experience. Implementation during the operational
phase is challenging due to various interfaces. For an autonomous
vehicle, they developed five outcome and eleven early warning
indicators. Developed indicators cover direct safety function, e.g.,
alarm and broader safety function, e.g., maintenance.

Functional Resonance Analysis model (FRAM) is based on
resilience engineering principles and is used to identify leading
indicators (Hollnagel, 2017a). FRAM comprises five steps, which
are: to identify system functions, to assess and evaluate potential
variability of each function, to identify functional resonance using
instantiations and to identify effective countermeasure or barri-
ers existing in the system. FRAM modeling provides a dynamic
approach which is necessary for dynamic operation e,g, helicopter
operation (Herrera et al., 2010). The use of instantiations enables
to illustrate how variability spreads and which variability is sig-
nificant to a successful operation. It considers the influence of the
context on actual performance.

2.2.3. System dynamic model
Systems modelers, e.g., Hollnagel and Woods (2006), consider

the concept of a chain of causes or holes in slices of cheese too linear.
The graphical modeling of fault and event trees is too constraining.
The system modeling perspective looks at the hierarchies of con-
trol and conceptualizes the whole system as one entity, not as being
made up of several components. STAMP (Systems Theoretic Acci-
dent Modelling and Processes) model integrates all aspects of risk,
including organizational and social (Leveson, 2004). An essential
element is a ‘constraint’. The modeling makes sense for controlling
safety systems with their dynamic boundaries. The control hierar-
chy has downward communication imposing constraints and has a
measuring channel to provide feedback about effective constraint
enforcement. The present paper adopts STAMP based model. The
following section describes the detailed procedure of the method.

2.3. Difference between leading and lagging indicators

There has been much dispute among safety professionals and
researchers about the definition and use of lagging and lead-
ing indicators. The first dispute is on the meaning of the terms.
Hopkins (2009) defined leading indicators as “precursors of harm”
as opposed to lagging indicators that are “direct measures of this
harm”. Kjellén (2000) defined a safety performance measure or
indicator as to the metric used to measure the organization’s ability
to control the risk of accidents. In practice, this means to mea-
sure directly or indirectly, the level of risk of accidents (probability,
consequence) and how this develops over time. A leading safety
performance indicator is, in this interpretation, a sign that changes
before the actual risk level have changed.

The Swiss cheese model describes accidents as a series of failings
(holes) in the layers of defenses or barriers. According to this model,
leading indicators identify gaps in the risk control system, whereas
the lagging indicators reveal the holes in the barriers because of
an incident. Hollnagel (2017b) has discussed these issues from the
system engineering perspective. According to his theory, leading
indicators can be created based on the sense of perturbations in the
parts of the system where fluctuations may  be observed to see how
stable the system is. In contrast, lagging indicators generally pro-
vide evidence of an effective safety system by finding any unlikely
consequences of changes.

According to Erikson (2009), lagging performance indicators are
focusing on the output and are indeed providing the best measure
of how well the management system is performing. The leading
performance indicators are concentrated on the input and describe
how to achieve the primary objective and how to improve it. In
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this sense, there is a fundamental difference between leading and
lagging indicators, and both are needed to determine how well the
organization is managing the process safety. A specific indicator
could be lagging concerning one objective while leading concerning
another. F̈ailure at testingïs lagging concerning the performance of
the individual barriers, while leading concerning the performance
of the overall process safety management system.

According to Hopkins (2009), lagging indicators are not very
useful as pre-warnings or early warnings. For early warnings, one
needs to look further back in the causal chain at the underlying
causes and the condition of the factors that lead to accidents. These
causes or conditions are proactive or leading indirect indicators.
Hopkins bases his argument on the fact that the bowtie model does
not provide a reasonable basis for the distinction between lead and
lag. According to Vinnem et al. (2006), leading indicators are prefer-
able over lagging indicators. There is more motivation in reporting
performance of preventive measures, compared to performance
in the occurrence of near-misses. If the data collection scheme is
limited, the number of faults recorded are insufficient to make a
reliable decision. In that case, leading indicators are preferable over
lagging indicators.

HSE guideline (2006) emphasizes the importance of utilizing
both leading and lagging indicators and use the term ‘dual assur-
ance.’ According to Grote (2009) and Kjellén (2009), the starting
point could be to establish the purpose of indicators, describing
the functions that they may  have. Several authors do not distin-
guish between leading and lagging anymore. They (Saqib and Tahir
Siddiqi, 2008; Grote, 2009; Mearns, 2009; Øien et al., 2011) use
general terminology, like a key indicator, safety performance indi-
cator, or key performance indicators. There is vast literature which
worked on the development of leading and lagging indicators in
various applications and performed comparative studies between
them. In 2012, the European Process Safety Centre (EPSC) published
making a case on the selection, development, and implementation
of leading indicators for process safety (Knijff et al., 2013).

Lingard et al. (2017) examined the temporal relationships
between the safety performance indicators, including traditional
lagging indicators, as well as expected leading indicators for a con-
struction process. They uncovered time-dependent relationships
and explored causal relationships between indicators. The analy-
sis revealed complex interactions between safety indicators over
time. They found that the expected leading indicators behaved as
both leading and lagging indicators concerning the project total
recordable injury frequency rate. Sheehan et al. (2016) considered
the association between leading and lagging indicators of OHS.
They investigated the moderating effect of safety leadership on the
association between leading and lagging indicators. The association
provides information to focus more on leading indicators instead
of lagging indicators.

Jablonowski (2012) presented the study of leading safety indi-
cators using regression of a data set from an onshore drilling
operation. The analysis suggests that a viable leading indicator
exists in the form of a lagged specification on of the oil company’s
present safety metrics. Additional analysis of the leading indicator
suggests a critical threshold for intervention.

Herrera and Hovden (2008) developed leading indicators for
maintenance of aviation in the context of resilience. Leading indica-
tors are precursors based on a model of safety, implying a significant
possibility of a subsequent event that has an impact on safety
and performance. Leading indicators can, therefore, provide infor-
mation about changes in risk before traditional risk analyses can
capture this change. Other notable works include the works of
Sinelnikov et al. (2015); Grabowski et al. (2007); Hinze et al. (2013);
Robson et al. (2017b); Jablonowski (2012); Guo and Yiu (2015);
Robson et al. (2017a); Nelson et al. (2016); Reiman and Pietikäinen
(2012); Khawaji (2012).

3. Methodology

According to STAMP, safety is an emergent system property, and
accidents are caused by unwanted interaction among system com-
ponent that violates system safety constraints. An example of a
safety constraint is that the plant should store a highly reactive
chemical below a maximum temperature. The plant should enforce
this restraint in the operating process and should take contingency
actions in case of violation of the constraints. STAMP views system
safety as a control problem. Accidents occur when the system can-
not control its components (physical and social). The controls can
be managerial, organizational, physical, operational, or manufac-
turing. Major accidents occur due to not only component failure or
human error, but also from weak enforcement of safety constraints
on design, construction, or operation of the entire sociotechnical
system (Leveson, 2015b).

The present paper develops safety performance indicators using
the STAMP method. Hazard analysis in STAMP method is performed
using the STPA method. Execution of the process consists of the
following steps:

1 Define the scope of safety indicator development program
2 Description of system boundaries and the control structure of the

system
3 Identification of system level hazards, accidents, and safety con-

straint
4 Identification of required control actions to keep the system safe
5 Identification of the low-level contribution factors or scenarios

that results in hazardous situations
6 Determination of corrective actions to rectify the hazardous

causes
7 Identification of safety performance indicators
8 Development of a performance monitoring program

3.1. Define the scope of safety indicator development program

The first step is to establish the scope of the safety indicator
development program. The aim is to identify essential safety indica-
tors. Scope includes a description of the system, significant hazards,
associated safety barrier, and safe operational limit. In the context
of LNG ship to ship transfer, the focus of an indicator system could
be on the vessel and control center. For this system, significant
hazards are a loss of containment.

3.2. Description of system boundaries and control structure

Based on the scope of the indicator development program, the
boundary of the system is defined. The next step is to conceptualize
the system as a control system. This step is related to the collect-
ing and compiling of information and data about the system, site,
and associated activities under analysis. A control structure is cre-
ated using the system requirements and interactions. Each different
entity performing a specific action is identified to build the control
structure.

In a system, controllers provide actions to keep the system under
control. Feedback entities give information to the controller about
the latest state of the system. Feedback may  be from a physical
entity or by an automatic process. For example, automatic detec-
tors or logic sensor may  send information to the controller about
the state of the system or a human operator may be informed from
physical detectors or sensors and may  act. The controller then gives
the command to an actuator to take necessary action if required.
In modern process systems, controllers are automated logic con-
trollers in most cases or a human operator in specific instances.

The actuator goes to the necessary state or executes the action as
per it gets a command from the controller. For example, a pressure
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relief valve opens when the controller gives a command to reduce
pressure getting feedback from the pressure sensor that pressure
is too high in the system. In a specific situation, a human operator
may  act as an actuator, e.g., a local operator may  reduce pressure
manually. Other actuation systems can be pumps, motors, speed
controller, etc. In STAMP, not only technical systems and humans
can only act as controllers. Organizational system elements such as
policies, procedures, and organizational culture may  also serve as
controllers.

The control structure shows the responsibilities of each
controller, along with system behavior and existing feedback mech-
anisms between different responsible entities (controllers) in the
system. The system can consist of various controllers, actuator
system, and disturbance processes (e.g., wind, waves, current). A
Control Structure diagram provides the means to visualize the
interactions between the controller, actuator, and actual procedure.
It provides an in-depth means for identifying potentially hazardous
control actions by identifying system behaviors and interactions. It
illustrates the paths for inadequate control of the system that can
lead to a dangerous state.

3.3. Identification of system level hazards, accidents, and safety
constraints

After the construction of the control structure model and the
control hierarchy, the next step is to identify unsafe control actions
that can lead to hazards. STPA follows a step by step procedure to
identify risky control actions. In STPA, a hazard is a system state or
set of conditions that, together with a set of worst-case operational
and environmental conditions, lead to an accident (loss event). In
process systems, it is beneficial to identify an intermediate acciden-
tal event. An intermediate accidental event is an event in a sequence
of events that upsets normal operations of the system and if not
controlled, may  lead to an unwanted accidental incident or acci-
dent. An example of an intermediate accidental event is ‘leak in
the system,’ which, if not controlled, may  lead to a fire or explo-
sion if ignited. Confusion may  arise in the definition of hazard and
intermediate accidental event. Hazard is the beginning of a process
upset, or a disturbance of the system which if not controlled, may
lead to intermediate accidental event or accidents. For example, a
hazard is a high temperature or pressure or another undesired sit-
uation in the system from which a leak may  occur which in turn is
an intermediate accidental event. The table (Table A.2 in Appendix)
shows a list of hazards and accidents for the present system.

Safety constraints are those criteria that must be enforced on
the behavior of the system to ensure safety. If the system cannot
control the hazards, they may  lead to accidents. Present method
searches for necessary control actions which should be executed
to keep the system safe. For example, a hazard (high temperature
or pressure), if not controlled, may  lead to an intermediate acci-
dental event (unexpected leak) or accident (fire or explosion). The
necessary control action is to keep the temperature or pressure of
the system under a threshold limit. Each controller should perform
as expected to maintain the safety constraint. The pressure sensor
should send a signal to the logic controller when the pressure is
high, and the logic controller should give a command to the pres-
sure relief valve to reduce pressure. The pressure relief valve should
work accordingly. An alternative controller should also work in case
of the regular controller does not work. If any of the controllers
cannot function as designed or as it should be, hazard occurs. The
next step is to find the necessary control actions to maintain safety
constraints.

3.4. Identification of required control actions to keep the system
safe

As discussed in the previous section, accidents in complex sys-
tem evolve from unsafe or inadequate control actions by automatic
or human controllers. Risky control actions can be provided due
to incorrect or missing feedback or due to miscommunication
between multiple controllers.

STPA defines four types of unsafe, hazardous control actions as
following: (Leveson, 2004):

1 An action required for safety is missing; e.g., the operator does
not close the intake valve when the storage tank is full.

2 An unsafe control action occurs, e.g., the operator opens the
intake valve when the storage tank is full.

3 A potentially safe control action occurs too early or too late than
the required time, e.g., a thermal relief valve is opened too late
after detection of high temperature.

4 A required safe control action is stopped too soon or applied too
long (Leveson, 2004), e.g., a thermal relief valve is closed too
quickly before reducing the temperature to a safe level.

3.5. Identification of low-level contribution factors or scenarios

After the identification of potentially unsafe control actions,
the next step is to determine how these risky control actions can
occur or how the dangerous situations can evolve that can lead to a
precarious system state or accident. This step identifies the scenar-
ios, where safe control actions are not executed correctly, perhaps
because of a component failure in the controlled process.

The primary goal of any hazard analysis is to identify hazards so
that they can be eliminated or prevented or mitigated which the
system cannot avoid. This goal can be achieved entirely by identi-
fying the constraints underlying the hazardous scenarios identified
by hazard analysis. During the construction of a safety control
structure, all entities, along with their responsibilities, should be
considered to establish the safety constraint. The control struc-
ture diagram shows the connections. For example, chief engineer
of the plant is responsible for technical standards and system safety
requirements and all changes, variances, and waivers to the condi-
tions. The control actions assigned to the chief engineer are:

• To monitor the activities whether they are carried out following
technical standards and policy

• To establish the technical requirements and to ensure that they
are enforced and implemented in the projects

The control structure should consider all his responsibilities to
ensure that the design is compliant with the requirements. When
the chief engineer cannot perform all the duties alone, he has the
responsibility to ensure that other responsible persons in the plant
do the job. Duties of all responsible entities should be carefully
considered to check the necessary control actions. When multiple
people or groups control the same process, coordination risk arises.
The types of unsafe interactions that may  result include: (1) both
controllers assume that the other is performing the control respon-
sibilities and, as a result, nobody does, or (2) controllers provide
adverse control actions that have unintended side effects. When the
system requires the assignment of similar duties to multiple con-
trollers, indicator program includes the constraints of coordinating
the activities.

3.6. Identification of the safety performance indicators

The required control actions identified in the previous step
provide input to the safety indicator identification. The present
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step identifies possible safety indicators from safety constraints.
The indicators reflect the performance of the associated sub-
systems. One or several indicators can be identifiable for each
constraint. During the development of indicators, one should focus
on the properties of the system (e.g., dangerous substances, fail-
ures in the organizational structure). Indicators follow the topic
of two categories. The first category includes indicators for the
technical elements considered. The second category includes orga-
nizational elements. During the indicator identification, analysts
consider the existing organizational structure of the organization
and responsibilities of each entity. The flexibility of the organi-
zational structure, robustness (communication between actions),
resourcefulness (adequate system), decision support (proper deci-
sion support system) and redundancy (redundancy in information
processing) affect the identification of indicators.

Following topics influence the consideration of indicators:

• Operability: How the organization can keep the equipment or
system in a safe and reliable functioning condition, according to
pre-defined operational requirements.

• Design and engineering: Required constraints in designing func-
tional products and processes.

• Training and competence: Training and competence necessary to
develop among the organization to operate the system smoothly

• Human resource management: Strategic approach to the effec-
tive management of workers of the organization so that they
contribute to achieving the overall goal regarding safety.

• Audit and procurement: Requirements for audit and procure-
ment are also important safety factors for the process industry
to cover the scope of the overall system.

3.7. Development of a performance monitoring program

The plant should describe each indicator identified in the pre-
vious step thoroughly during the development of a performance
monitoring program. The description should include desired safety
goals, critical elements associated with the indicators, data require-
ments, data sources, sampling interval, indicator thresholds, and
relevant references. Before the collection of data and information
for the indicators, analysts should define necessary interfaces, pro-
cedures, and processes. Primary identification of indicators may
result in a long list. Continuous monitoring of many indicators is
time and cost consuming. Table 1 summarizes essential indicators.
Threshold values are identified based on the goal of the orga-
nization. Desired safety goals reflect expected performance and
achievement. Screening of the indicators depends on the frequency
of update and type of operation.

Some system component may  have critical safety barriers,
which need frequent monitoring as every day. Indicators related
to these barriers should be updated weekly or bi-weekly to iden-
tify any adverse development. On the other hand, some indicators
need less frequent monitoring, e.g., periodic maintenance of check
valves. The plant should not discard those indicators entirely,
instead should be screened out in a separate list and overall list
should be updated yearly or bi-yearly for improved safety moni-
toring. Existing indicators may  not be relevant anymore with the
modified system. List of indicators should be revised based on new
hazard list or modified control action.

Determining the indicator thresholds is another challenge. For
some indicators, where numbers or percentage cannot set the
threshold, a level can be used to set the boundary. For example, one
indicator is ‘adequacy of training of operational procedure’. Level
of training cannot be determined by numbers only; instead, other
factors include scope of details of training, % of employees attend-
ing the training, % of employees pass the test after the training. The
plant can determine a level by setting a weight for each factor. Table

A.8 in the Appendix shows an example. For these indicators, low,
medium, and high, are proposed as classes or limits. L̈ow,̈ for exam-
ple, means that the safety threshold is very close to being violated,
whereas ḧighm̈eans that the safety performance is excellent. For
each safety indicator, the plant should define such thresholds indi-
vidually. Facilities can set their target value based on practicality,
target risk level, the additional cost to reach the target, authority
requirement, and vice versa. A target value is, for example, in the
oil-gas industry SIL 2 rating of critical safety equipment is accept-
able. SIL 1 is not acceptable, and working hours should not exceed
1800 h per year, 40 h per week for onshore.

4. Case study

4.1. Defining the scope of the case study

The present paper has chosen an LNG  Floating Storage and
Regasification Unit (FSRU) as a case study. Due to the advantages
of flexibility and economy of production of LNG, LNG FSRU has
attracted more attention in recent years. One of the benefits of
the FSRU is that it is movable, which provides increased oper-
ational flexibility. The offloading system is an essential part of
FSRU. The function of this system is to transport the LNG from
the LNG carrier to an FSRU. Since the regasification process and
storage conditions are the same in all setups, they differ mainly in
the application of specific technologies to some pieces of equip-
ment. Commonly, the offloading system is mountable in the stern
or middle of FSRU, which consist of supporting structure, joints, and
pipeline. There are several concepts to carry this offloading oper-
ation. Before starting the analysis, analysts should observe each
parameter influencing the transportation systematically. As a cryo-
genic liquid, LNG is entirely different from oil and LPG. It is sensitive
to changes in temperature and pressure and incident to vaporize.
Heated or decompressed LNG generates boil-off gas. It is a waste
of LNG and will also affect the offloading process and damage the
pipeline.

4.1.1. Description of system boundaries and the control structure
of the system

LNG carriers ship LNG as a cryogenic liquid at about -160 C. At
the terminal, LNG is transferred by unloading arms to the storage
tank for storage at the same cryogenic conditions as in the carrier
(−160 ◦C and pressure slightly above the atmospheric). Boil off Gas
(BOG) management represents an essential aspect of the terminal.
During LNG unloading operations, the BOG is transferred to the ship
by the BOG return arm, to avoid vacuum depressurization of carrier
tanks.

The main component of the transfer process is the pump. Other
parts include control valves, hoses, pipelines. Valves are used to
control the nature of the flow, e.g., pressure, temperature, flow rate.
Emergency relief valves or couplings can stop the operation or dis-
connect the pipes to abort the operation in case of an emergency.
Fig. 1 in the Appendix shows a simplified process flow diagram. Top
filling of the receiving tank is commonly used to reduce the pres-
sure in the tank. To start the transfer from tank one to tank two,
valves V3, V4, V7, V8, V11, V12, and V15 should be opened.

Fig. 2 in Appendix shows the high-level safety control struc-
ture of the STS transfer operation, where several agencies (LNG
carrier authority, floating storage and regasification plant author-
ity, and terminal authority) are involved in safety oversight of the
operation. Each component in the control structure can control
the behavior of some lower level components in the structure.
The present system has three types of controllers, which are logic
controller, control room operator, and the site operator. Con-
trollers conduct the operation, maintaining safe operational limit
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Table 1
Summary of indicators developed by the STAMP method.

Topic Indicators

1 Mechanical integrity
1 Level of the reliability of all critical safety equipment including valves and sensors
2  Percentage of shutdown/isolation systems that functioned to the desired performance standard when tested

2
Documentation and
procedure

3 Adequacy of documentation on emergency response action, accident investigation, OSH policies
4  Percentage of documented history data on equipment and maintenance actions plan
5  Adequacy of documentation on the management of change, organizational changes, change of procedure or

equipment including authorization check, post-change check

3
Human resource
management

6 Level of competency of personnel for corrosion check, debris check, emergency preparedness, OHS  related
duties, product transfer, auditing

7  No of extended shifts per local operators, supervisors, and managers during the measurement period

4
Inspection,
maintenance, and audit

8 Level of inspection in a year on safety critical instruments, emergency response system, vessel, pipe wall
9  No of corrective and preventive actions initiated and carried out because of the audit

5 Risk  assessment
10 Level of detail of risk analysis (no of incidents identified, no of unacceptable risk issues)
11 Percentage of risk reduction actions achieved
12 No of corrective and preventive actions carried out because of root cause analysis of the work-related

accident, diseases, and incidents
6  Training and competence 13 Level of training on emergency rescue action, product transfer, root cause analysis, operational procedure,

parameter, automation, corrosion check, prevention, product quality check, change of procedure, auditing
7  Work permit system 14 Level of documentation on work permit issues including the period for completing the task along with

hazards, risks and control measures

Fig. 1. Process sketch of LNG ship to ship transfer procedure.

by providing an appropriate command to the actuator system. The
actuation system of the present system are pumps, non-safety
valves, thermal relief valves, emergency relief coupling, and emer-
gency shut down valve (Fig.1).

4.2. Identification of system level hazards, accidents, and safety
constraint

The present paper identifies accident scenarios through the
application of the STPA method. For a processing system like a
present case study, leak, or fluid discharge in the system carries
the principal risk of the containment. A leak in the system may
lead to further accidents like Fire, Explosion, Human Injury, Loss of
Containment. Therefore, this unexpected event is given the most
priority in the present study, and analysis is carried out based on
this. High-level system hazard related to this unexpected event
is high pressure, temperature, flow rate, the liquid level in the
system. Other system related hazards include corrosion, the impu-
rity of product and external hazard includes high wind, wave,
or dropped object. Hazard lists depend on the equipment type,
material properties, operating condition, and physical state of the
handled substances. The present case study deals with a long pipe
during unloading from a ship tanker. Safety constraints are, there-
fore, to keep the temperature, pressure, flow rate, liquid level of
the system below the threshold limit. Other safety constraints are
to protect the system from corrosion and keep the system safe
form high wind, wave, or dropped object. This paper does not con-
sider secondary damages (loss of production, impact on reputation,
compensations, and files).

4.3. Identification of required control actions to keep the system
safe

Hazardous control actions are identified (Table A.3 in Appendix)
by considering each generic mode of unsafe control actions. In this
case, one hazard is high pressure in the pipe system, which is con-
trollable by activating a pressure relief valve. The control action
here is Äctivate Pressure Relief Valve (PRV).̈  This action can be done
by a logic controller, a control room operator, or site operator after
getting feedback from the pressure sensor. Logic controllers can
automatically activate the PRV when the pressure is high. A con-
trol room operator can also act as a controller if the logic controller
cannot act on time or may  notify the site operator to activate the
valve manually. To execute these processes safely, sensors, valves,
the logic controller, electricity and site operators must be available,
and function/act as intended. Primary causes concern maintenance,
quality, safety culture, personnel competence.

4.4. Determination of corrective actions to rectify the dangerous
causes

This step is performed to determine how low-level hazard can
be eliminated or prevented. This step identifies scenarios and causal
factors relating to why  and how hazardous control actions can occur
(Table A.3 in appendix). After determining the low-level causal sit-
uations, all possible mitigating measures are sought to reduce or
mitigate the hazard. For example, to ensure that pressure and tem-
perature do not exceed a defined limit in the system, thermal relief
valves work correctly. This requirement can be secured by design-
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Fig. 2. Control structure of LNG STS transfer.

ing all valves and sensors to comply with industry design standards
and codes and by maintaining them properly.

4.5. Identification of safety performance indicators

Indicators are identified based on previously developed safety
constraint. When defining the indicators from the safety con-
straints, the focus is given first to the design possibilities, second
to maintenance actions, and after that training, competence, and
other issues. For example, one safety constraint is that an instru-
ment or equipment should comply with current design standards
and codes. This constraint is related to the design performance. The
identified indicators are the “% of safety critical items of the plant
or equipment which comply with specified design standards”. The
next step is to define the unit and target values of those indicators. If
the indicator value is less than the desired value, necessary actions
need to be taken, e.g., replacing critical safety items.

The plant should define the threshold value for each indicator.
Depending on the nature of the indicator (whether it is a p̈ositiveör
a n̈egativeïndicator), the target may  be to exceed or go below
the threshold. An example may  be the two indicators ḧours of
safety training per person per yearänd äverage percentage of right
answers in the test.̈ If the plant reaches the target ḧours of training
,̈ but the äverage percentage of right answers in the testsïs below
target, the analyst can conclude that the plant should increase the
quality of training rather than increasing the number of hours.
Sequences of identification of safety indicators:

4.6. Development of a performance monitoring program

The resulting list contains 56 indicators (Table A.3), which is a
high number considering the limited system. Most of the indicators
do not require continual assessment. Table 1 summarizes indica-
tors separately which need continuous reviewing (e.g., Percentage
of periodically verified OSH requirements applied to purchase spec-
ifications of machinery, equipment, and others; no of maintenance
checks of emergency equipment regularly, Percentage of indica-
tors subject to periodic review and update). This paper identifies
fourteen indicators (Table 1) as requiring a regular update (Fig. 3).

One indicator is ‘Adequacy of documentation’. Ädequacyn̈eeds
to be specified and defined in such a way that it can be measured.
Examples can be the proportion that is in written form, accessibil-
ity by operators and managers and readability. Another indicator
is ‘Adequacy of training’. The plant can specify this adequacy by
considering whether the training covers all or specific aspect, %
of employees participating in the training and % passing the test
after doing the course. After reaching the predefined targets, the
company might define more ambitious goals.

The review of safety performance should be a process of contin-
uous improvement. Indicators are a tool for regular (e.g., monthly)
evaluation of the condition. This statement does not mean that per-
formance indicators are a replacement for an audit system. Instead,
it is a complementary activity of more frequent reviewing that
enables faster detection of weaknesses and subsequent interven-
tion. Indicators may  also be developed and used at all levels in an
organization, such as top management, business area, facility, or
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Fig. 3. Identification of indicators in the system engineering approach.

specific activity. However, the same indicators are not necessarily
useful at all levels. Thus, the indicators need to be meaningful at
the level where they primarily are being aimed. Indicators devel-
oped for the use of operational management should be relevant for
that level, even if this does not necessarily mean to be useful and
relevant for higher levels in the organization.

5. Development of OECD and CCPS indicators

The present paper develops indicators by the method described
in the OECD guideline and CCPS guideline (presented in Table A.4
to Table A.7 in Appendix) to do a comparative analysis between
STAMP based performance indicators and indicators developed by
those methods. The paper develops outcome and activities indica-
tors for the plant according to OECD guidelines.

OECD guidance does not define a precise method but provides
advice on how to develop and use safety performance indicators.
The guidance defines two types of indicators: activities indicators
and outcome indicators. Activities indicators help the organization
to check whether they are taking actions in lowering risk. Outcome
indicators help to check whether such effects are leading to less
likelihood of an accident or to reduce the adverse impact on human
health or the environment from an accident. It can also develop an
understanding of established or achieved goals by law/regulation,
corporate policies, or community objectives. Thus, the guidance
provides a tool for prioritization and a basis for improving the effec-
tiveness of spending on safety-related expenditures and allocation
of human and other resources.

It has been decided to review all the chapters of part A of
the guidance document and to determine which subchapters
are relevant for their purposes. Present work included six sec-
tions from outcome indicators, which are general management of
safety, administrative, technical issues, emergency preparedness,
and accident reporting seems to be relevant for LNG FSRU. Some
of the indicators are straightforward to measure. For each of the
indicators, parameters are established to be understood by all the
employees. The company can apply a scale for the assessment of
outcome indicators from 1 to 10, with 10 being the best perfor-
mance.

In the present case, the team has decided to use a weighting
system to place greater emphasis on those parameters that are of
more considerable significance. Table A.8 in Appendix shows an
example. One hundred outcome indicators are developed to check
whether the plant has achieved the desired result in establishing
a proper safety management system. If these indicators show poor
results, a related activities indicator should be evaluated to ensure
that the issue is focused appropriately. Present case study develops
thirty-eight activities indicators.

The present case develops CCPS lagging and leading indicators.
L̈aggingM̈etrics are a retrospective set of metrics based on incidents
that meet the threshold of severity as part of the industry-wide
process safety metric. Leading metrics indicate the efficiency of the
safety management system and give an early indication of dete-
rioration in the effectiveness of these critical safety systems and

enable remedial action to be undertaken to restore the effective-
ness of these essential barriers before any loss of containment event
takes place.

CCPS’s metrics consider Tier 1 process safety incident depending
on process involvement, above the minimum reporting threshold,
location, and acute release. The term ‘Process’ is used here only
for equipment and technology used for chemical or petrochemi-
cal products, including tanks, pipe, or condensation system (CCPS,
2007). Tier 1 incidents are an unplanned or uncontrolled release
of any material including not toxic and non-flammable materials
from a process which causes severe consequences like employee
injury or fatality or evacuation or fire or explosion and release of
the toxic substances above a defined threshold. An incident where
there is no direct chemical or process involved is not accountable
as a process safety incident. For example, fire in an office building
will be not reported as a process safety incident if the fire does not
occur from a chemical reaction or process incident (CCPS, 2007).
This criterion intends to identify those incidents that are related to
process safety, as distinguished from personal safety incidents that
are not process-related.

A “1 -h” rule (amount of material releases to same or above
a predefined threshold in 1 h) applies to Tier 1 incidents. Tier
2 Process Safety Events represents those LOPC incidents with a
lesser consequence than a Tier 1 PSI. A Tier 2 LOC is an unplanned
release of non-toxic or non-flammable material including steam,
hot condensate, compressed CO2 or compressed air with lesser
consequences and was out of scope in Tier 1. Process Safety Total
Incident Rate (PSTIR) is the cumulative (annual) count of inci-
dents normalized by man-hours. Process Safety Incident Severity
Rate (PSISR) is the cumulative (annual) severity-weighted rate of
process safety incidents. Developed leading metrics for the safety
systems are Maintenance of mechanical integrity; Action items
follow-up; Operating and Maintenance Procedures, Process safety
training and competency, and Fatigue risk management.

Mechanical integrity metric is one measure of the effectiveness
of the process safety management system to ensure that safety-
critical plant and equipment is functional. This metric involves
collecting data on the delivery of planned inspection work on
safety critical plant and equipment. The calculation of the metric
determines the number of inspections of safety critical plant and
equipment planned for the measurement period.

‘Action item follows up’ metric determines the number of
inspections of safety critical plant and equipment completed during
the measurement period (CCPS, 2007). This metric is to determine
how effectively the plant can fix identified deficiencies of process
safety equipment on time. ‘Process safety training and competency’
metric provides a mechanism for measuring the effectiveness of
process safety culture within chemical process organizations.

‘Operating & Maintenance Procedures’ metric measures the
progress of necessary maintenance procedures during the specified
period. This metric may  include a huge list of criteria for monitor-
ing, for example, action steps that are clear and adequately ordered,
consequences of deviation from boundaries, steps to maintain the
safe limit, checklists (where appropriate). Fatigue risk management
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metric helps to reduce fatigue risk for employees. It monitors the
organization’s activity to manage fatigue risk, for example, no of
time in employee training, no of safety meetings and like.

The present case study develops a total of 17 lagging and 14
leading indicators relevant to the STS operation.

6. Discussion

This paper has defined safety indicators following a system
engineering approach. The present paper selects LNG ship to ship
transfer process as the case study without specifying specific pro-
cess parameters. Developed indicators can measure safety at the
conceptual design stage. STPA can be started in early concept analy-
sis to assist in identifying safety requirements and constraints. The
method can cover possible causal scenarios of accidents includ-
ing accident prevention design technique, redundancy, barriers,
human intervention, use of operational procedures, checklists, and
training in the analysis. Scenarios can be used to create additional
requirements, including mitigation or new design decisions. A ben-
efit of STAMP is that is can be easily modified or revised for any
change of plant or system component. For any change, one needs
to find the associated hazards, safety constraints, and controller
actions and then develop the performance indicators accordingly.

The overall goal is to prevent major accidents and to establish
an effective safety management system. It is essential to check
whether this safety management system can cope with the risks
involved and whether it works well. Although the primary link
between safety management and safety performance in hindsight,
lessons learned from accidents address failures in the safety man-
agement system, for example, BP Texas City accident.

STAMP indicators are developed from a control hierarchy dia-
gram and give an abstract of how a dangerous scenario can occur
and what safety constraints should be enforced to avoid the haz-
ard. It considers both leading and lagging indicators at the same
time. One practical problem related to this model is that it devel-
ops a high number of indicators in the first stage. To choose the
important indicators from this list is a challenging task. Regarding
getting early warning signals, STAMP is very useful, as it can iden-
tify even a valve failure or low audibility problem immediately. So,
STAMP can identify errors at the root level. Instantaneous identifi-
cation of flaws in the plant is possible, and so the plant can rectify
them quickly. The plant can use threshold values as early warning
criteria.

The developed indicators are said to be a mix  of leading and
lagging indicators. Indicators are leading in the sense that they are
giving importance to proactive action before any occurrence of acci-
dents, for example, no of inspection and maintenance checks of
shutdown system and no of existing procedures with the proper
scope and enough detail. Some indicators are also developed based
on previous operational records to check missing barriers in oper-
ational processes or systems. Those indicators are comparable as
lagging indicators, for example, no of reported flaws in the auto-
mated system and no of stated incorrect parameters by operators.
A leading indicator-based system can monitor the effectiveness of
the control system, can improve safety performance and can, there-
fore, reduce exposure to the risk of having an accident or serious
incident. an effective PMS  system can monitor past performance
and can help to plan future performance (Medina-Herrera et al.,
2014)

Development of indicators from safety constraints is quite chal-
lenging. For example, one constraint is that an operator should be
aware of the correct operational procedures. What are the control
actions to measure that an operator is aware of the proper pro-
cedures and can implement them incorrectly? It can be training
programs to operators, internal quiz or test to check the com-

petency of the operator, and correct documentation which the
operator can follow. However, one may  still ask if this is enough.
Monitoring of indicators established by the present method is quite
simple; however, it may  become profoundly human resource inten-
sive.

Indicators based on STAMP are plant-specific while the OECD
guidance has predefined sets of indicators. It gives quite an exten-
sive collection of indicators, especially in hazard management and
personnel safety management. The STAMP-based method focuses
mainly on operational indicators because it has a clear link to unex-
pected events that the company wants to avoid. The causal chain of
an unexpected event can identify all relevant organizational issues.
However, in the case study, the problem is that the system is rela-
tively limited and does not include the whole organization required
to operate it.

The present approach supports continual improvement and
emphasized achievements rather than failures. It is possible to
express the status of the indicator in a way  to record and to com-
pare with previous and future results. It is possible to classify
the status into different categories (e.g., high/medium/low, grade
A–F). Be cost-effective in terms of data collection: the effort of
gathering data for the indicator not is too excessive compared to
benefits gained by using the indicator. A critical criterion of indi-
cators is comprehensibility. A link between the indicator and the
factor is easy to comprehend, and the meaning of the indicator is
self-evident to understand what variables to measure. It has an
advantage as it measures the present status of a factor and pro-
vides an early warning that potential problems are arising. Some
indicators indicate that something is wrong before the occurrence
of an accident while other indicators indicate what is wrong. The
present method uses a combination of both types as indicator set.

The indicator set combines more frequent indicators (e.g.,
monthly) with less frequent indicators (e.g., quarterly, annually,
or even more seldom). Frequency can be determined based on the
nature of the indicator, i.e., how often it is reasonable to assume that
the status changes, but also more pragmatic criteria like usefulness
and cost-effectiveness. Reason for this is that some of the factors
may  be constant (e.g., the design of installation), they may  change
only at a well-defined point in time (organization structure), or
they change relatively slowly (e.g., work practice). The plant should
update indicators periodically.

A critical restraint may  arise from safety culture. Cultural values
and assumptions affect the establishment of the safety manage-
ment system. Hard and fast rules may  not work in all environments
or may  work in exceptional cases, or may  change the working envi-
ronment, increase fatigue of a worker, and thereby may  increase
human error. Analysts should consider these issues when deter-
mining safety constraints.

In general, indicators related to work practice are difficult to
monitor. They are related to the quality of work operations in many
cases, and monitoring the quality of these is not easy. The present
method makes it easy to track this work practice as it originates
from a lack of control action by the operator and to transform it into
the action list. It becomes easy to determine the required actions
concerning the behavior of performance indicator and priority of
the factors. It gives timely warning of deviation from safety stan-
dards of design and operation and can identify degradation in safety
performance as early as possible. The plant can set a safe boundary
as tolerance or targets.

One limitation is that this method does not consider any risk
analysis. It cannot deduce the importance of a change in indicator
values as for risk indicators. These indicators may  not be suitable
for benchmarking purposes because of site-specific variability. In
a comparison of STAMP based method with Bayesian belief net-
work, the process of developing KPI using Bayesian belief network
(Gerbec and Kontić, 2017) requires consideration of direct fail-
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ures, as well as of factors affecting the events and probabilities
and relationship with essential safety indicators. A benefit of using
the BBN model is that the level of risk can be quantified. Level of
risk reduction by implementing technological and organizational
means becomes quantifiable also.

It is said that a system-based model can better deal with system
uncertainty (Kazaras et al., 2012). Events are comparable as con-
trol action and control flaws are the consequences; the next step
is ranking them in terms of uncertainty. How uncertain of such an
‘event’ to occur depends mainly on the uncertainty of the safety
control measure responsible for controlling the causal event. The
second question is about the validity and reliability of the analy-
sis. Several researchers (Johnson and de Almeida, 2008; Katsakiori
et al., 2009; Salmon et al., 2012; Underwood and Waterson, 2014)
have worked on the comparative study of system-based analy-
sis with other models. Filho et al. (2018) compared the validity
of STAMP method with other models for a ferry accident. Fault
tree analysis and event tree analysis are well known and widely
applied to the industry which proved their validity. System based
model gives additional coverage of organizational significant pic-
ture information (Branford, 2011). Such big picture is often missing
in a traditional method.

CCPS lagging indicators consider tier 1 process safety incidents
with high consequences and tier 2 process safety events with lesser
consequences. CCPS defines industry process safety metrics, so it is
easier to make a comparison of incidents in different years and how
the plant is running concerning safety. CCPS leading indicators give
focus to mechanical integrity; action items follow up, process safety
training, operating and maintenance procedure, and fatigue risk
management. Safety management systems developed from CCPS
safety indicators give a complete overview of the plant with low
effort and cost compared to OECD and STAMP indicators. Tier 2
lagging indicators should be given focus to consider early warning
signs.

The STAMP model is better than OECD and CCPS concerning
potentiality for early warning, the area of focus, level of details of
the study, the possibility to focus on specific issues and ease of mod-
ification of model for a change in the system. However, this model is
still new, and industry personnel does not have expertise in how to
use it. Low-level hazards which do not belong to any class of unex-
pected event and hazardous control actions may  have fallen outside
the scope of analysis. The analysis should include actors, precon-
ditions, alternative processes, and non-functional requirements to
improve the sophistication of the study. More study can be done in
the future to enhance the screening stage to achieve enough con-
trol with a lower number of indicators. Indicators serve as a tool for
regular monitoring of the condition of factors. Indicators are not a
replacement for an audit system. Instead, it is a complementary
activity of control which allows for faster intervention to improve
the condition. Indicators can be developed and used at all levels in
the organization such as top management, business area, facility,
or specific activity.

7. Conclusion

This paper presents a method for the development of safety
indicators based on system engineering. The paper has dealt with
three main tasks. The first task is the development of a technique
for system-based safety indicators, the second task is to apply this
to a case study, and the third is to make a comparison between
the developed method and previously established methods (OECD
and CCPS). The paper uses the STAMP accident model. The analysis
shows that STAMP-based modeling provides a better understand-
ing of the system. The STAMP-based indicator development process
helps to focus on specific issues from which a hazard can evolve.

It takes into consideration human and organizational factors along
with technical elements to mitigate or prevent high level as well
as low-level system hazards. Another benefit is that STAMP based
indicators can easily be modified or revised for any change of plant
or system component. The third part of the analysis presents a
comparative study between a STAMP-based indicators program
and indicators developed by the methods described by OECD and
CCPS. OECD gives an extensive set of indicators, especially in haz-
ard management and personal safety management. It seems that
STAMP based model takes much effort to enable the control hier-
archy and rest procedures. However, compared to the diversity of
the method and detail of the analysis, the amount of effort is worth.
STAMP based modeling provides a better understanding of the sys-
tem compared to other analysis. Future work can be an integration
of any risk quantification model with the STAMP model. This inte-
gration will support the screening of indicators. Further work is also
necessary to investigate to what degree these system engineering-
based indicators are complementary to other safety performance
indicators or whether they provide a more appropriate measure to
foresee unexpected occurrences.
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IMT 

2010-65 

Seim, Knut Sponheim Mixing Process in Dense Overflows with Emphasis 
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IMT 

IMT 

2010-66 

Jia, Huirong Structural Analysis of Intect and Damaged Ships in 

a Collission Risk Analysis Perspective. Ph.d.thesis 
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IMT-11-

2013 

Chuang, Zhenju Experimental and Numerical Investigation of Speed 

Loss due to Seakeeping and Maneuvering. IMT 
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IMT-12-

2015 

Amir Rasekhi Nejad Dynamic Analysis and Design of Gearboxes in 

Offshore Wind Turbines in a Structural Reliability 
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IMT-2-

2016 

Martin Storheim Structural response in ship-platform and ship-ice 

collisions, IMT 

IMT-3-
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evaluation of the roll motion for ships in random 

seas, CeSOS 

IMT-12-
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IMT-8-
2017 

Giri Rajasekhar Gunnu Safety and effiency enhancement of anchor 
handling operations with particular emphasis on the 
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Drivetrain- Methodologies and Applications 

IMT-18-
2018 

Christoph Alexander Thieme Risk Analysis and Modelling of Autonomous 
Marine Systems 

IMT-19-
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Systems 
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2020 
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induced Global Response of Floating Bridges 
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2020 
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Perspective 
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Turbines 
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IMT-7-

2021 

Haoran Li Nonlinear wave loads, and resulting global 
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IMT-8-

2021 

Einar Skiftestad Ueland Load Control for Real-Time Hybrid Model Testing 

using Cable-Driven Parallel Robots 

IMT-9-

2021 
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wave forecast and its effect on installation of 

offshore wind turbines 

IMT-10-

2021 

Xu Han Onboard Tuning and Uncertainty Estimation of 

Vessel Seakeeping Model Parameters 

IMT-01-

2022 

Ingunn Marie Holmen Safety in Exposed Aquacultrue Operations 

IMT-02-

2022 

Prateek Gupta Ship Performance Monitoring using In-service 
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IMT-03-

2022 

Sangwoo Kim Non-linear time domain analysis of deepwater riser 

vortex-induced vibrations 

IMT-04-

2022 

Jarle Vinje Kramer Hydrodynamic Aspects of Sail-Assisted Merchant 

Vessels 

IMT-05-

2022 
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2022 
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IMT-09-
2022 
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