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The field of IoT consists of a wide variety of tools, technologies and methods
and is constantly under development. Through sensors and usage of application,
the device collects, processes, produces and transfers information that could be
sensitive to the user. Securing such devices is proven to be a challenge as they are
made to utilize a minimum amount of processing power. As a part of this thesis the
group made a framework that depicts an approach of how to evaluate the general
security of an IoT-device. Based on industry security standards from ETSI, and
requirements from GDPR have developed a set of criteria that gives an indication
to how secure the device is and what weaknesses the device possesses. Through
an iterative process the group have tested and improved the framework by using it
to evaluate commonly used IoT-devices. Evaluation for each criteria is built upon
the process of risk management, where the risk is estimated as a sum of how the
criteria has been implemented and how severe the consequence could be, upon
misuse of weakness in criteria. Accompanying the framework are descriptions of
what technical tools can be used to test and monitor the behavior of the devices.
The end result of the project was a framework on how to evaluate the security of
IoT-devices in regards to general security measurements and how sensitive and
personal data is treated.
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Åpen

Fagfeltet IoT består av en mengde verktøy, teknologier og metoder som er
under utvikling. Gjennom sensorer og bruk av applikasjoner, samler, prosesserer,
genererer og forflytter enheten informasjon som kan være sensitiv ovenfor brukeren.
Å sikre slike enheter har vist seg å være en utfordring ettersom de er bygget opp
for å bruke minst mulig strøm og prosessorkraft. Som en del av denne oppgaven er
det laget et rammeverk som beskriver en fremgangsmåte for hvordan sikkerheten
av IoT-enheter kan evalueres. Basert på industristandarder fra blant annet ETSI
og krav GDPR setter, har gruppen utviklet et sett av kriterier som vil kunne gi et
inntrykk av sikkerheten til enhetene og hvilke sårbarheter de har. Gjennom en iter-
ativ prosess er det utviklet og forbedret rammeverket ved å bruke og teste det opp
mot IoT-enheter. Den endelige evalueringen er basert på risikostyrings-prosessen,
hvor risiko blir satt som en sum av hvor godt kriteriet har blitt implementert og
hvor alvorlig konsekvensen av satt kriterie kan bli. Satt sammen med rammever-
ket er beskrivelser av hvilke verktøy og metoder som er brukt for å monitorere
og teste enhetene. Sluttresultatet av prosjektet er et rammeverk for hvordan man
kan gå frem for å sikre enhetene i henold til den generelle sikkerheten og hvordan
sensitiv og personlig data blir behandlet.
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Glossary

best practice Best practice means that the technique used is superior to any al-
ternative, or as no known weaknesses. It also does not have any indication
of feasible attacks with current readily available techniques. , 1

black-box "Black-box testing, which is also known as functional testing, is the
testing that ignores the internal mechanism of a system or component and
focuses solely on the outputs generated in response to selected inputs and
execution conditions" [1]. , 4

black-hat hacker "A black hat hacker is someone with objectives of studying
and using cyber security techniques and tools for personal or private gain
through malicious or threat activity" [2]. , 1

botnet "Botnet is a term for a collection of software robots, or bots, which run
autonomously and automatically" [3]. , 1

controller A controller is the body determines the purposes and means of the
processing of personal data [4].

cyberspace "A global domain within the information environment consisting of
the interdependent network of information systems infrastructures includ-
ing the Internet, telecommunications networks, computer systems, and em-
bedded processors and controllers" [5]. , 2

DevOps DevOps is the combination of cultural philosophies, practices, and tools
that increases an organization’s ability to deliver applications and services
at high velocity: evolving and improving products at a faster pace than or-
ganizations using traditional software development and infrastructure man-
agement processes. This speed enables organizations to better serve their
customers and compete more effectively in the market. [6]. , 38

GDPR General Data Protection Regulation, an EU law regarding data protection
and privacy [7].

IMRaD Introduction, Material and method, Result and Discussion [8]. It is a tem-
plate for how to structure scientific articles.
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IoT Internet of things, a common used phrase to describe the inclusion of inter-
net, software, and other smart technology into physical things, like vacuum
cleaners and light bulbs.

personal data "Personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’)" [9]. , 1

personal sensitive data Data whose disclosure has a high potential to cause harm
to the individual [10].

README A readme file – often created as readme.txt or readme.md – usually
contains important information about the respective system, project or soft-
ware. To ensure users can find the file straight away, it should ideally be
placed in the top directory level [11]. , 38

reverse engineer To disassemble and examine or analyze in detail (a product or
device) to discover the concepts involved in manufacture usually in order
to produce something similar [12]. , 4

risk matrix A risk matrix is a commonly used method for evaluation of risk as-
sessment. , 14

scoring system The scoring system is the system used in the framework for eval-
uating the devices weaknesses, and showing its improvements for the cri-
teria.

sensitive data Sensitiv data is classified information that must be protected and
is unauthorized for outside parties [13]. , 1

spoof "Spoofing attacks arise when the attacker is capable to root a user or a
device on a system to believe that a piece of information came from a source
from which it actually did not initiate" [14]. , 4

threat actor An individual or a group posing a threat [15]. , 12

Z-Wave A wireless technology that is primarily used with smart home products
[16]. , 3

Zigbee Lightweight suite for IoT devices to be able to communicating across a
mesh network [17]. , 3



Acronyms

AI Artificial Intelligence. , 10

CoAP Constrained Application Protocol. , 16

CoPCSE@NTNU Community of Practice in Computer ScienceEducation at NTNU.
, 6

CVE Common Vulnerabilities and Exposures. , 73

CVSS Common Vulnerability Scoring System. , 73

DDoS Distributed Denial-of-Service. , 1

DUT Device under testing. , 27

GDPR General Data Protection Regulation. , 1

HTTP Hyper Text Transfer Protocol. , 4

IFTTT If-This-Then-That. , 79

IMRaD Introduction–Method–Results–and–Discussion. , 6

IoT The Internet of Things. , 1

IRC Internet Relay Chat. , 4

MITM Man-in-the-Middle. , 4

MQTT Message Queuing Telemetry Transport. , 16

NTNU Norwegian University of Science and Technology.

NTNU Norges teknisk-naturvitenskapelige universitet.

RTSP Real Time Streaming Protocol. , 4

SSN Semantic Sensor Network. , 16

xix



xx Bachelor group: 120 NTNU: Security IoT, Telenor

SSW Semantic Sensor Web. , 16

UP Unified Process. , 18

XMPP Extensible Messaging and Presence Protocol. , 16



Chapter 1

Introduction

1.1 Problem

The Internet of Things (IoT) has throughout the decade taken a bigger part of
the daily life. Smart homes, surveillance, medical equipment and vehicles are de-
pendent on being connected to the internet to function properly. There are many
benefits with the devices, everything from controlling temperature to monitoring
your house can be done through an application on your phone. However the dis-
advantages and risk in using such devices are not as clear. Through the use of an
IoT-device, the device make use of, share and communicate data that is collec-
ted through sensors and usage of applications. If done insecurely, personal and
sensitive data might get in the hands of unwanted people.

Connected IoT-devices are rapidly increasing and it is estimated that there
will be over 27 billion IoT connections within 2025 [18]. The scale and number
of devices also makes the devices attractive for black-hat hackers, making them
a part of a botnet. Vulnerable IoT-devices have been the primary source of the
biggest Distributed Denial-of-Service (DDoS) attacks such as Mirai [19]. These
types of attacks are growing in severity, occurring more frequently and in greater
size [20].

Implementing security into IoT-devices is a challenge as the devices are made
from components with limited resources and power. Best practice and secure en-
cryption is therefore hard to implement as it requires a larger amount of pro-
cessing power and thereby also require bigger batteries. The IoT ecosystem is
based upon a rapid production development life cycle, where low-cost compon-
ents are used to make the products affordable and in big quantities [19].

Due to the data that IoT-devices collect, the manufacturer is also responsible
of following the General Data Protection Regulation (GDPR). This means that the
user has some specific rights when it comes to their data, such as knowledge of
what data is collected, how that data is processed and whom this data is shared
with. The user also has the right to revoke the organizations rights of that data.

1
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Loss of control of such data would be a security concern for the user. It is therefore
important that such organization follow the requirements of GDPR.

IoT-devices are a huge challenge within cyberspace as they are hard to secure,
distributed in great numbers and contain and collect sensitive information. It was
therefore necessary to develop a framework for testing the security and find out
if the devices are trustworthy.

1.2 Task

The task was to create a framework for how to evaluate the security of IoT-devices,
with respect to how much GDPR has been considered by the manufacturer of the
device. The thesis would therefore have to answer the question, "how can the
group build a framework to evaluate the security of the cybernetics, and pro-
cessing of personal and sensitive data in IoT-devices?". To help answering this
question, the group was provided with a set of modern IoT-devices to facilitate
the study. The devices was used on a various level of testing and development of
the framework. Some of them was used to test the whole framework and would
set examples for usage of the framework, whilst other was used for specific areas
of development. The devices used are:

• "D-link compact full hd wi-fi camera"1

• "Ledvance Smart+ Wi-Fi Plug"2

• "Ecovacs Deebot roomba"3

• "Adax Neo WiFi panel oven, hvit"4

• "Nedis Smartlife WiFi Smart Plug" 5

• "D-Link WiFi Smart Plug " 6

• "Nedis Smartlife WiFi Smart Surveillance camera" 7

• "Mill WiFi-Socket 3 Plug-in-termostat"
• "TP-link Kasa Smart WiFi LED-Bulb"
• "TP-Link Tapo Smart RGB Led-bulb"
• "Cleverio Smart Smoke and heat-detector"

It was chosen to aim this framework towards businesses and organizations that

1D-link camera evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/
main/Devices/Framework_2/Dlink_camera.md

2Ledvance plug evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/
main/Devices/Framework_2/Ledvance.md

3Ecovacs roomba evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blo
b/main/Devices/Framework_2/Ecovacs.md

4Adax evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Dev
ices/Framework_2/AdaxOVN.md

5Nedis plug evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/main
/Devices/Framework_2/Nedis_Plug.md

6Nedis plug evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/main
/Devices/Framework_2/Dlink_plug.md

7Nedis plug evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/main
/Devices/Framework_2/Nedis_Camera.md

https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_camera.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_camera.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ledvance.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ledvance.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ecovacs.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ecovacs.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/AdaxOVN.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/AdaxOVN.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Nedis_Plug.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Nedis_Plug.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_plug.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_plug.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Nedis_Camera.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Nedis_Camera.md
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import, deliver and sell IoT-devices, and users of such devices with an interest for
security. It is a goal for the framework to give the target audience a simple way to
evaluate and test the devices before distributing, selling or using them. The idea
for the framework is to be clear and simple to use, and make the result of the
process easy to understand. By the end of an evaluation, it should be clear what
weaknesses the evaluated device possess.

1.3 Scope

Based on the target audience for the framework, there had to a be a limited num-
ber of methods that would require specialized knowledge. Thereby giving the
framework a low-entry threshold. Both to make the framework accessible, as well
as not to end up with an uncontrollable scope creep. Therefore the framework is
a tool to perform a high-level evaluation of IoT-devices, making use of free and
publicly available tools. The goal of the framework is to fill the limitations when
it comes to gathering information of how an IoT-device functions, and if it is safe
for use. The framework is based upon the testing and evaluations performed on
devices that are commonly found in households. These devices are commonly
connected with Wi-Fi and collect and process data before communicating with an
external server. The devices collect and make use of telemetry data that is col-
lected from sensors such as thermometer, moisture meter, cameras, microphones
and electric meter.

1.4 Delimitation

Security within cyberspace requires many specializations from a wide variety of
skills. The framework is therefore not a methodology of how to perform penetration-
test or find new vulnerabilities in IoT-devices. This framework is also not a replace-
ment for other frameworks or requirements. Therefore passing this framework
does not mean it passes regulations such as GDPR. The framework gives an indic-
ation on how security has been taken into consideration by the manufacturer when
developing the product. However, this framework does not evaluate or secure the
whole supply chain, as it would be infeasible to collect such information as a reg-
ular consumer. Subjects such as code-review and vulnerability-hunting/research
have been taken out of the scope as these are huge subjects that would require,
and already have, frameworks of their own. The main focus of the framework has
been devices that use Wi-Fi as their primary method of communication towards
external servers on the internet. Therefore it does not include criteria or methods
to evaluate devices that uses Zigbee or Z-Wave as communication protocol.
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1.5 The groups background and competence

The participants of the thesis, consists of four students, that all have taken the
NTNU’s Digital Infrastructure and Cybersecurity program. The group have differ-
ent levels of experience with certain aspects of the project and have throughout
the study program used risk management to evaluate and manage risk within
a company and are familiar with Linux command line, operating systems, net-
work communication and configuration. The group is also familiar with the pro-
cess of teamwork and collaboratory projects in courses such as DCSG1002 and
PROG1004.

Prerequisite knowledge
The group needed to learn how to use the tools, to perform the various at-

tacks that was performed on the IoT-devices. This was learnt by watching YouTube
videos and following guides and cookbooks. The group also needed to freshen up
on some things like basic Linux commands and how to use GitHub again, because
there had been some time since the last time a group member had used GitHub
or a Linux based machine extensively. The approach to the devices that the group
were to evaluate, would be what is called a black-box. Unlike "white-box" or "gray-
box" the attacker have no knowledge of what the internal structure of the device
look like or functions. The approach would therefore be from a reverse engineer
standpoint and would influence what tools and methods that had to be used. The
tools the group wanted to immerse into had to be publicly available and preferably
free, luckily there are many such tools.

Kali Linux8 is an operating system designed for penetration-testing and attack-
ing data-systems. Embedded with the operating system are many pre-configured
tools that could be found useful for testing.

Wireshark9 is one such tool the group had to get familiar with. As this is a
comprehensive tool for analysing and monitor network traffic. The group focused
on learning the basics of monitoring and reading packages.

Burp Suite10 is a tool-kit for analyzing web packages and web security testing.
The group wanted to learn how to catch, edit and send packages towards a web
interface.

Nmap11 is a tool used to scan devices for their interfaces and open ports, which
would help with detecting attack-vectors. This meant that the group also had to
look into different types of services that run on the devices such as HTTP, RTSP
and IRC.

Ettercap12 is a powerful tool for Man-in-the-Middle (MITM)-type attacks. Po-
tential attacks the group would be able to do with the suit, would be to spoof the

8https://www.kali.org/
9https://www.wireshark.org/

10https://portswigger.net/burp
11https://nmap.org/
12https://www.ettercap-project.org/

https://www.kali.org/
https://www.wireshark.org/
https://portswigger.net/burp
https://nmap.org/
https://www.ettercap-project.org/
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communication towards the device and gather its firmware.

Binwalker13 is a tool for extracting files and executable code from a binary
image. If able to gather the firmware, the group would attempt analysing it with
the use of this tool.

1.6 Structure

During the project the work structure was affected by the pandemic and difficulties
around getting a meeting room for internal meetings within the group. This had
some affect on the work structure, but with a good structure set at the beginning
of the project, did the group manage a good work flow.

1.6.1 Time allocation

Since the field of IoT is a huge subject, we had to define the scope of our task to
best utilize the time we had for the project. In accordance with our employer the
focus of the framework was to evaluate the general security of the devices and
how GDPR and the users privacy was handled by the manufacturer. To specify
the scope further we chose not to go into subjects that would require specialized
knowledge as mentioned in section 1.4.

To prevent stress and too little time on the project, it was planned out a GANTT
chart that depicted at what stages it would be worked on at the different aspects.
To ensure progress the group planned to have daily meetings on week days starting
from 10:00 to 14:00, before working separately at tasks that were assigned to each
member. It was planned that once a week the group would conduct a meeting with
the supervisor and task giver, however it ended up being closer to every other week
as all group members had one other subject besides the thesis and as there would
be more progress and prepared questions to discuss during the meetings.

As depicted in the GANTT the group needed to be defined a timeline of the
thesis and specified deadlines for aspects of the project, such as when to do re-
search, complete testing and finish drafts of the final thesis. Besides this, there
was declared deadlines for other specific tasks during the project, that individuals
was working on, like the different iterations and aspects of the framework.

1.6.2 Practical surroundings

During the work on the project, the group use a combination of communicat-
ing in "Discord", or meeting up in person. When the group members could not
meet in person due to sickness or a lack of meeting rooms, the meeting would be
held online in "Discord". The biggest differences between these meetings, and the
physical meetings would be that the physical meetings would contain a more col-
laboration, discussions, whilst digital meetings would contain more of planning

13https://www.kali.org/tools/binwalk/

https://www.kali.org/tools/binwalk/
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and delegation of work. When working together in a meeting room, the group
can discuss multiple topic at the same time, because of the flexibility of meeting
in person against digitally.

The meeting with the task giver was done on "Google Meet", and was struc-
tured for updating the task giver on the progression since last meeting, and asking
questions that was prepared. These meetings were better to have online, rather
then in person because of travelling, time, and logistics. Every meeting with the
task giver were around half an hour, and consisted more of presentations and
questioning than discussions.

The meetings with the groups supervisor had a similar structure to the meet-
ings with the task giver. These meetings were held on "Microsoft Teams", and con-
sisted of updating the supervisor on the progression, and asking questions that
came during the process. These meetings were also better to hold online due to
the structure of these meetings and the practicalities for the group and the super-
visor.

1.6.3 Work organizing

As mentioned earlier in the thesis, the group had two different methods of pro-
gressing the project, either separately or as a group. During the project the group
used both methods, as the group worked individually with progressing the work
within a assigned task, like writing a sector in the thesis, or testing a device for
parts of the framework.When the group needed to have digital meetings, the meet-
ings involved more of delegating assignments, and planning future work than
collaboration on testing or development. The individual work was done between
meetings, and follows unified process that is described in section 3.2.1.

1.6.4 Technical

During development of the framework, when researching, writing and creating
drafts, "Google Disk" was used to share research papers and write on documents
together. "Discord" was also heavily used to share files and conduct meetings
whenever there was a virtual meeting within the group. "GitHub" would be the
main platform for the framework. "GitHub" is a commonly used platform for shar-
ing and hosting software and development assets as well as blogs, frameworks
and projects. It is a subsidiary of "Microsoft" and primarily uses the technology
Git, with its own features on top. Git itself is a software that is used primarily
for collaborations with multiple developers. Git lets its users track changes in a
repository.

The structure of the thesis is based on a template that was made available for
the group by NTNU. The template is a made in LaTeX and it was recommended to
use it in "Overleaf". The template is created by Community of Practice in Computer
ScienceEducation at NTNU (CoPCSE@NTNU). In addition, the group also used
Introduction–Method–Results–and–Discussion (IMRaD) for the general structure
of the thesis.
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1.7 Other Roles

1.7.1 Task giver

The taskgiver for the thesis was Eirik Stephansen from Telenor Norge AS, Tech
Lead IoT-Mobile.

1.7.2 Supervisor

The supervisor for the thesis was Andrii Shalaginov, Associate professor in the
Department of Information Security and Communication Technology.

1.8 Structure of the thesis

Chapter 1: Introduction, introduces the reader to the problem and task presented
in this thesis.
Chapter 2: State of the Art, Discusses the field and background of the problem
that is represented and fundamental theory that covers the rest of the thesis.
Chapter 3: Research methodology, explains the method and how the group went
about creating the framework. Here the thesis discuss requirements for the product,
choices the group made for the methodology and shows what the development
looked like through the different iterations of the framework.
Chapter 4: Result and analysis, shows the final framework, as well as the tools-file
and method-file that follows it, plus a reasoning for every criteria of the frame-
work and how the group evaluated.
Chapter 5: Conclusion, discusses the final product, challenges met and other pos-
sibilities. The thesis also discuss future improvement and work that can be done,
as well as limitations of the product.





Chapter 2

State of the Art

This chapter of the thesis covers the field of study, and theory of the subject.

2.1 Field of study

"Cybersecurity is the practice of protecting critical systems and sensitive inform-
ation from digital attacks" [21]. The practice works against crimes and attacks
that makes a threat to organizations, companies or individuals. The field of cy-
bersecurity is constantly under development. New exploits and vulnerabilities are
developed and discovered, and as preventions are implemented the focus and
targets of attacks also change. As the technology changes and new methods are
introduced, so are the methods needed to defend and attack such interfaces. New
trends such as remote work [22], 5G and artificial intelligence [23], are some
examples of things that has changed how security must be adapted.

2.1.1 Previous work

ETSI

There are already a number of regulations and requirements that are demanded
upon the security of IoT-devices. One such document is the baseline requirements
that ETSI has created, more specifically, "ETSI TS 103 645 V2.1.2" [10] that lists
requirements for consumer Internet of Things. This is a comprehensive document,
specifying high-level security and data protection provisions for devices connec-
ted to the internet. The documents intent is to protect against elementary attacks
on fundamental design weaknesses. Performing tests on devices, based on these
regulations require that the tester also has a comprehensive testing-lab, special-
ized knowledge and tools to perform the tests. It also works as a checklist for
developers of IoT-devices to evaluate their own security and how to implement
best-practise.

9
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GDPR

The "General Data Protection Regulation" [4] is a privacy and security law that
are imposed onto organizations that are targeting and collecting data on people
related to EU. The regulations sets demands based on the organizations practice
of lawfulness and transparency. How data is stored and collected securely and
how accessible the data collected is to its owner and rights to opt-out is imple-
mented, are some of many demands. GDPR has the right and power to fine any
organization that does not fulfill the requirements that the regulation sets [7].

Mozilla; *Privacy Not Included

"*Privacy Not Included" [24] is an initiative by "Mozilla" for consumers that help
with buying safe technological products. The rating of each product is based on
the level of Privacy, Security and in what way Artificial Intelligence (AI) is used.
This website makes it easy to see how a device is scored using their scale, "How
creepy is this?", that is rated by the users, after the user has read and gotten an
introduction to how data is processed within the device.

ENISA; Guidelines for Securing the Internet of Things

The European Union Agency for Cybersecurity, ENISA, has a report on how IoT
supply chain should be secured. This report includes best practice implementation
based on threats and types of attacks that the devices are exposed to. The report
covers the whole supply chain of the devices; design, production (semiconductors
and components), assembly, firmware, software programming as well as platform
development, distribution, management and recovery [25].

Papers

There has been made a lot of papers and research within IoT. Amongst them are
papers that describe the process of attacking specific devices to gain unauthor-
ized access to its functionalities. These papers has functioned as an introduction
to penetration-testing IoT-devices and how to go forward checking them for vul-
nerabilities that are commonly found. For example, Rami Achkoudir and Zainab
Alsaadi evaluates the security of a smart plug by performing penetration tests to-
wards the device [26]. The same goes for Christopher Robberts and Joachim Toft
writing about finding vulnerabilities in smart locks [27].

2.1.2 CIA-triad

The CIA-triad is a model of the three core concepts within cybersecurity.
The main goal of cybersecurity is to achieve all sides of the CIA-triad; Confidenti-
ality, Integrity and Availability [28]. The components of the CIA-triad is something
that must always be taken into consideration when reviewing digital security, and
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will therefore be a core pillar during development of the framework.

• Confidentiality; must be achieved to secure that only authorized personnel
has access to files, areas and information that is confidential. For different
reasons passwords, business-secrets, personal and sensitive data must be
kept confidential to keep security intact.
• Integrity; ensures that the data is correct and accurate and can be trusted.

This includes securing that the data stays intact during transit and that un-
authorized personnel cannot alter that data.
• Availability; makes sure that the data is accessible and available for the

authorized personnel when needed. Often measured in uptime where as
little downtime as possible is the goal. If data is lost, there is preferably
methods for recovery and backup to ensure accessibility.

2.2 Background

Telenor Norge AS provided the task to create a framework for them to use for
evaluating the security of IoT-devices efficiently. As discussed in the introduction,
IoT-devices, could make a huge impact on the security of its users. The field of
IoT is also a huge and comprehensive subject within cybersecurity. Therefore a
framework was needed to orderly test all aspects and functionalities of the devices
in an effective and thorough manner.

2.3 Theory of subject

In this section of the thesis some concepts and required knowledge will be dis-
cussed to give background to the subject. The concepts that are presented are
relevant to what is further discussed in the thesis.

2.3.1 IoT-architecture

The IoT-architecture is structured in three primary layers [29, 30]. The “Percep-
tion and Hardware”-layer, includes all of the sensors on the device and is where
data is collected and constructed. Data is being collected from the environment
around the device and is being processed into meaningful information that can
be analyzed. The “Network and Communication”-layer establishes a gateway, for
the data that was captured to be transferred through. The data is moving through
the application, and between the various devices and in the end, data is sent to
the back-end service. The “Application”-layer is where data is sent to a data center
for final analysis and viewing purposes for the end-user.

In between the "Network and Communication"- and the "Application"-layer
there is often depicted a "Management Service"-layer [31, 32]. This layer functions
as an interface between the two adjacent layers. This layer is responsible for the
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information management, capturing and handling large amounts of raw data and
extracting the relevant information.

Each layer of the IoT-architecture is vulnerable to different sets of attacks
and represents an attack vector for a threat actor. It is therefore important that
every layer of the architecture is protected and secured. The “Application”-layer
is for instance vulnerable to injection-type attacks while in the “Network and
Communication”-layer there must be implemented features that prevent eaves-
dropping or spoofing.

2.3.2 IoT supply chain

Development and production of an IoT-device requires work from several differ-
ent industries. Every actor involved in the production of putting an IoT-device
together must be secured and trusted to create a secure device. Keeping the IoT
supply chain secure is a difficult task as potential threat actors might have a lot of
knowledge and resources to take control of such devices. It is also a difficult task
for the providers of the devices to control and validate each step of the supply
chain. The supply chain by ENISA is separated into six stages [25].

Figure 2.1: IoT Supply chain [25].

The supply chain is composed of two main aspects; the physical and the lo-
gical. The physical aspect relates to all of the physical components and objects
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that the devices is made of, as well as the manual processes, such as assembly of
devices and distribution.

The logical process refers to its software development and deployment, as well
as network-based communication and virtual interactions between the device and
supply chain stakeholders.

• During the conceptual phase of the product, the goal is to establish the se-
curity foundation. This will make it less costly to implement the function-
alities later during production and making the implementation of feature
more embedded within the application.

• The development phase consists of several stages that must be included in
the processes of make the device. It includes the production and assembly of
semiconductors and component as well as development of software and op-
erational platform. This is one of the more critical steps of the supply chain
as many of the risks and weaknesses of devices arise from poor decisions
during the development.

• The production phase depicts mass production, distribution and logistics of
the IoT-devices. Since production usually use multiple different manufac-
turers for development, this step could often become complex.

• The utilization phase involves all of the tasks that are required to get the
device up and running at the end-users location. This usually involves phys-
ical installation, initial device set-up and establishment towards remote server.

• The support phase describes repairing, fixing or replacing damaged units.
Another important goal of this phase is constant supervision of the devices
security. This information is critical for further developments, maintenance
and updates.

• The last phase of the IoT supply chain is the retirement phase. During this
phase it is ensured that the device is disposed securely. This includes re-
moval of information that is embedded within the device and recycling of
mechanical components in an environmentally friendly way.

2.3.3 Risk management

Risk management is the process for identifying and assessing risks based on vul-
nerabilities and assets that are possessed. Following the NIST risk management
framework, the procedure consists of a process in seven steps; "prepare", "categor-
ize", "select", "implement", "assess", "authorize" and "monitor" . This process is per-
formed to mitigate and avoid the risk of potential damage within an organization,
as well as protecting individuals. This includes equipment failure, environmental
disruptions, machine or human error and purposeful attacks [33].



14 Bachelor group: 120 NTNU: Security IoT, Telenor

Finding vulnerabilities and threats to analyze likelihood and consequence can
be done by creating scenarios that describe the unwanted events. The scenarios
described could be events that make an impact on; physical-, electronic-, human-
and organizational assets [34].

Risk matrix

For every scenario, a value of likelihood and consequence is given to the scenario,
usually from 1 to 4 or 5. Describing the likelihood of a scenario, 1 indicates that
there is a low chance for the event to occur while 4 indicates that the chance is
very high. The level of consequence describes how critical the event would be for
the organization, thereby loss of confidentiality, integrity, availability and reputa-
tion. This is often measured in the amount of money that has been lost to recov-
ery, assets or in intellectual property. The values of a risk matrix with five levels
of consequences can be described as; Negligible, Minor, Moderate, Significant
and Severe. Finally the value of risk is measured with consequence ∗ l ikel ihood.
Thereby a scenario where a consequence would have critical impact on the com-
pany, by the likelihood of it happening is very small, the value of risk would be
4 ∗ 1 = 4. Having a scenario where both the level of consequence and likelihood
is high the measure of risk will be 4 ∗ 4= 16 and indicate that this scenario has a
very high risk to the company.

Figure 2.2: Example of 5x5 risk matrix [35].

Threat actors

The likelihood of an event to occur within a company will be dictated by what type
of threat actors are operating within the field and what motivations they have for
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the attack. In each scenario a threat actor should be described by their relationship
to the company. Whether the actor is external or internal to the company, what
access does the actor have to the company, their level of resources, knowledge
and capacity as well as their intention and motive for the attack [34]. Different
groups and types of threat actors can be segmented in a pyramid(as seen bellow).

Figure 2.3: Pyramid of threat actors [36].

The framework1 discusses each level of the threat actors pyramid, their capab-
ilities and resources. For the framework it have chosen to utilize a 4x4 Risk matrix
for the risk management, it is discussed why in section 5.2.2. There is also a more
detailed explanation of the threat actors pyramid in the framework.

2.3.4 IoT protocols

Even though IoT-devices utilize different types of technologies and few standards,
there are some methods that are used more frequently than others. Frequently
utilized protocols for each layer, are ordered by the IoT architecture, and listed
below [37].

Perception layer

The perception layer of the IoT-architecture as mentioned before, described as
components that collect and process the first instant of information. Many IoT-
applications perform real-time analysis and measurements. The processing of raw

1Framework for evaluating IoT-devices : https://github.com/janstrng/Evaluating-IoT-dev
ices/blob/main/Framework.md

https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Framework.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Framework.md
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sensory data that is first collected from sensors is processed in the perception layer.
This type of technology i described as a Semantic Sensor Web (SSW) or Semantic
Sensor Network (SSN)-ontology [37, 38]. Examples of such technologies are "IoT-
lite" and "SOSA".

Network- and Communication-Layer

Wi-Fi (802.11) is the most commonly used network protocol and is found in most
households, airports, restaurants, etc... Wi-Fi does have a high power requirement,
but works well for applications that require high bandwidth and low latency. Wi-
Fi has the opportunity to work with a wide variety of common profiles that IoT-
devices make use of [39].

Zigbee over IEEE 802.15.4. support low powered monitoring and control over
devices specified for low datarate. Despite low power consumption, Zigbee still
provide rage up to 150 meters [40].

Message Queuing Telemetry Transport (MQTT) was created to be able to
accurately send data over low bandwidth and long network delays. MQTT is espe-
cially suitable for constrained IoT environments due to its simplicity, open source
code and support for devices with limited bandwidth [41].

Management Service-Layer

Thread is an IoT protocol released in 2015 and is used on IoT-devices with low
battery power, it is used to secure and future-proof the device. It is built to be an
open standard and is compatible with a wide variety of home application and auto-
mation. NEST thermostats and many ZigBee devices has compatible hardware for
thread [42].

Application-Layer

Constrained Application Protocol (CoAP), is the application layer protocol de-
signed as replication and compression of the HTTP to support devices with limited
processing power [43, 44]. CoAP is preferred over other protocols when document
transfer is a requirement.

Extensible Messaging and Presence Protocol (XMPP), is well established
and used on the internet. XMPP is highly extensible and allows extensions of pro-
tocol [45]. XMPP supports real-time communication with a range of applications
such as instant messaging, voice and video calls and general routing of XML data
[46].

MQTT can also be placed in the application-layer as it supports a web socket.
Together with CoAP it is the leading messaging protocol in the IoT market and is
preferred over CoAP when sending information constantly [37, 47].
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Research Methodology

In this section of the thesis the requirements of the framework, and the process
of developing is described. The result of the method was heavily influenced by
research of what could result in a good product.

3.1 Requirement specification

Based on the target audience, the framework would have to be clear and easy to
use for a person with limited technical knowledge. For the framework to be of use,
it would require enough technical methods , to perform a thorough evaluation for
it to reach a middle ground to both please the targeted audience and make a satis-
fying result. Usage of tools would therefore be an important part of the framework
as it would only need to teach the user how to use the necessary functionalities to
test the device, instead of teaching them the technical knowledge necessary to get
these results manually. The framework would therefore require an introduction
to the tools and a description of how those tools were used towards the device
under testing.

The framework would need to follow a structure that would make a logical
approach to testing functionalities of a device. The approach is based on how the
group went about evaluating the devices, and the methodology of testing, that is
explained in 3.2.6. Accompanying the framework and the criteria, is a description
and explanation of how to test these criteria. Each criterion of the framework is
written in a way that makes them easily identifiable, readable and compact. A
more in depth explanation of each criterion and method of evaluation is located
in a separate document referring to their respective criterion.

As an addition to the framework there are created examples of evaluations
of certain IoT-devices. This will clarify what the framework is attempting to eval-
uate and show what a finished evaluation is supposed to look like. By showing
a practical example, the user can easily find out if this is the type of framework
that is needed for their use case. Adding a reasoning for why the evaluation of the

17
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devices was given the value it was given would also give the end user a reference
of how to test, and what to look for when evaluating for themselves.

3.2 Methodology of development

For this part of the thesis we will describe our method for developing the frame-
work. It depicts how tools would be utilized for the development and how tests
are performed to improve on the framework.

3.2.1 Project plan

The Bachelor-thesis started with creating a project plan, planning how the group
should approach the task, organize, and what goals were set for the project.

Unified Process

The process chosen to be used for the method of work was a variant of the Unified
Process (UP). The main reason the method chosen was because of the iterative
development method. The group are aware that from the start the group would
not be able to gather all the information and knowledge needed to develop a
framework to evaluate IoT-devices. Therefore it would make sense developing the
framework in parallel as the group researched, tested and explored the devices.

The Unified Process consists of four parts that are repeated in sequence:

• In the Inception part, the scope is defined of what the group is going to test
and how in depth the tests are going to go.
• Elaboration, starts with preparing the test environment. This includes set-

ting up the devices, as well as doing research and preparing methods to
attack the device based on the scope defined.
• During Construction, the group would perform the evaluation and tests of

the device, based on the scope of the framework and methods prepared.
• In Transition, there would be an evaluation of the results of the evaluation

and see what went well and what did not. There will also be an evaluation
regarding the criteria that were deemed unnecessary or missing. The group
would then go back to the Inception-step and improve and expand the scope
of the next evaluation.

The Unified Process is mostly used for software development, but the con-
clusion from the group was that it would work for developing a framework that
would require iterations.

Planned project progression

Phase one of the project consisted of the creation of the project plan and defining
the scope of the thesis. Phase two focused primarily on research and creating the
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first draft of the framework. After phase two would the group start phase three of
the project, that together with phase four followed an iterative process. The plan
was to do one week on phase three and another on phase four and repeat the
process from phase three. In the iterative process the focus shifted to testing the
framework, and develop the framework further, this was all in accordance with
the GANTT chart. The reasoning behind doing so was that as the group would
gather more knowledge of IoT, the project would be able to expand the scope
of the framework as the development of it continued. The group would also be
able to test what was implemented and figure out if it worked or not. Thereby
saving a considerable amount of time instead of making a fully fledged framework,
and then discovering that some parts of it either does not work, or need heavily
modification.

Some aspect of the previous two phases would not be able to completely be fin-
ished within the deadline for this part. These aspects was waiting for a responses
to emails regarding the request of the use of GDPR article 15. The manufacturer
have 30 days to answer this, and the group waited for more data on the user
profile before requesting this. In addition, did the group wait with deleting the
profiles until the testing was done. During phase five of the project, the focus shif-
ted to writing the bachelor thesis. This was done partly together in the group for
details and discussion, and partly individually to get most of the writing done.

During the project planning the main focus was on the testing process, and
how this would turn out. The framework was thought to be developed more
around the testing, then the other way around. This was a major shift that happened
during the project. The testing was still a part of the project, but the framework
was the more important part of the project, and the testing did develop into a
supporting role around the development.

3.2.2 Tools

The project plan laid out the tools that would be used. The group ended up us-
ing all of them, and added more. The most used tool was "Discord", the primary
tool for communicating within the group. "Google Drive" was used for storage of
files. The thesis is written in "Overleaf", using "LaTeX", and "GitHub" was the place
where the framework and tests got published. Wireshark was the most used tool
for scanning network traffic, but in addition to it, there were used several different
tools to monitor, attack and scan different parts of the devices. These tools were
"Nmap", "Ettercap" and "Burp Suite". Most of the tools are available through "Kali
OS", and made it possible to perform most of the tests and attacks.

3.2.3 Creation of framework

The whole point of the project was to look at how IoT-devices use user data, and
especially in comparison with GDPR. To do this the framework is based upon
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existing methods that are proven. The group used ETSI TS 103 645 v2.1.21 for the
more technical and security aspect of the framework and GDPR2 for safety of user
data. ETSI has many standards that are alike, but the chosen standard was "ETSI
TS 103 645 v2.1.2" as opposed to "ETSI EN 303 645 V2.1.1", because TS defines
the technical specifications and its purpose is to test against the provisions of "EN
303 645" [48].

GDPR was a logical choice as it is the toughest security and privacy law in the
world [7]. The law provides obligatory criteria for any organization that collect
data on people related to the EU has to follow. Our framework gives the user an
opportunity to score IoT-devices, and therefore see what the unit does well and
not so well.

The group decided that creating a framework would make more sense based
on how other requirements within the field are portraying their requirements and
criteria of security. There was a question on whether the group should make the
content of the framework from scratch or base it on existing frameworks and
supporting texts. Due to the limited experience in the group, the best course of
action was to base it on existing frameworks, regulations and supporting texts.
These frameworks also served as a guideline, but they needed modifications and
additions. The existing materials are not applicable for the target audience, be-
cause of their depth and complexity. A framework for the target audience would
be efficiently created by changing and modifying existing frameworks.

The ETSI framework is largely based on having access to a well supplied IoT
testing lab, this means that many of the criteria are not suitable for our frame-
work and target audience. GDPR is a law, not a framework, and therefore it is not
necessarily made in a way fit for evaluation. The law includes rules that can not
be acted upon by the consumer.

3.2.4 Data collection

The initial plan for the project was to familiarize ourselves with the field of IoT,
researching the state of the art. Researching commonly found vulnerabilities and
methods of attacking IoT-devices was found in research papers and books. On-
line tutorials and "cookbooks" of practical examples of attacks would also give
a clear guide to what tools would be useful and how they are used. Reconnais-
sance is a big part of penetration-testing and a lot of time was used to research
the manufacturers of the device, as well as what components the device was built
from. With knowledge of internal components and what systems the device ran,
further research and findings of vulnerabilities of the specific components would
be possible. Most of the data collected would come from the tools used as refer-
enced here. Searching for the device and then "vulnerabilities" would often result
in write-ups of previous vulnerabilities that had most likely been fixed. However,

1ETSI TS 103 645 V2.1.2 [10]
2https://gdpr-info.eu/

https://gdpr-info.eu/
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this would increase the group members understanding of the device and demon-
strate potential attacks on other devices. A part of the framework and the tests
performed on the device, was to request information of what knowledge was
gathered from the device. This would simply be done by finding the contact-point
of the manufacturer and exercise article 15 of the GDPR.

3.2.5 Testing the framework

The framework was tested by using it to test the devices. Using the framework,
there was findings on what worked and did not work. By doing so the framework
changed dramatically from the first version to the last. The method of work on
the framework was an iterative way, by always going back to improve it.

3.2.6 Testing the devices

The methodology for testing the devices was that everyone was responsible for
setting up their own testing environment, except the Kali machine due to lack of
available machines that could host it. The reasoning behind this was that everyone
could perform their own tests, to get to know the device and how to approach the
testing. This allowed the group to test multiple IoT-devices simultaneously and
also give everyone the opportunity to learn how to use such tools as "Wireshark"
and "Burp Suite". This also allowed for greater flexibility and better time man-
agement. The work was done individually on the simpler IoT-devices, i.e smart
plugs and smart surveillance cameras. For the more complex IoT-devices such as
a smart vacuum cleaner and smart electrical heater, the decision was that the best
course of action was to work together. The smart vacuum cleaner would have
more functions, be more complex and is also more difficult to set up. In addition,
the vacuum cleaner needed space to operate in, so that was also something that
needed to be planned for.

Testing the device, the person doing the testing would follow each criteria
described by the framework in sequence, using the method and tools as described.
To be able to find or discover potential criterion that was missing, reconnaissance
of the devices was also performed. This would include searching for previously
found vulnerabilities of the device and the hardware it ran on and found attack-
vectors that has been proven to work on similar devices.

3.2.7 Changes to methodology

The distribution was changed from "Ubuntu" to "Kali" because "Kali" includes a lot
of useful software and tools including "Nmap" and "Ettercap". This meant it was
easier for the group, since it did not require installation of any software. "Kali"
also advertises that it works great on a USB flash drive. As a consequence there
was no longer need for a dedicated computer with a "Linux" distribution installed
or dual boot "Windows" and "Ubuntu"/"Kali".
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3.3 Test environment

For performing tests towards the devices, there was established a basic test envir-
onment to simulate a regular network that utilize the device under testing. One
computer would be used to enable a "hotspot" from that computer, playing the
role of a router. Connected to this computers network, the device under testing
and any phone that uses the devices application. There would be performed tests
on devices such as "D-link compact full hd wi-fi camera"3, "Ledvance Smart+Wi-
Fi Plug"4 and "Ecovacs Deebot roomba"5. While connected, there would be per-
formed tests on the functionalities of the application that was used to control the
devices, "mydlink", "LDV WiFi" and "ECOVACS HOME" for the devices mentioned.

On the computer hosting the network of the devices there would be a connec-
ted machine running on "Kali OS". It is on this machine where most of the tests
and attacks would be performed towards the device, located on the same network.
Here it would be utilized tools6 such as "Nmap", "Binwalker" and "Ettercap". Set-
ting up the environment this way would help with seeing the IP of the device and
have simple access to the device from the attacking computer and little to no noise
when monitoring the behaviour of the devices with tools such as "Wireshark".

3.4 Framework Development Process

The development of the framework was done in iterations by performing tests
on the devices, researching and improving the framework, as described in the
unified process. There were in total seven different versions of the framework,
with improvements and upgrades between each of the versions. The chosen name
for the official version of the framework will be "Framework 1.0". Every version
of the framework before this is called "Framework 0.X", starting with "Framework
0.0". The reason this method of naming was chosen is because this is a common
way of naming different versions of an application in software development. The
first iteration of the framework is named "0.0" as it was just a summary criteria
from ETSI’s framework that was found to be relevant. Even though it is not the
first version of the framework, it shows how the development started.

3.4.1 Framework 0.0

When researching for the framework, ETSI was found to be the best standard with
most similarities to what was planed for the framework. ETSI is a framework with

3D-link camera evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/
main/Devices/Framework_2/Dlink_camera.md

4Ledvance plug evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/
main/Devices/Framework_2/Ledvance.md

5Ecovacs roomba evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blo
b/main/Devices/Framework_2/Ecovacs.md

6Descriptions of tools from framework: https://github.com/janstrng/Evaluating-IoT-dev
ices/blob/main/Tools.md

https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_camera.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_camera.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ledvance.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ledvance.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ecovacs.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Ecovacs.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Tools.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Tools.md
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Table 3.1: Framework 0.0

background in IoT security made by ETSI Technical Committee of Cyber Secur-
ity. ETSI’s framework is made to cover every IoT-device, from the most complex
devices, to the simple devices, see more on ETSI in 2.1.1. All of these devices util-
ized personal data for different reasons. Therefore security is necessary for a user
to trust the device. When personal and sensitive data is at stake, there may lead
to serious consequences if the security mechanisms and routines are not proper.

When starting the development process, the group started by reading through
ETSI’s framework to find criteria for the project’s framework. Only the criteria
found relevant was included in the framework, and the criteria similar to each
other were combined. These criteria were distributed into different tables with
the same order as ETSI’s framework used. This made up to a total of 14 tables
with different number of criteria.

The 14 tables in the framework were divided into three columns; the require-
ment, then a method of evaluating, and a checkbox or a comment regarding the
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requirement. The first column, the requirement, is the criteria inspired of ETSI,
like "Default password is unique per device", or "Support period is published".

The second column, the method of evaluation, is a suggested method of test-
ing, or evaluating the criterion. At the early stages of the framework these points
were more predictions of what subjects there would have to be done more research
on. Examples of these suggestions were "The device require the user to create a new
password on startup or is enabled with an auto generated password" or "Look in the
box, or on internet for Support period".

The final column of the framework was a checkbox, or any comments regard-
ing the criteria. The suggested checkbox where made as a check for the testing
process. The thought was that every point would either get a pass or fail evalu-
ation, and thereby a check for every approved point. The possible comment at the
final column was for possible angularities with the criterion, method of testing,
or any other reasoning for worrying.
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3.4.2 Framework 0.1

Table 3.2: Framework 0.1

Framework 0.1 is the first version of the framework with more than just the
ETSI criteria. This framework included new criteria from GDPR7 and ENISA8 in
addition to the old criteria. The framework had the same design as earlier, with
an individual table for every part of ETSI, ENISA and GDPR. ENISA and GDPR
were included into the framework to make the framework more solid.

The criteria inspired by GDPR were taken from GDPR’s article 1 through 20, in
addition to GDPR’s article 42 and 46. These articles stems from chapter 1 to 5 of
GDPR. The main reason for excluding a chapter or an article was because it wasn’t
necessarily relevant for IoT-devices, the scope of the framework, the target audi-
ence, or because it was already represented by the ETSI’s framework. An example
of one such point, can be see in GDPR article 58 in chapter six of GDPRs regu-
lations. This articles talks about the powers a supervisory authority shall have.
Although this can be relevant for IoT-devices, it is not relevant for the scope, and

7General Data Protection Regulation [4]
8European Union Agency for Cybersecurity; Secure supply chain for IoT [25]
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the target audience of the framework. ENISA were represented in the framework
with the criterion "Device is made of adequate physical material for its use case"
which covers, and backs up a hole in the framework after ETSI and GDPR were
included.

3.4.3 Framework 0.2

Table 3.3: Framework 0.2

The main upgrades to the framework between framework 0.1 and framework
0.2 is the structure and the design of the framework. Where as in the framework
0.1 the structure were a bit messy, with the content structured after where it was
gathered from. In Framework 0.2 the order and grouping of the criteria is based



Chapter 3: Research Methodology 27

on what area it covers, and where in the process of setting up and testing a device,
it becomes relevant. The framework consist of 12 tables after the restructuring.
The criteria are grouped into the tables:

• Set up user
• Registration
• Authentication
• Defaults
• Updating
• Security

Cryptographics
• Interfaces
• Erasure

Manipulation of personal data
• Personal data
• Disclosing of vulnerabilities

In both cases where a group is within a bigger group of criteria, the smaller
group consist of one criterion. The first of these criterion is "DUT remains oper-
ating locally functional after loss of network.(ETSI 5.9)". This criterion means that
a device can, if necessary, be taken off the internet and still function, where the
only functionalities missing when offline is functionalities linked to internet. An
example of this is an IoT-plug, that, if not online, functions as a normal plug, with
an on/off button. This is necessary for the framework because no other criteria
covers this scenario, and this can be crucial, if the subnet is hacked. This criterion
is put into its own group because it is a security criterion, but is also the only se-
curity criterion not needing cryptographics. The other criterion alone in a group
is "The data subject shall have the right to rectify the data without undue delay, and
also complete uncompleted data about subject. (GDPR 16)". This means that the
user can edit, or complete, data that is wrong or uncompleted. An example of this
can be a change of password, timezone, or change of email. This is not covered
by any other criteria, and can be crucial if, for example, the used email is hacked.

The only new addition to the framework is the inclusion of a reference to
where the criteria comes from, as seen in the examples above in figure 3.3. These
references are kept to the final version, so users always knows where criteria
comes from.

3.4.4 Framework 0.3

When updating to framework 0.3, the main focus was on making a proper scor-
ing system. The idea that was worked from regarding scoring the devices, was a
formula with the rating of the consequences, and the implementation, of a given
criterion. The last column changed to represent the value of consequence, which
represents the severity of a criterion for the devices security, or user friendliness.
The values given are from one to five, where one is an suggested criterion, and
five is a critical criterion. These values should then be calculated with a value for
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Table 3.4: Framework 0.3

the quality of the implementation of the criterion.
See more on the scoring system in 3.2.9
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3.4.5 Framework 0.4

Table 3.5: Framework 0.4

At this point of the development, the framework is starting to take shape. From
framework 0.3 to framework 0.4 there were three main changes, the addition of
a column for the "value of implementation", and the fact that every criteria are
put into one table, with the same order as the previous versions. The column for
the "value of implementation" were also divided into three, where the criteria
based on GDPR were marked with a "G", every security related criteria outside of
GDPR was marked with a "S", and every criteria marked with "B" is related to both
security and GDPR. The groups were thought to be used for scoring the devices in
two scores, one for every GDPR criteria, and one for security criteria. The criteria
with a "B" was thought to be in both score.

The latest addition to this version of the framework is the addition of the "Nr"
column to the main table. This inclusion was necessary to maintain order, and a
reference to which topic the criterion falls under. There is also an additional table
of content for the "Nr" column.
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3.4.6 Framework 0.5

Table 3.6: Framework 0.5

There is a change of values in the "value of consequence" column, which earlier
was a scale from one to five, to now being a one to four scale. This is in context with
the change from a mathematical formula to a risk matrix in the scoring system.
The "value of implementation" will also have a score from one to four.

See more on the scoring system in 3.2.9
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3.4.7 Framework 1.0 - Final framework

Table 3.7: Framework 1.0, See the whole framework in section 4.3

This is the final version of the framework and there are more significant changes
from the earlier versions of the framework. The first change is the fact that the
framework is not one table anymore, but back to tables segmented into topics.
Therefore the "Nr" column has a different usage than earlier, by now being an
identification for each criteria. It makes it possible to reference an individual cri-
terion later, at other points in the framework. This is done under each table, where
there are a reasoning for every criteria not valued to the best score at "value of
implementation". The criteria is not divided into GDPR, and security anymore, as
this seems a bit unnecessary when each criterion are already referenced in the risk
matrix.

The groups the criteria is divided into are:

• Set up user and device
• Authentication
• Security and communication
• Disclosing of vulnerability
• Default password
• Erasure
• Personal data
• Updating and support
• Physical
• Further tests that require specialized knowledge

The last table is a table with criteria that were found relevant, and needed to
be included, but will need some sort of special knowledge or equipment to be
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evaluated. The reason the topics for the tables are changed is because the title for
the tables better explain what the content that is in the tables.

Table 3.8: Identification usage of a criteria

As mentioned earlier the "Nr"-column has changed to an identification for each
criteria. This identification is then used below every table as a reasoning for the
evaluation and for reference in the "Method" file, the "Tools" file, and in the risk
matrix. An example of this is from the evaluation from the testing of the "D-link
compact full hd wi-fi camera"9. A reasoning for "value of implementation" is put
in for a couple of reasons. Firstly so the user should explain what they judge to not
be best practice. Secondly for the manufacturer, so they know where their devices
have improvements regarding security and GDPR.

3.4.8 Scoring systems

Table 3.9: Scoring System

There were some different ideas for a scoring system for the framework, but
there was no idea that revealed the weaknesses of a device as good as a risk matrix.
A risk matrix is way to show risk based on "probability" and "consequence". There
are many different sizes to a risk matrix, but in the framework it is a 4x4 size. See
more here.

The normal formula for using a risk matrix is probabil i t y ∗ consequence.
When relating this to the framework, "probability" is represented by "value of
implementation" because a bad implementation relates to higher probability, and
"consequence" is represented by "value of consequence". The matrix should be
read in a way that the bottom left corner has lowest risk, and the top right has the
highest risk.

9D-link camera evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/
main/Devices/Framework_2/Dlink_camera.md

https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_camera.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Devices/Framework_2/Dlink_camera.md
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3.4.9 Values of rating

The final versions of the framework10 included two values for evaluating the
devices, namely "value of consequence" and "value of implementation".

Value of consequence

The most consistent value, "value of consequence", is a value suggested based
on every device. This value is given to a criterion based on the criticality of the
criterion. The possible values given in the framework to a criterion is 1, 2, 3, or 4.
1 is the least critical value for the security of a device, while 4 is the most critical
value given.

1: Not required criteria
There are a couple of reasons for why a criterion has gained 1 as "value of

consequence". The groups definition of the value is divided in to three main parts,
within security, user privacy and requirements for the device. All these require-
ments need to be fulfilled for a criterion to gain the value. The security of the
device should have "little to none" impact from the criterion. The user privacy
should not be impacted, and the device should not be unsafe without the cri-
terion fulfilled. An example of a criterion where this value is given is "D.2.1: Device
is made by adequate physical material for its use case. (ENISA)".

When talking about the security of a device, and the physical material a device
is made of the value might change based on what type of device that is tested. The
devices available under the development stages of the framework were not devices
that required tests performed on how adequate the physical material is. It does
not have an impact of the security, but devices like a lock will need more robust
physical materials, and thereby have a higher value of consequence. Moving on
to the user privileges where the criterion is "no impact on users’ right to privacy",
where again the physical material do not have any privacy impact. Lastly it is not a
criterion that is critical for the device’s security, and the device will not be deemed
unsafe if the physical material is not adequate.

2: Moderate criteria
Moving on to the value 2 in "value of consequence", where the criteria are

a bit bigger. First of all, will a loss of implementation open for potential attack
platforms, or a loss of confidentiality, availability or integrity. Secondly the criteria
will not affect personal data, but can impact metrics. Lastly, the criteria affect the
user friendliness of the environment and can lead to confusions if not fulfilled. An
example of a criterion that is valued within these requirements is "The user is able
to check the software version for the device. (ETSI 5.3)". This criterion can lead to
the potential weakness if the current version has weaknesses, and need updating,
or changes in settings. The criterion can make for confusion regarding software
versions, lastly it can fail in a update affecting some metrics.

10https://github.com/janstrng/Evaluating-IoT-devices

https://github.com/janstrng/Evaluating-IoT-devices
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3: Important criteria
Every criteria where the “value of consequence” are a 3, a potential weakness

could lead to a major consequences. Firstly, the criteria have an impact on the
device. A bad, or no implementation will weaken the security of the device, and
will lead to security gaps and potential for attacks, loss of confidentiality, availab-
ility and identity. A lack of full implementation of such criteria could also lead to
personal data going astray. In addition, could a lack of implementation of named
criterion lead to confusion between customer and company.

An example of a criterion with the value of 3 is, “A.7: Device look for and initiate
updates when first enabled if not latest version.”. If a device’s software does not
look for an update, and do not initiate updates, it can lead to security gaps. A
security gap can again lead to loss of confidentiality, integrity, and availability of
personal data, as one of the most important security routines is routinely updating
software. This is because old software can include old functionalities, errors, or
flaws that is covered, updated, or removed in the newest version. This can also
lead to confusion between customer and company on new functionalities in latest
versions of the software.

4: Critical criteria
The most severe score a criterion can get is the score 4 of “value of con-

sequence”. This value means that it is critical consequence if the criterion is not
fulfilled. This means that the criterion should be critical for the devices use, and
security. No implementation of such criteria means that all data can be lost or
go astray. This means that the device is unsafe and should not be used without
any implementation of the criteria. An example of such a criterion is "C.3.2: All
decisions about the user’s personal data are based on consent. (GDPR 7))".

This is an important criterion for a couple of reasons. It is a requirement from
GDPR, and therefore mandatory for the company, but also due to the fact that if a
company does not need consent, then the possibilities for misuse of data, metrics
and personal data is near endless. One can only imagine what a company can do
with such freedom. Therefore should any device retrieve consent before usage.

Value of implementation

Value of implementation represent the likelihood of misuse of the criteria, and is
given to show how good a chosen criterion is implemented in the IoT-environment.
The reason the name given to the section is "Value of implementation" is because
all though it represent the likelihood of misuse, it show the value given for the im-
plementation done to fulfill a criterion. The values given in this section of the the
framework also automatically links to the reasoning of the values. It is mandatory
to give a reasoning for the value given, if the value given is not 1, which means
anything that differs from best practice. An example of a reasoning can you see in
table 3.8

Good implementation
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If an implementation of a criteria are found to be best practice, and with no
weaknesses, the value 1 given to the criteria. This means that the implementation
of a given criteria will be deemed as good as it gets. If the criteria gets the "value of
implementation" as 1, an in-depth description is not required, but a reason has to
be ready. Luckily there are many of examples where the "value of implementation"
is 1, like every criteria in table "A: Set up user and device". The likelihood for misuse
of a criterion where this score is given will be very low, and the possible threat
actors will be in tier 5 or 6 of the threat actors pyramid.

See more on Threat actors at 2.3.3.

Implemented
When the criteria are implemented, but not as best practice. The value given

to the implementation is 2. This can be achieved in a couple of different ways,
one method is to try to implement with best practice, but this have been done
with some flaws. Another way to gain this score is to implement a function, or the
criteria in a way that is not best practice, but a way that has known weaknesses.
An example of such a method is the criterion "B.2.1: Communication of personal
and sensitive data use best practice cryptographic.(ETSI 5.8)". in the evaluation of
an Ecovacs vacuum cleaners. The reason behind the given value is because the
device uses the CoAP protocol. "Traffic does not seem to be encrypted, however
it does not seem to be able to make use of the format.". When talking about the
likelihood of misuse of such criteria is low, and possible threat actors will be from
3, or higher.

See more on Threat actors at 2.3.3.

Barely implemented
The lowest valued implementation, and the second worst value possible im-

plemented. If the criteria gets this value for the implementation of a criterion, it
means that the test values the implementation in such a way that there is no effort
behind it, or implemented with major flaws, not implemented with best practice.
The possibilities for attacks with misuse of the criterion based on the level of im-
plementation is moderate. There are some security mechanisms implemented that
does help, but this implementation is not deemed good enough. An example of a
criterion where this validation is given are the criterion "Password is recommended
to be at least 8 characters and consists of at least one character from each charac-
ter group. (big letters, small letters and numbers). (ETSI 5.4)" for the test D-Link’s
camera. The application to D-Link only had a 6 character requirement for the pass-
words for a user, without any requirement for different characters. This means it
is possible for threat actors to misuse the implementation with this score, and the
actors has to be in tier 2 or above in the threat actor pyramid.

See more on Threat actors at 2.3.3.

No implementation
This is the lowest possible score an implementation can get, which means that

there are no implementation to fulfill the criterion at all. The requirements for this
score is that the criterion is missing an implementation, which means that likeli-



36 Bachelor group: 120 NTNU: Security IoT, Telenor

hood misuse of the criterion is high. In the case of threat actors, will every threat
actor in the pyramid have competence and resources to misuse the criterion. An
example of a criteria where this value is given is "A.4: The default value for a de-
cision follows best practice for security. (ETSI 5.12)" on Ecovacs’s vacuum cleaner.
The reason for the score was that a lot of values, including option on data collec-
tion, access of data, and status of the device, was on by default. This means that
a lot of functionalities are set on, in the application, not necessary is a direct way
in for an attacker, but can lead to misuse and unauthorized access to data.

3.5 Testing quality control

Throughout the production of the framework there were many test done using it.
Most can be found on the Devices. These tests were used to both test the user-
friendliness of the framework and the result the framework provided. These tests
were done throughout the development phase, and were very helpful in making a
usable framework. Most of these tests would result in changes to the framework,
either with changes too already existing criteria or additions/subtraction of other
criteria.

https://github.com/janstrng/Evaluating-IoT-devices/tree/main/Devices
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Result and analysis

This chapter presents the product of the project. This product consist of the frame-
work developed by the group, a "Tools.md" made to explain the tools used, and a
"Method.md" made to explain the method of testing.

4.1 Introduction of the framework

The final framework can be found at the GitHub 1. This repository includes the
three main documents and examples of finished evaluations. Some of these eval-
uations of the products are, "D-link compact full hd wi-fi camera"2, "Ledvance
Smart+ Wi-Fi Plug"3 and "Ecovacs Deebot roomba"4.The three main parts of the
repository are the framework, that is found in section 4.3, Tools, found in 4.4, and
Method, found in 4.5.

The framework section consist of information around the framework, such
as defined scope, definitions of values, the criteria of testing, and the scoring
system, in addition to the framework itself. In "Tools.md" file will you find the
different tools used for testing of devices and developing of the framework. The
"Method.md" file explains how to score and check the criteria in framework, it
consist off a general explanation for each group and a more detailed explanation
for a few criteria, this file is used mostly to make it easier to understand the criteria
in the framework. In the sections below, the final framework can be found.

1Framework repository https://github.com/janstrng/Evaluating-IoT-devices
2D-link camera evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/

main/Devices/Framework_2/Dlink_camera.md
3Ledvance plug evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blob/

main/Devices/Framework_2/Ledvance.md
4Ecovacs roomba evaluation: https://github.com/janstrng/Evaluating-IoT-devices/blo

b/main/Devices/Framework_2/Ecovacs.md
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38 Bachelor group: 120 NTNU: Security IoT, Telenor

4.2 Implementation of the framework

The framework is hosted on Github5 and consist of one main markdown file with
supporting elements. These supporting elements consist off, methods descriptions,
tools used, example cases, and a simple README file. These can also be found
further down in Result, except the test cases and the README file, the test cases
can be found in the appendix and the README file can be found in "GitHub".

The framework is mainly a list of criteria that an IoT-device should meet. By
going through the framework with an IoT-device, that device would get a score
with a qualitative risk matrix, that you can find in section 3.4.8. There are no
download or installation for the framework to work, but a few of the criteria are
checked with external programs that require installation. You can get a full list
at "Tools.md"6, some of them are "Nmap", "Wireshark", and "Ettercap". Therefore,
to use the framework you will need to either download "Framework.md" from
GitHub or you can simply use a web browser and open "Framework.md" and go
through it there. The explanation on how to use it will be on the main file, but
you may also need the additional information from the files "Method.md" and
"Tools.md".

"GitHub" was an obvious choice of use, because off its ease of use under de-
velopment and implementation of the framework. Earlier in section 1.6.4, it was
discussed on publishing the framework, this is another task GitHub can do. It can
implement the framework, by hosting on the website as a public project. This will
let other see and download the files, they can also directly clone(copy) the re-
pository to their own devices. Another useful functions "GitHub" have is a history
function, any file in a project have its history saved, what changed was done to
it and by whom. This can be useful, both to simply see earlier versions and if
something goes wrong and a file is changed or delete wrongly.

Another option was "GitLab", it is very similar to GitHub and have many of
the same uses. Both "GitHub" and "GitLab" are created from "Git", but they are not
entirely the same. Some of the more important differences is in how it handles
paywalls, Continuous Integration/Continuous Delivery and how its workflow is.
Both programs have a subscription, but because of the groups situation paying
for these subscriptions are not relevant. Therefore, it was looked at the free func-
tions, for the functions the most important one is the ability to create and manage
public repositories, this is something that both have as a free function. "GitLab"
also pride itself on being a “complete DevOps platform” and have therefore more
built in services than GitHub. On the other hand, "GitHub" can get many of these
services through integrating with third party programs. This point is also not that
important to the development because the group will mostly make use of the gen-
eral git functions and the graphical user interface. The general workflow is also
slightly different, in "GitHub" you will mostly work on a master branch and merge

5https://github.com/janstrng/Evaluating-IoT-devices
6https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Tools.md

https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Framework.md
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Framework.md
https://github.com/janstrng/Evaluating-IoT-devices
https://github.com/janstrng/Evaluating-IoT-devices/blob/main/Tools.md
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other branches into that master branch. In "GitLab" on the other hand, you will
have multiple staple branches that you work on in addition to a master branch.
This may make testing of code more complex than on "GitHub", but the difference
that mattered most in the decision was, that "GitHub" describe itself by being
a place where you host open-source projects. The framework were to be open-
source and accessible to all, this made "GitHub" stand out to the group and we
therefore chose it [49, 50].

4.3 The Final Framework, "Framework.md"

You can find the final version of the framework below. This file is the main part
of the project, and the part where you can find the criteria, definitions for values,
and explanations of the different aspects around the framework.

The next ten pages is an outtake from "GitHub". Therefore, no links work, and
the formatting on the pages will also change.
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Framework for cyberneticist- and privacy evaluation of
IoT devices

Background
This framework is a part of a Bachelor thesis from NTNU and is based on criterias from "ETSI TS 103 701; Cyber
Security for Consumer Internet of Things: Conformance Assessment of Baseline Requirements", criterias we
found relevant from the General Data Protection Regulation (GDPR) as well as "Enisa; Guidelines for securing
the Internet of Things".

Scope of framework
The framework is a method to evaluate IoT devices aimed for stores providing the products to end-user,
enthusiasts of security and private persons wanting to check their devices for security-flaws. The framework is
therefore a high-level evaluation, utilizing free and available tools that can be used by people with limited
(but some) technical knowledge.

We have during development based the framework on devices with basic funcitonalities that is commonly
found in households. These devices are commonly connected with Wifi and process data by communicating
with an external server. The devices make use of and collect telemetric data from sensors such as
thermometer, cameras, microphones and electric meter.

Limitations
The framework is not a methodology of how to perform a penetration-test or find new vulnerabilities in IoT-
devices. The main goal is to get an indication of how security has been taken into consideration in regards to
the end-user by the provider. The framework does not replace GDPR or other requirements, but is a
suggestion for users and vendors, with limited resources, of how to evaluate the security of an IoT-device with
the use of publically available resources and tools.
The framework does not include criteria for implementation of functionalities and will not make use of
methods that require specialized knowledge such as code-reviewing and vulnerability-hunting/ research. The
main focus of the framework are for devices that primarily use Wifi as a method of communication, thus other
protocols such as Zigbee and Z-wave have been left out of the scope.

How to use
You use the framework by taking one device at a time and going through the points on the list below. You will
most likely have to register an account on the corresponding app for the device, and this registration prosses
is also a part of the evaluation. Some off the point may have a similar result, especially if the devices you test
are from the same company/manufacturer and/or are using the same app. You can either download the file or
you can print it out, and then fill in the “Value of implementation”, thereafter you fill in the score matrix.

Definitions of Values

Threat actors
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Pyramid of threat actors[^1]

Defining and identifying the threat-actors we stand up against, we make use of the thret actor pyramid.
The pyramid split the actors into six tiers.

Tier 1: Script Kiddies and Non-Malicious actors;
Have limited capabilities, tools, resources and knowledge. Techniques are usualy gathered from
resources on the internet, and may therefore be able to use sophisticated tools to gain access.
Tier 2: Criminals, Insider threats;
Actor with a malicous motive to do damage. Mostly limited resorces and numbers, able to make use of
known exploits and techniques.
Tier 3: Crime groups and hacktivists;
Actors that operate in groups and have access to unknown vulnerabilities and exploits. Often political
motives or motives based on knowledge. Has resources to performe Distributed-Denial-of-Service.
Tier 4: Organized Crime groups, Cyber Mercenaries;
Actors with access to extensive tools and experience. Make use of actions such as ransomware or theft
to achive profit. Targets big business-related information and documentation that could be of interest
or be sold.
Tier 5: State Sponsored;
Advanced Persistent Threats that are sponsored by the state and therefore have access to and able to
create advanced and sophisticated exploits and vulnerabilities. Usualy targets organization of strategic
importance to gain personal and sensitive data.
Tier 6: Nations;
The most advanced threat-group. Offensive intelligence agencies of a country's cyber military. Capable
of developing and creating new exploits and vulnerabilities with a specific target in mind. Often
politicaly motivated and perform attacks to perform espionage, theft of intelectual property or political
manipulation.

Value of consequence (1-4)

1. The consequence will have little to no impact on the security of the user. It is not required for the
device to make use of the criteria, and the device will not be considered unsafe for use. The user's
rights to privacy will not be affected if the criteria is not implemented.
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2. The consequences of deviation from the criterias are moderate. No implementation of the criteria could
open the device up for potential attacks and loss of confidentiality and integrity. Consequence does not
affect personal-data but could affect other types of data such as metrics. The criteria makes a user
friendly environment, where, if not fulfilled, can lead to some confusion between customer and the
company.

3. Major consequences, The criteria is important for the device, but not critical. No implementation of the
criteria could open up the device for potential attacks, loss of confidentiality and integrity. A
consequences of this would be personal data going astray The criteria gives the user a friendly
environment, where, if not fulfilled, can lead to confusion between customer and the company on
security-related situations.

4. Critical consequences, this aspect of the device is considered unsafe if not implemented. The criteria is
critical for the use, and security of the device and can not be in use before the criteria is used. No
implementation could lead to all data going astray.

Value of implementation (1-4)

The values of implementation indicate how the criteria has actually been taken into consideration and
implemented into the product. This value will be used with the value of consequence to indicate how
vulnerable the criteria is. The value also indicates the likeliness that the feature could be taken advantage of to
achieve the level of consequence of the criteria.

1. Criteria has been taken into consideration and implemented with no indication that it does not follow
best practice or with flaws. Likelihood that criteria is being misused to achieve consequence is very low
and only actors with high motivation from tier 5 and 6 can successfully misuse the feature.

2. Criteria has been implemented with some flaws. Feature is not complete and is missing a core
functionality or does not follow best practice. Likelihood of the criteria being misused to achieve
consequence is low. The threat actor has to be in tier 3/4 or above to successfully misuse the feature
with relative high motivation.

3. Criteria is barely taken into consideration and is implemented badly with many flaws. Likelihood of
misusing the criteria is moderate. Likelihood of the criteria being misused to achieve consequence is
moderate. The threat actor has to be in tier 2 or above and have some motivation to successfully
misuse the feature.

4. Criteria has not been taken into consideration and is missing this feature. Likelihood of the criteria
being misused to achieve consequence is high. The threat actor has to be in a tier in the pyramid to
successfully misuse the feature with no defined motivation.

Performing test
A: Registration
A: Set up user and device

B: Security
B1: Authentication
B2: Communication
B3: Disclosing of vulnerability

C: Data
C1: Default password
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C2: Erasure
C3: Personal data

D: Updates and interfaces
D1: Updating and support
D2: Physical

E: Further tests

A: Set up user and device

Nr Criterias
Value of
consequence

Value of
implementation

A.1 The process is based on consent (GDPR 7) 4

A.2
The user knows what they accepts, the possibility to know
what consent means regarding the setup of the user

4

A.3
Security-relevant user decision is covered by the
documentation and a recommendation is given (ETSI 5.12)

2

A.4
The default value for a decision follows best practice for
security. (ETSI 5.12)

2

A.5
Decision taken by the user is understandable for a user with
limited technical knowledge (ETSI 5.12)

2

A.6
Every decision taken by the user (prominently requested
during setup) is necessary regarding the use of the device
(ETSI 5.12)

1

A.7
Device look for and initiate updates when first enabled if not
latest version.

3

A.8

Easy to use and read support material for users with limited
technical knowledge. In addition, the model designation shall
be easy to find by several different methods, i.e. on the
product itself, on the box it came in or the app (ETSI 5.3).

2

B1: Authentication

Nr Criterias
Value of
consequence

Value of
implementation

B.1.1
There is no indication that user input fields are vulnerable for
injection-attacks and only users with right credentials are
given proper access(ETSI 5.5)

4
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Nr Criterias
Value of
consequence

Value of
implementation

B.1.2

Every data input validation method is effective for validating
the corresponding data input. The validation does not
provide an indication that any data input does not protect
against the processing of unexpected data inputs. ETSI 5.13

4

B.1.3

Log-in mechanism is protected from brute-force attacks by
making it impractical to execute due to;

time delay between failed attempts, or;
limited number of failed attempts, or;
Required two factor authentication.

(ETSI 5.1)

4

B.1.4
Process for changing passwords is described in the privacy
policy/user agreement and is easy to follow. The password is
actually changed. (ETSI 5.1)

4

B.1.5
Users must be authenticated towards the device to have
access to its functionalities and interfaces. (ETSI 5.5)

4

B.1.6
Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers) (ETSI 5.4)

4

B.1.7
Administrator/user gets notifies about new/unauthorized
changes in device software (ETSI 5.7)

3

B2: Security and communication

Nr Criterias
Value of
consequence

Value of
implementation

B.2.1
Communication of personal and sensitive data use best
practice cryptographic.(ETSI 5.8)

4

B.2.2
All cryptographic details are configured appropriately, is not
known to be vulnerable and considered best practice(ETSI
5.1, 5.5, 5.8)

4

B.2.3 The IoT-device can be isolated (ETSI 5.3) 3

B.2.4
The level of security and mechanism used is appropriate for
the use case of secure communication(ETSI 5.5)

4

B3: Disclosing of vulnerability

Nr Criterias
Value of
consequence

Value of
implementation
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Nr Criterias
Value of
consequence

Value of
implementation

B.3.1
The Vulnerability disclosure policy of the
company/organization is available for anybody/user and
contains contact information. (ETSI 5.2)

4

B.3.2
The company/organization is also required to act upon
vulnerabilities sent to the user contact in a timely manner
(60-120 business days)(ETSI 5.2)

4

C1: Default password

Nr Criterias
Value of
consequence

Value of
implementation

C.1.1 Default password is generated uniquely per device. (ETSI 5.1) 4

C.1.2

Default password does not make use of common patterns or
common strings and is not related to public information.
Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.1) (ETSI 5.4)

4

C2: Erasure

Nr Criterias
Value of
consequence

Value of
implementation

C.2.1
User have the right to require erasure of their personal data
(GDPR 17)

4

C.2.2
When a user requests erasure of data, third-parties of the
company that have the data, will also erase the data.(GDPR
17) (ETSI 5.11)

4

C.2.3 A clear confirmation is provided after deletions(ETSI 5.11) 2

C.2.4
Users can make use of a simple functionality to erase their
user data.(ETSI 5.11)

4

C.2.5 Nothing indicates that the user data is not erased(ETSI 5.11) 4

C.2.6
Privacy policy or user agreement covers how to erase, or
delete personal data(ETSI 5.11)

3

C3: Personal data

Nr Criterias
Value of
consequence

Value of
implementation
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Nr Criterias
Value of
consequence

Value of
implementation

C.3.1
The user is able to edit and complete wrong and
uncomplete data without undue delay (GDPR 16)

4

C.3.2
All decisions about the user's personal data are based on
consent.(GDPR 7)

4

C.3.3

Users are able to withdraw their consent to use personal
data and the processing of personal data at any time. And
the process to withdraw is easy to find and understand.
(GDPR 7)(ETSI 5.14)

4

C.3.4

The user has access to an easy to understand description
about how personal data is being used, by whom, and for
what purposes, as well as all processes their personal data
may be used in.(ETSI 5.14)

4

C.3.5
The user is informed about how to express consent (opt-in
choice) to the different processes their personal data may
be a part of.(ETSI 5.14)

3

C.3.6
The user shall be provided with all the data the
controller/company has of the user within one month from
the receipt (GDPR 12)

4

C.3.7
The users shall be informed if data is transferred to a third
country or an international organization.(GDPR 15)

4

C.3.8
Data collected is kept within GDPR-compliant countries,
and preferably within Europe.

2

C.3.9
Communication with the company is adequate for the
request that is made. A confirmation of receival of a request
is given.

4

C.3.10
Privacy policy, user agreement and other relevant
documentation is easy to find and contains all relevant
information to the user.

4

D1: Updating and support

Nr Criterias
Value of
consequence

Value of
implementation

D.1.1
Support period of the device is public available and the
device is updates in a auspicious time after the sale starts.

2

D.1.2
The device looks for updates and initiate updates when first
enabled if there is a new update (ETSI 5.3)

3
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Nr Criterias
Value of
consequence

Value of
implementation

D.1.3
Software updates are automatically and periodically checked
and initiated. It is recommended to give the user the ability
to manually check and install updates. (ETSI 5.3)

4

D.1.4 The user is notified about critical security-updates (ETSI 5.3) 2

D.1.5
The user is able to check the software version for the device
(ETSI 5.3)

2

D.1.6
Everything enabled by default is necessary for the device
(ETSI 5.6)

3

D.1.7
Every debug interface enabled is required, and can be
disabled (ETSI 5.6)

4

D2: Physical

Nr Criterias
Value of
consequence

Value of
implementation

D.2.1
Device is made by adequate physical material for its use case
(Enisa)

1

D.2.2
All exposed interfaces (Physical) are covered, protected or
enabled as required, and accessible physical debug
interfaces are disabled(ETSI 5.6)

3

E: Further tests that require specialized knowledge

Nr Criterias
Value of
consequence

Value of
implementation

E.1
If the purpose for processing personal data is no longer valid,
the controller shall stop processing of the data (GDPR 7)

4

E.2
All measurement (telemetry) data is processing in the way the
documentation describes (ETSI 5.14)

4

E.3
Software security is appropriate for the task in regards to
cryptography (ETSI 5.3)

3

E.4 Update mechanism can not be misused (ETSI 5.3) 4

E.5
The update mechanism is effective at verifying the authenticity
of an update(ETSI 5.3)

4

E.6
Passwords are stored according to the minimum required
security practice.

4
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Nr Criterias
Value of
consequence

Value of
implementation

E.7
Users have to be informed that any already processed/used
personal data is still lawful, at the time withdrawal of consent is
given.(GDPR 7)

4

E.8 Hardcoded values are documented as such.(ETSI 5.4) 1

E.9
Hardcoded values are protected by suitable mechanisms,
including tamper-resistance(ETSI 5.4)

3

Reasoning for Value of implementation

Under every table in the framework, you should put your reasoning for every criteria that do not have 1 as
value of implementation. This will keep the tables clean and simple to read. You should put a reference to
which criteria you are talking about. 
EXAMPLE:
B.1.6: Password only required 6 characters, with a combination of letters and number. With no requirement on
big or small letters

Scoring system

Scoring system

The scoring system we choose to use for evaluating the IoT devices will be an qualitative risk matrix. There is a
few reasons this is the this excact method of evaluting the results. Here are some important points with the
risk matrix ^2 :

The group have used the risk matrix multiple times earlier with success, and find it useless, and easy to
use.
The matrix identifies project risks
The matrix shows, and identifies the risk criteria without any unnecessarily advanced methods
Shows every identified risk criteria in a simple and understandable way
The group knows that the risk matrix is a subjective method of evaluation, because the implementer
has to give a value that they feels is correct. Therefore every point should have an explenation on why
they get the 'value of implementation.'
With this method will the group be able to put in every point of the framework in to the matrix to see
which point of the framework every device needs to improve. ^3

For the scoring system have th egroup chosen 'value of consequence' * 'value of implmentation'. The
conclution that have been made is that every score over 12 will be catergorized as 'RED', every score under 4
as 'GREEN', and every value between scores as 'Yellow'. A 'GREEN' score shows that there is a low value of risk
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for security, a 'YELLOW' score will have a medium risk of security, and a 'RED' score show a high risk of
security.

Scoure: [^1]: https://www.telenor.com/security-architecture-design-phase-the-concept-of-a-threat-
intelligence-driven-defendable-architecture/
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4.4 Framework’s "Tools.md"

In the section below is the tools part of the framework, which describes all the
tools used in the process of developing the framework. It is made to show the
user of the framework which tool that were used, and recommended to be used
during testing and usage.

The next six pages is an outtake from "GitHub". Therefore no links will work,
and the formatting on the pages will also change.
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Tools used for evaluating devices

Testing enviornment
The environment the tests are performed in are set up using a computer acting as a router using it as a
hotspot or proxy. This way we will be able to easily gather the data that is being transported from the devices.
A secondary computer running Kali, also connected to the hotspot, acts as an attacker attempting to gain
access or control over the device. The reason why we used a hotspot and not a dedicated network was
because we used the normal campus network, and it would be difficult to filter traffic.

We would strongly recomend using Linux based operating systems because there are more tools made for it,
and it will make it easier to test the devices.

Our setup was not ideal, we would have liked to have had a dedicated network and router.

In our opinion the ideal setup would include the following:

Dedicated network
Router
Two computers, where atleast one of them are running Kali
All of the programs listed beleow

Kali Linux

“Kali Linux (formerly known as BackTrack Linux) is an open-source, Debian-based Linux distribution aimed at
advanced Penetration Testing and Security Auditing. Kali Linux contains several hundred tools targeted
towards various information security tasks, such as Penetration Testing, Security Research, Computer Forensics
and Reverse Engineering.” [^1] We chose Kali as it would include most tools we would need to perform tests
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and monitor the devices. Creating a bootable USB with the platform [^2], we would have easy access to all of
our tools without a designated linux machine.

Nmap
“Nmap is a utility for network exploration or security auditing.” (https://www.kali.org/tools/nmap/#nmap) We
have used Nmap to discover the interfaces and ports that are open in the device. Having the device on the
same network and access to its IP-address enables us to scan the device using this command:
nmap -sC -sV -p- <IP>

sC: Script scan, scans for a default set of scripts to identify potential scripts that could be misused.
sV: Service and Version Detection, scans the corresponding open port and reports what probable
service is being used on the port.
-p-: scans all 65535 ports

Example of output: 

After finding what interfaces are open in the device and further research and evaluation of the necessity and
security of the service that is being used. The evaluation is taken into consideration when testing the security
of the interfaces of the device.

Wireshark
Wireshark is a network protocol analyzer. It is used by organizations, governments and educational
institutions around the globe. We chose Wireshark because it is one of the most used tools for network
analysis in the world, and therefore there would be more tutorials and resources. 
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Using wireshark on the computer running a hotspot, we would be able to see the traffic sendt between the
phone and device, towards the server. Analyzing the packages sendt, we can observe what protocol is being
used and what data is being transfered.
In most of our tests, we found that the packages had been encrypted, mostly by the use of Transport Layer
Security (TLS).

Wireshark works on all the common operating systems[^3]. That gives us flexibility, and another reason as to
why we chose to use it.

Burp Suite
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Burp Suite is a graphical tool that lets you test web applications. 

Using burp suite we can analyze the packets that are being sent towards relevant services of the device.
In our case we found a web-server on a device hosting an API towards the device. We could then use proxy
and interception see how the web-requests were structured and how requests were sent.

Binwalker
"Binwalk is a tool for searching a given binary image for embedded files and executable code. Specifically, it is
designed for identifying files and code embedded inside of firmware images." [^4] Given that the firmware of
the device is available, binwalker can be used to inspect the embedded files for hardcoded values associated
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with authentication. 

Having gained access to a devices firmware we now can use binwalk to extract files from the .bin file.
We can start by analyzing the firmware using:
binwalk <firmware-image>

From there we can extract known file types:
binwalk -e <firmware-image>

Going into the extracted file (formated as "_filename.extracted") we found ourself limited to what we could
find due to encrypted zip-files and non-humanreadable text, witch might indicate a level of protection and
security.

Ettercap
"Ettercap is a comprehensive suite for man in the middle attacks. It features sniffing of live connections,
content filtering on the fly and many other interesting tricks. It supports active and passive dissection of many
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protocols and includes many features for network and host analysis." [^5]. 

We were recommended Ettercap by our supervisor as a great tool to use for MitM attacks.

The way we used Ettercap was with arp poisoning, and then used Wireshark and the ARP table. This is a Man-
in-the-Middle attack. We followed a guide for Man-in-the-middle attacks. Ettercap is already installed as a
package on Kali.

NB! Ettercap is only compatible with Linux based OS.

SQL injection
Testing the application for SQL-vulnerabilities we attempted injecting the text-fields of the login-page,
checking for common SQL strings such that are found here: W3schools . If ending up, getting an SQL-error or
actually succeeding logging in, will result in a fail for the application. Not finding anything that indicates the
application to be vulnerable, such as wrong credentials- or format-message, passes the test on point A.4 and
A.5.

Scource: [^1]: https://www.kali.org/docs/introduction/what-is-kali-linux/ [^2]:
https://www.kali.org/docs/usb/live-usb-install-with-windows/ [^3]: https://www.wireshark.org/ [^4]:
https://www.kali.org/tools/binwalk/ [^5]: https://www.ettercap-project.org/
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4.5 Framework’s "Method.md"

In the section below you can find some suggested method of testing for criteria
where a description is needed. In the first versions of the framework this was a
part of the frameworks own columns, but for ease of use, it was a need to make a
file with a better description of the method of testing.

The next four pages is an outtake from "GitHub". Therefore no links will work,
and the formatting on the pages will also change.
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Method for evaluation
This is our methodology for scoring the different points, and some more information about the points in the
Framework.md.

A: Set up user and device
The main method of evaluating “Set up user” is to go trough the normal setup of the devise and
corresponding applications (normally an app on a phone). Everything from setting up your user account to
getting the device to function is taken into consideration inn “Set up user”. It is also important to read any
documentation like a “user agreement” or similar. It is important to mention that this “test” dose not care
about any difficulty you may have when setting up the device, as this is a security test for the device.

A.1: The process is based on consent (GDPR 7)

The first point is a general point for that the whole process from start to finished is consensual, with that we
mean that the user have to agree for things to apply to them and the user understands what they are
agreeing to.

B1: Authentication
Authentication is mostly about the authentications you use to connect to the device/app, often will the
username be the users email and therefore the password will be more important than the username. The
method you will use to test these points is to first try to change password and figure out the password
requirements how long it is, is it required to use special character and numbers. Then you can try to brute
force your way into the device/app, it is enough to try the wrong password a handful of times manually. The
device/app should have some countermeasure for this. For the third point “Users must be authenticated
towards the device to have access to its functionalities and interfaces. (ETSI 5.5)”, it is possible to check it by
being logged into two devices and changing the password on one off them, the other device should then be
logged off automatically or give you the choise to do so.

B.1.1 and B.1.2: User/data input fields

To check if the input fields for the device/app is protected against attacks, you can try “attacking” the input
fields by giving the input SQL, java or other commands, to try to se if it is protected. The commands should
not go off at all, and the input field should not be able to recognize that it is a command.

B.1.7: Administrator/user gets notified about new/unauthorized changes in device software (ETSI 5.7)

This point may be difficult to check, but if you are able to change the device setting without proper
authorizations, should an “alarm” go off for the device controler/company and the user should get notified.

B2: Security and communication
In this section the most important points are those rergarding cryptographics. What we want to know is what
sort of encryption the traffic to and from the device uses. This can be quite hard to find out, but it should be
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possible. What we demand of the device is that it uses an appropriate encryption algorithm for the task. For
example a light bulb does not need the same encryption as a peacemaker.

B3: Disclosure of vulnerability
Disclosing of vulnerability has only two point. In the first you will have to find the vulnerability policy, it may
be on the app/application for the device, but normally it will be on its website. A quick google search like
“Company_Name vulnerability policy”, will normally do the trick. On the second point about “…act upon
vulnerabilities … in a timely manner…”, here we do not expect you to find a vulnerability and then wait for the
company to fix it. Instead, you can look for earlier vulnerabilities and se how long they took to fix them.

C1: Default password
If the device uses a generated password, it is important to check if this password is unique to this device and
not used for every device of this kind. It will also have to follow the minimum requirement of having 8
character and having at least one character from each character group (big letters, small letters, and numbers
(special characters)). If the device dose not use a default password, then you can give full score for these
points.

C2: Erasure
In this section you will go through the steps to erase your data. This should be an easy process, either a mail
to the company or preferable through the app. The process should be written in the Privacy policy, user
agreement or other documentations provided with the device/app.

C.2.2: When a user requests erasure of data, third-parties of the company that have the data, will also
erase the data.(GDPR 17) (ETSI 5.11)

It will be difficult for a single individual to check this point, the company shall have a description on how they
use your data, including if any data is given/sold to third parties. Including how they will erasure the data from
the third parties. If this is in order will normally also the erasure process be in order.

C.2.5: Nothing indicates that the user data is not erased (ETSI 5.11)

On this point you will only look at you device/app. Look for options you choose last time that the device/app
still remembers, and more.

C3: Personal data
This point mostly about GDPR, and therefore the importance and Value of consequence off these points is
higher then average. Points 2, 4, 5, 7, 8, 10 is mostly about the privacy policy. Read the privacy policy and se if
they follow the requirement for GDPR and these points.

C.3.1: The user is able to edit and complete wrong and uncomplete data without undue delay (GDPR
16)

If the user has any wrong data about themselves, they will then be able to rectify it. Try to change this data,
either through app or mail.
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C.3.2: All decisions about the user's personal data are based on consent.(GDPR 7)

This point is similar to A.1: The process is based on consent (GDPR 7), with that the point is a general point for
that the whole processes that personal data is being used. All decision is understandable for the user, and it is
clear what you are consenting to.

C.3.3: Users are able to withdraw their consent to use personal data and the processing of personal
data at any time. And the process to withdraw is easy to find and understand.(GDPR 7)(ETSI 5.14)

User shall be able to withdraw consent from processes they have previously given consent to. It should be and
easy task and preferably through a app or mail.

C.3.5: The user is informed about how to express consent (opt-in choice) to the different processes
their personal data may be a part of. (ETSI 5.14)

This information shall be in the privacy/user policy, normally you will express consent by agreeing to these
policy’s and opt-out by email/deleting your user. Some company’s will make it easier for users to opt-in and
out and give the options in the app, often with yes/no sliders for each process.

C.3.6: The user shall be provided with all the data the controller/company has of the user within one
month from the receipt (GDPR 12)

The user shall be able to request all data the controller/company have off the user, normally through mail. By
“from the receipt” will say one month after the company receives your request. You check this by requesting
all your data and then looking through it.

C.3.9: Communication with the company is adequate for the request that is made. A confirmation of
receival of a request is given.

Good communication with users/customer is a good sign for a company. That the user gets a confirmation
that the email has been received by the company and the request is being worked on. After sending a request
to the company, see if you get a confirmation, are the confirmation from an employee or is it automatic.

D1: Updating and support
The best security recommendations are normally to update your devices/programs. The company can protect
the devices by supporting it and updating it, this period should at least be 5 years. The device should be able
to update it itself automatically, and it is recommended to give the user information that an update is taking
place and to give the user the ability to check for updates. This information should be in one of the policies or
on the app.

D.1.6: Everything enabled by default is necessary for the device (ETSI 5.6)

There will normally be many default decision/values already in the app/device, you can go through the app
and see if any of default values is not necessary for the use of the device. You should also check for open
ports and their functionalities, this can you do by using some of the tools in “tools.md”.

D2: Physical
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This section is about the device physical aspects.

D.2.1: Device is made by adequate physical material for its use case (Enisa)

Here will “adequate physical material” mean that the material will not be easily broken into, either by mistake
or with intent. If the device is to be used outdoors/public the requirement will rise.

D.2.2: All exposed interfaces (Physical) are covered, protected or enabled as required, and accessible
physical debug interfaces are disabled(ETSI 5.6)

Any open USB or other “entrances” to the device it closed/covered if it is not used by the user.

E: Further tests that require specialized knowledge
The E-table in the frameowrk have all the point that require specialized knowledge. We will not give any
methods for these points, but we include them because of the relevancy.
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4.6 Testing framework

This section encompasses the whole framework and its criteria and goes a bit
more in depth on each criterion and how to evaluate them. The earlier section
“Framework’s "Method.md"” is meant to explain the few criteria that are more
difficult to understand and give a brief description about each table. The criteria
that are explained in method will be explained in a similar way in this section. "E:
Further tests that require specialized knowledge" is not explained in this section,
because it was not a part of the testing the group completed and as the title says
it require specialized knowledge.

4.6.1 A: Set up user and device

• A.1 The process is based on consent.
The first criterion is a general point for the whole process from start to
finished is consensual, thereby the user have to agree for things to apply to
them and the user understands what they are agreeing to. There should not
be any default decision that is not mention for the user and is at the expense
of the users consent.
• A.2 The user knows what they accept, the possibility to know what consent

means regarding the setup of the user.
From each consent the user have to accept, you have to check if it is written
clearly and is understandable. Here will a "read more"-option be acceptable.
• A.3 Security-relevant user decision is covered by the documentation and a

recommendation is given.
If the device application ask the user for a technical security-relevant ques-
tion should a recommendation be given. This is because most users will not
be able to understand what that question actual ask. If a decision would
make the device less safe then it is, the user should also be informed, about
the security risk involved.
• A.4 The default value for a decision follows best practice for security.

If the device or the application for the device have default values, it is im-
portant that these follow best practice for security. By going through the
device setup and seeing what decisions users must take and what users do
not, the tester will be able to find some default values and the tester can see
if these follow best practice.
• A.5 Decision taken by the user is understandable for a user with limited

technical knowledge
If a decision is understandable for “a user with limited technical knowledge”
or not, is a subjective decision. Also, what exactly is a “user with limited
technical knowledge”, this is also a subjective choice. Therefore, it is im-
portant to understand where the tester of the device stands, do the tester
have limited technical knowledge or is the tester an expert in this field. The
group can define “a user with limited technical knowledge” as an average
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person that have no education within technology.
• A.6 Every decision taken by the user (prominently requested during setup)

is necessary regarding the use of the device.
The decision the user is asked about should be necessary regarding the use
of the device. Here the tester will normally find a few question that ask about
email subscriptions, test data, and more. It is preferred that these questions
are asked separately from the setup process, and at least that the program
makes it clear that these decisions is optional for the use of the device.
• A.7 Device look for and initiate updates when first enabled if not latest ver-

sion.
When the device is first initiated it should check for updates, normally the
users will only be informed if an update is found, it will then ask for permis-
sion to download and update itself. You can normally find update informa-
tion on the device manufacturer’s web page, and some devices let users see
what version the device in running on. If the tester are unable to find this
information and no update is initiated when stating the device, the tester
will be unable to evaluate this criterion.
• A.8 Easy to use and read support material for users with limited technical

knowledge. In addition, the model designation should be easy to find by
several different methods, i.e. on the product itself, on the box it came in or
the app.
An explanation around “users with limited technical knowledge” can be
found in criterion A.5. The support material of the device should not be dif-
ficult to understand and read, in addition the model designation shall also
be easy to find. The model designation is normally found on the product
itself, the box or documents it came with or in the application.

4.6.2 B1: Authentication

• B.1.1 There is no indication that user input fields are vulnerable for injection-
attacks and only users with right credentials are given proper access.
To check if the input fields for the application is protected against attacks,
you can try attacking the input fields by attempting to write in SQL, Java
or other commands, to try and see if it is protected. The commands should
not be executed, and the input field should not be able to recognize that
it is a command. One must be careful when attempting such attacks, as a
successful attack could have an impact on the manufacturer.
• B.1.2 Every data input validation method is effective for validating the cor-

responding data input. The validation does not provide an indication that
any data input does not protect against the processing of unexpected data
inputs.
To check if the input fields for the device/app is protected against unexpec-
ted inputs and only takes the appropriate values. An example should be an
email input, should only be able to take an email address. Testers can try
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testing the input fields by giving the input SQL, Java or other commands, to
try to see if it is protected or not. The commands should not be executed,
and the input field should not be able to recognize that it is a command.
• B.1.3 Log-in mechanism is protected from brute-force attacks by making it

impractical to execute due to;

time delay between failed attempts, or
limited number of failed attempts, or;
required two factor authentication.

To try to get into their account, but use the wrong password. Will users be
able to continuously try new passwords, or will users be stopped by one of
the mechanisms above? If the tester are not stopped the device will fail this
criterion. It is important to note other mechanism that may interfere with
the testing.
• B.1.4 Process for changing passwords is described in the privacy policy/user

agreement and is easy to follow. The password is actually changed.
If the process is not found in either the privacy policy or user agreement
users should still try to change the password to see if it is easy to find the
function, if the process easy to use and understand, and if the password
actually changed after the process is done. All these questions are part of
this criterion. If testers are not able to change the password, the device will
completely fail this criterion. If the tester are able to change the password,
but with problems or difficulties will the criterion not be fulfilled, the process
should be easy to use and find.
• B.1.5 Users must be authenticated towards the device to have access to its

functionalities and interfaces.
Only a user with the right authentication should be able to use and access
the device’s functionalities and interfaces. This can be tested in numerous
ways, but it can help using some of the tools previously introduced. Here
have the group used "Kali", "Burp Suite" and a "Wireshark" to scan for func-
tionalities that could have been used without authentication.
• B.1.6 Password is recommended to be at least 8 characters and consists of

at least one character from each character group. (big letters, small letters
and numbers).
Try to either change password or create a new account with a purposeful bad
password, examples are “ABC”, “1234”, “password”, “AAAAA” and similar. If
one of these is possible the device will fail this criterion.
• B.1.7 Administrator/user gets notified about new/unauthorized changes in

device software.
This criterion may be difficult to check, but if the tester are able to change
the device setting without proper authorizations, then the device‘s controller
and the user should get notified, through mail or the application.
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4.6.3 B2: Security and communication

• B.2.1 Communication of personal and sensitive data use best practice cryp-
tographic.
Communication of personal and sensitive data can be monitored with tools
like "Burp Suite", "Wireshark" and "Ettercap". These tools will let the tester
monitor the communication theirs device is doing.
• B.2.2 All cryptographic details are configured appropriately, is not known

to be vulnerable and considered best practice.
These cryptographic details may be found on the internet, but most will not
publish this information. To see if it is configured appropriately tools like
"Burp Suite", "Wireshark" and "Ettercap" can be used.
• B.2.3 The IoT-device can be isolated.

The device should be able to be isolated and still be able to use its function
that are not depended on internet access.
• B.2.4 The level of security and mechanism used is appropriate for the use

case of secure communication.
Tools like "Burp Suite", "Wireshark" and "Ettercap" can be used to monitor
the communication the testers device is doing. Here they can find out if the
communication is encrypted, is changeable or more.

4.6.4 B3: Disclosing of vulnerability

• B.3.1 The vulnerability disclosure policy of the company/organization is
available for anybody/user and contains contact information. (ETSI 5.2)
The vulnerability disclosure policy of the company should be public and
are normally found on their web page. It should also contain the contact
information of the controller, for the users, if a vulnerability is found.
• B.3.2 The company/organization is also required to act upon vulnerabilities

sent to the user contact in a timely manner (60-120 business days).
The vulnerability policy of the company should be public and are normally
found on their web page and in privacy policy or user agreement. It is also
possible to search for earlier vulnerabilities too see how long it took for this
company to fix the problem.

4.6.5 C1: Default password

• C.1.1 Default password is generated uniquely per device.
If the device uses default password, the password must be unique for each
device, the password can normally be found on the internet or directly on
the device or application.
• C.1.2 Default password does not make use of common patterns or common

strings and is not related to public information. Password is recommended
to be at least 8 characters and consists of at least one character from each
character group (big letters, small letters and numbers(special characters)).
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If the device uses default password, the password should be secure and not
follow common patterns, this is the same requirement for normal passwords
in B.1.6. look at the password and see if it follow patters or is to simple.

4.6.6 C2: Erasure

• C.2.1 User have the right to require erasure of their personal data (GDPR
17).
By asking for erasure the tester will be able to find out if the company are
following GDPR article 17. Normally a specific email is used for these re-
quests, found on their web page and privacy policy.
• C.2.2 When a user requests erasure of data, third-parties of the company

that have the data, will also erase the data.
It will be difficult for a single individual to check this criterion, the company
shall have a description on how they use users data, including if any data is
sold to third parties and how they will erase the data from the third parties.
The erasure process will normally be in order if this is documented correctly
and there is no indication they process the data wrongly.
• C.2.3 A clear confirmation is provided after deletions.

After the user has asked for deletion of their personal data, a clear confirm-
ation that their data have been deleted should be given. There should also
be a confirmation about a received request if the deletion process is not
automated.
• C.2.4 Users can make use of a simple functionality to erase their user data.

The processes to delete the personal data should be easy to find and under-
stand, it should be preferable for the users to be able to use a simple func-
tionality to delete their data. For example, a simple request sent through
the app should be preferred. By simply trying to find and go through the
deletion process testers will be able to answer this criterion.
• C.2.5 Nothing indicates that the user data is not erased.

On this criterion the testers will only look at their device and application.
Look if the device and application still remembers information given earlier.
• C.2.6 Privacy policy or user agreement covers how to erase, or delete per-

sonal data.
In the privacy policy and user agreement there should be described how to
delete or erase the personal data off the users. This information should, as
well as the reset of the documents, be written with clear language and be
easy to understand for a person with limited technical knowledge. If the
tester are unable to find this information, this will be a very bad sign for
this device and company.

4.6.7 C3: Personal data

• C.3.1 The user is able to edit and complete wrong and incomplete data
without undue delay.
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If the user has any inputted any wrong data about themselves, they should
be able to rectify it. Try to change this data, either through the application
or mail.
• C.3.2 All decisions about the user’s personal data are based on consent.

This criterion is similar to "A.1: The process is based on consent. (GDPR
7)", in regard to this criterion being a general point and encompasses all
processes where personal data is being used. Here it is important that all
decision is understandable for the user, and it is clear what they are con-
senting to.
• C.3.3 Users are able to withdraw their consent to use personal data and the

processing of personal data at any time. And the process to withdraw is easy
to find and understand.
User shall be able to withdraw consent from processes they have previously
given consent to. It should be easy to accomplish and preferably through
the application.
• C.3.4 The user has access to an easy to understand description about how

personal data is being used, by whom, and for what purposes, as well as all
processes their personal data may be used in.
This information should be located in the privacy policy, but it may also be
in the user agreement. This explanation should be easy to understand or
direct the user to more reading material that will help them understand.
• C.3.5 The user is informed about how to express consent (opt-in choice) to

the different processes their personal data may be a part of.
This information shall be in the privacy or user policy, normally users will
express consent by agreeing to these policy’s and opt-out by email/deleting
their user. Some companies will make it easier for users to opt-in and out
and give the options in the application, often with yes or no sliders for each
process.
• C.3.6 The user shall be provided with all the data the controller/company

has of the user within one month from the receipt.
The user should be able to request all data the controller have off the user,
normally through mail. The "receipt” reference the time the controller re-
ceives the request. Users check this by request all their data and then look-
ing through the data received. If no data is received the device will fail this
criteria.
• C.3.7 The users shall be informed if data is transferred to a third country or

an international organization.
This information will be in the privacy policy, and if it’s not the device will
fail this criteria.
• C.3.8 Data collected is kept within GDPR-compliant countries, and prefer-

ably within Europe.
The information about which countries is collecting data will be find by
using C.3.7, and testers can check if these country’s is GDPR-compliant by
googling them. Most countries within Europe is GDPR-compliant and there-
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fore is this preference specified in the criterion.
• C.3.9 Communication with the company is adequate for the request that is

made. A confirmation of receival of a request is given.
Good communication with the users is a good sign for a company, that the
user gets a confirmation that the email has been received by the company
and the request is being worked on is preferred. After sending a request to
the company, see if they get a confirmation, are the confirmation from an
employee or is it automatic. If the received confirmation is automatic will
this be a poor indicator for this criterion, but if the answer is satisfactory
may an automatic respond be good enough.
• C.3.10 Privacy policy, user agreement and other relevant documentation is

easy to find and contains all relevant information to the user.
This a general criterion that encompass a lot of the earlier criteria of C.3.
The main point of C.3 is that the privacy policy and user agreement is used
for its intended purpose and is easy to use, find, and understand. It should
also not have any missing or poor parts.

4.6.8 D1: Updating and support

• D.1.1 Support period of the device is public available and the device is up-
dates in a auspicious time after the sale starts.
The tester will normally find the support period on the company’s website,
the support period should be “auspicious time after the sale starts”. “Aus-
picious time” is a time period that is sufficient to fix the major problems
and vulnerabilities that may be detected in the early stage of the product’s
lifespan. This time will then naturally be longer for more complicated and
expensive items. The time may range from a few months to a few years.
This criterion will therefore be very subjective and differ from product to
product.
• D.1.2 The device looks for updates and initiate updates when first enabled

if there is a new update.
This will normally happen when the users first connect user device to the
server and users may get a notification that an update is available. This will
not always be the case, with a new device where there has not been any
update yet. This can be tested by spoofing the device acting as the server
initializing the update, but this require that the spoofing is successful.
• D.1.3 Software updates are automatically and periodically checked and ini-

tiated. It is recommended to give the user the ability to manually check and
install updates.
It can be difficult to perfectly check this criterion, because if no updates
have been made for the device at the time of testing this function will be
unused. Users will normally be able to find information about such updates
on the company web page. If an update is found the device should be able
to notice this and update itself. It can also ask the user for permission or
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a time it should update itself. There is also given a recommendation that
the user should have the function to manually check and update the device,
one of the reasons this is done is because of the security the user will feel
knowing with full security that they have the latest version of their device
software.
• D.1.4 The user is notified about critical security-updates.

If a critical security-update is published the users of affected devices should
be informed, so they can update the device as quickly as possible. Users can
find information about update like this on the company web page or on the
internet.
• D.1.5 The user is able to check the software version for the device.

The software version of the device is information that is useful for the users
to know, especially to see if their device have been updated if a update
has been made or a vulnerability has been discovered. This is however not
something every user will have a use for or understand, and therefore not
every company will implement it.
• D.1.6 Everything enabled by default is necessary for the device.

It will normally be many default decision and values already decides for
the application and device, users can go through the application and see if
any of default values is not necessary for the security use of the device. The
tester should also check for open ports and their functionalities, this can be
done by using "Nmap" from tools.
• D.1.7 Every debug interface enabled is required, and can be disabled.

This criterion is checked with "Nmap" and if some debug interfaces is not
disable, you can try to disable them in the application or directly on the
device.

4.6.9 D2: Physical

• D.2.1 Device is made by adequate physical material for its use case.
Here will “adequate physical material” mean that the material will not be
easily broken into, either by mistake or with intent. If the device is to be used
outdoors or public the requirement for "adequate material" will therefore
rise. Hard plastic will be adequate for most use cases.
• D.2.2 All exposed interfaces (Physical) are covered, protected or enabled as

required, and accessible physical debug interfaces are disabled.
Any open USB or other “entrances” to the device is closed and covered if it
is not meant to be used by the user.





Chapter 5

Conclusion

For this chapter of the thesis we will conclude and discuss our finding and achieve-
ments. It will be discussed to what extent we have obtained our goals for the pro-
ject and how the final product solves the problem that has been presented. There
will also be suggested further work and improvements to our product and the field
of IoT security.

5.1 Results

As a result to the project, we have created a product and improved our under-
standing of IoT and cyber security as a whole. It is in this section discussed what
we have achieved in regards to learning objectives and impact goals, in compar-
ison to what is described in the bachelor-thesis subject page1.

5.1.1 Learning objectives

During our work on the bachelor thesis, we improved our knowledge within IoT
and risk management. Understanding how the IoT-devices worked, communicated
utilizing tests, tools and searching for weaknesses gave us an understanding of
how penetration-testing could be used to improve security. Analyzing and utilizing
previous regulations the group constructed a framework of how to approach an
evaluation of IoT-devices. Testing our own framework by using it on different
devices, we improved our knowledge of the process of risk management and what
considerations and criteria is important to archive a through evaluation.

5.1.2 Impact goals

The popularity of IoT-devices, and the practicality of an IoT-devices, makes the
security of these devices, crucial for the security of its users. This framework is
a step in the direction for more secure IoT-devices. There are many possibilities

1https://www.ntnu.no/studier/emner/DCSG2900/2021#tab=omEmnet
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when it comes to security improvements for IoT-devices. However, security threats
in IoT-devices are plentiful, for both the individual consumer and organizations.

A lot of IoT-devices includes, cameras, microphones. They ask for location,
email, name, and more. The likes of email, name, and location goes under per-
sonal data. Some augmentation is possible to achieve, to keep privacy, but cam-
eras, microphones and sensors that may be active are more difficult for a user to
control, and may lead to consequences on a personal level.

On a social level there are a lot of bad consequences when it comes to security
and IoT. An example of this is a botnet of IoT-devices, where owners may not
know that their devices is part of an attack on important systems, or websites. An
example of a botnet is the Mirai botnet, it is a known botnet that exploits security
gaps in IoT-devices [51].

We have for this project taken the issues into consideration during develop-
ment of the framework. We thing that our product could impact the field of IoT
positively, by helping distributors of such devices, evaluate their level of security
before distributing them to the consumers.

5.1.3 Product overview

The result of our work is a framework to test the security in IoT-devices, especially
in regards to the processing of personal data. The framework includes criteria for
authentication, personal data and communication. The framework contains a total
of 57 different criteria dived into ten different tables.

• Registration

◦ Set up user and device

• Security

◦ Authentication
◦ Communication
◦ Disclosure of vulnerabilities

• Data

◦ Default password
◦ Erasure
◦ Personal data

• Updates and interfaces

◦ Updating and support
◦ Physical

• Further testing

The last category includes criteria that does need special equipment, or soft-
ware that we didn’t have access to, but felt was important enough criteria to eval-
uate if able to do so.
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Supporting the framework are documents that will help give a deeper under-
standing of process of evaluation. The "Tools.md" file introduces the tools and
programs that has been used to perform the evaluation and gather data from the
device that is being tested upon. The "Method.md" references specific criteria that
is found in the framework and gives a further understanding of how to test and
what to look when performing the test. Supporting the framework, there are also
found example of completed evaluation of commonly found IoT-devices. This is
made for the future evaluators to see what the result of a final evaluation look
like and give insight to how the evaluation process is performed.

5.2 Discussion of processeseth and mods

In this section the final product as well as the different implications and alternative
methods are discussed.

5.2.1 Final product

We are happy with the product that we have created. Based on feedback from
employer the framework would make a beneficial tool for evaluating IoT-devices
and make the process efficient. Another part of what we are happy about is that
the product will be publicly available on "GitHub". The group started with the first
stage of the first round of research in late January, and worked through numerous
rounds of improvements.

5.2.2 Implications

During the development of the framework, we had many ideas, and solutions
on different stages of the development. Below are the possible alternatives that
could have made it to the final version, if we chose another alternative in the
development.

Alternative scoring system

From the beginning of the development to the final versions of the framework,
there was presented several different suggestions of a scoring system, where some
of them was suggestions thought out by the group it self. This is also one of the
reasons that they was not used in the final product as there was little to no back-
ground or previous tests of the formulas. The thought of creating formulas as
a method of scoring the vulnerability of the device, came from how CVE evalu-
ates vulnerabilities based on Common Vulnerability Scoring System (CVSS) [52].
These formulas are:

• consequence ∗ implementation/10: 2,6
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This value is calculated with putting every criteria through the formula, and
than adding them together. The initial thought was that every score over 1
should fail the test, but the margin for failure was found to be too small for
the devices in today’s market.

• (consequence2 ∗ implementation2)/100: 1,08

This method of calculating is done by the same method as the first way,
by calculating every individual criterion, and then calculating all the scores
together to represent the device. This method was not chosen because it
was found to be a bit to sensitive, and not really that representative for the
devices security. As an example will a criteria for a device with the "value of
consequence" as three, and "value of implementation" as two get a 0.36, but
a score as a "value of consequence" at four, and "value of implementation"
as one be scored to 0.16. This represent too big of a difference for 1 and 2
as a value, that is set as a subjectively based on requirements. The thought
behind the formula was to fail any score over 1, and therefore would every
device with no implementation of a serious criteria, valued to 5 as con-
sequence and 2 as implementation, fail.

• Consequence ∗ implementation2/50:

In this formula was the goal to make a bit more room for failure then the
first tries, but this time was the limit a bit too big, and would open up possib-
ilities for two bit whole, valued to5(consequence)and2(implementation),
without a failed score.

• Two scores, one for GDPR and one for Security

The idea of making two different scores, by using one of the formulas men-
tioned earlier, was an idea to check if a device fulfilled the GDPR laws, and
the security criteria in the framework. This idea was abandoned when the
risk matrix was implemented. The thinking behind the idea were to cal-
culate how much GDPR and security were taken into consideration in the
development of the device.

These formulas was not taken into the latest version of the framework for
many reasons, firstly because they are self-made, secondly the versions did not
work with today’s market of devices. The CVE scoring system goes from zero to
ten, and none of the formula really showed how the evaluation of the devices
where thought to be either to easy to the devices, or to hard on the device. The
reason the idea of two scores were dropped when risk matrix was taken inn, is
because the risk matrix do show the weakest criteria, and thereby much of the
same image as the GDPR and security scores show.
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Alternate risk matrix

After many attempts of making a formula to represent a device’s security, the scor-
ing system ended up being a risk matrix to show the points of weaknesses with a
device. When the decision were made to go for a risk matrix, there was two sizes
that had potential, 4x4 and 5x5 [35]. The final decision was to go for the 4x4 size
for a one big reason. The "value of implementation" would be divided into the
requirements; "Implemented after best practice", "Implemented with some flaws",
"Implemented with moderate flaws", "Implemented with many flaws" and "No im-
plementation". The first reason for not using this size is because the differences
between "some flaws", and "moderate flaws" were deemed to be to small, and
thereby become more subjective in its evaluation then the smaller sizes. In the
same way would the differences between "moderate flaws" and "many flaws" be-
come to small to justify the middle value.

By dividing into a 4x4 risk matrix, the "value of implementation" could be
divided into the requirements "implemented according to best practice", "imple-
mented with some flaws", "implemented with many flaws", and "not implemen-
ted". In such requirements can a user of the framework check if it is implemented,
if it is implemented after best practice, or how many the number of flaws in the
implementation is acceptable or worrying.

The reason it was up for debate was because the framework had already im-
plemented the 5 "value of consequence" into its devices, and thereby needed an
evaluation of the size. There is an understanding of 5x5, and the practicalities of
using it, as seen in the project plan, but it was deemed to be too big, and open up
for too many differences into the valuation of an implementation.

Alternate methodologies

There were other options available as methods of work, including the waterfall
and agile. Waterfall method was never an option because we wanted to work it-
erative and the waterfall method is a linear methodology. This would have meant
that once we finished the framework and possible errors were found we could
not just go back an fix them. Another option was agile methodology. Agile is very
flexible and has little structure. This meant that because we wanted more struc-
ture, but at the same time allow for some flexibility agile would not have worked
as well as unified process. The reason for wanting structure was because this was
the first major project any of us had undertaken. If the group had been more ex-
perienced with such large project agile would possibly have been selected instead
of unified process[53, 54].

5.2.3 Design

There were a couple of design versions up for debate for the final framework. Two
of these ideas were to put it all in one table and reasoning for the values after
the scoring system. The one table design would look a bit like the latest versions
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of the framework. With this design, there would be a need for a table of content
before the actual framework, to differentiate the different parts in the framework,
another solution that would be possible is to change the "Nr." column to a "theme"
column. The biggest problem with this solution would be that it would quite a
bit harder to link a criteria to other part, due to a lack of "identification" for each
criteria.

5.2.4 Testing

When testing the devices against the framework, there were a lot of different ways
to do it. There were possibilities with physical testing, but there was some reasons
why this was not the chosen testing method. First of all is time, we had two months
of testing, and making the framework. This meant that one method of testing had
to be chosen, and testing of the communication seemed like best way to use the
time we had.

5.2.5 Why did we go for the version we went for?

The scoring system we ended on using in the framework is a widely used method
for evaluating risk, and risk analysis. A risk matrix is a known method of evalu-
ation for the group and gives a easy and readable way to show the level of risk.
A risk matrix also gives a clear picture on what criteria and aspects of the device
that needs improvement.

The design of the framework is based on what we felt is a logical setup and
is inspired by the structure found in ETSI and GDPR. The reason we designed the
framework as we did was because it gives a user a clear way to progress from
table to table, read the theme in the framework, and easily give a valuation and
move on.

When we had to test the framework, and test the device that we had available,
we focused on testing the communication from the devices, including looking up
where servers were located based on IP addresses, checking for encryption and
open ports.

5.2.6 Technical implications

The thesis did not end up using the Vancouver method for writing references as
planned. As strongly recommended by NTNU, the group ended up using a number
system that was part of a BibLaTeX package available in LaTeX. The number system
utilizes numbers in the text that correspond with the number in the reference list.

5.2.7 Challenges

The subject of IoT and securing devices, was mostly a new subject to us, when
starting the project. Especially learning to search for, finding and make use of vul-
nerabilities in devices to perform an attack would prove to be a big challenge with
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a lot to learn. Even with lots of research and documented proof of concepts for
attacks, there are many conditions that must be right to perform such attacks. We
would during research and testing, familiarize ourselves with tools and resources
that could make the process of scanning the device for attack-vectors.

Succeeding performing and getting control of IoT-devices and finding specific
attack-vectors would require us gaining more knowledge of how specific protocols
of IoT-devices work and can be used. This would enable us documenting more
in-depth methods of what weaknesses was found. Had we had the knowledge we
have now, we would probably follow a methodology more similar to vulnerability-
hunting and base search for vulnerabilities on resources such as OWASP TOP 102.

During development of the framework we had to make decisions on what cri-
teria should be included in the framework to make an adequate evaluation for
testing IoT-devices security. This meant familiarizing ourselves in the field of IoT
and understanding what vectors could be vulnerable and what consequences such
vulnerabilities could have. Researching, experimenting, testing and gathering of
knowledge of a field with few standards ended up being a big task. Basing our
framework on current regulations was therefore necessary to be able to include
the most important aspects of security and not leave out criteria that is essential
to the security of the user. At the same time we did not want to make a copy of, or
create regulations that works in parallel to current regulations, as our framework
then would be of little use. As stated in our task, our goal was to create a frame-
work that stores and distributors of devices, could use to confirm the security of
their customers and consumers to evaluate their security when using the devices.
Including all criteria that GDPR or ETSI require in our framework, would not be
a feasible way to evaluate the devices.

5.3 Limitations of work

In this section we critique our own project, from start to finish. This is so that we
know what we did wrong, and how to change and prevent the wrongdoings for
future projects.

5.3.1 Limitations of final product

When evaluating an IoT-device and assigning a “value of implementation” to each
criteria the value that is assigned will be mostly subjective to the individual’s ex-
perience and knowledge within the field. As the framework is targeted for people
with limited knowledge of cybersecurity, the value assigned might vary from per-
son to person. If an evaluator does not know how a criteria should be implemented
or what best practice is or the capabilities of threat actors, certain criteria might
not be assigned the optimal value of implementation. Fixing this, and making

2https://owasp.org/

https://owasp.org/
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the process of evaluation more objective would require parameters for each cri-
teria, describing a scenario of what each value would look like. Implementing this
would however take a lot of time and work for a result that would arguably still
be subjective by the end.

The “value of consequence” is a value that will vary from product to product,
but that we in our framework have set based on our experience of what we think
the consequence could be. This value, even though defined in the framework, is
an aspect of the framework that does require further iterations, more discussions
and debates as well as more data.

The current methodology for testing the devices for vulnerabilities and weak-
nesses is currently just a collection of tools and how one can use them to check
and evaluate each criteria. However, in retrospect, it is clear that this method-
ology should have been based upon how penetration-testers would go about to
expose these devices for weaknesses. Following this methodology, the results of
the tests would be more thorough and attack-vectors on the device would be more
clearly presented. Starting the evaluation-process by creating a threat-model for
the device, would make the process of identifying possible threats easier. Recog-
nizing and rating the threats that are identified will also help finding counter-
measures of how to improve such device and help improving the security where
it is needed [55]. If we had used the "DREAD" system as a method to evaluate
we would gain a score for each treat based on; Damage potential, Reproducibility,
Exploitability, Affected users and Discoverability [56].

The criteria that are found in "E: Further tests that require specialized know-
ledge", are further tests that we found could be useful to find certain vulnerabilities
within a device, but that we did not have the tools, experience or knowledge to
test. The criteria are mentioned as potential future work on the framework.

Even though we targeted this framework towards people with limited tech-
nical knowledge, we recognise that our introduction and guide to the tools util-
ized to testing, is not adequate for this kind of user. The explanation of the tools
lack a descriptions of how the tools work, how to interpret outputs and how to
use them. As it stands now, it functions as an introduction to what they are for,
and points to relevant resources.

5.3.2 Limitations of methodology

Our workflow was somewhat slower compared to what we had planned in our
GANTT diagram, this was however expected as this task would require some shifts
in attention and focus on parts of the task where more time was needed. We be-
lieve that choosing unified process allowed us to allocate time and resources as
well as iterate processes was the right choice of method. Unified process was help-
ful with policing the framework, something we may not have had the opportunity
with other methods.
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When doing research for methods on testing devices for vulnerabilities, we
should have implemented a method for sharing, comparing and peer-reviewing
what we had found. For example once a week going through what we had done
and tested could have improved learning outcome, motivation and would more
easily inspire each other. Instead what we did, was testing out different methods
for performing tests and moved on without discussing why it did not work and if
there were any changes we could do. We could also have streamlined the testing
phase more, it could have been more efficient that one person looked for a certain
sets of vulnerabilities, and not all on the devices. So the testing would look more
like a line that the IoT unit goes through. The downside with that is that each
group member becomes highly specialized and misses out on learning how to do
the other tests and research. In addition all of the group members should have
had access to a machine with Kali installed on it, because on of the bottlenecks
was that we had to contact and wait for the group member that had "Kali" so that
we could run "Nmap" and port scan. In hindsight, we could have perhaps utilized
our task giver more, and perhaps he could have supplied us with USB-flashdrives
that we could have installed "Kali" on.

5.4 Future work

The framework is still a work in progress and there are many areas of the field that
are possible to integrate into it. The areas that we would have continued on with
more time would probably be a continuation of the usage with "Binwalk" and
"Ettercap", to review the firmware of the device and observe what information
is located on the device itself. How to best perform code-review of IoT-devices,
would in itself be a possibility for a bachelor thesis for future students.

Further scope of the framework would also include devices that use Zigbee and
Z-Wave as their primary method of communication. Figuring out what differences
there are in regards to communication and what attack vectors can be used to
expose the devices.

We have in our framework not taken any "end-user programming" into con-
sideration of the evaluation. If-This-Then-That (IFTTT) is one such tool to control
devices and make new functionalities based on actions that are performed when
a parameter is fulfilled. As discussed in [57], such functionalities comes with the
cost of security. It was found that 50% of IFTTT-rules, called recipes, implemented
was potentially unsafe as they contained a security violation, integrity violation
or both. How producers of IoT-devices was implemented has not been part of this
thesis, but we see this as a possible thesis to create a method of evaluating such
functionality.
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5.5 Evaluation of our work

In this section the evaluation of the work done is presented and discussed. The
section includes how the work was organized, work was allocated and project as
a work method.

5.5.1 Introduction

The group dynamic was great because of the number of participants. It was a
great help to us that we were four people, because it meant that we were not that
affected by illness or other reasons for not turning up. It also helped us by having
another angle to look at problems from. The product we created was a framework
that should help people test IoT-devices, both more effectively and easy.

5.5.2 Organization

The way we organized the group for the project was by having daily meetings,
either held digitally or in person. We created a GANTT chart to keep track of
deadlines, and when to start the next set of tests. In addition, we kept a log to
keep track of all the hours we used. The log has information about time spent, and
on what. The log tracks every day, and helped us keep the target for number of
hours we should spend every week. The number of hours was to be approximately
30 hours per person per week. We averaged around 25+ a week. The time spent
every week varied because of how much we had to do, the first and last weeks
was the weeks we worked the most, to see more see appendix - Miscellaneous. In
the first weeks we also had weekly meetings with both of our supervisor and task
giver. Those meetings were held either via "Google Meets" or "Microsoft Teams".
The reasoning behind why we used to different video calling software was because
the firs meeting we had with our task giver in December was via Google Meets,
and that was a call that he had set up, so we decided to use the same for contacting
him. We used "Microsoft Teams" with our supervisor because that is the standard
video calling platform that NTNU uses along with "Zoom". In addition to that we
created a Slack channel so that we could easier communicate with our task giver,
that was something he recommended we do.

5.5.3 Allocation of work

The thesis was large and over a long period of time, so to keep track of everything
we created a GANTT chart to make it easier to reach the deadlines. In addition to
a GANTT chart we also kept a time log of our working hours. This helped us also
reach roughly the recommended hours to work every week. The last way to help
us keep track was that every document was kept either on a shared "Google Drive"
or on our "GitHub". This meant that all of our members had access to everything
they needed everywhere they where.
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5.5.4 Project as a work method

Project as a work method is something that we were familiar with. We have had
many courses that have included large projects resulting in a report. The course
“PROG1004: Programvareutvikling" had a very large project that could in some
way be an introduction to a Bachelor’s thesis. It did not have the same require-
ments, but the length of the report and some of its content was partially equal to
a Bachelor’s thesis. It also creates a more realistic scenario on how to work in the
real world, as opposed to having to attend classes.

One way for the group to keep track of progress was milestones. The mile-
stones were:

• Project plan
• First version of the framework
• Beginning testing the IoT-devices with the framework
• Final version of the framework
• Beginning the project thesis
• Final version of the project thesis

How we reached the milestones were by different methods. Each milestone
were reached, but there were changes to both the timeline. For example the be-
ginning of the project thesis was pushed back some time. The way we went about
organizing the group was that everyone got to choose an IoT-devices to test. We
decided that the units we got to choose from was a more basic type of IoT-device,
like a smart plug or camera, and that we should tackle the more complicated
devices together, a robot vacuum. We gave each other a lot of freedom to do these
tasks, the only requirement was that we should be done testing by a certain date.

For the writing of the thesis we also divided the tasks between us, and we
stood freely to choose what we wanted to write about. This freedom of choice
was great, and it helped our morale and productivity for such a big project.

5.6 General conclusion

Securing IoT-devices is a challenge for both the producers and consumers. The
field of IoT has a huge attack-surface with lots of different vectors. An efficient and
thorough method of evaluating the security of such devices is in itself a challenge.
Our framework is just the beginning and foundation of such a tool to help assess
the security. The framework is constructed in a way and is available for others
to use and append further criteria, methods or tools that would fulfill their need
within a greater scope.

As we built the framework we included criteria that we felt would be neces-
sary to the evaluation and excluded criteria that we ended up being difficult or
unnecessary to test. As our knowledge grew, we expanded the framework with
further methods and descriptions of how specified tools were utilized. Learning
how to test the devices, we would do research on successful penetrations-tests and
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try to perform them. None of our tests were successful to a point, where we had
control over it, but we would find responses and reactions of interest, from the
device. The tests that gave us the most concrete results were the manual tests per-
formed towards the application of the device. Attempting to manually brute-force
the passwords to check for any prevention or observe what default functionalities
were on, gave a clear indication of how security had been taken into considera-
tion by the producer. We were also happy with the results the tests that utilized
"Nmap". The result gave us a technical insight to the device and showed us a little
bit of what services was running under the hood of the device.

As well as testing the general security of IoT-devices, we have compared how
data has been collected and processed with the principles of "GDPR". We have
through development of the framework and attempts at exercising our rights of
knowing what information is kept, familiarized ourselves with what rights and
regulations corporations must follow.

There is potential for future work, iterations and expansions of such a frame-
work we have made. The scope has the potential to be expanded into further
specializations if there are other requirements that must be fulfilled. This could
be further criteria for testing specific products such as smart-locks or wearable
health trackers and go further into their functionalities.

The task performed has covered a wide area of the cybersecurity space. We
have touched upon risk management, network communication, penetration test-
ing, GDPR and privacy control as well as framework development. We have in
this project applied knowledge gathered from our time of studying, as well as new
knowledge from the work with the project. Exploring these new aspects and fields
within cybersecurity and working with practical problems has been an informat-
ive and useful experience. Performing hands-on testing and attempting attacks
towards devices has been a fun and challenging project. We are very fond with
the opportunity of the task that was provided and we hope that the product we
have produce will be of use.
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D-link compact full hd wi-fi camera

The D-link compact full hd wi-fi camera is an IoT surveilence camera you can use with an application to
monitor your house. Embedded with the smart camera is also a microphone that is used to record sound
where you have placed the device.

Tests
NOTE: Every criteria with the value of implementation as 'TODO' is not valued. The reasoning for this is either
time, knowledge or equipment.

A: Set up user and device

nr Criterias
Value of
consequence

Value of
implementation

A.1 The process is based on consent (GDPR 7) 4 1

A.2
The user knows what they accepts, the possibility to know
what consent means regarding the setup of the user

4 1
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nr Criterias
Value of
consequence

Value of
implementation

A.3
Security-relevant user decision is covered by the
documentation and a recommendation is given (ETSI 5.12)

2 1

A.4
The default value for a decision follows best practice for
security. (ETSI 5.12)

2 1

A.5
Decision taken by the user is understandable for a user with
limited technical knowledge (ETSI 5.12)

2 1

A.6
Every decision taken by the user (prominently requested
during setup) is necessary regarding the use of the device
(ETSI 5.12)

1 1

A.7
Device look for and initiate updates when first enabled if not
latest version.

3 1

A.8

Easy to use and read support material for users with limited
technical knowledge. In addition the model designation shall
be easy to find by several different methods, i.e. on the
product itself, on the box it came in or the app (ETSI 5.3).

2 1

B1: Authentication

Nr Criterias
Value of
consequence

Value of
implementation

B.1.1
There is no indication that user input fields are vulnerable for
injection-attacks and only users with right credentials are
given proper access(ETSI 5.5)

4 1

B.1.2

Every data input validation method is effective for validating
the corresponding data input. The validation does not
provide an indication that any data input does not protect
against the processing of unexpected data inputs. ETSI 5.13

4 1

B.1.3

Log-in mechanism is protected from brute-force attacks by
making it impractical to execute due to;

time delay between failed attempts, or;
limited number of failed attempts, or;
Required two factor authentication.

(ETSI 5.1)

4 3

B.1.4
Process for changing passwords is described in the privacy
policy/user agreement and is easy to follow. The password is
actually changed. (ETSI 5.1)

4 1
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Nr Criterias
Value of
consequence

Value of
implementation

B.1.5
Users must be authenticated towards the device to have
access to its functionalities and interfaces. (ETSI 5.5)

4 1

B.1.6

Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.4)

4 3

B.1.7
Administrator gets notifies about new/unauthorized changes
in device software (ETSI 5.7)

3 1

Reasoning for value of implementation

B.1.3: The authentication area is were our research found the D-Link systems most vulnerable. As for this point
didn't we really find any clear mechanism. The reason the point don't have the value of implementation on 4
is because the user has the option to enable Face-ID or Two-factor authentification.

B.1.6: The only requirements passwords are 6 characters. From a security perspective is this less almost every
other system with passwords. This makes it easy for the user to create an easy password.

B2: Communication

Nr Criterias
Value of
consequence

Value of
implementation

B.2.1
Communication of personal and sensitive data use best
practice cryptographic.(ETSI 5.8)

4 1

B.2.2
All cryptographics detail are configured appropriately, is not
known to be vulnerable and considered best practice(ETSI
5.1, 5.5, 5.8)

4 1

B.2.3 The IoT-device can be isolated (ETSI 5.3) 3 1

B.2.4
The level of security and mechanism used is appropriate for
the use case of secure communication(ETSI 5.5)

4 1

B3: Disclosing of vulnerability

Nr Criterias
Value of
consequence

Value of
implementation

B.3.1
The Vulnerability disclosure policy of the
company/organization is available for anybody/user, and
contains contact information. (ETSI 5.2)

4 1
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Nr Criterias
Value of
consequence

Value of
implementation

B.3.2
The company/organization is also required to act upon
vulnerabilities sent to the user contact in a timely manner
(60-120 business days)(ETSI 5.2)

4 TODO

C1: Default password

Nr Criterias
Value of
consequence

Value of
implementation

C.1.1 Default password is generated uniquely per device. (ETSI 5.1) 4 1

C.1.2

Default password does not make use of common patterns or
common strings and is not related to public information.
Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.1) (ETSI 5.4)

4 1

C2: Erasure

Nr Criterias
Value of
consequence

Value of
implementation

C.2.1
User have the right to require erasure of their personal data
(GDPR 17)

4 1

C.2.2
When a user requests erasure of data, third-parties of the
company that have the data, will also erase the data.(GDPR
17) (ETSI 5.11)

4 TODO

C.2.3 A clear confirmation is provided after deletions(ETSI 5.11) 2 TODO

C.2.4
Users can make use of a simple functionality to erase their
user data.(ETSI 5.11)

4 2

C.2.5 Nothing indicates that the user data is not erased(ETSI 5.11) 4 TODO

C.2.6
Privacy policy or user agreement covers how to erase, or
delete personal data(ETSI 5.11)

3 2

Reasoning for value of implementation

C.2.4: User have to visit dlink webpages on their computer to delete an account

c.2.6: No desicribtion was found.

C3: Personal data
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Nr Criterias
Value of
consequence

Value of
implementation

Nr Criterias
Value of
consequence

Value of
implementation

C.3.1
The user is able to edit and complete wrong and
uncomplete data without undue delay (GDPR 16)

4 1

C.3.2
All decisions about the user's personal data are based on
consent.(GDPR 7)

4 1

C.3.3

Users are able to withdraw their consent to use personal
data and the processing of personal data at any time. And
the process to withdraw is easy to find and understand.
(GDPR 7)(ETSI 5.14)

4 2

C.3.4

The user has access to an easy to understand description
about how personal data is being used, by whom, and for
what purposes, as well as all processes their personal data
may be used in.(ETSI 5.14)

4 1

C.3.5
The user is informed about how to express consent (opt-in
choice) to the different processes their personal data may
be a part of.(ETSI 5.14)

3 1

C.3.6
The user shall be provided with all the data the
controller/company has of the user within one month from
the receipt (GDPR 12)

4 4

C.3.7
The users shall be informed if data is transferred to a third
country or an international organization.(GDPR 15)

4 1

C.3.8
Data collected is kept within the EU/EØS in countries that
follow GDPR.

2 4

C.3.9
Communication with the company is adequate for the
request that is made. A confirmation of receival of a request
is given.

4 4

C.3.10
Privacy policy, user agreement and other relevant
documentation is easy to find and contains all relevant
information to the user.

4 1

Reasoning for value of implementation

C.3.3: User must - "specifically requested to be removed from our databases"
https://eu.dlink.com/no/nb/privacy c.3.6: No answer for two month from given email adress. C.3.8: Data is
transmitted to Google and Salesforce located in USA

C.3.9: Response for request of data has yet to be confirmed

D1: Updating and support
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Nr Criterias
Value of
consequence

Value of
implementation

Nr Criterias
Value of
consequence

Value of
implementation

D.1.1
Support period of the device is public available and a 5 years
with updates after sale.

2 2

D.1.2
The device looks for updates and initiate updates when first
enabled if there is a new update (ETSI 5.3)

3 1

D.1.3
Software updates are automatically and periodically checked
and initiated. It is recommended to give the user the ability
to manually check and install updates. (ETSI 5.3)

4 1

D.1.4 The user is notified about critical security-updates (ETSI 5.3) 2 1

D.1.5
The user is able to check the software version for the device
(ETSI 5.3)

2 1

D.1.6
Everything enabled by default is necessary for the device
(ETSI 5.6)

3 2

D.1.7
Every debug interface enabled is required, and can be
disabled (ETSI 5.6)

4 1

Reasoning for value of implementation

D.1.1: D-Link don't have any public date on when the support period will end, but normally announce the end
of support at least three month in advance

D.1.6: There are four open ports on the device, none that are found to be vulnerable but still make up for an
attack-vector!

D2: Physical

Nr Criterias
Value of
consequence

Value of
implementation

D.2.1
Device is made by adequate physical material for its use case
(Enisa)

1 1

D.2.1
All exposed interfaces (Physical) are covered, protected or
enabled as required, and accessible physical debug
interfaces are disabled(ETSI 5.6)

3 1

E: Further tests that require specialized knowledge

Nr Criterias
Value of
consequence

Value of
implementation

E.1
If the purpose for processing personal data is no longer valid,
the controller shall stop processing of the data (GDPR 7)

4 TODO
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Nr Criterias
Value of
consequence

Value of
implementation

E.2
All measurement (telemetry) data is processing in the way the
documentation describes (ETSI 5.14)

4 TODO

E.3
Software security is appropriate for the task in regards to
cryptography (ETSI 5.3)

3 TODO

E.4 Update mechanism can not be misused (ETSI 5.3) 4 TODO

E.5
The update mechanism is effective at verifying the authenticity
of an update(ETSI 5.3)

4 TODO

E.6
Passwords are stored according to the minimum required
security practice.

4 TODO

E.7
Users have to be informed that any already processed/used
personal data is still lawful, at the time withdrawal of consent is
given.(GDPR 7)

4 TODO

E.8 Hardcoded values are documented as such.(ETSI 5.4) 1 TODO

E.9
Hardcoded values are protected by suitable mechanisms,
including tamper-resistance(ETSI 5.4)

3 TODO

Risk matrix
In the matrix below have we just put the points that stands out, and where basic updates can be done: 

Conclusion
In regards to usage of personal data D-link has not implemented a simple functionality for the user to erase
their data in a simple manner. When contacting the norwegian GDPR-comitee of D-link, no response has yet
to arrive (25 days as of writing).

When testing "mydlink" application for brute-force attack it seemed that a simple work-around was to restart
the application. Thereby there is no limit on number of attempts to login.
The application did also allow for weak passwords, only requiering six characters from a single character
group with no check for the complexity or common usage.
Over all, the product has some security issues in regards to both security and processing of personal data and
we are not happy with how d-link has taken security of the user into consideration. No obvious vulnerability
has been found in the camera, but the application one 'must' use with it, has some indications to weaknesses
when it comes to authentication.
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Device

Tests
NOTE: Every criteria with the value of implementation as 'TODO' is not valued. The reasoning for this is either
time, knowledge or equipment.

A: Set up user and device

nr Criterias
Value of
consequence

Value of
implementation

A.1 The process is based on consent (GDPR 7) 4 1
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nr Criterias
Value of
consequence

Value of
implementation

A.2
The user knows what they accepts, the possibility to know
what consent means regarding the setup of the user

4 1

A.3
Security-relevant user decision is covered by the
documentation and a recommendation is given (ETSI 5.12)

2 1

A.4
The default value for a decision follows best practice for
security. (ETSI 5.12)

2 1

A.5
Decision taken by the user is understandable for a user with
limited technical knowledge (ETSI 5.12)

2 1

A.6
Every decision taken by the user (prominently requested
during setup) is necessary regarding the use of the device
(ETSI 5.12)

1 1

A.7
Device look for and initiate updates when first enabled if not
latest version.

3 1

A.8

Easy to use and read support material for users with limited
technical knowledge. In addition the model designation shall
be easy to find by several different methods, i.e. on the
product itself, on the box it came in or the app (ETSI 5.3).

2 1

B1: Authentication

Nr Criterias
Value of
consequence

Value of
implementation

B.1.1
There is no indication that user input fields are vulnerable for
injection-attacks and only users with right credentials are
given proper access(ETSI 5.5)

4 1

B.1.2

Every data input validation method is effective for validating
the corresponding data input. The validation does not
provide an indication that any data input does not protect
against the processing of unexpected data inputs. ETSI 5.13

4 1

B.1.3

Log-in mechanism is protected from brute-force attacks by
making it impractical to execute due to;

time delay between failed attempts, or;
limited number of failed attempts, or;
Required two factor authentication.

(ETSI 5.1)

4 1
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Nr Criterias
Value of
consequence

Value of
implementation

B.1.4
Process for changing passwords is described in the privacy
policy/user agreement and is easy to follow. The password is
actually changed. (ETSI 5.1)

4 1

B.1.5
Users must be authenticated towards the device to have
access to its functionalities and interfaces. (ETSI 5.5)

4 1

B.1.6

Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.4)

4 2

B.1.7
Administrator gets notifies about new/unauthorized changes
in device software (ETSI 5.7)

3 1

Reasoning for value of implementation

B.1.6: This is because the passwords criterias in the application is "The password must contain at least 8
characters and numbers without spaces and without special characters". This opens up some weaknesses, with
no restrictions on big or small letters and no special characters.

B2: Communication

Nr Criterias
Value of
consequence

Value of
implementation

B.2.1
Communication of personal and sensitive data use best
practice cryptographic.(ETSI 5.8)

4 1

B.2.2
All cryptographics detail are configured appropriately, is not
known to be vulnerable and considered best practice(ETSI
5.1, 5.5, 5.8)

4 1

B.2.3 The IoT-device can be isolated (ETSI 5.3) 3 1

B.2.4
The level of security and mechanism used is appropriate for
the use case of secure communication(ETSI 5.5)

4 1

B3: Disclosing of vulnerability

Nr Criterias
Value of
consequence

Value of
implementation

B.3.1
The Vulnerability disclosure policy of the
company/organization is available for anybody/user, and
contains contact information. (ETSI 5.2)

4 1
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Nr Criterias
Value of
consequence

Value of
implementation

B.3.2
The company/organization is also required to act upon
vulnerabilities sent to the user contact in a timely manner
(60-120 business days)(ETSI 5.2)

4 TODO

C1: Default password

Nr Criterias
Value of
consequence

Value of
implementation

C.1.1 Default password is generated uniquely per device. (ETSI 5.1) 4 1

C.1.2

Default password does not make use of common patterns or
common strings and is not related to public information.
Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.1) (ETSI 5.4)

4 1

C2: Erasure

Nr Criterias
Value of
consequence

Value of
implementation

C.2.1
User have the right to require erasure of their personal data
(GDPR 17)

4 1

C.2.2
When a user requests erasure of data, third-parties of the
company that have the data, will also erase the data.(GDPR
17) (ETSI 5.11)

4 TODO

C.2.3 A clear confirmation is provided after deletions(ETSI 5.11) 2 TODO

C.2.4
Users can make use of a simple functionality to erase their
user data.(ETSI 5.11)

4 1

C.2.5 Nothing indicates that the user data is not erased(ETSI 5.11) 4 TODO

C.2.6
Privacy policy or user agreement covers how to erase, or
delete personal data(ETSI 5.11)

3 1

C3: Personal data

Nr Criterias
Value of
consequence

Value of
implementation

C.3.1
The user is able to edit and complete wrong and
uncomplete data without undue delay (GDPR 16)

4 1
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Nr Criterias
Value of
consequence

Value of
implementation

C.3.2
All decisions about the user's personal data are based on
consent.(GDPR 7)

4 1

C.3.3

Users are able to withdraw their consent to use personal
data and the processing of personal data at any time. And
the process to withdraw is easy to find and understand.
(GDPR 7)(ETSI 5.14)

4 1

C.3.4

The user has access to an easy to understand description
about how personal data is being used, by whom, and for
what purposes, as well as all processes their personal data
may be used in.(ETSI 5.14)

4 1

C.3.5
The user is informed about how to express consent (opt-in
choice) to the different processes their personal data may
be a part of.(ETSI 5.14)

3 1

C.3.6
The user shall be provided with all the data the
controller/company has of the user within one month from
the receipt (GDPR 12)

4 1

C.3.7
The users shall be informed if data is transferred to a third
country or an international organization.(GDPR 15)

4 1

C.3.8
Data collected is kept within the EU/EØS in countries that
follow GDPR.

2 2

C.3.9
Communication with the company is adequate for the
request that is made. A confirmation of receival of a request
is given.

4 2

C.3.10
Privacy policy, user agreement and other relevant
documentation is easy to find and contains all relevant
information to the user.

4 1

Reasoning for value of implementation

C.3.8: Third parties include american companies, but direct communication with plug, phone and server is
done with an amazon server in german C.3.9: On march 15th did we send an GDPR request to the norwegian
email address for customer service. We are yet to get a response

D1: Updating and support

Nr Criterias
Value of
consequence

Value of
implementation

D.1.1
Support period of the device is public available and a 5 years
with updates after sale(Andrij)

2 1
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Nr Criterias
Value of
consequence

Value of
implementation

D.1.2
The device looks for updates and initiate updates when first
enabled if there is a new update (ETSI 5.3)

3 1

D.1.3
Software updates are automatically and periodically checked
and initiated. It is recommended to give the user the ability
to manually check and install updates. (ETSI 5.3)

4 1

D.1.4 The user is notified about critical security-updates (ETSI 5.3) 2 1

D.1.5
The user is able to check the software version for the device
(ETSI 5.3)

2 1

D.1.6
Everything enabled by default is necessary for the device
(ETSI 5.6)

3 2

D.1.7
Every debug interface enabled is required, and can be
disabled (ETSI 5.6)

4 1

D2: Physical

Nr Criterias
Value of
consequence

Value of
implementation

D.2.1
Device is made by adequate physical material for its use case
(Enisa)

1 1

D.2.1
All exposed interfaces (Physical) are covered, protected or
enabled as required, and accessible physical debug
interfaces are disabled(ETSI 5.6)

3 1

E: Further tests that require specialized knowledge

Nr Criterias
Value of
consequence

Value of
implementation

E.1
If the purpose for processing personal data is no longer valid,
the controller shall stop processing of the data (GDPR 7)

4 TODO

E.2
All measurement (telemetry) data is processing in the way the
documentation describes (ETSI 5.14)

4 TODO

E.3
Software security is appropriate for the task in regards to
cryptography (ETSI 5.3)

3 TODO

E.4 Update mechanism can not be misused (ETSI 5.3) 4 TODO

E.5
The update mechanism is effective at verifying the authenticity
of an update(ETSI 5.3)

4 TODO
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Nr Criterias
Value of
consequence

Value of
implementation

E.6
Passwords are stored according to the minimum required
security practice.

4 TODO

E.7
Users have to be informed that any already processed/used
personal data is still lawful, at the time withdrawal of consent is
given.(GDPR 7)

4 TODO

E.8 Hardcoded values are documented as such.(ETSI 5.4) 1 TODO

E.9
Hardcoded values are protected by suitable mechanisms,
including tamper-resistance(ETSI 5.4)

3 TODO

Risk matrix
In the matrix below have we just put the points that stands out, and where basic updates can be done: 
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Tests
NOTE: Every criteria with the value of implementation as 'TODO' is not valued. The reasoning for this is either
time, knowledge or equipment.

A: Set up user and device

nr Criterias
Value of
consequence

Value of
implementation

A.1 The process is based on consent (GDPR 7) 4 1

A.2
The user knows what they accepts, the possibility to know
what consent means regarding the setup of the user

4 1

A.3
Security-relevant user decision is covered by the
documentation and a recommendation is given (ETSI 5.12)

2 1

A.4
The default value for a decision follows best practice for
security. (ETSI 5.12)

2 4

A.5
Decision taken by the user is understandable for a user with
limited technical knowledge (ETSI 5.12)

2 3

A.6
Every decision taken by the user (prominently requested
during setup) is necessary regarding the use of the device
(ETSI 5.12)

1 2

A.7
Device look for and initiate updates when first enabled if not
latest version.

3 2

A.8

Easy to use and read support material for users with limited
technical knowledge. In addition the model designation shall
be easy to find by several different methods, i.e. on the
product itself, on the box it came in or the app (ETSI 5.3).

2 1

Reasoning for value of implementation

A.4: Several options set to default for collection and access of data; Plan of product agreemnt; Other
information about the status of the device.

A.5: Certain explanations for options are not explained completely and in some cases not visible in the
application.

A.6: User was in one case asked to allow access of usage of other apps

A.7: No indication that device was updated when first configured TODO futher test to attempt update of
device

B1: Authentication
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Nr Criterias
Value of
consequence

Value of
implementation

Nr Criterias
Value of
consequence

Value of
implementation

B.1.1
There is no indication that user input fields are vulnerable for
injection-attacks and only users with right credentials are
given proper access(ETSI 5.5)

4 1

B.1.2

Every data input validation method is effective for validating
the corresponding data input. The validation does not
provide an indication that any data input does not protect
against the processing of unexpected data inputs. ETSI 5.13

4 1

B.1.3

Log-in mechanism is protected from brute-force attacks by
making it impractical to execute due to;

time delay between failed attempts, or;
limited number of failed attempts, or;
Required two factor authentication.

(ETSI 5.1)

4 3

B.1.4
Process for changing passwords is described in the privacy
policy/user agreement and is easy to follow. The password is
actually changed. (ETSI 5.1)

4 1

B.1.5
Users must be authenticated towards the device to have
access to its functionalities and interfaces. (ETSI 5.5)

4 1

B.1.6

Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.4)

4 3

B.1.7
Administrator gets notifies about new/unauthorized changes
in device software (ETSI 5.7)

3 1

B2: Communication

Nr Criterias
Value of
consequence

Value of
implementation

B.2.1
Communication of personal and sensitive data use best
practice cryptographic.(ETSI 5.8)

4 2

B.2.2
All cryptographics detail are configured appropriately, is not
known to be vulnerable and considered best practice(ETSI
5.1, 5.5, 5.8)

4 1

B.2.3 The IoT-device can be isolated (ETSI 5.3) 3 1

B.2.4
The level of security and mechanism used is appropriate for
the use case of secure communication(ETSI 5.5)

4 2
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Reasoning for value of implementation

B.2.1: Device make use of CoAP. Traffic does not seem to be encrypted, however it does not seem to be able
to make use of the format. More research on CoAP protocol needed.

B.2.4 : CoAP is not the best encryption method, and has some known weaknesses

B3: Disclosing of vulnerability

Nr Criterias
Value of
consequence

Value of
implementation

B.3.1
The Vulnerability disclosure policy of the
company/organization is available for anybody/user, and
contains contact information. (ETSI 5.2)

4 1

B.3.2
The company/organization is also required to act upon
vulnerabilities sent to the user contact in a timely manner
(60-120 business days)(ETSI 5.2)

4 TODO

C1: Default password

Nr Criterias
Value of
consequence

Value of
implementation

C.1.1 Default password is generated uniquely per device. (ETSI 5.1) 4 1

C.1.2

Default password does not make use of common patterns or
common strings and is not related to public information.
Password is recommended to be at least 8 characters and
consists of at least one character from each character group.
(big letters, small letters and numbers(special characters))
(ETSI 5.1) (ETSI 5.4)

4 1

C2: Erasure

Nr Criterias
Value of
consequence

Value of
implementation

C.2.1
User have the right to require erasure of their personal data
(GDPR 17)

4 1

C.2.2
When a user requests erasure of data, third-parties of the
company that have the data, will also erase the data.(GDPR
17) (ETSI 5.11)

4 TODO

C.2.3 A clear confirmation is provided after deletions(ETSI 5.11) 2 TODO

C.2.4
Users can make use of a simple functionality to erase their
user data.(ETSI 5.11)

4 1
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Nr Criterias
Value of
consequence

Value of
implementation

C.2.5 Nothing indicates that the user data is not erased(ETSI 5.11) 4 TODO

C.2.6
Privacy policy or user agreement covers how to erase, or
delete personal data(ETSI 5.11)

3 1

C3: Personal data

Nr Criterias
Value of
consequence

Value of
implementation

C.3.1
The user is able to edit and complete wrong and
uncomplete data without undue delay (GDPR 16)

4 1

C.3.2
All decisions about the user's personal data are based on
consent.(GDPR 7)

4 1

C.3.3

Users are able to withdraw their consent to use personal
data and the processing of personal data at any time. And
the process to withdraw is easy to find and understand.
(GDPR 7)(ETSI 5.14)

4 2

C.3.4

The user has access to an easy to understand description
about how personal data is being used, by whom, and for
what purposes, as well as all processes their personal data
may be used in.(ETSI 5.14)

4 1

C.3.5
The user is informed about how to express consent (opt-in
choice) to the different processes their personal data may
be a part of.(ETSI 5.14)

3 1

C.3.6
The user shall be provided with all the data the
controller/company has of the user within one month from
the receipt (GDPR 12)

4 1

C.3.7
The users shall be informed if data is transferred to a third
country or an international organization.(GDPR 15)

4 1

C.3.8
Data collected is kept within the EU/EØS in countries that
follow GDPR.

2 4

C.3.9
Communication with the company is adequate for the
request that is made. A confirmation of receival of a request
is given.

4 2

C.3.10
Privacy policy, user agreement and other relevant
documentation is easy to find and contains all relevant
information to the user.

4 1

D1: Updating and support
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Nr Criterias
Value of
consequence

Value of
implementation

D.1.1
Support period of the device is public available and a 5 years
with updates after sale

2 4

D.1.2
The device looks for updates and initiate updates when first
enabled if there is a new update (ETSI 5.3)

3 1

D.1.3
Software updates are automatically and periodically checked
and initiated. It is recommended to give the user the ability
to manually check and install updates. (ETSI 5.3)

4 1

D.1.4 The user is notified about critical security-updates (ETSI 5.3) 2 1

D.1.5
The user is able to check the software version for the device
(ETSI 5.3)

2 1

D.1.6
Everything enabled by default is necessary for the device
(ETSI 5.6)

3 2

D.1.7
Every debug interface enabled is required, and can be
disabled (ETSI 5.6)

4 1

Reasoning for value of implementation

D.1.1: No support period found

D2: Physical

Nr Criterias
Value of
consequence

Value of
implementation

D.2.1
Device is made by adequate physical material for its use case
(Enisa)

1 1

D.2.1
All exposed interfaces (Physical) are covered, protected or
enabled as required, and accessible physical debug
interfaces are disabled(ETSI 5.6)

3 1

E: Further tests that require specialized knowledge

Nr Criterias
Value of
consequence

Value of
implementation

E.1
If the purpose for processing personal data is no longer valid,
the controller shall stop processing of the data (GDPR 7)

4 TODO

E.2
All measurement (telemetry) data is processing in the way the
documentation describes (ETSI 5.14)

4 TODO
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Nr Criterias
Value of
consequence

Value of
implementation

E.3
Software security is appropriate for the task in regards to
cryptography (ETSI 5.3)

3 TODO

E.4 Update mechanism can not be misused (ETSI 5.3) 4 TODO

E.5
The update mechanism is effective at verifying the authenticity
of an update(ETSI 5.3)

4 TODO

E.6
Passwords are stored according to the minimum required
security practice.

4 TODO

E.7
Users have to be informed that any already processed/used
personal data is still lawful, at the time withdrawal of consent is
given.(GDPR 7)

4 TODO

E.8 Hardcoded values are documented as such.(ETSI 5.4) 1 TODO

E.9
Hardcoded values are protected by suitable mechanisms,
including tamper-resistance(ETSI 5.4)

3 TODO

Risk matrix
In the matrix below have we just put the points that stands out, and where basic updates can be done: 

Conclution
The product has some conserns when it comes to sharing of data set as default in the application, as it would
be more secure to collect and share the minimum amount. During setup of the device there was no indication
that the device was looking for or initiating an update, however more research is requiered to say this with
certainty. The device uses "Constrained Application Protocol" witch in it self is not a secure way of
communication, but one can argue that what is being transmitted won't be of use for a potential attacker.
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A.4 Framework 0.5



Rammeverk strukturert 

 

- Metode og verktøy for testing  

- Test environment 

The environment the tests are performed in are set up using a 

computer acting as a router using hotspot or proxy. This way we will be 

able to easily gather the data that is being transported from the 

devices. 

A secondary computer running Kali, also connected to the hotspot, 

acts as an attacker attempting to gain access or control over the 

device. 

- Nmap  

“Nmap is a utility for network exploration or security auditing.” 

(https://www.kali.org/tools/nmap/#nmap) 

We have used Nmap to discover the interfaces and ports that are open 

in the device. Having the device on the same network and access to its 

IP-address enables us to scan the device using this command: 

nmap -sC -sV -p- <IP> 

 

- sC: Script scan, scans for a default set of scripts to 

identify potential scripts that could be misused. 

- sV: Service and Version Detection, scans the 

corresponding open port and reports what probable 

service is being used on the port. 

- -p-: scans all 65535 ports. 

 

   Example: 

   

  
- After finding what interfaces are open in the device and further 

research an evaluation of the necessity of the service that is open. 

- The evaluation is taken into consideration in point 7 of the framework 

when evaluating the open interfaces of the device. 

 



 

- binwalker  

- Wireshark  

- Wireshark is a network protocol analyser. It is used by organizations, 

governments and educational institutions around the globe. We chose 

Wireshark because it is one of the most used tools for network 

analysis in the world, and therefore there would be more tutorials and 

cookbooks on it. In addition, we were recommended to Wireshark by 

our supervisor. The method we used Wireshark was to monitor traffic 

from the DUT.   

- burp suite 

- Burp suite is a tool 

 

 
- Ettercap  

- Ettercap is a comprehensive suite for man in the middle attacks. It 

features sniffing of live connections, content filtering on the fly and 

many other interesting tricks. It supports active and passive dissection 

of many protocols and includes many features for network and host 

analysis. (https://www.ettercap-project.org/). We were recommended 

Ettercap by our supervisor as a great tool to use for MitM attacks.  

- Kali  

- “Kali Linux (formerly known as BackTrack Linux) is an open-source, 

Debian-based Linux distribution aimed at advanced Penetration 

Testing and Security Auditing. Kali Linux contains several hundred 

tools targeted towards various information security tasks, such as 

Penetration Testing, Security Research, Computer Forensics and 

Reverse Engineering.” (https://www.kali.org/docs/introduction/what-is-

kali-linux/) 

We chose Kali as it would include most tools we would need to 

perform tests and monitor the devices. Creating a bootable USB with 



the platform (https://www.kali.org/docs/usb/live-usb-install-with-

windows/), we would have easy access to all of our tools without a 

designated linux machine. 

Metode brukt for enkelt-kriterier  

 

Iterere score-system  

- Consequence^2 * implementation^2/100 

- Deebot:1.08 

- 0-1, godkjent 

Scope 

 

Limitations 

The framework does not include criteria for implementation of functionalities and will not 

make use of methods that require specialized knowledge such as code-reviewing and 

vulnerability-hunting/ research. 

The main focus of the framework are for devices that primarily use Wifi as a method of 

communication, thus other protocols such as Zigbee and Z-wave have been left out of the 

scope. 

 

In these consequence values, do we define security of the user as,  

The security of personal data that the controller has, what it is being used for, by whom, and 

for what purposes. The user should have a clear understanding of these points.  The 

device/controller will be seen as unsafe to use, if the user doesn't understand these points.  

The user should be able to consent and withdraw their consent easely, they also have to 

understand what they consent to. 

The user's security also entails how safe the device is from outside interference, how 

vulnerable is the device for man-in-the-middle attacks, or other?   

 

1:  

- The consequence will have little to no impact on the security of the user. It is not 

required for the device to make use of the criteria, and the device will not be 

considered unsafe for use. The user's rights to privacy will not be affected if the 

criteria is not implemented. 

2:  

- The consequences of deviation from the criterias are moderate. No implementation of 

the criteria could open the device up for potential attacks and loss of confidentiality 

and integrity. Consequence does not affect personal-data but could affect other types 

of data such as metrics. 

- The criteria makes a user friendly environment, where, if not fulfilled, can lead to 

some confusion between customer and the company. 

3:  

- Major consequences, The criteria is important for the device, but not critical. No 

implementation of the criteria could open up the device for potential attacks, loss of 

confidentiality and integrity. 

- A consequences of this would be personal data going astray 

- The criteria gives the user a friendly environment, where, if not fulfilled, can lead to 

confusion between customer and the company on security-related situations. 

4:  



- Critical consequences, this aspect of the device is considered unsafe if not 

implemented. The criteria is critical for the use, and security of the device and can not 

be in use before the criteria is used. No implementation could lead to all data going 

astray. 

- The criteria gives the user a friendly environment, where, if not fulfilled, can lead to 

critical confusion between customer and the company on security-related situations 

with personal data. 

 

 

 

Value of implementation 

 

- The values of implementation indicate how the criteria has actually been taken into 

consideration and implemented into the product. This value will be used with the 

value of consequence to indicate how vulnerable the criteria is. 

- “S”=Security 

- “G” = GDPR 

- “B” = Both 

 

1: 

- Criteria has been taken into consideration and implemented with no indication that it 

does not follow best practice or with flaws. Likelihood that criteria is being misused to 

achieve consequence is very low and only actors with high motivation from tier 5 and 

6 can successfully misuse the feature. 

2: 

- Criteria has been implemented with some flaws. Feature is not complete and is 

missing a core functionality or does not follow best practice. Likelihood of the criteria 

being misused to achieve consequence is low. The threat actor has to be in tier 3/4 or 

above to successfully misuse the feature with relative high motivation. 

3:  

- Criteria is barely taken into consideration and is implemented badly with many flaws. 

Likelihood of misusing the criteria is moderate. Likelihood of the criteria being 

misused to achieve consequence is moderate. The threat actor has to be in tier 2 or 

above and have some motivation to successfully misuse the feature. 

4: 

- Criteria has not been taken into consideration and is missing this feature. Likelihood 

of the criteria being misused to achieve consequence is high. The threat actor has to 

be be in a tier in the pyramid to successfully misuse the feature with no defined 

motivation. 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

The closer the number gets to 0, the better the score is. 

Forslag til oppsett: 

a. Registration 

i. User setup 

b. Security 

i. Authentication 

ii. Communication 

iii. Disclose vulnerabilities 

c. User choice 

i. Default 

ii. Erasure 

iii. Personal data 

iv. Communication/ Response(Bedriftens oppførsel/Response til bruker) 

- Må finne punkter 

d. Interfaces 

i. Firmware/Updates 

ii. Physical 

e. Tests that require specialized knowledge or tools 

 

 

 



 

Nr. Requirement Method for 
evaluation 

Value of 
consequence 

Value of 
implementation 

 

A1 The process is based on 
consent(GDPR 7) 

 4 
 

G ok 

A1 The user is informed 
what the consent means 
for user setup, and what 
they accept 

 4 G ok 

A1 The default value for a 
decision follows best 
practice for 
security(ETSI 5.12) 

 2 B ok 

A1 Decisions taken by the 
user is understandable 
for users with limited 
technological 
knowledge(ETSI 5.12) 

 2 B - 

A1 Every decision taken 
by the user 
(prominently 
requested during 
setup) is necessary 
regarding the use of 
the device (ETSI 5.12) 

Setting up a user 1 
 

S ok 

A1 Security-relevant user 
decision is covered by 
the documentation and 
a recommendation is 
given (ETSI 5.12) 

Read through the 
documentation and 
webpage 

2 S ok 

A1 There is no indication 
that data input does not 
protect against 
processing of 
unexpected data 
input.(ETSI 5.13) 

Try wrong data input 4 S ok 

A1 Easy to read user 
manual and models 
designation shall be 
easy to find by several 
different methods, like 
on application, in the box 
and on website. (ETSI 
5.3) 

Look for user 
manual, and see that 
it’s correct 

2 S ok 

B1 There is no indication 
that user input fields are 
vulnerable for injection-
attacks and only users 

Try wrong log in 
input 
The sql-injection 
 

4 S ok 



with right credentials are 
given proper 
access(ETSI 5.5) 

B1 Login mechanism 
protects against brute-
force by: 

- Time-delay 
between failed 
attempts, or; 

- Limited number 
of failed 
attempts, or; 

- Required two 
factor 
authentication 

(ETSI 5.1) 

Try multiple failed 
attempts 

4 S ok 

B1 Process for changing 
passwords is described 
in the privacy 
policy/user agreement 
and is easy to follow. 
The password is actually 
changed. 
(ETSI 5.1) 

Try and change 
password/or read in 
privacy policy/user 
agreement on how 
to change 

4 S ok 

B1 User must be 
authenticated towards 
the device to have 
access to its 
functionalities and 
interfaces 
(ETSI 5.5) 

There is no access 
to 
application/network 
interface without 
authentication 

4 S ok 

B1 Passwords is 
recommended to be at 
least 8 characters and 
consist of at least of 
from each character 
group (Big letter, small 
letter, numbers, and 
special characters) 
(ETSI 5.4) 

See what passwords 
the 
device/application 
allows 

4 S ok 

B1 Administrator gets 
notifies about 
new/unauthorized 
changes in device 
software (ETSI 5.7) 

 3 S ok 

B2 Communication of 
personal and sensitive 
data uses best practice 
cryptographics(ETSI 5.8) 

 4 B ok 

B2 All cryptographics Observe traffic from 4 B - 



details are configured 
appropriately, is not 
known to be vulnerable 
and considered best 
practice 
(ETSI 5.1, 5.5, 5.8) 

the device to see if 
the data is encrypted 
and how its 
encrypted 

B2 The DUT can be 
isolated(ETSI 5.3) 

Removed from 
network should only 
mean that the DUT 
lose network 
functionalities 

3 S ok 

B2 The level of security and 
mechanism used is 
appropriate for the use 
case of secure 
communication (ETSI 
5.5) 

Depending on the 
use case of the 
device and the data 
that is transmitted 
from it 

4 B ok 

B3 The vulnerability 
disclosure policy of the 
company/organization is 
available for 
anybody/user, and 
contains contact 
information(ETSI 5.2) 

 4 S ok 

B3 The 
company/organization is 
also required to  act 
upon vulnerabilities sent 
to the user contact in a 
timely manner (60-120 
days) 
(ETSI 5.2) 

 4 S – 
tid 

C1 Default password is 
uniquely per device 
(ETSI 5.1) 

 4 S ok 

C1 Default password does 
not make use of 
common patterns or 
common string and is 
not related to public 
information 
(ETSI 5.1) 

 4 S ok 

      

C2 User have right to 
require erasure of their 
personal data (GDPR 17) 

 4 G ok 

C2 When a user request 
erasure of their data, 
third parties of the 

 4 G — 
tid 



company that have the 
data, will also erase the 
data 
(GDPR 17, ETSI 5.11) 

C2 A clear confirmation is 
provided after deletions 
(ETSI 5.11) 

 2 G — 
tid 
 

C2 User can make use of a 
simple functionality to 
erase their user data 
(ETSI 5.11) 

 4 G ok 

C2 Nothing indicates that 
the user data is not 
erased after 
requested(ETSI 5.11) 

 4 G — 
tid 

C2 Privacy policy or user 
agreement covers how 
to erase, or delete 
personal data(ETSI 5.11) 

 3 G ok 

C3 The user is able to edit 
and complete wrong and 
uncomplete data without 
undue delay 
(GDPR 16) 

 4 G ok 

C3 All decisions about the 
user’s personal data are 
based on consent(GDPR 
7) 

 4 G ok 

C3 Users are able to 
withdraw their consent 
to use of personal data 
and the processing of 
personal data at any 
time. And the process to 
withdraw is easy to find 
and understand 
(GDPR 7)(ETSI 5.14) 

 4 G 
 

ok 

C3 User have to be 
informed that any 
already processed/used 
personal data is still 
lawful, at the time 
withdrawal of consent is 
given (GDPR 7) 

 4 G — 

C3 The user has access to 
an easy to understand 

Read through 
provided documents 

4 G ok 



description about how, 
why,  and by whom, the 
personal data is used. 
As well as all processes 
their personal data may 
be used for(ETSI 5.14) 

C3 The user is informed 
about how to express 
consent(Opt-in choice) 
to the different 
processes their personal 
data may be part of(ETSI 
5.14) 

 3 G ok 

C3 The user shall be 
provided with all the 
data the 
controller/company has 
of the user, and it should 
be within one month 
from the receipt (GDPR 
12) 

 4 G ok 

C3 The users shall be 
informed if data is 
transferred to a third 
country or an 
international 
organization. And how 
the data is protected in 
the transferring process. 
(GDPR 15) 

 4 G ok 

C3 
(ny) 

Data collected is kept 
within the EU/EØS in 
countries that follow 
GDPR. 

 2   

C4 
(Ny) 

Communication with the 
company is adequate for 
the request that is made. 
A confirmation of 
receival of a request is 
given within a week. 

 4 G  

C4 
(Ny) 

Privacy policy, user 
agreement and other 
relevant documentation 
is easy to find and 
contains all relevant 
information to the user.  

 4 G 0 

D1 Support period of the 
device is public available 
and a 5 years with 
updates after sale 

 2 S – 



D1 The device looks for 
updates and initiate 
updates when first 
enabled if there is a new 
update (ETSI 5.3) 

 3 S ok 

 D1 Software updates are 
automatically and 
periodically checked and 
initiated. It is 
recommended to give 
the user the ability to 
manually check and 
install updates. 
(ETSI 5.3) 

DEN GANG ERIK 
SA… 

4 S – 

D1 The user is notified 
about critical security-
updates 
(ETSI 5.3) 

 2 S – 
tid 

D1 The user is able to check 
the software version for 
the device 
(ETSI 5.3) 

 2 S ok 

D1 Everything enabled by 
default is necessary for 
the DUT (ETSI 5.6) 

Check for open ports 
and their 
functionalities 

3 S ok 

D1 Every debug interface 
enabled is required, and 
can be disabled (ETSI 
5.6) 

 4 S ok 

D2 Device is made by 
adequate physical 
material for its use case 
(Enisa) 

 1 S ok 

D2 All exposed interfaces 
(Physical) are covered, 
protected or enabled as 
required, and accessible 
physical debug 
interfaces are 
disabled(ETSI 5.6) 

Check physical 
interfaces 

3 S ok 

E If the purpose for 
processing personal 
data is no longer valid, 
the controller shall stop 
processing of the data 
(GDPR 7) 

 4 G  

E All measurement 
(telemetry) data is 
processing in the way 

 4 G  



the documentation 
describes (ETSI 5.14) 

E Software security is 
appropriate for the task 
in regards to 
cryptography (ETSI 5.3) 

See if encryption 
method is secure 
secure enough for 
its purpose 

3 S  

E Update mechanism can 
not be misused (ETSI 
5.3) 

See if a 
miscontroller or 
other parts can’t be 
changed to install 
old/other software 
updates 

4 S  

E The update mechanism 
is effective at verifying 
the authenticity of an 
update(ETSI 5.3) 

See if a 
miscontroller or 
other parts can’t be 
changed to install 
old/other software 
updates 
(MITM?) 

4 S  

E 
(B1) 

Passwords are stored 
according to the 
minimum required 
security practice.  

Scan the device for 
security parameters 
and observe how 
they are stored and 
if they are stored 

securely. 

4 S  

E 
(C1) 

Hardcoded values are 
documented as 
such.(ETSI 5.4) 

 1 S ok 

E 
(C1) 

Hardcoded values are 
protected by suitable 
mechanisms, including 
tamper-resistance(ETSI 
5.4) 

 3 S ok 
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Prosjektplan for Bacheloroppgave

Mål og Rammer

Bakgrunn
Oppgaven er aktuell fordi den tar for seg en problemstilling som veldig få tenker seg om
finnes og setter seg inn i. I dagens samfunn har man blitt vant til at “ting” er smarte. De skal
gjøre livene våre enklere, men de færreste tenker over at det innebærer en viss risiko når de
gir smartovnen, eller kontakten tilgang på hjemmenettverket. Med økt fokus på sikkerhet og
personvern, se GDPR, så er det viktig å vite om man kan stole på alt man tar med seg hjem
og kobler opp.

Prosjektmål
Et av hovedmålene våre med oppgaven er å oppnå best mulig karakter. Karakteren blir
primært basert på rapporten og dens innhold. Den karakter vi vil oppnå er minst en B, men
helst enn A. Grunnen til det er fordi det er viktig å sikte høyt, men kanskje ikke for høyt. Vi
føler at en B vil være fullt oppnåelig, men samtidig at vi vil ha en sjanse for å få en A. Selv
om prosjektet i seg selv er viktig og karakteren blir letter å oppnå ved et bra gjennomført
prosjekt så er det karakteren som for oss teller mest til slutt. Den teller hele 22.5 poeng for
oss.

Videre ønsker vi at resultatet av vårt arbeid, både for oss, oppdragsgiver, og andre som vil
bygge videre på vårt arbeid, skal kunne brukes for vurdering, forbedring og videreutvikling av
IoT tjenester. Vi håper også at vi skal kunne bruke erfaringene fra dette prosjektet i videre
studier og jobbsituasjoner.

Rammer
Prosjektet vil gå fra den 10. Januar 2022, og skal leveres som en rapport den 20. Mai 2022. I
tillegg vil det være en presentasjon av oppgaven for sensor og andre senere, mest
sannsynlig rundt den 6-8. Juni 2022, men det er ikke avklart på dette tidspunktet(18.01.22).
Det er anbefalt at et gruppemedlem skal bruke ca. 30 timer i uka på prosjektet som for oss
blir 120 timer i uka totalt, men nødvendigvis ikke hver uke i seg selv. Vi ser for oss at ukene
med pentesting og rapportskriving vil være de vi jobber mest i. Vi holder følge med frister og
hvor mange dager vi har på oss til å gjennomføre med et Gantt skjema, samt at vi loggfører
timer i en timetabell.

Timene med arbeid vil for oss være vår hovedkostnad, gitt at oppdragsgiver står for innkjøp
av produktene vi skal teste.



Omfang

Problemområde
Oppgaven kan deles inn i to hovedområder, “sikkerheten til selve IoT-enheten” og “hvordan
enheten genererer og tar i bruk brukerdata”. Vi vil i denne perioden dermed sette oss inn i
hvordan enhetene fungerer og kommuniserer med omverdenen og forsøke å angripe
enhetene på en måte som vil kunne eksponere personsensitiv brukerdata. Vi vil dermed
også ta i bruk data vi finner, i tillegg til data vi vet blir hentet inn og sette det opp mot kravene
GDPR stiller til organisasjoner og rettighetene til brukeren.

Problemavgrensning
Oppgaven vi tar for oss inkluderer svakheter ved avlytting og tilegnelse av sensitiv
brukerdata, samt organisasjonens håndtering av tilegnet data. Vi vil dermed i dette
prosjektet ikke evaluere IoT-enhetene for svakheter som vil kunne; gi aktør kontroll over
enheten eller hindre bruker tilgang til enheten. Vi vil teste enhetenes metoder for
kommunisering med omverdenen ved bruk av Wifi. Dersom vi har tid, vil vi se på andre
angrepsmetoder imot enhetene for å evaluere sikkerheten.

Problemstilling
Oppgaven vi skal ta for oss er å sette opp et rammeverk hvilket kan tas i bruk for å evaluere
IoT-enheters sikkerhet satt opp mot kravene GDPR stiller til bruken av brukerdata. Vi skal i
løpet av oppgaven selv bruke og teste ut rammeverket på IoT-enheter og iterere videre på
rammeverket for å dekke sikkerhets behovet til brukerne. Vi vil dermed også komme med
forslag til kriterier en bør sette for IoT system for at brukerens personvern ikke er satt i fare,
basert på eksisterende metoder for å evaluere hensyn tatt til GDPR.
Planen for rammeverket som skal utformes, er å lage det i et åpent Git-repository. Dermed
vil vi enkelt kunne organisere metoden for hvordan å evaluere enhetene. Fordelen med å
lage det i Git vil også være at brukere vil kunne klone prosjektet og forme det etter sine
behov, i tillegg til å legge til problemstillinger utenfor vårt omfang. Rammeverket vil baseres
på eksisterende metoder som standard fra ETSI (1) for evalueringer av GDPR (2) og
validering av IoT-enheter. Målgruppen for rammeverket vil være fagpersoner som ønsker å
utføre evaluering av enheter før produktet eventuelt blir distribuert videre til sluttbrukere.

Prosjektorganisering

Ansvarsforhold og roller

Navn Stilling Beskrivelse

Jan Olaf Kommunikator, produktansvarlig og
Leder

Ansvar å kommunisere med
samarbeidspartnere av gruppen



og trygg oppbevaring av
produktene det skal testes på.

Nikolai Referent Skrive referat under møter

Jørgen Dokument og stemningssetter Holde kontroll på dokumenter og
levere inn

Kristoffer Prosessansvarlig og fremgangs
ansvarlig

Ansvarlig for tidsfrister for
overgang mellom forskjellig
prosesser.

Rutiner og grupperegler
Faste møter:
Møte med veileder:
Torsdag kl. 13:00-14:00 Teams
Møte med bedriften:
Mandag kl. 13:00-14:00
Møte med gruppemedlemmer: hver hverdag på Discord
Mandag kl. 12:00-13:00 og 14:00-14:30, tirsdag kl. 08:00-14:00, onsdag kl 08:00-16:00,
torsdag kl 12:00-13:00 og 14:00-14:30, fredag kl 12:00-14:00

Møteinnkalling:
For de daglige arbeidsøktene vil vi ikke ha noen annen møteinnkalling, utenom ett tidspunkt
og sted som sendes i discordgruppen. For møter med gruppeveileder og prosjektgiver, vil vi
mer ordentlige

Møtegjennomføring:
Gruppemøtene vil bli gjennomført på ulike måter. Disse avtalte timene vil hovedsakelig bli
satt av til arbeid, som testing, og evaluering. I tillegg vil vi diskutere viktige punkter under
disse møtene som vi tar videre ved behov.
Under møtene med veileder og prosjekt giver vil vi hovedsakelig gå igjennom ulike spørsmål
som vi har. Disse vil være skrevet ned i løpet av den siste uka, og vi vil notere svaret ved
spørsmålet underveis i møtet

Fravær:
Ved fravær fra møter skal det gis beskjed, om mulig, senest 24 timer før møtet. Om noe
kommer opp innen 24 timer før møtet, skal det gis beskjed så fort som mulig. Ved
manglende beskjed vil dette tas som fravær uten grunn. Samme regler gjelder for møter
med arbeidsgiver og veileder.

Interne frister:
Underveis i prosjekter vil gruppen sette flere interne frister, for enkelte medlemmer eller for
hele gruppen, disse fristene skal bli satt i enighet med de involvert i oppgaven. Fristen skal



bli overholdt til beste evne. Ved en situasjon der en enkelt gruppemedlem ikke greier å
overholde en frist skal dette bli meldt snarest mulig til gruppelederen, deretter vil
gruppelederen i dialog med gruppemedlemmet finne løsning til problemet. To mulige
løsninger vil være å utsette fristen eller delegere flere gruppemedlemmer til oppgaven.

Planlegging, oppfølging og rapportering

Hovedinndeling av prosjektet
Vi har valgt å bruke Unified Process som prosess for arbeidsprosessen. Denne modellen
skaper en arbeidsprosess hvor vi jobber med “Inception”, “Elaboration”, “Construction”, og
“Transition” i en prosess hvor vi jobber med dem i en rundgang. Under punktet “Inception”
legger vi planlegging av hvilke bredder og deler vi skal teste enheten og rammeverk. Dette
innebærer at vi skal se på hvilke deler vi skal test i neste runde, og hvor dypt, og bredt
testing vi skal gjennom teste både enhet og rammeverk under neste runde med testing.
Under “Elaboration” kommer prosessen med å forberede hvor vi skal test enheten opp i mot
rammeverk. Dette vil innebære blant annet forberedelse av utstyr.
Under “Construction” vil vi gjennomføre testingen av enheter og rammeverket. Tilslutt, under
“transition”, vil vi evaluere resultatene fra testingen. Her vil vi se om det var noen
overraskende svar, noe som gikk galt, også videre.  Når vi er ferdig med evalueringen av
resultatene går prosessen over til “Inception” for neste runde med testing og evaluere.

Unified Process er hovedsakelig en prosessmodell for utvikling av systemer og programvare,
men vi tenker at en variant av den vil kunne være relevant for oss ved utvinningen av
rammeverket. Prosessen åpner opp for at vi kan iterere forskjellige versjoner og gjøre
endringer ettersom vi tilegner oss kunnskap innen bredden på oppgaven.



Plan for statusmøter og beslutningspunkter i perioden
Møter hver dag og oppsummerer hva vi har gjort til resten av gruppen
I løpet av perioden vil vi ha daglige jobbe-møter, og statusmøter, fra mandager til fredager.
Videre vil vi ha ukentlige statusmøter med veileder og oppdragsgiver. Under de daglige
møtene vil vi ta beslutninger sammen, og om vi fortsatt lurer på noe spesielt, vil vi spørre
veileder, eller oppdragsgiver, om råd for beslutningen. Av interne frister har vi blant annet
satt en frist for fullført testing av enhetene 1. april Dette vil gi oss 50 dager med ren
rapportskriving for innleveringsfrist.

Organisering av kvalitetssikring

Dokumentasjon, standarder, konfigurasjonsstyring, verktøy …

Vi har fordelt bacheloroppgaven inn i 5 grupper/deler, disse er;

Prosjektplan, Undersøkelse, Evaluering av IoT-enhet, Testing og utforming av rammeverket
og Rapportskriving.

Prosjektplanen planlegger har en egen frist til den 31.jan, men vi tenker å bare bruke ca. 2
uker på den, og har satt en egen frist til torsdag 24.jan. En av grunnene til denne fristen er
møte med veileder vi har den torsdagen, da kan vi få tilbakemelding fort. Vi har bare lyst til å
bruke de første to ukene på denne planen, og deretter fokuserer vi på selve prosjektet. Det
vil muligens være noen mangler på prosjektplanen og da vil vi måtte fortsette å jobbe med
den utover vår egen first.

Verktøy(Utdype hvordan vi bruker verktøyene)
Verktøy vi tar i bruk for kommunikasjon er Discord, blant gruppemedlemmene og mail til
samarbeidspartnere. Møter vil også forekomme på Discord blant gruppemedlemmene frem
til fysiske møter. Møter med samarbeidspartnere holder på Google Meet og Teams.
Vi vil i prosjektet ta i bruk Google Disk for opprettholdelse og lagring av dokumenter og
Discord for å sentralisere og lagre nyttige ressurser.
Utformingen av rammeverket vil forekomme på GitHub hvor alle medlemmene vil få mulighet
til å redigere “repository”. Github blir også et logisk sted å oppbevare ressurs for andre å
klone og modifisere for eget bruk.
Endelig prosjektrapport vil bli skrevet i Overleaf ettersom det er et program vi er kjent med
fra tidligere emner samt at LaTeX tilbyr mer avanserte former for tilpasning av rapporten(3).
For å analysere trafikk fra enhetene bruker vi Wireshark ettersom det er gratis samt at det
ligger mye ressurser for hvordan man bruker programvaren. Vi vil bruke wireshark til å finne
ut av hva slags trafikk enhetene sender ut og se om trafikken er kryptert eller leselig.
Ubuntu vil bli brukt for systemet som skal monitorere trafikken fra enhetene. Vi bruker linux
ettersom det tillater oss å gjøre endringer på systemet etter behov og at Ubuntu er et
operativsystem vi har brukt i tidligere emner.



Vi vil også ha muligheten til å ta i bruk Kali linux gjennom en boot-usb for å ha tilgang på mer
avanserte programmer og muligheter for å angripe enhetene dersom vi ser at det er behov
for det.
Prosessen for å teste ut hvordan enhetene sender og behandler data blir å sniffe innholdet
av pakkene gjennom en linux-maskin og evaluere pakkene som ble fanget opp gjennom
wireshark. Vi vil i første omgang se spesielt på om dataene som blir sendt er kryptert og om
disse dataene er sensitiv for brukeren. Videre vil vi også se på flere kjente sårbarheter ved
IoT-enheter og evaluere enhetene for disse. Basert på funn og tidligere angitte metoder for å
evaluere GDPR og IoT-enheter vil vi iterere rammeverket for hvordan å evaluere enhetene.

Vi valgte å bruke Vancouver som referansestil på grunn av det er en a v fire stiler som blir
anbefalt av NTNU og den blir brukt til dels innenfor teknologiområdet(4). Grunnen til at vi
valgte Vancouver og ikke Harvard var fordi måten Vancouver henviser i løpende tekster ved
bare å bruke “(x)” en parentes med et tall som henviser til referanselisten.

Plan for inspeksjoner og testing
Vi vil i løpet av prosjektet fordele oppgaver blant gruppemedlemmene og i etterkant lese
over og kontrollere hverandres deler. Ved behov vil vi ta i bruk veileder og oppdragsgiver for
å kontrollere og kvalitetssikre innholdet av produkt og rapport.
Ettersom prosessen vår for prosjektet har en iterativ tilnærming vil fremgangsmåten for
testing endre seg i løpet av prosjektet og forhåpentligvis føre til at vi får en større bredde og
dybde ved utføring av tester på produkter.

Risikoanalyse på prosjektnivå
(identifisere, analysere, tiltak, oppfølging) (Teknologisk, Forretningsmessig,
Prosjektgruppemessig)

Hendelser(sannsynlighet, Konsekvenser)
Gruppemedlem mister deler av møtet: (5, 1)
Gruppemedlem mister ett møtet, med forvarsel: (4, 1)
Gruppemedlem mister ett møtet, uten forvarsel: (2,2)
Gruppemedlem jobber ikke nok med prosjektet: (2,2)
Gruppemedlem forlater gruppen: (1,5)
Gruppemedlem blir alvorlig syk i løpet av prosjektet (1,4)
Hele gruppa blir syk samtidig (4, 2)
Gruppen får ikke til/ kommer ingen vei med testing av enhetene: (1,4)



Tiltak for risiko
For å begrense sannsynlighet og konsekvens for at prosjektet vil bli påvirket av eventuelle
hendelser har vi noen tiltak vi kan vende oss til ved behov.
For at alle gruppemedlemmene møter opp på møter, har vi satt forsøkt å sette faste
ukentlige møter med arbeidsgiver og veileder samt at vi i gruppen har planlagt å møtes
daglig. Dermed vil man kunne få med seg en stor del av prosjektet selv om man går glipp av
noen møter.
Dersom et gruppemedlem ikke bruker nok tid på tildelt oppgave og unngår satte tidsfrister vil
først gruppen snakke med aktuelle gruppemedlem og gi en advarsel. Dersom dette ikke
fører til noe, vil gruppen gå til veileder og rapportere hendelsen. I alvorligste grad vil
gruppemedlem til slutt bli kastet ut av gruppen. Den samme prosessen vil bli tatt i bruk
dersom et gruppemedlem ikke oppfører seg blant de andre gruppemedlemmene.
For best mulig å kunne utføre oppgaven har vi satt et tydelig omfang på oppgaven. Vi vil i
løpet av testing på enhetene ta bruk av metoder andre før oss har brukt, og vil dermed
kunne følge sted for utførelse av testingen. Testingen og utviklingen av rammeverket vil bli
jobbet på iterativt og vi vil dermed også kunne utdype testene mer, ettersom vi får mer
kunnskap i løpet av prosjektperioden.
For å kunne ha noe å skrive om selv om vi setter oss fast og selv ikke klarer å teste
enhetene, vil vi ta i bruk tidligere evalueringer og tester for IoT-enheter, men for å ha en best
mulig sannsynlighet for selv å utføre testene tar vi i bruk prosesser som andre har brukt til å
teste disse enhetene.

Plan for gjennomføring

Gantt-skjema
Gantt chart







Aktiviteter, milepæler og beslutningspunkter

Vi har fordelt bacheloroppgaven inn i 5 grupper/deler, disse er;

Projectplan, Undersøkelse, Evaluering av IoT-enhet, Testing og utforming av rammeverket
og Rapportskriving.

Prosjektplanen har en egen frist som er den 31.jan, men vi at hovedfokuset de første 2
ukene blir på denne planen, og har derfor satt en egen frist(til første utkast) til torsdag
24.jan. En av grunnene til denne fristen er møte med veileder vi har den torsdagen, der kan
vi se gjennom planen sammen og få tilbakemelding.

Neste del vil da være Undersøkelse, dette vil innebære å Innhente innsamlet data om
brukeren, sette opp Man-in-the-middle, utføre penetrasjonstester, risikoanalysere og lese
artikler om emnet. Vi har satt av tre uker til Undersøkelse, men vi planlegger at underveis i
øvelsen å få mer informasjon gjennom man-in-the-middle og vil fortsette å se etter aktuelle
artikler.

Evaluering av IoT-enhet og testing og utforming av rammeverket vil være en kontinuerlig
prosess der vi går fra evaluering til testing og utforming og så tilbake igjen. Denne prosessen
har vi satt av tiden fra 7.feb til 1.apr. Vi har valg å sette 1.apr som en frist for alt «forsking»
og vil etter det fokusere på rapporten.

Rapportskriving vil være en oppgave vi jobber med under hele halvåret, men vil være en
mindre prioritert oppgave fram til 1.apr. Etter 1.apr og fram til fristen den 20. mai vil vi bare
jobbe med rapportskrivingen. Dette vil gi oss nesten to måneder å jobbe med rapporten. Vi
har valgt å sette av så mye tid til rapportskrivingen på grunn av den store karakter vektingen
rapporten har. Vi har i tillegg bestemt at vi skal lage tre utkast, et utkast vil blir sendt til
veileder for tilbakemelding. Det første utkastet skal være verdig den 8.apr, før påske, og de
andre får vi ca 10 dager på været nye utkast.

Under er en oversikt over de fem delene og underdelene, som sett i gantt.

Prosjektplan (11.jan til 24.jan)
- Mål og Rammer
- Omfang
- Prosjektorganisering
- Planlegging, oppfølging og rapportering



- Organisering av kvalitetssikring
- Plan for gjennomføring
- STANDARDAVTALE

Undersøkelse (24.jan til 11.feb)
- Innhente innsamlet data om brukeren
- Man-in-the-middle
- Penetrasjonstesting
- Lage førsteutkast av kriterier for GDPR
- Lage førsteutkast av kriterier for sikkerhet
- Risk Management
- Research

Evaluering av IoT-enhet (7.feb til 1.apr)
- Kriterier for GDPR

- Kriterier for oppbevaring av data
- Kriterier for type data som blir tatt i bruk
- Kriterier for sikkerheten til data som blir tatt i bruk

- Kriterier for sikkerhet
- Vurdering av GDPR i enhet
- Vurdering av sikkerhet i enhet

Testing og utforming av rammeverket (14.feb til 1.apr)
- Tester enheter
- Setter det inn i rammeverket
- Finne svakheter
- Utforming av rammeverk

Rapportskriving: (24.jan-1.apr til 20.mai)
- Første ferdig utkast (8.apr)
- Andre ferdig utkast(27. apr)
- Siste ferdig utkast(10.mai)
- Helt Ferdig rapport (20.mai)

- Innledning
- IoT-enhetens sikkerhet
- IoT-enhetens behandling av brukerdata
- Rammeverk for evaluering av IoT-enheter
- Avslutning

Kilder
1. European Telecommunications Standards Institute ETSI. TS 103 701. Cyber Security

for Consumer Internet of Things: Conformance Assessment of Baseline
Requirements [Internett]. Frankrike: ETSI; 2021 [hentet 31. Januar 2022]. Tilgjengelig
fra:
https://www.etsi.org/deliver/etsi_ts/103700_103799/103701/01.01.01_60/ts_103701v
010101p.pdf



2. Kaneen C.K, Petrakis E.G.M. Towards evaluating GDPR compliance in IoT
applications [Internett]. Kreta: Elsevier; 2020. Procedia Computer Science; [hentet
31.Januar 2022]; side 2989-2998. Tilgjengelig fra:
https://www.sciencedirect.com/science/article/pii/S1877050920321062

3. Word vs LaTeX [Internett]. OpenWetWare; c2021 [hentet 26. Januar 2022].
Tilgjengelig fra:https://openwetware.org/wiki/Word_vs._LaTeX

4. NTNU, Bruke og referere til kilder [Internett]. Norge: NTNU Universitetsbibliotek; N/A
[N/A, hentet den 27. Januar 2022] Tilgjengelig fra:
https://i.ntnu.no/wiki/-/wiki/Norsk/Bruke+og+referere+til+kilder

5. Noor M.b.M, Hassan W.H. Current research on Internet of Things (IoT) security: A
survey [Internett]. Kuala Lumpur: Elsevier; 2018. Computer Networks; [hentet
31.Januar 2022] side 283-294. Tilgjengelig fra:
https://www.sciencedirect.com/science/article/abs/pii/S1389128618307035?via%3Di
hub

6. Hou J, Qu L, Shi W. A survey on internet of things security from data perspectives
[Internett]. Beijing; Elsevier; 2018. Computer Networks; [hentet 31.Januar 2022]; side
295-306. Tilgjengelig fra:
https://www.sciencedirect.com/science/article/abs/pii/S1389128618306844?via%3Di
hub

7. acm. Statement on Internet of Things Privacy and Security [Internett]. acm; 2017
[hentet 31. januar 2022]. Tilgjengelig fra:
https://www.acm.org/binaries/content/assets/public-policy/2017_joint_statement_iotpr
ivacysecurity.pdf
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C.2 Meeting minutes



17.01.22 

 

Kl.11.00 

 

Møte med oppdragsgiver 

 

Fylle ut standardavtale 

 

Ta bilde og sende  

 

Avgrense 

 Bare WiFi 

 

Møter kl 13.00 til 31. Januar 

 

 

Frister  

 Mulig presentasjon i slutten av april, begynnelsen av mai hos Telenor 



20.01.22 

 

14.00 

 

Meeting with supervisor 

Supervisor reads through the project plan 

 

Problemstilling 

 Read relevant literature 

 ieeexplore.iee.org 

 Acm.org 

 scholar.google.com 

Build the framework on others work 

 

Siste risiko 

 Så man ikke blir sittende fast 

Legge til teoretisk kunnskap 

 

Les og lag oppsummering: 

 

 

Current research on Internet of Things (IoT) security: A survey 

 



31.01.22 

 

Kl.14.30 

 

Møte med oppdragsgiver 

 

Til folk som kan tema 

 

Verktøy 

 Meet, teams, discord 

 

 Ubuntu, kali 

 Wireshark, ettercap? 

  

 Github 

 



03.02.2022 

 

09.30 

 

 

Meeting with supervisor 

 

Arduino, raspberry pie 

 

Interface 

USB UART  

 

Links 

ENISA Publishes Guidelines on Securing the IoT Supply Chain 

 

Guidelines for Securing the Internet of Things — ENISA 

 

NIST Updates IoT Cybersecurity Guidance and Accompanying Catalog | CSRC 

 

Connect the Raspberry Pi to Network Using UART : 7 Steps - Instructables 

 

The Raspberry Pi SPI Interface - MATLAB & Simulink - MathWorks Nordic 

 

https://www.elkim.no/produkt/usb-til-seriell-6pin-usb-til-ttl-uart-serial-converter-cp2102-stc-

replace-

ft232/?utm_source=Google%20Shopping&utm_campaign=Elkim%20Norge&utm_medium=cpc

&utm_term=6343&gclid=CjwKCAiAl-

6PBhBCEiwAc2GOVKr6oqcubMKySnYLVO48WmnK0m5_rTvQLUsFNGLZR3u0NM1aUVsFM

RoC6CgQAvD_BwE 

 

If bluetooth 

https://www.amazon.com/Bluetooth-Sniffer-CC2540-CC2540EMK-USB-

Configered/dp/B01EZQ01TE 

 

 

 

 



18.02.22 

 

11.00 

 

Meeting with supervisor 

 

Gone back to making the framework  

 

Going through the framework 

 With the supervisor 

 

Use nmap, see what they use, https 

 Apache 224 

 

Right to repair 

 

Articles 

 ieeexplore.ieee.org/ 

 

 

 

 



25.02.22 

 

11.00 

 

Meeting with task giver 

All four of us are present physically, task giver present virtually via Google Meet, meeting 

through Google Meet 

 

Show the task giver the first version of the framework 

 Quick review of the framework 

  For the D-Link WiFi Camera 

 

Two-factor authorization? 

 

Extra user data? Minimize the extra user data 

 Have a choice to be monitored? Or atleast give say that they do it 

 

TLS at least v1.2 and not v1.0 

 

 

Actually delete data: 

GDPR request against them after deletion of account  

 

Evaluation: 

 Traffic light model is fine 

 

Split into two parts: 



15.03.22 

 

11.00 

 

Meeting with task giver 

 

11:00: Møtet starter 

 

Goes through the framework 

 

Se på verdiene på 1-5 er fin skala value of consequence og 1-3 er fin skala for value of 

implementation 

1-3 is a nice scale for value of implementation 

 

Make a Tabel? 

Make a scale for kontakt with the company/ userfriendly 

 

Testing of “Unsure of testing”: Go in dept where possible 

 

Finne dokumentasjon: Fornuftig å finne GDPR information 

Find documentation: Sensible to find GDPR information 

Teste hjvor lang tid kan en bruker finne information 

Test how long time a user uses to find information 

 

More secure to have the user data in the EU, than for example USA 

Make a table on differences betweeen countries 

 



23.03.2022 

 

11.30 

 

Meeting with supervisor 

 

Start with the report? 1st of April 

 

Finishing how we should score the devices and how we should interpret the score 

 

Keeping where found the points, i.e ETSI and GDPR 

 

 



31.03.22 

 

14.00 

 

Meeting with supervisor 

 

Good framework 

 

Changed the scoring system 

 

Added methodology yesterday 

 

Link between the documents, i.e. between what tools you need to do a point on the framework, 

and tools.md file 

 How to apply, and how to use 

 

Final report 

 

 General structure 

 Report structure can be very different 

 Start with the general 

  Intro 

  Similar works, i.e. Etsi, enisa, GDPR 

 Discussion 

  Practical evaluation 

 Conclusion 

  Further work, out of scope 

 

The framework as a product? 

 Should be integrated 

  More context 

 Based on assumption 

 

Testing of the framework 

 Should we talk about the iteration 

  Useful to talk about the work we did, what did work, and did not work 

Should we add examples? 

 Yes 

  In the appendix? 

 

For the devices 

 Add a picture 



 A short description of functionality, where it connects, what sort of data, etc. 

If takes up to much space, push it to the appendix 

 

Reference the framework  

 Add as much as possible 

 Add as a appendix 



04.04.2022 

 

15.00 (local time) 

 

Meeting with task giver 

 

Last feedback on the framework 

 

 New values on the scoring in the framework 

 The red part should be in the top right corner 

 The green part should be in the lower left corner 

Done some test on the devices 

 Not got any feedback from D-link regarding GDPR 

 

Further work on the framework 

 Do more evaluation of devices. Use the framework in practice 

 Data storage? 

 

What to do with the units when we are done with them? 

  

 

DEADLINE 20th of May 

 

Presentation at Telenor in May? 

 

 



02.05.22 

 

11.00 

 

Meeting with employer 

 

We are writing the report 

 

Names on participants on the meeting 18th of March 

 

 Mette Kristine Kanestrøm Telenor Connexion AB 

 Robert Colvin, Telenor Connexion AB 

 

Telenor Norge  

IoT - devices, does not have any uses for Telenor 

 

What to do with the framework? 

 Use to test the units for smart homes 

 Starting perhaps in the fall, next spring 

 Used by the consumer division 

 

Possible presentation for Telenor at Fornebu 

 How we have worked with the project 

 “To sell” the project to Telenor 

  

Not got a response from D-link and ledvance 

 

 

 



 

 

05.05.2022 

 

11.00 

 

 

Meeting with supervisor 

 

Discussion on the feedback 

- Agreed on the feedback 

- General comment 

- What to put in the appendix and what to put into the general feed 

Appendix 

- Table of content? 

- Three, four section in the appendix 

- A, B, C and so forth 

- Reference for example A.2 in the appendix 

- Perhaps put the more precise description about the changes to the framework in the 

appendix 

Do not copy exactly 

Appendix should supplement what is written in the thesis 

 

Demand specification->  Requirement specification 

 

Evaluation of the groups work 

Own impartial reflection, what worked and not worked.  

 

Introduction 

 Short introduction about the group, the product, and some challenges. 

 

Allocation of work 

How we kept track of our work 

 

Project as a work method 

Approach to project execution 

How we organized 

Milestones 

 

Do not emphasis changes based on time 

More journals as references 

 

Discussion 

- Main points 



 

 

- Analysis of what we have done 

- Identify the challenge 

- Solve the challenge 

- Framework 

- Practical implementation 

- Outcome, benefits in general 

- Can mention other goals, like a secondary goals i.e software 

- Discuss the choices we made, for example why we chose a 4x4 matrix 

instead of a 5x5 

- Theoretical/practical 

- Decision during the execution process 

 

A chapter just for the framework, tools and method 

 

Next meeting 11:00, 12th of May 2022 



12.05.22 

 

11.00  

 

Meeting with supervisor 

 

Call theory something else, state of the art, litteratere.. 

 

Call method something else, like research methodology, more descriptive names 

Call results something else, results and analysis 

 

 

Going through thesis v2 with supervisor 

 

Possibly add questions in 1.2 Task, 1,2 or 3 questions 

 

Standardize  

 

Papers-> journalistic articles,technical report 

 

Risk analysis,Subsubsection on vulnerability, assets 

 

Perception layer, where does it come from 

 

Test environment,  

 

Development, Novel framework development process 

 

Framework 1.0 - final version 

 

Add links and references to section other scoring systems 

 

Values, more descriptive names 

 

4.3.1 Framework descriptions 

4.5.1 Frameworks method description 

 

Reame whole chapter conclusion 

 

Change the order of chapter 5, start with selling our results, then implications and limitations 

 

Need to have atleast two subsection 
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C.3 Time log



Kristoffer
Date Start Time End Time Description Extra Work Start Extra Work End Description Work Hours Total Hours Decimal Hours Hours per Week

1/11/2022 10:00:00 AM 2:00:00 PM Presentation and meeting 4:00:00 513:00:00 12312:00:00 28:30:00
1/12/2022 12:00:00 PM 2:00:00 PM Project plan 2:00:00
1/13/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00
1/14/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00
1/15/2022 12:00:00 PM 2:00:00 PM Reading 2:00:00
1/16/2022 0:00:00
1/17/2022 10:00:00 AM 2:00:00 PM Meeting 6:00:00 PM 9:00:00 PM Project plan 7:00:00
1/18/2022 8:00:00 AM 11:00:00 AM Meeting 6:00:00 PM 8:00:00 PM Project plan 5:00:00
1/19/2022 6:00:00 PM 8:00:00 PM Project plan 2:00:00
1/20/2022 1:30:00 PM 3:00:00 PM Meeting 6:00:00 PM 7:00:00 PM Project plan 2:30:00
1/21/2022 10:00:00 AM 2:00:00 PM Meeting 6:00:00 PM 8:00:00 PM Reading 6:00:00
1/22/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 8:00:00 PM Project plan 9:00:00
1/23/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
1/24/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
1/25/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
1/26/2022 6:00:00 PM 8:00:00 PM Project plan 2:00:00
1/27/2022 12:30:00 PM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Project plan 5:30:00
1/28/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00
1/29/2022 6:00:00 PM 10:00:00 PM Research 4:00:00
1/30/2022 6:00:00 PM 8:00:00 PM Summary ETSI 2:00:00
1/31/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00

2/1/2022 10:00:00 AM 2:00:00 PM Meeting 6:00:00 PM 10:00:00 PM Summary ETSI 8:00:00
2/2/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
2/3/2022 8:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Summary ETSI 10:00:00
2/4/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 6:00:00 PM Research 8:00:00
2/5/2022 0:00:00
2/6/2022 0:00:00
2/7/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
2/8/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Research 6:00:00
2/9/2022 4:00:00 PM 8:00:00 PM Research 4:00:00

2/10/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 6:00:00 PM IoT 6:00:00
2/11/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00
2/12/2022 0:00:00
2/13/2022 0:00:00
2/14/2022 12:00:00 PM 4:00:00 PM IoT 4:00:00
2/15/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
2/16/2022 8:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/17/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00
2/18/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
2/19/2022 0:00:00
2/20/2022 10:00 14:00 Meeting 3:00:00 PM 5:00:00 PM IoT 6:00:00
2/21/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 7:00:00 PM 8:00:00
2/22/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 6:00:00 PM IoT 7:00:00
2/23/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM 6:00:00
2/24/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT 6:00:00
2/25/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
2/26/2022 0:00:00
2/27/2022 0:00:00
2/28/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT 6:00:00

3/1/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT 6:00:00
3/2/2022 2:00:00 PM 16:00 Seminar with Frode Haug 10:00:00 AM 2:00:00 PM IoT 6:00:00
3/3/2022 10:00:00 AM 2:00:00 PM IoT 4:00:00
3/4/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
3/5/2022 0:00:00
3/6/2022 0:00:00
3/7/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT-framework 6:00:00
3/8/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/9/2022 10:00 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT-framework 6:00:00

3/10/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/11/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
3/12/2022 0:00:00
3/13/2022 0:00:00
3/14/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/15/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/16/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT-framework 6:00:00
3/17/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM IoT-framework 6:00:00
3/18/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
3/19/2022 0:00:00
3/20/2022 0:00:00
3/21/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/22/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/23/2022 10:00:00 AM 4:00:00 PM IoT-framework 6:00:00
3/24/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00 PM 7:00:00 PM IoT-framework 7:00:00
3/25/2022 10:00:00 AM 2:00:00 PM IoT-framework 4:00:00
3/26/2022 0:00:00
3/27/2022 0:00:00
3/28/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM IoT-framework 4:00:00
3/29/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM IoT-framework 4:00:00
3/30/2022 10:00:00 AM 14:00 Meeting 3:00:00 PM 5:00:00 PM Report 6:00:00
3/31/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM Report 7:00:00

4/1/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM Report 6:00:00
4/2/2022 0:00:00
4/3/2022 3:00:00 PM 7:00:00 PM Report 4:00:00
4/4/2022 10:00 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Report 8:00:00
4/5/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 9:00:00 PM Report 10:00:00
4/6/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM Report 7:00:00
4/7/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
4/8/2022 0:00:00
4/9/2022 PÅSKE/EASTER 0:00:00

4/10/2022 PÅSKE/EASTER 0:00:00
4/11/2022 PÅSKE/EASTER 0:00:00
4/12/2022 PÅSKE/EASTER 0:00:00
4/13/2022 PÅSKE/EASTER 0:00:00
4/14/2022 PÅSKE/EASTER 0:00:00
4/15/2022 PÅSKE/EASTER 0:00:00
4/16/2022 PÅSKE/EASTER 0:00:00
4/17/2022 PÅSKE/EASTER 0:00:00
4/18/2022 PÅSKE/EASTER 0:00:00
4/19/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 9:00:00 PM Report 10:00:00
4/20/2022 10:00:00 AM 14:00 Meeting 4:00:00 PM 7:00:00 PM Report 7:00:00
4/21/2022 8:00 11:00:00 AM Meeting 3:00:00 PM 5:00:00 PM Report 5:00:00
4/22/2022 2:00:00 PM 18:00 Meeting 4:00:00 PM 7:00:00 PM Report 7:00:00
4/23/2022 0:00:00
4/24/2022 0:00:00
4/25/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM Report 6:00:00
4/26/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM Report 6:00:00
4/27/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM Report 7:00:00
4/28/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM Report 6:00:00
4/29/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Report 8:00:00
4/30/2022 0:00:00

5/1/2022 0:00:00
5/2/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM Report 6:00:00
5/3/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 6:00:00 PM Report 7:00:00
5/4/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 7:00:00 PM Report 7:00:00
5/5/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 9:00:00 PM Report 10:00:00



5/6/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/7/2022 0:00:00
5/8/2022 0:00:00
5/9/2022 8:00:00 AM 10:00:00 AM Meeting 3:00:00 PM 7:00:00 PM Report 6:00:00

5/10/2022 8:00:00 AM 10:00:00 AM Meeting 4:00:00 PM 7:00:00 PM Report 5:00:00
5/11/2022 8:00:00 AM 10:00:00 AM Meeting 3:00:00 PM 5:00:00 PM Report 4:00:00
5/12/2022 8:00:00 AM 11:00:00 AM Meeting 3:00:00
5/13/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/14/2022 0:00:00
5/15/2022 0:00:00
5/16/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/17/2022 8:00:00 PM 10:00:00 PM Report 2:00:00
5/18/2022 10:00:00 AM 2:00:00 PM Meeting 5:00:00 PM 9:00:00 PM Report 8:00:00
5/19/2022 8:00:00 AM 8:00:00 PM Meeting 9:00:00 PM 11:00:00 PM Report 14:00:00
5/20/2022 8:00:00 AM 12:00:00 PM Meeting 4:00:00



Jørgen
Date Start Time End Time Description Extra Work Start Extra Work End Description Work Hours Total Hours Decimal Hours Hours per Week

1/11/2022 10:15 2:00:00 PM Presentation and meeting 3:45:00 484:45:00 11634:00:00 26:55:50
1/12/2022 12:00:00 PM 3:00:00 PM Research 3:00:00
1/13/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
1/14/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
1/15/2022 0:00:00
1/16/2022 0:00:00
1/17/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
1/18/2022 8:00:00 AM 11:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Research 5:00:00
1/19/2022 0:00:00
1/20/2022 1:30:00 PM 3:00:00 PM Meeting 3:00:00 PM 4:00:00 PM Research 2:30:00
1/21/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
1/22/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
1/23/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
1/24/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
1/25/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
1/26/2022 0:00:00
1/27/2022 12:30:00 PM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 3:30:00
1/28/2022 12:00 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
1/29/2022 0:00:00
1/30/2022 0:00:00
1/31/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00

2/1/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/2/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/3/2022 8:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 8:00:00
2/4/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/5/2022 0:00:00
2/6/2022 0:00:00
2/7/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/8/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
2/9/2022 9:00:00 AM 2:00:00 PM Research 2:00:00 PM 4:00:00 PM Research 7:00:00

2/10/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
2/11/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
2/12/2022 0:00:00
2/13/2022 0:00:00
2/14/2022 9:00:00 AM 12:00:00 PM 2:00:00 PM 4:00:00 PM Research 5:00:00
2/15/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 4:00:00
2/16/2022 8:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/17/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00
2/18/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
2/19/2022 0:00:00
2/20/2022 10:00 14:00 Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
2/21/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
2/22/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
2/23/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
2/24/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
2/25/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
2/26/2022 0:00:00
2/27/2022 0:00:00
2/28/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00

3/1/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/2/2022 2:00:00 PM 16:00 Seminar with Frode Haug 2:00:00
3/3/2022 0:00:00
3/4/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/5/2022 0:00:00
3/6/2022 0:00:00
3/7/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/8/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/9/2022 10:00 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00

3/10/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/11/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/12/2022 0:00:00
3/13/2022 0:00:00
3/14/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/15/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/16/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/17/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/18/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Research 6:00:00
3/19/2022 0:00:00
3/20/2022 0:00:00
3/21/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/22/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/23/2022 0:00:00
3/24/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00
3/25/2022 0:00:00
3/26/2022 0:00:00
3/27/2022 0:00:00
3/28/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 4:00:00
3/29/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 4:00:00
3/30/2022 10:00:00 AM 14:00 Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
3/31/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00

4/1/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Testing 6:00:00
4/2/2022 0:00:00
4/3/2022 0:00:00
4/4/2022 10:00 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
4/5/2022 10:00:00 AM 4:00:00 PM Meeting 6:00:00
4/6/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
4/7/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
4/8/2022 10:00:00 AM 2:00:00 PM Writing 4:00:00
4/9/2022 PÅSKE/EASTER 0:00:00

4/10/2022 PÅSKE/EASTER 0:00:00
4/11/2022 PÅSKE/EASTER 10:00:00 AM 2:00:00 PM Writing 4:00:00
4/12/2022 PÅSKE/EASTER 10:00:00 AM 2:00:00 PM Writing 4:00:00
4/13/2022 PÅSKE/EASTER 10:00:00 AM 2:00:00 PM Writing 4:00:00
4/14/2022 PÅSKE/EASTER 0:00:00
4/15/2022 PÅSKE/EASTER 0:00:00
4/16/2022 PÅSKE/EASTER 0:00:00
4/17/2022 PÅSKE/EASTER 0:00:00
4/18/2022 PÅSKE/EASTER 10:00:00 AM 2:00:00 PM Writing 4:00:00
4/19/2022 10:00:00 AM 4:00:00 PM Meeting 6:00:00
4/20/2022 10:00:00 AM 14:00 Meeting 4:00:00
4/21/2022 8:00 11:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Writing 5:00:00
4/22/2022 2:00:00 PM 18:00 Meeting 4:00:00
4/23/2022 0:00:00
4/24/2022 0:00:00
4/25/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
4/26/2022 10:00:00 AM 4:00:00 PM Meeting 6:00:00
4/27/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
4/28/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
4/29/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
4/30/2022 0:00:00

5/1/2022 2:00:00 PM 3:00:00 PM Working 1:00:00
5/2/2022 10:00:00 AM 3:00:00 PM Meeting 5:00:00
5/3/2022 8:00:00 AM 5:00:00 PM Meeting 9:00:00
5/4/2022 10:00:00 AM 2:00:00 PM Meeting 9:00:00 PM 10:00:00 PM Writing 5:00:00
5/5/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00



5/6/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Writing 6:00:00
5/7/2022 0:00:00
5/8/2022 0:00:00
5/9/2022 8:00:00 AM 10:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Writing 4:00:00

5/10/2022 8:00:00 AM 10:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Writing 4:00:00
5/11/2022 8:00:00 AM 10:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Writing 4:00:00
5/12/2022 8:00:00 AM 11:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Writing 5:00:00
5/13/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/14/2022 0:00:00
5/15/2022 0:00:00
5/16/2022 8:00:00 AM 3:00:00 PM 7:00:00
5/17/2022 0:00:00
5/18/2022 8:00:00 AM 8:00:00 PM Final Working 12:00:00
5/19/2022 8:00:00 AM 8:00:00 PM Final Working 12:00:00
5/20/2022 8:00:00 AM 12:00:00 PM Final working 4:00:00



Jan Olaf
Date Start Time End Time Description Extra Work Start Extra Work End Description Work Hours Total Hours Decimal Hours Hours per Week

1/11/2022 10:00:00 AM 2:00:00 PM Presentation and meeting 4:00:00 466:00:00 11184:00:00 25:53:20
1/12/2022 0:00:00
1/13/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 4:00:00
1/14/2022 12:00:00 PM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 4:00:00
1/15/2022 0:00:00
1/16/2022 0:00:00
1/17/2022 10:00:00 AM 2:00:00 PM Meeting & Meeting with employer 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
1/18/2022 8:00:00 AM 11:00:00 AM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 5:00:00
1/19/2022 0:00:00
1/20/2022 1:30:00 PM 3:00:00 PM Meeting & meeting with supervisor 1:30:00
1/21/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM 6:00:00
1/22/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
1/23/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
1/24/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
1/25/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 5:00:00 PM individuelt arbeid 7:00:00
1/26/2022 0:00:00
1/27/2022 12:30:00 PM 2:00:00 PM Meeting 2:00:00 PM 5:00:00 PM individuelt arbeid 4:30:00
1/28/2022 12:00 2:00:00 PM Meeting 2:00:00
1/29/2022 0:00:00
1/30/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00
1/31/2022 10:00:00 AM 2:00:00 PM Meeting & meeting with employer 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00

2/1/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
2/2/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
2/3/2022 8:00:00 AM 2:00:00 PM Meeting & meeting with supervisor 2:00:00 PM 4:00:00 PM individuelt arbeid 8:00:00
2/4/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
2/5/2022 0:00:00
2/6/2022 0:00:00
2/7/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM individuelt arbeid 6:00:00
2/8/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 4:00:00
2/9/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00

2/10/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 4:00:00
2/11/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 4:00:00
2/12/2022 0:00:00
2/13/2022 0:00:00
2/14/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00
2/15/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 4:00:00
2/16/2022 8:00:00 AM 12:00:00 PM Meeting 3:00:00 PM 5:00:00 PM 6:00:00
2/17/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00 PM 6:00:00 PM individuelt arbeid 6:00:00
2/18/2022 10:00:00 AM 2:00:00 PM Meeting & meeting with supervisor 4:00:00
2/19/2022 0:00:00
2/20/2022 10:00 14:00 Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
2/21/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
2/22/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM individuelt arbeid 6:00:00
2/23/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM individuelt arbeid 6:00:00
2/24/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM individuelt arbeid 6:00:00
2/25/2022 10:00:00 AM 2:00:00 PM Meeting & meeting with employer 4:00:00
2/26/2022 0:00:00
2/27/2022 0:00:00
2/28/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00

3/1/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
3/2/2022 2:00:00 PM 16:00 Seminar with Frode Haug 2:00:00
3/3/2022 0:00:00
3/4/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
3/5/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00
3/6/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00
3/7/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
3/8/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
3/9/2022 10:00 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM individuelt arbeid 6:00:00

3/10/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
3/11/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
3/12/2022 0:00:00
3/13/2022 0:00:00
3/14/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
3/15/2022 10:00:00 AM 2:00:00 PM Meeting & meeting with employer 4:00:00 PM 6:00:00 PM individuelt arbeid 6:00:00
3/16/2022 10:00:00 AM 2:00:00 PM Meeting 5:00:00 PM 6:00:00 PM individuelt arbeid 5:00:00
3/17/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 4:00:00 PM individuelt arbeid 5:00:00
3/18/2022 10:00:00 AM 2:00:00 PM Meeting/ Meeting with Telenor Connexion AB 4:00:00
3/19/2022 0:00:00
3/20/2022 0:00:00
3/21/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Project writing 6:00:00
3/22/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 3:00:00 PM Project writing 5:00:00
3/23/2022 10:00:00 AM 2:00:00 PM Meeting & meeting with supervisor 2:00:00 PM 4:00:00 PM Project writing 6:00:00
3/24/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00
3/25/2022 0:00:00
3/26/2022 0:00:00
3/27/2022 0:00:00
3/28/2022 10:00:00 AM 12:00:00 PM Meeting 2:00:00
3/29/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM individuelt arbeid 4:00:00
3/30/2022 10:00:00 AM 14:00 Meeting 4:00:00
3/31/2022 10:00:00 AM 3:00:00 PM Meeting & meeting with supervisor 2:00:00 PM 4:00:00 PM individuelt arbeid 7:00:00

4/1/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
4/2/2022 0:00:00
4/3/2022 0:00:00
4/4/2022 10:00 2:00:00 PM Meeting 3:00:00 PM 4:00:00 PM  meeting with employer 5:00:00
4/5/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
4/6/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
4/7/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
4/8/2022 0:00:00
4/9/2022 PÅSKE/EASTER 0:00:00

4/10/2022 PÅSKE/EASTER 0:00:00
4/11/2022 PÅSKE/EASTER 12:00:00 PM 2:00:00 PM 2:00:00
4/12/2022 PÅSKE/EASTER 0:00:00
4/13/2022 PÅSKE/EASTER 0:00:00
4/14/2022 PÅSKE/EASTER 12:00:00 PM 3:00:00 PM 3:00:00



4/15/2022 PÅSKE/EASTER 1:00:00 PM 3:00:00 PM 2:00:00
4/16/2022 PÅSKE/EASTER 0:00:00
4/17/2022 PÅSKE/EASTER 0:00:00
4/18/2022 PÅSKE/EASTER 0:00:00
4/19/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Project writing 6:00:00
4/20/2022 10:00:00 AM 14:00 Meeting 2:00:00 PM 3:00:00 PM Project writing 5:00:00
4/21/2022 8:00 11:00:00 AM Meeting 2:00:00 PM 4:00:00 PM Project writing 5:00:00
4/22/2022 2:00:00 PM 18:00 Meeting 4:00:00
4/23/2022 0:00:00
4/24/2022 0:00:00
4/25/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM 6:00:00
4/26/2022 10:00:00 AM 2:00:00 PM Meeting 3:00:00 PM 5:00:00 PM Project writing 6:00:00
4/27/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Project writing 6:00:00
4/28/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Project writing 6:00:00
4/29/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
4/30/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00

5/1/2022 2:00:00 PM 4:00:00 PM individuelt arbeid 2:00:00
5/2/2022 10:00:00 AM 2:00:00 PM Meeting & meeting with employer 4:00:00
5/3/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Project writing 6:00:00
5/4/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 3:00:00 PM Project writing 5:00:00
5/5/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM Project writing 6:00:00
5/6/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/7/2022 0:00:00
5/8/2022 1:00:00 PM 3:00:00 PM Project writing 2:00:00
5/9/2022 8:00:00 AM 10:00:00 AM Meeting 10:00:00 AM 1:00:00 PM Project writing 5:00:00

5/10/2022 8:00:00 AM 10:00:00 AM Meeting 10:00:00 AM 1:00:00 PM Project writing 5:00:00
5/11/2022 8:00:00 AM 10:00:00 AM Meeting 10:00:00 AM 12:00:00 PM Project writing 4:00:00
5/12/2022 8:00:00 AM 11:00:00 AM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 5:00:00
5/13/2022 10:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 4:00:00 PM individuelt arbeid 6:00:00
5/14/2022 10:00:00 AM 1:00:00 PM Project writing 3:00:00
5/15/2022 11:00:00 AM 3:00:00 PM Project writing 4:00:00
5/16/2022 9:00:00 AM 2:00:00 PM Meeting 2:00:00 PM 5:00:00 PM Project writing 8:00:00
5/17/2022 2:30:00 PM 3:30:00 PM Project writing 1:00:00
5/18/2022 10:00:00 AM 8:00:00 PM Meeting 9:00:00 PM 11:00:00 PM Project writing 12:00:00
5/19/2022 8:00:00 AM 8:00:00 PM Meeting 21:00 11:00:00 PM Project writing 14:00:00
5/20/2022 8:00:00 AM 12:00:00 PM Meeting 4:00:00



Nikolai
Date Start Time End Time Description Extra Work Start Extra Work End Description Work Hours Total Hours Decimal Hours Hours per Week

1/11/2022 10:15 2:00:00 PM Presentation and meeting 3:45:00 465:45:00 11178:00:00 25:52:30
1/12/2022 0:00:00
1/13/2022 12:00:00 PM 2:00:00 PM Meeting 6:00:00 PM 8:00:00 PM Project plan 4:00:00
1/14/2022 12:00:00 PM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Project plan 6:00:00
1/15/2022 0:00:00
1/16/2022 0:00:00
1/17/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Project plan 8:00:00
1/18/2022 8:00:00 AM 11:00:00 AM Meeting 2:00:00 PM 6:00:00 PM Project plan 7:00:00
1/19/2022 0:00:00
1/20/2022 1:30:00 PM 3:00:00 PM Meeting 6:00:00 PM 8:00:00 PM Project plan 3:30:00
1/21/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Project plan 8:00:00
1/22/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Project plan 6:00:00
1/23/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Project plan 6:00:00
1/24/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Project plan 8:00:00
1/25/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
1/26/2022 0:00:00
1/27/2022 12:30:00 PM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Project plan 3:30:00
1/28/2022 12:00 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Project plan 4:00:00
1/29/2022 2:00:00 PM 4:00:00 PM Project plan 2:00:00
1/30/2022 12:00:00 PM 4:00:00 PM Project plan 4:00:00
1/31/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00

2/1/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/2/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/3/2022 8:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 8:00:00
2/4/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/5/2022 0:00:00
2/6/2022 0:00:00
2/7/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/8/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 4:00:00
2/9/2022 0:00:00

2/10/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 4:00:00
2/11/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 4:00:00
2/12/2022 0:00:00
2/13/2022 0:00:00
2/14/2022 0:00:00
2/15/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 4:00:00
2/16/2022 8:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/17/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/18/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/19/2022 0:00:00
2/20/2022 10:00 14:00 Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/21/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/22/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/23/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/24/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
2/25/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
2/26/2022 0:00:00
2/27/2022 0:00:00
2/28/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00

3/1/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/2/2022 2:00:00 PM 16:00 Seminar with Frode Haug 2:00:00
3/3/2022 0:00:00
3/4/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/5/2022 0:00:00
3/6/2022 0:00:00
3/7/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/8/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/9/2022 10:00 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00

3/10/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/11/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/12/2022 0:00:00
3/13/2022 0:00:00
3/14/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/15/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/16/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/17/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/18/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/19/2022 0:00:00
3/20/2022 0:00:00
3/21/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/22/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/23/2022 0:00:00
3/24/2022 12:00:00 PM 4:00:00 PM Meeting 4:00:00 PM 6:00:00 PM IoT, reasearch 6:00:00
3/25/2022 0:00:00
3/26/2022 0:00:00
3/27/2022 0:00:00
3/28/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 4:00:00
3/29/2022 10:00:00 AM 12:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 4:00:00
3/30/2022 10:00:00 AM 14:00 Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
3/31/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00

4/1/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/2/2022 0:00:00
4/3/2022 0:00:00
4/4/2022 10:00 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/5/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/6/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/7/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/8/2022 0:00:00
4/9/2022 PÅSKE/EASTER 0:00:00

4/10/2022 PÅSKE/EASTER 0:00:00
4/11/2022 PÅSKE/EASTER 0:00:00
4/12/2022 PÅSKE/EASTER 0:00:00
4/13/2022 PÅSKE/EASTER 0:00:00
4/14/2022 PÅSKE/EASTER 0:00:00
4/15/2022 PÅSKE/EASTER 0:00:00
4/16/2022 PÅSKE/EASTER 0:00:00
4/17/2022 PÅSKE/EASTER 0:00:00
4/18/2022 PÅSKE/EASTER 0:00:00
4/19/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/20/2022 10:00:00 AM 14:00 Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/21/2022 8:00 11:00:00 AM Meeting 4:00:00 PM 6:00:00 PM Final thesis 5:00:00
4/22/2022 2:00:00 PM 18:00 Meeting 4:00:00
4/23/2022 0:00:00
4/24/2022 0:00:00
4/25/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/26/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/27/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/28/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/29/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
4/30/2022 0:00:00

5/1/2022 0:00:00
5/2/2022 10:00:00 AM 2:00:00 PM Meeting 6:00:00 PM 9:00:00 PM Standardizing the time table/log 7:00:00
5/3/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/4/2022 10:00:00 AM 2:00:00 PM Meeting 6:00:00 PM 9:00:00 PM Final thesis - Method 7:00:00
5/5/2022 10:00:00 AM 2:00:00 PM Meeting 6:00:00 PM 8:00:00 PM Final thesis - Method, layout, etc. 6:00:00



5/6/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00
5/7/2022 0:00:00
5/8/2022 0:00:00
5/9/2022 8:00:00 AM 10:00:00 AM Meeting 4:00:00 PM 6:00:00 PM Final thesis 4:00:00

5/10/2022 8:00:00 AM 10:00:00 AM Meeting 4:00:00 PM 6:00:00 PM Final thesis 4:00:00
5/11/2022 8:00:00 AM 10:00:00 AM Meeting 4:00:00 PM 6:00:00 PM Final thesis 4:00:00
5/12/2022 8:00:00 AM 11:00:00 AM Meeting 4:00:00 PM 6:00:00 PM Final thesis 5:00:00
5/13/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
5/14/2022 0:00:00
5/15/2022 0:00:00
5/16/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 6:00:00 PM Final thesis 6:00:00
5/17/2022 0:00:00
5/18/2022 10:00:00 AM 2:00:00 PM Meeting 4:00:00 PM 8:00:00 PM Final thesis 8:00:00
5/19/2022 8:00:00 AM 8:00:00 PM Meeting 21:00 11:00:00 PM Final thesis 14:00:00
5/20/2022 8:00:00 AM 12:00:00 PM Meeting 4:00:00
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