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1. Introduction

All users, regardless of age, are exposed to various security
risks when spending significant time on the internet. Different
terms are used to address these risks that internet users get
exposed to in their everyday lives. Cybersecurity, online security,
online safety and internet security are used interchangeably in
the literature to address security concerns in the digital world.
Cybersecurity is a broadly used term with many different per-
spectives. It has no clear literal or operational definition upon
which all scholars agree. However, the International Telecommu-
nication Union (ITU) defines cybersecurity as “the collection of
tools, policies, security concepts, security safeguards, guidelines,
risk management approaches, actions, training, best practices,
assurance and technologies that can be used to protect the cyber
environment and organization and user’s assets. Cybersecurity
strives to ensure the attainment and maintenance of the security
properties of the organization and user’s assets against relevant
security risks in the cyber environment.!”

Children today spend a substantial amount of time online for
either educational purposes or entertainment. The internet offers
many opportunities and poses several risks. Given their age, it is
difficult for them to assess the opportunities and risks of using the
internet and digital systems, even as more and more of their lives
are digitally recorded, potentially creating long-term effects on
their privacy (Hourcade, 2015) and safety. Sometimes, they do not
realize the dangers or risks until it is too late. Thus, they can easily
fall victim to online abuses. Along with technical countermea-
sures, security awareness and practices can help users prevent or
mitigate losses from cybersecurity risks. While security practices
rely on several factors, one is the degree to which people are
aware and able to assess risk and apply knowledge to mitigate
threats (Gjertsen, Gjere, Bartnes, & Flores, 2017).

Cybersecurity awareness is defined “as a methodology to edu-
cate internet users to be sensitive to the various cyber threats
and the vulnerability of computers and data to these threats”
(Abd Rahim, Hamid, Kiah, Shamshirband, & Furnell, 2015). Shaw,
Chen, Harris, and Huang (2009) also defined cybersecurity aware-
ness as “the degree of users’ understanding about the importance
of information security and their responsibilities to exercise suf-
ficient levels of information control to protect the organization’s
data and networks”. Based on the definitions above, cybersecu-
rity awareness has two primary purposes: alerting the internet
users about cybersecurity risks and enhancing the internet users’
understanding of cybersecurity risks to be sufficiently committed
to embracing security during internet use. Therefore, mitigating

1 https://www.itu.int/en/ITU-T/studygroups/com17/Pages/cybersecurity.aspx.

human-related errors or vulnerabilities is a key factor in improv-
ing security at either the personal or organizational level (Gi-
annakas, Papasalouros, Kambourakis, & Gritzalis, 2019). We can
raise user awareness about cybersecurity and privacy issues.

In the last few years, cybersecurity awareness research and
education programs for children have received significant at-
tention from both industry and researchers. Though childhood
is divided into different developmental stages, for this study
we have adopted the definition of ‘child’ used by the World
Health Organization (WHO), UNICEF,% and the Child Rights In-
ternational Network (CRIN)?: anyone under 18 years of age is
a child. Studies have examined a number of potential cyberse-
curity risks for children, including password practices (Prior &
Renaud, 2020), online privacy (Kumar et al., 2018; Zhao et al,,
2019), and phishing (Lastdrager, Gallardo, Hartel, & Junger, 2017).
In addition, many applications and platforms have been devel-
oped to teach children about cybersecurity risks, and related top-
ics (Desimpelaere, Hudders, & Van de Sompel, 2020; Giannakas,
Kambourakis, Papasalouros, & Gritzalis, 2016; Zhang-Kennedy,
Abdelaziz and Chiasson, 2017).

Given this attention from both researchers and practitioners,
there is a need for a systematic review of this area to understand
the state of the art, identify risks, gaps and needs from current
research, and explore the conditions that can enable successful
and sustainable solutions for children’s cybersecurity awareness
education. A review of the published research would also help
develop future research agendas and road-maps. This literature
review provides a review of research on cybersecurity awareness
for children to summarize the findings, understand the risks chil-
dren are most exposed to, and identify how different approaches
to raising awareness of children’s cybersecurity risks are being
implemented . We also consider how all these approaches affect
children’s experience, evaluating the approaches and solutions
that researchers have proposed. Therefore, this study poses the
following research questions:

RQ1. Which cybersecurity risks are addressed in current re-
search for children?

RQ2. What are the approaches used in raising cybersecurity
awareness among children?

RQ3. How do researchers evaluate cybersecurity awareness in
children?

The main findings from the review are (i) an overview of
the identified cybersecurity risks for children, (ii) a thematic
map of different approaches to raise cybersecurity awareness and
their effects, (iii) a map of the factors that have been used to

2 https://www.unicef.org/sudan/stories/universal-definition-what-it-means-
be-child.

3 https://www.who.int/hiv/pub/guidelines/arv2013/intro/keyterms/en/.


https://www.itu.int/en/ITU-T/studygroups/com17/Pages/cybersecurity.aspx
https://www.unicef.org/sudan/stories/universal-definition-what-it-means-be-child
https://www.unicef.org/sudan/stories/universal-definition-what-it-means-be-child
https://www.who.int/hiv/pub/guidelines/arv2013/intro/keyterms/en/

F. Quayyum, D.S. Cruzes and L. Jaccheri

evaluate awareness solutions and approaches, and, (iv) a set of
recommendations for both practitioners and researchers.

The rest of the paper is organized as follows: Section 2 presents
the study background and related literature reviews. Section 3
describes our research methods, while Section 4 presents our
results. Section 5 discusses the findings and Section 6 concludes
the paper by presenting the implications of the findings and
suggesting future research directions.

2. Background and related studies

Security is an important characteristic of all software prod-
ucts, but security concerns become even more crucial when chil-
dren are involved. Security entails challenges in several areas,
one of the most critical of which is cybersecurity; when chil-
dren are involved, cybersecurity is related to all the online risks
that may affect them and the countermeasures to support them
and their caregivers, including the awareness that children have
about the various cybersecurity risks. Children’s security and
privacy have always been a concern for researchers in the child-
computer interaction (CCI) research community. In 2013, Read
and Markopoulos (2013) summarized the state of CCI research in
a literature review of the field. They identified four key challenges
for the CCI community, one of which was the penetration of
social and cloud technologies in CCI and the resulting risks to
children’s privacy and security. These risks have now become a
part of children’s everyday lives because they grow up immersed
in technology to a degree that earlier generations would have
found unimaginable (Read & Markopoulos, 2013).

Children are now frequent users of the internet and increas-
ingly have their own online devices. They can familiarize them-
selves with electronic devices very quickly. Thus, the popularity
of the internet and social networks are increasingly high among
this age group. Tsirtsis, Tsapatsoulis, Stamatelatos, Papadamou,
and Sirivianos (2016) conducted a literature review concerning
the internet activity and motivation for use by children and
identified several risks to which they are exposed. They classify
the risks into five categories: (i) content risks, (ii) contact risks,
(iii) children targeted as consumers, (iv) economic risks, and (v)
online privacy risks. The authors further divide content-related
risks into the three broad categories of illegal content (e.g., con-
tent about the sexual exploitation of children), harmful content
or age-inappropriate content (like pornography), and harmful ad-
vice regarding alcohol and drugs, suicide, and psychological and
nutritional disorders. For contact-related risks, the authors cite
cyberbullying and cybergrooming. Along with categorizing the
risks, their study also presents a high-level software architecture
designed to account for contemporary online security and privacy
risks. Researchers have previously shown that using social media
increases the risk of harm for children (Livingstone, Hasebrink,
& Gorzig, 2012; Staksrud, Olafsson, & Livingstone, 2013). Thus, it
was assumed that children below age 12 might experience fewer
risks, especially privacy risks, than teenagers, since children in
the younger age group may not use social media as intensively
or spend as much time online as teenagers. However, this view
may no longer be accurate; even younger children who do not
use social media are now vulnerable to privacy risks because
of smart toys. de Paula Albuquerque, Fantinato, Kelner, and de
Albuquerque (2020) reviewed 26 primary studies investigating
privacy risks for children relating to smart toys. They discuss two
classifications of risks - technical and domain-specific - and solu-
tions that have been proposed. The authors report the three most
frequently found privacy risks in smart toys in their review, which
refer to the first three ISO privacy principles: use, retention, and
disclosure limitation; consent and choice; and openness, trans-
parency, and notice. Moreover, the authors propose technical and
domain-specific solutions to prevent privacy risks in smart toys.
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With the expansion of digital spheres and advancements in
technology, bullying on digital platforms has become another in-
creasingly common online security topic that has received much
attention from researchers and society more generally. In 2017,
Pinter, Wisniewski, Xu, Rosson, and Caroll (2017) conducted a
literature review on adolescent online safety, reporting important
trends by synthesizing 132 peer-reviewed publications. Among
other thought-provoking findings, the researchers report that 66%
of the reviewed articles were focused on cyberbullying. Indeed,
there have been several literature reviews on cyberbullying. For
example, Aponte and Richards (2013) review the literature on
inappropriate online (and some offline) behaviors by or directed
at children. The researchers focus on cyberbullying and identify
types of cyberbullying threats and their consequences; the for-
mer include flaming, cyber-harassment, denigration, imperson-
ation, masquerading, outing, trickery, ostracism, and exclusion.
After identifying the threats, the authors review existing non-
technological and technology-based strategies implemented or
proposed to avoid or minimize the likelihood and impact of the
different kinds of cyberbullying they identify and finally recom-
mend strategies to prevent these risks and their consequences.
Watts, Wagner, Velasquez, and Behrens (2017) investigate the
historical basis of cyberbullying among adolescents and exam-
ine its related factors and effects. Notar, Padgett, and Roden
(2013) define cyberbullying and investigate various factors con-
nected to it, such as the role of persons involved and statistics
of who is being targeted, reasons for cyberbullying, the differ-
ences between traditional bullying and cyberbullying, and gender
comparisons related to cyberbullying. Reed, Cooper, Nugent, and
Russell (2016) also review the literature, examining interven-
tions for 12 to 18-year-old adolescents experiencing depressive
symptoms as a consequence of cyberbullying. The study findings
reveal an association between cyberbullying and loneliness, and
depression.

Exposure to inappropriate content is another common con-
cern for children, especially adolescents. Owens, Behun, Manning,
and Reid (2012) reviewed the literature regarding the impact of
internet pornography on adolescents. In examining the existing
literature on the impact of online sexually explicit material on
adolescents, Owens et al. (2012) focuses on adolescents’ attitudes,
beliefs, behaviors, self-concept, social development, and brain de-
velopment. Alotaibi, Furnell, Stengel, and Papadaki (2016) explore
the potential of gaming technology to support several key areas of
security awareness and learning; they review studies focusing on
gaming applications and the effectiveness of their use in creating
cybersecurity awareness. The authors divide their study into two
parts; the first focuses on a review of the research literature, and
the second focuses on the gaming application search. The findings
support the positive impact of gaming on creating cybersecurity
awareness and identify multiple limitations that call for atten-
tion from researchers. In 2015, Cullinane, Huang, Sharkey, and
Moussavi (2015) researched and evaluated seven cybersecurity
games that were then available. With an end goal of develop-
ing new game platforms to teach cybersecurity, the researchers
tested the seven games on their effectiveness in imparting the
material and keeping students engaged. After the evaluation, the
researchers identified strong and weak game-play elements and
different ways to deliver cybersecurity knowledge to children.
The researchers aimed to use their findings to develop new games
designed to teach cybersecurity concepts to minors.

Though all these review studies are relevant to our work, they
only partly deal with our topic of interest. Our review study views
cybersecurity risks from a broader scope. We consider studies
focused on all kinds of cybersecurity risks for children rather than
a specific risk. Moreover, in our work, we explore the different
approaches to raising cybersecurity awareness and their effects,
and we investigate cybersecurity awareness evaluation methods
along with the risks. To the best of our knowledge, no other
review study is similar in work and scope.
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Data extraction and
synthesis

Fig. 1. Study selection process.

3. Review method

This study is a systematic literature review based on the
guidelines proposed by Kitchenham (2004). It was undertaken in
different stages: the development of review protocol, the iden-
tification of inclusion and exclusion criteria, a keyword search
in bibliographic databases for relevant studies, critical appraisal,
data extraction, and data synthesis. In this section, we describe
the details of each of the steps taken and methods used.

3.1. Protocol development

We developed a protocol for the systematic review by follow-
ing the Kitchenham'’s (2004) guidelines and procedures. The pro-
tocol identified the research questions, search strategy, criteria
for study inclusion and exclusion, quality assessment procedures,
data extraction procedure, and methods of synthesis.

3.2, Data sources and search strategy

We conducted a literature search of several electronic biblio-
graphic databases in May and June of 2020: ACM Digital Library,
IEEE Xplore, ISI Web of Science, ScienceDirect — Elsevier, and
Scopus. In the databases, we searched article titles, abstracts, and
keywords in stage 1, using two different sets of keywords. The
following keywords and combinations were used for the search:

Set 1 — (“Cyber security” OR “Cybersecurity”) AND (“Children”
OR “Child*” OR “Teen*”)

Set 2 — ((“Internet” OR “Online”) AND “Privacy”) AND (“Chil-
dren” OR “Child*” OR “Teen*”)

In addition to the electronic databases, we hand-searched in
Google Scholar with the same keywords to ensure maximum
inclusion of relevant papers.

From the literature, we have observed that many researchers
use terms like “privacy and online security” or “privacy and in-
ternet safety” in their research (Baciu-Ureche, Sleeman, Moody, &
Matthews, 2019; Desimpelaere et al., 2020; Just & Berg, 2017; Va-
lente & Cardenas, 2017; Zhang-Kennedy, Abdelaziz et al., 2017),
which gives the impression that some researchers may not con-
sider privacy included in the cybersecurity framework directly
and may not use terms like “cybersecurity” or “online security”
in their privacy-focused studies. Given this observation, we have

included “privacy” separately in the keyword list. Here, it is
important to note that we did not want to focus on any particular
cybersecurity risk; rather, we sought all the risks relevant to
children from our review. Thus, we did not use any specific risk
terms, other than “privacy”, as keywords in our search. We in-
cluded terms like “online” and “internet” to ensure the maximum
inclusion of relevant papers. Our various search queries resulted
in a total of 1862 hits that included 1544 unduplicated citations.

3.3. Inclusion and exclusion criteria

Studies were eligible for inclusion if they:

e Presented empirical (qualitative or quantitative) data on
cybersecurity awareness research for children.

e Appeared in 2011 or later (we selected this time frame as we
wanted to focus on the latest developments in this field).

e Were written in English,

e Were published in a journal or conference proceedings.

e Focused on children.

If a study did not specify the target group, the researchers read
the paper to assess whether it would be applicable to children. If
it looked relevant, the study was included (for example Maurer,
De Luca, & Kempe, 2011); otherwise, it was excluded. The other
exclusion criteria were as follows:

e Written in any language other than English.

e “Lessons learned” papers without any empirical evidence or
papers based solely on expert opinion.

e Editorials, article summaries, panels, posters, and so on.

e The full text was not available.

3.4. Citation management, retrieval, and inclusion decisions

All the relevant citations (N = 1862) were entered into and
stored using EndNote reference management software, after
which duplicate citations were removed, with 1544 citations
remaining. Fig. 1 shows the systematic review process and the
number of papers identified at each stage.

In stage 1, the first author went through all the citations to
determine their relevance to this systematic review by checking
their titles and abstracts and removing those that were not rel-
evant. As the focus of this review is cybersecurity and children,
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Table 1
Quality assessment criteria and considered questions.
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Quality criteria Assessment questions

Empirical research

- Is the paper based on research (or is it merely a “lessons learned” report based on expert opinion)?

Clear statement of the aim

- Is there a rationale for why the study was undertaken?

- Is the study’s main or secondary focus on cybersecurity risks and awareness for children?

- Does the study present empirical data?

- Is there a clear statement of the study’s primary outcome in terms of its impact on awareness or knowledge or

identified risks)?

Description of the context - Who is the target audience?

- In which environment the research was carried out?
- The type of software products or materials used in the research.
- The being used to raise awareness or address risks.

Research design
methods to use)?

- Has the researcher described or justified the research design by, for example, discussing how they decided which

Data collection

- Is it clear how data were collected (e.g. semi-structured interviews, focus groups, etc.)?

- Has the researcher made the methods explicit; for example, is there an indication of how interviews were
conducted? Did they use an interview guide?

Data analysis

- Was there an in-depth description of the process of analysis?

- Have sufficient data been presented to support the findings?

Findings

- Are the findings explicit (e.g., magnitude of effect)?

- Has an adequate discussion of the evidence, both for and against the researcher’s arguments, been demonstrated?
- Are the study’s limitations explicitly discussed?

- Are the findings discussed in relation to the original research questions?

- Are the conclusions justified by the results?

Value of the research

- Does the researcher discuss the contribution the study makes to existing knowledge or understanding, as by

considering the findings in relation to current practice or relevant research-based literature)?
- Does the study identify new areas in which further research is necessary?

studies addressing other kinds of security, such as infrastructure
security or cyber-physical systems security, were excluded. If
the first author had any doubt about the relevance of any study
and thus the inclusion-exclusion decision, the third author was
consulted; both researchers checked the title and abstract again
and made the final decision to include or exclude it. Sometimes,
study titles and even abstracts do not give a clear indication of
their subjects. In such cases, the articles were included for review
at the next stage. At the end of stage 1, 110 studies were selected
for an in-depth (full text) study (Fig. 1).

In stage 2, the first two authors read the full text of all studies
selected in stage 1. It was not always obvious whether a study
was empirical by examining its abstract, so, after the full text was
read, a study was excluded if it did not provide any empirical
evidence or was otherwise not relevant to our review (e.g., not
focused on children or not suitable for answering the research
questions). Again, in the event of any doubt, all the authors
discussed the study, and a final decision to include or exclude
was made jointly. After stage 2, a total of 60 studies remained for
the quality assessment step of this review.

3.5. Quality assessment

A number of quality assessment questions were devised to
assess study quality. For quality assessment, we have considered
three quality criteria: rigorousness, credibility, and relevance.
These criteria and quality assessment questions were adapted
from Dyba and Dingseyr’s (2008) checklist. The quality assess-
ment questions we used are presented in Table 1. A detailed
quality analysis of the studies was carried out by the first author
and is presented found in Appendix B.

For each criterion a study met, it received one point; if a
criterion was not met, no points were awarded. The maximum
score a study could obtain was eight. If a study received fewer
than four points, it was excluded. In addition, if either question
1 or both questions 2 (aim) and 3 (context) received a “No”
response for a given study, the study was excluded before quality

assessment was concluded. After the quality assessment, four
more papers were excluded. Thus, after stage 3, 56 studies were
selected for data synthesis. A list of the selected studies appears
in Appendix A, and a brief overview of the studies can be found
at Quayyum (2020).

3.6. Data extraction

We extracted data from each of the 56 studies according to
a predefined extraction form (Table 2) that enabled us to record
the full details of the studies for review and to be specific about
how each addressed our research questions. The data extraction
process was carried out by the first and second authors. For half
the studies, two of the authors extracted data separately and then
discussed them to clarify any disagreements. For the rest of the
papers, the first author extracted the data, and the second author
cross-checked the extracted data to ensure the consistency of the
data extraction process.

After extracting the study details, research settings, research
methods descriptions, findings, and implications reported by
study authors, the data files were copied into MaxQDA, a spe-
cialized software package for the qualitative analysis of textual
data for further data analysis.

3.7. Synthesis of findings

We used thematic synthesis to synthesize the results, follow-
ing the steps recommended by Cruzes and Dyba (2011). We took
an integrated approach to the synthesis process. Keeping the
research questions in mind, we first coded the data using the
original authors’ terms. Those codes were then reviewed, and
similar codes were merged. Afterward, the codes were catego-
rized into themes based on our research questions, keeping the
concepts unchanged from the studies’ original authors. Finally,
we prepared using maps and tables to present the synthesized
findings. The findings are described in the following section.
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Table 2
Template of the data extraction form.
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1. Study overview

Study identifier
Extraction date
Bibliographic reference

Unique ID for the study

Author, Title, Year, Publication Source

2. Design of the study

Study type

Research methodology
Research Questions/Hypothesis
Research context

Target audience (age)
Theory/Model/Framework used

Qualitative, Quantitative or Mixed
Case study, Experiment, Action research, Interview, Survey, Other methods

What are the aims of the study?
What are the objectives?

3. Cybersecurity risks

What risks have been addressed and focused on?

4. Approach to raise awareness

What approach has been used to raise cybersecurity and privacy awareness?
Description of “How the approach has been used”

What kind of activities has been used?
What was the effect of the approach (success/failure and effective or not)?

5. Measuring cybersecurity awareness

How has cybersecurity and privacy awareness been measured?

What type of awareness has been measured?
What parameters have been used to measure?

6. Variables used in the study

Dependent variables
Independent variables

Name, Definition, and Data Collection Procedure
Name, Definition, and Data Collection Procedure

7. Data collection and analysis

Data analysis (qualitative or quantitative)
Data collection instrument

Sample size and age

Data analysis method

8. Evaluation

Evaluation method

Factors

Has the study evaluated its approach and solution?
What method was used?
What factors have been considered for evaluation?

9. Results and findings

Findings
Implications
Threats to validity and limitations

What are the results and findings?
What are the implications of the research?

4. Results
4.1. Overview of studies

Methods. Table 3 presents an overview of the methods used by
the studies along with the references of the studies from each
method category.

Publication channels. The distribution of the studies between
journals and conferences was almost equal; 29 studies were pub-
lished in conference proceedings, 27 in journals. A detailed list of
the publication channels and occurrences appears in Appendix C.

Six studies included in this review were published in the
journal Computers in Human Behavior and two in the International
Journal of Child-Computer Interaction. As to conferences, four stud-
ies were published in proceedings of the ACM Conference on
Human Factors in Computing Systems and three in proceedings
of the ACM Computer Supported Cooperative Work and Social
Computing. The International Symposium on Human Aspects of
Information Security and Assurance and Symposium on Usable
Privacy and Security (SOUPS) included two studies each. Other
than these journals and conferences, all publication channels had
one occurrence each.

Publication frequency. As to publication year, as we noted in
Section 3.3, we included studies published in 2011 and afterward.
Five studies from this review were published in 2020, nine in
2019, six in 2018, eight in 2017, seven in 2016, ten in 2015, three
in 2014, five in 2013, one in 2012, and two in 2011.

4.2. RQ1. Cybersecurity risks

Through our first research question (Which cybersecurity risks
are addressed in current research for children?), we aimed to
identify the common cybersecurity risks to children explored
by researchers, and we have indeed identified various risks and
categorized them into groups. Fig. 2 presents an overview of the
risks. However, before the risks are presented, it is essential to
note that some studies also focused on topics not directly tied
to cybersecurity, examining instead topics related to internet use
and the fundamentals of networking. For example, Giannakas
et al. (2016) developed a mobile app called CyberAware that is
designed for cybersecurity education and awareness for children.
With CyberAware, the researchers aim to familiarize students
with the fundamental cybersecurity topics required to use the
internet safely and keep internet-connected devices protected
against threats. The topics include firewall technologies, antivirus
software, security patches and updates, email spam filters, legacy
threats, malware, cyberattacks, and spam. Baciu-Ureche et al.
(2019) developed an online learning aid called The Adventures of
ScriptKitty, which aims to teach children about different inter-
net safety topics, including internet fundamentals, networking,
packet sniffers, password management, and social engineering.
Amo et al. (2019) propose instructional interventions for teens
to learn about cybersecurity concepts like networking, phishing,
cryptography, system administration, and web design. Reid and
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Table 3
Methods used by the studies. *Bioglio et al. (2019) has used two methods.
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Method Study reference

Survey

Ahmad, Arifin, Mokhtar, Hood, Tiun, and Jambari (2019), Bernadas and Soriano (2019), Choong, Theofanos, Renaud, and Prior

(2019), Clemons and Wilson (2015), Dempsey, Sim, and Cassidy (2018), Hamdan et al. (2013), Hofstra, Corten, and van
Tubergen (2016), Maoneke, Shava, Gamundani, Bere-Chitauro, and Nhamu (2018), Martin, Wang, Petty, Wang, and Wilkins
(2018), Moreno, Egan, and Bare (2013), Sezer, Yilmaz, and Yilmaz (2015), Shin and Kang (2016), Teimouri, Benrazavi,
Griffiths, and Salleh Hassan (2018), Tiirker and Cakmak (2019) and Wisniewski et al. (2015)

Experiment

Alemany, del Val, Alberola, and Garcia-Fornes (2019), Amo, Liao, Frank, Rao, and Upadhyaya (2019), Baciu-Ureche et al.

(2019), Bioglio et al. (2019), Desimpelaere et al. (2020), Lastdrager et al. (2017), Maurer et al. (2011), Zhang-Kennedy,
Abdelaziz et al. (2017) and Zhang-Kennedy, Baig and Chiasson (2017)

Case study

Agarwal and Singhal (2017), Baracaldo, Lépez, Anwar, and Lewis (2011), Hung, Igbal, Huang, Melaisi, and Pang (2016), Reid

and Van Niekerk (2014) and Valente and Cardenas (2017)

Literature review
Interview

Document analysis

Focus group

Secondary analysis

Proof of concept with survey
Diary study

Participatory design
Hazard matching
Meta-analysis
Quasi-experimental study

Jeong and Chiasson (2020)
Kritzinger (2015)

Alotaibi et al. (2016), Aponte and Richards (2013), de Paula Albuquerque et al. (2020) and Tsirtsis et al. (2016)

Amancio, Fantinato, Hung, Coutinho, and Roa (2018), Kumar et al. (2017), Muir and Joinson (2020) and Staksrud et al. (2013)
Cullinane et al. (2015), Prior and Renaud (2020) and Von Solms and Von Solms (2014, 2015)

Bannon, McGlynn, McKenzie, and Quayle (2015), Just and Berg (2017) and Zhao et al. (2019)

Feng and Xie (2014), Jia, Wisniewski, Xu, Rosson, and Carroll (2015) and Wisniewski, Jia, Xu, Rosson and Carroll (2015)
Giannakas et al. (2016), Meng, Zakaria, Bindahman, Alias, and Husain (2012) and Salazar, Gaviria, Laorden, and Bringas (2013)
Wisniewski, Xu, Rosson, and Carroll (2017) and Wisniewski, Xu, Rosson, Perkins, and Carroll (2016)

Bioglio et al. (2019) and Kumar et al. (2018)

Vanderhoven, Willems, Van Hove, All, and Schellens (2015)

Van Niekerk (2014) report on a study of a cybersecurity educa-
tional campaign that aims to foster a cybersecure culture among
youth in South Africa. The topics covered in this campaign in-
clude browsing and downloading, cyber citizenship, cybercrime,
social networking, password and hardware security, and cyber
identity management. In addition to these topics, two studies
mention online etiquette (Kritzinger, 2015; Tiirker & Cakmak,
2019). Kritzinger (2015) searched online resources to identify cy-
bersecurity issues and found digital footprints, digital reputation,
chatrooms, the trustworthiness of online materials, issues with
free downloads, plagiarism, and online consequences. However,
all these studies have a similar aim as the rest of the research in
this review: increasing cybersecurity awareness among children
and ensuring their safe internet use.

4.2.1. Online privacy

The studies address many issues related to online privacy;
some studies examine online privacy risks in general, while oth-
ers investigate those risks in specific contexts such as social
media or smart toys. Other topics include third-party data track-
ing (Clemons & Wilson, 2015; Desimpelaere et al., 2020; Zhao
et al,, 2019), the influence of different factors on privacy behav-
ior (Bernadas & Soriano, 2019; Shin & Kang, 2016), children’s level
of privacy knowledge and awareness (Dempsey et al., 2018), and
how different approaches can increase children’s privacy literacy
and awareness (Desimpelaere et al., 2020; Zhang-Kennedy, Ab-
delaziz et al., 2017; Zhang-Kennedy, Baig et al.,, 2017). A more
detailed breakdown of privacy-related risks is presented in Fig. 3.

Privacy in social networks

Some studies investigate privacy-related risks in the context
of social networks. Several examine privacy risks and different
aspects of teens’ privacy behavior on Facebook, including teens’
privacy concerns and peer influences (Hofstra et al., 2016), the
relationship between teens’ level of online privacy concern and
their privacy-protecting behaviors (Feng & Xie, 2014), and the
cognitive mechanisms behind privacy behaviors on Facebook (Jia
et al, 2015). The studies propose a multitude of educational
interventions and tools to raise privacy risk awareness on social
networks (Baracaldo et al., 2011; Meng et al., 2012; Vanderhoven
et al,, 2015).

Some studies also discuss specific privacy risks that children
can encounter on social networks. One is the geo-tagging of
photos taken with smartphones and uploaded online (Zhang-
Kennedy, Baig et al., 2017). This study illustrates how geo-tagged

photos threaten online privacy and discusses the possible con-
sequences of photo sharing. Though this study (Zhang-Kennedy,
Baig et al., 2017) does not explicitly mention the risk on social
media, the researchers do use social media as a context for their
privacy test. Thus, we have included this risk in this category.
Another privacy risk in social networks is oversharing of informa-
tion (Salazar et al., 2013; Zhao et al., 2019). Salazar et al. (2013)
designed a presentation model aimed to teach cybersecurity mea-
sures to teenagers; these researchers categorized over-sharing as
one of the main ways in which high school students can have
their information security compromised. Wisniewski et al. (2017,
2016) asked teens and parents to report potential types of online
risks and use information breaches as one of their four predefined
categories of risk. In their study, the authors define information
breaches as “personal information or photos being shared or used
online without teens’ permission or those shared by teen and
later regretted”. Martin et al. (2018) surveyed teenagers about
their social media use; the teens reported their concern about
social media accounts being hacked as a safety or privacy issue.
Thus, hacking of social media accounts is also categorized as a
privacy risk related to social networks.

Privacy in smart toys

Our review found four studies addressing privacy issues re-
lated to smart toys. de Paula Albuquerque et al. (2020) conducted
a literature review on smart toy-related children’s privacy risks
and the major strategies to mitigate such risks. They identify
various privacy risks that can be caused by smart toys, such as
exposing sensitive information, dataveillance, and advertisement.
Amancio et al. (2018) evaluate the perceptions of potential Brazil-
ian consumers about issues involving children’s privacy and the
use of smart toys. Hung et al. (2016) discuss privacy requirements
for smart toys in a toy computing environment through a case
study on Hello Barbie, a commercial smart toy from Mattel. They
also explore various scenarios and illustrate how a child can un-
intentionally reveal sensitive information when communicating
with a smart toy, leading to a serous privacy risk. Finally, Valente
and Cardenas (2017) analyze the security practices and possible
vulnerabilities of three smart toys that communicate with chil-
dren through voice commands. They focus on weaknesses in the
encryption scheme in the smart toys and note that weak encryp-
tion can expose children’s voice contents to eavesdroppers and
risk audio injection attacks using the device (Valente & Cardenas,
2017).
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Fig. 2. Cybersecurity risks.

4.2.2. Online harassment

Harassment-related risks result from different forms of un-
wanted online contact. Cyberbullying and cyberstalking are the
two most common forms of online harassment found in the
literature (see Fig. 4).

Cyberbullying

Cyberbullying is one of the most frequently cited cyberse-
curity risks in the literature. Cyberbullying involves bullying
through the use of technology such as the internet and cellu-
lar phones (Aponte & Richards, 2013). Studies have addressed

multiple issues related to cyberbullying, such as determining
awareness levels of teachers concerning cyberbullying (Sezer
et al,, 2015), how cyberbullying may affect teenagers and pro-
posed countermeasures to support them (Hamdan et al., 2013),
and so on. Several studies explore the cybersecurity risks to which
children and teens can be exposed and identify cyberbullying
as one of the main cybersecurity risks (Maoneke et al., 2018;
Wisniewski et al., 2017, 2016). Aponte and Richards (2013) cat-
egorize different kinds of cyberbullying and explore a variety of
behavioral and psychological issues relating to cyberbullying.
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Fig. 4. Cyberharassment and cyberbullying.

Cyberstalking

Cyberstalking refers to harassing someone through unwanted
communication using technology including computers, global po-
sitioning systems (GPS), cell phones, cameras, and the like (Ham-
dan et al,, 2013). Hamdan et al. (2013) surveyed teenagers to
investigate and identify the various cybersecurity threats they
experience and identified cyberstalking as one of the most com-
monly encountered. Aponte and Richards (2013) conducted a
literature review to identify cybersecurity risks for children; cy-
berstalking is one of them.

4.2.3. Stranger danger

“Stranger danger” is the idea that potential physical and emo-
tional ramifications of children can occur by interacting with
strangers online and forming relationships with people that they
have not met in person. Muir and Joinson (2020) report concerns
around online stranger danger, which covers a range of issues like
catfishing, online grooming, and cyberstalking. Online grooming
risks can result from the online interaction between a child and
an adult (Ahmad et al,, 2019; Muir & Joinson, 2020; Tsirtsis
et al., 2016); the adult befriends a child online and builds an
emotional connection with (undisclosed) harmful intentions. For
online grooming purposes, people often impersonate others; im-
personation is also used to steal confidential information (Aponte
& Richards, 2013).

4.2.4. Social engineering attacks

With social engineering, attackers usually try to trick com-
puter users into giving them sensitive information. Our review
reveals two types of social engineering attacks that researchers
have explored to raise awareness among children.

Phishing

Phishing is commonly thought to be equivalent to theft of
credentials of financial institutions (Lastdrager et al., 2017), but
the researchers in study (Lastdrager et al., 2017) discuss why
children are also vulnerable to phishing attacks. They carried out
an experiment to test children’s ability to recognize phishing and
measured the effect of that intervention. Maurer et al. (2011)
implemented a warning concept as a Firefox plugin that can help
users identify fraudulent (or phishing) websites and evaluated
it in a series of studies. Amo et al. (2019) conducted two in-
terventions for children in which participants could learn about
different cybersecurity concepts, including phishing.

Identity theft

Like phishing attacks, identity theft has been recognized in
many studies as a relevant cybersecurity risk for children. With
the amount of personal information shared on multiple web
services and social networks, it can be difficult for anyone to
maintain appropriate control in this area (Salazar et al,, 2013),
and losing control over personal information can lead to that
information being compromised through identity theft. Studies
including (Ahmad et al., 2019; Hamdan et al., 2013; Kritzinger,
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2015; Lastdrager et al., 2017; Salazar et al., 2013) discuss identity
theft risks for children and offer several recommendation to help
children recognize online misbehavior and take the necessary
actions to avoid risks.

4.2.5. Content-related risks

Content-related risks involve being subjected to harmful or of-
fensive content or being influenced to produce or distribute such
content (Von Solms & Von Solms, 2015). Many kinds of content
that can be risky for a child to be exposed to; the most commonly
mentioned form is exposure to inappropriate content; that is,
content that is inappropriate for children’s age and experience
level (Tirker & Cakmak, 2019). Many studies, including (Maoneke
et al,, 2018; Martin et al., 2018; Muir & Joinson, 2020; Tiirker
& Cakmak, 2019; Wisniewski et al,, 2016; Zhao et al,, 2019),
mention this risk. Another common form of content-related risk
is exposure to pornographic content (Maoneke et al., 2018; Wis-
niewski et al.,, 2017, 2016). Unwanted or targeted advertise-
ments (de Paula Albuquerque et al., 2020; Desimpelaere et al.,
2020; Martin et al., 2018; Shin & Kang, 2016; Tsirtsis et al., 2016;
Zhao et al., 2019), violent, harmful or illegal content (Maoneke
et al., 2018; Tsirtsis et al., 2016; Wisniewski, Jia, Wang et al.,
2015; Wisniewski et al., 2017, 2016), and spam (Cullinane et al.,
2015; Giannakas et al., 2016; Martin et al., 2018) are some of
the other major content-related risks. Beyond risks, copyright
violation can be also an issue with online content (Kritzinger,
2015; Tiirker & Cakmak, 2019).

4.2.6. Sexual solicitation

Sexual solicitation refers to sexting or any requests received by
a stranger, acquaintance, or friend that are sexual in nature (Wis-
niewski et al., 2017, 2016). Studies (Wisniewski et al., 2017, 2016)
have explored teens’ online risk experiences and categorized cer-
tain risks as related to sexual solicitation. Sexting, which means
sending or receiving sexual images, videos, or texts online, is a
common form of sexual solicitation that many research studies
have discussed (Kritzinger, 2015; Maoneke et al., 2018; Staksrud
et al., 2013; Teimouri et al., 2018; Von Solms & Von Solms, 2014;
Wisniewski, Jia, Wang et al., 2015; Wisniewski et al., 2017, 2016).
Sexual solicitation can also lead children to engage in risky sexual
behavior online (Reid & Van Niekerk, 2014; Teimouri et al., 2018).

4.2.7. Technology based threats

Technology-based threats include attacks on devices that can
result in data loss or loss of functionality. Among the most fre-
quently cited threats of this kind are malware, viruses, and hack-
ing. Malicious software with sophisticated malware, spyware,
or viruses can lead to serious risks of exposing sensitive in-
formation, hacking of accounts or devices, and so on (Salazar
et al, 2013). Amo et al. (2019) reports on an intervention for
children, in which the researchers arranged a workshop focused
on viruses and malware; the students learned how they are
employed by hackers or attackers to cause damage to important
data and obtain private information and how to guard them-
selves against such attacks. Other technology-based threats in-
clude legacy threats (Giannakas et al., 2016), spoofing (Kritzinger,
2015), and ransomware attacks (Agarwal & Singhal, 2017).

4.2.8. Economic risks

It has become common for children to spend exorbitantly
online if they obtain access to online payment methods through
internet-connected devices like mobile phones or online ser-
vices (Tsirtsis et al., 2016). The most widespread form of eco-
nomic risks are online gambling (Tsirtsis et al., 2016) and financial
scams (Muir & Joinson, 2020). Children can become victims of
financial scams in different ways, such as phishing, identity theft,
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or scam calls (Muir & Joinson, 2020). Tsirtsis et al. (2016) also
mention online games, which can carry economic risks. Though
such games are not cybersecurity risks themselves, sometimes
children engage in online purchases intentionally or unintention-
ally by buying different features or premium functionalities in
them. The authors note that such events usually happen when
services do not clarify that there could be additional charges in
the course of using a product or service. As a result, enormous
amounts of money can be lost through fraudulent transactions.

4.2.9. Internet addiction

Though internet addiction is not a security risk in itself, it is
an important dimension in safe and responsible internet use. We
have included internet addiction in the list of risks as it can be a
significant predictor for risky cybersecurity behaviors; it can have
similar negative physical and behavioral consequences as other
cybersecurity risks. In Tiirker and Cakmak (2019), the researchers
investigated students’ and teachers’ awareness of the safe and
responsible use of the internet, using internet addiction as one
of the dimensions to measure cyberwellness and awareness. Two
other studies also address the issue of internet addiction (Bannon
et al., 2015; Wisniewski, Jia, Wang et al., 2015). Wisniewski, Jia,
Wang et al. (2015) investigate whether resilience can reduce on-
line risk exposure and the negative effects of internet addiction.
Bannon et al. (2015) examine the understanding of online risks
among young people with additional support needs; some of the
participants expressed concern over spending a large amount of
time online, which they felt may have an impact on them in their
offline environment.

4.2.10. Password practices and management

As children are increasingly engaging in an online world with-
out the necessary knowledge and skills to use passwords wisely,
they are prone to cybersecurity risks. Thus, researchers have
identified this issue as one of the most important topics in cy-
bersecurity (Cullinane et al., 2015; Kritzinger, 2015; Reid & Van
Niekerk, 2014; Von Solms & Von Solms, 2014). Some researchers
have also explored children’s practices, perceptions, and knowl-
edge regarding passwords (Choong et al., 2019) and derived an
ontology of best-practice password principles for children (Prior
& Renaud, 2020). Baciu-Ureche et al. (2019) have developed a free
online, story-based educational aid that aims to improve cyber-
awareness among children through practical exercises. In their
learning aid, the researchers have included a separate chapter on
password security and addressed the dangers of weak passwords.

4.2.11. Findings regarding the risks

Multiple studies in this review conducted surveys to identify
different risks but have not performed in-depth research focusing
on specific risks. In Fig. 5, we have presented the findings from
studies that are devoted to specific cybersecurity risks. However,
not all the risks or all findings from the studies in this review are
listed in the figure.

4.3. RQ2. Approaches to raise cybersecurity awareness

We have divided this section into two parts. In the first, we
present the relevant theories in cybersecurity awareness research
involving children on which some studies in this review are
grounded; the second presents the approaches researchers have
used to raising cybersecurity awareness.
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Privacy concern leads to privacy protecting behavior (P48)
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Privacy online (P2, P9,
P20, P48)

High privacy cost does not evoke less privacy disclosure behavior (P2)

Privacy protective behavior are somewhat paradoxical (P2)

Teens who spend more time on SNS are likely to adopt more
privacy-setting strategies on SNS (P48)

Privacy in social networks

Having an SNS profile increases the likelihood of encountering risk (P49)

/| (P33, P48, P49)

Peer, popularity, trust influences teen’s privacy behavior (P33)

More digital competence in using Internet exposes to more risks (P49)

Being more digitally competent does not reduce risks or harms (P49)

Digital competence and

= risk exposure (P16, P29,

Online self-efficacy does not reduce risk exposure (P16)

P49)

Teens can potentially benefit from being exposed to lower risk online
situations (P29)

Male teachers have a relatively higher level of awareness compared to
female teachers (P40)

Cybersecurity risks and
findings from the studies

IT and guidance teachers have more awareness on cyberbullying (P40)

Cyberbullying and
teachers' awareness (P40)

-

:
:

Teachers who use Internet and technology more, have higher
awareness on cyberbullying (P40)

Internet safety education should begin around 6-8 years (P51)

Stakeholders views on

[

Parents should be primarily responsible for Internet safety
education of children (P51)

Internet safety education
(P51)

]

Health care providers and public health educators can support parents by
providing resources and guidance (P51)

Parents' and teens’ attitude

[

Consent for school's email data should be given by parents (P44)

Teens care most strongly about texts being tracked versus searches
and e-mails (P44)

about search engine tracking
(P44)

A

Parents are less aware of an e-mail provider’s ability to scan their
children’s e-mail (P44)

Children have appropriate mental models of passwords (P9)

\_{ Password practices (P9) J—(

Parents and family play an important role of providing guidance on
“good” password hygiene to the younger group (P9)

Fig. 5. Findings related to cybersecurity risks from the studies.

4.3.1. Relevant theories and models behind the studies

Knowing the relevant theories is essential to guide the re-
search work and give meaning to what we see and do as re-
searchers. Given that, we have reviewed which theories are rel-
evant in this research area and how different researchers have
used their chosen methods in their studies. Some articles in this
review have included such theories in their research to facilitate
the development of learning materials and improve children’s
learning processes. Table 4 presents an overview of the theories
and models; in the following section, we briefly describe how the
studies use these theories.

Piaget’s theory of cognitive development is a well-known learn-
ing theory in child education research that suggests that children
in their concrete operational stage (from roughly 7 to 11 years
old) can “work things out in their heads” (Lee, 2000). Dempsey
et al. (2018) designed an activity workbook using Piaget’s theory
of cognitive development. Kumar et al. (2017) and Zhao et al.
(2019) both ground their work on Vygotsky’'s zone of proxi-
mal development (ZPD) theory (Brown et al, 2003), and Nis-
senbaum’s theory of contextual integrity (CI) (Nissenbaum, 2010).
ZPD is a well-established learning theory that relates the dif-
ference between what learners can do independently to what
can be achieved through guidance by a skilled partner (Zhao
et al,, 2019). Nissenbaum’s CI is a theory of privacy that can
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be used to interpret people’s perceptions of privacy. Both Ku-
mar et al. (2017) and Zhao et al. (2019) use the CI frame-
work to understand children’s mental models concerning pri-
vacy and security. Other studies have also grounded their work
on privacy-related theories, such as the privacy calculus the-
ory (Zhang et al., 2018) and the Antecedents-Privacy Concerns-
Outcome (APCO) Macro Model (Smith et al., 2011). Privacy calculus
theory is often used to explain the underlying cognitive pro-
cesses that occur when individuals are asked to share personal
data (Desimpelaere et al., 2020; Zhang et al., 2018). Desimpelaere
et al. (2020) used it to investigate how privacy literacy training
can increase children’s privacy awareness, influence their online
disclosure behavior, and heighten their understanding of different
levels of privacy costs. The APCO Macro Model is another privacy-
focused model, which Jia et al. (2015) use to investigate teens’
privacy behaviors in online information privacy management.
Another important theory found in the studies is resilience the-
ory (Fergus & Zimmerman, 2005). It was originally derived and
validated by researchers in developmental psychology, which is
useful in explaining outcomes related to adolescents’ online risk
exposure and a number of risky teen behaviors. Wisniewski, Jia,
Wang et al. (2015) and Wisniewski et al. (2016) use this adoles-
cent resilience theory (Fergus & Zimmerman, 2005) to study the
role of resilience in protecting teens from online risk exposure
and the negative effects of internet addiction.
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Table 4
Theories and models the studies have used.
Theory Description Ref.
Privacy calculus theory Privacy calculus theory is often used to explain the underlying cognitive processes that take Desimpelaere et al.
place when individuals are requested to share personal data (Zhang et al., 2018). This theory (2020)

proposes that individuals first perform a cost-benefit analysis when they are asked to share
their personal details.

Vygotsky’s ZPD theory

ZPD relates the difference between what learners can do independently and what can be
achieved by through guidance by a skilled partner (Brown, Heath, & Pea, 2003). An
individual’s ZPD is the distance between what he or she can do without help and what he or
she is capable of doing with help.

Kumar et al. (2017) and
Zhao et al. (2019)

Nissenbaum’s CI theory

The CI theory states that information flows according to the norms that govern a given
situation. These norms vary based on the context of the situation and are shaped by cultural,
ethical, moral, and legal factors (Nissenbaum, 2010). The framework has four components:
context, attributes, actors and transmission principles.

Kumar et al. (2017) and
Zhao et al. (2019)

Piaget’s theory of
cognitive development

This theory suggests that children in their concrete operational stage (roughly 7 to 11 years
old) are able to “work things out in their heads” (Lee, 2000). At this age children should be
competent enough to use digital devices on their own and may risk revealing private
information.

Dempsey et al. (2018)

ARCS motivational model

The ARCS Model is a method for improving the motivational appeal of instructional materials
(Keller, 1987). Its main purpose is to inform the design of a learning app so as to be more
intrinsically interesting to learners. ARCS consists of four major components for promoting
and sustaining motivation during the learning process; namely, attention, relevance,
confidence, and satisfaction.

Giannakas et al. (2016)

APCO macro model

The APCO model (Smith, Dinev, & Xu, 2011) is versatile as it includes information
privacy-related factors ranging from the individual level through group and organizational
levels to the societal level. At the center of the APCO model, privacy concern functions as a
“proxy” for information privacy and represents the beliefs, attitudes, and perceptions of
privacy at the individual level of analysis. APCO then abstracts a variety of antecedents and
outcomes of privacy concerns across several research streams in the literature.

Jia et al. (2015)

Resilience theory

Resilience is the ability to overcome negative effects associated with risk exposure; it helps
an individual cope with traumatic experiences (Fergus & Zimmerman, 2005). The theoretical
framework of adolescent resilience was derived and validated by researchers in
developmental psychology (Fergus & Zimmerman, 2005). The outcomes associated with
resilience theory are not simply whether or not teens are exposed to risk, but rather whether
they are able to thrive in spite of it (Fergus & Zimmerman, 2005).

Wisniewski, Jia, Wang
et al. (2015) and
Wisniewski et al. (2016)

PMT and HBM

HBM is one of the primary theories of health behavior, while the PMT (Rogers, 1975) is
widely employed as a model for safe decision-making and taking actions regarding health
behavior. The PMT originated as an extension and reworking of the HBM intended to protect
individuals from risky health behaviors by educating them about threat appraisal (severity
and susceptibility) and coping (response efficacy, self-efficacy) (Rosenstock, Strecher, & Becker,
1988)

Teimouri et al. (2018)

Family systems theory

A family system is portrayed as a dynamic process in which parents and children iteratively
and bidirectionally influence one another over time (Cummings, Bergman, & Kuznicki, 2014).
The three main tenets of family systems theory are a focus on transactional and bi-directional
processes, longitudinal effects, and multi-level analysis (individual, dyadic, etc.) (Cummings

et al,, 2014).

Wisniewski et al. (2017)
and Wisniewski et al.
(2016)

Parental mediation
theory

Parental mediation refers to strategies that parents employ to control and supervise their
children’s media use (Warren, 2001). Parental mediation theory acknowledges that children
can be affected by their exposure to media but holds that such media effects can be
mediated or mitigated by the extent to which parents are involved in monitoring and
supervising their children’s media use (Mesch, 2009).

Shin and Kang (2016)

Giannakas et al. (2016) use the Attention, Relevance, Confidence,
and Satisfaction (ARCS) motivational model to design instructional
material for children that sustains motivation. The main pur-
pose of the ARCS model is to make the design of a learning
app more intrinsically interesting to learners (Giannakas et al.,
2016). Teimouri et al. (2018) develop the theoretical framework
of their study based on aspects of the protection motivation theory
(PMT) (Rogers, 1975) and the health belief model (HBM) (Janz &
Becker, 1984). HBM is a widely known theory of health behavior
of which PMT is an extension intended to protect individuals
from risky health behaviors (Teimouri et al., 2018). Teimouri et al.
(2018) use the PMT and HBM to study children’s level of privacy
concerns, children’s perceptions of exposure to online risks, safety
in adopting online protection behavior, and online self-efficacy.

Other than these theories, the studies in the review also em-
ploy theories that focus on children’s relationships and commu-
nication with their parents and families. For example, the family
systems theory (Cummings et al., 2014) posits that a family is
a complex system and dynamic process in which parents and

12

children iteratively and bidirectionally influence one another over
time. Wisniewski et al. (2017, 2016) use the family system theory
in their research on the context of understanding adolescent
online risk experiences and how they communicate with their
parents regarding those experiences. Another important theory
that involves parents is parental mediation theory (Mesch, 2009).
Shin and Kang (2016) ground their study on parental mediation
theory, using it to help their investigation of the role of parents
and parental mediation in adolescents’ online privacy concerns
and information-disclosing behaviors.

4.3.2. Approaches

In reviewing the studies, we found multiple approaches to
raise cybersecurity awareness, as presented in Fig. 6. This section
discusses those approaches, the techniques associated with them,
and the findings they enabled. Here, we note that we have used
the terms that the papers’ authors employ in the studies to define
their approaches. For example, Lastdrager et al. (2017) use story-
telling with video presentations as a method to share knowledge
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) (presented in a separate figure)
Game-based learning

Comparison of interventions: Supervised game session with |
teachers and individual game sessions without teachers (P76) ’

Better understanding and outcome
when teachers are involved (P76)

Intervention

The shorter intervention had no significant effect on
general problem-solving or cybersecurity awareness (P76)

cybersecurity camps (P26)

Two time based approaches: short term
guided intervention and five day long

For cybersecurity camp, males demonstrated
significantly less growth compared to females (P76)

Interactive simulation of a
social network (P21)

Improved awareness on the spread of private information in
online social networks and stimulates curiosity (P21)

}—(Teachers need more knowledge about social media education(P21)

Approaches

Children and adults have similar notion about most
dangerous and safest situations (P4)

Designing cybersecurity warning signs (P4) J_C Ambiguity of some warning signs is a concern (P4)

as a browser plug in (P107)

Implementing warning mechanism |

Warnings enable users to detect more fraudulent web sites(P107)

Soft-paternalism or nudging
mechanism for social networks
(P27)

Nudge mechanism positively effects teens’ privacy behavior (P27)

}—C Picture nudge & number nudge has similar effect (P27)

Boundaries and rules (P5)

Strategies used by parents (P5) ( Monitoring (P5)

family home (P5)

\_i

Negotiation of cybersecurity within J

Discussion and education (P5)

_{A one-stop solution (mobile app) for Internet safety issues (P62) ]

Fig. 6. Approaches to raising cybersecurity awareness found in the review.

and to attract children’s attention; Vanderhoven et al. (2015)
use a serious game in the interventions to study teachers’ role
and influence. The authors of these papers have not called their
approach gamified or game-based; they call their approaches
training and intervention, respectively.

Training

The most commonly used awareness approach was train-
ing (Fig. 7). We found six techniques that researchers use to
train children about cybersecurity risks and concepts: informative
video (Desimpelaere et al., 2020), interactive presentation with
storytelling (Lastdrager et al., 2017), digital comics (Baciu-Ureche
et al, 2019; Zhang-Kennedy, Abdelaziz et al, 2017;
Zhang-Kennedy, Baig et al., 2017), making a school curriculum
(Von Solms & Von Solms, 2015), developing and using tools (Meng
et al, 2012), and proposing a best-practice ontology for pass-
words (Prior & Renaud, 2020).

All the techniques showed positive outcomes and proved ef-
fective at raising awareness of various cybersecurity risks. Though
all the techniques had positive outcomes, one study (Meng et al.,
2012) does report ineffectiveness among some users. In Meng
et al. (2012), the authors discuss users who were not satisfied
with the tools for at least two reasons: its simple user interface
made it hard for the users to believe the recommendations pro-
vided by the tool, and some believed that their privacy on social
networks was already protected by those networks’ privacy rules
and regulations, making an additional privacy management tool
unnecessary.

Game-based learning
Three studies use games and game-based learning as their ap-
proach to raise cybersecurity awareness (Giannakas et al., 2016;
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Kumar et al, 2018; Salazar et al., 2013)(see Fig. 8). The re-
searchers in Kumar et al. (2018) conducted three sessions with
children using existing resources (games, game prototypes, and
interactive stories); based on the results, they offer recommen-
dations for designing privacy-related educational resources for
children. Study (Giannakas et al., 2016) reports that playing the
serious game increased knowledge acquisition among students,
but study (Salazar et al., 2013) indicates that using a serious
game did not have a significant impact on students’ knowledge
acquisition when compared to their knowledge acquisition af-
ter an information presentation, since it did not introduce any
new concepts. However, it greatly affected the students’ self-
awareness of cybersecurity while significantly decreasing their
confidence in technology, which was an intended effect of the
study.

Warning

Warnings are a type of communication designed to prevent
people from harm; they can alert users of threats, remind users,
or trigger changes in user behavior. As Fig. 6 shows, we found
three studies that use warning as an approach to make users
aware of cybersecurity risks (Alemany et al., 2019; Jeong & Chi-
asson, 2020; Maurer et al., 2011). Jeong and Chiasson (2020)
explores children’s perceptions of warning messages and found
that both children and adults had similar notions about which sig-
nal items indicated the safest and the most dangerous situations;
they expressed similar concepts shaping their risk perceptions of
warnings. The researchers also identified ambiguity and mixed
interpretations about some cybersecurity warning symbols, in-
cluding the “open lock” and “police officer” symbol (Jeong &
Chiasson, 2020). The other two studies use warnings to alert
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in the recommendations (P54)

There are disagreement among experts about password best practices (P5)

Sharing passwords: confusion among the children about strangers and friends (P5)

\—{ "Best practice" password ontology (P5)

Recency of guidance: Online advices are sometimes out of date (P5)

Fig. 7. Training as an approach to raise cybersecurity awareness.

users about possible phishing risks (Maurer et al,, 2011) and to
nudge users to reconsider their privacy disclosure actions before
performing them in social networks (Alemany et al., 2019). Both
studies (Alemany et al., 2019; Maurer et al., 2011) show positive
results and the effectiveness of warning mechanisms to make
users aware of risks.

Intervention

This review includes two studies that use interventions (Fig. 6)
as their approach to raise cybersecurity awareness (Amo et al.,
2019; Vanderhoven et al., 2015). Both studies also compare dif-
ferent types of interventions. Amo et al. (2019) adopts two time-
based approaches, one a short (60-min) workshop and the other
a long (5-day) cybersecurity camp. The researchers compared
the results of the two interventions and conclude that the long
intervention demonstrated very promising results, whereas in the
shorter, less intensive intervention, the students did not demon-
strate growth in cyberawareness. The authors also state that “the
results from this study seem to suggest that in order for inter-
ventions to positively affect the relative outcomes, the intensity
and type of the intervention matter” (Amo et al., 2019). The other
study (Vanderhoven et al., 2015) involved a quasi-experimental
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study with four short-term interventions in which pupils (1)
played a serious game on a tablet computer without teacher
involvement, (2) played a serious game on a tablet computer
while the teacher summarized the learned content every five
minutes, (3) received a traditional course on privacy risks, and
(4) received a course on a different topic (as a control condition).
The results of this study showed that pupils’ awareness of privacy
risks increased under all three intervention conditions compared
to the control condition, thus proving the effectiveness of the
interventions. This study also compare the different forms of
interventions as to teacher involvement, finding that pupils were
more aware of the topic of the game or course when a teacher
was involved in the intervention process.

Gamification

One paper in the review reports using gamification as its
approach (Fig. 6) to raising awareness about information sharing
in social networks and possible privacy risks. Bioglio et al. (2019)
employ a web application that allows children and teenagers to
experience the typical dynamics of information spread across an
online social network through a realistic interactive simulation.
This study shows the effectiveness of the interactive gamification
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Fig. 8. Game-based learning as an approach to raising cybersecurity awareness.

approach in stimulating students’ curiosity and improving their
awareness of the spread of private information in online social
networks. This study’s outcomes also highlight the lack of training
and material on social media and privacy-related problems for
teachers.

Family negotiation

In addition to the five approaches discussed above, we found
two other approaches used to raise cybersecurity awareness.
One is family negotiation, which differs from the approaches
discussed above by eschewing a formal environment in favor of
an informal approach carried out inside a family context. Muir
and Joinson (2020) investigate how parents and their children
jointly negotiate processes at home in terms of cybersecurity
concerns and managing cybersecurity threats. They report that
parents and children balance the costs and benefits of using
technology. The researchers also describe the cybersecurity risks
about which parents and children are concerned and various
strategies used by parents to cope with cybersecurity threats and
manage cybersecurity within the household.

Mobile app as a one-stop solution

The last approach we found uses a mobile app as a one-stop
solution. This approach differs from other mobile application-
based awareness-raising approaches found in our review. Agar-
wal and Singhal (2017) report that this approach is not only
for raising awareness but also for providing expert help and
consultation to the victim or any individual who asks for help
using the app. It can also be used to guide children, parents, and
educators about cybersecurity and to provide awareness about
their own victimization.

4.4. RQ3. Evaluating cybersecurity awareness

With our third research question (How do researchers evalu-
ate cybersecurity awareness in children?), we sought to under-
stand how researchers evaluate children’s cybersecurity aware-
ness; we have also tried to see what factors and techniques
researchers have used for their evaluation. After reviewing the
papers, we conclude that researchers use two primary techniques
to evaluate children’s awareness; (i) directly measuring their level
of awareness or knowledge and (ii) measuring the effectiveness
of their approaches to raise cybersecurity awareness.
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4.4.1. Measuring awareness

Zhao et al. (2019) measured the online privacy risk awareness
of children in terms of (i) their ability to recognize privacy-related
contexts and (ii) their responses to different types of explicit
and implicit threats to online personal data privacy. They report
that the “children in our study had a good understanding of risks
related to inappropriate content, the approach of strangers, and
oversharing of personal information online. However, they struggled
to fully understand and describe risks related to online game/video
promotions and personal data tracking. Moreover, children’s risk
coping strategies depended on their understanding of the risks and
their previous experiences: effective risk strategies were applied only
if children recognized certain risks or when they felt something un-
toward”. Desimpelaere et al. (2020) measured children’s level of
privacy literacy, using the following three self-composed multiple
response questions: (i) What would you do if a website requested
your personal details? (ii) How can companies collect your per-
sonal data? (iii) What kind of information would companies like
to have about you? Tiirker and Cakmak (2019) developed a cy-
berwellness scale form consisting of seven sub-scales: internet
addiction, cyberbullying, netiquette, online privacy, inappropri-
ate online content, copyright, and cybersecurity. Using this form
and a survey, they investigated the cyberwellness awareness of
secondary school students and teachers. Choong et al. (2019)
measure children’s knowledge of password by assessing their use
of computers, passwords, password practices, and knowledge of
and feelings about passwords. Dempsey et al. (2018) test whether
children understand privacy concepts by asking them questions
that relate to privacy issues in an online setting where children
must make decisions about their “control over personal infor-
mation”. Other than these five studies, we have not found any
other study that clearly measures any form of awareness related
to cybersecurity or privacy.

From all the studies discussed above, we observe a process
that researchers follow to measure children’s awareness. They
generally do so in two steps (Fig. 9). First, they try to gauge
children’s ability to recognize a risk or a risky context and their
existing concepts about privacy and security. Then, researchers
examine children’s responses to or behavior toward the risks or
risky contexts. We observe this two-step process both in studies
that implement an approach to raise awareness and studies that
simply measure awareness. The former group of studies generally
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Fig. 9. Process of measuring cybersecurity awareness.
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4.4.2. Evaluating effectiveness of the approaches

As we have already mentioned, some studies have evaluated
children’s cybersecurity awareness by measuring the effective-
ness of their proposed approaches and solutions. Fig. 10 presents
an overview of the studies that evaluate approaches and the fac-
tors each study considers. We found ten such studies (Amo et al.,
2019; Baciu-Ureche et al., 2019; Bioglio et al., 2019; Desimpelaere
et al., 2020; Giannakas et al., 2016; Lastdrager et al., 2017; Meng
et al., 2012; Reid & Van Niekerk, 2014; Zhang-Kennedy, Abdelaziz
et al.,, 2017; Zhang-Kennedy, Baig et al., 2017).

For privacy-focused studies, the impact on users’ privacy
knowledge and concern, privacy behavior, and related disclo-
sure intention or disclosure behavior appear to be the impor-
tant factors for measuring effectiveness (Desimpelaere et al,

Privacy Proficiency
Tests (P22, P23)

Impact on privacy knowledge
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—{ Effectiveness of a mobile game to raise cybersecurity awareness (P34)]—C Learning/knowledge acquisition (P34)

Usability and accessibility (P54)

—{Evaluation of a privacy management tool (P54) ’—( Satisfaction (P54)

Low intensity (short-time)
intervention (P14)

Students’ ability in overall problem
solving and science engagement (P14)

( Student's cyber awareness (P14)

{ Intervention effectiveness (P14)

High intensity
(long-term)
intervention (P14)

k Influence of gender (P14)

Impact on problem solving self-efficacy (P14)

(lmpact on cybersecurity self-efficacy (P14)

k Influence of gender (P14)

Fig. 10. Evaluating effectiveness of the approaches and the considered factors.
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2020; Zhang-Kennedy, Abdelaziz et al., 2017; Zhang-Kennedy,
Baig et al., 2017). Another important factor to show the effec-
tiveness of an approach is increased learning and knowledge
acquisition (Amo et al., 2019; Bioglio et al., 2019; Giannakas et al.,
2016). Two other studies use learning as a factor to measure
effectiveness through test scores (Baciu-Ureche et al., 2019; Last-
drager et al., 2017). For cybersecurity campaigns, effectiveness is
measured in terms of learner participation, learners’ internaliza-
tion of the lessons, and campaign memorability through brand
association (Reid & Van Niekerk, 2014). Studies that developed
any kind of products or solutions employ usability as an impor-
tant factors in measuring effectiveness (Giannakas et al., 2016;
Meng et al., 2012; Zhang-Kennedy, Abdelaziz et al., 2017; Zhang-
Kennedy, Baig et al., 2017). The satisfaction level of users is also
an important factor (Giannakas et al.,, 2016; Meng et al., 2012).
Students’ awareness, self-efficacy of cybersecurity, and problem
solving were all used as factors to measure the effectiveness
of interventions (Amo et al., 2019). Two studies evaluate how
the effectiveness of approaches differ based on gender (Amo
et al,, 2019; Desimpelaere et al., 2020). Besides effectiveness, one
study (Bioglio et al., 2019), evaluates the experience of teachers
and students, using factors like motivation, engagement, interest,
and attitude to evaluate the participants’ experience of their
gamified approach to raising awareness of online privacy.

5. Discussion

As we identified a large number of papers (1544) through
certain relevant search terms, it is clear that research into cy-
bersecurity awareness for children has received a substantial
amount of interest from the research community. The present
review focuses on cybersecurity risks, the approaches used to
raise awareness of those risks, and an evaluation of cybersecurity
awareness and approaches to it. After applying our inclusion,
exclusion, and quality criteria, we selected the most relevant
high-quality papers to answer our research questions. Ultimately,
we included 56 papers that were diverse in nature and focus on
different risks and approaches.

5.1. Lack of focus on awareness of some specific cybersecurity risks

If we compare our findings with Tsirtsis et al. (2016), we see
that the risks we have found are mostly similar to theirs; invasion
of privacy, online harassment, content-related dangers, social
engineering, and technology-based threats are still significant
cybersecurity risks for children. The most commonly addressed
risks for children are privacy, cyberbullying, and exposure to
inappropriate content and pornography, as a significant number
of studies acknowledge these risks for children. At the same time,
it is evident that many risks have not been addressed in detail by
the research community, such as stranger danger. Though many
studies refer to the phenomenon but have not studied the risks
that come from strangers (such as catfishing, impersonation, and
cybergrooming) in full depth. Similarly, only two studies discuss
economic risks (Muir & Joinson, 2020; Tsirtsis et al., 2016). With
advances in technology and the growth of e-commerce, more
and more children now have access to online payment methods,
making them vulnerable to risks like financial scams and online
gambling. Unfortunately, this kind of risk to children has not been
studied in sufficient depth.

The findings from privacy-focused studies show that children
have a reasonable understanding of and concern about online
privacy (Choong et al.,, 2019; Zhao et al., 2019) and apply various
privacy-protective strategies when online (Feng & Xie, 2014; Ku-
mar et al,, 2017). This suggests that privacy awareness has been
addressed to a significant extent by the research community and
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society as a whole. Children, especially teenagers or adolescents,
are aware of online privacy and know some privacy-protecting
techniques. However, as to the other several cybersecurity risks
found in the literature, we have not seen studies that measure
children’s level of awareness of any other specific risks. The lack
of in-depth studies on these other risks means that we do not yet
understand the level of awareness children may or may not have
about those risks.

In summary, we observe that by focusing only on few specific
risks, researchers have missed other significant risks to children’s
well-being, safety, and security. Thus, we argue that there is
a need for more robust and in-depth studies on these other
cybersecurity risks. Researchers can investigate the causes and
consequences of the risks, social or behavioral factors, influences,
mitigation mechanisms, attack detection techniques, and so on
for all the relevant risks to children.

5.2. Theories identified in the studies

Learning and motivational theories can assist the development
of learning materials and a learning environment for children.
Giannakas et al. (2016) state that “motivation is considered as
a theoretical construct for explaining learner’s behavior”. Of the
56 studies, only 11 refer to one or more theories. In this re-
view, we observe that only a few studies consider factors like
motivation and engagement as a theoretical construct when de-
signing or developing tools or approaches. A limited number of
studies, including (Bioglio et al., 2019; Lastdrager et al., 2017;
Zhang-Kennedy, Baig et al.,, 2017), have considered children’s
engagement and motivation in their research processes but not
as a theoretical construct, while (Giannakas et al., 2016) uses
motivation as a theoretical construct for developing an awareness
game. Thus, we emphasize the need to connect the cybersecurity
awareness research more closely with motivational and learning
theories to achieve better effectiveness.

5.3. Approaches to raising cybersecurity awareness

All the approaches found in this review showed positive re-
sults, proving their effectiveness and positive impact on children.
Training has been found to be the most commonly used approach,
with studies using different techniques to implement their train-
ing efforts. We highlight that it is unusual to always have positive
results when this many studies are involved; our explanation is
that researchers tend not to publish negative results; rather, they
are more likely to refine their approaches before publishing them.
At the same time, the evaluations are limited by the context,
aligning with the findings of Alotaibi et al. (2016).

One notable discovers is that the training approaches adopted
by the researchers in this review differ from traditional training
approaches. Researchers have used game elements like story-
telling (Lastdrager et al., 2017), digital comics (Baciu-Ureche et al.,
2019; Zhang-Kennedy, Abdelaziz et al., 2017; Zhang-Kennedy,
Baig et al., 2017), and social media (Meng et al., 2012; Von Solms
& Von Solms, 2015) for training purposes. As children are usually
more interested in games and media, using such techniques for
training appears to be an effective technique for training children.
However, compared to training, the other awareness approaches
we observed (such as interventions, warning, gamification, and
game-based learning) are not explored in great detail. We believe
there is a broad scope to investigate all approaches to increasing
security awareness. Future research could investigate the ap-
proaches that have not been explored in depth more fully and
compare them with traditional approaches like training to see
which are more effective for children. It is generally assumed that
children like games more than adults; thus, we expected more
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Divide the sample into
two groups: Control Conduct an introductory

or warm up session

group and experimental
group

Run the main awareness

raising activities or hand

on experiences (only with
experimental group)
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Measure efficiency and
effectiveness of the
approach by comparing
awareness between the
control group and
experimental group

Measure awareness after

the activities, in terms of

increased knowledge/skill
or improved behavior

Fig. 11. Process of implementing an awareness-raising approach.

studies to use a game-based learning approach or a gamified ap-
proach to raise awareness, given the target audience of children.
Gamification and game-based learning have shown proven to be
promising in many research areas; research studies like Alotaibi
et al. (2016) have also reported the potential of gaming to help
create cybersecurity awareness. Warning or nudging mechanisms
have also shown promising results as an approach to raising
cybersecurity awareness among children (Alemany et al., 2019;
Maurer et al., 2011).

We did observe certain similarities in the processes
researchers followed when conducting their studies. Based on
these similarities and common steps, we have developed an
overview of the process (Fig. 11) that can serve as a recommended
structure for future studies to raise cybersecurity awareness. We
note that not every study followed the same process.

Most studies that implement an approach, including (Alemany
et al., 2019; Bioglio et al., 2019; Choong et al., 2019; Desim-
pelaere et al., 2020; Lastdrager et al., 2017; Maurer et al., 2011;
Vanderhoven et al., 2015; Zhang-Kennedy, Baig et al., 2017),
divided their samples into two groups: control and experimental.
Dividing the sample helped researchers see the impact of the
awareness activities. Before starting the main activities of the
study, some researchers, for example Zhao et al. (2019), preferred
to have an introductory or warm-up session where they could
introduce themselves and the tasks to the children so that the
children would relax and feel more comfortable to engage in the
subsequent tasks. After running the main activities of the study,
researchers measured the impact of the activities on children
in terms of increased awareness, skills, knowledge, or improved
behavior. Finally, the effectiveness and efficiency of the approach
can be evaluated by comparing the results between experimental
and control groups.

5.4. Evaluating cybersecurity awareness

In this review, we have identified a few studies where re-
searchers evaluate their approaches and solutions using different
factors or measure awareness related to cybersecurity or privacy.
But it is important to mention that studies that clearly pre-
sented their evaluation processes and criteria were very limited
in number. Some mentioned evaluating their solutions but did
not present an adequate description of the process or the factors.
However, based on the findings from those few studies, we have
identified a process of measuring awareness (Fig. 9) which could
be useful for future research studies.

Regarding the effectiveness of the approaches, in Fig. 10 we
present the factors that researchers considered when evaluating
effectiveness. Most studies that offered an evaluation of effective-
ness focus on the impact of the awareness activities on children’s
knowledge, knowledge retention, and effects of behavior. Moti-
vation is a crucial factor in increasing knowledge and awareness
and bringing about changes in children’s behavior. For example,
Giannakas et al. (2016) developed a game based on the ARCS
motivational model, Teimouri et al. (2018) grounded their work
on PMT, and Bioglio et al. (2019) considered children’s interest
and motivation when evaluating their proposed method. Unfor-
tunately, very few studies consider or even mention children’s
motivational aspects. We argue that researchers need to focus
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more on increasing motivation and engagement when develop-
ing awareness-raising solutions for children. Connecting research
work with the relevant theories and using motivational and learn-
ing theories can be beneficial for children’s knowledge retention
and satisfaction.

After conducting this review, we conclude that, compared
to other fields of study (e.g., the social sciences), the evalua-
tion frameworks and factors in this area remain underdeveloped.
Though all the approaches showed positive results, in order to
implement the right approach, researchers need to know which
factors and conditions led to successful solutions and increased
awareness. Alotaibi et al. (2016) also point out multiple issues re-
garding the evaluation of cybersecurity awareness using gaming
technologies: small sample populations, a lack of robust evalu-
ation approaches, early indications of positive impacts, and so
on. Though Alotaibi et al. (2016) focused on evaluation in a
specific context, after analyzing the findings from our review,
we believe these issues are persistent in contexts beyond the
gaming approach. To clearly understand the impact and progress
of research, we as a research community need to focus on this
gap and develop structured frameworks to effectively evaluate
cybersecurity awareness.

5.5. Limitations of this review

To mitigate the possible bias, we followed some rules. We
developed a research protocol in advance that defined the re-
search questions. Based on these research questions, we iden-
tified the keywords and search terms to search the relevant
literature. However, due to our choice of keywords, there is a
risk of omitting relevant literature. The risk of omitting relevant
literature can also be caused by selecting a limited bibliographic
database. This risk was mitigated by performing an additional
manual search on Google Scholar.

To reduce the bias in the data extraction process, two authors
jointly extracted data for half of the studies; and for the rest
of the studies, the first author extracted the data, and then the
extracted data were reviewed by the second author. However,
it is important to note that some studies lacked sufficient and
exact details about the design and findings; we frequently found
that methods were not described adequately. These issues made
it difficult for us to identify the research methods for some studies
and to extract the data in a satisfactory manner.

5.6. Implications for research and practice

This research contributes to both practice and research by
identifying trends, practices, and opportunities for future work.
The review has clearly shown the importance of and need for
more research on this topic. It shows the areas that need more
attention from researchers, who can study specific cybersecurity
risks that have not been fully explored as yet, and they can look
more into the effectiveness of a variety of approaches, along with
conventional training or classroom teaching, to raising cybersecu-
rity awareness. Another important need identified in this review
is for structured and more developed models and frameworks
to measure and evaluate cybersecurity awareness approaches to
increase and ideally maximize their effectiveness.
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The trends and needs identified by this research will also
help professionals better plan their future products and solutions.
Companies developing educational applications on cybersecu-
rity can focus on the risks that need more attention. They can
also examine the approaches reported here and adopt the best
ones in their solutions. We also recommend that researchers and
practitioners also consider the negative effects of approaches for
creating awareness about children’s online security and privacy
issues when designing interactions and products for them. Our
search did not find even one paper that focused solely on nega-
tive outcomes of awareness-raising approaches. In 2011, Yarosh,
Radu, Hunter, and Rosenbaum (2011) analyzed the explicitly
expressed values of 137 papers published at Interaction Design
for Children (IDC) conferences from 2002 to 2010. They report
that only five percent of the analyzed papers discussed possi-
ble negatives of the technologies such as concerns about online
safety.

6. Conclusion

This review analyzed 56 peer-reviewed articles selected from
a systematic literature search spanning 2011 to mid of 2020.
This review aimed to investigate the current research status
and practices in cybersecurity awareness for children. We have
identified the commonly addressed risks, the approaches imple-
mented to raise awareness, the effectiveness and evaluation of
the approaches, and how researchers have evaluated their own
cybersecurity awareness approach.

Some scholars have investigated one risk exclusively, such
as privacy, cyberbullying, and inappropriate content, and there
are other risks that need more research and attention. Among
the approaches, many studies used training approaches with a
variety of techniques, whereas other approaches have not been
as much in focus. All the studies address cybersecurity risks,
and several propose tools and awareness programs but have
not measured their effects on awareness or have not rigorously
evaluated children’s cybersecurity awareness. Thus, the evidence
from this research suggests that, although cybersecurity aware-
ness research for children has received significant attention from
researchers, there remain gaps, and intensified research in this
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field is needed to fill them. Building on previous research studies
dealing with raising children’s cybersecurity awareness, we aim
to develop a framework for children to help them with cyberse-
curity awareness. The findings from this study will support us in
the design and development of that framework such that it will
also help address the gaps in existing research.

For this review, we have exploited the method proposed by
Kitchenham (2004) that is a central method in our research group
and research infrastructure (Papavlasopoulou, Giannakos, & Jac-
cheri, 2017; Trifonova, Jaccheri, & Bergaust, 2008). We acknowl-
edge that the Kitchenham method has been criticized (Dyba,
Dingsoyr, & Hanssen, 2007; Staples & Niazi, 2007) and sugges-
tions have been made to extend it with Cochrane Collaboration
initiative* and with the PRISMA® guidelines for presentation. We
will explore how to use extended methods for performing and
presenting systematic literature reviews in future work.

7. Selection and participation
There were no participants involved.
Declaration of competing interest

The authors declare that they have no known competing finan-
cial interests or personal relationships that could have appeared
to influence the work reported in this paper.

Appendix A. Studies included in the review
See Table 5.
Appendix B. Quality assessment of the studies

See Table 6.

4 https://www.cochrane.org/about-us.
5 http://www.prisma-statement.org/.

Table 5
Studies included in this review.

Study Authors Title Publication source Year Ref.

ID

P1 Albuquerque et al. Privacy in smart toys: Risks and Electronic Commerce Research 2020 de Paula Albuquerque
proposed solutions and Applications et al. (2020)

P2 Desimpelaere et al. Knowledge as a strategy for privacy Computers in Human Behavior 2020 Desimpelaere et al.
protection: How a privacy literacy (2020)
training affects children’s online
disclosure behavior.

P3 Jeong and Chiasson “Lime”, “open lock”, and “blocked”: Proceedings of the 2020 CHI 2020 Jeong and Chiasson
Children’s perception of colors, symbols, Conference on Human Factors (2020)
and words in cybersecurity warnings in Computing Systems

P4 Muir and Joinson An exploratory study into the Frontiers in Psychology 2020 Muir and Joinson (2020)
negotiation of cyber-security within the
family home

P5 Prior and Renaud Age-appropriate password “best International Journal of 2020 Prior and Renaud (2020)
practice” ontologies for early educators Child-Computer Interaction
and parents

P6 Zhao et al. ‘I make up a silly name’: Understanding Proceedings of the 2019 CHI 2019 Zhao et al. (2019)
children’s perception of privacy risks Conference on Human Factors
online in Computing Systems

P7 Tiirker and Cakmak An investigation of cyberwellness Computers in the Schools 2019 Tiirker and Cakmak

awareness: Turkey secondary school
students, teachers, and parents

(2019)
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Study Authors Title Publication source Year Ref.
ID
P8 Lastdrager et al. How effective is anti-phishing training 13th Symposium on Usable 2017 Lastdrager et al. (2017)
for children? Privacy and Security, SOUPS
2017
P9 Choong et al. “Passwords protect my stuff’— A study Journal of Cybersecurity, Vol 5 2019 Choong et al. (2019)
of children’s password practices
P10 Bioglio et al. A social network simulation game to IEEE Transactions on Learning 2019 Bioglio et al. (2019)
raise awareness of privacy among school Technologies
children
P11 Bernadas and Soriano Online privacy behavior among youth in Journal of Information 2019 Bernadas and Soriano
the Global South: A closer look at Communication & Ethics in (2019)
diversity of connectivity and information Society, Vol 17, issue 1
literacy
P12 Baciu-Ureche et al. The Adventures of ScriptKitty: Using the Proceedings of the 20th Annual 2019 Baciu-Ureche et al.
Raspberry Pi to teach adolescents about SIG Conference on Information (2019)
internet safety Technology Education
P13 N. Ahmad et al. Parental awareness on cyber threats Jurnal Komunikasi — Malaysian 2019 Ahmad et al. (2019)
using social media Journal of Communication, Vol
35
P14 L.C. Amo et al. Cybersecurity interventions for teens: IEEE Transactions on 2019 Amo et al. (2019)
Two time-based approaches Education, Vol 62
P15 J. Alemany et al. Enhancing the privacy risk awareness of International Journal of Human 2019 Alemany et al. (2019)
teenagers in online social networks Computer Studies, vol 129
through soft-paternalism mechanisms
P16 Teimouri et al. A model of online protection to reduce Sexuality and Culture, Vol 22, 2018 Teimouri et al. (2018)
children’s online risk exposure: Issue 4
Empirical evidence From Asia
P17 Martin et al. Middle school students’ social media use Educational Technology & 2018 Martin et al. (2018)
Society, Vol 21, Issue 1
P18 Maoneke et al. ICTs use and cyberspace risks faced by 2nd African Conference for 2018 Maoneke et al. (2018)
adolescents in Namibia Human-Computer Interaction,
AfriCHI
P19 Kumar et al. Co-designing online privacy-related Proceedings of the 17th ACM 2018 Kumar et al. (2018)
games and stories with children Conference on Interaction
Design and Children (IDC)
P20 Dempsey et al. Designing for GDPR — Investigating Proceedings of the 32nd 2018 Dempsey et al. (2018)
children’s understanding of privacy: A International BCS
survey approach Human-Computer Interaction
Conference (HCI)
P21 Amancio et al. Evaluation of the perception of 2018 XLIV Latin American 2018 Amancio et al. (2018)
Brazilians about smart toys and Computer Conference (CLEI)
children’s privacy
P22 Zhang-Kennedy et al. Engaging children about online privacy HCI "17: Proceedings of the 2017 Zhang-Kennedy, Baig
through storytelling in an interactive 31st British Computer Society et al. (2017)
comic Human-Computer Interaction
Conference
P23 Zhang-Kennedy et al. Cyberheroes: The design and evaluation International Journal of 2017 Zhang-Kennedy,
of an interactive ebook to educate Child-Computer Interaction Abdelaziz et al. (2017)
children about online privacy
P24 Wisniewski et al. Parents just do not understand: Why Proceedings of the 2017 ACM 2017 Wisniewski et al. (2017)
teens do not talk to parents about their Conference on Computer
online risk experiences Supported Cooperative Work
and Social Computing
P25 Valente and Cardenas Security & privacy in smart toys Proceedings of the 2017 2017 Valente and Cardenas
Workshop on Internet of (2017)
Things Security and Privacy;
ACM SIGSAC Conference on
Computer and Communications
Security
P26 Kumar et al. ‘No telling passcodes out because they Proceedings of the ACM on 2017 Kumar et al. (2017)
are private’: Understanding children’s Human-Computer Interaction,
mental models of privacy and security Vol 1
online
P27 Just and Berg Keeping children safe online: IFIP Conference on 2017 Just and Berg (2017)

Understanding the concerns of carers of
children with autism

Human-Computer Interaction,
INTERACT 2017:
Human-Computer Interaction
— INTERACT 2017
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Study Authors Title Publication source Year Ref.
ID
P28 Agarwal and Singhal Securing our digital natives: A study of 10th International Conference 2017 Agarwal and Singhal
commonly experience internet safety on Theory and Practice of (2017)
issues and a one-stop solution Electronic Governance, ICEGOV
P29 Wisniewski et al. Dear Diary: Teens reflect on their Proceedings of the 2016 CHI 2016 Wisniewski et al. (2016)
weekly online risk experiences Conference on Human Factors
in Computing Systems
P30 Tsirtsis et al. Cyber security risks for minors: A 11th International Workshop 2016 Tsirtsis et al. (2016)
taxonomy and a software architecture on Semantic and Social Media
Adaptation and Personalization,
SMAP
P31 Shin and Kang Adolescents’ privacy concerns and Computers in Human Behavior 2016 Shin and Kang (2016)
information disclosure online: The role
of parents and the Internet
P32 Hung et al. A glance of child’s play privacy in smart International Conference on 2016 Hung et al. (2016)
toys Cloud Computing and Security,
ICCCS
P33 Hofstra et al. Understanding the privacy behavior of Computers in Human Behavior 2016 Hofstra et al. (2016)
adolescents on Facebook: The role of
peers, popularity and trust
P34 Giannakas et al. Security education and awareness for International Journal of 2016 Giannakas et al. (2016)
K-6 going mobile Interactive Mobile Technologies
P35 Alotaibi et al. A review of using gaming technology for International Journal for 2016 Alotaibi et al. (2016)
cyber-security awareness Information Security Research
(IJISR)
P36 Wisniewski et al. “Preventative” vs. “reactive”: How Proceedings of the 2015 ACM 2015 Wisniewski, Jia, Xu et al.
parental mediation influences teens’ International Conference on (2015)
social media privacy behaviors Computer-Supported
Cooperative Work and Social
Computing
P37 Wisniewski et al. Resilience mitigates the negative effects In Proceedings of the 33rd 2015 Wisniewski, Jia, Wang
of adolescent internet addiction and Annual ACM Conference on et al. (2015)
online risk exposure Human Factors in Computing
Systems (CHI '15)
P38 Von Solms and Von Cyber safety education in developing 9th International 2015 Von Solms and
Solms countries Multi-Conference on Society, Von Solms (2015)
Cybernetics and Informatics,
IMSCI 2015
P39 Vanderhoven et al. Wait and see? Studying the teacher’s Proceedings of the European 2015 Vanderhoven et al.
role during in-class educational gaming Conference on Games-based (2015)
Learning
P40 Sezer et al. Cyber bullying and teachers’ awareness Internet Research 2015 Sezer et al. (2015)
P41 E. Kritzinger Enhancing cyber safety awareness 2015 Science and Information 2015 Kritzinger (2015)
among school children in South Africa Conference (SAI)
through gaming
P42 H. Jia et al. Risk-taking as a learning process for Proceedings of the 2015 ACM 2015 Jia et al. (2015)
shaping teen’s online information International Conference on
privacy behaviors Computer-Supported
Cooperative Work and Social
Computing
P43 Cullinane et al. Cyber security education through Journal of Computing Sciences 2015 Cullinane et al. (2015)
gaming cybersecurity games can be in Colleges
interactive, fun, educational and
engaging
P44 Clemons and Wilson Family preferences concerning online Journal of Management 2015 Clemons and Wilson
privacy, data mining, and targeted ads: Information Systems (2015)
Regulatory implications
P45 Bannon et al. The internet and young people with Computers in Human Behavior 2015 Bannon et al. (2015)
Additional Support Needs (ASN): Risk
and safety
P46 Von Solms and Von Toward cyber safety education in 8th International Symposium 2014 Von Solms and
Solms primary schools in Africa on Human Aspects of Von Solms (2014)
Information Security and
Assurance, HAISA 2014
P47 Reid and Niekerk Toward an education campaign for Proceedings of the Eighth 2014 Reid and Van Niekerk

fostering a societal, cyber security
culture

International Symposium on
Human Aspects of Information
Security & Assurance (HAISA)

(2014)
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Study Authors Title Publication source Year Ref.
ID
P48 Feng and Xie Teens’ concern for privacy when using Computers in Human Behavior 2014 Feng and Xie (2014)
social networking sites: An analysis of
socialization agents and relationships
with privacy-protecting behaviors
P49 Staksrud et al. Does the use of social networking sites Computers in Human Behavior 2013 Staksrud et al. (2013)
increase children’s risk of harm?
P50 Salazar et al. Enhancing cybersecurity learning 2013 IEEE Global Engineering 2013 Salazar et al. (2013)
through an augmented reality-based Education Conference, EDUCON
serious game
P51 Moreno et al. Internet safety education for youth: BMC Public Health 2013, 2013 Moreno et al. (2013)
stakeholder perspectives 13:543
P52 Hamdan et al. Protecting teenagers from potential 2013 International Conference 2013 Hamdan et al. (2013)
internet security threats on Current Trends in
Information Technology (CTIT)
P53 Aponte and Richards Managing cyber-bullying in online Proceedings of The 9th 2013 Aponte and Richards
educational virtual worlds Australasian Conference on (2013)
Interactive Entertainment:
Matters of Life and Death
P54 Meng et al. PrivacyDoc: A study on privacy International Journal of Smart 2012 Meng et al. (2012)
protection tools for children in SNS Home
P55 Maurer et al. Using data type based security alert Proceedings of the Seventh 2011 Maurer et al. (2011)
dialogs to raise online security Symposium on Usable Privacy
awareness and Security
P56 Baracaldo et al. Simulating the effect of privacy concerns 2011 IEEE International 2011 Baracaldo et al. (2011)
in online social networks Conference on Information
Reuse and Integration
Table 6
Quality assessment of the studies.
Study ID Research Aim Context Research design Data collection Data analysis Finding Value Total score
P1 1 1 1 1 1 1 1 1 8
P2 1 1 1 1 1 1 1 1 8
P3 1 1 1 1 1 1 1 1 8
P4 1 1 1 1 1 1 1 1 8
P5 1 1 1 1 1 1 1 1 8
P6 1 1 1 1 1 1 1 1 8
P7 1 1 1 1 1 1 1 1 8
P8 1 1 1 1 1 1 1 1 8
P9 1 1 1 1 1 1 1 0 7
P10 1 1 1 1 1 1 1 0 7
P11 1 1 1 1 1 1 1 1 8
P12 1 1 0 1 0 1 1 1 6
P13 1 1 0 1 0 1 1 0 5
P14 1 1 1 1 1 1 1 1 8
P15 1 1 1 1 1 1 1 1 8
P16 1 1 1 1 1 1 1 1 8
P17 1 1 1 1 1 1 1 1 8
P18 1 1 1 1 1 1 1 1 8
P19 1 1 1 1 1 1 1 1 8
P20 1 1 1 1 1 1 1 1 8
P21 1 1 1 1 1 1 1 1 8
P22 1 1 1 1 1 1 1 1 8
P23 1 1 1 1 1 1 1 1 8
P24 1 1 1 1 1 1 1 1 8
P25 1 1 1 1 1 1 1 1 8
P26 1 1 1 1 1 1 1 1 8
P27 1 1 1 1 1 1 1 1 8
P28 1 1 1 0 0 0 1 1 5
P29 1 1 1 1 1 1 1 1 8
P30 1 1 1 0 0 1 1 1 6
P31 1 1 1 1 1 1 1 1 8
P32 1 1 1 0 1 1 0 1 6
P33 1 1 1 1 1 1 1 1 8
P34 1 1 1 1 1 1 1 1 8
P35 1 1 1 1 1 1 1 1 8
P36 1 1 1 1 1 1 1 1 8
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Table 6 (continued).

Study ID Research Aim Context Research design Data collection Data analysis Finding Value Total score
P37 1 1 1 1 1 1 1 1 8
P38 1 1 1 1 0 0 0 1 5
P39 1 1 1 1 0 1 1 0 6
P40 1 1 1 1 1 1 1 1 8
P41 1 0 1 0 0 1 1 1 5
P42 1 1 1 1 1 1 1 1 8
P43 1 1 0 0 0 1 1 1 5
P44 1 1 1 1 0 0 1 1 6
P45 1 1 1 1 1 1 1 1 8
P46 1 1 1 1 1 1 1 1 8
P47 1 1 1 1 0 0 1 1 6
P48 1 1 1 1 1 1 1 1 8
P49 1 1 1 1 1 1 1 1 8
P50 1 1 1 0 1 0 0 1 5
P51 1 1 1 1 1 1 1 1 8
P52 1 1 1 0 0 1 1 1 6
P53 1 1 0 0 0 1 1 1 5
P54 1 1 0 1 1 1 1 1 7
P55 1 1 1 0 1 1 1 1 7
P56 1 1 1 0 1 1 1 1 7
Table 7

Publication channels.

Journals No. of papers

Computers in Human Behavior

International Journal of Child-Computer Interaction (ijCCI)
International Journal of Smart Home

BMC Public Health

Journal of Management Information Systems

Journal of Computing Sciences in Colleges

Internet Research

International Journal for Information Security Research (IJISR)
International Journal of Interactive Mobile Technologies
ACM Transactions on Computer-Human Interaction
Educational Technology and Society

Sexuality and Culture

International Journal of Human Computer Studies

IEEE Transactions on Education

Jurnal Komunikasi — Malaysian Journal of Communication
Journal of Information Communication and Ethics in Society
Journal of Cybersecurity

Computers in the Schools

Frontiers in Psychology

Electronic Commerce Research and Applications

IEEE Transactions on Learning Technologies

e e e e e e e e e e e e e e = N O

Conferences

ACM Conference on Human Factors in Computing Systems

ACM Computer Supported Cooperative Work and Social computing
Symposium on Usable Privacy and Security, SOUPS

International Symposium on Human Aspects of Information Security and Assurance
Annual SIG Conference on Information Technology Education

ACM Conference on Interaction Design and Children (IDC)

IEEE International Conference on Information Reuse and Integration
Australasian Conference on Interactive Entertainment: Matters of life and death
International Conference on Current Trends in Information Technology
IEEE Global Engineering Education Conference, EDUCON

Science and Information Conference (SAI)

European Conference on Games-based Learning

International Multi-Conference on Society, Cybernetics and Informatics
International Conference on Cloud Computing and security ICCCS
Workshop on Semantic and Social Media Adaptation and Personalization
Conference on Theory and Practice of Electronic governance

IFIP Conference on Human-Computer Interaction, INTERACT

ACM SIGSAC Conference on Computer and Communications Security
British Computer Society Human-Computer Interaction Conference

Latin American Computer Conference (CLEI)

African Conference for Human-Computer Interaction, AfriCHI
International BCS Human-Computer Interaction Conference (HCI)

e e e e e e e e e e e e e e NN W N
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