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a b s t r a c t 

Today, cybersecurity training is commonplace in both large companies and Small & Medium Enterprise 

(SME). Nonetheless, the effectiveness of many of the current training offerings is put into question by re- 

ports of increasing successful cyber-attacks. While a number of models for developing Cybersecurity (CS) 

training frameworks for industrial personnel or general audience have been proposed, these models of- 

ten lack consideration for humans aspects of learning (cognitive abilities, learning styles, meta-cognition 

among others) during development. Additionally, the success of a CS training program highly depends 

on its ability to engage participants. To develop a CS training framework that is able to motivate par- 

ticipants, we must consider individual-specific factors that can affect the result of training, besides es- 

tablishing optimal training delivery methods and assessment. For this, in this work we propose a CS 

training framework based on a revised version of the ADDIE model and more recent research person- 

alised learning theory. The Delphi method was used to both develop and validate our decisions during 

the development of the training framework model. The results of the decision of the Delphi method have 

later been compared to recommendations in the literature to create the finalised framework. This work 

presents two major distinctions from other CS training frameworks models described in the literature. 

First, the developed model is strongly based in learning theory foundations and takes into consideration 

differences in learning styles, cognitive abilities and metacognition of individuals, to offer tailored solu- 

tions optimized for each group of employees and single individual. Second, the use of the Delphi method 

and the involvement of experts stakeholders from various sides of academia and industry gave a wide 

insight into current needs and recommendations for CS training, as well as formal validation for the final 

development. 

© 2021 The Authors. Published by Elsevier Ltd. 

This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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. Introduction 

The current landscape of threats in the cyberspace often in- 

olves attack vectors that exploit lack of readiness and human 

reparedness to access confidential data or compromise systems. 

n the private sector, this has been causing significant economic 

osses for companies by jeopardizing systems’ regular functionality 

r due to attackers asking for substantial ransoms. 

Recent examples of these type of occurrences are the 2020 ran- 

omware attacks against the Toll Group, which happened sequen- 

ially at a distance of three months ( Osbourne, 2020 ). The attack 

orced the logistics company to switch many of the services ded- 

cated to their clients offline. Interestingly, the malware used for 
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he attack known as the MailTo ransomware is notorious for not 

eing a stealthy malware, which suggests that improved personnel 

ecurity awareness may have allowed to detect and prevent the at- 

acks. Another similar incident involved the health insurance com- 

any Magellan, which fell victim to a ransomware attack in the 

rst quarter of 2020 ( Davids, 2020 ). In this occurrence, attackers 

sed phishing mails to impersonate one client of the company, and 

fter obtaining access to the system, steal confidential data about 

ther clients. 

As it can be noted from these examples, human negligence and 

npreparedness are often the contributing factors to the success 

f cyber attacks. Humans are indeed often described as the weak- 

st link in Cybersecurity (CS) assurance. This characterization has 

een motivated by researchers because of human tendencies to- 

ards negligence, either because of lack of knowledge ( Goh, 2021 ), 

ut also because of psychological attributes and cognitive biases, 
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hich can affect an individuals’ judgement when it comes to trust 

anagement ( Hai-Jew, 2019; Wiederhold, 2014 ). 

To counter this issue, research has been focused to develop 

ethods that would allow to move from the current perspective of 

umans as a problem to becoming a resource and agent against cy- 

er threats. Zimmermann and Renaud (2019) suggests that for such 

 transition to happen, there needs to be a shift from the current 

indset of control & prevention as the basis for current policies 

nd training in attitudes that encourage active learning, communi- 

ation and collaboration. 

Currently, one of the most prevalent methods for improving hu- 

an capabilities for CS in the private sector consists of institut- 

ng internal CS awareness and training programs to educate and 

rain staff against common attack vectors and prepare them in 

mergency scenarios. Although such forms of training have be- 

ome commonplace in the private sector for many years, much 

riticism has been raised on their effectiveness. The continued in- 

rease in cyber-attacks against companies in recent years has been 

ne of the motives for the questioning of the effectiveness of cur- 

ent training offerings. 

It has been reported that over the last 10 years, the num- 

er of successful malware attacks has steadily increased year-over- 

ear( PurpleSec, 2021 ), with damage caused by ransomware ex- 

eeding $7.5 billion in 2019 alone ( at Last, 2021 ). Additional crit- 

cisms raised against modern CS training offerings include their 

oor ability in changing users’ risk perception ( Malmedal and 

øislien, 2016 ), lack of agreement on most effective training deliv- 

ry methods, as well as established evaluation criteria and tech- 

iques for these programs, which also contributes to their lack- 

uster performance( Chowdhury and Gkioulos, 2021a ). Finally, many 

S training programs still fail to engage participants and motivate 

hem towards learning. Lack of user engagement has been indi- 

ated in the literature as one of the main detractors to the ef- 

ectiveness of CS training programs ( Bada et al., 2019 ). This lack 

f engagement has been justified by CS training and awareness 

ampaigns often being perceived as tedious activities ( Bada et al., 

019 ), or due to not considering preferences in content delivery, 

articipants learning styles and other individual-specific factors 

hat can influence training effectiveness ( Pashler et al., 2008; Pat- 

inson et al., 2019 ). 

These factors motivated researchers to focus on delivering train- 

ng that is more engaging, often by adopting more captivating 

raining delivery methods such as game-based and simulation- 

ased training ( Beuran et al., 2017; Hendrix et al., 2016; Nagarajan 

t al., 2012 ). 

In recent years, significant progress has also been made in the 

rea of Personalized Learning Theory (PLT), which refers to pro- 

iding training that is tailored to a specific individual, based on 

heir learning objectives, learner’s profile and overall preferences 

n learning ( Morin, 2020 ). Additionally, researchers have also been 

dapting established learning taxonomies to CS education to im- 

rove the overall learning and evaluation process ( Harris et al., 

015 ). Unfortunately, the same considerations have yet to be 

dapted for CS training or incorporated in current CS training pro- 

rams. Additionally, differences in prioritization of objectives by 

ifferent groups of stakeholders involved in the CS training devel- 

pment and employment are also often cause of a decrease in the 

erformance of these programs. 

To tackle all these issues, in this work, we propose a novel CS 

raining framework model for CS personnel that takes into consid- 

ration the aforementioned individual-specific factors of learning. 

he CS training framework has been developed based on an initial 

onsultation between a panel of experts in CS on different topics 

elating to CS training framework development. By using the Del- 

hi method, we were able to consult with a panel of experts in CS 

rom different fields of academia and industry and allow for dy- 
2 
amic and active discussion between participants. After reaching 

n agreement on all raised topics, the results of the Delphi were 

tilized to develop a CS training framework model that is theoret- 

cally founded. 

The main novelty of this work comes from developing a CS 

raining framework reliant on the current progress in research in 

earning theory and its application in digital education and train- 

ng. Specifically, very recent educational concepts proposed in PLT 

ere incorporated in the design of the model. Another novelty of 

his work is its use of the Delphi process as an initial validation 

ethod for the later developed model. By involving a very hetero- 

eneous panel of experts when it comes to roles covered in both 

ndustry and academia, we were able to consider differences in ob- 

ectives and prioritization between different roles and agents in- 

olved in CS and reach a majority agreement on critical aspects of 

S training. 

The remainder of the work is organized as it follows. In 

ection 2 we discuss related work found in the literature focused 

n proposals for CS frameworks. In Section 3 we describe the over- 

ll methodology used in this study, by illustrating in detail all the 

teps of the Delphi process and how the results of the Delphi were 

tilized to develop the final CS training framework. In Section 4 , 

e describe the findings of the discussion between the panel on 

elected topics relating to CS training. These include training de- 

elopment methodology, training components and desirable at- 

ributes, training evaluation and the human factor in CS training, 

hich is further defined in the related section. Additionally to the 

ndings from the discussions conducted during the Delphi, these 

ections also describe and analyse the main recommendations for 

hese components of CS training found in the literature, and the 

ubsequent comparison between the Delphi findings and the litera- 

ure recommendations. All these findings are then summarized and 

laborated in Section 4.7 to present the final CS training frame- 

ork. Finally, the main conclusions, planned future work and pos- 

ible direction for later research are presented in Section 5 . 

. Related work 

While a number of CS training framework has been suggested 

n the literature, to the best of our knowledge there has yet to 

e a framework that has been developed taking into consideration 

he individual-specific factors discussed in Section 1 . Nonetheless, 

 selection of CS training frameworks of interest have been found 

n the literature, which have also been consulted for the develop- 

ent of the CS training framework proposed in this work and are 

resented in this section. 

In our previous work in Chowdhury and Gkioulos (2021a) , 

e conducted an extensive literature review of CS training offer- 

ngs, which included CS training frameworks, platforms, test-beds, 

mong other types of offerings, with a focus on training offerings 

or Critical Infrastructure (CI) protection. A total of 68 articles were 

ncluded in the review. Methods of training delivery, target audi- 

nces, analysis of evaluation criteria, together with general discus- 

ion regarding advantages and disadvantages of groups of solutions 

ere presented in the work. Based on the findings of the liter- 

ture review, delivery methods that offered hands-on experience 

ere often preferred over traditional methods. Simulation-based 

nd game-based training in particular were shown to be a popular 

S training tool, both for CI-sector specific training and general CS 

oncept training. In the work, it was concluded that agreement on 

hich solution should be considered optimal has yet to be reached 

nd that further research is needed to establish how to optimally 

ntegrate desired attributes found across different proposals. 

In Patriciu and Furtuna (2009) , the authors propose a step- 

ased design and general guidelines to be followed for the devel- 
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Fig. 1. Design steps for developing CS exercises, proposed by Patriciu and Fur- 

tuna (2009) . 
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pment of CS exercises. The model proposed by the authors con- 

ists of 7 steps, as shown in Fig. 1 . 

Aside from design considerations, the authors also suggest pos- 

ible metrics for evaluating the effectiveness of exercise, by sug- 

esting exemplary Performance Indicators (PIs). The model offers a 

eneral initial approach for developing CS exercises, in a method- 

logical and structured manner. Nonetheless, this design lacks con- 

iderations for the human factor in training. 

Beuran et al. (2017) developed CyTrONE, which is described as 

n integrated CS training framework, designed and implemented 

o address shortcomings of CS training which requires manual 

etup and configuration of training environment, by automat- 

ng the training content generation and environment setup task 

 Beuran et al., 2018 ). CyTrONE uses input from a training coordina- 

or to generate the training content for a particular training session 

nd uploads it to an e-learning system. CyTrONE also creates the 

yber range training environment corresponding to that training 

ontent. CyTrONE has been developed by combining the following 

omponents: (1) a User Interface (UI), a training database, (2) a 

raining description generator that allows to take the organizer in- 

ut to select the appropriate sources from the training database, 

3) a content description processing module which converts the 

raining content description that is generated by the training de- 

cription generation module to a format that is suitable for e- 

earning systems and finally (4) a cyber-range instantiation mod- 

le, named CyRIS (Cyber Range Instantiation System) ( Pham et al., 

016 ). This last component was developed to automatically create 

 cyber range based on its specification. This includes: (i) train- 

ng environment setup functions; and (ii) security content genera- 

ion functions. CyTrONE’s high level of personalization, automatic 

eneration of training scenario and cyber range instantiation make 

t an overall great tool to integrate in any CS training framework 

hat requires high scalability and is to be used by a large num- 

er of participants. Since developments of the training content for 

yTrONE are still at their initial stages, further work and experi- 

entation is necessary to verify whether the tool can be of use in 

S training in enterprise settings. 

Brilingait ̇e et al. (2020) present a framework to aid in the devel- 

pment and assessment of cybersecurity competences during hy- 

rid CS exercises, which involve both CS skilled and non-skilled 

orkers. The framework involves 4 phases: pre-exercise assess- 
3 
ent, pre-exercise training, live exercise and post-exercise assess- 

ent, as shown in Fig. 2 . 

The framework proposed by the authors supplements typical CS 

xercise life cycles to enable competence assessment at an individ- 

al level to reach learning objectives. While the authors do give 

onsideration to motivation as a critical aspect of the success of 

 CS exercise in achieving its initial goal, other factors, such as 

eta-cognition and learning styles, are not considered. Also, when 

t comes to assessment, the authors analyze possible evaluation 

ethods only at a high abstraction level, without indicating in de- 

ail the advantages of certain methods over others. 

Zhang et al. (2021) developed a theoretical framework for con- 

ucting a cost-benefit analysis of CS awareness training programs. 

he authors differentiate three types of CS awareness training pro- 

rams (constant, complementary and compensatory) in terms of 

heir costs and four types (ineffective, consistent, increasing and 

iminishing) with respect to their benefits. The authors also in- 

estigate the impact of CS awareness training programs with dif- 

erent costs and benefits on a company’s optimal degree of secu- 

ity, and found that if a company is to implement such a program 

ith a projected consistent cost and a constant benefit, the opti- 

al degree of security will remain the same, while a program with 

 compensatory cost will help a company move to a higher level 

f security since the company can take advantage of such a pro- 

ram to incur a lower cost at a higher security level, whereas the 

pposite is true for a complementary program. The author’s analy- 

is provides an interesting tool to better understand whether a CS 

raining program is valuable for its overall cost, which is often one 

f the key criteria used by companies to select which training pro- 

ram to implement. That being said, the analysis provided does not 

onsider the impact of CS awareness training programs on a com- 

any’s total cybersecurity cost because companies with different 

izes may vary significantly in their anticipation and failure costs. 

Rajamäki et al. (2018) propose a holistic cyber resilience and se- 

urity framework for developing and delivering a multilateral edu- 

ational and training scheme based on a proactive approach to cy- 

ersecurity. The framework proposed by the authors is built on the 

rinciple that “education and training must be interactive, guided, 

eaningful and directly relevant to the user’ operational environ- 

ent” ( Rajamäki et al., 2018 ). The framework addresses capacity 

apping, cyber resilience level measuring, utilizing available and 

apping missing resources, adaptive learning technologies and dy- 

amic content delivery. 

In Aldawood and Skinner (2018) and later in Aldawood and 

kinner (2019a) the authors discuss CS training solutions for as- 

essing and raising awareness of social engineering threats. In the 

tudy, a variety of methods for training are identified, includ- 

ng serious games, gamification, virtual labs, tournaments, simu- 

ations, and the use of other modern applications. Similarly, cur- 

ent awareness programs that educate against social engineering 

hreats including video streaming, compliance, theme-based train- 

ngs, awareness campaigns, and conferences are also included. Se- 

ious games and simulations are noted in the work as some of 

he most effective and latest solutions against social engineering 

hreats, which confirms that their applicability and effectiveness 

xtend outside of regular CS training. Both techniques use real life 

xperiences of social engineering threat scenarios in a single loca- 

ion or for a whole department in which the participants get to 

now different situations they may face as a threat and the best 

ethods to tackle them. 

. Methodology 

To develop a theoretically founded model for CS training frame- 

orks, we started by conducting a literature analysis of theories 

f learning and training applicable to CS and digital environments. 
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Fig. 2. Phases for CS training based on the CS framework proposed by Brilingait ̇e et al. (2020) . 

T

m

c

t

i

l

l

o

t

l

t

i

l

e

m

i

a

t

C

o

v

r

c

p

w

c

s

t

i

d

D

l

f

t

f

s

fi

f

t

4

i

w

d

o

s

a

l

4

p

s

he purpose of this analysis was to ensure that the later developed 

odel for training considers human attributes that affect the out- 

ome of training programs. These attributes include cognitive abili- 

ies, learning styles and various forms of biases, among others. This 

nformation was utilized together with the data previously col- 

ected in Chowdhury and Gkioulos (2021b) , Chowdhury and Gkiou- 

os (2021a) and Chowdhury et al. (2021) focused on CS training 

fferings in the literature and in the industry to develop the ques- 

ionnaires utilized during the Delphi method. The method was uti- 

ized both for the development and validation of the proposed CS 

raining framework. The Delphi consisted of sending out electron- 

cally a description of the central problem and providing the col- 

ected background knowledge to a panel of experts and stakehold- 

rs in CS training in the industry. The decision of using the Delphi 

ethod as a validation technique for our model came from its abil- 

ty to collect equally weighted feedback from multiple participants 

nd allow for open debate, without requiring practical experimen- 

ation. The panel was selected based on a stakeholder analysis for 

S training programs, with the goal of finding a sufficient amount 

f individuals for each of the following categories: 

• CS trainers and educators (both individuals and entities that 

provide CS training services); 

• Trainees in the industry (this could be both limited to CS roles 

or extended to all personnel); 

• Researchers working on related topics; 

• Personnel in charge of establishing, maintaining and supporting 

CS training (managerial personnel, human resources, etc). 

Invitations for participating in the process were sent to 18 indi- 

iduals based on their competences, knowledge, previous and cur- 

ent occupation. The final selection came to 10 individuals after ac- 

eptance, which is above the suggested minimum requirement of 8 

articipants for Delphi ( Hallowell and Gambatese, 2010 ). The panel 

as composed of senior professors in the field of information se- 

urity as well as researchers in the same area, experienced CS in- 

tructors with industry work experience and other CI personnel 

hat covered organizational CS roles and were in charge of manag- 

ng their respective companies’ CS training programs. The remain- 

er of the Delphi method consisted of the activities listed below: 

1. Establish a problem statement - The problem statement repre- 

sents the general question that will be central to the topics dis- 

cussed during the process. In our case, the problem statement 

is the following: How to develop a Cybersecurity (CS) Training 

Framework that takes into consideration the human factor? 

2. Appointing facilitator - The main author of this work was ap- 

pointed as the facilitator of the Delphi method. The facilitator 

had the responsibility of recruiting the panel of experts, devel- 

oping and sending out all questionnaires for each round of the 

Delphi method. 
4 
3. First round of Delphi - The first round of the Delphi was con- 

ducted digitally and consisted of participants answering an in- 

teractive questionnaire. The questionnaire has been developed 

by using Mentimeter and is composed of 3 main topics: (i) CS 

training development methodology, (ii) CS training components 

and attributes, and (iii) the human factor in CS training. To fa- 

cilitate dialogue, each section begun with multiple option ques- 

tions and ranking questions. At the end of each section, we al- 

lowed participants to open discussion and suggestions to the 

selected topics, through digital open panels. 

4. Following round of Delphi - After completion of the first 

round of Delphi, agreement regarding CS training development 

methodology and training attributes was reached by partici- 

pants, while suggested approaches to consider for the human 

factor in training were more heterogeneous. For this reason, a 

second round of Delphi was conducted to discuss proposed ap- 

proaches and come to a majority decision. 

5. Conclusion of the Delphi method - Once agreement on each 

topic proposed and raised by the panel was reached, the Delphi 

was determined to be concluded. The results were distributed 

to all participants and used to develop the final model. 

Initial input for the topics discussed during the two rounds of 

elphi came from our previous work in Chowdhury and Gkiou- 

os (2021b) and Chowdhury and Gkioulos (2021a) , additionally to 

urther literature analysis, particularly when it comes to learning 

heories that account for the human factor. More detail on this is 

ound in Section 4.6 . After obtaining and textualizing the final re- 

ults of the Delphi into a final report, we further compared the 

nal suggestions of the panel with the recommendations collected 

rom the literature. The result of this comparison was then utilized 

o develop the proposed CS training framework. 

. Results 

As briefly mentioned in Section 3 , during the Delphi the follow- 

ng aspects of designing and developing a CS training framework 

ere discussed: 

Each of the aspects shown in Table 1 was separately discussed 

uring the two Rounds of Delphi, and later compared to the rec- 

mmendations from the literature. Both findings from the discus- 

ion during the Delphi and the comparative analysis with the liter- 

ture can be found in the following sections. These findings have 

ater been used to develop the model proposed in Section 4.7 . 

.1. CS Training development methodology 

The initial selection for the development methodology of the 

roposed CS training framework came to using the ADDIE (Analy- 

is, Design, Development, Implementation, and Evaluation) model, 
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Table 1 

Key aspects of CS training discussed during the two Delphi rounds . 

Aspect Description 

CS Training 

development 

methodology 

Preferred methodology for designing each module 

of the training and the overarching final product 

CS Training: 

desirable 

attributes 

Attributes often recommended in the literature or 

by the panel of experts to be incorporated during 

development of the CS training 

CS Training 

delivery 

methods 

Preferred training methods (game-based training, 

simulation-based training, for example), based on 

reported preferences of CS training participants 

and instructors 

Training 

content 

Content of training based on key skills and 

competencies that are required by CS personnel, 

based on literature reviewing 

Training 

assessment & 

evaluation 

Methods for evaluating both formatively and 

summatively both individual training components 

and the overall training program, additionally to 

metrics and other methods for evaluating 

participants’ progress in knowledge and skills 

acquisition 

CS training: 

The human 

factor 

Individual-specific factors that may affect the 

final outcome of the training. Examples of these 

include preferences in learning styles, 

engagement and motivation, among others 
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Fig. 3. Revised ADDIE model, based on rapid prototyping. 
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ne of the more renowned models for instructional technology 

 Molenda, 2003 ). 

While original iterations of the model propose a static, cyclical 

rocess for the completion of all phases, starting from the analy- 

is phase to the evaluation phase, during the panel discussion it 

as concluded that a more modern approach based on rapid pro- 

otyping would be preferable. Such an approach uses continual or 

ormative feedback during each phase to assess each output at its 

ime of development, allowing for additional dynamicity and inter- 

ctiveness ( Nixon and Lee, 2001 ). Two main advantages were noted 

hen using this approach: (i) it allows for easier identification and 

irect revision of any single component that may require changes, 

ased on feedback and evaluation; (ii) it also decreases the time 

eeded for overall evaluation and revision, due to targeting issues 

ndependently. A conclusive evaluation of the final product is still 

ecommended, as the final result of the developed training may 

iffer from the result of each single component. 

Definition of all tasks to be completed during each phase of the 

odel was then established. As the model developed is meant to 

e applicable to different forms of CS training, the tasks were de- 

ned to be inclusive and adaptable for any required application. 

he initial approach was based on the suggested principles of in- 

tructional design by Gagne et al. (2005) and the revised activi- 

ies for the ADDIE model suggested in Allen (2006) . These concepts 

ere then adapted, with a particular focus on current research on 

-learning applications ( Alajmi, 2009 ). 

In Allen (2006) it is also noted that evaluation activities may in- 

olve different forms of assessment, which are often distinguished 

s: (i) formative evaluation , comprising process and product eval- 

ations to provide feedback. These are conducted during the anal- 

sis, design phases, and the development phase; (ii) summative 

valuation , consisting of operational test cases and tryouts con- 

ucted after the conclusion of the development phase;(iii) opera- 

ional evaluation , consisting of periodic internal and external eval- 

ation of the training and its component during the implementa- 

ion phase. 

Further discussion brought to the final agreement on the activ- 

ties listed below for each phase: 

• Analysis Phase: Analyse training needs. Establish goals, possi- 

ble pre-requirements, target audience and audience preferences 

(on training delivery, content, etc.), and resource requirements 
5 
(budget overhead, instructors, hardware and software resources, 

facilities). 

• Design Phase: Design training solution aligned with goals and 

requirements, based on inputs from analysis phase. This in- 

cludes selection of training delivery method and possible de- 

cision on whether new material may need to be developed to 

satisfy the requirements and goals of training. 

• Development Phase: Develop an action plan, needed training 

resources and a pilot test. Validate the components developed. 

Validation may be done by internal reviewing, test cases, or 

both. 

• Implementation Phase: Implement training solution by prepar- 

ing a training environment and training activities. Engage par- 

ticipants in training. 

• Evaluation Phase: Evaluate the quality of the training re- 

sources, user engagement and satisfaction, and overall training 

results. Evaluation is to be conducted throughout the life cycle 

of the training development and also regularly after its instal- 

lation and use. 

Fig. 3 shows the agreed final version of the model. 

.2. CS Training: Desirable attributes & components 

As mentioned in Section 4.1 , development of the various com- 

onents of CS training should be dependent on the requirements 

nd goals of training, with trainees preferences and overall re- 

ource overhead being additional considerations. That being said, 

any recommendations are found in the literature when it comes 

o key components and desirable attributes to consider when de- 

eloping a CS training program or tool. For this reason, the sec- 

nd part of the Delphi process focused on CS training components 

nd key attributes, as well as evaluation criteria to be used for de- 

ermining the effectiveness of training. In Chowdhury and Gkiou- 

os (2021a) , an analysis and summary of attributes to consider dur- 

ng the development of training frameworks is presented. These 

nclude considerations for proposed training delivery and mate- 

ial, content of training, as well as other factors. Similarly, He and 

hang (2019) gives recommendations regarding best practices and 

ey attributes to include when developing CS training for enter- 

rise. These considerations, together with additional suggestions, 
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Table 2 

Key attributes and considerations for the development of CS training activities, 

according to Chowdhury and Gkioulos (2021a) . 

Attributes Description 

Suitability Training content should be appropriate to the target 

audience and specific company in terms of content, 

skills developed and level of training ( Adams, 2018 ). 

Real-life 

Experience 

Training should include hands-on activities developed 

to emulate or simulate real-life scenarios. Such 

activities should also focus on developing 

communication and team skills of participants. 

Scalability & 

Adaptability 

Training should be developed so that modification, 

upgrade and extension of content should be possible, 

based on the skills and level of knowledge of the 

target audience, as well as new information on 

technologies and vulnerabilities. 

Accessibility Training activities should be accessible to all staff

that may benefit from such activities. Developing 

remotely accessible training further benefits this goal. 

Frequency of 

Training and 

Periodical 

Updates 

Training should be conducted and updated 

periodically. Progress sessions should be planned to 

ensure that KSAs of personnel are up-to-par to 

current standards and recommendations ( He and 

Zhang, 2019 ). 

Cost Efficiency Training activities should take into consideration 

resource constraints of a company (budget, time and 

training personnel constraints.) 

Consideration 

for the human 

factor 

CS training should consider participants engagement 

and motivation ( Gross, 2018; Kostadinov, 2018 ), 

adapting to different learning styles ( Kostadinov, 

2018; Nadkarni, 2012 ) and stimulating metacognition 

( Pokorny, 2017 ) 
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ave been summarized in the list of key attributes for CS training 

hown in Table 2 . 

Discussion of these attributes with the panel of experts focused 

n establishing two main conclusions: (i) validity, overall value and 

rioritization of the mentioned aspects in the development of a 

S framework; (ii) additional key attributes to be considered when 

eveloping CS training. While overall agreement on all attributes 

eing of relevance when developing a CS training program was 

eached by participants, certain attributes were weighted higher 

han others, and discrepancies between different stakeholders’ pri- 

ritization was noted. Ease of implementation and use was men- 

ioned as an additional desirable attribute, and was ranked highest 

mong all attributes when it comes to prioritization. In particular, 

takeholders from the industry focused on the importance of train- 

ng offerings that can easily be implemented, either as comple- 

entary to established solutions or as independent ones. Ease of 

mplementation and use would benefit to the satisfaction of other 

esirable attributes, making scalability and cost efficiency more 

asily achievable. 

When it comes to suitability of training, discussion focused on 

ifferences in development between generalized CS training and 

ole-specific CS training. Generalized CS training activities usually 

efer to training offerings that are meant for all personnel of one 

rm or multiple firms ( Lee et al., 2016 ). These types of activities

re often part of CS awareness campaigns with the objective of 

roviding basic knowledge about CS topics, informing personnel of 

ompanies security policies and risk profiles, and overall increment 

n alertness ( Bada et al., 2019; Tirumala et al., 2019 ). 

The experts from the industry suggested that training of per- 

onnel should consider companies risk profiles and link them to 

he training needs of specific roles in the company. Two benefits 

f doing this type of analysis are “improved tailoring of training to 

atisfy initial requirements as well as persuading the firm to fur- 

her invest in training, by indicating the risks that could incur in 

ts absence”. 
6 
.3. CS Training delivery methods 

In reviewing CS training offerings proposed in the literature in 

howdhury and Gkioulos (2021a) , we established 5 major groups 

f training delivery methods. Table 3 list examples of training for 

ach of the group, together with advantages and disadvantages for 

ach group of training 

In the literature, game-based and simulation-based methods of 

raining are often recommended for CS training, or they are sug- 

ested as a form of complementary training to traditional delivery 

ethods ( Abawajy, 2014b ). 

The main advantages that these two methods provide in- 

lude allowing participants to conduct interactive, hands-on ac- 

ivities, develop team skills including communication and organi- 

ational skill, as mentioned in Table 3 . Additionally, these activi- 

ies have been demonstrated to be more engaging and stimulat- 

ng than traditional training methods. As mentioned in He and 

hang (2019) and Bada et al. (2019) , user engagement and mo- 

ivation are two of the most significant factors in the success of 

S education and training. Tedious or non-engaging training solu- 

ions often fail to change employees security behaviour and atti- 

udes ( He and Zhang, 2019 ). This preference was also confirmed 

y the panel of experts, with an equal majority of participants se- 

ecting these two methods over other suggestions. 

When it comes to selecting between game-based training and 

imulation-based training, a few distinctions in properties and pos- 

ible applications should be made. Game-based education has as 

ts main strength that of being highly engaging. Gamification and 

ame mechanics have been proved to stimulate collaboration and 

ompetition, self-efficacy and self-assessment, while maintaining. 

he reduced costs of gamified training have also contributed to the 

ncrease in popularity of game-based training. On the other hand, 

imulation-based training suffers from high initial overhead. Never- 

heless, simulation-based training is the only training method that 

llows participants to conduct exercises that are equivalent to pos- 

ible real-life scenarios. 

.4. Training content 

While the specific content of training was not discussed during 

he Delphi, in Chowdhury and Gkioulos (2021b) we conducted an 

xtensive literature analysis of competencies and skills to develop 

or CS training. 

Based on our previous findings, when it comes to competencies 

nd skills required by CS personnel, 4 main categories can be iden- 

ified: technical skills, non-technical (soft skills), implementation 

kills, and managerial skills. Examples of the main competencies 

equired for each of these categories have been listed in Table 4 . 

Additionally, in Chowdhury et al. (2021) , we interviewed sev- 

ral CS workers in Norwegian Critical Infrastructure companies to 

nvestigate on the training offerings currently available at their re- 

pective companies and the content of these offerings. According 

o the study, the following topics were the most common focus of 

urrent training offerings: 

• Network Architecture; 

• Information Handling (information disclosure, information shar- 

ing and reporting); 

• Cyber threats & relevant potential attacks and system vulnera- 

bilities; 

• Procedures and preparedness plans for cyber incidents; 

• Security Management System (Risk assessment & management, 

mitigation strategies, control strategies, documentation); 

• Human factor aspects (Communication, trust management, 

teamwork skills, decision making); 

• Surveillance; 
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Table 3 

Classification of CS training methods according to Chowdhury and Gkioulos (2021a) , with examples found in the literature and associ- 

ated advantages and disadvantages. 

Delivery 

Method Examples Advantages Disadvantages 

Conventional 

Methods 

On-site 

training; 

Classroom 

training and 

exercises; 

Presentations 

& Conferences; 

On-site 

training 

sessions; 

Usability; Familiarity of format; Multiple 

messages can be conveyed at once; Ease 

of communication between instructor and 

participants; Real-time resolution of 

issues; 

No guarantee of personnel active 

participation; Can be perceived as tedious 

( Leach, 2003 ); Does not always provide 

hands-on experience; Provides a static 

solution for a fluid problem 

( Valentine, 2006 ); High cost and resource 

overhead; Time-consuming; 

Online and 

Software-based 

Online courses; 

Cloud-based 

training; 

Web-accessible 

training 

material and 

software; 

E-mail tests; 

Remote and multi-modal accessibility 

( Abawajy, 2014a ); Industry-wide standard 

use; Cost-effective; Hands-on exercises; 

(Possible) team skills development; 

Users may undermine the value/pay less 

attention; Not always very scalable and 

adaptable; High cost and resource 

overhead, if personalized solution is 

needed; Does not provide instructor 

assistance; 

Game-based Serious Games 

for CS 

Awareness and 

Training 

Team skills development, Engaging to 

users; Hands-on exercises, Demonstrated 

effectiveness ( Antonioli et al., 2017; 

Beuran et al., 2018 ); Adaptability; 

(Possible) Remote Usability; (Possible) 

High scalability; 

Older audiences may not be familiar with 

mechanics; Time-consuming; May not 

reflect real-life processes. High initial 

development cost and resource overhead; 

Video-based Educational 

videos 

Accessibility, Usability; Cost-efficient; 

Time efficient; 

Limited content. Lack of interactivity with 

other trainees or instructors. Lack of 

hands-on experience. No guarantee of 

personnel active participation; Requires 

constant integration and updates for 

scalability; 

Simulation and 

virtualization- 

based 

Testbeds, 

Simulation 

platforms, 

Simulated 

Laboratory 

exercises 

Team skill development; Hands-on 

experience; Replication of real-life 

incidents; Adaptability; (Possible) Remote 

Usability; (Possible) High scalability; 

Hard to coordinate ( Kumar et al., 2015 ); 

Requires pre-existing knowledge; 

Time-consuming; High initial 

development cost and resource overhead; 
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• Crisis contingency & management; 

• Incident response & management; 

• Intrusion detection; 

• Managerial skills training; 

While this information provides a general overview of what 

ype of content should be trained during CS training sessions, exact 

ubjects should be determined based on the goals of both train- 

ng participants and the institution offering the training, which 

hould be determined during the initial analysis phase of the AD- 

IE model. 

.5. Training assessment & evaluation 

In our previous work in Chowdhury and Gkioulos (2021a) , we 

ound a lack of agreement in preferred evaluation metrics and per- 

ormance indicators to be used when evaluating CS training out- 

ut. Additionally, research in the area is limited and no studies on 

he best uses of different evaluation criteria was found. 

This limitation in both literature and in organizations was also 

oted by the National Institute of Science and Technology (NIST). 

o address the issue, researchers at NIST presented the following 

ist of suggestions of measures that can be used at an organiza- 

ional level to indicate whether any implemented CS training is 

uccessful : 

• Top-Down Leadership buy-in: leadership (executives, man- 

agers, supervisors) support is noted as one of the key factors 

to measure effectiveness of CS training ( Adams, 2019 ). Seeing 

leaders participating or championing training offerings not only 
7 
indicates positive evaluation of the training, but also motivates 

employees to participate and be more engaged. 

• Workforce Training Measures: Specific measures should be 

used to determine in a continuous cycle the non-technical, 

technical and managerial capabilities of personnel after train- 

ing ( Adams, 2019 ). 

• Risks, Vulnerabilities, POA&M Measures, & Cybersecurity 

Compliance: risk and vulnerability captured from assessment 

can determine what security control implementation users 

need to be trained on. CS compliance can show that a suc- 

cessful training program has been implemented that enables 

the organization to understand and meet security requirements 

( Adams, 2019 ). 

Aside from these general recommendations, several evaluation 

riteria have been utilized in the literature to assess post-training 

esults. Chowdhury and Gkioulos (2021a) provides a summary of 

etrics and assessment methods commonly reported in the litera- 

ure for CS training, which are reported in Table 5 . 

When discussing evaluation criteria with the panel, focus was 

iven on evaluation of the effectiveness of listed criteria, discussion 

n additional criteria and finally on feedback collection. Feedback 

ollection and comparison of pre and post training evaluation were 

elected by the panel as the most effective methods of evaluation. 

he two methods provide significantly different outputs, as the for- 

er is a qualitative approach based on training participant input, 

hile the latter is a quantitative approach that analyzes specific 

erformance indicators (PI). 
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Table 4 

Mapping of skills and competencies for Critical Infrastructure Protection (CIP), according to Chowdhury and Gkioulos (2021b) . 

Skills & Competencies Mapping Table 

Technical Skills Soft Skills Implementation Skills Management Skills 

1. Understanding of digital 

security concepts; 

2. Understanding of 

evolving threats; 

3. Understanding of attack 

intelligence; 

4. Penetration testing 

skills; 

5. Cryptology knowledge; 

6. SW & HW security 

skills; 

7. Network security skills; 

8. Computer forensics 

skills; 

9. Programming skills; 

10. Data analytics skills; 

11. Information security 

skills; 

12. Wireless security 

skills; 

13. Ability in using IDS 

tools; 

1. Information sharing and 

communications; 

2. Public speaking and 

presentation skills; 

3. Situational Awareness; 

4. Cognitive and behaviour 

analysis; 

5. Ability to work 

independently; 

6. Trust management; 

7 Teamwork; 

8. Motivation; 

9. Time management; 

10. Networking; 

11. Confidence; 

12. Work habits; 

1. Threat and vulnerability 

assessment & 

management; 

2. Event and Incident 

Response; 

3. Continuity of 

Operations; 

1. Risk management; 

2. Identity and access 

management; 

3. Asset, change and 

configuration 

management; 

4. System administration; 

5. Workforce management; 

6. Cyber-security program 

management; 

7. Supply chain and 

external dependencies 

management; 

8. Evaluation of policies 

effectiveness; 

9. Project planning; 
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.5.1. Performance indicators for training evaluation 

Performance indicators or key performance indicators (KPIs) 

re defined as measurable values that demonstrate the effective 

chievement of certain key objectives. These indicators are often 

tilized in businesses and firms to evaluate the performance of in- 

ividuals, processes and of the organization as a whole. 

In the context of CS training, performance indicators are de- 

ned in the NIST documentation as computable performance as- 

essment, as derived from a combination of metrics or in other 

ords, compute value based on post-analysis which may uti- 

ize one or many primitive values to perform the computation 

 Tang, 2017 ). 

Many KPIs can be found in the literature relating to CS perfor- 

ance analysis of specific areas, such as process control systems 

 Tang, 2017 ), robotic ( Zimmerman, 2017 ), big data ( Petrenko and

akoveichuk, 2017 ) among others. Less research has been con- 

ucted to establish preferred KPIs for CS training, due to the 

ariance of objectives for different training and exercises as well 

s lack of agreement in evaluation methods for training. In 

howdhury and Gkioulos (2021a) , a list of exemplary KPIs and 

etrics of evaluation is given, based on an analysis of evalua- 

ion methods adopted for different types of CS training for Criti- 

al Infrastructure personnel. Additionally, Boerman (2020) provides 

 classification of KPIs based on the five NIST perspectives of CS 

Identify, Protect, Detect, Respond, Recover). In the work, the au- 

hors recommend selecting KPIs based on stakeholders’ input and 

references. Further grading on which KPIs may yield the most rel- 

vant data to evaluation the training objective should also be used 

o prioritize certain indicators and avoid over encumbering evalu- 

tion. 

In the NIST documentation for developing a CS scorecard 

 Wagner, 2016 ), it is recommended to start by selecting one key 

erformance indicator (KPI), based on a specific desired outcome. 

n addition to this first KPI, it is suggested to add complemen- 

ary indicators that may aid in measuring the various factors that 

an influence the outcome of the training. Samuel (2019) sug- 

ests that KPIs for CS training should measure one of the follow- 

ng attributes: Accuracy, Timeliness, Completeness and Authoriza- 

ion. A number of exemplary KPIs for different types of measure- 

ents such as identity & access management, configuration man- 

gement, security awareness, security incidents, compliance, data 
8 
eak prevention, vulnerability and patching are given in the litera- 

ure ( Samuel, 2019 ) and should be considered during the develop- 

ent of specific CS training exercises. 

The aforementioned criteria for KPI selection were also con- 

rmed by the panel of experts during the Delphi process, albeit 

pecific definition and selection of KPIs was avoided due to discus- 

ion being focused on general parameters for training and not on 

he development of a specific CS training offering. One of the ex- 

erts did however suggest utilization of role-specific KPIs, meaning 

PIs related to each role of a CS response team, in both team ex- 

rcises and individual training. 

.5.2. Feedback collection 

Feedback is often described as an essential tool and perfor- 

ance indicator for post-training evaluation ( Andriotis, 2018; Fa- 

ooq et al., 2011 ). Benefits of collecting feedback as an evaluation 

ool are many, including constant training program improvement 

ased on learners’ input, increase participants’ motivation and per- 

ormance ( DeFranzo, 2018 ). 

Feedback is differentiated in formative and summative feed- 

ack. Formative feedback is collected during the training and 

s used to enhance or modify training components in real-time 

 UniTo, 2018 ), while summative feedback provides an evaluation 

f how much a student and the class has learned. When tied to 

pecific learning objectives, it can be used as course feedback, pro- 

iding the instructor with feedback about the effectiveness of the 

ourse design. Examples of summative feedback techniques include 

xams, final projects, and research reports ( Miller, 2018 ). 

When gathering feedback, UniTo (2018) suggests that data col- 

ection should remain optional, anonymous, and not linked to in- 

ividual evaluation. The most common methods for post-training 

eedback collection include questionnaires and surveys, both by us- 

ng online tools and paper-based data collection. Interviews with 

articipants are also another possible feedback collection method, 

lbeig less used. When collecting feedback, it is critical to estab- 

ish what type of information need to be collected, as well as how 

his information can be used to improve the current training offer- 

ng. According to Andriotis (2018) , the following 5 elements should 

lways be included during post-training feedback collection: 

• Effectiveness of training: Effectiveness is a critical element to 

measure the performance of a training program as it establishes 
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learners perception of whether the course helped them attain 

their learning objectives and how relevant it was for them. 

• Comprehension: Comprehension refers to the effectiveness of 

the course delivery and as such is focused about the way the 

course content was delivered. This element also includes the 

conciseness and clarity of content. 

• Attractiveness: Attractiveness of a training program refers 

mostly to how the material and tools used during training 

looked and felt to the learners. It is especially relevant for 

software-based training, such as game-based, simulation-based 

or online training. 

• Engagement: One of the most critical aspects in the success 

of a training program depends on user engagement. As overall 

training engagement is a multifaceted issue, evaluation of in- 

dividual training components should be collected from partici- 

pants to highlight any weak points. 

• Suggestions: Suggestions for improvement from training par- 

ticipants should also be collected. Andriotis (2018) notices that 

suggestions are often skipped during feedback surveys and for 

this reason recommends asking participants to include a mini- 

mum required number of suggestions. 

When it comes to components of training to evaluate through 

eedback, Sviridenko (2018) recommends analyzing content, course 

ength, exercises, instructor and tools, platforms and any other type 

f training media & material. There are also certain limitations, 

owever, to the effectiveness of feedback as an evaluation tool for 

raining. Firstly, gathering and analyzing feedback can be a long, 

omplex process, especially in the case of large number of train- 

ng participants and if information is collected in a non-automated 

anner. A way to circumvent this issue is to develop or incorpo- 

ate automated feedback collection tools to the training programs 

hat can allow to generate a summative log or report of the feed- 

ack obtained. 

Input from the panel was collected during the first round of 

elphi regarding what information and measures should be col- 

ected from training participant feedback. Suggestions from the ex- 

erts included perceived knowledge and skills, motivation and in- 

erest towards the type and content of training, level of under- 

tanding, self and team assessment and relevancy to their role and 

ork. To circumvent the previously mentioned limitations to the 

ubjective, qualitative assessment provided by feedback, one par- 

icipant suggested playback possibility as a way to compensate the 

imitation and allow for a quantitative assessment of improvement. 

.6. Cybersecurity training: The human factor 

The final section of the Delphi focused on how individual- 

pecific factors may influence the outcome of CS training. Fac- 

ors such as cognition & meta-cognition, engagement & motivation, 

daptability, human error and learning styles have all been cited by 

he panel as being of influence in the effectiveness of training and 

hould be considered in the development of training. 

To conciliate the technical requirements of specialized CS train- 

ng and the factors mentioned by the panel as affecting train- 

ng outcome, research on learning theory, instructional design and 

earning taxonomies was conducted prior to initiating the Delphi. 

fter preliminary research, an approach based on merging the AD- 

IE model to two learning taxonomies tailored to training sup- 

orted by the use of digital instrumentation was proposed. The 

elected taxonomies included Bloom’s digital taxonomy and Solo’s 

axonomy. 

Bloom’s digital taxonomy is a modernized variation of the re- 

ised Bloom’s taxonomy ( Churches, 2010 ). In Fig. 4 , the initially 

roposed taxonomies discussed with the panel of experts are 

hown. 
9 
Several criticisms were raised during the discussion regarding 

ppropriateness of the indicated taxonomies and their possible 

lignment to CS training development methodologies. 

More in detail, the panelists found that aligning the ADDIE 

odel to these taxonomies may not be easily feasible and may re- 

uire extensive further research and work in adapting the afore- 

entioned learning taxonomies to the requirements of CS train- 

ng. Panelists also criticized the taxonomies hierarchical structure 

f learning, citing that while it may be appropriate for knowledge 

cquisition, they may not be adequate for CS training. 

For this reason, during the second round of questionnaires, ad- 

itional input was collected from the panel on methods and learn- 

ng theories that may be more suitable to CS training. One of the 

ain conclusions of the discussion between the panelists was that 

ifferent modes of information communication (utilization of im- 

ges, text, videos, verbal communication, etc.) as well as different 

raining delivery methods may be required to satisfy and tailor 

raining to specific target groups or individuals. For this reason, an 

dditional suggestion of utilizing modern findings of personalized 

earning theory (PLT) was taken into consideration. 

PLT is generally defined as an education approach that aims to 

ustomize learning based on students’ needs, interests and abilities 

 Walkington and Bernacki, 2020 ). Resarch on PLT is still relatively 

ovel, and many heterogeneous approaches and models have been 

roposed in the literature. Certain key elements of PLT that are 

ommon to most of the proposed models have been established in 

he literature. In Diana (2019) , the following 5 elements are high- 

ighted: 

• Student Agency: Student Agency (SA) or other times referred 

to as ownership or control indicate students actively taking re- 

sponsibility and becoming active participants over their own 

learning, by becoming more aware of their strengths and weak- 

nesses, advance mastered skills and reinforce skills they lack. 

Teachers only facilitate the content acquisition while students 

internalize it and own it too. To support this, it is necessary 

to provide students with personal learning spaces and activities 

such as the ones provided by Learning Management Systems 

(LMS) and other similar tools, online forums and communities. 

Additionally to giving them more autonomy and self-regulation, 

this also allow to give and receive feedback from peers, leading 

to greater achievement levels, greater class participation, better 

preparation, self-awareness and decreases in behavioral prob- 

lems Diana (2019) . 

• Flexible Learning Environments: Instruction is often still deliv- 

ered in traditional learning environments, typically classroom- 

based, which are known to hinder the learning process. In flex- 

ible learning environments, students have more control over 

how they learn. This is achieved by modifying the traditional 

learning environment to one that enables additional coopera- 

tion between students, as well as more interactivity. Designing 

such a space with places for solitary work, collaborative work 

and for debates and mini lessons gives students confidence and 

it leads to improved academic results, better peer interaction 

and less bored students ( Diana, 2019 ). 

• Individual Mastery: With independent modules designed as 

part of a larger learning goal, students can focus on master- 

ing skills, at preferred schedules, location and pace of learning. 

For this, teachers have to offer individualized support and guid- 

ance and students need self-motivation, grit, perseverance and 

agency. 

• Personal Learning Paths: Personalized learning involves ad- 

justing instruction to students learning pace with the goal of 

tracking long-term learning. This is currently often assisted by 

LMS which help educators create classes, assess students and 

add individualized learning paths. An LMS provides the nec- 
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Fig. 4. Revised versions of Bloom’s Digital Taxonomies and Solo Biggs’ Taxonomy for CS training. 
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essary tools for teachers to meet students needs by personal- 

izing goals within paths and creating a flexible virtual learn- 

ing environment. LMSs also give students agency over their 

learning and allows them to become proactive by having ac- 

cess to self-assessment tools, such as quizzes and surveys with 

instant feedback, but also a space to express themselves and 

keep track of their progress ( Diana, 2019 ). Personalized paths 

adapt to multiple learning styles and focus on how students ex- 

perience learning offering customizable modules to respond to 

individual learning needs. 

• Learner Profiles: Having individual learner profiles give pow- 

erful insights on progress, to teachers and students alike. By 

analyzing students progress teachers can create personalized 

content, assign individual goals and give customizable feed- 

back while students are able to build on their strengths, over- 

come their weaknesses and follow their own goals and inter- 

ests. While the process of creating learner profiles may have 

been more challenging in previous eras, the introduction of 

ever more sophisticated LMS has allowed both teachers and 

learners to better track their progress and develop personalized 

content based on their profiles. 

Models for PLT vary greatly, due to the heterogeneity of stu- 

ents’ preferences and needs. Out of the various proposed models 

n the literature, the following 4 models have been highlighted as 

he most common in academic settings ( Morin, 2020 ), with possi- 

le applicability also for learning in professional environment: 

• Learner Profiles-based models: This model keeps an up- 

to-date record that provides a deep understanding of each 

learner’s individual strengths, needs, motivations, progress and 

goals. The records are associated to each learner’s profiles, 

which are periodically and often updated, to aid both instruc- 

tor and learner to keep track of the individual’s progress or to 

understand if there is any need for changes in learning method- 

ologies or other requirements. 

• Personalized learning paths-based models: This model helps 

each learner customize a learning path that responds or adapts 

based on progress, motivations, and goals. An example of 

this would be a learner’s schedule based on weekly updates 

about training progress and interests. Each learner’s schedule is 

unique and might include several learning methods. A person- 
10 
alized learning path allows a learner to work on different skills 

at different paces. 

• Competency-based progression: This model continually as- 

sesses learners to monitor their progress toward specific goals. 

This system makes it clear to learners what they need to mas- 

ter. These competencies include specific skills, knowledge and 

mindsets. Students are given options of how and when to 

demonstrate their mastery. For example, a student might work 

with a teacher to weave certain math skills into an internship 

at a retail store. The student might work on several competen- 

cies at the same time. When they master one, they move on to 

the next. Each student gets the necessary support or services to 

help master the skills. The emphasis isn’t on taking a test and 

getting a passing or failing grade. Instead, it’s about continuous 

learning and having many chances to show knowledge. 

• Flexible learning environment-based models: This model 

simply adapts the environment learners learn in, based on how 

they learn best. 

PLT has been noted in the literature as being particularly ad- 

antageous when compared to traditional learning theories due to 

everal of its properties. According to a study by Pane et al. (2015) ,

here usage of PLT in several academic institution was monitored 

nd analyzed, it is reported that compared to peers, students in 

chools using PLT practices are making greater progress over the 

ourse of two school years, and that those students who started 

ut behind are catching up to perform at or above national aver- 

ges. The study finds that teachers at most schools were using data 

o understand student progress and make instructional decisions, 

ll schools offered time for individual academic support, and the 

se of technology for personalization was widespread. However, 

ome strategies, such as competency-based progression, were less 

ommon and more challenging to implement. Positive effects on 

tudent mathematics and reading performance were shown as re- 

ult of adoption of PLT, with even lowest-performing students mak- 

ng substantial gains relative to their peers. Adoption of person- 

lized learning practices varies considerably. Personalized learning 

ractices that are direct extensions of current practice are more 

ommon, but implementation of some of the more challenging 

ersonalized learning strategies is less common. Three elements of 

LT have been cited to give the largest achievement effects when 

mplemented in tandem: Learner Grouping, Learning Space Sup- 
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Table 5 

Metrics categories identified from the literature. 

Metrics and 

KPIs cat. Type Classification Measurement Units Data Source 

CS incident 

records 

Quantitative Effectiveness Number of data breaches 

or other incidents that 

occurred before and after 

training. 

Internal Reports on attacks and incidents. 

User 

Performance 

Quantitative Effectiveness Outcome of CS exercises 

and tests; Comparison of 

pre-training and 

post-training test results; 

Evaluation of threats 

detection, prevention and 

report rates, from tests 

and real-life occurrences 

Data analytics from exercises; reports from 

evaluators; analytics about threat detection and 

reporting times. 

User Feedback Qualitative Effectiveness & 

Comprehen- 

siveness 

User evaluation of training 

program’s content, 

delivery methods, 

accessibility, usability; 

Improvement suggestions 

Surveys; Questionnaires; Interviews. 

Compliance to 

User Needs 

and Roles 

Quantitative. 

Comprehensiveness 

Results of maturity models 

scoring; Internal 

evaluation (User feedback 

& user performance 

evaluation methods); 

Standard certification evaluation; Company or 

National standard/guidelines/ best practices 

compliance; 

Compliance to 

Companies’ 

Requirements 

Quantitative 

Comprehensiveness 

Results of maturity models 

scoring; User Performance 

evaluation methods; 

Standard certification 

evaluation; 

Maturity Models; Company or National 

standard/guidelines/ best practices compliance; 
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orts Model, and Learners Discuss Data ( Pane et al., 2015 ). Accord- 

ng to a survey conducted on the students and teachers of the 

cademic institution that participated in the study conducted by 

ane et al. (2015) , teachers’ greater use of practices that support 

ompetency-based learning and greater use of technology for per- 

onalization in the schools in this study with implementation data 

as noted. 

To successfully integrate any of the PLT models identified in 

S training, consideration on overall requirements for training, re- 

ources available as well as input from learners should be taken 

nto consideration and be utilized to develop each training compo- 

ent accordingly. 

.7. CS Training framework model 

After completing the second round of questionnaire of Delphi, 

e summarized the results of the discussion and classified the 

ollected feedback into categories associated with various compo- 

ents of CS training and training development. Table 6 summarizes 

he recommendations and decisions taken by the panel. 

A conceptual map of the training framework developed is pre- 

ented in Fig. 5 

As it can be seen from Fig. 5 , when developing a CS training

ramework, 4 main aspects or components are highlighted as re- 

uiring prioritization: (1) training development model and learning 

odel selection, (2) training content, (3) training delivery methods 

nd finally (4) assessment and evaluation. 

For each of these components, it is recommended to imple- 

ent the recommendations found in the previous Sections 4.1 –

.5 , respectively. Additionally, it can be noted that it is also rec- 

mmended to involve all training participants during the deci- 

ion and development process on each of these aspects, as well as 

ny of the training components. Continuous feedback is also rec- 

mmended be collected during the developmental phases, to al- 

ow developing personalized profiles or learning paths for partici- 

ants, following to PLT recommendations. While it is expected that 

ollowing such process will require an initial high resource over- 

ead as well as a longer set-up period, this should also facilitate 
11 
nd shorten future update and modification requirements, by be- 

ng preemptively validated by training participants. 

To further detail on the steps to be taken during development, 

e then analyzed possible integrations of the ADDIE model to the 

onsiderations raised in Section 4.6 . For this, we aligned the objec- 

ives defined for each of the phase of the ADDIE model, shown in 

ection 4.1 , to the considerations of PLT. 

• Analysis Phase: During the analysis phase, when establishing 

training needs and goals, it is recommended to involve the se- 

lected target audience in the process, by both analyzing their 

preferences in training delivery, but also on whether the goals 

of training align with their current goals. Aside from problem 

and goal definition, all other activities to conduct during anal- 

ysis phase include the previously mentioned desired outcome 

establishment, pre-requirement definition, selection of possible 

learning environment and establishing overall duration of train- 

ing. All these decisions should take in consideration any pos- 

sible resource constraint that may be present at the organiza- 

tion that is planning on incorporating the training, both in fi- 

nancial and material terms as well as human resources needed. 

In this phase as well as in other phases, revision should occur 

based on progressive feedback given by both training designers 

and participants on each established decision, until a majority 

agreement is reached on all attributes. 

• Design Phase: When designing both the overall training pro- 

gram and each of its single modules, it is critical to take 

into consideration the individual-specific factors mentioned in 

Section 4.6 . This means that learning material should be de- 

veloped based on the learning style of participants and their 

preferences (audio, visual or other type of material). Aside from 

the material, it is important that an overall structure of how 

the training will be conducted and what content will be uti- 

lized during each module is decided by this point, together 

with more detailed lesson planning. It is important that the 

design phase is systematic and specific ( Instructional, 2021 ), 

with systematic meaning logical, orderly method of identifica- 

tion, development and evaluation of a set of planned strate- 
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Table 6 

Recommendations for the development of a CS training framework given by the panel of experts during the Delphi process. 

Component Recommendation Description 

Development methodology Revised ADDIE model A revised version of the ADDIE model, where evaluation and 

revision of any component developed during all phases is 

conducted has been suggested as the preferred methodology for 

CS training development. The methodology should be further 

aligned with PLT models to consider individual-specific factors 

which can influence the outcome and effectiveness of training 

Training design & 

Desirable attributes 

Suitability, Real-life 

experience, Scalability, 

Accessibility, Frequency of 

Training, Cost Efficiency, 

Consideration for the 

Human Factor. 

The highlighted attributes have been selected as in need of 

prioritization during the development of CS training. While all of 

the attributes should be considered in. A more detailed 

description of each attribute is given in Table 2 . 

Training content Technical skills, soft skills, 

implementation skills, 

managerial skills 

In Chowdhury and Gkioulos (2021b) , we summarized the key 

skills and competencies needed by CS workers, according to the 

literature. Additionally, in Chowdhury et al. (2021) , we 

summarized the most common topics of CS training in 

Norwegian Critical Infrastructure companies. Exact training 

content should still be defined based on goals and requirements 

established during the analysis phase of the ADDIE model. 

Evaluation KPIs & Feedback collection Out of all observed evaluation criteria and methods utilized in 

the literature, a combination of training specific KPIs and 

feedback collection has been recommended. The two methods 

are selected as they provide complementary data for evaluation, 

with the former providing quantitative data and parameters and 

the latter providing qualitative evaluation from training 

participants 

Fig. 5. Conceptual map of the proposed CS training framework. 

12 
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Fig. 6. revised ADDIE model, based on rapid prototyping. 
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gies targeted for attaining the project’s goals, while specific 

meaning attention to detail for each element of the instruc- 

tional design plan. The following steps are recommended in 

Instructional (2021) to ensure systematic and specific design: 

(1) Document project’s instructional, visual and technical de- 

sign strategy; (2) Apply instructional strategies according to the 

intended behavioral outcomes by domain (cognitive, affective, 

psychomotor); (3) Create storyboards; (4) Design the user in- 

terface and user experience; (5)Prototype creation; (6) Apply 

visual design (graphic design); 

Many of the activities indicated will be concretized in the fol- 

lowing development and implementation phase. 

• Development Phase: As mentioned in Section 4.1 , during this 

phase, an action plan, training resources and a pilot test will all 

need to be developed. Another key component to develop dur- 

ing this phase include the training scenarios and other hands- 

on activities that will be integrated in the training program, 

which will utilize the tools and learning environment selected 

in the previous phases. To validate the developed components, 

consultation with all of the involved stakeholders as well as the 

pilot test should be used. Validation may be done by internal 

reviewing, test cases or both. It is recommended to integrate 

a learning management system (LMS) to the overall training 

framework during development to facilitate with data collection 

and reporting during implementation and evaluation phases. 

Modern LMSs can also facilitate with overall training develop- 

ment, by automating training content generation and facilitat- 

ing content management. 

• Implementation Phase: Once the training program and all of 

its component are completed, they will have to be taken by the 

participants. Once the participants are engaged in training, it 

is important to continue monitoring the overall progress, both 
a

13 
from an external point of view as well as internally, by collect- 

ing formative feedback, to ensure that if any issue arises it can 

be resolved immediately. 

• Evaluation Phase: As stated for the previous phases, evalua- 

tion should be conducted formatively during design, develop- 

ment and implementation, with summative assessment to be 

conducted at the conclusion of the first implementation cycle 

and at any successive iteration. Elements of training to evalu- 

ate include quality of the training resources, user engagement 

and satisfaction, and overall training results. LMS facilitate eval- 

uation by both allowing to collect feedback on all the training 

components and material, as well as providing logs with infor- 

mation regarding assessment of participants of the training. It 

is important to involve any instructor that participated to the 

training sessions also in the evaluation process, and possibly 

allow training participants to give feedback on the instructor’s 

performance. 

Fig. 6 shows the final revised ADDIE model, with a summative 

escription of the activities to be conducted during each phase. 

As previously mentioned, the model shown in Fig. 6 presents 

wo main novelties over traditional versions of ADDIE: (1) incor- 

oration of rapid prototyping concepts to allow for continuous re- 

ision of each component developed during each phase of the AD- 

IE. This is later followed by summative evaluation of the final 

raining framework, by means of pilot test assessment; (2) Involve- 

ent of training participants, instructors and other relevant stake- 

olders during the development of the training and its compo- 

ents. Stakeholders’ feedback may be collected through individual 

eetings, group discussions, surveys, or internal advisory groups 

 Schupmann et al., 2018 ), and later utilized to develop components 

fter reaching a majority agreement. 
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Additionally, by collecting training participants’ feedback and 

valuation logs, it will be possible to develop personalized learning 

aths and/or learning profiles specific to each individual or group 

f trainees, based on the key personalized learning theory concepts 

hown in Section 4.6 . These should be then later used for design- 

ng future exercises and training material, for overall training pro- 

ression. 

. Conclusions & future work 

The increase of cyber-attack that exploit lack of readiness and 

uman preparedness in recent years has motivated both academic 

nstitutions and private institute to increasingly focus on research- 

ng and implementing CS training programs, for the purpose of ed- 

cating and training staff against common attack vectors and pre- 

are them in emergency scenarios. 

Nonetheless, many of the offerings are subject of criticism 

ue to their ineffectiveness in engaging training participants, lack 

f hands-on activities and inability to change user behaviour 

 Aldawood and Skinner, 2019b; Bada et al., 2019; Chowdhury and 

kioulos, 2021a ). 

In order to create a more effective CS training framework, in 

his work we conducted a Delphi method-based study focused on 

S training framework modeling. Ten participants were selected as 

he panel of experts during the Delphi, based on a stakeholder 

nalysis for CS training programs. The stakeholders selected for 

he Delphi had extensive experience as researchers or professors 

n academic institutions in the field of CS or covered senior posi- 

ion in the industry in CS roles. Discussion during the Delphi pro- 

ess focused on CS training development methodology, CS training 

omponent and desirable attributes, CS training evaluation and fi- 

ally individual-specific factors that can influence the result of the 

raining. Involving a diverse group of stakeholders allowed to reach 

n agreement on these topics, based on overall prioritization of dif- 

erent elements of training and by evaluating various techniques 

nd models found in the literature. After reaching an agreement 

n the selected topics, the information collected was utilized to 

evelop a model CS training framework that followed the recom- 

endations found in the literature and the recommendations given 

y the experts. Particular focus on considerations regarding learn- 

ng theory and individual specific-factors of learning such as meta- 

ognition, motivation and learning styles was given during discus- 

ion with the panel and subsequently during the development of 

he final training framework. The final decision came to combin- 

ng a revised version of the ADDIE model, specifically designed 

or CS training development, with considerations for PLT. Accord- 

ng to PLT, by focusing on each participants objectives and pref- 

rences, by developing individual learner profiles and personalized 

earning paths, the overall learning process would be improved and 

ade more effective. Such tailoring would be also made possible 

y ensuring the developed training solution includes desired at- 

ributes discussed in this work, which include suitability, scalabil- 

ty and extandability among others. The final framework proposed 

n this work offers a general model for developing CS training pro- 

rams. The main novelties of it are the central considerations for 

he individual-specific factors of learning previously discussed, by 

ncorporating key and modern PLT concepts, which were not ac- 

ounted for in previous proposals. This is done by both includ- 

ng training participants as well as other stakeholders during train- 

ng development, as well as by keeping logs of both feedback and 

ssessment of each trainee, to create individual learning profiles 

nd personalized learning paths as training progresses. Addition- 

lly, by utilizing the Delphi process both for the development and 

alidation of the framework, we were able to involve and obtain 

eedback of a panel of experts stakeholders with heterogeneous CS 
14 
ackgrounds, understand which aspects each group saw as in need 

f prioritization and finally come to an overall agreement. 

Although the CS training framework developed in this work 

as received initial, albeit informal, theoretical validation, through 

onsultation and discussion conducted during the Delphi process, 

ractical validation is necessary to ensure that the framework is 

ound. Additionally, the Delphi process itself can present certain 

imitations: lack of exact methodological outlines and possibility 

f disregarding the ideas from minority participants being two of 

he main possible shortcomings. While these limitations were con- 

idered and partially resolved by initially consulting with the panel 

n the exact methodology for conducting the study and by allow- 

ng for open discussion after each round of Delphi, additional val- 

dation in the form of case studies is suggested for further valida- 

ion. Experimentation involving both students in information se- 

urity higher education and industrial CS personnel is currently 

lanned, and would occur by providing different combinations of 

raining approaches, based on participants’ preferences, and evalu- 

ting the effectiveness of each approach. As research on PLT is still 

ovel, continuous feedback from training participants and moni- 

oring need to be conducted on all different approaches utilized to 

stablish both preferences and better performing solutions. 
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