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Sammendrag

Objektgjenkjenning er et felt innen datasyn der en objektgjenkjenningsmodell beregner posisjon

og type av objekter i bilder. Nylig forskning har vist at dype neurale nettverk er svært godt

egnet til dette form̊alet. Det har blitt vist at neurale nettverk er s̊arbare mot presist utformede

adverserielle angrep, som kan føre til feilklassifisering, objektskjuling, og objektfabrikering. Nylig

forskning har klart å utføre vellykkede adverserielle angrep mot objektgjenkjenningsmodeller ved

bruk av iterative optimiseringsmetoder. Disse metodene trenger vanligvis å utføre flere kall til

objektgjenkjenningsmodellen for å iterativt forbedre angrepet. Mange av angrepene har heller

ikke blitt testet mot objektgjenkjenningsmodeller som tar enkle forsvarsmekanismer, som er i

stand til å nøytralisere usynlige adverserielle endringer, i bruk. I denne oppgaven formulerer vi et

nytt adverserielt angrep mot objektgjenkjenning ved bruk av generative adverserielle nettverk.

Angrepet fungerer i ett pass over bildet som skal angripes, og trenger ikke å utføre kall til

objektgjenkjenningsmodellen for å fungere. Dette er en viktig fordel, spesielt n̊ar man angriper

sanntids-objektgjenkjenning. Vi evaluerer angrepet v̊art over to forskjellige datasett og mot flere

forsvarte svart-boks-modeller. Vi demonstrerer overførbarheten til angrepet, og at angrepet er

motstandsdyktig mot en enkel forsvarsmekanisme.
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Abstract

Object detection is a computer vision task related to predicting bounding boxes and class labels

for one or more objects in an image. State-of-the-art object detection performance has been

achieved using deep models. However, deep neural networks have been shown to be vulnerable

to carefully crafted adversarial attacks, which can lead to misclassifications, object suppression,

and object fabrication. Recent works have successfully generated adversarial examples against

object detectors using iterative optimization methods. Many of these attacks need to repeatedly

query the target model in order to achieve the attack objectives. Additionally, the attacks are

not demonstrated to work against basic defenses that can be used to neutralize imperceptible

adversarial examples. In this work, we design an adversarial attack against object detection using

generative adversarial networks. The attack works in a single pass over the target image, and

does not need to query the target object detector to function, which is a significant advantage

when attacking real-time object detection systems. Evaluating on two different datasets and on

several different defended black-box detectors, we demonstrate the transferability of our attack,

and its resilience towards basic defenses.
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Chapter 1

Introduction

1.1 Background and Motivation

Research in artificial intelligence (AI) has made significant advancements in recent years. AI

technology has been applied in a diverse array of fields, such as autonomous vehicles ([39] [10]

[5] [16] [9]) recommendation systems, ([46] [18] [29] [51] [19]) and board games ([44]). In many

of these fields, the models achieve superhuman performance, e.g. by beating human experts in

complicated board games such as chess and go. AI also has shown promise in safety-critical

applications, such as autonomous driving.

One important application of AI is to the task of object detection, where a model must output

a set of bounding boxes and classifications for an image input. In real-time applications, object

detection can be used to track objects that are within the field of view of a camera, which has a

variety of applications in e.g. environment sensing and object detection for autonomous driving

[15]. This means that object detection has a role in safety-critical applications, where failure can

lead to dire consequences.

However, recent research has revealed that AI systems are vulnerable to cyberattacks. In

[13], the concept of an adversarial attack against image classification networks is introduced,

which the authors call the fast gradient sign method (FGSM). These finely-targeted attacks

can, using human-imperceptible perturbations, significantly impact the performance of various

machine learning (ML) models. Since then, much research has been done on this quickly-evolving

field. Adversarial attacks against image classification is a maturing field that has a high research

output. However, attacks against object detection models are significantly less researched, and

the state-of-the-art leaves room for improvement. As it is important to understand the threat

landscape in order to create sufficiently robust object detection models, it is useful to make

contributions to this field.

Adversarial attacks in general are often iterative and necessitate repetitive queries to the

1



2 CHAPTER 1. INTRODUCTION

target model in order to continuously improve the adversarial example ([54] [40] [7] [24]). This

process might continue until a query limit is reached, or until a certain objective is achieved, e.g.

the suppression of all object detections in an image. In some applications, this is a reasonable

assumption to make, as the target model might be performant enough to allow for many queries

in a short amount of time.

However, this is not the case in object detection, and especially not in real-time object

detection. Current state-of-the-art object detection runs at anywhere between 5 FPS [43] and 60

FPS [35]. If an attack against object detection requires a single query, it is immediately weaker, as

it would reduce the real-time performance of the object detector by 50%. In the state-of-the-art,

the attacks often require significantly more queries than this. Given the current state-of-the-

art performance of object detection models, this essentially makes the attacks useless in real-

time applications, where a forward pass is made in the object detector each frame. Therefore,

single-pass attacks are significantly more viable as attacks against object detection, yet the

overwhelming majority of research focuses on iterative attacks.

It is also important that adversarial attacks are transferable. It is common to distinguish

between three levels of knowledge for an attacker. In white-box attacks, the attacker is assumed

to have full knowledge of the target system. In grey-box attacks, the attacker only has partial

knowledge. And finally, in black-box attacks, the attacker does not know anything about the

internal workings of the target system. If an attack works against several black-box models, we

say that the attack is transferable, which is a highly desirable trait. If an attack is shown to be

black-box transferable, it represents a much greater threat.

Another important factor to consider is that many attacks can be defended against. Adver-

sarial attacks are usually designed to be as imperceptible as possible by the human eye. This

follows from the demonstrated vulnerability shown in [13], where neural networks are shown to

be vulnerable to human-imperceptible perturbations. However, much of the existing research

does not consider the fact that simple defenses can completely neuter many of the imperceptible

attacks, as they are simply designed to cause performance degradation in an undefended network.

This same weakness is prevalent in the field of adversarial attacks against object detection.

As we want to consider attacks that do not iteratively generate the adversarial examples,

gradient-based optimization attacks are out of the question. A promising alternative to this type

of attack is the use of generative models, such as generative adversarial networks (GANs). GANs

have in recent years been applied to a multitude of image-related generative tasks ([1] [36] [6]).

The technique has also been used in several papers on adversarial attacks ([57] [33] [53]). By

using a GAN to generate the adversarial example in a single forward pass, the attack would be

a queryless attack, which is a highly desirable property when attacking object detection models.
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1.2 Research question and contrbutions

In this master thesis, we will explore the possibilities of generating a queryless attack against

black-box object detection models. Additionally, we will explore its potential against models with

a basic defense applied to them, which is capable of neutralizing imperceptible perturbations.

As such, we will first investigate the state-of-the-art of attacks on object detection in a

literature review, and gain an understanding of important properties of these attacks. Then, we

formulate a novel approach based on attacking the prior boxes of the SSD object detector [35],

which is a state-of-the-art real time object detector. The research question we wish to answer is

the following:

Using generative adversarial networks, can we generate state-of-the-art transferrable queryless

adversarial attacks against object detectors that have basic defenses applied to them?

In this work, we design four different adversarial attack models which have different properties.

The models are trained using a novel method that involves suppressing object detections inside

the predefined prior boxes of the SSD [35] object detector. We then carry out an extensive

quantitative evaluation on two different commonly used object detection datasets. Of the attack

models we evaluate, two achieve state-of-the-art black-box transferability, even in the defended

setting.

1.3 Thesis Structure

First, we will go over several theoretical topics that are necessary to understand the contents of

the thesis in Chapter 2. We will cover a variety of topics relating to deep learning and object

detection. Then, we will review the state-of-the art of adversarial attacks on object detection, in

Chapter 3. In Chapter 4, we will propose some novel approaches to enhance adversarial attacks

against object detection, focusing on the black-box scenario in which the attacker does not have

advanced knowledge about the target object detector. In Chapter 5, we will report experimental

results where the proposed attacks are implemented and validated against state-of-the-art object

detectors. Then, we will discuss these results, as well as the results obtained in the literature

review, in Chapter 6. In Chapter 7, we will propose some directions for future work in the field,

before finally concluding the thesis.
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Chapter 2

Background Theory

In this chapter, we give an introduction to the theoretical background of the topics covered in

the thesis. First, the fundamental theory of object detection will be introduced, starting with

a discussion on convolutional neural networks (CNNs) followed by specific examples of object

detection algorithms. Then, we will go over the object detection architectures we use in our

work, as well as some commonly used classification backbones. Lastly, we will introduce the

concept of generative adversarial networks.

2.1 Neural Networks

In this section, we give an introduction to the concept of neural networks. The most important

unit of computation in a neural network is the perceptron. A perceptron takes several numerical

values X = x1, x2, ..., xn as input, and returns one numerical value as its output. The output, or

the activation, of the neuron, is computed by a weighted sum of the input values. The weights

w = w1, w2, ..., wn correspond to the input values in X. As such, the activation f(X) is given

by:

f(X) = actv(wX) (2.1)

where actv represents an activation function. Modern neural networks use a variety of acti-

vation functions. Examples are the sigmoid function σ(x):

σ(x) =
1

1 + e−x
(2.2)

and the rectified linear activation unit (ReLU):

ReLU(x) =

x if x ≥ 0

0 otherwise
(2.3)

5
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When we use several perceptrons, the structure is called a neural network. Neural networks

may be organized into layers, which we call a deep neural network (DNN).

In a forward pass through the neural network, some input will be given to the network, which

will be represented in the network’s first layer. Then, the values propagate through the network,

being multiplied by the network’s weights in the process. This eventually results in an output in

the final layer.

This operation is called a forward pass. Mathematically, we write the activations al at the

l-th layer as:

al = actvl(wlal−1 + bl) (2.4)

where wl and bl are the weights and biases of the l-th layer, respectively. The function actvl

is the activation function at the lth layer.

The operation that enables neural networks to learn an approximation to the function we

want it to learn is the backward pass. Here we compute the gradients of the weights and biases

of all the network neurons with respect to some loss function L. This is done by performing

a partial differentiation of the loss with respect to each learnable parameter. The weights are

then updated by using an optimization method such as Adam optimization [23]. A learning rate

hyperparameter is set to ensure that the changes to the weights and biases are not too large,

which can result in the training becoming unstable.

2.2 Convolutional Neural Networks

A commonly used deep learning technique is convolutional neural networks (CNNs), which is a

type of neural network that lends itself particularly well to image-related tasks. This is because

the concept of spatial proximity is a part of the network itself, and not something that has to be

learned as well. In most image-related tasks, such as image classification and object detection,

features in the image that are close together are usually highly useful in determining the correct

output.

A CNN is a NN that has convolutional layers. In a convolutional layer, the activation of

each neuron is based on the neuron’s local receptive field, which is a section of the neurons in

the previous layer. This concept is illustrated in Figure 2.1. In this specific example, the local

receptive field of the neuron in the first hidden layer contains the neurons in the 5x5 square

marked in the input layer. Each neuron in the hidden layer has its own local receptive field.

One important aspect of the convolutional layer is that all the weights and biases between

the neurons in the convolutional layer and the different local receptive fields are shared. For each

local receptive field, the corresponding weights and biases are the same. The combination of the

shared weights and biases makes up a kernel. This is highly beneficial for image-related tasks,
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Figure 2.1: Local receptive field. Taken from [41]

because the kernel is essentially trained to recognize certain features at different positions in the

image. Because the weights and biases are shared for the receptive fields, the features will be

detected everywhere.

2.3 Object Detection

Object detection is the task of detecting and classifying objects in images. The object detector

outputs a rectangular bounding box, a class label and a confidence score for each detected

object in an image. The confidence score is a probability between 0 and 1, which represents

the detector’s confidence in a specific prediction. If the confidence score is below some value,

typically 0.5, the prediction will be considered negative. In Figure 2.2, we show a typical object

detection output for an image.

There are two common types of deep learning-based object detectors: region-proposal detec-

tors and regression-based detectors. This work focuses on using the single-shot detector (SSD)

[35], which is a regression-based detector, to generate the attacks. A short description of how

SSD works follows, and the reader is encouraged to read the original SSD paper for a more

complete understanding.

2.3.1 Single-shot detector (SSD)

The defining property of regression-based object detectors is the way they compute the object

predictions in a single forward pass. Instead of separately proposing the object-containing regions

and the class predictions, as in region proposal networks, they compute both at the same time.

This is done by making use of the concept of prior boxes. A prior box is a predefined region

proposal of a fixed size. The SSD detector has a configurable amount of prior boxes to be used

for the images.



8 CHAPTER 2. BACKGROUND THEORY

Figure 2.2: Example of object detection.

Figure 2.3: Default SSD architecture. Taken directly form [35].
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Another important property of the SSD detection architecture is the fact that the backbone

network outputs feature maps at different resolution scales. This is done to improve the object

detector’s ability to detect both small and large obejcts in the image, as the higher-resolution

feature maps will be used to detect very small objects at the predefined locations in the image. For

each feature map resolution, a convolutional layer is added to the truncated backbone network.

The feature map cells progressively decrease in size to allow predictions at multiple scales.

In the forward pass, the regression prediction output of the detector represents a transfor-

mation of the prior boxes to fit around the appropriate object. As such, a regression and class

prediction is made for each of the prior boxes. The class prediction is made by making use of a

traditional image classification network such as ResNet [17] or VGG-16 [34] as the backbone. It

is common practice to pretrain the backbone network on image classification before using it for

object detection, which is done in both SSD [35] and Faster-RCNN [43]. In training, the pre-

dictions made by SSD have to be matched to the ground truth predictions in order to compute

the loss. To do this, each ground truth box is matched to the prior box that has the highest

intersection over union (IoU) score:

IoU(A,B) =
|A ∩B|
|A ∪B|

(2.5)

To facilitate learning, prior boxes are matched with ground truth boxes that have an IoU

score higher than some threshold, e.g. 0.5.

The training objective of SSD is formulated in the overall objective loss function L(x, c, l, g):

L(x, c, l, g) =
1

N
(Lconf (x, c) + αLloc(x, l, g)) (2.6)

where x is the prediction, c is the ground truth class labels, l is the predicted box, g is the

ground truth box, and N is the number of matched default boxes. In the case N = 0, the loss is

set to 0.

Lconf , the confidence loss, is defined as:

Lconf (x, c) = −
N∑

i∈Pos
xpij log(ĉpi )−

∑
i∈Neg

log(ĉ0i ) where ĉpi =
exp(cpi )∑
p exp(c

p
i )

(2.7)

which is a softmax loss. Lloc, the localization loss, is a smooth L1 loss between the predicted

box l and the ground truth box g defined as such:

Lloc(l, g) =

0.5(l − g)2 if |l − g| < 1

|l − g| − 0.5 otherwise
(2.8)

which was originally proposed in the Fast-RCNN detector [12].

In Figure 2.3, the structure of the default SSD configuration is shown. The first part of the

network consists of the initial layers of the VGG-16 classification network. Then, six convolutional
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layers, representing the six different resolution scales, follow. These layers output the class

predictions for each of the prior boxes for that resolution scale. Using non-maximum suppression,

a method for removing a large amount of negative predictions, the detector achieves real-time

performance with state-of-the-art accuracy.

2.3.2 Faster-RCNN

Another commonly used detection strategy are region-proposal networks. In this type of detector,

a separate network is responsible for proposing regions of the image that may contain an object.

Then, the classification network performs a convolutional feature extraction on the image and

classifies each of the regions proposed in the previous network. In this work, we use Faster-RCNN,

which is a region-proposal detector, as one of our black-box targets.

The Faster-RCNN detector is comprised of a deep CNN that is responsible for proposing

object regions, and a detector module that uses the proposed regions to output object predictions.

The region proposal network (RPN) takes the image as input, and outputs a set of rectangular

regions, each with an objectness score assigned to it. To generate region proposals, a small

network slides over convolutional feature map output by the last convolutional layer of the

backbone network.

At each sliding window location, the RPN predicts several region proposals, allowing a max-

imum of k predictions. The RPN outputs 4k outputs which represent the coordinates of the

boxes, and 2k scores estimating the objectness of each region proposal.

To train the RPN, Faster-RCNN uses an objective loss defined as:

L(pi, ti) =
1

Ncls

∑
i

Lcls(pi, p
∗
i ) + λ

1

Nreg

∑
i

p∗iLreg(ti, t
∗
i ) (2.9)

where i is the index of a region proposal in a batch, pi is the probability that box i is an object,

p∗i is the ground-truth objectness value (1 if it is an object and 0 if not), ti is the four coordinates

of the predicted bounding box, and t∗i is the matched ground truth location. Furthermore, Lcls

is a log loss over two classes, representing object and not object, and Lreg is a smooth L1 loss as

in SSD.

To combine the region proposal network with the detection head, the two modules are trained

concurrently in an alternating training process. First, the RPN is initialized with pre-trained

weights from a trained image classification network. The RPN is trained using the loss specified

in Equation 2.9. Then, the detection module is trained using the outputs from the RPN in the

previous step.
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2.4 Generative adversarial networks

Generative adversarial networks (GANs) is a method for estimating generative models, first

proposed in [14]. In this approach, two networks are trained simultaneously: a generator G and

a discriminator D. These two networks are trained in an adversarial fashion. Essentially, the

generator G is trained to generate new output that should fit with some distribution, while the

discriminator D is trained to recognize if an input sample comes from the distribution or not. In

practice, this means that the generator is trained to output samples that fool the discriminator

into believing the generated output comes from the distribution.

In the original paper, GAN is formulated as the min-max objective:

minG maxD V (D,G) = Ex∼pdata(x)[logD(x)] + Ez∼pz [log(1−D(G(z)))] (2.10)

where pdata is the original data distribution. The discriminator is trained to recognize whether

an input sample comes from pdata or from the generator’s distribution pG .
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Chapter 3

Related Works

In this chapter, we give an overview of related works that are relevant and related to our work.

Adversarial attacks on machine learning-based classifiers and detectors is an emerging field that

has been researched extensively in the last few years. We will give an overview of the state-

of-the-art on attacks on object detection models by doing a systematic literature review (SLR)

in this domain. We follow some of the guidelines specified by Kitchenham and Charters [2], by

doing a systematic data extraction and synthesis on the discovered papers.

3.1 Attacks on Object Detection

In this section, we give an overview of the state-of-the-art of attacks against object detection

models. We will first introduce the most important papers, before giving an overview of some

important traits of all the discovered attacks.

3.1.1 Discovered papers

In [54], the authors propose Dense Adversary Generation (DAG). The attack is an iterative

optimization attack using gradient descent to minimize the class loss defined as:

L(X, T ,L,L′) =

N∑
n=1

[fln(X, tn)− fl′n(X, tn)] (3.1)

where X is an image, T contains N recognition targets, L contains N recognition labels, L′

contains the adversarial target labels, and fc is the classification score for the target label c. The

perturbations are generated through using gradient descent. In each iteration, the algorithm

finds the set of labels that are still correctly predicted in the image, and computes perturbations

from the gradients with respect to the input data. This process continues until there are no

13
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Figure 3.1: DAG perturbations. The figure shows the resulting classification output on the

original and perturbed images against a white-box detector. The perturbations are visually

imperceptible. Image taken directly from [54].

correctly predicted objects in the image or until a maximum iteration is reached. An example

attack with the resulting detection outputs is shown in Figure 3.1.

Figure 3.2: PickObjectAttack. The attack results in an imperceptible targeted misclassification

attack that causes the stop sign to be classified as flowers in this example, while the other objects

are maintained. Image taken directly from [40].

In [40], the authors propose an adversarial attack against object detectors that allows target-

ing a specific object type opick in an image for misclassification, while preserving the classifications

for other objects in the image. They target the Faster-RCNN [43] object detector with their at-

tack. The attack works by iteratively computing the gradient of the loss for the bounding boxes

with predicted label opick and applying a perturbation generated from this, until no boxes with

an opick-prediction remain. As it requires gradient computation and prediction outputs from the

object detector, this is a white-box attack. An example of pick-object-attack is shown in Figure

3.2.

In [56], an attack is proposed that uses contextual information to increase the effectiveness

of the attack. A combination of classification, regression and a novel contextual loss is used to

iteratively perturb the input image until the terminal conditions are met. The contextual loss

is based on using the detection head to classify regions of interest (RoIs), and then perturbing
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Figure 3.3: Contextual adversarial attack framework. The figure shows the structure of the

proposed attack. The dashed blue line represents the contextual region of the object, which the

proposed attack aims to suppress. Figure taken directly from [56]

the information present in them. In Figure 3.3, the attack process is shown, showing the usage

of the novel contextual loss.

Figure 3.4: UAE classification output. UAE uses a generative model to successfully attack both

Faster-RCNN (white box) and SSD300 (black box) in a single pass. Image taken directly from

[50].

In [50], a transferable attack, unified and efficient adversary (UAE), on video and image

object detection is proposed. The authors make use of a generative adversarial network (GAN)

to generate the perturbations. Novelly, they design a novel feature loss which is combined with

the class loss used in DAG from Equation 3.1 to generate transferrable perturbations in real-time.

Their multi-scale attention feature loss LF (G) is defined as such:

LF (G) = EI [
M∑
m=1

||Am ◦ (Xm −Rm)||2] (3.2)

where G is the generator, I the image, Xm the extracted feature map in the m-th layer of
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Figure 3.5: UAE perceptibility. The figure shows examples of images perturbed by UAE. Visu-

ally, a small anomaly is visible around the objects in the images, but they are difficult to see.

Image taken directly from [50].

the feature network of Faster-RCNN, Am the attention weight, and Rm a randomly predefined

feature map. ◦ is the Hadamard product between two matrices. The attention weight Am is

computed based on the region proposals from the region proposal network (RPN) of Faster-

RCNN. The purpose of this loss function is to make Xm as close as possible to Rm, making the

feature maps in the object detector into a random permutation.

In [7], the authors propose three targeted adversarial objectness (TOG) attacks with dif-

ferent properties. The authors propose four TOG attacks: object-vanishing, object-fabrication,

object-mislabeling and untargeted attacks. These attacks exploit the gradients of the objectness,

regression and classification losses respectively to achieve the specified attack objectives. While

the attack is iterative and gradient-based, the authors are able to achieve good results when

attacking several different object detectors, showing good transferability.

[48] proposes a black-box iterative object hiding attack, where an initial random noise filter

is continuously optimized to hide the objects in the image with the smallest possible perturba-

tion. This is done by querying the target object detector repeatedly until the smallest possible

perturbation hiding the objects in the image is generated. The attack does not require any in-

formation about the model’s parameters and loss functions, relying exclusively on the detector’s

discrete output. However, it also requires a significant amount of queries per image to achieve

imperceptibility.

In [3], the authors propose a sparse patch-based adversarial object hiding attack against

object detectors. This attack leverages the observation that the center points of objects in the

image are important to the object detector when locating and classifying objects. Their attack

is L0 bounded so that only a certain amount of pixels in the image can be changed. The attack

is iteratively optimized using a loss function based on the detection with the highest confidence

output by the detector on the adversarial example. When generating the attack, they ensemble

a one-stage and a two-stage object detector to obtain black-box transferability. When evaluating

the attack on two black-box models, they achieve some promising results.

[21] proposes a physical adversarial attack, where a learned camouflaging patch is painted

onto vehicles. The goal of the attack is to deteriorate the performance of object detectors in
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Figure 3.6: Targeted adversarial objectness attack. A configurable attack is proposed that can

achieve different objectives. Detector outputs are to the right. Taken from [7]

the automated driving context. The patches are learned using an evolutionary search strategy,

iteratively evaluating the performance of the patch and then using the losses of the target object

detector to update it. The attacks are validated to be effective against several state-of-the-art

object detectors.

In [58], the authors propose a method to generate universal, image-independent perturbations

to attack black-box object detectors. Universal perturbations, if generated effectively, have

several desirable properties: they are fast to generate, and are essentially black-box attacks.

First, a generator is trained using a ResNet backbone to generate the universal perturbation,

which is then applied to the input to the object detectors using either resizing or pile-up. The

generated universal perturbations are able to reduce the performance of black-box detectors in

real-time.

In [4], the authors propose a novel approach to generate attacks on object detectors with high

transferability. Instead of using the outputs of the detectors explicitly to generate the attacks,

the authors propose suppressing the relevance maps of the target object detector. The authors

argue that the relevance maps are common properties of all object detectors, and by suppressing

it, the attacker does not need additional knowledge about the target model to be successful. In
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Figure 3.7: Evaporate attack. An iterative attack is proposed that achieves success in the

black-box setting, as shown in the figure. The attack is effective against both regression-based

(YOLOv3) and region proposal networks (Faster-RCNN). Taken from [48].

this paper, the authors extend existing techniques to generate relevance maps for image classifiers

to object detectors, and use these to generate highly transferrable adversarial attacks.

[24] proposes an iterative optimization attack based on the discrete cosine transform method.

This attack achieves notable results with fewer queries to the object detector than many of the

existing state-of-the-art black box attacks. Essentially, the attack uses a corner alignment process

to position images of the target class over the objects in the image. Then, using discrete cosine

transform, the areas of the image corresponding to the objects are gradually perturbed using the

positioned images, to achieve a successful misclassification with a low L2 distance between the

clean and perturbed image. An example of this attack is shown in Figure 3.11. We note that the

attack is more perceptible than many of the other iterative attacks in other works, which might

be a tradeoff against the reduced amount of required queries.

In [30], a category-wise attack is proposed. This attack performs the attack process in a

manner that considers each category of objects in the image, instead of each object instance

in the image. The attack is carried out in several steps. First, a category-wise target pixel

set selection is performed to choose the pixels in the image to attack for each category. Then,

the gradients of the heat maps for each category are added together, and using a sign method

(like in FGSM), a perturbation is generated. This process is repeated until the attack succeeds.

The proposed attack achieves good results on a single-shot detector and is also surprisingly

transferrable to the two-shot detector Faster-RCNN.

In [25], a method to generate an adversarial patch that is able to suppress detection of every

object in the image is proposed. The attack is even able to hinder detection of objects that are
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Figure 3.8: Queries needed for evaporate attack. The attack requires a signficant amount of

queries to become imperceptible. Taken from [48].

Figure 3.9: Sparse adversarial attack. The patch-based attack works by adding a cross-shaped

patch originating from the center of the detected objects. The figure shows examples of perturbed

images. Taken from [3].

positioned far away from the patch in the image. The attack is an iterative attack that optimizes

the patch based on the gradient of the loss of the target object detector.

In [49], an iterative gradient-based adversarial attack is proposed against the Faster-RCNN

object detector. The authors run experiments where different loss functions are used to compute

the gradient, and find that using the total loss (i.e. the sum of class loss and regression loss) to

compute the gradients results in the most powerful attacks. The attack is mainly applicable in

a white-box setting.

In [22], the authors propose a physical adversarial attack which generates adversarial borders

around the target objects. Using this approach, the target object itself remains unchanged, but a

significant perturbation is applied around the object which causes the detector to predict a large

bounding box where the object is, eventually reducing the object’s confidence score. This leads

to the object being hidden. The attack is demonstrated to work both physically and digitally on
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Figure 3.10: Cross-task universal perturbations. The figure shows an application of a generated

universal patch. The left image is clean, and the two rightmost images are perturbed. Taken

from [58].

Figure 3.11: Discrete cosine transform-based attack. Shows an example of the proposed attack

leading to a misclassification. Taken from [24]

one- and two-shot detectors.

In [20], a physical patch-based attack is proposed that attempts to account for changing light

environments and camera angles, which is a significant challenge often encountered by this type

of attack. The attack is done by switching between optimized patches dynamically according to

the camera’s position.

3.1.2 Data Extraction and Synthesis

To obtain a better understanding of the state-of-the-art of object detection attacks, we performed

a data extraction procedure on the papers that we discovered in our search. The data points

we extracted are shown in Table 3.1. The table shows the data points we extract from each

paper, as well as the categories of each data point. If a data point is not easily categorizable, it

is represented by a ”·”. Additionally, a paper can have a combination of one or more categories

for each data point.
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Figure 3.12: category-wise attack. The figure shows the attack process for the proposed attack.

The gradients for each category are computed, before being aggregated to form the total gradient.

Then, the perturbation is generated using the sign operation. This process is done iteratively

until the attack succeeds.

Figure 3.13: Physical adversarial patch. The attack uses a generated patch placed in the real,

physical world to suppress objects in the image. The left image is clean, while the right image is

attacked. Taken from [25]

3.1.3 Attacker’s knowledge

First, we make note of the attacker’s knowledge in each of the papers. In the literature, we

usually distinguish between white- and black-box attacks. White-box attacks are attacks that

assume complete knowledge of the target model’s architecture, training settings, training data,

parameters etc. Naturally, such attacks have a significantly higher chance of success against

the target model, but these attacks may not be as applicable in real-world scenarios where this

information would not be available. Black-box attacks are usually attacks where the attacker

can only access the model’s input, e.g. an image from a camera, and the resulting model output.

We also include the intermediate category of grey-box attacks to denote attacks that need some

additional knowledge from the model, e.g. prediction losses, but do not require e.g. gradient

computation in the target model.



22 CHAPTER 3. RELATED WORKS

3.1.4 Attack types

Second, we distinguish between a set of attack types that occur in the literature. There are some

common ways to generate adversarial examples against object detectors, and we will briefly

describe each category here. Optimization-based attacks are attacks that iteratively optimize the

generated perturbation with respect to some loss metric. These attacks may require a significant

amount of iterations to achieve the attack objectives (e.g. hiding every object in the image), but

usually achieve a very high attack success ratio. Often, these attacks are directly optimized on

the gradient of the loss of the object detector with respect to the input image X. This type of

optimization was first seen in [13] against image classifiers, and is quite commonly used. However,

these attacks are often white-box attacks.

Universal attacks are attacks that aim to generate a single, universal, image-independent

perturbation that can be added to any image to reduce the performance of the object detector.

The perturbation is usually generated through learning to attack a white-box object detector,

with the final objective of generating a transferable perturbation that can be used to attack

other black-box detectors as well. This type of attack, if effectively generated, can represent a

massive threat to real-time object detection models, as it requires essentially no computation to

generate when a model is actively under attack. Single-pass attacks are attacks that generate

an image-dependent perturbation in a single pass, requiring no iterative optimization. As they

are done in a single pass, these attacks can sometimes function without even needing access to

the output predictions of the target model. This means that this type of attack is often used

in a black-box setting. Patch attacks are attacks that perturb only small areas of the image

to achieve the attack objective. These perturbations can often be more visually distinguishable

than attacks that perturb the whole image. However, this is offset by the fact that the rest of the

image is completely untouched by the attacker. These attacks are often used in physical patch

attacks, where a learned adversarial patch is somehow applied to real-world objects, such as stop

signs on a road. These attacks have to account for variables such as changing camera angles and

light condition to be successful. However, they may also represent the most likely attack scenario

against an object detector, as they do not require having compromised the target system to be

able to modify the images. Instead, they simply require changing some real-world object.

3.1.5 Target types

As discussed in Chapter 2, the majority of deep object detectors fall into two categories: region

proposal and regression-based detectors. These detectors have some properties that makes it

necessary to attack them in different ways. Ideally, a transferable attack should be able to work

on both region proposal and regression-based detectors in a black-box manner.
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Data point Possible values

Publication year ·
Attacker knowledge White-box, Grey-box, Black-box

Attack type Optimization, Universal, Single-pass, Patch, Physical

Target type Region proposal, Regression

Queries needed ·

Table 3.1: Extracted data points from the papers

Paper Year White-box Grey-box Black-box Optimization Universal Single-pass Patch Physical patch Region proposal Regression Queries needed

[54] 2017 X · · X · · · · X · 30-50

[50] 2019 · · X · · X · · X X 0

[22] 2019 · · X X · · X X X X 100-300

[25] 2019 X · · X · · X X · X ·
[40] 2020 X · · X · · · · X X 10-50

[56] 2020 X · · X · · · · X X 200

[7] 2020 X · X X X · · · X X 10

[48] 2020 · · X X · · · · X X 1000

[3] 2020 · X · X · · X · X X ·
[21] 2020 X · X X · · X X X X ·
[58] 2020 · · X X X · · · X X ·
[4] 2020 · · X X · · · · X X 30-40

[30] 2020 · · X X · · · · X · ·
[49] 2020 X · X X · · · · X · 4

[20] 2020 X · · X · · X X · X ·
[24] 2021 · · X X · · · · X X 30-40

Table 3.2: Data extraction.

3.1.6 Queries needed

In attacks that are optimization based, we also note the amount of queries to the target object

detector that the attack needs to achieve success. There are some attacks that can achieve

significant performance reduction with very small perturbations, but with a query amount that

is too high to be practically applicable. Reducing the amount of queries in these attacks can

lead to perturbations that are very large. Thus, we make note of the amount of queries that the

attacks proposed in the papers need to achieve good results.

In Table 3.2, we show the results of the data extraction step, where a checkmark (X) means

the paper falls into a category. An important observation to be made is that the majority of the

related works are iterative optimization-based attacks, which often require several queries to the

target object detector. This is a significant weakness of any adversarial attack, especially against

a performance-intensive application such as object detection. In the papers where it is shown,

we report the amount of queries needed before the attack process finishes. All iterative attacks

make at least one query to the detector.

The only single-pass attack in the body of works we analyze here is [50], which uses a gen-

erative model to generate the perturbations without requiring any queries. In this thesis, we

intend to design an attack that has similiar properties - black-box, single-pass, and transferrable
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between object detector architectures. As such, the work that is most closely related to ours

is this paper. However, this paper has some drawbacks. First, it only evaluates the proposed

attack against two detectors: one white-box and one black-box. Second, it does not evaluate

the attack against object detectors that have some defensive measures applied to it. Third, it

only evaluates its attack in the scenario where the class labels used by the target detector are

known, and does not test its performance on a detector that is trained to use different class

labels. Lastly, its performance in the black-box setting is good, but it is not exceptional. In this

work, we seek to eliminate these weaknesses.



Chapter 4

Methodology

In this chapter, we will describe the methodology of our research. First, we will formally describe

the problem of carrying out adversarial attacks on object detectors. This will be done in the

context of our research question specified in Chapter 1. Then, we will describe the research design

of the project, where we will specify the methods by which we generate the attacks. Lastly, we

will describe the extensive evaluation procedure that we will use to validate the efficacy of our

results.

4.1 Research question

In Chapter 1, we specified the research question of our project:

Using generative adversarial networks, can we generate state-of-the-art, transferrable, query-

less adversarial attacks against object detectors that have basic defenses applied to them?

To answer this research question, our attack needs to have the following traits:

1. A GAN must be used to generate the adversarial perturbations in a single forward pass

2. The attack must work against white-box and black-box detectors, which will make it trans-

ferable

3. The targeted object detectors must have a basic defense applied to them

For the first point, we shall describe an approach to designing and training a GAN that

generates adversarial perturbations to deteriorate the performance of the SSD object detector

as much as possible. The GAN will also be trained such that the perturbations are as small as

possible. This will be done in Section 4.2.

For the last two points, we design a combined loss function for the generative model. The loss

is designed so that it will suppress object detection in every part of the image. By training a GAN

25
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this way, the generated perturbations will be effective against white-and black-box detectors. To

show that the attack works against a basic defense, we will design an evaluation pipeline that

evaluates the different attack configurations on two different datasets, against several different

white- and black-box detectors. Our evaluation methodology will be described in Section 4.3.

4.2 Attack design

We want to design an adversarial example Ip = ∆I+I based on an image I that deteriorates the

performance of a target object detector O. Mathematically, we express this as a maximization

objective as such:

maxL(O(Ip),y) (4.1)

where L is some loss function, O(Ip) is the object detector output and y is the ground truth

detection. Additionally, the perturbation ∆I should be as small as possible, which is formalized

with the minimization objective:

min ||∆I||p (4.2)

where p ∈ {0, 1, 2,∞}. Combining Equations 4.1 and 4.2, our attack objective is then written

as:

maxL min∆I L(O(Ip),y)− ||∆I||p (4.3)

The specific values of L and p depend on the chosen attack strategy, and we will see that

their selection significantly impact the performance of the attacks.

In this section, we attempt to design a black-box, single-pass attack against the SSD300

object detector. The combination of the black-box and single-pass restrictions makes this the

most difficult attack scenario possible. As such, it is possible that we can only achieve high

attack success rates with very significant perturbations with a high L2 distance.

To achieve success while restricted to a single pass, we will use a similiar method as in UAE

[50], where the authors elected to use a GAN to generate the perturbations. The discriminator

serves to reduce the perceptibility of the perturbations. However, in UAE, the attacker and

losses are based on attacking the Faster-RCNN detector. We will use GANs in a similiar fashion

adapted to the SSD detector architecture.

The generator is trained on the joint objective of generating effective perturbations for the

training images, and fooling the discriminator with the perturbed images. The discriminator is

trained using the least-squares GAN loss function, which has been shown to generate higher-

quality images than other methods, as well as being able to stabilize the training process [37].

The least-squares GAN discriminator loss is formulated as follows:

LD(X) = (D(X)− 1)2 + (D(X +G(X))2 (4.4)
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Where X is the original image, G(x) is the generator output, and D(x) is the discriminator

output for some image x.

The generator is trained with a combination of several losses. First, we compute a loss based

on how well it fools the discriminator with:

LGD = D(G(X)− 1)2 (4.5)

again using the least-squares GAN formulation. Additionally, we compute a performance

reduction loss LPR:

LPR = l(X,X +G(X)) (4.6)

where l is a configurable loss function, which we vary in our experiments. Lastly, we add a hinge

loss LH in order to control the magnitude of the perturbations early in the training, defined as

such:

Lh = max(0, ||G(X)||2 − c) (4.7)

where c, the hinge loss threshold, is a training hyperparameter.

Thus, the complete loss function for the generator LG is formulated as:

LG = αLPR + βLGD + γLh (4.8)

where α, β and γ are hyperparameters.

4.2.1 Choice of loss function l

The choice and design of the loss function l(X,X+G(X)) determines the attack objective of the

model. Therefore, the choice of this loss function is highly important when attacking the SSD

detector. We separate between three different attack objectives:

• Object hiding

• Object fabrication

• General performance reduction

We will describe the choice of l for each attack objective in turn.
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Object hiding

When the objective is to hide as many objects in the image as possible, we want to design a loss

function that penalizes leaving positive predictions in the image. To do this, we make use of the

class prediction output for each of the default SSD prior boxes that is output by the forward pass.

Assuming that a negative prediction, i.e. a bounding box contains no objects, is represented by

the class prediction label 0, we design the loss function LPR as such:

LPR = BCE(p,y) (4.9)

where p is an NpriorsxNclasses matrix of class prediction probabilities, and y is an Nclasses-

sized vector, where:

yi =

1 if i = 0

0 otherwise
(4.10)

BCE is the binary cross-entropy loss function, which is defined as:

BCE(p,y) =
1

N

n∑
i=1

(yi log(pi) + (1− yi) log(1− pi)) (4.11)

Object fabrication

In an object fabrication attack, the goal is to fool the detector to predict objects that are not

actually present in the image. Such attacks could be used to corrupt some decision-making

process by e.g. fabricating a stop sign in the autonomous driving setting. To do this, we use the

same approach as in the object hiding attack, but we modify Equation 4.10 as such:

yi =

1 if i = T

0 otherwise
(4.12)

where T is the label of the object class we want to fabricate. Using this method, the network

will be trained to generate perturbations that affect all of the target prior boxes, hypothetically

resulting in false positives everywhere in the image. Additionally, it could also cause real objects

in the image to be misclassified as the class T .

General performance reduction

In a general performance reduction attack, we want to degrade the object detector’s performance

by any means necessary. This could include a combination of object hiding, object misclassifi-

cation, object moving, and object fabrication. To train this network, we design a loss function

based on the regression and classification loss outputs of the SSD detector. The loss function L
is specified as such:
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L = γχ−(∆LCLS+∆LREG) (4.13)

where γ, χ are hyperparameters and ∆LCLS , ∆LREG are the changes in class and regression

loss before and after the perturbation is applied. The exponential operation with χ turns a low

degradation of the performance, i.e. a small change in the loss of the object detector, into a high

loss for the generator G.

Combined attacks

In our experiments, we will also train models that use a combination of the objective losses

specified above.

4.3 Evaluation Procedure

In this section, we describe the evaluation procedure that we use to judge the quality of our

results. By using a consistent method, we are able to more effectively compare our results to

the current state-of-the-art. Additionally, we make sure that the evaluation procedure is very

extensive compared to many of the other works in the field, in order to more thoroughly validate

our results.

4.3.1 Metrics

To evaluate our results, we consider the various measurable properties of our attacks. The

properties we have to evaluate are as follows:

• MAP reduction

• Queries needed

• Time taken

• Perturbation size

These metrics show the efficacy and efficiency of our results.

Mean average precision

First, we describe mean average precision (MAP), which is the most commonly used metric to

evaluate the performance of object detection models. Evaluating the reduction in MAP between

the benign and adversarial images is therefore a good way to determine the effect the attack

has on the object detector’s performance. Average precision (AP) is a metric that measures

the accuracy of the predicted bounding boxes for an object class in the image. This is done by
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computing the intersection over union (IoU) of the predicted bounding boxes Bpred with the

ground truth predictions Bgt, as such:

IoU =
Bpred ∩Bgt
Bpred ∪Bgt

(4.14)

Equation 4.14 is applied to each predicted bounding box Bpred ∈ Bpred and each ground

truth bounding box Bgt ∈ Bpred. Predicted boxes with a maximum IoU with any ground truth

box less than the IoU threshold t are considered false positives.

To calculate the AP for one class label, we consider the concept of a precision-recall curve.

Each bounding box prediction Bpred is sorted by its confidence score. Iterating through each

prediction, we calculate the current precision and recall levels at each step. By defining this as

a function that maps the current recall to the precision, we get a curve with a zig-zag shape,

which we call p(r). The average precision is then defined as:

AP =

∫ 1

0

p(r)dr (4.15)

This calculation is done for each of the N class labels in the dataset. Then, the mean of all the

APs is computed to give the final MAP score:

mAP =
1

N

N∑
i=1

APi (4.16)

where APi is the AP of the i-th class label.

For our evaluation, we want to measure the performance reduction PR, i.e. the change in

the MAP between the original image and the adversarially perturbed image. This is expressed

as:

PR = mAPoriginal −mAPperturbed (4.17)

To evaluate the MAP reduction that the attacks achieve, we calculate the average MAP

reduction achieved on the VOC2012 [11] test dataset. We will refer to this dataset as VOC from

now on.

Other metrics

Additionally, we measure the time taken to complete the attack. This metric is heavily related

to the previous one, but it also says something about the complexity of the underlying model

used to generate the perturbations. Naturally, the less time required to carry out the attack, the

better.

Lastly, we measure the average perturbation size needed to achieve a significant performance

reduction. The perturbation size is given by the average L2-distance, or the Euclidean distance,
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Label ID Label name

1 Aeroplane

2 Bicycle

3 Bird

4 Boat

5 Bottle

6 Bus

7 Car

8 Cat

9 Chair

10 Cow

11 Dining table

12 Dog

13 Horse

14 Motorbike

15 Person

16 Potted plant

17 Sheep

18 Sofa

19 Train

20 Tv monitor

Table 4.1: Class labels used in the VOC dataset
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Label ID Label name

1 Person

2 Bicycle

3 Car

4 Motorcycle

5 Airplane

6 Bus

7 Train

8 Truck

9 Boat

10 Traffic light

11 Fire hydrant

12 Stop sign

13 Parking meter

14 Bench

15 Bird

16 Cat

17 Dog

18 Horse

19 Sheep

20 Cow

21 Elephant

22 Bear

23 Zebra

24 Giraffe

25 Backpack

26 Umbrella

27 Handbag

28 Tie

29 Suitcase

30 Frisbee

31 Skis

32 Snowboard

33 Sports ball

34 Kite

35 Baseball bat

36 Baseball glove

37 Skateboard

38 Surfboard

39 Tennis racket

40 Bottle

41 Wine glass

42 Cup

43 Fork

44 Knife

45 Spoon

46 Bowl

47 Banana

48 Apple

49 Sandwich

50 Orange

51 Broccoli

52 Carrot

53 Hot dog

54 Pizza

55 Donut

56 Cake

57 Chair

58 Couch

59 Potted plant

60 Bed

61 Dining table

62 Toilet

63 Tv

64 Laptop

65 Mouse

66 Remote

67 Keyboard

68 Cell phone

69 Microwave

70 Oven

71 Toaster

72 Sink

73 Refrigerator

74 Book

75 Clock

76 Vase

77 Scissors

78 Teddy bear

79 Hair drier

80 Toothbrush

Table 4.2: Class labels used in the COCO dataset
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between the perturbed image and the original one. This distance function, between two N -sized

vectors X and Y , is defined as:

L2(X,Y ) =
1

N

∑√
(yi − xi)2 (4.18)

We also report the mean squared error (MSE):

MSE(X,Y ) =
1

N

∑
(yi − xi)2 (4.19)

.

Ideally, the attack should result in a visually imperceptible difference between the two images.

While this is not necessarily the same as having a low L2-distance or MSE, measuring the

difference between the original and the perturbed images is likely to be a good estimate of

perceptibility.

4.3.2 Target detectors and datasets

In order to properly evaluate the white- and black-box performance of our attack, we will evaluate

the different attacks in a variety of scenarios. We are interested in the attacks’ performance

against different object detectors, against different datasets, and ideally against different types

of adversarial defenses.

Datasets

In our training phase, we train the attacker to perturb images to deteriorate the performance

of the SSD300 detector on the VOC2012 [11] training dataset. The VOC2012 dataset contains

20 unique class labels which are used in the object detector. These labels are shown in Table

4.1 The evaluation is done on the VOC2012 validation set, which is data that is not used in the

training of the attacker.

However, the set of class labels is still the same. In some attack scenarios, it can be a

reasonable assumption that the class labels used in the target detector are known by the attacker.

In fact, most works in the existing state-of-the-art make this assumption. In our work, we want

to investigate the performance of the attacks against detectors using a different set of class labels.

To do this, we perform the attack against black-box detectors trained on the COCO 2017 [32]

dataset, which uses 80 unique class labels. These labels are shown in Table 4.2.

Object detectors

In our evaluation pipeline, we perform the attack on an extensive variety of object detectors.

Naturally, we evaluate the attack in the white-box setting against the SSD300 detector with a

VGG16 backbone, which is the detector used to train the generative attack models. Additionally,
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we perform a grey-box evaluation on the SSD300 detector using the EfficientNet classification

backbone, which will indicate the transferability between classification networks.

In the black-box scenario, we need to evaluate the attacker against a region-proposal object

detector, using a different backbone than VGG16. This represents a scenario in which the

attacker has no knowledge of the nature of the target detector. In the existing literature on

attacks against object detection, the Faster-RCNN detector is commonly used as either a white-

box or black-box target. Notably, it is the white-box target in [50], which is the work most

closely related to our own. Their black-box target was our white-box model, SSD300. Thus, it

will be useful to attack Faster-RCNN in the black-box setting to compare our performance to

the existing literature.

We attack Faster-RCNN with a variety of backbone configurations.

Defenses

Ideally, the attacks should also be evaluated facing more robust object detectors, that have a

combination of defenses against adversarial attacks available to them. In our work, we only

apply a simple adversarial defense, which involves adding generic noise drawn from a normal

distribution to the images after the perturbation is applied. In [28], the authors propose a

defense for salient object detection models. The defense first uses generic noise to destroy the

imperceptible adversarial perturbations, and then learns to predict saliency maps through the

noise. This defense is found to be effective against imperceptible optimization-based attacks.

Intuitively, this is reasonable, as imperceptible perturbations are precisely optimized to minimize

the objective loss, and are therefore highly sensitive to small changes to the image. If our attacks

are effective even when this defense is applied, we will have shown that our attacks are resistant

to a basic defense against imperceptible attacks. We will use different magnitudes of generic

noise in our evaluations.

The noise is applied to the image as an additive term to each channel value of each pixel in

the image. The value that the pixel is changed by is drawn from the normal distribution with

probability density function f(x):

f(x) =
1

σ
√

2π
e−

1
2 ( x−µσ )2 (4.20)

To control the magnitude of the added noise, we vary the standard deviation σ. The mean is set

to µ = 0.

4.3.3 Baseline performance

Now, we will show the baseline performance achieved by the different object detectors on the two

datasets, with different levels of normally distributed noise applied to the image. When defending

the detector using generic noise, the noise should not be so significant that it deteriorates the
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Level σ

σ1 0

σ2 5

σ3 10

σ4 25

σ5 50

σ6 100

Table 4.3: Defense levels used in experiments

ID Architecture Backbone Attacker knowledge

V OC1 SSD300 VGG16 White-box

V OC2 SSD300 EfficientNet Grey-box

V OC3 Faster-RCNN ResNet50 C4 Black-box

Table 4.4: Target detectors trained on the VOC2012 dataset

ID Architecture Backbone Attacker knowledge

COCO1 Faster-RCNN ResNet50 C4 Black-box

COCO2 Faster-RCNN ResNet101 FPN Black-box

COCO3 Faster-RCNN ResNet101 C4 Black-box

COCO4 Faster-RCNN X101 FPN Black-box

COCO5 RetinaNet ResNet50 FPN Black-box

COCO6 RetinaNet ResNet101 FPN Black-box

Table 4.5: Target detectors trained on the COCO dataset
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performance of the detector by itself. Therefore, we need to investigate how much noise can be

added to the images without signficantly deteriorating the performance of the detectors we use.

First, we specify a set of defense levels, decided by the value of σ. A higher value of σ will

result in a stronger noise pattern. The values that we use in our experiments are shown in Table

4.3. For each baseline detector, we will show the performance at each defense level.

Second, we choose a set of target detectors to use in the evaluations. The detectors we use

depend on the dataset the images are being drawn from. For the VOC2012 dataset, which is

the dataset the attack models are trained on, we use the detectors shown in Table 4.4. For the

COCO dataset, which has an expanded set of class labels compared to VOC2012, we use the

detectors shown in Table 4.5. The detectors are evaluated on the COCO2017 validation set.

We use a variety of backbones and architectures in our evaluation. The two black-box archi-

tectures are Faster-RCNN and RetinaNet [31]. As for the backbones, we use VGG16, EfficientNet

and ResNet with depth 50 and 101. Additionally, we make use of backbones that use a single

resolution scale, marked by C4, and backbones that use a feature pyramid structure with several

resolutions, marked by FPN.

The baseline performances on the VOC2012 test dataset are shown in Table 4.6, and the base-

line performances on the COCO dataset are shown in 4.7. The performance in the undefended

setting is shown in the σ1 column, where σ = 0. It is ideal that these detectors achieve close

to state-of-the-art performance on the datasets, to prove that our attacks work against strong

detectors. However, we are limited by the fact that we rely on open-source object detection

frameworks. As such, the detectors’ performance may not achieve state-of-the-art accuracy, but

should still be close enough so that our results still show efficacy against strong object detectors.

Additionally, when comparing to the state-of-the-art of object detection attacks, we also note

that many of the works do not use detectors that achieve state-of-the-art performance either.

For example, the SSD300 black-box detector used in [50] achieves a mAP of 0.68 on the VOC

test dataset, while our SSD300 white-box detector achieves a mAP of 0.8.

For the COCO dataset, we make use of the pretrained models provided by the Detectron2

library [52] from Facebook reasearch. These pretrained models achieve good performance on

the COCO dataset, but state-of-the-art detection has made significant advancements on this

dataset. In [8], the proposed detector achieves a mAP of 0.49 on the COCO2017 validation

set. This is the detector that has the highest performance on the COCO2017 test-dev set,

which is another commonly used object detection benchmark. Therefore, the state-of-the-art on

COCO2017 validation is around 0.5 mAP, while our strongest detector (COCO4) has a mAP

of 0.41. Therefore, while the detectors we use are strong, they do not achieve state-of-the-art

results.

Each column after the Detector ID show the mAP achieved by the detector on the whole

dataset with the defense level σn applied to the images. As expected, the performance of the

detectors deteriorate as the noise becomes more significant. However, we also see that the mAP
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(a) σ1 (b) σ2 (c) σ3

(d) σ4 (e) σ5 (f) σ6

Figure 4.1: Levels of defense. Qualitative examples showing the effects of increased noise as a

defensive measure. In this example, we see that the defense starts to hide objects in the image

and cause misclassifications at defense level σ6.

decrease in the first three defence levels is not an unacceptable tradeoff if it is an effective defense

against adversarial attacks. The fourth level, σ4, with σ = 25 in Eq. 4.20, gives a significant

mAP drop, but it is still interesting to see what effect this level might have on the performance

of the attacks. The last two levels cause an unacceptable mAP drop across the board, and are

not reasonable to use in the attack evaluations. To save time, we will only use the first four levels

of defense moving forward.

On the datasets we use, we see that some of the detectors have notably better perfomance

than others. On the COCO dataset, the COCO4 detector performs best, followed closely by

COCO3. Therefore, it is most interesting to see how the attacks affect the performance of these

detectors, as they are likely to be the most robust ones in the first place.

We show some quantitative examples of detections under different levels of defense in Figure

4.1. While the defense itself can potentially work against adversarial attacks, there is a drawback

to our approach. As we use pretrained weights from the Detectron2 [52] library for our object

detectors, we did not have time to train our own object decetion models. Therefore, the detectors

we use in the evaluation are not trained with this defense applied to the training images, and as
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Detector ID mAPσ1 mAPσ2 mAPσ3 mAPσ4 mAPσ5 mAPσ6

V OC1 0.8078 0.8041 0.7822 0.6276 0.3172 0.0715

V OC2 0.6781 0.6684 0.6341 0.4723 0.2400 0.0702

V OC3 0.5217 0.5132 0.4877 0.3906 0.2404 0.0182

Table 4.6: Baseline performance on the VOC2012 dataset under different levels of defense

Detector ID mAPσ1 mAPσ2 mAPσ3 mAPσ4 mAPσ5 mAPσ6

COCO1 0.383 0.374 0.345 0.265 0.160 0.028

COCO2 0.399 0.388 0.363 0.285 0.175 0.037

COCO3 0.408 0.394 0.368 0.287 0.184 0.039

COCO4 0.413 0.403 0.383 0.308 0.189 0.025

COCO5 0.370 0.361 0.338 0.259 0.143 0.024

COCO6 0.386 0.376 0.355 0.275 0.137 0.01

Table 4.7: Baseline performance on the COCO dataset under different levels of defense

such, the performance is more heavily degraded by the noise than it would be if it was trained

with noise applied to the training images. Ideally, the detectors should have been trained this

way, but this was not possible to do in this thesis due to time constraints. Still, as shown in

Tables 4.6 and 4.7, the mAP of the detectors remains almost unchanged until defense level σ4,

when it starts to drop quite a bit. As seen in Figure 4.1, the noise is still quite significant even

at defense level σ3. As such, it is still reasonable to expect this to work against imperceptible

attacks.

We note that the performance degradation inflicted by the defense itself becomes high at

defense level σ4. Therefore, to save time, we only evaluate the attacks on defense levels σ1−4.
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Results

In this chapter, we will present the obtained results of the different strategies proposed in Chapter

4. First, we will explain our evaluation procedure. Then, we will provide quantitative and

qualitative evaluations of four different attack models that are generated with the approach

proposed in Chapter 4.

5.1 Implementation details

5.1.1 Libraries and resources

To experimentally validate the proposed approaches, we need to implement a system to carry

out adversarial attacks on object detectors. To implement the required deep networks, we make

use of the PyTorch library[42]. For the SSD detector, we make use of an open-source PyTorch

implementation [26] which supports the necessary functionality to train and evaluate the object

detectors. For Faster-RCNN and RetinaNet, we make use of the Detectron2 library by Facebook

Research [52], which supports a wide range of object detection architectures. Both of these

libraries provide pre-trained weights for different backbones and configurations that we make use

of in our training and validation.

The computations were performed on resources provided by the NTNU IDUN/EPIC comput-

ing cluster [45]. The resources provided allowed us to set up a training and evaluation framework

to dynamically train and test various attack configurations.

To experimentally validate our approach, we needed the following features in our system:

[38]:

• VOC and COCO dataset loaders

• Configurable training of generative adversarial networks

39
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• A configurable evaluation pipeline that calculates the mAP on COCO and VOC

• Detection output visualization

For dataset management, we make use of the Pytorch primitives Dataset and DataLoader.

For the training of GANs, we implemented a training loop which iterates through the VOC2012

train dataset for a set amount of epochs. To evaluate our attacks, we extended the VOC and

COCO evaluation pipelines implemented in [26] to support the normally distributed noise defense

and the adversarial attack models. For the visualization of outputs, we make use of vizer [27].

5.2 Attack configurations

In this section, we give the results of the GAN-based attack proposed in Section 4.2. We will

present four different configurations based on the proposed methodology, where the SSD detec-

tor’s output is used to train the attacking GAN.

In the following subsections, we will describe the network structure and the training param-

eters of the different attack models we train. Then, we show the performance of each attacker

model in tables where we report the target model mAP on clean images, the mAP on perturbed

images, the average L1 and L2 distances per pixel, and the mean squared error. All of the

values are calculated by averaging the results from each image in the validation set. We will

also show some qualitative examples of perturbed images and the resulting detections with each

configuration.

5.2.1 Discriminator

The networks will use a shared discriminator architecture. The discrimination task is essentially

a binary image classification task, in which the discriminator must classify an image as 1 (clean)

or 0 (perturbed). This is a task that lends itself well to traditional image classification networks.

In this work, we chose to use a model similar to ResNet-34 [17] as the discriminator.

The discriminator is trained using the least-squares GAN loss as in Equation 4.4.

5.2.2 GAN1

In our first network, GAN1, we used a deep encoder-decoder architecture using residual blocks,

as in ResNet [17]. The encoder consists of 5 convolutional layers that outputs a feature map of

size (W//25, H//25), where // represents integer division. The last feature map is then projected

onto C channels by using an additional convolutional layer. The decoder first projects the latent

space encoding back to the original channel amount. Then, it uses transposed convolutional

layers which mirror the convolutional layers from the encoder to reconstruct the image. C is a
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Figure 5.1: Structure of GAN1. The image is convolutionally processed down to a latent rep-

resentation of size Cx19x19. Then, it is processed with 9 residual blocks, whose structure is

shown in the rectangle with dashed borders above. The perturbation is then generated by using

transposed convolutions which mirror the convolutions in the encoder.

Detector ID
mAPσ1 mAPσ2 mAPσ3 mAPσ4

C P C P C P C P

V OC1 0.8078 0.5140 0.8041 0.5139 0.7822 0.4864 0.6276 0.3623

V OC2 0.6781 0.5725 0.6684 0.5612 0.6341 0.5256 0.4723 0.3800

V OC3 0.5217 0.4524 0.5132 0.4495 0.4877 0.4288 0.3906 0.3521

Table 5.1: Performance of GAN1 on the VOC dataset under different levels of defense. The

mAP on clean images (C ) and perturbed images (P) are shown.

configurable hyperparameter which determines the complexity of the latent space representation

of the image. The structure of the encoder-decoder network is shown in Figure 5.1.

This network proved to be quite difficult to get to train properly in conjunction with the

discriminator. Quite often, we observed the mode collapse phenomenon, in which the generator

is able to find a local optimum which consistently fools the discriminator, which is unable to

distinguish between this optimum and the unperturbed image. Unfortunately, time constraints

stopped us from finding a viable solution to this issue. Thus, the network simply outputs a

single, image-independent, universal perturbation, which is learned over several thousand training

iterations. However, as the generator is optimized using the loss functions proposed in Chapter

4, the resulting perturbations can still be used successfully in attacks to some capacity. Usually,

however, the perturbations are quite perceptible. Nonetheless, we will report these results,

both qualitatively and quantitatively. To train the network, we experimented with a variety of

optimizer and loss hyperparameter choices.
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Figure 5.2: Perceptibility of GAN1. The left image is the clean image, the middle image shows

the perturbation, and the right image shows the resulting perturbed image.
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Figure 5.3: Examples of successful GAN1-attacks against COCO images at defense level σ1. The

detections are done by the V OC1 detector.

Detector ID
mAPσ1

mAPσ2
mAPσ3

mAPσ4

C P C P C P C P

V OC1 0.8078 0.3078 0.8041 0.3117 0.7822 0.3124 0.6276 0.2792

V OC2 0.6781 0.2924 0.6684 0.2948 0.6341 0.3102 0.4723 0.3106

V OC3 0.5217 0.2330 0.5132 0.2372 0.4877 0.2528 0.3906 0.2825

Table 5.2: Performance of GAN2 on the VOC dataset under different levels of defense. The

mAP on clean images (C ) and perturbed images (P) are shown.

In Table 5.1, we show the mAP degradation achieved on the VOC2012 dataset under 4

different levels of defense (σ1−4).

5.2.3 GAN2

For the second network, GAN2, we create a generator network that does not encode the image

to a latent space representation. It is simply a series of convolutional layers that do not cause

any dimensionality reduction at all. We found that models using this network structure were

far more easily trained than the encoder-decoder proposed in GAN1. This was especially useful

as we relaxed the imperceptibility constraint of the generated adversarial perturbations, due to

the single-pass queryless setting. The network is structured as 9 convolutional layers with 100

channels each. Instance normalization [47] is applied after each layer.

This network is trained using the performance degradation loss from Equation 3.1, which

seeks to maximize the regression and class losses from the SSD object detector. As we shall see

in the qualitative results, this leads to some quite interesting emergent behavior which lead to

very powerful object-fabrication attacks in the white box setting. Additionally, by adding the
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Figure 5.4: Perceptibility of GAN2. The left image is the clean image, the middle image shows

the perturbation, and the right image shows the resulting perturbed image.
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Figure 5.5: Examples of successfulGAN2 attacks against the white-box detector V OC1 at defense

level σ1.

Detector ID
mAPσ1

mAPσ2
mAPσ3

mAPσ4

C P C P C P C P

COCO1 0.383 0.185 0.374 0.195 0.345 0.192 0.265 0.183

COCO2 0.399 0.2 0.388 0.2 0.363 0.202 0.285 0.202

COCO3 0.408 0.193 0.394 0.196 0.368 0.198 0.287 0.196

COCO4 0.413 0.217 0.403 0.214 0.383 0.215 0.308 0.201

COCO5 0.370 0.167 0.361 0.169 0.338 0.177 0.259 0.176

COCO6 0.386 0.196 0.376 0.197 0.355 0.194 0.275 0.179

Table 5.3: GAN2 performance on the COCO dataset under different levels of defense. The mAP

on clean images (C ) and perturbed images (P) are shown.

object fabrication loss from Section 4.2.1, we gain additional control over the fabricated objects

that are generated in the image.

The perceptibility of the resulting perturbations can be seen in Figure 5.4. As we did for

GAN1, we run the experiment on the VOC2012 validation set to evaluate the model’s perfor-

mance. In Table 5.2, we show the obtained mAP reduction under 4 different levels of defense

(σ1−4). We see that the attack reduces the mAP of V OC1 from 0.8078 to 0.3078, a mAP reduc-

tion of 0.5. Additionally, the performance remains more or less constant when more powerful

noise is added to the image, suggesting that the attack is resistant to the effects of the defense.

Additionally, the performance on the grey- and black-box detectors V OC2 and V OC3 is

decent as well, with a performance reduction of over 50% on both networks.

But the mAP reduction is not the only beneficial aspect of this attack. To understand its

potential, we have to look at some qualitative detection examples. First, we show some qualitative
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Figure 5.6: Examples of successful GAN2 attacks against the black-box detector V OC3 at defense

level σ1.

examples of successful attacks against the white-box detector V OC1 in Figure 5.5. As the model

is trained to maximize the total loss of V OC1, the attack successfully fabricates false positives

in most of the validation images. It also does this while minimizing the L2-distance between

the perturbed and the clean image. As such, we end up with a perturbation that is somewhat

perceptible, but also highly effective in the white-box context.

Surprisingly, however, this effect also carries over to the black-box detector V OC3. In Figure

5.6, we show some examples of object detector outputs made by V OC3, using the same images as

in Figure 5.5. We see that various objects are fabricated in the sample images, e.g. resulting in

detections of a boat and a bird in the eyes of the cat in the fourth image. This suggests that the

object fabrication is transferrable across different architectures and backbones. Additionally, the

real objects are also hidden in many cases, which is reflected in the significant mAP reduction.

Therefore, judging by the results on the VOC dataset, this attack is a powerful object fabrication

attack.

It is also interesting to see how the attack performs on the COCO dataset, which has class

labels that are not known to the attacker. In Table 5.3, we show the mAP degradation achieved

on the black-box detectors on the COCO dataset under 4 levels of defense (σ1−4). We see that

the attack is capable of achieving significant mAP reduction in this setting as well, reducing the

mAP of COCO4 from 0.413 to 0.217, a mAP drop of 0.196. We see that the increasing levels of

defense reduce the absolute mAP drop slightly, but it is still effective at reducing the detectors’

mAP, even when some noise is applied to the images.

Then, we show some qualitative examples of detections made by the COCO4 detector on the

COCO dataset in Figure 5.7. Interestingly, the attack is still able to cause object misclassification

and object fabrication, even on a dataset with different class labels and against a different

classification backbone. However, by manual examination of the detection outputs, we noted
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Figure 5.7: Examples of successful GAN2-attacks against COCO images at defense level σ1. The

detections are done by the COCO4 detector, which is the strongest of the black-box targets on

this dataset.

Detector ID
mAPσ1

mAPσ2
mAPσ3

mAPσ4

C P C P C P C P

V OC1 0.8078 0.6578 0.8041 0.6483 0.7822 0.6242 0.6276 0.4777

V OC2 0.6781 0.5436 0.6684 0.5359 0.6341 0.5184 0.4723 0.3861

V OC3 0.5217 0.4219 0.5132 0.4175 0.4877 0.4070 0.3906 0.3383

Table 5.4: Performance of GAN3 on the VOC dataset under different levels of defense. The

mAP on clean images (C ) and perturbed images (P) are shown.

that GAN2 causes significantly less object fabrication on the COCO dataset than it does on

the VOC dataset. Therefore, we can only say that this attack is transferrable across black-box

object detectors, but perhaps not across different datasets. Still, it is an interesting result.

5.2.4 GAN3

Our third network, GAN3, is set up in a similiar way to the GAN2 network. However, we opted

to try a shallower network, with only 5 convolutional layers. Additionally, we make use of a

combination of the object-hiding loss in Equation 4.9 and the performance-degradation loss in

Equation 3.1 during training. For GAN3, we wanted to make the attack more imperceptible,

and used a hinge loss threshold of c = 40.

First, we evaluate the attack on the VOC dataset. The results we obtained are shown in

Table 5.4. In the black-box setting, against V OC3, the attack performs quite poorly, reducing

the mAP from 0.5217 to 0.4219, a mAP drop of 0.0998. Compared to the results achieved in

GAN2, this is quite weak. As such, we do not evaluate it on the COCO dataset to save time, as
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Figure 5.8: Perceptibility of GAN3. The left image is the clean image, the middle image shows

the perturbation, and the right image shows the resulting perturbed image.
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Figure 5.9: Examples of successfulGAN3 attacks against the white-box detector V OC1 at defense

level σ1.

Model L1 distance L2 distance Mean squared error

GAN1 22.3 0.09 240

GAN2 32.4 0.11 373

GAN3 11.1 0.07 156

GAN4 27.6 0.095 270

GAN90
4 61.2 0.18 915

GAN110
4 91.0 0.27 2108

Table 5.5: Perturbation size measurements of the GAN configurations

the results would likely be similiar there.

We show the perceptibility of the attack in Figure 5.8. Of all our attacks, this one is by far

the hardest to see for a human observer. We also show some examples of successful attacks on

the white-box detector V OC1 in 5.9, which shows that the attack can work in some situations.

However, given the lackluster mAP degradation achieved on the VOC dataset, this by itself is not

sufficient - other works in the state-of-the-art are equally difficult to see, but are more powerful.

Therefore, we chose to abandon this network configuration.

5.2.5 GAN4

Configuration

For GAN4, we make use of the object-hiding approach specified in Section 4.2.1 as our sole opti-

mization goal, combined with the discriminator loss. We train a GAN to generate perturbations

that uses Equation 4.9 in its loss function. Additionally, we use a 9-layer generator architecture
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Figure 5.10: Perceptibility of GAN4. The left image is the clean image, the middle image shows

the perturbation, and the right image shows the resulting perturbed image.
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Detector ID
mAPσ1

mAPσ2
mAPσ3

mAPσ4

C P C P C P C P

V OC1 0.807 0.138 0.804 0.139 0.782 0.143 0.627 0.162

V OC2 0.678 0.281 0.668 0.288 0.634 0.275 0.472 0.207

V OC3 0.521 0.147 0.513 0.148 0.487 0.152 0.390 0.187

Table 5.6: Performance of GAN4 on the VOC dataset under different levels of defense. The

mAP on clean images (C ) and perturbed images (P) are shown.

Detector ID
mAPσ1

mAPσ2
mAPσ3

mAPσ4

C P C P C P C P

COCO1 0.383 0.107 0.374 0.102 0.345 0.102 0.265 0.122

COCO2 0.399 0.144 0.388 0.143 0.363 0.142 0.285 0.15

COCO3 0.408 0.148 0.394 0.146 0.368 0.141 0.287 0.152

COCO4 0.413 0.149 0.403 0.147 0.383 0.148 0.308 0.162

COCO5 0.370 0.103 0.361 0.102 0.338 0.103 0.259 0.122

COCO6 0.386 0.125 0.376 0.123 0.355 0.124 0.275 0.13

Table 5.7: GAN4 performance on the COCO dataset under different levels of defense. The mAP

on clean images (C ) and perturbed images (P) are shown.
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Figure 5.11: Examples of successful GAN4-attacks against COCO images at defense level σ1.

The detections are done by the COCO4 detector, which is the strongest of the black-box targets

on this dataset.

that convolutionally processes the input image to generate the perturbation.

Results on the VOC dataset

In Table 5.6, we show the performance of GAN4 on the VOC2012 dataset. First, we consider

the white-box setting, which is the attack against the V OC1 detector. Here we expect a high

performance. We see that the mAP of the detector against perturbed images at defense level σ1

(i.e. no noise is applied to the image) is significant, going from 0.8078 to 0.1380, which is a mAP

drop of 0.6698. We see that as the level of defense increases, the performance of the detector on

the perturbed images increases slightly. This is an expected result in the white-box setting, as

the attack model will be strongly adapted to this detector. As such, the random changes to the

image make the perturbations slightly less effective. However, the mAP drop under the initial

levels of defense is still very significant, and the attack is sufficiently powerful in this regard.

Against the grey-box detector V OC2, which uses the SSD architecture with a new backbone,

we see that the attack reduces the mAP significantly, from 0.6781 to 0.2815, resulting in a mAP

drop of 0.3966. However, the mAP drop is far less significant than in the white-box setting. We

also see that the defense levels do not significantly affect the mAP drop the attack achieves, until

σ4, at which point the detector’s performance is also significantly degraded by the defense itself.

Finally, against the black-box Faster-RCNN-based detector, V OC3, the attack also performs

quite well. It reduces the mAP from 0.5217 to 0.1476 at defense level σ1. Interestingly, we see

that the defense levels up to σ4 result in a higher mAP on the perturbed dataset, indicating that

the defense has the potential to robustify the Faster-RCNN detector to some extent.

We show some examples of perturbations and perturbed images in Figure 5.10. Qualitatively,
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Figure 5.12: Examples of failed and partially failed GAN4-attacks against COCO images at

defense level σ1. The detections are done by the COCO4 detector, which is the strongest of the

black-box targets on this dataset.

we can note the relatively innocuous appearance of the generated perturbations. While it is

evident that the image has been modified, the appearance of the perturbed images could also be

attributed to some other innocuous factor, such as weather conditions like rain. Additionally,

given the impressive black-box performance reduction against faster-RCNN, it is possible that

the increased perceptiblity of the perturbations is a sacrifice worth making in this case.

Results on the COCO dataset

Then, we consider the results achieved on the COCO dataset, which are given in Table 5.7. Some

examples of detections made by COCO4 on the clean and perturbed images are shown in Figure

5.11. Initially, in the first level of defense, we see a similiar performance on all the detectors.

On COCO4, the strongest detector, the mAP drops from 0.413 to 0.149 on the undefended

images, giving a mAP drop of 0.264. This is a quite solid mAP drop on the COCO dataset, as

state-of-the-art mAP by object detectors on this dataset is generally much lower than on e.g.

VOC. We also see that the attack works on RetinaNet-based detectors (COCO5−6) as well as

on Faster-RCNN-based detectors (COCO1−4), as well as with all the backbones we evaluate on,

indicating significant black-box transferability. We also see that the attack is robust against the

levels of noise defense that do not significantly reduce the performance of the detector in the first

place (σ1−3), suggesting that more complex defenses would be required to successfully combat

GAN4 with its initial configuration.

However, the performance of the detectors is not degraded completely - a significant amount

of detections are still being made correctly. We show some qualitative examples of failed attacks

in Figure 5.12. Some of the attack failures are partial, which means that some of the objects are
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Detector ID
mAPσ1 mAPσ2 mAPσ3 mAPσ4

C P C P C P C P

V OC1 0.807 0.087 0.804 0.088 0.782 0.085 0.627 0.088

V OC2 0.678 0.139 0.668 0.139 0.634 0.138 0.472 0.114

V OC3 0.521 0.039 0.513 0.059 0.487 0.062 0.390 0.064

Table 5.8: Performance of GAN90
4 on the VOC dataset under different levels of defense. The

mAP on clean images (C ) and perturbed images (P) are shown.

Detector ID
mAPσ1

mAPσ2
mAPσ3

mAPσ4

C P C P C P C P

COCO1 0.383 0.051 0.374 0.054 0.345 0.055 0.265 0.065

COCO2 0.399 0.081 0.388 0.077 0.363 0.077 0.285 0.078

COCO3 0.408 0.081 0.394 0.08 0.368 0.079 0.287 0.081

COCO4 0.413 0.081 0.403 0.079 0.383 0.076 0.308 0.08

COCO5 0.370 0.049 0.361 0.05 0.338 0.051 0.259 0.059

COCO6 0.386 0.065 0.376 0.065 0.355 0.067 0.275 0.063

Table 5.9: GAN90
4 with hinge loss threshold c = 90 performance on the COCO dataset under

different levels of defense. The mAP on clean images (C ) and perturbed images (P) are shown.

suppressed, but not all.

5.2.6 Varying the perceptibility of the perturbations

We are interested in investigating the relationship between the perceptibility of the perturbations

and the resulting performance drop of the object detectors. Given that the initial configuration

of GAN4 results in a model that can generate perturbations that are somewhat difficult to see,

we can see what happens when we vary the constraints on the magnitude of the generated

perturbations. Intuitively, a more perceptible perturbation will result in a more effective attack.

Detector ID
mAPσ1 mAPσ2 mAPσ3 mAPσ4

C P C P C P C P

V OC1 0.807 0.027 0.804 0.026 0.782 0.023 0.627 0.034

V OC2 0.678 0.070 0.668 0.069 0.634 0.076 0.472 0.075

V OC3 0.521 0.039 0.513 0.059 0.487 0.062 0.390 0.064

Table 5.10: Performance of GAN110
4 on the VOC dataset under different levels of defense. The

mAP on clean images (C ) and perturbed images (P) are shown.
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Figure 5.13: Perceptibility of GAN90
4 . The left image is the clean image, the middle image shows

the perturbation, and the right image shows the resulting perturbed image.
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Figure 5.14: Examples of successful GAN90
4 -attacks against COCO images at defense level σ1.

The detections are done by the COCO4 detector, which is the strongest of the black-box targets

on this dataset.

Detector ID
mAPσ1 mAPσ2 mAPσ3 mAPσ4

C P C P C P C P

COCO1 0.383 0.015 0.374 0.015 0.345 0.014 0.265 0.016

COCO2 0.399 0.03 0.388 0.03 0.363 0.03 0.285 0.027

COCO3 0.408 0.026 0.394 0.024 0.368 0.024 0.287 0.022

COCO4 0.413 0.014 0.403 0.013 0.383 0.014 0.308 0.014

COCO5 0.370 0.024 0.361 0.011 0.338 0.011 0.259 0.011

COCO6 0.386 0.016 0.376 0.016 0.355 0.016 0.275 0.015

Table 5.11: GAN110
4 with hinge loss threshold c = 110 performance on the COCO dataset under

different levels of defense. The mAP on clean images (C ) and perturbed images (P) are shown.

However, the objects in the image should still be visually recognizable by a human - naturally,

a perturbation that renders the image visually incomprehensible will lead to a very high mAP

drop.

A simple way to change the perceptibility constraint during training is to change the hinge

loss LH from Equation 4.7, which we do by changing the hinge loss threshold c. In GAN4, the

initial hinge loss threshold is set to c = 70. Thus, we train two additional networks with higher

hinge losses and carry out the evaluation procedure on these as well. The additional networks we

train are denoted GAN90
4 and GAN110

4 , with hinge loss thresholds set to 90 and 110, respectively.

First, we present the results of GAN90
4 . In Figure 5.13, we show the perceptibility of the

attack. As this model was allowed a stronger perturbation than the original GAN4, it is clear

that the resulting perturbations are more obvious to the eye than those of GAN4. White patches
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Figure 5.15: Perceptibility of GAN110
4 . The left image is the clean image, the middle image

shows the perturbation, and the right image shows the resulting perturbed image.
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Figure 5.16: Examples of successful GAN110
4 -attacks against COCO images at defense level σ1.

The detections are done by the COCO4 detector, which is the strongest of the black-box targets

on this dataset.

are visible throughout the image. However, the objects are still visually distinguishable in most

cases, which an object detector should be able to classify.

In Table 5.8 we show the results of the attack on the VOC dataset. We see that the attack

has a significantly higher effect on the performance of the detectors, achieving a mAP drop of

TODO in the undefended case in the black-box detector. The white- and grey-box performances

are also similiarly impressive compared to that of GAN4.

In Table 5.10 we show the results of the attack on the COCO dataset. A similiar improvement

in the attack impact is seen here, obtaining a mAP drop from 0.413 to 0.081 on the COCO4

detector, a mAP drop of 0.332. As before, we see that the attack is not significantly affected by

the application of the normally distributed noise until σ4, at which point the performance of the

target detectors are deteriorated on the clean images as well. As such, this attack has a very

impressive performance on all the black-box detectors.

In Figure 5.15 we show the perceptibility of GAN110
4 . With a hinge loss threshold as high

as 110 we see that the resulting perturbations significantly change the image. While the objects

originally present in the image are usually visually distinguishable, it is still a very perceptible

perturbation, and is pushing the limits of what is acceptable in this regard. Nonetheless, with

such a significant perturbation, one would expect the resulting performance reduction to be

significant.

In Table 5.10 we show the results of GAN110
4 on the VOC dataset. We see that on each

of the detectors, the attack achieves a significant performance reduction. Notably, the black-

box detector V OC3 has its mAP reduced to 0.04 on the undefended images. The performance

reduction on the white- and grey-box detectors V OC1 and V OC2 is also significant. Interestingly,

the grey-box detector retains the most of its performance out of the three detectors on this
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dataset.

As expected, the attack works incredibly well on the black-box detectors using COCO labels,

achieving an almost complete performance degradation and reducing the mAP to practically

zero. Clearly, this model has crossed a threshold where the perturbations are so significant that

the detectors can no longer function at all. However, as can be seen in Figure 5.15, we see that

the perceptibility is close to rendering the underlying objects visually unrecognizable. In the last

image, for example, it is difficult to see if the object in the image is a boat or something else.

However, in some of the other images, the underlying objects are still recognizable.

In Table 5.5, we show the average L1 distance, L2 distance, and the MSE between the clean

and perturbed images in the VOC dataset. As expected, the attacks that were most successful in

reducing the detectors’ mAP (GAN90
4 and GAN110

4 ) have very high MSEs. Even though a high

MSE does not necessarily mean that an attack is more perceptible by humans, it is still desirable

to keep the MSE as low as possible. Therefore, the attacks that strike the best balance between

perturbation magnitude and performance degradation are GAN2 and GAN4 respectively. GAN4

in particular achieves state-of-the-art black-box performance degradation while being somewhat

difficult to see.
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Chapter 6

Discussion

In this chapter, we will give a discussion on the results we obtained in Chapter 5. We shall

outline the way in which the results answer the research question, and reflect over the position

of our work in the current state-of-the-art on attacks against object detection models.

6.1 Comparison to state-of-the-art

In this work, we wanted to develop an attack against black-box, defended object detectors,

without querying the target model. This attack setting is perhaps the most restrictive of all,

disregarding system limitations such as restrictions on available memory. In the related works

that we outlined in Chapter 3, the vast majority of the attacks did not operate in the single-

pass queryless setting, requiring iterative optimization to work. The work that is most closely

related to our own is [50], which also uses a generative model to attack black-box detectors. In

their evaluation on the VOC dataset, they achieve a white-box mAP degradation from 0.7 to

0.05 against the Faster-RCNN detector, and a black-box mAP drop from 0.68 to 0.20 on the

SSD300 detector. Additionally, their attacks are quite difficult to perceive by the human eye.

While their results are good, the evaluation they carry out is far less extensive than ours. First,

we evaluate our attacks against 1 grey-box and 7 black-box detectors, using 3 different detector

architectures, while they only evaluate against one white-box and one black-box detector. Second,

we apply a basic generic noise defense to the evaluation images, while their evaluation is done

without any defenses applied. Third, we evaluate our attacks against two different datasets, one

with an expanded set of class labels. Lastly, we report the average perturbation sizes of our

perturbations, which is not done in [50]. Therefore, we argue that the results we achieve have a

stronger foundation than those achieved in [50].

We can also directly compare our results with theirs. We highlight GAN4 as an effective

attack that balances peceptiblity with mAP degradation. As seen in Tables 5.6 and 5.7, the

61
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gan4 attack successfully degrades the performance of the detectors. However, there is room

for improvement. One weakness of the attack is that it does not perform well in the grey-box

setting. Because of this, we also showed that by allowing a stronger perturbation by changing

the hinge loss threshold, the resulting attacks quickly became much stronger. Depending on the

attack scenario, the perceptibility of GAN90
4 could be an acceptable tradeoff. GAN110

4 is likely

too perceptible.

With GAN2, we were also able to generate a powerful transferable object-fabrication attack,

which also degraded the mAP of the detectors we evaluated the attacks on. This attack was

also resistant to the noise defense. While the attack that achieved the best tradeoff between

transferability and perceptibility was GAN4, we also believe that the results achieved in GAN2

are significant, and they show the potential threat that a GAN-based attack represents to object

detection models.

6.2 Threats to validity

Our work has some threats to validity that are important to point out, and that can be improved

in future works. One important aspect of our work was evaluating the attack against object

detectors that have a basic defense applied to them. We elected to use a normally distributed

noise pattern, which has been used as part of defenses to combat finely-crafted imperceptible

perturbations. However, the target object detectors should ideally be trained with this defense,

so that the defense itself does not play a part in degrading the performance of the detector.

While we show that our attacks are effective against the defense levels that do not notably

degrade the performance of the detectors on clean images (σ1−3), the detectors could likely be

made more robust to the effects of the noise defense by applying this noise to the images used

during training. Perhaps the detectors could handle the higher defense levels gracefully in that

case. Unfortunately, we did not have the time and resources available to retrain the detectors in

this way, and as such, the defense is not as strong as it could have been.

Second, it would be ideal to use object detectors that achieve state-of-the-art performance

on the datasets we use. However, the detectors we use do not achieve results as good as some

cutting-edge state-of-the-art models. This is a limitation, as object detection models will continue

to improve with time, and showing that the attacks work against the best state-of-the-art models

would lend more credibility to our results. It must be noted, however that many of the other

works proposing attacks on object detection suffer from this same flaw, including [50]. We

compensate for this flaw by evaluating on a diverse array of architectures and backbones that

achieve good baseline performances.
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6.3 Academic implications

In this work, we have made contributions to the domain of adversarial attacks against object

detection. Notably, our attack is queryless, resistant to basic defense, and transferrable across

datasets and black-box detectors. We observed in Chapter 3 that the majority of existing adver-

sarial attacks on object detection models are not single-pass, and are therefore not viable when

attacking real-time object detection models. Additionally, many works are not demonstrated to

be effective against even basic defenses, including [50], the closest work to our own. Therefore,

it would be good for the field if the evaluations of attacks in the future are more extensive.

We have also used the SSD300 detector as the white-box base model for generating black-box

attacks in a novel way. In [50], Faster-RCNN was used as the white-box detector. They used

the region proposals of the RPN to train the attacker, while we used the default prior boxes

of SSD300. In general, it seems as though using inherent design features of object detectors to

generate attacks is a good way of generating attacks. For example, one could use the attention

maps in [8], the highest-performing detector on COCO (at the moment of writing), to train a

generative model.

6.3.1 Physical adversarial attacks

In our literature review, we found that physical adversarial attacks were underrepresented, com-

pared to the threat they represent. After all, a digital adversarial attack assumes that the attacker

is able to modify the digital input to the object detector. However, it is difficult to compromise

a system such that this is possible. Therefore, an adversarial attack that can deteriorate the

performance of object detectors by simply placing a physical patch within the field of view of a

camera is a more likely threat to encounter. Naturally, successfully designing such an attack is a

much more difficult task, as one must consider various external factors, such as outside lighting

conditions.

Additionally, finding defenses against this type of attack is equally important. This is the

type of attack that one is most likely to encounter in the field, and must be defended against in

safety-critical systems.

6.3.2 Single-pass attacks

Another field of research that should be pursued is designing new single-pass attacks. These

attacks are significantly more viable against object detection models than iterative optimization

attacks, due to the fact that they can be done without querying the detector. In this thesis, we

have designed such an attack, but there are still significant improvements that can be made in

this domain of attacks.
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6.3.3 Reducing perceptibility of existing attacks

One potential approach could be to reduce the perceptibility of a generated attack. Essentially,

one would have to maintain the efficacy of the generated perturbations, while reducing the L2-

distance between the perturbed and clean images. For example, one approach could be using RL

to control the intensity of the perturbations that are applied to the images. In [55], an adversarial

attack on image classifiers is proposed that leverages RL to position adversarial patches in the

image. A similiar strategy for adversarial attacks on object detection could be attempted.

6.3.4 Mitigations

Naturally, a very important subfield of adversarial attacks is developing effective mitigation

strategies against the attacks. Many techniques have already been applied to robustify various

deep learning-based models against such attacks. This is especially the case for imperceptible,

gradient-based optimization attacks. One of the most common mitigation strategies is adversarial

retraining, where adversarial examples are used as part of the training process of a deep model.

However, this method is weakened by the fact that the adversarial examples generated by a

malicious attacker will in all likelihood differ from those used in the training process.

Another mitigation approach that has been tested is various denoising methods, the purpose

of which is to remove the dangerous part of the adversarial examples, while maintaining classi-

fication accuracy. In this work, we used a normally distributed noise pattern as a defense, but

there are other works with more complex defenses. Denoising defenses, that can be used in an

architecture-independent fashion, is therefore an interesting research direction.

Another approach, which could be more effective against the attack presented in this work,

is developing a method to detect if the image has been modified by an attacker. In essence, this

is a classification task with 2 classes, so perhaps typical image classification methods could be

applied to this task. When an anomaly is detected, the outputs from the object detector will at

least no longer be considered trustworthy.

6.4 Implications for industry

There are some takeways to be made from this work with regards to industry as well. We have

demonstrated the potential of defense-resistant real-time attacks using GANs. This represents

a significant threat against industry object detection applications. However, one significant

drawback of the attacks proposed in this work is that they are more perceptible than other works

in the state-of-the-art. Therefore, while it might be more difficult to develop object detection

models that are robust against our attack, they are easier to automatically detect. If the attack

can be detected, the object detector can fall back to some secondary system, or flag its outputs as

not to be trusted. Either way, the damage of the attack would be mitigated until the compromised
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system is secured. Therefore, to protect object detection systems against adversarial attacks in

general, we propose that the system needs to both be robust against smaller, less perceptible

attacks, and also be able to detect slightly more perceptible attacks such as GAN4. However,

detecting our attacks is not trivial, as avoiding false positives would be crucial.

Another interesting aspect of our attacks is the transferability across datasets. We see

that GAN4 achieves significant performance degradation on the COCO validation dataset, even

though it was trained on a VOC dataset split. In industry applications, this can also represent

a significant threat, because an attacker does not need knowledge of the class labels the target

detector uses to generate effective attacks. We also note that GAN2 is even able to successfully

fabricate objects with class labels that are not in the VOC dataset. Therefore, both GAN4 and

GAN2 have significant implications for object detection security in industry.
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Chapter 7

Conclusion and future work

In this chapter, we conclude our thesis and summarize our contributions. Then, we provide a

discussion on where future work in the field of object detection security should go, based on the

results we achieved in this thesis.

7.1 Conclusion

In this work, we have proposed a novel method to generate adversarial attacks using generative

adversarial networks. The method involves suppressing the detection of objects inside the prior

boxes of the SSD300 object detector. By using this technique, we proposed four different at-

tack configurations, GAN1−4. The GAN2 configuration resulted in a powerful black-box object

fabrication attack with relatively low perceptibility. GAN4 resulted in a black-box attack that

caused a significant mAP degradation across multiple black-box detectors. We also showed that

by increasing the threshold of allowed perturbation magnitude, we caused an even more signif-

icant mAP degradation with GAN90
4 GAN110

4 . The resulting attacks achieve state-of-the-art

performance in the black-box, queryless, single pass, defended setting. The attack works on both

different datasets and target detectors. Additionally, we have evaluated our attack on detectors

that use a basic denoising defense, which has been shown to neuter imperceptible, gradient-based

attacks, and showed that the attacks maintain their performance.

7.2 Future work

In future work, the focus will be on reducing the perceptibility of the proposed attacks, while

maintaining, or even improving, the attacks’ efficacy. One interesting approach could be to

train the GAN to imitate certain real-world conditions, such as rain or dust, that could occur

naturally in an outside environment. In this way, an adversarial attack could be disguised as

67
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a benign feature of the image. We see in the qualitative examples of GAN4 that this could

be a possible approach to generating defense-resistant and imperceptible adversarial attacks.

Additionally, future works should propose defenses against this attack, which will likely involve

detecting the presence of the attack rather than making models robust to it.
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F. d'Alché-Buc, E. Fox, and R. Garnett, editors, Advances in Neural Information Processing

Systems 32, pages 8024–8035. Curran Associates, Inc., 2019.

[43] S. Ren, K. He, R. Girshick, and J. Sun. Faster r-cnn: Towards real-time object detection with

region proposal networks. In C. Cortes, N. Lawrence, D. Lee, M. Sugiyama, and R. Garnett,

editors, Advances in Neural Information Processing Systems, volume 28. Curran Associates,

Inc., 2015.

[44] D. Silver, T. Hubert, J. Schrittwieser, I. Antonoglou, M. Lai, A. Guez, M. Lanctot, L. Sifre,

D. Kumaran, T. Graepel, T. Lillicrap, K. Simonyan, and D. Hassabis. A general rein-

forcement learning algorithm that masters chess, shogi, and go through self-play. Science,

362(6419):1140–1144, 2018.
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