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Summary and Conclusions

Enrico Agostinelli and Svetlana Dragieva own an Italian restaurant, Cinque Minuti, in Alesund,
Norway. They are looking for a system that provides their restaurant and customers with an in-

tuitive and easy-to-use table booking system.

The purpose of this thesis was to create a robust, interactive, intuitive, and user-friendly system
where a customer can create a reservation, and the employees in the restaurant can have an

overview of the current and future reservations.

The system was created with the MEAN-stack and a REST API, and a strong focus on designing
an intuitive, user-friendly application with a consistent theme that matches the restaurant. Ac-

cessibility, particularly colorblindness, was considered when creating the application.

The solution to the stated problem was to create a full-stack system. The result includes a so-
lution for both customers and employees, which has received great feedback. This includes a
web application where customers can create a reservation and get an email confirmation after-
ward. Employees get an overview of where they can sort and filter through reservations. They
get notified about new reservations, get alerted when a reservation starts within one hour, and
can delete a reservation if needed. The personal information in a reservation gets removed one
day after the reservation ends. The web application works on all devices and is downloadable as

a Progressive Web Application.
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Terminology

Angular A javascript front end framework that uses pre-built "components"” to easier create a
web application, these components are already styled and ready to use, thus making it

easier in the development stage.
AppStore The iOS (Apple) platform for downloading more applications.

API Application Programming Interface, a back-end software for communicating between your

application and your back-end logic, such as your database.

Back-end The logic of a web application that the user does not interact with. The back-end is

everything that happens before the page is displayed in a web browser.
BSON User Datagram Protocol, non-connection-based transmission protocol of information.
Confluence A tool to store notes/documentation.

Database A organized collection of data, often stored and accessed electronically from a com-

puter system that has high availability.

Environment To set the web application URL globally, so we dont have to hardcode the URL in

each functions.

Express.js A server-side application framework for Node.js, written in typescript, to automate

and deploy scaling APT’s.

Front end What the user interacts with, and the user interface. It is the interface design and the

programming that makes the interface function.

Interface Mirroring the inputs in the browser, so the JSON know where to fetch the diffrent

inputs.

JavaScript Program language used for interactive webpages. An essential part of the web appli-

cation.

JIRA Online tool to track issues.
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JSON JavaScript Object Notation. It is the structure of the way the object is going to build it.
Sourcetree Git client that offers visual representation of Git repositories.

MEAN-STACK A combination of different technologies for developing a web application, the
technologies consist of M(MongoDB), E(Express.js), A(Angular), and N(Node.js).

MongoDB A NoSQL database for storing and retrieving large amounts of data.
Node.js A open-source, cross-platform, back-end JavaScript runtime environment.
PlayStore The Androids platform for downloading more applications.

Service A service is an option where a script can bring various features to the project. In our
case, the service is what binds the front-end and back-end together. It calls the method in

the front-end to route it correctly in the back-end.

SQL Structured Query Language (SQL) SQL is a domain-specific language used in program-

ming and for managing data in a relational database management system (RDBMS).

TypeScript A extension of JavaScript that speeds up development by catching errors and pro-

viding fixes, made my Microsoft.
Web Application Application software which runs on a webserver.

Webserver Is a server that stores and sends information to the internet.
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CLI Command Line Interface
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SVG Scalable Vector Graphics
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Chapter 1

Introduction

This chapter will introduce the assignment and the project’s structure, formulate the problem,

limitations, approach, and design of the report.

1.1 Background

This bachelor is carried out by Bjern-Erik Ervik, Espen Vad, and Pernille Olsen as students of
computer engineering at NTNU Alesund. Enrico gave the task to us based on a list of assign-
ments. We got our first choice to create a table booking system for the restaurant Cinque Minuti

in Alesund.

The task for the bachelor was to develop a system to help optimize table booking and future
reservations for the restaurant Cinque minuti. Optimizing table booking would be made by cre-
ating a Progressive Web Application (PWA) that the users can connect to in their browser and fill
in the information for their booking. This application will allow the customers to book the table

they want in advance, prepare the restaurant for reservations, and improve business flow.

The task was given to us by Enrico Agostinelli, the co-owner of the Italian restaurant Cinque
minuti, located in central Alesund (Géagata Alesund). With Enrico and the second co-owner
of the restaurant Svetlana Dragieva as our person of contact. Through several meetings at the

restaurant, a requirement specification was created that detailed the system’s functionality, which
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components should be designed, which user roles exist within the system and the goal of the en-

tirety of the system. The requirement specification can be found in AppendixA.

The background for the task was that Enrico and Svetlana wanted better flow in their restaurant

and a system that would help with table reservations.

This report includes the theoretical background, knowledge, and concepts used to solve the
task; the tools, methods, and materials used to solve the task as well as the reasoning to why
the group chose them; and the achieved result of the project with a reflection and discussion

regarding results as mentioned earlier.

1.2 Problem Formulation

Usually, when a person wants to reserve a table for a restaurant at a particular time, they call
the restaurant, which selects a table for them based on availability at the time. In most cases,
the option of choice is minimal. With the technology and methods we have, we can create a
visual booking system where the user can choose the specifics of the reservation and get a visual
overview of the tables in the restaurant. However, these types of systems are not the standard for
booking. Cinemas often have a similar system in place, but it is not the standard for restaurants.
Therefore, to create a better user experience, we need a dynamic, user-friendly system available
on almost every device. The system has many standards to be met and, as a consequence, many

problems to be addressed.

1.2.0.1 Problems to be addressed

* Design

Technology/architecture

User-friendliness

Development tools
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1.3 Limitations

In this particular project, we will be limited to the tools we choose and their capability. An
example of this would be HTML, CSS, and Javascript. This has shown to be one limitation that
good development practice can break with enough skill and expertise. You can practically make
whatever you want, as long as you are good enough, have enough time, and enough resources.
An excellent example of this is that almost all tools we use today are made up of javascript or
other more basic programming languages. This means that the tools we have are powerful and
can be used to create robust solutions. Another limitation we have is time; the project is set to
be finished on May 20th. This will give us a set amount of time where the requirements have to

be met.

1.4 Approach

In this project, the group will approach the problem using planning tools, the MEAN stack, col-

laborative coding tools such as Github and Jira, and our vision for how the final project will look.

1.5 Structure of the Report

The report is structured as follows:

1. Chapter 1 - Introduction
Introduction for the report with information about problem formulation, limitations, prob-

lems and the approach

2. Chapter 2 - Theoretical basis
Chapter two gives an introduction to the theoretical background needed to understand

different concepts and terminology for future use

3. Chapter 3 - Method

Contains a description of the methodology and materials used throughout the project
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4. Chapter 4 - Result

Contains the results of the finished project and system

5. Chapter 5 - Discussion

Contains discussion of the finished project and system

6. Chapter 6 - Conclusions

This chapter present an overall conclusion of the project

12



Chapter 2

Theoretical basis

This chapter explains the theoretical basis for the project. It also describes many of the neces-

sary principles and specifics of the techniques used to create the project.

2.1 Laws and Regulations

Our project involves the handling of personal data and is therefore subjected to several laws and

regulations. These are described below.

2.1.1 GDPR

The General Data Protection Regulation (GDPR) is a privacy and security law that aims to con-
trol individuals over their data and simplify the regulatory environment for international busi-
ness by unifying the regulation within the EU and the European Economic Area (EEA). The

GDPR rules were put into effect on May 25th, 2018 (General Data Protection Regulation 2021).

2.1.1.1 Principles

According to the GDPR chapter 2, article 5, personal data should be processed in a fair and
transparent matter where the purpose of collection should be specified and legitimate. It should
be limited to only the necessary information, stored for only how long it is necessary, and uphold

security with integrity and confidentiality. (GDPR 2021).

13
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Personal Data
Personal data means any information that can be related to an identifiable natural person.

(GDPR2021Ch.1, Art.4).

2.1.2 Personal Data Act

The Personal Data Act is a Norwegian law for privacy protection that took effect on April 14th,
2001 (Personopplysningsloven 2021). It represents the principle that individuals should control
how data relating to them is used (Datatilsynet, 2021). On July 20th, 2018, the law was updated
to include the GDPR (beredskapsdepartementet, 2018).

2.2 MEAN stack

The MEAN stack is a full-stack web development framework based on JavaScript. The name is
an acronym for MongoDB (2.5.1), Express.js (2.4.8), Angular (2.4.6), and Node.js (2.4.7), the four
technologies the stack comprises (MongoDB, 2021b).

2.3 User Experience

User experience, or UX design, is the process of understanding how a user interacts with and
experiences a system (User experience 2021). The concepts and principles we have used in the

project regarding user experience are described below.

2.3.1 Usability

According to ISO 9241-11, usability is the "extent to which a system, product or service can be
used by specified users to achieve specified goals with effectiveness, efficiency, and satisfaction in

a specified context of use" (ISO 9241-112018).
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2.3.2 Design Principles

Design principles are widely applicable laws, guidelines, biases, and design considerations for

designing an easy-to-use, intuitive, and enjoyable application. (Foundation, 2021).

2.3.2.1 Don Norman’s Design Principles

Don Norman defines six principles of design in “The Design of Everyday Things” (Dahl, 2017):

* Visibility — The principle of how the more visible the functionality is, the more likely it is

to understand how to use it.

 Affordance - The principle of giving an indication of what action an element is supposed

to serve.
¢ Constraints — The principle of limiting the number of actions a user can perform.

» Feedback — The principle of giving information to the user about what action has been

performed and the result of that action.
* Mapping - The principle of creating a context between layout and interaction.

* Consistency — The principle of having similar elements and similar operations accomplish

similar tasks (Rekhi, 2018).

2.4 Frameworks and technologies

This section describes the frameworks and technologies that are relevant to this project.

2.4.1 HTML

HTML (HyperText Markup Language) is a markup language for displaying documents in a web
browser. It describes the structure of a webpage, with elements that often contain tags and

content (HTML 2021).
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2.4.2 CSS

CSS (Cascading Style Sheets) is a style sheet language used to describe rules for presenting a
document (such as layout, colors, and fonts) written in a markup language such as HTML. Us-
ing CSS can improve accessibility, provide flexibility and control of the presentation, enable

multiple pages to share formatting, and accessing a web page on a mobile device. (CSS 2021).

2.4.3 JavaScript

JavaScript is a lightweight, interpreted, or just-in-time compiled programming language. It is
a scripting language for web pages and is used by many non-browser environments, such as
Node.js. JavaScript has first-class functions, is prototype-based, multi-paradigm, and single-
threaded. It supports object-oriented, imperative, and declarative programming styles. It is a

loosely typed and dynamic language. (MDN, 2021b).

2.4.4 SVG

SVG (Scalable Vector Graphics) is an XML-based markup language for describing two-dimensional
vector graphics. It has support for interactivity, animation and can be rendered to any size with-
out loss of quality. The files are defined as XML text files and designed to work well with other
web standards, such as CSS and JavaScript (MDN, 2021c).

2.4.5 TypeScript

TypeScript is a programming language that is a superset of JavaScript. It is a typed superset,
which means that it adds rules about how different values can be used. Since it is a superset,
JavaScript code can be written in a TypeScript file. It has static type checking, which means it
detects an error based on the kinds of values being operated on before executing the code. Type-
Script also preserves the runtime behavior of JavaScript, which means that JavaScript code in a

TypeScript file will be guaranteed to run the same, despite type errors (Documentation 2021).
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2.4.6 Angular

Angular is an open-source development platform based on TypeScript. It includes a component-
based framework for building scalable web applications, collecting first-party libraries for addi-
tional functionality, and a suite of developer tools to help develop, build, test, and update code

(Angular, 2021a).

2.4.6.1 Components

Angular applications are built up by components. Components include a TypeScript class with
a component decorator, which specifies a CSS selector that defines how the component is used
in a template, an HTML template that declares how the component renders, and optional CSS

styles that define the presentation (Angular, 2021a).

2.4.6.2 Templates

Angular templates extend HTML with text interpolation that lets dynamic values from the com-
ponent be inserted in the template and property binding, event listeners, and directives (such as
*nglf and *ngFor). Dependency injection helps declare dependencies of typescript classes while

taking care of their instantiation (Angular, 2021a).

2.4.6.3 CLI and First-Party Libraries

Angular has a CLI that helps generate components, compile, build, serve, run unit tests, and run
end-to-end tests. Angular also provides several first-party libraries that add additional func-
tions, such as routing, forms management, client-server communication, and more (Angular,

2021a).

2.4.6.4 Single Page Application

A Single Page Application (SPA) only loads a single HTML page. The application renders its
features when it is needed instead of loading a new page. Routes are used to navigate through

an Angular SPA (Angular, 2021b).
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2.4.7 Node.js

Node.js is an open-source, cross-platform JavaScript runtime environment that runs the V8
JavaScript engine. It allows server-side writing code in addition to client-side code without the

need to learn a different language (Introduction to Node.js 2021).

Node.js is single-threaded and event-driven and processes incoming requests with an event
loop, allowing Node.js to perform non-blocking I/O operations by offloading operations to the

system kernel whenever possible (Node.js, 2021).

Node.js has a package manager, called npm, designed to simplify installation, updating, and

uninstallation of packages from the npm registry (Node.js 2021).

2.4.8 Express.js

Express is a minimal and flexible Node.js web application framework. It provides several mid-

dleware modules and utility functions for building web applications and APIs (Express 2021).

2.4.9 WebSocket

WebSocket is an application layer communication protocol standardized by the IETF as RFC
6455 (rfc64552021). It establishes a full-duplex communication channel over a single TCP con-
nection and enables real-time data transfer and interaction between a client and a web server

(WebSocket 2021).

2.4.9.1 Socket.io

Socket.io is anode.js library that enables real-time, bidirectional, and event-based communica-
tion between client and server. It consists of a node.js server and a Javascript, or node.js, client

library (Arrachequesne, 2021).
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2.4.10 Version Control

"Version control involves keeping track of the multiple versions of system components and ensur-
ing that changes made to components by different developers do not interfere with each other."

(Sommerville, 2016a)

2.4.10.1 Distributed Version Control Systems

In a distributed version control system, such as Git, clients fully mirror the repository, including
its entire history. This means that the repository is stored on each client’s computer that has
cloned the repository. Each clone is then a full backup of the data in the repository and has the
ability to be restored (Chacon and Straub, 2021p. 12-13).

2.4.11 Integrated Development Environment

An integrated development environment (IDE) is a software application that implements nu-
merous resources for software development. They are designed to maximize productivity by
providing components with similar user interfaces and presenting a single program in which all
development is done. An IDE frequently contains compilers, interpreters, possibilities for refac-
toring and formatting, test automation, and integration for version control systems (Inftegrated

development environment 2021).

2.4.12 REST

Representational State Transfer (REST) is a software architecture style that uses a subset of HTTP

to create web services and APIs (REST 2021).



CHAPTER 2. THEORETICAL BASIS 20

2.4.12.1 REST Constraints

Roy Thomas Fielding described the basis of REST by six constraints (Fielding, 2000):

Client-Server
The principle behind the Client-Server constraint is to separate the user interface concerns from
the data storage concerns, improving portability of the user interface across multiple platforms

and scalability by simplifying server components (Fielding, 2000).

Stateless
Client-server interaction must be stateless. Each request must contain all information neces-
sary to understand the request and cannot take advantage of any stored context on the server

(Fielding, 2000).

Cache

The data within a response to a request has to be labeled as cacheable or non-cacheable. If a
response is cacheable, a client cache is given the right to reuse that response data for later, equiv-
alent requests. This has the potential to remove interactions, improve efficiency, scalability, and

user-perceived performance (Fielding, 2000).

Uniform Interface
Uniform interface is the feature of applying generality to the component interface, which creates

a simplified system architecture with improved visibility of interactions (Fielding, 2000).

Layered System
The layered system constraint allows the architecture to be composed of hierarchical layers with

restricted knowledge of other layers than the one interacted with (Fielding, 2000).

Code-on-Demand
An optional constraint that allows client functionality to be extended by downloading and exe-
cuting code in the form of applets or scripts simplifies clients by reducing the number of features

required to be pre-implemented (Fielding, 2000).
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2.4.12.2 REST API

A REST APl is an application programming interface (API) that conforms to the restraint of the
REST architectural style, allows for interaction with RESTful web services, and enables CRUD
(Create, Read, Update, Delete) operations. An API is a set of definitions and protocols for build-
ing and integrating application software, which lets a client communicate with a resource or

service (redhat, 2021).

2.5 Database theory

This section contains the theory behind the database used in this project.

2.5.1 MongoDB

MongoDB is a NoSQL (2.5.2) document database that is free to use. It stores data in documents
formatted as the JSON-like format BSON. The fields in each document can vary, and the data
structure can be changed over time. It is a distributed database with high availability, horizontal
scaling, and geographic distribution and supports ad hoc queries, indexing, and real-time data

aggregation (MongoDB, 2021b).

2.5.2 NoSQL

NoSQL databases stores data differently from relational databases. The database provides flex-
ible schemas, scales easily, allows related data to be nested within a single data structure and
is non-tabular, which means that the data in the database is not formatted in a table. The
main types of NoSQL databases are document, key-value, wide-column, and graph (MongoDB,

2021b).
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2.6 Security

This section describes the methods and standards used to provide security in the application.

2.6.1 Stateless Authentication

Stateless authentication, or token-based authentication, is an authentication method that stores
user session data on the client-side. The token conveys all the required information for authen-

ticating the request and is cryptographically signed (What is Stateless Authentication ? 2021).

2.6.1.1 JSON Web Tokens

"ISON Web Tokens (JWT) is an open standard (RFC 7519) that defines a compact and self-contained
way for securely transmitting information between parties as a JSON object"(auth0.com, 2021)

It is digitally signed, either using a secret (HMAC) or a public/private key (RSA or ECDSA),
and is used for authentication, authorization, and information exchange. It has structured con-

sists of a header, payload, and a signature (auth0.com, 2021).

2.7 Testing

This section describes the types of testing used in the project.

2.7.1 Unit Testing

Unit testing is a typically automated software testing method where units of source code are

tested to see if it meets the intended behavior (Unit testing 2021).

2.7.2 Usability Testing

Usability testing is an observational methodology used to uncover problems, identify improve-
ments, and learn about the user’s behavior and preferences. During usability testing, a facilitator
asks a participant to perform tasks while the facilitator observes the participant’s behavior and

interaction with the tasks (Moran, 2019).
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2.7.3 Integration Testing

Integration testing is a technique for testing functions between several modules in a software
system. Integration testing tests large parts of a system at a time, as opposed to, for example,

unit testing, where one tests at the lowest level at a time (ISO/IEC/IEEE 24765 2021).



Chapter 3

Materials and methods

This chapter will explain how the different tools and technologies were used to solve the project.
Here are screenshots of our prototype, colors and design patterns, different IDE’s, communica-
tion, and version control. This chapter will also be about the project architecture, HTTP Pro-
tocols, and its response. At the end of this chapter, the group will discuss security, and how its

implemented, and some testing.

3.1 Project Organization

The project group consists of three students studying computer engineering at NTNU in Ale-
sund, Bjern-Erik Ervik, Espen Skrede Vad, and Pernille Olsen. It also includes project supervisor

Girts Strazdins and Enrico Agostinelli, owner of restaurant Cinque Minuti in Alesund.

3.2 Project planning

In January, the group worked on and delivered the pre-project report (see appendix C) for the
course "[F300114 - Ingeniorfaglig systemteknikk og systemutvikling". The group had the first
meeting with the project supervisor and project owner on January 13th. Thoughts on the project
and the client’s wishes and expectations were discussed, and future meetings were planned.
Meetings were planned for every other week. The group also worked out a product specification

(see appendix A) and planned out the web application design (see appendix B and section 3.4.2)

24
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during this time. It was important for the client that the web application would be intuitive and

easy to use, so the group focused a lot on the design in the planning stage.

The group did not have previous experience using full stack solutions, like the MEAN stack, so
the essentials had to be learned. The group followed different tutorials, read documentation,
and created small projects to test it out. This was important for the project’s future since a lot

was learned quickly, and the group was more prepared to start the project.

3.3 Project Management

This section explains the methods and materials used for increasing productivity and collabo-

ration in the project.

3.3.1 Agile Software Development Methodology

The group decided to use an agile software development methodology, specifically the frame-

work Scrum (3.3.1.1).

"Agile software development methods are geared to rapid software delivery. The software is devel-
oped and delivered in increments, and process documentation and bureaucracy are minimized.
The focus of development is on the code itself, rather than supporting documents" (Sommerville,

2016¢p. 757).

3.3.1.1 Scrum

Since the group members had used Scrum during projects earlier in the education, it was con-

sidered the most suitable project.

Scrum is a simple and easy-to-use framework for agile project organization providing an itera-
tive, incremental approach to development. It is founded on empiricism (asserting that knowl-
edge comes from experience and observation-based decisions) and lean thinking (focusing on

the essentials) (Schwaber and Sutherland, 2020).
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3.3.1.2 Scrum Team

The scrum team consists of a product owner, a scrum master, and one or more developers. The

team is supposed to be self-managing and cross-functional (Schwaber and Sutherland, 2020).

During planning, the group chose a sprint master. He would as well as being a developer, be
accountable for the team’s effectiveness and make decisions based on the group’s input. The
rest of the group got assigned as developers. Part of the Scrum team is also the supervisor for

the project. The product owner is the client.

Product Owner
The product owner’s role is to identify product features and requirements, prioritize and contin-
uously review the product backlog, and ensure the project meets its needs. The product owner

can be the customer (Sommerville, 2016b).

Scrum Master
The scrum master’s role is to guide the team in using scrum efficiently and ensuring that the

scrum process is followed (Sommerville, 2016b).

Developer Team
A developer team is a self-organizing group responsible for developing the project and its nec-

essary documentation (Sommerville, 2016b).

3.3.1.3 Scrum Events

Scrum events consist of sprints of a chosen length, sprint planning, daily scrum, sprint review,

and sprint retrospective.

The group decided on a sprint length of two weeks, with one shorter for the exam in for "[F300114

- Ingeniorfaglig systemteknikk og systemutvikling", and one longer for Easter.
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At the end of each workday, the group had a daily scrum meeting, where the work of the day and
any problems, questions, or opinions were discussed. At the end of each sprint, the group had a
meeting (sprint review) with the supervisor and product owner. Before the meeting, a meeting
document was created, which summarized what was accomplished during the sprint and some
goals for the next sprint. The group showed the result of what had been worked on during the
last sprint and discussed what should be worked on for the next, so both the supervisor and the

product owner could see the progress.

Sprint
Sprints are events of a certain length, usually two to four weeks. A new sprint starts immediately
after the last. All the other scrum events (sprint planning, daily scrums, sprint reviews, and

sprint retrospectives) happen within a sprint (Schwaber and Sutherland, 2020).

Sprint Planning
During sprint planning, the whole team creates a plan for what is expected to be achieved during
the sprint. The team addresses what can be done during the sprint and how it can be done

(Schwaber and Sutherland, 2020).

Daily Scrum
Daily scrum, also called stand-up meetings, are short daily meetings where the team discusses
the progress toward the sprint goal, adjusting tasks if necessary. The meeting is held at the same

time, every day (Schwaber and Sutherland, 2020).

Sprint Review
During sprint reviews, the team evaluates and presents the sprint result to the customer, de-
termines future adjustments, and decides what to do next. The sprint review is the next to last

event of the sprint (Schwaber and Sutherland, 2020).

Sprint Retrospective

Sprint retrospectives are the last event of the sprint, which concludes the sprint. The team
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evaluates how the sprint went, what went well, problems encountered, and how to solve them

(Schwaber and Sutherland, 2020).

3.3.1.4 Scrum Artifacts

Scrum artifacts are information that the team uses to specify the product being developed. The

primary artifacts are the product backlog, sprint backlog, and increments (Harris, 2021).

After sprint review and sprint retrospectives, the group planned out the next sprint by adding
tasks and user stories to the backlog and decided what tasks and user stories should be in the

next sprint.

Product Backlog
The product backlog contains features, improvements, bug fixes, tasks, and requirements needed
in development. It is updated when new information is available and added to as new ideas ap-

pear (Harris, 2021).

Sprint Backlog
The sprint backlog is a set of product backlog tasks that have been included in a sprint. It is

updated during the sprint planning phase (3.3.1.3 ), and tasks are assigned (Harris, 2021).

User Stories

"A user story is an informal, general explanation of a software feature written from the end user’s
perspective. Its purpose is to articulate how a software feature will provide value to the customer.
A user story can also have a point score called story points. Story points reflect how much a story is
"worth" and how difficult it is. Story points are often used to determine "how much" a developer

has developed." (Rehkopf, 2021)
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3.3.2 Atlassian Jira

The group chose to use Atlassian Jira to plan, track and manage the workflow of the project. It
includes a scrum board (Figure 3.1), backlog, and produces reports. When an issue is created
in the backlog, the team can discuss which sprint to add the issue too. Only the issues that are

in the current sprints will show up on the board. Meanwhile, in the backlog, all the issues are

tracked.
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3.3.3 Atlassian Confluence

The group used Confluence (Figure 3.2) to document the process, write logs for each workday;,
create a product specification(see appendix A), and take meeting notes. Each meeting with the

client and supervisor was documented here (see appendix E).

D bacheloroppgave-19-... bacheloroppgave-19-wiki g 0O m e Fjern merket fra dette omridet

Table booking system for a restaurant
= Oversikt Contact: Enrico Agostinelli, Restaurant 5 minuti, 91593708

Restaurant "5 minuti” opened in July 2020 in Alesund center. They make fresh, high-quality Italian food, including Pizza al taglio and

3 Blogg delicious pastries.

!:) Omrédeinnstillinger 5 minuti is a growing business and have always lots of ideas for development. One of possible extensions that they see for their
business: a booking system where people could book a table in advance.

OMRADENARVEIER The project for bachelor students would be to create a table booking system as a mobile app (or a mobile-friendly website), plus a
physical interface in the restaurant allowing customers to see which tables are free and which are reserved.

E jira This project involves a lot of creativity, the students need to come up with innovative solutions. The owners of the restaurant have a
general vision: an intuitive, simple and clear booking system. The part of the journey is to find out how te do it - which technological

[4 cinque minuti options are out there, what would users prefer, etc.

E wireframe.cc
[4  scrum guide
E figma

[4 Github repository

B sider
= Wireframes
» Sprintplanlegging
»  Produktkrav
*> Logg
= Arbeidskontrakt

> Metenotater

Figure 3.2: Confluence - front page

3.3.4 Communication

During the project, the group communicated and cooperated daily over the platform named
discord. Discord allows for communication with voice and video calls, screen sharing, and mes-
saging. Communication with the client and supervisor, such as sprint reviews and technical
meetings, happened mainly over zoom and email. In the middle of the project, the group’s su-
pervisor also joined the discord channel. If the group needed help or answers to questions, he

could respond there.
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3.4 Graphical User Interface

This section explains the methods and tools used to create and ensure an accessible, responsive,

user-friendly graphical user interface.

3.4.1 Figma

When planning the user interface for the web application, the group used the application Figma.
Figma is a web-based, collaborative application for designing UI and UX. It allowed the group
to show ideas through wireframes and prototypes and establish the website’s functionality. The

group used it to create a prototype to visualize the application’s result.
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3.4.2 Wireframes

The group started planning the design by creating wireframes. First simple wireframes were
created with ideas of functionality the group thought would fit the project (Figure3.3a, or figma
project). This included some dropdown functionality and a basic idea of what the application
is today. Then the first wireframe was built upon, with a new wireframe with a cleaner design
(Figure 3.3b and 3.3c, or figma project). The group then created a prototype (see the section

about prototypes 3.4.3).
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3.4.3 Prototypes

Prototypes are practical for communicating the functionality and interaction of an application
to everyone involved in the project. The prototype (Figure 3.4a) was based on the second wire-
frame, with added interaction such as choosing a table, date and clicking buttons. During the
first meeting, the group showed this prototype to the supervisor and product owner. Based on
feedback and new ideas, the group created a new prototype (Figur 3.4b and 3.4c) with a new de-
sign, including a color scheme reflecting the existing logo. This made the design more coherent,

and the group has stuck with this color scheme and the basics of the design since.
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Figure 3.4: Prototypes
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3.5 User Experience

This section explains the methods used to create an application that considers usability, acces-
sibility, and responsive design. It was essential to the product owner that the application was
intuitive and responsive to be used on different devices. Both the customers and the restaurant

employees should be able to use the application efficiently and satisfactorily.

3.5.1 Usability

The application was created with usability (2.3.1) considering how both the customers and em-
ployees would use it. The method for achieving this was to state what each element was for, so

it could not be misunderstood.

3.5.2 Accessibility

To ensure an accessible application, Sim Daltonism (3.5.4) was used to find a balance for col-
orblindness, Don Norman’s Design Principles (3.5.3) were followed, and the group ensured that

the application was responsive for different devices (3.5.5).

3.5.3 Don Norman’s Design Principles

This section describes how the design of the application follows Don Norman’s design princi-

ples.

3.5.3.1 Visibility

To keep with the principle of visibility, each critical functionality of the page is visible to the
user. On the desktop, all elements are visible and clearly labeled as they go through creating a
reservation. There had to be a balance between visibility and a cluttered interface on smaller
screens, so a hamburger menu was created to contain all the navigation links. On the admin
page, the reservation table is scrollable in the x-direction for visibility on smaller screens. When
a new reservation is added, and when a reservation is starting within one hour, the popups have

a blinking header that is supposed to be visible for employees.
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3.5.3.2 Feedback

When creating the front end of the application, the group used Angular Material, a Ul compo-
nent library for Angular applications. The components have built-in feedback when clicking
on an element, like ripple effects and moving labels out of the way when clicking on an input
field. On the navbar, the icons move slightly up when hovering over them. Validation of user
input was implemented with colors and popups for users to know if and where they have not

provided the correct information.

3.5.3.3 Constraints

When using the application, constraints are applied to guide the user by creating a reservation
and simplifying it. When filling out contact information, validation of input stops the user from
entering too many characters. Users can only select tables available at the chosen time and date,

which fits the number of guests chosen.

3.5.3.4 Mapping

Throughout the application, icons are used to signify what an element is representing. For ex-
ample, when going through the reservation process, the information chosen for the reservation

is accompanied by icons that explain the text.

3.5.3.5 Consistency

The color theme was created based on the restaurants existing logo. By combining this with

Angular Material, it creates a coherent and consistent theme.

3.5.3.6 Affordance

The application elements are created with consideration of giving the user a clue of how to use
them. The inputs either show a label describing that the user should click it (click the date
input to open the calendar), are underlined to indicate writing input or with arrows that signify

a dropdown menu. The buttons are created to look like familiar buttons found anywhere else
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online. The navbar icons that link to different pages have a hover label, which tells the user

where the link leads.

3.5.4 Sim Daltonism

Sim Daltonism is a color blindness simulation application that creates a real-time filter based
on a color blindness algorithm (Fortin, 2021). This application was used to find a balance in
contrast and color (3.5.6) that was both accessible and pleasant to look at for both colors blind

and non-color-blind people.

3.5.5 Responsive Design

To get a responsive design, media queries were used. Media queries dictates what CSS proper-
ties are being used based on display width and height. On the table-GUI page, one team mem-
ber had a really great idea. This page includes many details that have to be correct. The idea was

to create an SVG file of the framed tables and scale the picture for different devices.

3.5.6 Colors

This subsection explains the usage of colors and the color choice itself.

3.5.6.1 Green

The green color used is taken from Cinque Minuti’s logo. It is used on the buttons and the

navbar. After the first meeting, the client liked the choice of colors and wanted to keep them.

3.5.6.2 Burgundy

The burgundy color is also from the logo. The usage for this color is only used for the "Covid-19

Precautions"-dropdown.

3.5.6.3 White

The icons in the NAV bar and the text inside the buttons are white.
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3.5.6.4 Brown

The brown color used is defined as the standard available table color. When a table is available,
the color is set to this brown color.

3.5.6.5 Deepred

If a table is unavailable, or any of the "table overview"-rules apply, the color changes to a deep
red.

3.5.6.6 Yellow

The yellow color is defined as currently selected. When a user clicks on an available table, it
changes color from brown to yellow, signifying that a table is selected.

3.5.6.7 Colorblindness friendly

All the colors used in the application are colorblindness friendly (Figure 3.5). That means the
difference in available tables, unavailable tables, and currently selected table colors can be seen

even with colorblindness.
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Figure 3.5: Color Blindness Types
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3.6 Tools and Technologies

This section describes the tools and technologies used in developing the application.

3.6.1 Development Environments

This subsection describes the environments used in developing the application.

3.6.1.1 Visual Studio Code

Visual Studio Code is a free and open-source code editor. During the first half of the project, it
was used but switched to JetBrains WebStorm after finding out that Visual Studio Code did not

have language support for TypeScript without any specific plugins.

3.6.1.2 JetBrains WebStorm

WebStorm is an integrated development environment (2.4.11) created for web development. It
has support for JavaScript, TypeScript, Angular, Node.js, and more. It includes features and tools
that the group found helpful, such as code completion, error detection, Git integration, linters

such as TSLint and ESLint, test runners, terminal, HTTP client, and plugins. (JetBrains, 2021)

3.6.2 Version Control

This subsection explains the tools used for version control (2.4.10). Version control was used for

collaboration, tracking, and managing the codebase.

3.6.2.1 Git

Since the group developed on the same project, a Version Control System was needed. Git is
a distributed version control system (2.4.10.1) and the most used VCS, followed by Subversion
(Synopsys, 2021). The group chose to use Git because of their experience with using it. Git is

also supported and integrated with IDEs and Git clients like Sourcetree (3.6.2.3).
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3.6.2.2 GitHub

GitHub is a web-based platform for hosting and sharing Git repositories. The group used it for
hosting and collaborating on the project’s source code. It also allowed for the supervisor to get

access to the repository.

3.6.2.3 Sourcetree

Sourcetree is a free Git client that offers a visual representation of Git repositories. It is simple
and easy to use if lacking experience with the Git CLI and powerful for more experienced users

(Atlassian, 2021).

3.6.3 Postman

Postman is often used to check End-to-End points. It is used either before a back end is created
or for debugging a project. Then postman can be used to check the requests sent and check the

server response. Different HTTP-status codes will also be received.

3.6.4 PuTTY

PuTTY is an open-source terminal (PuTTY 2021). The group used PuTTY to connect to the
virtual machine (VM) on the university’s autodeploy. After setting up the Ubuntu server with

Nginx, the application was ready for deployment so the group could clone the project.

After using the git clone to get the project on the server, then the group members can follow
the Read me-file that follows the project. Then it is ready for installing the dependencies with
the command "npm install," which changed the environment from localhost to HTTPS. In the
angular. JSON-file the hostis set to "0.0.0.0," - which accepts all IPs. Furthermore, the portis 443
since the application is using HTTPS. After that, the application was to production build, move
the distribution files to /var/www/HTML on the server, and the front end was up. Navigated
back to the project inside the back end folder and wrote "node app.js" to deploy the back end.

All this happened through the terminal window on the VM.
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3.7 Project Architecture

This section explains the architecture of the project. The system got two main folders: Front end
and back end, and lots of different subfolders underneath them.

There are several ways to have structured the project. One example of this is creating a
monolithic web application. A monolithic web application is built as a single unit. The ap-
plication has three parts: A database, a client-side user interface, and a server-side application.
This server-side application will handle HTTP requests, execute logic and read/write data to the
database. Because it does everything, it is a monolith, a single logical executable. This sounds
practical but has the downside an admin wants to change anything in the system, a developer
must build and deploy an updated version. This would make it hard to reuse with other back
ends or find a big bug that encapsulates many different components. Another downside is com-
plexity. If the application gets big enough, few developers might know the ins and out of the
entire system (Gnatyk, 2021).

For this system, it was decided to go with a microservice solution. The application ended
up having three primary services. The three main services are the main application, the auth-
Guard, and the nodemailer. These services can be modified and exported but would need some

configuration to be used in other projects.

3.7.1 Frontend

The front end is often explained as what is visible to the customer. This section describes the
HTML, CSS, TypeScript, and some JavaScript files.

3.7.1.1 Angular

Is a powerful framework that the group used as importing stuff from the Angular Material, such
as the calendar. Instead of creating a calendar from northing, the group could just import it was

a datepicker. Angular consists of components, routing and modules.
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3.7.2 Backend

The back ends it what is not visible for the customer to see. Here are things such as DB setup
and connection, authentication, models of a reservation schema, etc. Most of the files in the

back end are written in JavaScript.

3.7.2.1 HTTP Protocol

In this subsection, the group will talk about the general basics of the HTTP protocol. HTTP is
a protocol for sending an receiving data in the application layer of the OSI Model. The HTTP
protocol is designed to be simple. HTTP messages can be read and understood by humans; this
makes it easier for the developer and reduces complexity. HTTP is also stateless, which means
that it is not guaranteed to respond if a user send a request. If a user want specific information,
then a GET request will have to be sent and accepted before communication can begin. Down

below are the four most common HTTP requests.

GET
The HTTP GET: Getting data.

POST
The HTTP POST: When creating data.

PUT
The HTTP PUT: To update data.

DELETE
The HTTP DELETE: Deleting data

3.7.2.2 Query Parameters

Defines a part of the URL into the browser. Everyone can use query parameters to pass data
from one page to another. So in our system, when a user insert how many guests, date, time,

and time on the front page, it set the query parameters to move further to the table-GUI page,
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or the table selection page. Then when the user select a table, it will also store that data into
the URL to bring all the set data to the confirmation page. So the system can get the different
parameters the user has already set by getting them from the URL. So when the user are on the
confirmation page, the URL would be like
http://localhost:4200/confirm-reservation?date=2021/05/19&fromTime=13:00&toTime=16:00&

guests=2&tableSelected=2

3.7.3 JSON Web Token

As mention earlier in this section, only the server knows the correct password. In that way, the
server will generate a token, either its correct or wrong password. However, only the correct
token will give access to the route (Figure 3.6). The wrong token will only be for some kind of

response as "wrong username and/or password".

"o

1 03ANB1ANLWGEHFEYODFCIP1E1TOLZ- EkAmXg2ROZIRT 09N LANiNGEHFYODFCIP1e1TDIZ- gkénXg2RPZ9RD1

(a) Without JWT (Before login) (b) With JWT (After login)

Figure 3.6: JWT

3.7.4 HTTPS

HTTPS makes the communication over the network secure. That is whats the "S" at the end of

HTTP means. When adding HTTPS to a server, the protocol is encrypted using Secure Sockets
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Layer (SSL). When a website uses SSL, it grants the browser a certificate, and the web page will
now be recognized as a trusted web page (Figure 3.7).

B A HYJOON 2

i R O] | Elements Console Security X » CERICIRERE - B s

o Sertifieat X | security overview

Genereit Detlier  Sertfiseringsbane 8

<Ale> >

This page is secure (valid HTTPS).

0adbsfsdesdffasndbesd2fas..
Sha5ERSA

Rediger egensiaper. Kopier ti fi..

Figure 3.7: Details certificate for HTTPS

3.7.5 Hash and salt

When hashing a password, it is harder for the "man in the middle" to find a password. The hash
of a password happens in the back end on the server-side. When the server hashes the pass-
word, it generates a long string that will not be readable for the human eye. If the password were
"YouCantReadThis," then the hashing would be

"2868e7b421349a70ded1edafdf3fff86".

However, with the "just" pure hash of the password, the "man in the middle" can use the MD5
converter to string to unhash the admin or the user’s password - if he finds the syntax for where
the password is. To make it even harder for the "man in the middle"- attack, salt is added to the
password. When salt is added to the hash, it randomly ads bits into the hashed password - so
when the guy tries to unhash the password, it will be converted to something different because
of the salt added. When salt is added to the password mention earlier, it will get
"e5e61b31b8flea41b560d271c782ac7fc352beal0fe975410c8cbaf551a415ce7"

- which again are longer and harder to convert to a plain string again compare to a pure hashed
password. If the "man in the middle" are trying to use the MD5 converter to string on a hashed
and salted password, the string will still be unreadable because the salt is added will not be
converted. This gives a much longer decryption time and ends up making the system more

secure.
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3.8 Testing

When creating a enterprise project, or any serious project, testing has to be done. Testing for this
project consists of two categories, usability testing and automated testing. Usability testing is
testing how well the system is received and what feedback the users has to it. Automated testing
tries to run the system and checks if certain conditions are met. One example of a automated
testing condition is checking if a button is pressable, and what action happens after the button

press. Both the usability test and the automated test are crucial for creating robust software.

3.8.1 Usability testing

For usability testing (2.7.3), the group created a template (Figure 3.8) to guide the test and mea-

sure results. The results can be found in chapter 4 (4.4.2).

Time and date:
Location:
Participant (age, gender):

Equipment (smartphone, tablet, laptop):

Page Task Expected result Result Bug Comment from
user
(time used,
amount of (likes, dislikes,
errors, what recommendatio
was difficult, ns)

ease of use)

Front page 1. Select Front page should
number of load.
guests

Popup should

2. Select a date open if any of the

3. Selecta from | required

time information is not
4. Selectato selected.

time Select table button
5. Optional: should navigate to

Open covid- “table-gui”

19

precautions

Figure 3.8: Usability test template
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3.8.2 Ghost Inspector

After testing different solutions for testing, the team chose Ghost Inspector.

"Ghost Inspector is an automated website testing and monitoring service. It carries out operations
in a browser, the same way a user would ensure that everything is working properly" (Ghost In-

spector 2021).

Tests were made for every component and the entire process. The results of these tests can be

found in section 4.4 and appendix G.

3.8.3 Lighthouse

"Lighthouse is an open-source, automated tool for improving the quality of web pages. Everyone
can run it against any web page, public, or requiring authentication. It has audits for perfor-
mance, accessibility, progressive web apps, SEO, and more. Lighthouse can run in Chrome Dev-
Tools, from the command line or as a Node module. Lighthouse needs a URL to audit, it runs a
series of audits against the page, and then it generates a report on how well the page did. From
there, use the failing audits as indicators on how to improve the page. Each audit has a reference

doc explaining why the audit is essential and how to fix it" (Lighthouse 2021)



Chapter 4

Result

This chapter will be the project results and how the group implemented the theory and method-
ology to solve the problem. This chapter consists of four parts, design, functionality, architec-
ture, and testing. The design section consists of how and why the team has designed the system.
The functionality shows how the existing system looks and how it is used. The architecture gives
an overview of the group’s technologies and how the different software components work to-
gether. Lastly, the final sub-chapter will be about the testing, both as in software automated

testing and regular user testing, where users try the system to give feedback.

4.1 Design

The Cinque Minuti’s logo inspired the design and color scheme of the application. The page
background, which changes based on screen size, consists of two images from the restaurant.
The user interface was created with Angular Material, a Ul component library. These compo-
nents were styled to fit in with the theme of the web application. The group also used Material

Icons, which integrates easily with Angular applications.

4.1.1 Color

As mentioned in the method chapter, the group has chosen the colors based on the Cinque

Minuti’s logo. The group did not receive instructions on color, so the group decided on the color

47
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palette in agreement with the client. The colors were minor adjusted for colorblindness (Section

3.5.4 and Figure 3.5).

4.2 Functionality

This section will show an overview of the possibilities that exist in the complete system. This in-
cludes different diagrams, screenshots of every page and subpage while the group is explaining

the results.

4,2.1 Overview

The most central part of the system is the reservation mechanic, and it is essential to understand

the process of booking a reservation.

4.2.1.1 UML Use Case Diagram

This use case (Figure 4.1) diagram shows what a regular customer can do and what an admin
can do. The customer can, of course, visit all the pages in the navbar. The user can make a reser-
vation that includes the date, time, group size, selecting table, confirm the reservation by filling
in the name, phone number, and email, and receive an email about the reservation. When it
comes to an admin, he can do all the previously mentioned things. He can also log in, log out
and see the reservation administration. Inside reservation administration, he can view all reser-
vations, view today’s reservations, delete a reservation, or set a reservation as prepared or not
prepared. He will receive notifications inside the administration panel when a new reservation
comes in or one hour until reservation. So they have time to prepare the table if it has not been

done yet.
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Customer

>/ Aboutus page

Contact us page Facebook page Instagram page

Reserve a table

 Include

Include ~ o

Y nclude

Date, time and
groupsize

Confirm

Confirmed
reservation

Choose table

reservation

Include

Receive email
confirmation

Reservation
administration

N ~ . Include
- i ~ _Include -

- L Include K -

=7 Include Include:

View all View today's

Delete Prepared

reservation

Notifications

reservation

reservations checkbox

Paans

A&~ Include ~

. 1 hour until
New reservation

reservation

Figure 4.1: UML Use Case Diagram

Admin
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4.2.2 Regular User Access

This system has two main groups that will use it. These two main groups are regular users and
an admin. Regular users can access most features, like creating a reservation or checking the
about us and contact us page. This sub-chapter will be about what a normal user can see and

use and how the experience is intended for them.

4.2.2.1 Homepage

The homepage is the first part of the system for creating a reservation. The user chooses how
many guests they are, the date for the reservation, and when the reservation begins and ends.
The homepage (Figure 4.2) content consists of a navbar and the reservation form. The navbar

has the restaurant’s logo and different icons that the user can use for navigation. The reservation

form is where the customer chooses how many people and when they want to reserve a table.

@ 5 minuti

Table Reservation

Number of Guests *

If you need reservation for more than 6 people, feel free to contact us: 459 52 682

Date *

E Click here to select a date.

From * - To* -

Select Table

0 Covid-19 Precautions v
j o ——

Figure 4.2: The Home page

Navbar
The navbar consists of two main parts, a logo with a brand name and navigation buttons. The
logo is the Cinque Minuti’s logo, where if clicked on (or the text next to it), the user returns

to the home page. The second part of the navbar is the navigation buttons. The navigation
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buttons are the homepage button, the about us button, the contact us button, the go-to Cinque
Minuti’s Facebook button, the go-to Cinque Minuti’s Instagram button, and an admin access
button. These have the function that their name implies and redirects to the different parts of

the system corresponding to their name.

Select Guests

The select guest is the first part where the user starts to fill in their reservation. In this field, the
user chooses how many guests they want for their reservation. This can anywhere from one to
six guests. A small caption under selecting guests says, "If you need a reservation for more than
six people, feel free to contact us: 459 52 682". This signals to the customer that it is possible to
reserve for more than six people, even if it is not an option in this section of the reservation. The
standard for six people was set when the requirement specification was written and for practical

purposes for how many can sit at a table.

Calendar
There is also a calendar option (Figure 4.3a) where the user can see a calendar and pick a date

for the reservation. Mondays are disabled, as the store is closed on those days.

Select Time

There is also a form input the user can choose a from time for the user’s reservation, and a to-
time input the user can choose an input for the to times. This input is in half-hour intervals
and usually starts at 11:00 and closes at 19:00, except on Fridays and Saturdays when it closes
at 22:00. When selecting a from and to time (Figure 4.3b), the user can see how many tables are

available at the chosen time.

Covid-19 Precautions

Below is a Covid-19 precaution dropdown (Figure 4.3c) where the user can see more informa-
tion about the COVID-19 rules and restrictions in the restaurant. This was created to show the
customers that the restaurant takes Covid-19 guidelines seriously. This button is burgundy, so

the users will see that it is crucial and signifies it is dangerous or wary.
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Background The background is a shot of the bakery section of the counter and helps give the

user a better feel of what the restaurants have to offer.

Date *

E Click here to select a date.

(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
{Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)
(Available tables: 10)

APR 2021 = by

(b) From time

(a) Calendar

0 Covid-19 Precautions

We are following the national guidelines for infection control, which includes:

= Good routines for hygiene and cleaning
Tables get disinfected between each use
Disinfectant is available for guests and employees
Compliance with the rule of a distance of 1 meter

(c) Covid precautions

Figure 4.3: Home page elements



CHAPTER 4. RESULT 53

Missing requirements

The number of guests, date, from- and to-time are required. Users cannot progress without
filling them. When the user tries to progress without several guests, the user will warn about
needing to choose several guests (Figure 4.4a). If the user has not filled in the date, the user gets
a warning about needing to fill out a date (Figure 4.4b). If the user has just filled in the guest’s
amount and date, but not the time, the user gets a warning about choosing a from time(Figure

4.4c). Furthermore, if the user has not entered the time, the user gets a warning about choosing

a time (Figure 4.4d).

Attention!

You need to select how many people you are!

(a) Popup: Guests amount not filled (b) Popup: Date is not filled

Attention! Attention!

You need to select a FROM-time! You need 10 select a To-time!

(c) Popup: From-time is not filled (d) Popup: To-time is not filled

Figure 4.4: Missing requirements

4.2.2.2 Table Overview

This is the part of the system where the guest gets an overview of the restaurant and can choose
where they want to sit. The table overview consists of a navbar, back button, information tab,
and several icons such as the table, calendar, clock, and guest icon where the values for the

reservations are shown (Figure 4.5). The date and time button takes the user back to the home-

page.
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@Sminuti A O L O [

£ Date and time

(@ Choose atable ETH mables  [M) 20210513 () 13801700 & 2

offe oo )
O o

Fill in reservation

/

Figure 4.5: Table Overview

This page has a complex set of rules depending on the input: If a user has chosen a specific date
and time, it checks with the database whats the status on the different tables - in other words, if
the tables have been reserved or not. If the group contains two people or fewer, they can sit at
every table except the big table (Figure 4.6a). If the group contains three people, then the user
can choose every table except the two-person table in the corner and the big table (Figure 4.6b).
Furthermore, if the group contains four or five people, then the user can sit everywhere. The user
can either select the big table, and two regular tables can be selected (Figure 4.6c). Furthermore,
the last one, if the group contains six people, the user can sit everywhere except the two-person
table in the corner. Because of the table set-up and only one big table, two regular tables are
selectable. However, with this amount of guests, a two-person table will be needed (Figure 4.6d).

This happens after the DB has checked and made sure the table is available.
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< Dateand time

KTH Tavle: (9 20210518 @ 11:00-1230 2 2

ofle ofle oo
° °

® Choose a table
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(a) Group contains two people

(b) Group contains three people

KTH mevle [ 20210518 @ 1200-1300 & 4 @® Choose a table ETH Table: (9 2021705722 @ 1330-1530 & 6
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(c) Group contains four people

(d) Group contains six people

Figure 4.6: Set rules of selecting table
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Reservation Information Line

Over the table overview, a reservation information line includes five informative icons—the first
icon in the table overview help icon. The second icon is the table icon. The table icon shows
which table the user has chosen. The third icon is the calendar icon. The calendar icon shows
which date the user has chosen. The fourth icon is the from and to time icon. The from and to
time show what time frame the customers are reserving a table for. Lastly, the fifth icon is the

guest icon. The guest icon shows how many guests the user has chosen to reserve a table for.

@ Choose a table BTAH Table:1 () 2021/05/19 @® 11:00-12:00

Figure 4.7: Reservation information line

Table Overview Help

An information tab (Figure 4.8) shows the restaurant’s layout with the counter, the door where
the iPad is standing, where the toilet is, and the fire exit. The tables on this overview are num-
bered so that customers can understand the numeration of tables. There is also an overview of
the color scheme where it says what type of color means what, brown for available, yellow for

selected, and red for unavailable.

( Choose a table

. Available table Select a different table (over 3 guests):
Please click on a selected table to

unselect, then select a different table.
Selected table

@ Unavailable table

twc ofJe oo oo
0 ®

\_ T oao oao oéo )

Figure 4.8: Table Overview Help
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Table Overview

Below the information and the icons are the graphical part of the table booking system (Figure
4.5). It shows the user an overview of the counter and the available tables for the user to reserve.
It also shows a door, and windows, so the user knows how the restaurant is formed from some-

one entering.

If a table is not picked and the user presses an available table, it will be selected. If the user
has selected three guests, the user cannot choose table number 3, which has two seats, because
that is too few seats for three guests. Likewise, with table number 6, the user cannot pick table

number 6 because there are too many seats, and it would be unfair to the other guests.

If the user has selected more than three guests, the user can reserve two tables and then combine
them. It will then show that the user has chosen a table, for example, Table 1 and Table 2, for the
total reservation. Below the table overview, a fill-in reservation button takes the selected they

will and lets them go further into the booking progress.

4.2.2.3 Confirm Reservation

Confirm reservation (Figure 4.9) consists of the navbar, a back button, a confirm reservation

header, and four icons at the top of the page’s layout.
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@ 5 minuti

Confirm your reservation

D 2021/05/12 @ 13:30-16:30 2 WTH Table: 5

Name * Phone number *

Email address *

Information for the restaurant

If any lines are red, they are invalid. Then you need to change your input.

™
-

Jeg er ikke en robot

[ I censent to temporary data storage:
The following information will be stored:
- Name, email, phone number and information for the restaurant

This information will be deleted one day after the reservation ends. We use this
information to keep an overview of the coming reservatiens, and to contact you if
anything changes about the reservation. The information will be stored within the
GDPR guidelines from the European Union

Confirm Reservation

Figure 4.9: Confirm Reservation

Icons
These four icons show the user what they have chosen for their reservation. These are described

in paragraph4.2.2.2.

User contact information
The confirm reservation then consists of an input field to input the name, phone number, email,

and specific information for the restaurant.

reCaptcha

The user is asked to check a reCaptcha to hinder hacking and brute force attacks.

Consent and confirm button
As the last step of the reservation, the user has to consent to temporary data storage. This part
contains information about the GDPR, what data is stored, how long, and what the data is used

for. Lastly, the confirm reservation button will hold the reservation in the database.
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4.2.2.4 Reservation confirmed

The confirmed reservation page (Figure 4.10) ends the reservation process. It informs the user
about what email address the email confirmation is sent to and contains an animated SVG that

triggers left to right using an SVG border. This gives a feeling of the signature being written,

giving the page a little more personal touch.

@ 5 minuti

Thank you for the reservation!

An email confirmation has been sent to:

test@test.no

We hope you enjoy our little piece of ltaly!

Sincerely
o

Obmiructs

Figure 4.10: Reservation Confirmed
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4.2.2.5 Aboutus

The about us page (Figure 4.11) tells the customer about the restaurant. The page tells what
the restaurant wants to give an impression of, what they stand for, and what services they can
provide. The font of the headline was chosen to provide more of a classy Italian look, and the
picture was selected to show a sign of comfort and a pleasant atmosphere. There is also text
about what the restaurant has to offer to make the customer want to visit. At the end of the
about us page, there is an animated SVG signature. This animated SVG signature is the same

used on the "confirmed reservation"-page. The signature is designed to give the impression

that these are their values and that they can sign them because the restaurant believes in them.

@ 5 minuti

Cinque minuti is Alesund's new, Italian patisserie, pizza and pasta place.
Enjoy life in Kongens gate 14!
"Cinque minuti” has food that is ready in 5 minutes :)

6M°Mw%p

Figure 4.11: About us page
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4.2.2.6 Contactus

The contact us page (Figure 4.12) gives the user information on how to contact the restaurant.
It has the restaurant’s location, the phone number of the restaurant, and their business email. It
also has a circular picture of a map signifying where the restaurant is located. The address and
the image have a link to google maps. Lastly, it has a text that says, "Feel free to contact us if you

want to ask us anything." This text shows that they are approachable, and contact them if they

have any inquiries.

@ 5 minuti

Get in touch with us

o (.

Kongens gate 14, Alesund 459 52 682 dragievasv@gmail.com

Flellstua uts
Cinque minuti

Brunholmen
B4 dvokat Elling Skaal

Qume\ Brosundet .0

Alesund

Jlgendstilsenteret
ogKUBE o
[BYitesand Surf Rental~ 8

Qac

@Aa\esunds Muse

Feel free to contact us if there is anything you want to ask about.

Figure 4.12: Contact us page

4.2.2.7 Email service

The email service (Figure 4.13) is for the customer to get a confirmation of the reservation.
It includes the reservation date and time, table chosen, contact information, and restaurant

overview.
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o

o 5 Minuti
“'U,uy Kongens gate 14, 6002 Alesund

459 52 682

wms

Your Reservation has been Confirmed!

PENDING CONFIRMED

Hi Bjern,

Reservation confirmed with 5 Minuti on 2021/05/11 at 11:30 to: 12:30.
Please find the details below:

Confirmed Time:
2021/05/11 at 11:30 to: 12:30

Table: 5

Duration: 11:30 to: 12:30
Date: 2021/05/11

Staff: The 5 minuti family

5 Minuti

Alesund
Kongens gate 14, 6002 Alesund
455 52 682

twc oo oBe ofe
° o

O T Q¢ o Do

Need to make changes to this reservation? Call us at 459 52 682

Thank you for the reservation, we can't wait to see you!
5 Minuti

Figure 4.13: Email confirmation
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4.2.3 Administrator User Access

The second group that will use this system is the administrator. The administrator user has ac-
cess to all features but, most importantly, can access the administrative user resources. These
resources are accessed after the admin has logged in with the Admin-view login portal. After
successfully logging in, the admin gets access to the All reservations and Today’s reservations.
These hold all the reservations made in the system (that has not been deleted) and the reserva-
tion for that current day. This is necessary for the restaurant to use the system in practice and

reserve tables the day they need to be reserved.

4.2.3.1 Admin-view Login

The Admin-view login is what authorizes a user to get access to the administrative user re-
sources. The admin view login (Figure 4.14) consists of a title, input fields, and a button. The
login title is login for administrators, and the input field is for the username and password. There
is also a hint in the input fields for the user to easier understand where to write the username

and password. After the user has put in the values, the login button will be available to click.

Then if the username and password are correct, they will be logged into the admin view.

@ 5 minuti

Log in for administrators

ssssssss

Figure 4.14: Admin Log In
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4.2.3.2 Admin-view All Reservations

The Admin-view all reservations is the page that holds the table with all the reservations. The
Admin-view all reservations (Figure 4.15) has a title, buttons, a filter, and a table with the reser-
vation information. On the top right, there are three buttons. The "log out"-button logs the user
out of the system. The "All reservations"-button takes the user to the all reservation tab, and the

"Today’s reservations"-button takes the user to the today’s reservation tab.

All Reservations Today's reservations

Filter

Date From To Guests Name Email Phone number Table Custom message Prepared Delete reservation
2021/05/14  13.00 14:30 3 5 (]

2021/05/16  12:.00 14:30 2 3 O l
2021/05/17  13:30 15:.00 2 10 O

2021/05/18  13:.00 15:00 1 Test test@test.com 12345678 3 O

Items per page: 10 v 1-40f4
T S T e R T WiTH T i

Figure 4.15: All Reservations

Filter

A filter lets the user search through the table. This can search for any value.

Table Parameters
The all reservations table holds all the reservations in the database. It has ten parameters: date,

from- and to-time, guests, name, email, phone number, table, custom message, and prepared.

The team argued whether the customer should only be able to reserve tables next to each other.
Still, the group ended up going for a solution to select any two tables and then book them for a

bigger group. This makes it so that a table entry can look 4,8 (table 4 and 8 reserved).
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There is also a custom message where the customer can tell the restaurant about any special
needs. Lastly, there is also a prepared checkbox that lets the restaurant employees know whether

the reservation is prepared or not.

Sorting
An admin can sort any of the values from lowest to highest to how it is sorted in the database by
clicking the header (Figure 4.16). This works for both strings and integers and will sort either by

letter or number.

All Reservations

Filter
Date From To Guests
2021/05/12 13:00 14:.00 1
2021/05/13 13:30 17:00 2
2021/05/14 14:00 15.00 2

Figure 4.16: Sorting the date parameter by ascending

Deleting

A delete button is placed next to each reservation. When clicking the delete button, a warning
will appear with "Are you sure you want to delete this reservation?" since it is easy to click by
accident and delete the wrong reservation. The warning lets the user have a second chance at
deleting the reservation. If the user deletes the reservation, it will be deleted from the table view

and permanently deleted from the database.

Items per page

At the bottom of the table, the user can select how many items per page the table should show,
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and the user can also select which page the user wants to be on. The user selects this by using
the arrows at the bottom of the table (Figure 4.15). The default for items per page is set to 10 but

can be set to 5, 25, and 100.

4.2.3.3 Admin-view Today’s reservations

Today’s reservations view (Figure 4.17) is practically the same as the all reservations view, except

that it only shows the reservations for that current day and does not contain a filter.

. All reservations
Current reservations (2021/05/12)
Date From * To Guests Name Email Phone number Table Custom message Prepared  Delete reservation
2021/05/12 13:00 14:00 1 Bjgrn test@test.no 12121212 4 O .

Items per page: 10 v 1-10f1

= ¥ —

Figure 4.17: Today’s Reservations

4.2.3.4 Admin-view Personal information deleted 1 day after reservation end

According to the GDPR rules, a business has to delete personal information if it is not used for a
specific purpose other than just storing it. The company not being able to store the reservation
is, generally speaking, their issue. Still, it would be appreciated with statistics on when and
where users would create reservations for future analysis of the shop’s customer flow. Therefore
all personal information is deleted one day after the reservation ends (Figure 4.18). Deleting
the personal information one day after means that the date and time from when the reservation

happened can still be seen, but not anything that can be traced back to anyone.

- -
All Reservations DEMO 1hr popup Todays reservations
Filte

Date 1 From o Guests. Name Email Phone number Table Custom message Prepared Delete reservation

2021/05410 14:30 1530 2 5 m

2021/05/10 16:30 1730 3 5 m

2021/05/10 16:30 1730 3 5 m

—

Figure 4.18: Deleting personal information 1 day after reservation is done3
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4.2.3.5 Notifications

When a user is logged in as an administrator, notifications are available. The notifications are

created with socket.io (2.4.9.1) and the Angular Material MatDialog service.

New Reservation
When a new reservation is added, a popup (Figure 4.19) appears with information about the
reservation. The popup has information about the date, time, table, and name chosen for the

reservation.

New Reservation!

Date: 2021/05/18
From: 13:00
To: 15:00
Table: 3

Name: Test

Figure 4.19: New reservation popup

Reservation within one hour
When there is one hour or less until a reservation, a popup (Figure 4.20) appears to notify the
restaurant’s employees. The popup has information about the date, time, table, and name cho-

sen for the reservation.
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Reservation in the next hour

Date: 2021/05/17
From: 13:30
To: 15:00
Table: 10

Name: Test

Figure 4.20: Reservation within one hour popup

4.3 Architecture

The MEAN-Stack and nodemailer make up the basis of the architecture. This consists of a front

P

end and a back end that communicates with the cloud.

| API Nodemailer
Auth Modules Service Controller

APP

MongoDB
Driver MongoDB
Database

Angular application Express webserver

Browser .
Node.js

Client machine

Front end Back end Cloud

Figure 4.21: The projects architecture (MongoDB, 2021a)

4.3.1 Front End Architecture

In this section, the group will explain how the application is built and its routing. Angular is a
powerful tool combined with TypeScript, HTML, and CSS and seemed to have many compact

features that could easily be applied to the project.
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4.3.1.1 Angular

As mentioned, Angular is a robust framework, including components, routing, and modules
(Figure 4.22). With Angular, a developer can import the core and a set of TypeScript libraries
(Angular, 2021b).

Modules

Angular applications have their modules system called NgModules. NgModules are containers
for a different type of code dedicated for specific tasks. One of these tasks is the date picker
module. This lets the developer import a calendar with relative ease and imports it into the
developer’s project. This way of structuring the system makes it easier to create things faster
since features can be imported and easily applied to a project. Every Angular application has
at least one NgModule class, the root module; this module is called the AppModule has to file
name app.module.ts. When creating a new project, the project only has one Root NgModule,
but it can include child modules in a depth hierarchy. This is seen in the authentication service,
where there are separate modules. This can be very beneficial in terms of having clarity, where

different modules have different imports (Angular, 2021b).

Components

Angular Components are built on a hierarchy. Inside the components folder, TypeScript-files(TS),
HTML files, or the CSS files for the specific page can be found. Each component defines a class
that contains application data and logic, which is associated with HTML. Inside the component-

TS file, the HTML is referred to as a template. (Angular, 2021b).

Routing

Angular has its way of routing components and paths. One can create different routes in the an-
gular routing and bind them to different components and their designated URL. Angular routing
also makes it easier with router links, where users can navigate throughout the site, and it goes
through the angular system and not an URL.

To secure a route and different components, the canActivate, and the canLoad feature can be

used. The canActive condition can only activate a particular path or load a specific path if a
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condition was met. The canActivate and canlLoad are what are used by AuthGuard to secure
the routes to the project. The authguard component made it so to access All reservations and
current reservations; a JWT token is needed. This would be given from the back end and, after

getting it, would give the user access to the Admin resources.

Routes Diagram

A

All LLCLEVES

reservations reservations

Confirmed
reservation

Login
Activate
Authguard

Confirm
reservation

’es

Figure 4.22: Routing diagram

4.3.1.2 Optimization

One thing that helped optimize the app was to build to production. This took the total build size
of 160 MB to 1.5MB. The group also had many optimization tips from lighthouse, which gave us

help on creating a website that google promotes and is up to "Web development" standards.
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One example of this is using a robots.txt file so that web crawlers can index the website. Thus

giving google insight into the content of the website.

4.3.1.3 Progressive Web Application

The Angular framework can convert an application to a Progressive Web Application (PWA).
This allows us to export the system as an app on most platforms, like iOS, Android, or desktop
applications (Figure 4.23). This came very handily when one of the requirements for the system

was that it either was a mobile application or mobile-friendly.

Wil du installere appen?

test
espensv-Imin.uials.na

o

3 Minuti

(b) PWA app icon

(a) PWA install

5 minuti Table Reservation

@ 5 minuti

Table Reservation

Number of Guests *

- To*

0 Covid-19 Precautions ~
. [

(c) PWA desktop app running

Figure 4.23: PWA install windows desktop
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4.3.2 Backend-architecture

This chapter will be about the back end, for instance, how the Express.js web server is config-
ured. The code here is not something the regular user can see. The files here are primarily based
on the setup and configurations on the system’s web server, database, and controller. Security is
also defined here. The system has security in the back end as well and not only in the front end
because everyone has the opportunity to create their front end. It will also be about the most

important classes and their functions.

4.3.2.1 app.js

This subchapter will explain how the backend is built up. With the main app.js backend server,

its controllers, its models, and its database configuration.

app.js Server

Here (Figure 4.24) are the libraries used for the app.js server.

"use strict";

require( 'dotenv').config();

const cors = require("cors");

const bodyParser = require("body-parser");

const mongoose = require("mongoose");

const passport = require( 'passport');

const reservationRoutes = require("./routes/reservations");
const userRoutes = require("./routes/users"});

Figure 4.24: App.js libraries

Express and Socket.io Setup

This is the express (2.4.8) server and socket.io (2.4.9.1) setup (4.25).

First, the express library is imported. Then, using express, an HTTP server is created. Socket.io
is imported and initialized using that HTTP server. The HTTP server starts and listens to the

chosen port.
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const app = require("express")();

const httpServer = require("http").createServer(app);
const io = require("socket.io0")(httpServer, {
cors: {
origin: "http://localhost:4200",
methods: ["GET", "POST", "PATCH", "PUT", "DELETE", "OPTIONS"],
transports: ['websocket', 'polling'],
credentials: true
Irs
allowEIO3: true
});

httpServer.listen(process.env.PORT, () => {
console.log("Server is listening on port " + process.env.PORT);

});

app.use("/api/reservations", reservationRoutes);

app.use("", userRoutes);

Figure 4.25: Express and socket.io server setup

Mongoose setup
"Mongoose is an Object Data Modeling (ODM) library for MongoDB and Node.js. It manages re-
lationships between data, provides schema validation, and is used to translate between objects in

code and the representation of those objects in MongoDB" (Karnik, 2018).

This configuration (Figure 4.26) uses Mongoose to connect to the MongoDB database.
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mongoose
.connect(
process.env.MONGO_URI, {
useNewUr1Parser: true,
useUnifiedTopology: true,
useFindAndModify: false

}
)
.then(() = {
console.log("Connected to database!");
b
.catch(() == {
console.log("Connection failed!");

Rk

Figure 4.26: Mongoose setup

Body-parser initializing
Body-parser (Figure 4.27) is the Node.JS body parsing middleware. It is responsible for parsing

the incoming request bodies in a middleware before the system takes it to use.

app.use(bodyParser.json());
app.use(bodyParser.urlencoded({

extended: true

1))

Figure 4.27: Body-parser

CORS

Here (Figure 4.28), the CORS middleware for express is used to "allow restricted resources on a

web page to be requested from another domain outside the domain from which the first resource

was served"(CORS 2021).
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app.use(cors());

app.use((req, res, next) => {
res.setHeader("Access-Control-Allow-Origin", "*");
.setHeader(
"Access-Control-Allow-Headers",
"Origin, X-Requested-With, Content-Type, Accept, Authorization"

setHeader(
"Access-Control-Allow-Methods",
"GET, POST, PATCH, PUT, DELETE, OPTIONS"

next();

Figure 4.28: CORS handling

4.3.3 Routes and Controllers

A route is a section of Express code that associates an HTTP verb, a URL path or pattern, and a
function called to handle that pattern. The routes are created with the express Router middle-
ware. The routes forward the request to a controller, which reads and writes data to the model-

s/database and sends an HTTP response (MDN, 2021a).

4.3.3.1 Reservation Routes and Controller

The reservation routes (Figure 4.29a) express Router middleware to forward requests to its con-
troller (Figure 4.29b). The router also uses the checkAuth middleware to protect the get, delete

and put routes.

createReservation posts a new reservation to the database. getReservation queries for new doc-
uments (reservations) from the database. updateReservation updates a document in the collec-
tion by id and is explicitly used for updating a document when the prepared checkbox is checked
or unchecked. deleteReservation deletes a document by id from the collection. sendMail sends

an email confirmation when the reservation process is finished.
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const express = require("express");
const ReservationController = require("../controllers/reservations");
const checkAuth = require("../middleware/check-auth");

const router = express.Router();

router.post("", ReservationController.createReservation);

router.get( ,checkAuth, ReservationController.getReservation);
router.delete("/:1d" ,checkAuth, ReservationController.deleteReservation);

router.put("/:1id",checkAuth, ReservationController.updateReservation);

module.exports = router;

(a) Reservation Routes

const Reservation = require("../models/reservation");
const ObjectID = require( 'mongodb').0bjectID;
const nodemailer = require("nodemailer");

exports.createReservation = (req, res, next

)
exports.updateReservation = (req, res, next)
exports.getReservation = (req, res, next) =>
exports.deleteReservation = (req, res, next)
async function sendMail(user, callback) {...}

(b) Reservation Controller

Figure 4.29: Reservation Routes and Controller

4.3.3.2 User Routes and Controller

The user routes (Figure 4.30a) and the user controller (Figure 4.30b) are similar to the reservation
routes and controller. They handle the login, logout, and refresh of the administrator user. The
controller uses JWT tokens (2.6.1.1) and passport.js as authentication middleware. After the
administrator has logged in, they get a JWT token. The refresh token is so that the user does not
have to log in every time they return to the system if they are already logged in. This makes it

easier for the end-user.
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const express = require("express");
const UserController = require("../controllers/users");
const router = express.Router();

router.post("/login", UserController.login);
router.post("/logout", UserController.logout);
router.post("/refresh", UserController.refresh);

module.exports = router;

(a) User Routes

const jwt = require('jsonwebtoken');

const randtoken = require('rand-token');

const passport = require('passport');

const JwtStrategy = require('passport-jwt').Strategy;
const Extractdwt = require('passport-jwt').Extractiwt;

require( 'dotenv').config();

const SECRET = process.env.SECRET_KEY;

const refreshTokens = {};

const passportOpts = {
jwtFromRequest: ExtractJwt.fromAuthHeaderAsBearerToken(),
secretOrKey: SECRET

i3

passport.use(new JwtStrategy(passportOpts, function (jwtPayload, done) {...}));

passport.serializeUser(function (user, done) {...});

exports.login = (req, res) => {...}
exports.logout = (req, res) => {...}
exports.refresh = (req, res) == {...}

(b) User Controller

Figure 4.30: User Routes and Controller

Controller

In the back end, under controllers, the developer can find the user’s JavaScript file (Figure 4.31).
The controller is an essential part of the back end because it handles the security. First, the sys-
tem takes the input from the user, then hashing it and adds salt to it, for then comparing the
password with the password in the database - which is also hashed and salted. Then if the result

is true and the username is correct, it will provide the guy who tries to log in with a successfully
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token. Otherwise, if the password is wrong or the username is wrong, a JWT token will be pro-
vided as empty. Without a JWT token, a user cannot log in or access administrative resources. If
they attempt to log in without a JWT token, they will get feedback from the server that the input

was wrong.

exports.login = (req, res) => {
let fetchedUser;
const {username, password} = req.body;
const hash = bcrypt.hash(password, 10);
const user = {
username: process.env.usernameVariable, password: hash.password
by
const saltRounds = 10;
const localVarPwd = process.env.passwordVariable;

bcrypt.genSalt(10).then(salt => {
bcrypt.hash(localVarPwd, salt).then(hash => {

var admin = userSchema;
const adminPassword = admin.findOne({username: 'Admin'}, function (err, adminuser) {
bcrypt.compare(password, adminuser.password).then(result => {
if (result == true && username === process.env.usernameVariable ) {
const token = jwt.sign(
{username: process.env.usernameVariable, password: password},
process.env.SECRET_KEY);
const refreshToken = randtoken.uid(256);
refreshTokens[refreshToken] = username;
res.json({jwt: token, refreshToken: refreshToken});
console.log("Administrator logged in")
} else {
res.json({jwt: null, refreshToken: null})
console.log( 'Username or password are wrong')
}
1)

return adminuser.password;

});

Figure 4.31: Berypt

4.3.4 Models

Models are constructors compiled from schema definitions. An instance of a model is called
a document. Models are responsible for creating and reading documents from the underlying

MongoDB database (Mongoose, 2021).
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The reservation model (Figure 4.32a) creates a schema that compiles to a model. It contains
all of the properties of a reservation. The user model (Figure 4.32b) also consists of a schema
containing properties for a user. The user model also uses bcrypt to hash and salt and then

compare the password in the database.

const mongoose = require( 'mongoose');

const reservationSchema = new mongoose.Schema({

date: { type: String, required: true },
fromTime: { type: String, required: true },
toTime: { type: String, required: true },
guestCounter: { type: String, required: true },
name: { type: String, required: true, min : 6, max : 1},
email: { type: String, required: true },
tableSelected: { type: Array, required: true },
customMsg: { type: String, required: false },
phoneNum: { type: String, required: true },
statusCheckbox: {

type: Boolean,

required: false,

default: false

s

module.exports = mongoose.model('reservations', reservationSchema);

(a) Reservation Model

const mongoose = require("mongoose")
const bcrypt = require("bcryptjs")

const UserSchema = new mongoose.Schema({
username: String,
password: String

})

UserSchema.pre("save", function (next) {...})

UserSchema.methods.comparePassword = function(password, callback) {...}

module.exports = mongoose.model("User", UserSchema)

(b) User Model

Figure 4.32: Reservation and User Models
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4.3.5 Auth

There is the middleware (Figure 4.33) to check if the user has a valid JWT token, then giving
access to deleting or accessing the entire database, and not just tables available at a certain

time.

const jwt = require("jsonwebtoken");
require( 'dotenv').config();

const user = {
username: process.env.usernameVariable, password: process.env.passwordVariable

¥

module.exports = (req, res, next) => {
try {

const token = reqg.headers.authorization.split(" ")[1];

const decodedToken = jwt.verify(token, process.env.SECRET_KEY);

req.userData = {username: decodedToken.username, password: decodedToken.password};
next();

catch (error) {

res.status(401).json({ message: "Auth failed!" });

Figure 4.33: Authentication check

4.4 Testing

In this section, the team will talk about testing and its results. Automated testing, usability test-

ing, and physical testing are the topics the team will talk about here.

4.4.1 Automated Testing

Different solutions for testing were tried out, but the group chose ghost inspector (Figure 4.34).
This gives a more accurate test to what a user would do and the process in its entirety than string

and int testing.
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Main Test Suite [MTS]

5 Tests @ No schedule

TEST NAME =

Confirm reservation

Run test Edit steps
Login
Run test Edit steps

Main reservation

Run test Edit steps

Reservation-list Feature Test

Run test Edit steps
Table GUI
Run test Edit steps

Settings

Settings

Settings

Settings

Settings

Settings

STATUS +

& Passing

@ Passing

@ Passing

@ Passing

® Passing

SCREENSHOT =

[Za] Passing

[a] Passing

4] Passing

(4] Passing

[Za] Passing

SCHEDULE =

Suite schedule

Suite schedule

Suite schedule

Suite schedule

Suite schedule

Figure 4.34: A complete list of pages the tests were run on

TESTED =

o04/z21/21

219 PM

o4/21/21
2127 PM

04/21/21
11:13 AM

o4/21/21
2:37 PM

04/21/21
11:16 AM
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Tests were done for every component and the process in its entirety. Here (Figure 4.35) is

the final test for the last component with input values, where the values are tested as shown and

what values are expected.
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£ Ghost Inspector

# Dashboard > Main Te:

Confirm reservation

& Bjorn-Erik Ervik

© Reactivate
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Figure 4.35: The testing for Confirm Reservation

82



CHAPTER 4. RESULT 83

4.4.2 Usability Testing
4.4.2.1 User tests

The usability test was done with ten people. The group created and used a template (See sec-
tion 3.8.1), where the amount of time used, bugs, complicated actions, and errors of the different
pages were measured. On average, the time used was between 1 to 3 minutes. The application
got great feedback on the ease of use and the application’s design, and not many difficulties were

observed.

Observations:

Problem with finding the information view on the table overview when asked to find it.

Some problems getting past the captcha on confirm reservation

Invalid date on iOS

Not possible to use other characters than letters on confirm reservation message

Difficult to see the message about turning the phone to see the navbar links
Feedback:

* Make the home page, choose date button press-able on the entire line where it is grayed

out, and not only the calendar icon.
* Chronological order on the popups at the front page.
* Validation of the custom message to the restaurant at confirmation-page
* Maybe for future planning, adding order food to be ready on arrival
* Making the signature on the confirmed reservation page smaller
e Centering the content of the confirmed reservation page

* Mobile view, navbar only available when rotating device
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* Mobile view, Remove the message: "Please rotate your device" on both the home page and

table selection page.

After the tests, the group agreed on the observations, and the feedback needs to be taken seri-
ously. The group used the feedback and fixed what were given responses. An example of this
is making the signature smaller on the confirmed page. This means that many of these will be

irrelevant to the current project since they are already fixed.

4.4.2.2 Implementation Testing

The group went to the restaurant to do an implementation test to see how the system would be
used in practice. When the group was there, the group let Svetlana try out the system while ex-
plaining how the different parts of the system worked (Figure 4.36). After Svetlana tried to make
areservation with her MAC and phone, she checked out the system and how it would be used in
practice. As seen in 4.39) after the reservation is filled in, Svetlana as an admin gets a notification.
On this screen, all the employees can see all the reservations as well. At this meeting, Svetlana
gave us the username and password for their web hotel. Unfortunately, their current web pack-
age only includes forwarding of Domain Name Server (DNS). Because of that web package, the

web page was forwarded to the auto-deploy server. The result here is: www.5minuti.no

Figure 4.36: Bjorn-Erik and Espen explaining the system to Svetlana
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In the project assignment, the group was supposed to give the customer the option to see what
tables are available in the restaurant. This was going to be done with an iPad that stood next
to the door inside the restaurant. However, because of Covid-19, the restaurant cannot have
an iPad that is going to be used by multiple people. Therefore the group brought a laptop that

simulates an iPad for potential future use (Figure 4.37).

Figure 4.37: Laptop simulating future Ipad

The restaurant will, in the future, use a monitor hooked up to a laptop to see the future reserva-

tions. Here a laptop was used to simulate that (Figure 4.38).
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Figure 4.38: Laptop simulating monitor the restaurant will use for reservations

In the future, when the system is used, and a reservation is made, a "new reservation" pop-up

will show. Here a laptop was used to simulate what that would look like (Figure 4.39).

Figure 4.39: Laptop simulating a new reservation pop-up



Chapter 5

Discussion

This chapter will be about the thoughts and the reasoning around the developed system and the

things that worked well or things that could have been done differently.

5.1 The main reservation system

The final table booking system fulfilled all the client’s requirements, and in general, the group
and the customer are happy with the delivered product. We also added quite a few extra features
that they did not ask for, but that improved the system’s quality. We got much creative freedom
as the client-focused more on what the end product was supposed to provide. This went well
for us as a group since it gave us more freedom. With this freedom, we could design the system
as we wanted. This gave us the option to make the color palette fit the system. In retrospect, we

were happy with the amount of creativity and the solution we created.

5.1.1 Home page

The home page ended up being suitable for its intended purposes. It makes it easy for the aver-
age user to pick a time and date for their reservation. The home page was built up by Angular
Material Components, which made styling the website and give it features more accessible. This
was true except for the calendar, also known as the date picker. The datepicker was hard to im-

plement at first and took some time to get correct.
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One of the difficult things with the calendar was having closing hours depending on which day
it is, as well they are closed every Monday. So we have to fetch the input of the datepicker to see
what date and day it is to give a return of the from time and to time.

In the middle of the project, our supervisor came up with an idea to implement available tables
on the front page when you choose from time. The from the time are built on a for-loop. With
the tables set rules, we had some issues to make available tables respond correctly. The logic
behind it is complex. First, you need to make sure there are currently no reservations, and then
you are from time has to be bigger than the time in the reservation. And then, you can add the

table set rules to make the available tables respond correctly.

Angular also made it easier to form control and form groups. This was made more accessible

since it had built-in functions and relatively easy-to-understand mechanics.

We also had to implement a COVID-19 precautions dropdown which informs the customer
about the COVID-19 regulations the restaurant is following. Luckily with the red, light green,

and white, we were still able to create a color palette that fits with the Cinque Minuti’s logo.

5.1.2 The table overview

The development of the table GUI was complex. The first problem was how we would create the
core components of the system. How would we create objects representing tables and chairs
with HTML, CSS, and JavaScript. There are two parts to creating the table overview compo-
nents. These two components are design and how the different objects would be placed in the
browser. How are we suppose to create circles and squares to represent the different physical
objects in the restaurant. Moreover, we should have them perform advanced placement and
logic when the different box models are stacked inside each other. Behavior like this compli-

cates using the DOM.

With Angular Material grid list, we could make grids with specific sizes and particular properties.
This was our first solution. We made grids that would create little squares, and we were happy

with the result that that technology gave us. It would be tremendously challenging to make this
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otherwise, if not wholly impossible, to make this out of HTML elements. One tricky thing was
the size of the table overview and its effect on devices of different sizes. First, we tried to make

HTML that used vh (view height) and vw (view width), which worked for a while.

Nevertheless, the tables and chairs were too small for smaller screens, and we had to use a lot of
CSS (8.8 MB), which is a lot; for reference, the standard “Max limit” set by angular is 2MB. Luck-
ily, we had one on our team that was good with SVGs who could create the SVGs instead. With
this technology and options, the SVGs looked great on mobile and desktop. We also had an issue
where the table overview would stretch very long and not look good on specific screens—setting

a max-width fixed this by putting a max-width on the container.

Nevertheless, with SVG, they were set to a specific width and height, and SVG’s with a specific
width and height solved the problem. There were also issues with fixing the door and its sizing
when using grid. The door sizing issue with the table overview remade was fixed when using the
SVG. We are happy that we started very early with this process and had so much time refining

and re-imagining the product.

Another challenge we had was implementing this graphical table booking system into actual
numbers. We had to find out how the tables would be stored in a database and know how many
tables are available in a particular situation. Moreover, this was hard to imagine and a significant
technical problem for us to solve. We needed much time and a decent amount of abstraction to
turn this into programmable logic. We solved it by having a system where from one to ten, the
tables were named and had a from and to times where they were available to add, then stored in
the database and unchecked if it was available from a specific time. If the tables were available,
then even more rules were applied to the table, either if the guests were too few or too many to
sit at the currently selected table. Developing this system and initialize how we would create a
solution for this problem was tricky. Luckily we have great technology nowadays like the MEAN-

stack to help us.
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5.1.3 The confirm reservation page

. Very much with the same with the confirm reservation page. The angular framework made
this more accessible than it presently could have been with the form fields and inputting name,
phone, or email. You could quickly put in the information thatlooked good, and that could have
specific requirements such as the name cannot have numbers, or the email must have an at the
sign. It also made it easier to style the project so that it all had the same form factor. First, we
applied RegEx to handle the fields for length, characters, and symbols, but it did not work out
well since we need to add "A@A" in some fields, and in other fields, we need to handle symbols,
for instance, "@ or quote marks." So we used HTML to handle the field’s length and just used
RegEx a few places where it needs to be handled. The form-structure angular offers, combined
with using angular material, gave a styled and easy-to-use confirm reservation. With the Angular
Material framework, it was easier to take the information from confirmed reservation into the

MongoDB database as there are many tutorials on it and documentation to help.

5.1.4 The Admin-view

The administrative system has been OK to develop. We started early by implementing some
of the data into a table, which was the earliest iteration of our current admin dashboard. With
our current version, we have sorting, deleting, a prepared status, and the option to log in and
log out. Today’s implementation of the sorting, filtering, and showing only current reservations
were challenging to develop. These features would take a long time to develop if they were not

for Angular and Angular Material.

5.1.5 The Email Service

From a technical standpoint, the email service was not too hard to implement, and the only
problem we had by creating the confirmation email is that separate CSS and HTML files could
not be used. We had to use inline HTML inside the class to make it work. It took a little more
time because of this. The outcome was well, and if the group creates a system like this again, it
would be easier to do. Instead of using inline HTML, we could have used express to send a GET

request with the HTML file response (Neswine, 2021).
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5.1.6 Frontend

We created the front end with a simple user interface in mind. If we had more time, we would
have included a user log-in. This would let the customer skip the confirmation page where
they fill out their contact information. This is the only place where the customer needs to type
by himself. All the other fields are drop-down menus or click-to-select menus. We discussed

having a login system for customers but found that it was not a priority for Enrico.

5.1.6.1 Angular

Angular has been a compelling and very time-efficient library to work with. It saved us a lot of

time and helped us create many features. However, it had a very steep learning curve.

The architecture behind Angular and how it was built up was hard to understand initially. This
was our first time using Angular, which resulted in initial concepts like components, modules,
and routing taking some time to understand. After getting some experience learning how to use

the platform, development became easier.

Angular is one of the most popular front-end frameworks, which means that the community
around it is big. There are also many compelling features for routing and protection, such as

authentication guarding and all services that can easily talk to the back end.

5.1.6.2 Design and user experience

Since we planned out the application’s design using wireframes and prototypes, we had a clear
idea of what we wanted the application to look like. We were asked to create a simple and intu-
itive application, which the planning resulted in. We have also tested it with friends and family
of different ages, which seem to understand the system and think it has a pleasing aesthetic. We

are generally speaking very pleased with the result.
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5.1.7 Backend

We are happy with the results of the back end. None of us had too much experience with writing
server-side code. When we look back at how we built the back end now, it could have been built
differently. We could have used more "business rules" in the back end. In this case, we mean

more of the table selection logic could have been in the back end (Figure 4.6).

5.1.7.1 RESTAPI

Creating the REST API was not easy in the early stages of the project, where we had little knowl-

edge about how to use it properly and set it up with the database correctly.

5.1.7.2 Architecture

We formed the back end after the project’s needs during its development. Focusing on the
project’s needs leads us to find features we want to implement, implement, and refine. This
process worked out for the group decently, and the group members are happy with the outcome

and quality.

However, the group could have planned the architecture of the back end with more theoretical
concepts. In the earlier stages of the project, the group focused more on creating something
than architectural design theory. In hindsight, maybe there should have been more focus on
theory and plan to give the back end even better quality. This does not mean the back end has
any significant flaws and does not do its job. However, there are many concepts out there that

might have been smart to apply.

5.1.7.3 Database

A NoSQL database such as MongoDB has good integration with TypeScript and Angular. The
documentation was OK for MongoDB, and the group struggled a little bit in the early phases of
implementing the database, pushing and pulling data into the database. These issues were more
on having a correct setup on service and our controller to fetch up the information. After some

tutorials using MEAN like we were able to do, successfully one of the earliest things we had to
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do, pushed the table entries that being which tables are supposed to go into the database. Then
have the database store and retrieve that data. This was crucial for us in the early stages of this
project. The reason for that is we needed the tables to be stored, and we needed them to read
it. This is hard to visualize as a process, but MongoDB as a database structure made it OK. The

group also used mongoose to keep the server up and not exiting after one command.

NoSQL vs SQL

We went with a NoSQL because it was what was used in the MEAN stack. It could have been
easier with a SQL database since the different fields for values would be easier to distinguish
since they have to be defined. However, it did not bring any problems using MongoDB, and it
worked fine for our intended use. In general, MongoDB was fast and reliable and did not come

with any significant drawbacks.

5.1.7.4 Security

Creating a system with robust security was challenging. The first challenge in this endeavor was
creating a secure connection between the reservation list and the administrative view. Creating
adequate protection was proven more challenging to do than we first anticipated. The authen-
tication service authGuard would mainly solve the security problem, and the backend JWT and
Berypt compare logic.

A user will not have access to the administrative resources unless they are verified. A user can
get verified if they log in and authenticate themselves. If a user is verified, a Jason web token
will be sent. If the user has a JWT token, the user will be sent to the admin page. The second
part about our security problems was that we had an open API where anyone could access the
reservations. Finding the right path to accessing this was not easy, but a person with web devel-
opment experience could find the route. The group patched the security bug shortly after and
confirmed that the bug no longer existed. The system ended up having a solid security profile

for the system, and the group was pleased with the protection of data and routes.
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5.1.8 Testing

One of the things that went well with the testing aspects of our angular application is the ghost
inspector software. With ghost inspector, tests are being used as they were a user. In different
places of the world with different applications and devices, this gives us a benefit to see how
it will be for the end-user to use our product and test everything before running. We tried out
native Angular Testing but chose to go for the ghost inspector route. Using the software was

effortless and spotless to set up and has been a breeze to use and have.

5.1.9 Existing solutions

When it came to existing solutions for the system we have already made, there were some out
there were some graphical table booking available systems, and it has been done before. How-
ever, the source code was not available either that or it was already made in PHP or other sys-
tems that were either too complex or unable to withdraw the logic separately to be used again
in JavaScript an example of this is WordPress, where a system has been made but as a plugin but
that would not be sufficient enough for us to copy and or use code as inspiration for the project
at hand this gave us the option to look at different solutions that have already been deployed.
However, there were not too many of them in a graphical sense the furthest thing we have had
were the cinemas where you could choose a row and seat, but this is practically a leap from
the booking system we were supposed to make that was way more than just rows where people

could sit there are not too many examples.

5.1.10 MEAN versus other stacks

Why did we choose the MEAN stack to compare to MERN or MEVIN? It is the same stacks, except
React or Vue instead of Angular. Or in this case, why not any other stacks? None, any of us, re-
ally had any experience with MEAN or MERN. Moreover, when we started researching different
stacks, the MEAN stack seemed like a popular and strong stack. The MERN also seemed pop-
ular and strong, but we went with the MEAN. Some of the reasons for that are because MEAN
sounded interesting, and we all wanted to try something new. One of the other reasons was that

with the Angular framework came mobile-friendliness and exporting it as a PWA natively. This
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is also a feature with React and Vue.

5.2 Agile development

In general, using agile development tools has made the project more accessible and more struc-
tured. We used the tools from the beginning, and they gave us a good overview of the project

and good project planning.

5.2.1 Sprint meetings

For each sprint, we needed several meetings to plan and talk about the project. These meetings

were primarily reviews of what has been done and what needed to be done.

5.2.1.1 Sprint review

It was practical to have these reviews where we discussed the progress of the last sprint. The
client and supervisor were mainly happy with the progress after every sprint. We did not hear
any significant complaints, mostly suggestions and changes. During sprint reviews, notes were
taken on the various topics discussed. These can be found in the appendixD. During the last
half of the project, we planned out the sprint reviews. This planning would mainly consist of
what we had done and what we would do in the next sprint. We could have planned the sprint

reviews from the start of the project to better prepare for the meetings.

5.2.1.2 Daily scrum

We had daily scrum meetings after each workday. These were short meetings that summarized

the work of the day. This worked well to keep everyone aware of the progress and current issues.

5.2.1.3 Sprint retrospect

In the sprint meetings, we talked about what we had completed from the last sprint. These were
valuable and gave us good insight into the project and how our goals were coming along. This

was often done after the sprint review and mostly talked about. In retrospect, it could have been
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beneficial to have taken notes. Some notes were taken and written in the messaging application
Discord. However, it could have been a better solution to have a separate document for the

notes.

5.2.2 Scrum board

This was a convenient tool for us to use, and in general, did not have too many negatives. It gave
an excellent overlay about what needed to be done and what had been done. It also gave insight

into what the other group members were working with.



Chapter 6

Conclusions

Enrico Agostinelli felt the time has come to expand the systems for his restaurant. Enrico wants
a table booking system so his customers could book a table through the internet. Before the first
meeting, the group discussed different possibilities, how the project can be solved, and different

scenarios that may appear.

The group created a web application that made it efficient to book a table reservation online,
where you can see the physical layout of the restaurant. All this is packed in a fast, reactive, and

modern user interface.

The team worked with both front end and back end, so all have understood full-stack devel-
opment and how it was built. The team has gotten more experience from the application and
service into the front end to the API and server in the back end. With that being said, all the team
members participated equally when creating the application, writing in TypeScript, HTML, and
CSS.
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6.1 Further work

Alternatives for further upgrades of this web application could be to add an application to the
device store, create a seasonable interface for selecting a table, more functions to the admin

view.

6.1.1 Add the application on PlayStore and AppStore

Now we have a progressive web application, but it would be nice to add the application on the

different stores regarding their operating system, both for both Android and iOS.

6.1.2 Seasonable interface

In some of the later meetings with Enrico, he mentioned they got a smaller area right outside of
the restaurant to place some tables during the summertime. It would be nice to have a different
interface for selecting a table deepening on what season it is. So when it is summer, he could
switch the interface so customers could reserve a table outside as well, and when winter arrives,

he could change back to the standard interface.

6.1.3 Admin view

The admin view can only see all the reservations, including today’s reservations and deleting a
reservation. Further work could be to implement an edit button to log in and change a reserva-
tion. For instance, change either from or to time, date, the number of guests, or even the selected
table. A scenario may appear where a customer creates a reservation and want to change it later.
The new reservation popup appears several times in a row when a new reservation is incoming,

which is a bug that would be great to have resolved for the employees in the restaurant.
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6.2 Cooperation

Once the team has gotten the task, we will discuss some ground rules before we progress. Ev-
eryone agreed on the working hours. Next was to set up Jira and Confluence, where everyone
got their role to create issues and user stories. The team always had the opportunity to see what
and which issue the other ones were working with. In addition, we had stand-up meetings as

well.

6.3 Results

Good cooperation and planning gave a good result that we could deliver to the product owner
proudly. If we did not establish the ground rules initially, we would not have gotten the same
result as we got today. The team cared about the issues the others were working with and helped

each other. In that sense, the team carried each other when help was needed.

We finished the project with the given problem description and had some time to improve and
implement a few extra features. The last part of the project was not focused on creating more
features but rather a robust solution. Doing this gave us software that we are proud of that can

be used in the modern world.
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