Prosjektet

Dette prosjektet er et proof of concept (PoC) pa hvordan Statens Vegvesen kan implementere
MLOps pa Google Cloud Platform, ved bruk av pipelines. Denne pipelinen er bygget pa
rammeverket TFX - som er skreddersydd og eksklusiv for modeller laget med TensorFlow.

Forutsetninger

e Python>=3.7,<3.9

e Google Cloud SDK >=324.0.0

e Kubectl

e Prosjektmiljg i GCP (med tilgangsrettigheter)

Oppsett av PoC

Under folger to metoder for & sette opp PoC. Den anbefalte fremgangsmaten er  bruke Jupyter
Notebooks, da denne allerede inneholder ngdvendige programmer og konfigurasjon.

Kom i gang (Jupyter Notebook, anbefalt)

Deploy et nettverk
Folg instruksjonene i Opprett nettverk og fortsett her etterpa.

Opprett Notebook

Google Cloud Console: Ga til Al Platform > Notebooks i GCP-prosjektet du vil kjgre pipelinen i og
opprett ny instans

&5 AlPlatform Notebooks NEWINSTANCE (3 REFRESH
Ii!  Dashboard Create and use Jupyter Notebooks with a notebook instance. Notebook ing
[@ Al Hub = Filter Enter property name or value
&  DataLabelling a [ ) Instance name 4 Zone
B  Notebooks
0r  Pipelines
= Jobs
®  Models

Velg Tensorflow Enterprise 2.3, uten GPU
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Customize instance @ DELETE

R3.6

| onfigured with GPU-enabled machine |
Includes basic R packages, scikit-learn, pandas, NLTK and more

Python 3
Includes scikit-learn, pandas and more it Machine type

Python 3 (CUDA Toolkit 11.0)
Optimized for NVIDIA GPUs

TensorFlow Enterprise 1.15
Includes Keras, scikit-learn, pandas, NLTK and more

TensorFlow Enterprise 2.1
Includes Keras, scikit-learn, pandas, NLTK and more

TensorFlow Enterprise 2.3 5 Without GPUs

Includes Keras, scikit-learn, pandas, NLTK and more .
With 1 NVIDIA Tesla T4

TensorFlow 2.4
Includes Keras, scikit-learn, pandas, NLTK and more

PyTorch 1.8
Includes scikit-learn, pandas, NLTK and more

Gi den et navn, velg europe-west3 og europe-west3-a, med subnettverket opprettet tidligere, default

New notebook instance

Instance name
notebook

63-character limit with lowercase letters, digits or - only. Must start with a letter. Cannot

end witha -
Region * Zone *
europe-west3 (Frankfurt) - © europe-west3-a - @

Instance properties

Environment @ TensorFlow Enterprise 2.3 (with Intel® MKL-DNN/MKL)
Machine type 4vCPUs, 15 GB RAM
Boot disk 100 GB Standard persistent disk
Data disk 100 GB Standard persistent disk
Subnetwork

default(10.156.0.0/20) -
External IP Ephemeral(Automatic)

Extensions
e SELECT EXTENSIONS None selected

Permission Compute Engine default service account
Estimated cost @ USS$131.81 monthly, $0.181 hourly
ADVANCED OPTIONS CANCEL CREATE

Apne notebooken nar den er ferdig konfigurert



O o Instance name
0 & notebook OPEN JUPYTERLAB
Klon prosjektet

Ga til Git > Clone a Repository, legg inn lenke til repository og logg inn med brukernavn og passord

File Edit View Run Kernel | Git Tabs Settings Help Al Platform Notebooks

+ * c Initialize a Repository

Clone a Repository

o/

M Name . L Push to Remote

Ga til riktig mappe

cd bachelor2021/template/
Konfigurere gcloud
Aktiver ngdvendige APler

gcloud services enable compute.googleapis.com container.googleapis.com
dataflow.googleapis.com ml.googleapis.com

Google Cloud Console: Gi ngdvendige roller til servicekontoen "Compute Engine Default". Navigér
til IAM & Admin > Service Accounts og trykk pa service accounten

e |IAM & Admin Service accounts + CREATE SERVICE ACCOUNT W DELETE +8 MANAGE ACCESS
2 1AM L N
Service accounts for project 'ts-ntnu-v2021-atm-k2ng
©  Identity & Organisation A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps or systems running outside Google. Learn more about service accounts.
Organisation policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload or the creation of service accounts entirely. Learn more
2 Policy troubleshooter about service account organisation policies.
B Policy Analyser
= Filter  Enter property name or value ) m
B Organisation Policies
0O Eemail Status Name 4 Description Key ID Key creation date Actions.
2 Service Accounts 0O o tsntnuv2021-atm- Q App Engine default service No
k2ng@appspot gserviceaccount.com account keys
@ Labels
O 22 487911954366 o Compute Engine default service No
» Tags compute@developer.gserviceaccount.com account keys
£ Settings

Ga til "Permissions" og velg "Grant Access"
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& Compute Engine default service account

DETAILS PERMISSIONS KEYS METRICS LOGS

Resources that this service account can access

You can create a policy report for this service account to view a summary of all
resources that this service account has access to.

VIEW ACCESS 4

Members with access to this service account

You can allow specific users to have ownership and access to service accounts and their
settings. Users with primitive project owner and project editor roles can already modify
service accounts, but you might want to restrict access for some users so that they can
take only specific actions against service account resources. Learn how to grant users

permission to service accounts

Velg riktig service account og rollen Service Agents > Cloud Dataflow Service Agent og lagre

Add members and roles for Compute Engine default service
account resource

Enter one or more members below. Then select a role for these members to grant them
access to your resources. Multiple roles allowed. Learn more

New members

487911954366-compute@developer.gserviceaccount.com € (7]
Role \ Condition _
[ m
o = [Type to filter
Al 1uies DIgN UL Y L ULU WD e DL Vs
Agent
Cloud Migration
Cloud Build Service Agent
E Dataproc
Cloud Composer API Service
IAM Agent
l Project Cloud Dataflow Service Agent
Service Accounts Cloud Functions Service Agent
Service agents Cloud Life Sciences Service
Agent

Service Management

Alacid Rl Cnvidina A nand

MANAGE ROLES

Ga videre med Konfigurering av pipeline
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Kom i gang (Lokal datamaskin, Windows er ikke
anbefalt)

Oppsettet gjgres hovedsakelig giennom kommandolinjeverktgy CMD (Windows), Terminal (Mac)
eller Bash (Linux). Felgende stil brukes pa kommandoer som skal kjgres:

Dette er en kommando som skal kjores i kommandolinjeverktey

Klon prosjektet

Naviger til et omrade pa datamaskinen du gnsker at prosjektet skal kjere i. Last ned og installer
Git dersom du ikke allerede har det og klon prosjektet. Git kan hentes fra https://git-scm.com/dow

nloads.

Sette opp Pythonmiljo

Sjekk om du allerede har Python (3.7 eller 3.8) installert
python -V

eller
python3 -V

Hvis ikke kan Python lastes ned fra https://www.python.org/downloads/. Falg
installasjonsveiledning tilhgrende ditt operativsystem. KUN Python 3.7 eller 3.8

Navigér inn i prosjektetmappen template

cd template

Opprett et virtuelt Pythonmilj@ (s@rg for at versjonen av Python er >= 3.7, <3.9)

python -m venv venv

Eventuelt

python3 -m venv venv

Aktiver det viruelle miljget

Mac/Linux

source venv/bin/activate

Windows

venv\Scripts\activate

Installér ngdvendige Python-pakker
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pip install -r python_requirements.txt

NB hvis Windows: Hvis noen pakker far feilmelding, ma disse installeres manuelt uten
versjonsnummer. Kjgr s kommandoen under til det ikke er noen feilmeldinger.

pip install -r python_requirements.txt
Google Cloud SDK
Sjekk om du allerede har gcloud >=324.0.0 installert

gcloud --version

Hvis ikke kan det lastes ned fra https://cloud.google.com/sdk/docs/install. Velg metode for
installering tilsvarende ditt operativsystem.

Sett opp autentisering mot GCP og @nsket prosjekt. En nettleser vil automatisk apnes. Logg inn
her.

gcloud init

Sett opp autentisering mot bruk av applikasjon. En nettleser vil automatisk apnes. Logg inn her.
gcloud auth application-default login

Sett prosjektet du gnsker & jobbe i. Husk & bytte "myproject" med ditt prosjekt.
gcloud config set project myproject

Aktivér GCPs API for Compute Engine, Kubernetes Engine, Dataflow og Al Platform Training &
Prediction

gcloud services enable compute.googleapis.com container.googleapis.com
dataflow.googleapis.com ml.googleapis.com

Google Cloud Console: Gi ngdvendige roller til servicekontoen "Compute Engine Default". Navigér
til IAM & Admin > Service Accounts og trykk pa service accounten

8 IAM & Admin Service accounts = CREATE SERVICE ACCOUNT W DELETE +2 MANAGE ACCESS
w2 1AM : et .
Service accounts for project 'ts-ntnu-v2021-atm-k2ng’
©  Identity & Organisation A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps o systems running outside Google. Learn more about service accounts.
Organisation policies can be used to secure service accounts and block risky service account features, such as automatic 1AM Grants, key creation/upload or the creation of service accounts entirely. Lear more
2, Policy troubleshooter about service account organisation policies.
B Policy Analyser
= Filter  Enter property name or value o m
B Organisation Policies
O cemail Status Name 4 Description Key ID Key creation date Actions
2 Service Accounts O o tentnuvz021-atm- o App Engine default service No
k2ng@appspot.gserviceaccount.com account keys
@ Labels
O o3 487911954366- ] Compute Engine default service No
» Tags compute@developer.gserviceaccount.com account keys
& Settings

Ga til "Permissions" og velg "Grant Access"
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& Compute Engine default service account

DETAILS PERMISSIONS KEYS METRICS LOGS

Resources that this service account can access

You can create a policy report for this service account to view a summary of all
resources that this service account has access to.

VIEW ACCESS 4

Members with access to this service account

You can allow specific users to have ownership and access to service accounts and their
settings. Users with primitive project owner and project editor roles can already modify
service accounts, but you might want to restrict access for some users so that they can
take only specific actions against service account resources. Learn how to grant users

permission to service accounts

Velg riktig service account og rollen Service Agents > Cloud Dataflow Service Agent og lagre

Add members and roles for Compute Engine default service
account resource

Enter one or more members below. Then select a role for these members to grant them
access to your resources. Multiple roles allowed. Learn more

New members

487911954366-compute@developer.gserviceaccount.com € (7]
Role \ Condition _
[ m
o = [Type to filter
Al Tuies LIy ULy LULU WD TSl DLl Vs
Agent
Cloud Migration
Cloud Build Service Agent
E Dataproc
Cloud Composer API Service
IAM Agent
l Project Cloud Dataflow Service Agent
Service Accounts Cloud Functions Service Agent
Service agents Cloud Life Sciences Service
Agent

Service Management

Alacid KAl Cnviiina A nand

MANAGE ROLES



Kubectl

Kubectl er et kommandolinjeverktgy for Kubernetes. Installeres fra https://kubernetes.io/docs/tas
ks/tools/, velg installasjon tilsvarende ditt operativsystem.

Konfigurering av pipeline

Apne filen pipeline/configs.py Sett PIPELINE_NAME til det du gnsker & kalle pipelinen. Unngé
spesialtegn, utenom "-" og "_". Husk dette navnet.

Konfigurer om gnskelig gvrige parametere:

e TRAIN_NUM_STEPS (Antall treningssteg)
e TRAINER_EVAL_NUM_STEPS (Antall evalueringssteg)
e EVAL_ACCURACY_THRESHOLD (Minstekrav for godkjent prediksjonssikkerhet 0-1)

Sette opp infrastruktur i GCP

Alternativ 1 - Skript

Dette skriptet oppretter en GCS Bucket med ngdvendig mappestruktur, laster opp nedvendige
filer til bucketen, lager et VPC-nettverk og deployer et Kubernetes-cluster.

python pipeline/gcp_infrastructure.py

Dersom skriptet kjgrer fint (uten feilmeldinger utvoer "xxxx eksisterer allerede"), fortsett med
Rulle ut Kubeflow Pipelines.

Alternativ 2 - GUI

For bedre kontroll burde det grafiske brukergrensesnittet nyttes (https://console.cloud.google.co
m/). Velg prosjektet du skal fortsette & arbeide i.

Opprett bucket

Navigér til Cloud Storage og opprett bucket:

= Google Cloud Platform $e ts-ntnu-v2021-prod-z9bc w Q  Search products and resourd
E Cloud Storage Browser CREATE BUCKET @ DELETE C REFRESH
@ Browser = Filter Filter buckets
D Name 4 Created Location type Location
&1  Monitoring
No rows to display
£  Settings

Gi den et navn pad formen "ditt-prosjektnavn"-navn-pa-pipeline
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@® ts-ntnu-v2021-prod-z9bc Q  Search products and resources

& Create a Bucket

@ Name your bucket

Pick a globally unique, permanent name. Naming guidelines

ts-ntnu-v2021-prod-z9bc-ditt-pipeline-navn

Tip: Don't include any sensitive information

CONTINUE

Sett lagring til Multi-region og eu

* Choose where to store your data

This permanent choice defines the geographic placement of your data and affects
cost, performance and availability. Learn more

Only locations allowed by the organisation's resource location policy
can be selected.

Location type

(O Region
Lowest latency within a single region

(O Dual-region
High availability and low latency across 2 regions

@ Multi-region
Highest availability across largest area

Location

eu (multiple regions in European Union) v

CONTINUE

Sett storage class til Standard



* Choose a default storage class for your data

A storage class sets costs for storage, retrieval and operations. Pick a default
storage class based on how long you plan to store your data and how often it will
be accessed. Learn more

@ Standard @

Best for short-term storage and frequently accessed data

(O Nearline
Best for backups and data accessed less than once a month

(O Coldline
Best for disaster recovery and data accessed less than once a quarter

(O Archive
Best for long-term digital preservation of data accessed less than once a year

CONTINUE

Sett Access control til Fine-grained

* Choose how to control access to objects

Access control

@® Fine-grained
Specify access to individual objects by using object-level permissions (ACLs) in
addition to your bucket-level permissions (IAM). Learn more

(O Uniform

Ensure uniform access to all objects in the bucket by using only bucket-level
permissions (IAM). This option becomes permanent after 90 days.Learn more

CONTINUE

Sett Encryption til Google-managed encryption key



e Advanced settings (optional)

Encryption

@ Google-managed encryption key
No configuration required

(O Customer-managed encryption key (CMEK)
Manage via Google Cloud Key Management Service

Retention policy

Set a retention policy to specify the minimum duration for which this bucket's
objects must be protected from deletion or modification after they're uploaded.
You might want to set a policy to address industry-specific retention challenges.
Learn more

[[] setaretention policy

Labels

Labels are key/value pairs that allow you to group related buckets together or with
other Cloud Platform resources. Learn more

- ADD LABEL

’ | CANCEL

N—

Ga inn i bucketen og opprett to mapper, input og output

ts-ntnu-v2021-atm-k2ng-dev-pipeline

OBJECTS CONFIGURATION PERMISSIONS RETENTION LIFECYCLE

Buckets > ts-ntnu-v2021-atm-k2ng-dev-pipeline IQ

UPLOAD FILES UPLOAD FOLDER CREATE FOLDER MANAGE HOLDS DOWNLOAD DELETE

Filter by name prefix only + = Filter Filter objects and folders

D Name Size Type Created time o Storage class Last modified
O i input/ - Folder - - -

O = output/ - Folder - - -

Ga inn i input/ og last opp mappe (Upload folder). Her ma mappene /template/data og
/template/modules lastes opp, med filene som felger. Mappestrukturen skal altsa veere:

| ---input/

| | ---data/

| | | ---data.csv

| | ---modules/

| | ---preprocessor.py
| | ---trainer.py

| ---output/



Opprett nettverk

Google Cloud Console: Ga til VPC Network og opprett et nytt nettverk

::: VPC network

VPC network

VPC networks

There are no local VPC networks in the current project

&  VPCnetworks
[5 External IP addresses

@5  Bring your own [P
CREATE VPC NETWORK

2= Firewall

N Routes

<»  VPC network peering
P4 Shared VPC

&3 Serverless VPC access

||§[| Packet mirroring

Viktig: Gi nettverket navnet default og sett Subnet creation mode til Automatic

& Create a VPC network

Name *

default (2]

Lowercase letters, numbers, hyphens allowed

Description

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets.Learn more

Subnet creation mode
(O Custom
@® Automatic

Opprett cluster
Google Cloud Console: Ga til Kubernetes Engine > Clusters og opprett cluster

@ Kubernetes Engine Kubernetes clusters EICREATE  EADEPLOY C!REFRESH

é¢  Clusters
= Filter Enter property name or value
U= Workloads
0O e Name 4 Location Number of nodes

& Services & Ingress

Applications
EH  Configuration
@  Storage
Z=  Object Browser
A Migrate to containers

Velg Standard (autopilot er til dags dato ikke stattet).
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Navngi clusteret pa formen -cluster og velg europe-west3-a

o Cluster basics

Some form fields are incorrect

Cluster basics

The new cluster will be created with the name, version and in the location that you

NODE POOLS specify here. After the cluster is created, name and location can't be changed.
® default-pool v
To experiment with an affordable cluster, try My first cluster in the Cluster
CLUSTER

set-up guides

®  Automation .
lame

[ <mitt-pipelinenavn>-cluster (2}

®  Networking

Name must be lowercase letters, numbers and hyphens

®  Security
Location type
® Metadata @® Zonal
(O Regional
® Features
Zone
europe-west3-a vy @

] Specify default node locations (2]

Current default: europe-west3-a

Ga til networking og velg default nettverk og subnettverk

& Create a Kubernetes cluster E3 ADD NODE POOL @ REMOVE NODE POOL

o Cluster basics

Networking
Some form fields are incorrect

Define how applications in this cluster communicate with each other and with the

NODE POOLS Kubernetes control plane, and how clients can reach them.
®  default-pool v
(® Public cluster
CLUSTER () Private cluster @
®  Automation Network *

default v @
® Networking

Node subnet *
®  Security default v @

® Metadata
Advanced networking options

®  Features
Enable VPC-native traffic routing (uses alias IP) @

Automatically create secondary ranges (7]
Kjore ut KFP pa cluster

Rulle ut Kubeflow Pipelines

Etter ngdvendig infrastruktur er opprettet ma Kubeflow Pipelines rulles ut pa Kubernetes-
clusteret. Dette ma per na gjeres manuelt i Google Cloud Console. Navigér til Al Platform >
Pipelines og opprett en ny instans

&% AlPlatform Al Platform Pipelines NEWINSTANCE (S REFRESH i DELETE

Ij!  Dashboard

= Filter Filter
@  AlHub
D Status Name 4 Zone Version Cluster Namespace
£3 Data Labelling No rows to display
B  Notebooks
& Pipelines
= Jobs
[ ] Models

Clusteret som ble laget tidligere vil automatisk velges som cluster, dersom det er provisjonert
ferdig. Vent eventuelt til clusteret er klart fgr det velges. Velg default namespace og gi pipelinen et
navn. Deploy uten ekstra konfigurering.
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Q Marketplace & Deploy Kubeflow Pipelines

-
Cluster ;‘ Kubeflow Pipelines overview
/N

Solution provided by Google Cloud Al Platform
or Create a new cluster

Namespace Documentation
Gl = Kubeflow Pipelines Documentation [
7
App instance name Deployment Guide [Z
vilkaarlig-navn Kubeflow Pipelines Console [7
2
Use managed storage Al Platform Pipelines support [£

Kubeflow Pipelines Slack channel [
Artifact storage Cloud Storage bucket (Managed storage only)

Terms of Service

Cloud SQL instance connection name (Managed storage only) By deploying the software or accessing the service you are agreeing to comply
with the Google Cloud Al Platform terms of service [Z, GCP Marketplace terms of
service and the terms of applicable open source software licences bundled with
the software or service. Please review these terms and licences carefully for
details about any obligations that you may have related to the software or service,
To the limited extent an open source software licence related to the software or
service expressly supersedes the GCP Marketplace Terms of Service, that open
source software licence governs your use of that software or service.

Database username (Managed storage only)

Database password (Managed storage only)

® By using this product, you understand that certain account and usage information
may be shared with Google Cloud Al Platform for the purposes of financial

accounting, sales attribution, performance analysis and support.
Database name prefix (Managed storage only)

Google is providing this software or service 'as-is' and any support for this
software or service will be provided by Google Cloud Al Platform under their terms
of service.

() This app has permission to modify resources at the cluster scope.
More

Deploy

Opprett og kjor pipelinen
Serg for at du star i samme mappe som kubeflow_runner.py ligger.

Autentiser kubectl mot clusteret. NB: Bytt CLUSTER-NAVN (typisk -cluster) og PROSJEKT

gcloud container clusters get-credentials CLUSTER-NAVN --zone europe-west3-a --
project PROSJEKT

Skru av bruk av caching i pipelinen. Dette unngar en del trgbbel.

kubectl patch mutatingwebhookconfiguration cache-webhook-default -n default --

type='json' -p='[{"op":"replace", "path": "/webhooks/0/rules/0/operations/0",
"value": "DELETE"}]'

Finn og notér Kubeflow Pipelines endpoint pa formen https://123abc123abc123abc-dot-europe-w
est1.pipelines.googleusercontent.com.

Dette ligger under Al Platforms > Pipelines. Trykk "Settings" pa pipelinen du skal bruke.

%% Al platform Al Platform Pipelines NEWINSTANCE ~ C'REFRESH @ DELETE LEARN MORE

Il Dashboard

= Filter Filter o m
@ AlHub
0O staws Name Zone Version Cluster Namespace
& Data Labelling o e erik-tester OPEN PIPELINES DASHBOARD europewest3a  1.0.4 cluster-3 default £ SETTINGS
B Notebooks o e pipeline OPEN PIPELINES DASHBOARD europewestda 141 dev-pipeline-cluster  kubeflow £ SETTINGS
& Pipelines
= Jobs
@ Models

Husk a kopier med hele verdien til "host"
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Connect Guide

InstallKubeflow Pipelines SDK [£ .

pip3 install kfp --upgrade --user D

Connect to this Kubeflow Pipelines instance from a Python client via Kubeflow Pipelines SDK.

import kfp 3|
client = kfp.Client(host="https://66f1bbBa6a369a33-dot-europe-west?.pipelines.

Then you can call Kubeflow Pipelines API. For example, list all pipelines.

client.list_pipelines() 3]

GCP Service Account Configuration Guide

If your pipeline calls GCP services but your cluster didn't enable 'cloud-platform’ scope, please set up
GCP Service Account credentials.Documentation [

OK
Opprett pipelinen med TFX. NB: Bytt ENDPOINT med endepunktet du skal bruke

tfx pipeline create --engine=kubeflow --endpoint=ENDPOINT --pipeline-
path=kubeflow_runner.py

Ved endringer i pipelinen kan fglgende kommando kjares:

tfx pipeline update --engine=kubeflow --endpoint=ENDPOINT --pipeline-
path=kubeflow_runner.py

Start en kjgring av pipelinen. NB: Bytt PIPELINE_NAME og ENGINE. Dette vil gi en output med en
lenke til kjgringen.

tfx run create --pipeline_name=PIPELINE_NAME --endpoint=ENDPOINT --
engine=kubeflow
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