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Abstract

Our world is getting evolved to smart world day by day. This smart
world is being developed to make people life easier through the data gen-
erated by the smart devices. Data is the fuel that powers the smart world
evolution, however, making things smart have its consequences. Smart
devices are inherently vulnerable to cyber attacks, that’s why we are ob-
serving an increase in crimes related to cyber space comparing to physical
space. To address these crimes, police of the future need to evolve as well
and data will be at the center stage of this evolution. In this contribution
we are proposing a data centric policing proposal for smart cities. We
analyzed current and developing technologies and the opportunities they
offered for smart policing for a smart world.
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1 Introduction

Due to the density of data acquisition devices such as trivial environmental sen-
sors or more complex video cameras, the future Smart City serves as a Panopti-
con of potential surveillance. This acts as a deterrent to discourage criminal ac-
tivity since data may easily be acquired to facilitate an investigation against the
individual in the future. With an assumption that a number of heterogeneous
devices and sensors are owned by or have agreements with law enforcement, fu-
ture Software Defined Networks (SDN) and Virtual Network Functions (VNF)
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may be able to overcome such data heterogeneity. The data that have been
acquired may be stored in a cloud to facilitate spikes in user demand. Machine
Learning as a Service can be used to deliver processing for prediction of future
actions based on the historical data, anomaly detection, activity classification,
human behaviour recognition, or object recognition [8].

Generally, the function of the police is the responsibility for the well-being
of its citizens. Technology is expected to become more reliable when it comes
to providing automated reasoning and security, but we cannot rule out the fact
that humans are the weakest links in modern Information and Communication
Technologies (ICT) societies. With the evolution of a digitally-dense future
cities, the importance of the systems used and the reliance of humans on those
systems will increase manifold times. To curb the number of incidents, the
new-age police will have a challenge to keep the people informed, have the
computational capacity to process all collected data from sensors/autonomous
systems and adapt to the new opportunity model [25] provided by smart cities
(directly competing with the adversaries). Worryingly, critical infrastructure
can be influenced by either party. If these challenges are met, it will enable
future police in investigations (current and retrospectively) and frame smart
responses to the forthcoming crime.

Police organizations worldwide are looking to leverage emerging technologies
to fight against physical and cyber crimes. Such crimes are more prevalent than
ever before due to the Internet of Things (IoT) and the development of smart
cities with corresponding digitally-dense infrastructure. Mark Goodman, a man
who has had a career in law enforcement, a futurist for the FBI, and senior
advisor to Interpol stated that “More connections to more devices mean more
vulnerabilities” [20]. And the increasing dangers are clear: in 2017 IoT attacks
increased by 600%, and in a study 70% of businesses believe their security
risk increased significantly. As it stands today, more than 4,000 ransomware
attacks occur each day, and statistically grow more than 350% every year. These
vulnerabilities affecting smart cities are not new, but now, their consequences
can be far more severe due to the cyber-physical nature of smart cities. Now,
hackers do not only pose a threat to data, but to human lives as well. So,
there can be anticipated new technological challenges that people and police in
Smart Cities of future will face in addition to societal challenges already solved
through ”Big Data for Social Good” initiatives [42].

Even with the change in the modus operandi of the Police in smart cities
resulting in Smart Police; the functions of the Law Enforcement Agency (LEA)
remain somewhat the same i.e. – To ensure Public order, Public safety, Crime
prevention, Detection and Investigation. The infrastructure, that the new age
technology will bring-forth, will potentially change the dynamics of Policing. A
whole new Opportunity structure will come to surface. Both the LEAs as well
as the adversaries will be presented with new means to safeguard or to attack
the systems in use. All the challenges and opportunities will revolve around
a very central aspect – real-world non-synthetic Data and its corresponding
utilization in Intelligent Decision-Support Systems (IDSS) [21]. While there
is a high likelihood of discovering new vulnerabilities in smart cities hardware
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ans software, this creates new opportunities to both the criminals and the law
enforcement agencies. It is our belief, that LEA must and can take a more
proactive approach to preventing, detecting, and investigating crime in both
the cyber and physical realms in future smart cities. Anticipated challenges
and corresponding opportunities are given below:

Challenges

1. Due to huge amount of data that needs to be collected through a large
number of autonomous systems and sensors, the obscurity and complexity
may create a novel attack vector.

2. Who will own this data? - who is the data custodian, processor, access
control models on information (processed day). The ”chain of custody”
during criminal investigation needs to be maintained.

3. The integrity of the data can be compromised during capture storage
attributed to Public functions.

4. With a large volume of data to be processed, huge computational capa-
bilities will be required resulting in latency with, often critical, decisions.

5. Data processing and police notification of reasoning now becomes a chal-
lenge.

6. Historically, when crime in a city reduces, it increases on the outskirts.
Since the technology is deployed in the main city with dense population,
law enforcement will have to be done in conventional ways to ensure public
order outside center.

7. With a wide range of ad-hoc systems and a need to respect privacy of
the citizens, the information sharing can pose a significant obstacle on
regional, national and international levels.

Opportunities

1. Over the course of history, the role of the Police has predominantly been
reactive. However, if the data can be provided to the LEAs in time, they
can be proactive in preventing the crime.

2. Autonomous and semi-autonomous vehicles, unmanned aerial vehicles (UAV)s
and robots will make law enforcement not only more efficient, but safe for
the police officers, delegating life-threatening tasks to machines.

3. Application of Computational Intelligence provides ways to outsource time
consuming manual tasks to automated models, allowing police officers to
prioritize other decisive tasks.

4. The data acquisition sources can be shared by various agencies, based on
their body function, to use it to their advantage. (For example: if an
adversary is planning an attack on an asset of national relevance and the
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contextual data is captured; it can be sent to the national agencies to pre-
vent the act from happening in the first place like big weapon consignment
captured on surveillance, a drug deal etc.)

5. The role of the community and so-called ”crowd-sourcing” cannot be ruled
out in crime prevention and investigation [11]. Platforms like social media,
apps for smart phones and citizen awareness campaigns can be a key to
an aware and well informed society.

6. With strong control measures in place, the criminals will be discouraged
to do a crime in the first place due to high price / high efforts.

In this contribution the researchers present the winning idea1 of INTER-
POL Thinkathon 2018 challenge in which we proposed a semi-autonomous crime
detection, prevention, and investigation system [39]. That can assist law en-
forcement agents by processing the data acquired from heterogeneous sensors,
and disseminate and render relevant information to the law enforcement agen-
cies or even make autonomous decisions in the appropriate circumstances. To
be concise, our solution is essentially to apply a city-wide Intelligent Intrusion
Detection-like system as an integral component to our modern age Smart Cities.
To tie the ideas together, we illustrated some example scenarios depicting some
potential outcomes of our proposed solution. The first scenario exhibits a phys-
ical crime that leaves digital traces. The second scenario stages a cyber-physical
crime, that demonstrates how smart appliances and internet enabled technology
may be abused. The third scenario is an example of a crime occurring purely
in cyberspace, to round off the cyber-physical relationships.

This paper is organized as follows, the researchers start with discussing
Smart City technologies and their applications in the Section 2. Afterwards,
we focus on data, wherein we consider issues pertaining to the acquisition of
data, its handling, and processing. This also includes potential methods of
analysis to be performed on the processed data presented in the Section 3. The
synthesis of these ideas drives our attention to the newly spawned opportunity
model in the context of smart city policing, where we discuss relevant challenges
and opportunities with the help of three crime scenarios in the Section 4. After
that we share future technologies that can make this fantasy a reality in the
Section 5 and conclude the paper with the Section 6.

2 State of the Art: Data as a key component of
Smart Cities’ infrastructure

Future Smart Cities will ensemble large network of ubiquitous heterogeneous
devices scattered across physically-distributed locations. This will lead to many
technological opportunities such as increase mobility, fine-tuned geographical

1The idea has been originally prepared and presented by the team from the Norwegian
University of Science Technology during the competition at the Interpol in October, 2018:
https://twitter.com/INTERPOL GCI/status/1039803723071905793
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location detection and improved situational awareness aiding police investigators
to tackle crimes with aid of data analytics.

2.1 Data Sources

Figure 1: Data Sources in Smart Cities

Smart City infrastructure intrinsically implies distributed network of sensors
and resource-constrained end-point devices that can be used to acquire data
and model cyber situational awareness [6, 2]. There can be mentioned several
general categories of data sources found in the literature with respect to their
usage motivation [26, 7]:

1. Specialized public services such as access Radio-frequency identification
(RFID) tags, stationary Closed-circuit television (CCTV) cameras [40, 41],
cameras on movable objects (like cards, bikes, police officers);

2. Personal information flow such as bank statements, shopping transactions,
call data, Global Positioning System (GPS) data (car, on foot, bicycle,
public transportation), health sensors;

3. Environmental sensors such as waste and garbage, air pollution level, traf-
fic congestion, parking, noise level, humidity, temperature, etc.

Large fraction of such data can be considered as publicly-available, however,
some contain sensitive and Personal Data as defined by recent General Data
Protection Regulation (GDPR) implementation [18]. The publicly accessible
data sources which can be used in smart city policing is represented in figure 1.
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2.2 Data Handling/Storage

Cheap deployment of technologies and high bandwidth networks will boost pres-
ence of versatile devices in every aspect of every day’s life. As result, small pieces
of data samples collected at regular intervals across all end-points, once put to-
gether, will form a considerable flow of information that cannot be handled by
small-scale data storage solutions [14, 33]. This will enable every aspect of Big
Data paradigm: Variety, Variability, Volume, Velocity and Value. Volume and
Velocity are successfully handled by hardware and software solutions for large
data storage and high-speed network connections. These are so-called “Data
Lakes” capable of handling enormous loads with guaranteed performance, in-
tegrity and availability. At the same time, Variability and Variety of data
become a real challenge when it comes to extracting the Value from the col-
lected data for the Smart Police of future. Therefore, it is important to look
for an advanced method capable of handling such challenges and bringing down
the amount of manual labor required by police officers.

2.3 Data Acquisition

The data from aforementioned low-level components travel through middleware,
including corresponding IoT hubs and services across Public Internet and Smart
Grid into the data storage centers, either locally in the Smart City or glob-
ally [17]. Energy-efficient multi-agent systems ensure reliable communications
in resource-constrained environment with nearly real-time performance as well
as guaranteed freshness of collected data. The main challenges related to acqui-
sition of the data is related to (i) communication protocols, (ii) data formats,
levels of granularity and metadata, (iii) interaction model (subscription, regular,
etc) and intervals, (iv) abstraction and representation level for the management
and decision makers (e.g., video stream of pool of identified objects) [38] . How-
ever, once tackled, the data acquisition will provide unlimited opportunities for
versatile data analytic needed in context of safety and security in Smart Cities
of future. Finally, there will be a possibility to harmonize previous historical
data from different storage engines, including paper based reports.

2.4 Data Processing

Since the amount of data generated by various components of Smart Cities is
growing dramatically every year, mankind faces problems related to the fact
that data are so complex, sparse and different. Existing data processing meth-
ods will not be able to handle it in near future. Therefore, one of the focus areas
should be on data fusion, cleansing, correlation and processing to advance threat
intelligence and information processing by Law Enforcement Agencies [24, 16].
In addition to this, such focus will enable development of new methods and
simulation of possible criminal scenarios based on the available historical infor-
mation. Further on, information rendering is important aspect of future policing
focusing on information sharing between LEAs and future reporting not only
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internally, yet also externally to public.

2.5 Decision Support / Privacy Aware Analytics

State-of-the-Art analytics tools used in modern Crime Investigation are based on
the keyword search and manual content exploration, while recent developments
also added approximate pattern matching and so-called e-Discovery that helps
and simplifies manual work of forensics investigations. Undoubtedly, this offers
flexibility and speed in crime investigations, yet will not meet growing demand
in advanced data analytic and decision support systems. Therefore, Big Data
problems need a different approach to tackle large-scale data seized or correlated
for a criminal case. As result, there is a strong need to apply Computational
Intelligence methods capable of fast training and timely data processing [32].
This will enable future police in Smart Cities to effectively detect of new attacks,
discover new adversarial trends and predict any future malicious patterns from
the available historical data. Finally, intelligent data handling will result in
building and providing timely response to ongoing crimes and best possible
assistance in investigation of committed crimes.

Another aspect that became increasingly demanded in modern cyber-based
society is protection of personal and sensitive personal information. Intelligent
applications used for decision support will be able to handle Personal Data
through application of homographic encryption methods that allows usage of
computational methods over encrypted data and text [29]. However, this is an
important issue that future police will face due to the fact that personal data
protection regulations differs regionally and culturally. Notwithstanding, police
main function will be to maintain public order, enforce the law, prevent any
illegal crime activities before they happen and ensure reliable and timely crime
investigation. Therefore, it is important to understand that colossal and agile
data collection in Smart Cities will contribute to safer and secure environment
despite multiple social and technical challenges affiliated with automated data
processing and decision support in legal framework as it exist now.

3 Proposed Approach to Facilitate Smart Polic-
ing

Access to information before and after the crime plays a pivotal role in crime
prevention, response and investigation. The researchers analyzed major crime
incidents and identified that information sharing between multiple police levels
is not ideal [22]. This is due to the fact that multiple entities with in the police
may have access to information which according to them may not be relevant
or confidential to other entities within the police. Our proposed solution works
by collecting information from multiple sources and creating a big picture of the
environment. In such way, it will be possible to identify relevant information
and share it with relevant police entities for appropriate response It is expected
that traditional criminals with increased surveillance in the smart city will be

7



hesitant to commit a crime within city vicinity [27]. Traditional criminals will
most likely focus on city suburbs where surveillance capabilities of police will
be limited to city centers [12]. However, due to the transformation of city to
a smart city by digital devices, provides an opportunity to cyber criminals to
commit crime within the city center, Due to the inherent anonymity provided
by cyberspace and crypto currencies it would be very difficult for the police to
catch cyber criminals. Our proposed solution considers the smart city a big
Intrusion Detection and Prevention System. The researchers used the NIST
cyber security functions when considering the applications of proposed system
on smart cities [30]. NIST cyber security framwork is presented in Figure 2.

Figure 2: NIST Cyber Security Functions

In the system, first activity profiling of citizens will be performed. The activ-
ity profiling will be based upon human out of the loop autonomous technologies
to preserve citizens privacy. Data will be collected from multiple sensors present
within the smart city. Through the activity profiling a baseline of normal citi-
zen behavior will be created. The baseline will be used to Identify and Protect
citizens based upon historical criminal activity. Warnings will be issued for
citizens performing activities in crime infested areas and police presences will
be marked in crime infested areas to protect citizens by deterring criminals in
performing malicious activity. Outliers from the baseline will be detected, and
alerts will be generated based upon suspicious activity without human in the
loop. Outlier and alert information will be passed on to human investigators
for decision making and setting next line of actions. The system will suggest
the next line of actions with possible outcomes in order to facilitate human
decision maker to respond to a threat in an effective manner. The System is
designed to deploy swarm of autonomous vehicles on land, air, sea and cyber
space to perform intelligence surveillance and recon sense operations to respond
and recover crime evidence and when the need arises to protect human life can
also engage criminal with human assisted decision making. The system will
provide unprecedented situational awareness to the police officers of the future.
Which will enable the police officers to make smart decision based upon evolving
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threats. This will reduce the number of man hours required by police officer to
do their jobs. A schematic diagram presenting working of proposed system can
be seen in the Figure 3.

Figure 3: Concept for Future Smart City Policing

3.1 Smart Policing: Anticipated Methods

Following intelligent methods can be used to facilitate automated reasoning and
proactive approach in Smart Police of future.

3.1.1 Human Out of The Loop Activity profiling

A lot of data will be generated by the sensors and devices present within the
smart cities, and making sense of that data for crime prevention, responses and
investigation will be challenge. Moreover, Data ownership, Data Sovereignty
and citizen privacy related issues need to be addressed. Analyzing the smart
city generated data by humans is difficult and privacy alarming, therefor re-
search need to be carried out in privacy preserving technologies on citizen data.
Human out of the loop technologies, can assist in analyzing citizen data while
preserving citizen privacy. These technologies are autonomous systems that op-
erate independently without human interference. Their decision making is based
upon predefined rule set up by humans [35]. The rule set can be applied on a
general set off data for identification of benign and malicious activities. For this
identification of behavior benign and malicious citizen activity profiling is re-
quired. Activity profiling is the process of establishing individual citizen profile
based upon a set of behavior metrics of citizen activities within the smart city.
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The behavior metrics includes multiple parameters like travel history, transac-
tion details, internet activity and other parameters data which can be collected
from the sensors and devices present in the smart city. The activity profiling
will then be utilized to generalize the citizens activity and establishing a base-
line for normal citizen activity. The baseline of citizen activity profile will then
be used to identify anomalies in citizens behavior for a proactive approach of
crime prevention and response. In case the was not detected by the system the
activity profile can be utilized for the investigation of crime and for fine tuning
the system for similar future crimes.

3.1.2 Information and Computational Intelligence Model Fusion

Data fusion is the process of aggregating data from multiple data sources in
order to produce more comprehensive and accurate information compare to
an individual data source [10]. As multiple sensors are available in the smart
city their functionality is increased by fusing data from multiple sensors it in
commonly preferred as sensor fusion. For crime prevention, response and inves-
tigation data fusion will play a pivotal role in smart cities, as it will provide high
level situational awareness to the autonomous system for analyzing information
and supporting decision making in an evolving threat landscape.

3.1.3 Baseline Comparison

Behavior metrices of each and every citizen in the city can be compared with
baseline of normal citizen activity developed during the activity profiling. The
baseline comparison method will quantify the differences of normal and abnor-
mal citizen activity created over a specific period of time which will then help
to identify person of interest from a large population data set of citizens ac-
tivity profiles. This can be achieved through state-of-the-art outlier detection
algorithms. Other mean of information gathering like autonomous vehicles then
can be deployed for citizen specific information gathering which can be used in
proactive investigation of not normal behavioral activity.

3.1.4 Outlier detection

Outlier value are extreme deviations from the data under observation which are
considered as anomalies in the data. There are two types of outlier univariate
and multivariate. Univariate outliers are identified by single feature in data
distribution values while multivariate outliers are identified by multiple features
in data distribution values. In a smart city data will be generated from multi-
ple data sources so outliers can be detected with multivariate outlier detection
algorithms. However, it is very hard to identify outlier on large amount of multi-
dimensional data set therefore new and efficient methods will be required to for
the detection of anomalies. Advances in machine learning algorithms can assist
in solving this problem.
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3.1.5 Anomaly detection with Machine Learning

Machine Learning (ML) is a data analysis method which automates the process
of analytic model development. Machine learning is a part of artificial intel-
ligence in which systems are developed that can learn from data to identify
patterns in data for making decision with minimal and no human interaction.
Two main approaches of machine learning are developed to learn from data
these are supervised and unsupervised learning algorithms. In supervised learn-
ing algorithms the input data is labeled and is trained over a set of training
data with input and desired output. In unsupervised machine learning algo-
rithms set of data which only contains inputs is given to the algorithm. The
algorithms learn from data that has not been labeled or categorized which then
identifies a structure and pattern in the data, like grouping or clustering of
data points. Unsupervised learning algorithms identifies similarities in the data
points and classify data by presence and absence of those similarities. In case
of anomaly detection in citizen behavior both type machine learning algorithm
can play their role. Particular threshold of specified several behavioral matrices
of a citizen can be set for the identification of anomalies in a supervised manner
and data classification. Unsupervised learning algorithms can identify anoma-
lies without specifying a behavioral matrices however it consider the data which
classification is in majority percentage as normal. A semi supervised machine
learning approach can assist in analyzing large amount of data with minimum
human interferences. Despite the advantage the machine learning algorithms
offers in data classification and decision-making process a black box, explain
ability of that decision-making process will going to be a big challenges criminal
proceeding [36]. Theory of argumentation can assist to solve this problem.

3.1.6 Explanation of Decision Based upon Arguments

Theory of argumentation [4] focused on reaching conclusion based upon sound
arguments. As the machine learning algorithms will provide a lot of data clas-
sification methods their effective usage in crime investigation prevention and
response will require sound reasoning and it very difficult to achieve because
law of the land is different at different places to argue on those reasons. Specific
rule set need to define which are according to the law of the land for making ar-
gument based upon data classification for criminal jurisdiction in an autonomous
manner.AI that can identify admissible evidence from set of given data will as-
sist in reducing the time requirements for persecution. The technologies that
are need to developed for this purpose are need to be transparent [9]. The inher-
ent black box processing nature of machine learning algorithms is therefore not
suitable for this purpose [28]. Hence it is expected that theory of argumentation
can play key role in developing such technologies

3.1.7 Cyber Threat Intelligence and Threat Level Assessment

After identification of anomalies in citizen behavior the system needs to assign
a threat level for a better response to the anomaly. The threat level assignment
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needs to consider multiple factors like the time period in which the anomaly be-
comes dangerous to other citizens, risks which the anomaly pose, the resources
required to investigate the anomaly etc. This will help in better resource uti-
lization on by assigning resources on immediate threats of crime. Every city has
different threshold value of threat for different crimes, so the threat level assign-
ment system is need to be developed according to specific city requirements.
Sharing of that intelligence information in an autonomous manner will also play
a key role [45] as there will be massive amount of information generated by the
devices present in the smart city.

3.2 Modern Experimental Technologies and Collaborations

Vision of the future LEA needs in Smart Cities has been addressed by corre-
sponding development of novel technologies and human interaction approaches

3.2.1 Police drones

Police drones can play a vital role in future smart cities crime prevention, in-
vestigation and response. They offer quite a lot of benefits compare to human
police officers. First, they remove human officers out of the danger zone, second
the drones are not affected by emotional break down and racial stereotypes and
finally they are dispensable. More ever police drones are arguably more efficient
in executing similar tasks assigned to a human police officer. This makes them
viable in law enforcement and crime investigation in future smart cities, how-
ever, these drones only operate in physical world for cyber world radical new
technologies will be required for law enforcement and crime investigation.

3.2.2 Cyber Police bots

As digital infrastructure is being rapidly expanding in the smart cities, secu-
rity of this digital infrastructure will be a big challenge. Traditional police
force seems ill equipped considering recent major cyber incidents. Technologies
that enable police to petrol cyber world for the identification, detection and
prevention of cyber incident need to be developed. Due to the massive digi-
tal footprint of smart cities it is humanly not possible for securing each and
every device from the new vulnerabilities which are discovered every day. Au-
tonomous technologies that can petrol the cyber space and identify and prevent
potential vulnerabilities exploitation will enhance police capabilities in tackling
cybercrimes.

3.2.3 Public Private Partnership

Bruce Schneier once said If you think technology can solve your security prob-
lems, then you don’t understand the problems and you don’t understand the
technology. We can design and build sophisticated technologies but if it is not
human centric then the technology will create more problems then solutions.
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Methods to incentives information sharing between public and LEA are un-
der development [3]. This will help to improve the performance of predictive
police [37] mechanism which are powered by advance machine learning algo-
rithms [43].

3.2.4 Smart Cities Standards

Multitude of work is going on developing smart cities standards, the govern
technical, process/management and strategic/leadership aspects of smart cities.
For technical aspects PAS 212 is developed for automatic resource discovery
of IOT Devices. In term of process/management ISO/TS 37151, ISO 37100,
ISO/IEC 30182 and ISO 37156 are developed. They provide key performance
indicators, vocabulary,data concept and exchange models respectively. In term
of strategic/leadership ISO 37101 is developed for the overall management of
the smart city and its infrastructure. in order to measure he maturity level of
smart cities infrastructure 37153:2017 [5] is developed. ISO 37153:2017 govern
the infrastructure standards and used to measure the maturity level of smart
cities infrastructure.

3.3 Challenges and Drawbacks

While implementation of such system is within the technical grasp of modern
technologies some challenges still needs to be tackled with. Citizen privacy will
be the biggest challenge in the implementation of such system as the system
is working on collecting and processing citizen data its security need to be
ensured with privacy preserving technologies like multi-party computation [19].
Data tampering for the data sources will create false anomaly condition with
in the system which will cause false alert, so integrity of the data produced
at the sensors must need to be ensured methods like template protection [23]
can be useful to tackle this problem. More ever with increased data fusion
from multiple data sensors data dimensions will increase which will make it
very difficult in data processing for anomaly detection with current existing
computational methods. Machine learning bias will also be a challenge for
training the algorithms in a more neutral manner.

4 Use-case Scenarios in Smart Cities: modus
operandi and police response

To support the ideas of future policing, there have been suggested the following
scenarios that comprehend general categories of crimes found in both digital
and physical realms.
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4.1 Physical Crime Scenario for ’Detection’ aspect

Before omnipresence of the Internet, all of the crimes were committed in a
physical domain with all the traces left by perpetrators and victims.

Storyline. The city centers will contains most of the audio /visual data col-
lection sensors so criminals will be hesitant in conducting crime in city centers.
In a hypothetical scenario a individual is doing hiking in city suburb and provide
an easy opportunity for a criminals. The criminal snatched the smartphone and
additional items from the robber and ran away.

Infrastructure. Unknown to criminal the hiking trail was equipped with
International Mobile Subscriber Identity (IMSI) catchers and based upon the
previous activities of the hiker on the hiking trail an alert is generated that
something is not right and an individual was identified moving with a different
two different IMSI. The police officer can dispatch a drone for further investi-
gation and tackling the criminal which is autonomously identified by his own
subscriber identity number.

4.2 Cyber-Physical Crime Scenario for ’Prevention’ as-
pect

With growing inclusiveness of ICT technologies, crimes a re moving towards
involvement of new technologies and previously unseen attack vectors.

Storyline. The crime opportunity structure in smart cities will be changed
digital devices will be prone to vulnerabilities and cyber criminals will take the
advantage of Those vulnerabilities. In a hypothetical scenario cyber criminals
plans to launch a cyber physical ransomware attack on smart locks, to lock the
citizens and demand ransomware.

Infrastructure. Autonomous cyber policing bots detected communica-
tion on dark net about a particular smart lock vulnerability the information
is then correlated with scans from public exploit scanning utilities which indi-
cated working and work in progress of the vulnerability weaponization of smart
locks. The information is then pass on to smart lock OEM (Orignal Equipment
Manufacturer) to quickly launch an update to allow smart lock users unlock the
lock with another backup key.

4.3 Cyber Crime Scenario for ’Investigation’ aspect

Future perpetrators will find more elaborate and sophisticated ways of attacking
system and breaching privacy of individuals as well as harming security on a
state level.

Storyline In a hypothetical scenario cyber criminal performs a bank heist
this time it was not detected or prevented.

Infrastructure. Data collection from both physical and cyber sensors is
utilized for the identification of cyber criminals. Forensic investigation of attack
chain will be done that how attackers penetrated the bank firewalls, Intrusion
Detection Systems (IDS) / Intrusion Prevention Systems (IPS) through security
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logs then the data is correlated with ISP traffic history for the identification of
command and controls channel of attackers.

5 Way Forward for Smart Cities Research

Considering aforementioned challenges and demands of the policing in future
Smart Cities, there can be seen following measures to increase both awareness
and readiness of general public and specialized response forces.

5.1 Cyber Ranges

Cyber Ranges are platforms that are designed to emulate the network infrastruc-
ture of an organization. The emulated network infrastructure can be then used
for testing, training, education and experimentation purposes. Cyber ranges
provide the capability to develop a digital twin of smart city in which the digi-
tal infrastructure of smart city can be tested and experimented with. As stated
earlier in the crime opportunity structure the focus of the crimes is shifting to-
wards cyber domain, so this capability can be utilized to proactively develop and
test new crime scenarios ranging from cyber to cyber physical domain. This will
help the future smart city police to develop strategies to counter crimes before
they happen.

Cyber ranges can be good for cyber security exercises and experimenta-
tion [46, 44] however to be utilized in an effective manner for the betterment
of society, they also need to incorporate the societal view [47]. Integration of
societal and technical prospective in cyber range will provide the opportunity
to deal with the human aspect associated with the cyber domain in a time of
crisis [31]. This will enable the future police to better train in complex scenarios
and tackle crime by incorporating the human prospective as well. This results
in better and well prepared police force of the future that can handle crime in
a proactive manner not in a reactive manner.

5.2 Digital Forensics Readiness and Incident Response

Another important approach that needs to be integrated in policies and future
technology deployment organization- and cities-wise is forensics readiness. This
is a concept that represents a model where devices are properly configured to
retain evidences and data for possible cyber crime investigation on the basis of
”need-to-know” principle. Rowlingson in 2014 [34] defined ten measures and
activities that are required to ensure so-called Network Forensics Readiness.
Those include aspects such as data handling, legal compliance, policy develop-
ment and employees training. Future Smart Cities will enable huge data traffic
that will not be possible to keep in ”Data Lakes” for a long time. Therefore,
proper Digital Forensics-friendly data collection and processing nodes need to
designed to ensure timely investigation of the incidents without any impact on
the human-oriented services of Smart Cities. Moreover, measures that will be
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implemented should aim not only at so-called ”extremistan” events and crimes
(high-impact low-likelihood), yet also at more frequent events with lower impact
to be able to provide adequate response to crimes [15, 1].

The next important aspect is Incident Response, which will require cor-
responding knowledge of the previous crime historical information with cor-
responding action plans, involving individuals, organizations and cities. Cur-
rent State of the Art include integration of such regular and ad-hoc teams as
Special Weapons and Tactics (SWAT), Community Emergency Response Team
(CERT) and Hazardous Materials Management (HAZMAT). While, those have
been introduced since 1960 and proved efficiency, Smart Cities put new de-
mands towards cross-departments and cross-response teams collaboration [13].
This requires rethinking of the traditional physical crimes model towards more
advanced cyber-oriented components of the city that might be affected. Om-
nipresent Situational Awareness and Threats (Physical and Cyber) Intelligence
will give new insights in addition to conventional digital forensics readiness in
place.

6 Conclusion

Preventative measures and reactive measures for fighting crime are blending.
The cyber and physical world are increasingly blending as well. Development of
such system will present opportunity to enable future police officers to use data
to prevent/investigate crime. This will keep LEA ahead compare to the adver-
saries in new crime opportunity structure. As indicated in opportunity structure
model and enabling factors such as the availability of relevant information and
technology that will enable future smart police to work proactivaly.

As Bejamin Franklin once stated ”Security without liberty is called prison”,
security by consensus [25] should be followed when such technology is devel-
oped. Else it will give immense power to people controlling such technologies.
These technologies can solve allot of problems that we are facing today in term
of physical and digital crime, however developing such technologies may have
unintended consequences in wrong hands.
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