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Abstract. Online Social Networks (OSNs) are very popular and widely
adopted by the vast majority of Internet users across the globe. Recent
scandals on the abuse of users’ personal information via these platforms
have raised serious concerns about the trustworthiness of OSN service
providers. The unprecedented collection of personal data by OSN service
providers poses one of the greatest threats to users privacy and their right
to be left alone. The recent approval of the GDPR (General Data Protec-
tion Regulation) presents OSN service providers with great compliance
challenges. A set of new data protection requirements are imposed on
data controllers (OSN service providers) by GDPR that offer greater
control to data subjects (OSN users) over their personal data. This po-
sition paper investigates the link between GDPR provisions and the use
of blockchain technology for solving the consent management problem in
online social networks. We also describe challenges and opportunities in
designing a GDPR-compliant consent management mechanism for online
social networks. Key characteristics of blockchain technology that facil-
itate regulatory compliance were identified. The legal and technological
state of play of the blockchain-GDPR relationship is reviewed and possi-
ble ways to reconcile blockchain technology with the GDPR requirements
are demonstrated. This paper opens up new research directions on the
use of the disruptive innovation of blockchain to achieve regulatory com-
pliance in the application domain of online social networks.
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Social Network - Transparency - Subject Rights.

1 Introduction

The recent Cambridge Analytica scandal on the abuse of personal data by so-
cial media for leveraged political influence has raised serious concerns regarding
technical, commercial, political and ethical aspects of personal data collection.
The scandal brought up the fact that service providers, such as Facebook and
Google, in particular, exhibit enormous social influence that can shake or derail
the democratic foundation of western societies. Since its inception, Facebook has
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collected 300 petabytes of personal data which is increasing at the speed of 4 new
petabytes of data per day [27]. In the current Big Data era, data is an immensely
valuable asset in an economy. It is commonly considered as the oil of the 21st
century, which is not only fueling the success of the tech giants (i.e. Facebook,
Google, Apple, Amazon) but also driving innovation and economic growth. The
current situation is that the benefits of a data-driven society are reaped by a
few multi-national organizations that make the majority of their profit through
services offered to users who pay for them with their personal data. Users have
little or no control over how their personal data is stored and used. In recent
years, mainstream media has been recurrently addressing controversial incidents
related to privacy breaches [18].

The GDPR [28, 30] came into force across Europe on 25" May 2018. It aims
to give back control over personal data to the data subjects by imposing new
data protection requirements on data controllers and processors. GDPR presents
various challenges for Online Social Networks (OSNs), not only from a legal per-
spective but also from a technical view, mainly in the areas of data management
and automation. OSNs are not fully prepared to comply. And when they attempt
to comply, there are often major gaps [4]. GDPR recognizes data subjects’ con-
sent as a legitimate ground for data processing. The main aim of promoting the
notion of consent is to provide data subjects control over their personal data.
At present, consent management mechanisms in OSNs are either non-existent or
not GDPR compliant [11]. It is not an easy task for OSNs to attain consent com-
pliance. A consent compliance mechanism must have certain characteristics that
are acceptable to both data subjects and data controllers. These issues uncover
new research directions and pose interesting research challenges.

In this paper, we identify challenges imposed by the new GDPR data pro-
tection requirements for OSN service providers. These requirements aim to offer
OSN users more control over their personal data, while at the same time enabling
transparency in data processing and sharing activities carried out by the service
providers and third parties. We also identify some of the opportunities offered by
the disruptive innovation of blockchain that facilitates regulatory compliance by
maintaining tamper-evident audit logs for information accountability. We also
explore whether it is possible to reconcile blockchain with new requirements of
GDPR. This research paves the way for designing a block-based GDPR com-
pliant consent management model for personal data processing and sharing in
online social networks. The key characteristics of blockchain technology includ-
ing transparency and decentralization add value to the consent management
model for regulatory compliance.

An explanation for the use of blockchain technology for GDPR. compliance
is still necessary, as the current research literature suggests that two initiatives
(GDPR and Blockchain) are at odds [20]. They appear to be at odds with each
other until the underlying principles of GDPR and Blockchain are observed.
Both share common principles of data privacy and give data subjects more con-
trol over their digital private data. Both GDPR and blockchain aspire to increase
integrity, trust, and transparency in a generally unsafe environment. GDPR does
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so by imposing responsibilities upon data controllers and processors. GDPR as-
sumes to the extent that data controllers and processors are centralized actors
with control over the system. GDPR, compliance approaches based on a central-
ized architecture result in limited transparency and a lack of trust. On the other
hand, blockchain ensures trust and transparency by utilizing the computational
power of the masses and by sharing the register with all peers in the P2P net-
work. The unprecedented transparency provided by blockchain technology sits
uneasily with GDPR obligations related to privacy and information confiden-
tiality. The dilemma with adopting blockchain for consent management is in
finding the trade-off between transparency and information confidentiality. One
of the solutions is to use private blockchain that allows only permitted parties to
have access to all transactions. However, private blockchain thus loses the pri-
mary advantage of decentralization. Moreover, a dishonest central authority is
capable of tampering the transaction history for personal gain. Wang et al. [32]
proposed a framework that preserves information confidentiality without com-
promising transparency using zero-knowledge proof (ZKP). We conclude that
prominent features of the blockchain technology can be effectively utilized to
manage personal data full compliance with the GDPR legislation.

The rest of the paper is organized as follows. In section 2, we provide the
theoretical background of GDPR, Blockchain and Online social networks and
how they interplay to achieve regulatory compliance. This section also presents
a comparative analysis of existing literature in the domain. In section 3, we
identify challenges imposed by the new regulatory requirements of GDPR for
OSN service providers. To better understand legal obligations, we also identify
various stake-holders involved in data processing and sharing activities carried
by social web systems. In section 4, we discuss some of the opportunities offered
by inherent blockchain technology features for designing GDPR compliant online
social networks. Finally, we conclude the paper with future research directions
and open research questions in section 5.

2 Theoretical Foundation

This section describes the basic building blocks of online social networks, blockchain
technology and general data protection regulation (GDPR). We also discuss their
interplay that facilitate regulatory compliance.

2.1 Online Social Networks

Online social networks have undergone exponential growth in the last decade.
Topmost visited sites by internet surfer are online social networks 3. Surfing
social media is the fourth most popular activity on the internet nowadays *.
Socializing with friends and family across the globe via online social networks is

3 Alexa http:/www.alexa.com /topsites
* Nielsen http://www.nielsen.com/
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a cost-effective mechanism for the masses. A large proportion of the success of
these platforms can be attributed to the fact that they allow their users to create
their own space and a great way to connect with like-minded people, learn and
share knowledge. Online social networks promote the vision of a human-centric
web that is a key breakthrough attributed to these platforms. The primary source
of information in the human-centric web is users, their network and interests that
reside entirely in social networking services [2]. A widely used definition given by
Boyd et al. [8] captures all the key elements of OSNs. The authors define OSNs
as follows:

An online social network is a web-based service that allows individuals
to construct a public or semi-public profile within the service; articulate
a list of other users with whom they share a connection, and view and
traverse their list of connections and those made by others within the
system.

According to this definition, every OSN user can create his/her own pro-
file. An OSN user maintains his digital persona using profile that contains a
number of attributes related to user such as demographics information, inter-
ests, preferences and various types of user generated content. Connections is
another important feature offered by online social networks. Connections refer
to existing social relationships of the OSN users. Many online social networks
label connections as a friend, however, it is problematic due to the reason that all
connections in the network are treated equally. Whereas, connections established
between many users whose relationship may be better described by a different
label such as family, friends, colleagues, acquaintances, etc. Labeling connections
as friends precludes differentiation for selective information sharing. According
to the aforementioned definition, the third feature of OSNs is traversing connec-
tion. This feature allows OSN users to find each other and construct a networked
community within which they can share information.

The most popular fora for self-representation and user interactions are on-
line social networks these days. Internet surfers join social networks to present
themselves and share huge amounts of personally identifiable information. This
behavior of OSN users causes a serious privacy threat to them. Online social net-
work usage gives rise to several privacy threats including privacy threats related
to OSN users [15], third party applications [3] and OSN service providers [16].
Online social networks provide a multitude of privacy tools to mitigate privacy
threats concerning to OSN users. Despite the array of privacy controls, current
online social networks fail to provide an effective mechanism to manage access
to uploaded user content. The main reason for this failure is the shortcoming
of online social networks to represent diverse social relationships. This problem
has been addressed extensively in existing literature [1]. In this paper, we are
addressing the issue of privacy threats related to service providers and third
parties.

Privacy threat related to a service provider involves the relationship between
user and service provider that is based on trust. The service provider has full
access to any user data because the OSN’s underlying system is designed and
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configured by the service provider. The important privacy threats concerning
service providers are data retention, data selling, and targeted marketing. Recent
scandals like Cambridge Analytica have shaken the trust that users have put in
their service providers. Moving towards a decentralized architecture is one of
the most straightforward solutions to mitigate service provider related privacy
threats. Decentralization is among the distinct blockchain features that play a
vital role in challenging the monopoly of financial institutions by introducing
cryptocurrencies. The blockchain-based solution may provide decentralization
to address service provider related privacy threats.

With the emergence of Web 2.0, online social networks are offering open plat-
forms to enable external developers to build applications that provide seamless
integration of profile data with third-party applications. Facebook ® and Google’s
Open Social 6 are leading this effort. These platforms have opened doors for ex-
ternal developers to launch their applications for social networking sites. These
third-party applications pose serious privacy risks for online social network users
because installed applications receive privileges equal to those of profile owners
and can access users’ profile data. Online social network users are unaware of the
amount of data being exposed to external developers because such information
flow is hidden from, or not clear to users. The mainstream media also recognized
this data breach . Enabling transparent data flow between service providers
and application developers can mitigate privacy threats related to third parties.
Transparency is a distinct feature of blockchain that may have a vital role in
consent-based privacy compliance.

2.2 Blockchain

Due to the hype and success of cryptocurrencies, blockchain attracted signifi-
cant interest from governments, businesses, capital markets, and the research
community. It is foreseen as the core backbone of many future technologies such
as the internet of things, smart cities, etc. Originally, the term blockchain was
coined by a person using the name Satoshi Nakamoto in 2008 [22]. Blockchain
technology is still in its infancy stage of development. The first phase of its devel-
opment is termed as Blockchain 1.0. This embryo phase of blockchain develop-
ment deals with cryptocurrencies such as bitcoin, ether, etc. Blockchain 2.0 refers
to the second phase of its development which introduces the concept of smart
contracts. Blockchain technology employs smart contracts to deals with issues of
mutual trust and identity among participants. The next generation of blockchain
technology will become a powerful tool for Industry 4.0 [24]. Blockchain tech-
nology can be understood as an emerging distributed ledger technology (DLT)
that enables applications to operate in a fully decentralized fashion without the

® Facebook for Developers, https://developers.facebook.com/

5 Open Social, https://www.getopensocial.com/

7 Millions of  Facebook user records exposed in data breach,
https://www.telegraph.co.uk/technology/2019,/04 /03 /millions-facebook-user-
records-exposed-data-breach/
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need for any trusted central authority. Blockchain is secure and transparent by
design and relies on well-known cryptographic tools and distributed consensus
mechanisms to provide key characteristics such as anonymity, immutability, au-
ditability, transparency and trust [34]. To better understand the core concepts
of the blockchain, this section presents an overview of the technology.

Blockchain is a sequence of blocks and each block is cryptographically linked
to the previous block after validation through a consensus decision. The genesis
block of the blockchain has no previous block. All the blocks are linked together
in the chronological order i.e. from the genesis block to the latest block. A
block consists of a block body and block header. The block body is composed
of a transaction counter and transactions. The block header includes various
headers such as nonce, timestamp, parent block hash, Merkle tree root hash,
etc. The concept of consensus mechanism is central to blockchain technology.
What blocks are added to the ledger will be decided by an agreed-upon consensus
mechanism. There exist a different kind of consensus mechanism such as proof of
work, proof of stake, practical byzantine fault tolerance, etc. Instead of trusting
a central authority, trust is placed in the algorithms underlying the consensus
mechanism. This is the basis for the characterization of blockchain as a trust-less
system. A digital signature scheme based on asymmetric cryptography is used
in an untrustworthy environment to validate the authentication of transactions.
Consensus mechanism and asymmetric cryptography are implemented to achieve
ledger consistency and security.

Current blockchain systems are divided into three categories: public blockchain,
private blockchain, and consortium blockchain [34]. Public blockchain is also
known as permissionless due to its open nature. Any participant node can read,
write and engage in the consensus process. Public blockchain is completely trans-
parent and decentralized in nature. The typical example of a public blockchain
is Bitcoin [31]. Private blockchain is also known as permissioned due to its closed
nature. The private blockchain is limited to a specific organization. In private
blockchain write permission is kept centralized and read permission may be pub-
lic or restricted to specific nodes. Private blockchain is closed and centralized in
nature. Consortium blockchain is also known as a hybrid. It is a partially de-
centralized blockchain. Pre-selected nodes will engage in the consensus process.
In consortium blockchain read permission may be public or restricted to specific
nodes. The typical example of consortium blockchain is Hyperledger.

With the emergence of blockchain technology, many decentralized services
and applications are proposed that build on or use blockchain to achieve inde-
pendence from centralized service providers’ monopoly. Blockchain-based online
social networking services can be designed to address the aforementioned privacy
threats from third party and service providers. Blockchain technology enhances
transparency. Each user has complete transparency over what data is being col-
lected about him/her and how it is accessed. Blockchain asserts data ownership
and user privacy by enabling transparency. At the same time, blockchain provides
anonymity to its users by allowing them to create pseudo-anonymous transac-
tions without the need for revealing personally identifiable information about
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them. Blockchain-based solutions not only provide greater transparency to OSN
users regarding their personal data but also offer advantages towards regulatory
compliance. In the context of newly enforced GDPR, the consent of the user
is the legitimate ground of data processing. At present, most of the OSNs lack
GDPR compliant consent mechanism which means users’ lack of control over
their personal data. Before introducing a blockchain-based consent management
for OSNs, we present a brief overview of the legal obligations of GDPR on service
providers and third parties.

2.3 General Data Protection Regulation

Since digital technology has profoundly changed the way how personal data
is collected, accessed and used, on 25th May 2018, the European Commission
(EC) implemented a new legislative framework called the General Data Protec-
tion Regulation (GDPR) (EU) 2016/679 [28, 30]. The aim of this Regulation was
to remedy the shortcomings of Directive 95/46/EC and to further harmonize the
data protection rules within the EU as well as raise the privacy and data pro-
tection levels of affected individuals. GDPR has reshaped the way organizations
approach data protection and data privacy. Organizations dealing with personal
data of EU citizens must ensure they are compliant with the new GDPR require-
ments. The GDPR regulations are described in 99 articles that cover all aspects
of personal data processing by organizations. GDPR extends the responsibility
and accountability requirements of organizations involved in processing personal
data of the EU citizens.

In the context of GDPR, three main roles are identified: data subject, data
controller and data processor. A data subject is the owner of personal data.
Personal data means any information pertaining to an identified or identifiable
natural person. Data controller determines the purposes and means of process-
ing personal data. The data controller is the point of accountability in GDPR.
A data processor is responsible for processing personal data on behalf of a con-
troller. GDPR sets out six core data processing principles that facilitate the
protection of personal data processing. The first principle deals with the lawful,
fair and transparent processing of personal data. The purpose limitation princi-
ple ensures the collection of data for specific purposes and prohibits processing
for incompatible purposes. The data minimization principle discourages exces-
sive collection of personal data and only adequate data collection is advised.
The collection of accurate and up to date data is handled with the principle of
accuracy. As per the storage limitation principle, data should not be stored for
longer than necessary. Finally, the integrity and confidentiality principle deals
with the secure processing of personal data. In addition to these data processing
principles, GDPR recognizes the consent of a user as a legitimate ground for
data processing. Data processing principles are used to derive a set of rights for
data subjects. The most important rights of data subjects under GDPR are:
right of rectification, right of access, right to erasure and rights pertaining to
automate processing.
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GDPR is applicable to all organizations that process personal data of EU cit-
izens whether based within the jurisdictional boundaries of the European Union
or any third country. Compliance with the regulations is enforced by public
authorities. Apparently, the supervisory authority in each EU member state is
responsible for monitoring GDPR compliance. Data processing organizations are
required to demonstrate their compliance with GDPR, only in cases of data sub-
jects lodging complaints with the supervisory authority about the misuse of their
personal data. The supervisory authority has also extensive rights to access per-
sonal data processing activities in cases of suspected violations by organizations.
Failure to comply with GDPR results in huge fines up to 20 million euros or 4%
of the total annual profit. Due to the irregular nature of GDPR, compliance veri-
fication by a supervisory authority, each organization has to prove and document
that it has been continuously abiding by GDPR requirements. Moreover, due to
the lack of transparency, it is beyond the capability of data subjects to recognize
whether the data controller fully complies with GDPR and effectively protects
his/her personal data. Therefore, a prospective GDPR compliant mechanism
must inherit features of transparency and auditability to enable data subjects
to oversee what data is collected and how it is processed by the data controller
or Processor.

3 Challenges of Blockchain-based OSNs under GDPR

With the introduction of blockchain technology, a plethora of decentralized ser-
vices have been proposed that achieve independence from centralized entities.
Blockchain can also be used in online social networks. Decentralization, trans-
parency and distributed consensus give blockchain the potential to address most
of the prevalent privacy concerns in OSNs. One of the initial efforts in this direc-
tion is Steem 8. Steem is a blockchain-based social media platform that supports
community building and social interaction with cryptocurrency rewards. Such
OSN can be further made self-healing by a blockchain-based reputation sys-
tem. One such system was proposed by Qin et al. [25]. The authors presented a
blockchain-based academic social network and proposed a new consensus algo-
rithm named proof of reputation(PoRe). Chen et al. [10] proposed a blockchain-
based trusted social network that ensures privacy by doing peer-to-peer infor-
mation exchange. The proposed model uses blockchain for limiting large-scale
rumors spreading via online social networks. Blockchain technology has a set
of very attractive features for applications in this domain. However, such appli-
cations are required to comply with the GDPR. Blockchain-based applications
pose several challenges to regulatory compliance in the light of new changes
imposed by GDPR. The following subsections present a detailed description of
such challenges.

8 Steem, https://steem.com/SteemWhitePaper.pdf
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3.1 Challenge of Informed Consent

The concept of consent originated in the field of medicine. Consent is aimed at
providing the data controllers legitimate grounds for personal data processing.
Consent has various forms, such as informed, explicit, unambiguous, broad, etc.
Each of these forms is quite diverse in nature. GDPR promotes the notion of
consent to provide data subjects full control of their personal data. The absence
of consent means a lack of control for data subjects over their personal data.
Consent ensures that the data subject has ownership of their personal data and
they choose how to navigate in the digital data world. In this section, the aim is
to present a set of guidelines to manage consent in online social networks taking
into account the provisions of the GDPR.

Online social networks like Facebook have a long history of using the personal
data of their users without obtaining explicit or direct consent. One such example
is the US midterm election in 2010, where the company experimented with 61
million users and in attempts to influence their voting behavior [7]. GDPR came
into force in May 2018 and is applicable to all companies (data controllers) that
process personal data of EU citizens, whether operating in Europe or any third
country. GDPR compliance is the only way forward for data controllers handling
personally identifiable information of EU data subjects. Whereas, non-compliant
data controllers are subject to hefty fines and may suffer loss of reputation among
the increasingly privacy-conscious users. The current state of the art reveals
that consent management mechanisms in online social networks are either non-
existent or not GDPR compliant. Scientific literature also reveals the case of
consent misuse in OSNs and one such example is the contagion study conducted
by Facebook [19]. Facebook did not require any explicit user consent for the study
on the grounds that users have already given broad consent when they signed up
to use the social network. The study provoked extended criticism and Facebook
publicly acknowledged and apologized for its fault. Being a leading OSN service
provider, Facebook has been questioned by regulators over the years about its
privacy practices 9. It is yet to be seen how Facebook and other OSN service
providers manage to comply with new changes imposed by GDPR.

A consent management mechanism constitutes a major step towards becom-
ing compliant with GDPR. It is challenging to achieve consent compliance in
current online social networks. A valid consent under GDPR must be freely
given, specific, informed and unambiguous. Current state of the art reveals that
consent given by users to online social networks lacks granularity because OSN
service providers seek consent for several purposes bundled together and users
do not have the freedom to give or deny consent for each purpose. One such
example is Facebook’s facial recognition feature that requires users to accept all
purposes even if the user finds only one of them acceptable. If a user consents in
such a setting, then it is not freely given consent. Another important feature of
valid consent under GDPR is specificity that promotes transparency. As per the

9 Mark Zuckerberg Testimony: Senators Question Facebooks Commitment to
Privacy, https://www.nytimes.com/2018/04/10/us/politics/mark-zuckerberg-
testimony.html
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aforementioned example of Facebook’s facial recognition feature, single consent
is sought for multiple purposes and the OSN service provider does not allow
users to give specific consent for each purpose. Informed consent also promotes
transparency by enabling data subjects to understand the nature of processing
and the data collected and used in an intelligible format. However, the current
terms and conditions of service providers do not represent a minimal set of infor-
mation in plain and clear language. Data subjects should take clear affirmative
action to give consent. Inactivity, silence or pre-ticked boxes do not make valid
consent under GDPR.

Recently, several tools that focus on GDPR compliance have been released.
These tools are designed to target self-assessment after completing standard
questionnaire. The research community should focus on designing a consent
management model that automatically checks if existing data processing and
sharing activities are GDPR~compliant. Transparency with respect to the col-
lection, processing, and sharing of personal data is a key enabler for OSN service
providers to achieve GDPR compliance. Blockchain can play a vital role in or-
der to provide said transparency with respect to personal data processing and
sharing.

10 11

3.2 Challenge of Data Erasure and Amendment

GDPR introduces the concept of the right to be forgotten which empowers data
subjects to request the data controller for the erasure of their personal data
completely. This right is introduced in article 17 of the GDPR, but, it is not
an absolute right and only applies in certain circumstances. Data subjects may
request their data erasure only when one of the six legislative grounds outlined
in the article applies. Moreover, the data controller can retain personal data for
archiving purposes in the public interest under the legal protection of the GDPR.
However, a data controller must be able to prove when one of the exceptions to
the right to erasure applies. Therefore, the data controller must be able to erase
the data subject’s personal data from their records. The blockchain-based solu-
tion for OSNs brings many benefits, but it introduces a feature of immutability
which guarantees that stored data is tamper-proof. This feature of immutability
prohibits the straightforward application of the right to be forgotten. However,
the regulation only applies to personal data stored in the blockchain. If the data
is rendered completely anonymous, it falls out of the scope of the GDPR legal
framework. Nevertheless, encryption is considered a pseudonymization technique
and pseudonymized data continues to qualify as personal data and falls under
the scope EU data protection regime. This section aims at setting guidelines
on how to mitigate the challenge of data erasure and amendment taking into
account the provisions of GDPR.

Recently, several solutions are being developed to achieve the goal of design-
ing GDPR-compliant blockchain use cases. The straight forward solution may be

1 GDPR Compliance Toolkit, https://info.nymity.com/gdpr-compliance-toolkit
1 Microsoft GDPR Detailed Assessment, https://aka.ms/gdrpdetailedassessment
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storing personal data off-chain where the blockchain merely holds proof that the
data is valid [21]. Off-chain storage facilitates the right to erasure and amend-
ment. Personal data could be restricted to a private permissioned blockchain
instead of a public permissionless blockchain. Private permissioned blockchain
will find it easier to apply the letter of the GDPR than public permissionless
blockchain. Current state of art suggests many data obfuscation, encryption and
aggregation techniques that can be used to turn personal data into digital signa-
tures that are cryptographically linked to original data without actually revealing
that data [13]. When applying such techniques to process personal data should
take into consideration reversal and linkability risks. Farshid et al. [12] purposed
design for a forgetting blockchain. The authors implemented a proof concept
prototype that maintains most of the key features of blockchain technology but
facilitates data erasure. The technique is applied to permissioned blockchains
and it is evaluated with the help of domain experts. Bayle et al. [6] proposed a
modular architecture that ensures GDPR compliance by providing the means to
enforce the right to be forgotten. The mechanism to implement the right to be
forgotten relies on the centralized infrastructure of the data controller. Geelk-
erken et a. [29] identified two ways in which the blockchain technology could
be utilized to store personal data in compliance with the requirements of the
GDPR. According to the authors the opaque blockchain instead of the transpar-
ent blockchain ideal for erasing and altering personal data, but it would require
a trusted third party to comply with legal requirements.

From the GDPR perspective, public keys also constitute personal data. The
pertinent question is why public keys cannot qualify as anonymous data. To
qualify as anonymous data, the public key must irreversibly prevent the identi-
fication of a specific data subject. Blockchain history reveals that despite asym-
metric encryption identification remains possible by connecting public keys with
additional information that means public keys are pseudonymous data and fall
under the scope of GDPR. It is not straight forward to design GDPR compli-
ant solutions for public keys. The keys are an essential component of blockchain
technology and constitute part of the transaction’s metadata that is required
for validation. Therefore, public keys cannot be moved to off-chain like trans-
actional data. Despite the difficult nature of the problem, the research commu-
nity suggested various techniques which include mixing services, ring signature,
and zero-knowledge proof. A comprehensive overview of these techniques is pre-
sented in the research survey by Feng et al. [13]. These techniques are capable
of anonymizing public keys for GDPR compliance that is evident from existing
solutions based on these techniques such as CryptoNote, Monero, Zerocoin, and
Zerocash.

3.3 Challenge of Identifying the Data Controller

The main roles identified in the GDPR context are the data subject, data con-
troller and data processor. The data controller has a key role in determining
the purposes and means of processing personal data in accordance with the con-
straints imposed by GDPR. The data controller is the point of accountability in
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the new legal framework. Therefore, it must be possible to identify a data con-
troller, which is not always easy in the context of blockchain technology. From
a technical perspective, a blockchain is a network consisting of nodes that send
and receive messages in decentralized fashion without a central point of con-
trol, which makes it difficult to assign roles. These roles are designed to fit the
traditional centralized client-server scenario whereby a single entity offers some
services to data subjects pertaining to the collection and processing of personal
data. In this section, the aim is to evaluate who qualifies as a data controller in
different variants of blockchain technology.

To identifying a data controller public permissionless blockchain is an ob-
ject of debate and less straight-forward. Public permissionless blockchains are
distributed and decentralized peer-to-peer networks, where each node can read,
write and engage in the consensus process. The basic idea is to replace the tradi-
tional client-server model with one based on the collective processing of data via
shared protocols. In such a setting, either no node qualifies as the data controller
or every node qualifies as a data controller. Another interesting question related
to data controller identification is whether all participating nodes can qualify as
potential joint controllers. In principle, to qualify as a joint controller under the
GDPR legal framework, the nodes jointly determine the purposes and means of
processing. Whereas, permissionless blockchain is shaped by the nodes’ behav-
ior. They do not determine the modalities for data processing of other nodes.
Therefore, they do not qualify as joint data controllers. The data subject adds
personal data to the blockchain and controls its data using asymmetric cryp-
tography. This prompts the question of whether a data subject himself/herself
can qualify as a data controller. As a matter of fact, a data subject may be
able to qualify as a data controller in some situations where he/she is adding
personal data to a blockchain [14]. In the case of online social networks, the data
subject (OSN user) is a content producer and manager rather than a content
consumer [2], thus qualifying as a data controller. Fortunately, the situation is
quite clear in private permissioned blockchains and there are two possible sce-
narios. In the first scenario, the community decides together with the validation
rules that the blockchain implements, in which case all nodes fall under the defi-
nition of joint data controllers and share the responsibility of compliance. In the
second scenario, the blockchain accepts the contribution of validators that do
not participate in defining the validation rules, and these nodes fall under the
definition of data processors [17].

4 Opportunities of Blockchain-based OSN under GDPR

Despite the multitude of privacy controls, the current online social networks fail
to provide an effective mechanism to manage access to the uploaded content of
users. The issue of privacy has received significant attention in both the research
literature and the mainstream media. OSNs users are also becoming conscious
of their online presence and expect to have more control, traceability, account-
ability, and ownership of their data. The emergence of blockchain technology
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has led the computing domain towards a decentralization, transparency, and
autonomy. Most of the prevalent privacy concerns in OSNs can be addressed
by the disruptive innovation of blockchain technology using the aforementioned
features. Blockchain-based solutions for OSNs enable users to control, trace and
claim ownership of every piece of content they share. The following subsections
describe in detail some of the opportunities offered by blockchain-based privacy
protection mechanisms for online social networks.

4.1 Decentralized Protection of Personal Data

The most widely used online social networks are centralized services that are
controlled and managed by single-large corporation. This allows a single entity
to collect and control an unprecedented massive amount of personal and sen-
sitive data of users from across the globe. Such an unprecedented collection of
personal data constitutes a major threat to users’ privacy and to their rights
to be left alone. Moreover, OSNs users have lost control of what happens with
their data afterward and they cannot withdraw permission in the current privacy
setting. To address the issue of privacy, the decentralized online social network
architectures were proposed [5, 35]. Decentralization has been considered as the
panacea to privacy issues, especially in the realms of online social networks [5].
Major privacy concerns related to the centralized model are addressed by prop-
erly achieving decentralization. However, research reveals that decentralization
architecture brings new technical challenges such as control and coordination,
reliability and authenticity, etc. With the advent of blockchain technology, most
of these issues can be addressed with inherent features of the blockchain such as
immutability, transparency, and peer-2-peer (P2P) consensus.

Blockchain is designed to operate without the need for a central author-
ity. The validation of transactions is done through peer-based consensus which
is suitable for authentication of ownership rights as the history of all transac-
tions is validated. Some of the advantages of using blockchain-based solution
for OSNs are control over the ledger is distributed across many mining nodes,
therefore, no one can monopolize the network and reduces the dependence on
centralized service providers. P2P consensus mechanism ensures data integrity
and manipulation of any information in the distributed ledger is rendered prac-
tically impossible. Monitoring and surveillance are much harder to achieve in
blockchain-based solutions for OSNs because social communication is peer to
peer without involving a third party controlling process. Blockchain-based on-
line social networks intend to promote individual privacy and data sovereignty
if properly implemented. Using blockchain-based solutions users remain in full
control of their personal data. Blockchain offers the potential to provide a truly
open and free service architecture for social communication services where users
are not locked into any distributed service maintained in a centralized fashion.
Adaption of decentralized OSNs was slow due to their federated social com-
munication architecture which locked the users into their service platform that
hampered a truly open and heterogeneous ecosystem for social communication.
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Some of the earliest blockchain-based solutions for decentralized online so-
cial networks are Ushare and Tawki. Ushare [9] is a blockchain-based solution
for user-controlled social media. It is a user-centric blockchain supported social
media network that enables users to control, trace and claim ownership of ev-
ery piece of content they share. The proposed solution consists of: a hash table
with encrypted content shared by a user, a system for controlling the maxi-
mum number of shares performed by the users circle members, a local personal
certificate authority (PCA) that manages the users circles and the Blockchain.
However, this study presents only conceptual design and technical details on
how to develop the platform are missing. Tawki [33] is a decentralized service
architecture for social communication proposed by Westerkamp et al. Tawki that
allows users full control of their personal data which is stored and managed by
personal data storage. Tawki data storage is implemented using common REST-
based API which facilitates users to send and request data to and from other
users’ personal data storage. Tawki uses the Ethereum blockchain to manage
user identities.

4.2 Enabling privacy through Transparency

Online social networks collect a huge amount of personally identifiable informa-
tion of the users. There is implicit trust by the users that OSNs will not misuse
their sensitive personal information. The process of information usage by these
web systems is fairly complex and users are not completely aware of what is
happening with their data. We have previously described a recent scandal about
the misuse of users’ data from the social web. This raises the serious need for
information accountability where appropriate use of the personally identifiable
information can be determined after reviewing the usage pattern from audit logs.
Furthermore, these audit logs can be used to check compliance with user’s usage
restrictions that assert no unauthorized data usage has taken place and also en-
able OSN service providers to be transparent with regards to data usage. Thus,
we stress on implementing transparency to achieve information accountability
with provenance mechanisms. Blockchain technology is regarded as a tamper-
evident database that comprises a log of all transactions with transparency as an
inherent feature. The transparency of blockchain provides a greater degree of con-
trol to end-users, who no longer need to trust OSN service providers with opaque
data processing and usage mechanisms. According to [33], the blockchain-based
solution provides data sovereignty by enhancing user control over personal data.
Enabling transparency in the social web systems is a necessity to assert data
ownership and privacy of users. Nissenbaum [23] introduces the notion of con-
textual integrity as a new benchmark for privacy. Transparency plays a piv-
otal role to achieve better contextual integrity. Seneviratne [26] also argues that
transparency is a key component in achieving privacy and compliance.
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4.3 Tamper Evident Ledger based Regulatory Compliance

With the enforcement of GDPR, OSN providers are obliged to comply with this
new regulation. At present, they are not ready to comply or even had major
gaps in GDPR-compliance. Non-compliance with this regulation imposes hefty
fines apart from other legal issues while operating in the EU or processing the
personal data of EU citizens. Thus, GPDR compliance is the only way forward
to operate in the EU or process the data of EU citizens. GDPR imposes great
challenges for the OSN providers concerning their current business model. Such
an obligation is the recognition of users’ consent as a legitimate ground for their
personal data processing. Current OSN providers lack the GDPR compliant
consent management model which means OSN users have a lack of control over
their personal data. GDPR promotes the notion of consent to provide users more
control over their personal data. Achieving consent compliance is not an easy
task in online social networks. However, blockchain technology offers features
that can add value to the consent management model for the processing of
personal data in the context of OSNs. It aims to facilitate users to assert their
rights and get bigger control over their personal data.

5 Conclusion and Future Work

Most of the online social networks lack an effective consent management mech-
anism that is compliant with the newly enforced GDPR. In the absence of such
a mechanism, data subjects lose control over their personal data that poses a
serious privacy problem. GDPR compliant consent management is an important
step towards protecting user privacy in online social networks. In this paper, we
presented some of the opportunities for using blockchain technology to address
this issue. Blockchain technology provides certain features that offer OSNs users
fine-grained control over their personal data. We also took into consideration
the challenges imposed by new EU regulations (GDPR) for OSN providers and
its apparent conflicts with blockchain technology. The paper opens up new re-
search directions to be explored. In the future, we intend to develop a proof of
concept prototype for blockchain-based GDPR compliant consent management
model for online social networks.
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