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Abstract. It is estimated that over 1 billion people are active mobile phone us-
ers in 2018. When using a mobile phone, there are a variety of ways to authen-
ticate and “secure” the device, and biometric authentication is becoming an in-
creasingly common way to do this, however, biometric authentication is not al-
ways as usable as it could be. Both usability and security are important, yet 
many people believe that there is a trade-off between the two. The focus of this 
paper was to better understand usability, computer security, and within comput-
er security more specifically biometric authentication, and how all three can 
work together to create systems that are both usable and secure. A survey and 
interviews were conducted based on previous research to understand percep-
tions from the general population, usability experts, and security/biometrics ex-
perts. The results do indicate that there is indeed a perceived trade-off between 
usability and computer security.  
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1 Introduction 

Both usability and computer security are important, yet many people believe that 
there is a trade-off between the two [1, 12, 15]. A device that isn’t usable won’t be 
used, and if a device isn’t secure, then it will be rendered useless [1]. This can often 
be seen with regards to mobile phones. With mobile phones being accessed and used 
by so many people, sometimes over 100 times a day [2], it is vital for these devices to 
have authentication methods that are both secure and usable. Biometric authentication 
is a growing option; however, it is not as widely adopted as many had thought it 
would be. Many people still rely on passwords, pins, patterns, or no authentication 
method because these are the methods they are used to. The problem that comes with 
these methods is that often, they are not very secure. Patterns leave smudges on 
screens, pins and passwords are often only a couple of digits or letters, and no authen-
tication is an easy option. Biometric authentication could solve these problems. In 
theory, biometrics are both secure and usable, however in practice this is not always 
the case. Thus, it is important to understand how we can increase the usability and 
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security of biometric authentication together so that there is a stronger option for se-
curing mobile phones. 

2 Background 

2.1 A Trade-off Between Usability and Security? 

When computers were first built, they were predominantly used by experts, so securi-
ty was a concern, not usability. Now with computers ranging in sizes, functions, and 
being used by millions of people, usability as well as security are important concerns. 
If it is not usable, it won’t be used, and if it’s not secure, then it will become useless 
[1]. There has been debate as to whether there is a trade-off between security and 
usability. Some research has stated that there is a trade-off showing that usability 
reduces security [10], that usability and security have different goals [14], or that this 
trade-off poses serious problems for system designers [15]. However, a majority of 
research today seems to go the other way; it predominantly depends on how security 
and usability are integrated into systems. The “‘received wisdom’ on the inherent 
conflict between usability and security goes against common sense” [1]. 

Discussions surrounding a trade-off between usability and security are often shal-
low [11]. There isn’t discussion on the level of security that will be obtained and how 
usability will “hurt it” [11]. But usability can improve security. When usability and 
security are both incorporated into the design process, they can have the same goals 
[12]. And with an increased focus on users, there has been more research on the usa-
bility of security systems. Users make errors, so systems need to be designed to be 
either insensitive to those errors, to use metaphors and such to allow users to use se-
curity software more intuitively or provide users with the knowledge needed to make 
informed decisions [1]. When a system can interpret user desires correctly, then usa-
bility and security are working in harmony [12].  

One problem that seems to arise is with the word “trade-off” itself. The way that 
security and usability are viewed must be changed and not thought of as a trade-off. 
When they are not integrated into the design process and are only seen as features, 
then there will of course be a trade-off. However, when viewed as qualities instead of 
features and are integrated into the design and development process, the perceived 
“trade-off” between usability and security can be reduced [12].  

 
2.2 Biometric Security 

Biometric authentication is about authenticating a person for who they are, not by 
what they remember or what they have with them [13]. It can be a more long-term 
and cost-efficient authentication method, and in theory it should be both secure and 
usable [17]. This is not always the case though. Each biometric trait has their own 
pros and cons, and some issues that can come up with biometrics are noise, distinc-
tiveness, and non-universality [13,17]. These issues can cause problems in the en-
rollment and authentication modes [13]. 



 A few errors that can arise in the enrollment and authentication modes are failure 
to enroll (due to noise, distinctiveness, or not being able to use a specific biometric 
trait), false acceptance rate (accepting a non-match as a match), and false rejection 
rate (not accepting the enrolled trait) [19]. These errors can greatly influence the usa-
bility of a mobile phone, and a balance is needed between the usability and security 
[16]. It is crucial when it comes to user safety; however, user interfaces for authenti-
cation often encourage either secure or insecure behavior depending on its security 
requirements [16]. 
 
2.3 Usability and Biometric Authentication in Mobile Phone Devices 

Usability issues arise from a variety of sources. One large usability issue with re-
gards to biometric authentication can come from the detection error trade-off curve. 
Unlike passwords, pins, and patterns that are either 100% correct or not, biometrics 
are based on how close of a match it is to the collected template from the enrollment 
mode [19]. The threshold that has been established will decide if the biometric is to be 
accepted or not. The accuracy and thresholds in biometric authentication do not al-
ways relate to the ease of use or convenience that users are used to and are looking for 
[19]. 

Some people believe that biometrics are not the default authentication mode due to 
usability and user experience [18]. Many users have not experienced a noticeable 
difference when using biometrics than using the authentication methods they have 
already been using [18]. A very common problem with usability in biometric authen-
tication systems is that those who create a system or design often think that it is intui-
tive and that users will easily understand; that is rarely the case. There is almost noth-
ing that is inherently usable, and biometrics is no exception [19]. That is why bio-
metric authentication systems should be designed with usability and security in mind 
throughout the whole design and development process [10, 11, 16]. 

3 Methodology 

An explanatory research design was followed by using a survey in phase 1 followed 
by interviews in phase 2. As most research on biometric authentication and usability 
in mobile phones has focused on the general population, the goal here was to gather 
data on perceptions of biometric authentication and usability not just from the general 
population, but also from those who work in or with usability, computer security, and 
within that biometrics in particular. To accomplish this, survey and interview methods 
were used. The first phase consisted of the survey which had three user groups: the 
general population, usability experts, and computer security/ biometrics experts. The 
second phase consisted of interviews with usability experts and computer security/ 
biometrics experts for more in-depth data collection based on the survey and its re-
sults. A majority of the survey questions were based on research previously conduct-
ed.  
Questions such as gender [4, 6, 7], age [4, 5, 6, 7, 9], education level [6], knowledge 
about biometrics and usability [6, 4, 7], usability perceptions of biometrics [4], ease of 



use as well as security of biometrics [4, 5], operating system [8, 9], security tools (or 
authentication methods) used [8, 9], convenience [8, 5, 7], frequency of authentication 
[8], experience with failure to authenticate [8], and why participants use biometric 
authentication or not [7, 9] were used in the survey. 

The survey design ensures potential bias is minimal. Before conducting phase 1 
and 2, pilot tests were conducted on both the survey and the interview questions. To 
recruit participants for the survey and interviews, multiple channels were used. They 
can also be characterized convenience sampling. The survey was posted on multiple 
usability, design, computer security, and biometrics forums, Facebook groups, and 
LinkedIn groups. Also, 250 emails were sent to usability, design, computer security, 
and biometrics companies across 10+ countries to find more diverse participants.   

4 Results 

4.1 Survey results 

24% of participants work in biometrics, security, or related fields. 31% of participants 
work in usability, UX, UI, or related fields. The remaining 45% of participants 
worked in neither of those areas. 96% of participants in this study use some form of 
authentication for unlocking their device, 75% of whom have had issues with unlock-
ing their phones. Those who work in usability, security, or related fields tended to say 
that biometrics were the most secure and easy to use authentication method (86% and 
83% respectively) however, only 67% of those who worked in neither of those areas 
chose biometrics as the most secure or easy to use authentication method. Those 
working in security or related fields believed in a link (96%) and trade-off (65%) 
between usability and security at a much higher level than the other two participant 
groups (80% and 50% for usability participants respectively and 63% and 47% of 
general participants respectively). The percentage of participants who were uncertain 
if there was a link or a trade-off between security and usability increased from securi-
ty participants (0% were uncertain of there being a link and 13% for a trade-off), to 
usability participants (3% were uncertain of there being a link and 17% for a trade-
off), to general participants (28% were uncertain of there being a link and 37% for a 
trade-off). However, across the board, a majority of participants (63%) believe that 
mobile phones can be secure and usable, but they are not always like that today. 
When asked about their understanding of biometrics, the average understanding was a 
3 on a scale of 1-6. 53% of general participants said that they had little to no under-
standing of biometrics, 60% of usability participants said that they had a novice to 
intermediate understanding of biometrics, and 57% of biometrics participants said that 
they have an advanced or expert understanding. When asked about their understand-
ing of usability, the average understanding was a 4 on a scale of 1-6. 44% of general 
participants said that they had a novice to intermediate understanding of usability, 
48% of security participants said that they had an advanced or expert understanding of 
usability, and 70% of usability participants said that they had an advanced or expert 
understanding of usability. 83% of security participants said that they have worked 



with usability experts whereas only 33% of usability experts said that they have 
worked with security experts. 

There was a high correlation between participants who use a particular well-known 
brand of mobile phones and use of biometrics (94%) and having the belief that bio-
metrics are the most secure and easy to use authentication method. A majority of par-
ticipants whose age was between 35-44 years old use biometrics (90%) and had per-
ceptions of biometrics being the most secure (85%) and easy to use (91%) authentica-
tion method. 100% of participants over the age of 45 said that biometrics are the most 
secure and easy to use authentication method. Overall, as the understanding of bio-
metrics and usability increased, so did the belief of a link between the two increase.  

4.2 Interview results 

One common theme that emerged from the interviews was about users of mobile 
phones. Several participants discussed how everything "goes back to the user" and 
how there is much that "depends on the person". These users discussed how users 
"shouldn't be locked into letting go of something or using something specifically", 
and that users will disable or circumvent security measures. Many people use the 
same passwords or pins "as their default method because they are used to it". Security 
measures now often depend on "what people are willing to do" or "what effort people 
are willing to make".  

Another common theme that emerged was about the weaknesses of security in mo-
bile phones. Multiple participants discussed margins of error, type I and type II errors, 
and how information is sent mainly around biometric authentication. When discussing 
the weaknesses of biometric authentication specifically, one participant said, "theoret-
ically it can work and [security] can increase, but in practice it hasn't been that way", 
and another said that "when it comes down to it, it can be done, but at a cost". Anoth-
er participant discussed how "you can use a backup method as heightened security, 
but... the methods used as a backup aren't secure methods".  

In five of the six interviews when it came to the question about there being a trade-
off or not between usability and security, it was mentioned that there needs to be a 
balance between usability and security; and even though there is a trade-off, it is not 
necessarily a bad thing or a problem. Another specific point that was discussed with 
four of the six participants was 2-factor authentication. Some of these participants 
mentioned how some data is stored due to two-factor authentication or that it is often 
recommended for heightened security, though it may be "overboard" or "not always 
practical for the end user".  

There were a few phrases that participants said that were important to them. "Usa-
bility is the reason why biometrics are used". "Authentication needs to just work". 
"UX should not interrupt security". "Bigger phones" reduce the number of usable 
methods for authentication, although it was not clear what they meant by “bigger 
phones”. "There needs to be an explanation to the user". "Independent testing is so 
important". "There needs to be a way to protect the device even when there is no 
physical access to it". "There is always the question about what is the best option 
today". 



5 Discussion 

In general, the survey results showed corroboration with what [8], [3], and [5] stated 
in that overall there is a belief outside of the security profession that security is im-
portant. 

Similar to what [3], 76% of participants said that biometrics were the most secure 
authentication option followed by pins and passwords (22%). 

As the other studies mentioned showed as well, fingerprint authentication was the 
most preferred and used biometric. 

Something that was noticed during data analysis was about perceptions and under-
standing of usability. There were more people than expected outside of the field of 
usability who said that they have an advanced or expert understanding of usability, 
and this could be due to the simple definition of usability provided in the survey. 

Throughout the interviews there were some common factors that came up. Partici-
pants discussed how usability is a large reason as to why biometric authentication is 
used, and as of now there is a lot of variation between biometric authentication meth-
ods and their levels of usability. Humans are an important factor that are often over-
looked or thought of as a problem when it comes to authentication. Several partici-
pants also mentioned how if security is not usable, then users will circumvent it. Usa-
bility should not get in the way of security and vice versa. It was also discussed how 
there is a trade-off between usability and security, however that it may not necessarily 
be a problem to have that trade-off. Perhaps by saying it is not a problem the users 
imply that a healthy balance can be reached through good design between a desirable 
level of usability and computer security. 

 

6 Conclusion 

All groups of users see a link between usability and computer security (specifically 
with biometric authentication). All groups of users see a trade-off between them and 
simultaneously believe that an optimum level of both is possible through good mobile 
phone design. 

6.1 Future work 

As of now we do not know exactly how the trade-off between usability and computer 
security manifests itself. We need to establish that they are related through objective 
data. As of now we have concluded the link based on subjective self-reported data 
from three categories of users. The interviews bring up several good hypotheses for 
future usability and computer security studies but each of them needs to be investigat-
ed in greater detail so that there are findings that can be in the form of clear design 
guidelines.  
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