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Abstract

The real time implementation of theoretically proven facts is a challenging task.
Not all the theoretically shown results are valid in real practice. The standards
defining the policies leave lot of space for specific implementation, hence a vul-
nerability seen in case of some protocols defined by some specific standards may
not exist in practical. The flaw may be totally or partially masked by other proto-
cols running in conjunction with the so called vulnerable protocol. Also there is
possibility that those unspecified steps in the standards are implemented by the
operators. This work extends the project title: Validation of attacks on the UMT-
S/LTE AKA protocol, where the vulnerability found by Stig Frode Mjølsnes and
Joe-Kay Tsay , presented in several seminars and explained in A Vulnerability in
the UMTS and LTE Authentication and Key Agreement Protocols was theoretically
proven.

The previous works had analysed the mechanisms of Authentication and
Key Agreement (AKA) protocol as defined in the 3rd Generation Partnership
Project (3GPP) specifications. This thesis work tries to solve the questions raised
by the findings of those prior works regarding AKA protocol. Here, the theo-
retically shown vulnerability is analysed based on information about other pro-
tocols like Internet Protocol (IP) Security (IPsec), Diameter, Signalling System
7 (SS7) and Mobile Application Part (MAP) Security (MAPsec) running along
with AKA protocol. Several people from different operators were contacted so
as to find the facts about which protocols are used and how these protocols are
implemented.

Here the session related parameters, Session-Id in case of Long Term Evo-
lution (LTE) and Invoke-Id and Transaction Id in case of Universal Mobile
Telecommunication System (UMTS) are discussed to show if they are capable of
withstanding the session mix-up vulnerability. The sessions of a user or service
operations are uniquely identified by these identifiers. But the number of bits
used by the identifiers and their formats have left the place to suspect if session
mix-up attack is still attainable. The conclusions derived here are not compli-
mented by the information from real implementation scenario, so, as far as it
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is possible to obtain information about real implementation mechanisms from
some operators, this work can be further extended to compare the strength of
Session Mix-up attack against the mechanisms implemented by the operators.
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Chapter 1

Introduction

1.1 Problem Description

There are some protocols running between three entities: User Equipment (UE),
Serving Network (SN) and Home Network (HN) before a requested service
is granted to a user(mobile devices). The Authentication and Key Agreement
(AKA) Protocol, where the users are authenticated to respective HN and the
keys for subsequent communication are derived and exchanged between these
entities, is one of them. The AKA protocol does not specify any mechanisms
for session management. Exploring this, a session mix up attack on this proto-
col has been found. In this attack, an attacker has a control over all the traffic
going in and out of Serving network and the attacker itself is one of the par-
ticipating mobile user. The attacker uses a session of AKA established for a
genuine user to authenticate itself and thus has ability to carry on subsequent
communication on behalf of a genuine user. Although unspecified in AKA, it
is believed that there are some specific session management or other security
protocols running underneath of AKA (probably IP Security (IPsec), MAP Se-
curity (MAPsec), Radius/Diameter may be some of them) which may prevent
this attack. These protocol may vary depending upon the owner of SN. If the
SN belongs to the HN of the user, the protocol may be vendor specific or spe-
cific to service provider whereas if the SN is acquired by other HN than the one
to which user is attached, some agreed protocol or some standard protocols are
defined and used.

The 3rd Generation Partnership Project (3GPP), The Internet Engineering
Task Force (IETF), International Telecommunication Union-Telecommunication
(ITU-T), The European Telecommunications Standards Institute (ETSI) and other
bodies define and recommend the standards to be used. The attack may not be
feasible in case the standards are implemented as recommended. But in non
roaming case where application of these standards depend upon the operator
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2 CHAPTER 1. INTRODUCTION

the attack may be possible. The aim of this work is to find the protocols running
below AKA for inter and intra domain communication. In case of inter domain
communication, conclusions will be derived based on study of several specifi-
cations, relevant documents and recommendations from some operators. These
documents and specifications are discussed in chapter 2. In the case of intra do-
main communication, the conclusions are highly based on the information pro-
vided by people from different service providers. The liveliness of Session Mix
up Attack in real world is than tested depending upon the mechanisms man-
dated or recommended in relevant specifications and based on the information
provided by several service provider. The other objective of the work is to con-
struct a software simulation based on analysis of collected information, showing
if the proposed session mix-up attack can be attainable in practice. Shortly, the
main tasks expected in this thesis work are listed below:

• Gathering of information from people related to telecommunication oper-
ators from different location

• Finding the recommended standards from several specifications and rec-
ommendations.

• Analysing the gathered information and study the possibility of session
mix-up attack based on those information.

• Construct a scenario (software based model) to implement the recent prac-
tice based on specifications and information from several people.

1.2 Motivation

The use of Long Term Evolution (LTE) based wireless communication system,
also termed as Evolved Packet System (EPS) and Fourth Generation (4G) sys-
tem is increasing. The LTE system being all Internet Protocol (IP) based system
has been taken as a solution to shortcomings of legacy systems, Global Sys-
tem for Mobile communication (GSM) and Universal Mobile Telecommunica-
tion System (UMTS). There are various aspects in which this new system is su-
perior to its predecessors. One of the aspect in which our study will focus is a
security aspect. It is a known fact that there were no network domain security
in case of Global System for Mobile communication (GSM) and also mutual
authentication of UMTS were not able to protect some attacks when working in
GSM environment. Irrespective of all the previously found attacks on GSM and
UMTS, a protocol level session mix-up attack has been detected by Mjølsnes and
Tsay. This attack aims towards Authentication and Key Agreement (AKA) pro-
tocol of UMTS and LTE. Exploiting some unspecified steps in AKA protocol the
attack has theoretically been proven. The attack has been presented in several
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workshops and seminars [1, 2, 3] and was theoretically shown in a project car-
ried out under Department of Telematics, Norwegian University of Science and
Technology (NTNU). But the questions regarding the possibility of this session
mix-up vulnerability in real world scenario were still to be solved and left as an
extension to the project.

This thesis work will try to solve those unsolved questions by acquiring
information from different operators, studying of several documents, specifica-
tions, standards and recommendations and developing (implementing) a real
scenario based on acquired information and study. Here some other protocols
below AKA are studied to find if the attack is attainable even after implementa-
tion of those protocols. A brief description of the task is discussed below.

1.3 Research Methodology

The method adopted for this thesis are theoretical studies, acquisition of data
and information and experimental set ups. The theoretical studies are mainly
based on the 3GPP specifications, IETF Request for Comment (RFC)s, ITU-T
recommendations and other relevant articles and books. The related specifica-
tions, in many cases, do not provide complete information regarding implemen-
tation and has left the proper techniques of implementation to be dependent on
the service providers. So, the information from people of different operators is
required to compliment the information drawn from specifications and docu-
ments. In order to find the actual implementation technique, people working
in different telecommunication operator were contacted. The expected informa-
tion from those people are the answers to the following questionnaire:

• What are the communication and security layers below AKA in case of IP
based network (LTE), UMTS and GSM?

• What mechanisms are used by operators underneath the protocol stack to
protect the sessions between different calls?

• What communication security techniques are used between the serving
and home network in the roaming situation, and within each mobile oper-
ator domain communication with the Authentication Centre (AuC)?

• Which communication security techniques are used to secure Second Gen-
eration (2G)/Third Generation (3G) user roaming in 3G/2G environment
or vice-versa?

• Which of security techniques like: IPsec, MAPsec, Radius/Diameter etc.
are chosen/used by operator?
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The table A.1 in Appendix A contains the list of people from different coun-
tries who were contacted.

Unfortunately, the sought information was not obtained. The only informa-
tion obtained was not enough to derive a conclusion. This vacuum compelled us
to model a system based only on the information derived from several specifi-
cations. After developing a model, different tools to implement this model were
searched. Owing to the time taken to understand the tool, unanticipated limita-
tion of the selected tool to perform the required and expected implementation,
the inability of alternate tools to cope those limitations and the time boundary
to carry out this thesis work, the last objective, i.e. to construct a simulation
tool, of the thesis work could not be achieved as desired. Although the desired
construction of software simulation was not successful, the explanation of the
protocols are assisted by the experimental set ups as described in chapter 3.

1.4 Scope of the work

This thesis work is intended to check the possibility of Session Mix-up attack in
real scenario. The analysis is based on the information provided by the several
specifications. This work do not perform any computational and cryptographic
analysis, rather the decisions are based on protocol level analysis. The analysis
of protocols are assisted by minimum implementation of them. The required
software simulation are not coded and developed on our own effort but pre
developed tools were searched. The derived conclusions are not tested in the
real world implementation. This work attempts to find the relevant information
from specialised people and standards and use the information to construct a
model. Thus, developed model is tried to implement and test by use of some
pre built open source tools.

1.5 Review of Report

The report contains five main chapters, references and the appendices. The sum-
mary of each chapter is provided below:

• Chapter 1: Introduction
This chapter explains the problem in simple words and presents the moti-
vation to carry out this work. Finally this chapter describes the structure
of report and summarises the overall report.

• Chapter 2: Background Theory
The theories which provide basic understanding of the terms, protocols
and their working relevant to this thesis work are explained in this chapter.
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This chapter elaborates the background literature based on several speci-
fications, documents, books and various sources. Here, the UMTS/LTE
AKA protocol, the Session Mix-up attack, Network Domain Security (NDS),
LTE based protocols like NDS-IP (IPsec) and Diameter and UMTS related
protocols like Mobile Application Part (MAP) of Signalling System 7 (SS7),
Transaction Capabilities Application Part (TCAP) and MAPsec are ex-
plained. These explanations are the base for the modelling, implemen-
tation and discussion part of this thesis.

• Chapter 3: Lab Experiments
This chapter explains about the tools used to obtain the implementation
phase. Here the protocols Diameter and IPsec are explained with help of
simple implementation. The latter part of this chapter explains about the
model developed, attempts to implement the model, problems faced and
some suggestions for further work.

• Chapter 4: Discussion and Evaluation of the work
This chapter presents the discussions related to session mix-up attack and
its possibility based on the theories provided in Chapter 2. The AKA pro-
tocol stacks i.e. S6a application for LTE and MAP application for UMTS
are illustrated. With the help of session specific parameters the findings
are discussed.

• Chapter 5: Conclusions and Further Extensions
The concluding remarks of the overall thesis work, the limitations and the
future works to mitigate those limitations are discussed in this chapter.





Chapter 2

Background Theories

The wireless communication system has passed through three major phases and
reached the fourth phase, 4G, also popular with name LTE. The major portion of
this study covers the description and analysis based on the current phase LTE
and its predecessor UMTS. The working of UMTS and LTE, where our study
is concerned is pretty similar. So, some of the explanations details only one of
these system, in most cases it is LTE. The LTE being the latest system is sup-
posed to surpass the shortcomings of older and hence is given more preference
in this work. Here, in depth study of the protocols carrying and securing AKA
messages between HN and SN is provided. In this chapter, first a view to LTE
components and interfaces between components are presented. Then, theories
and various processes based on several specifications, RFC’s, papers, books and
recommendations are elaborated in order to clarify several related terms and
overall objectives of the work.

2.1 UMTS/LTE Components and Interfaces

The basic components of LTE system and the interfaces between these compo-
nents is shown in figure 2.1. The components and interfaces for UMTS sys-
tem are defined in 3GPP specification 3GPP Technical Specification (TS) 09.02
[4]. The different components of the figure are obtained from several sources
through internet. The figure comprises of three parts, i) the User side, ii) Serv-
ing Network side and iii) Home Network side. The user side consists of UE
and User Subscriber Identity Module (USIM), which are in the hands of users.
The Evolved NodeB (eNodeB) is equivalent to Base Station (BS) of GSM and
Serving Gateway (S-GW) serves the purpose of routing user data, handling of
inter-eNodeB handover and act as anchor for mobility. The third part HN con-
tains Home Subscriber Server (HSS) where all the subscription data of users
reside. Any service, either voice or data is the result of interaction of the entities

7
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of these three parts. The link between UE/USIM and eNodeB (the blue line) is
termed as Uu interface by 3GPP. The link from eNodeB to Mobility Management
Entity (MME) and S-GW, denoted by green line in figure are S1 −MME and
S1−U interfaces respectively. The communication in the interfaces S1−MME

and S1 − U is protected by IPsec. The "Authentication and Key Agreement"
portion of AKA runs from USIM to MME as shown in figure. The interface S11

between MME and S-GW is not discussed here. Finally the link marked by red
line in figure between MME and HSS is the S6a interface. The AKA messages
between MME and HSS are transported through this interface. The diameter
protocol is implemented in this interface. The authentication data request for an
user is sent to HSS by MME and the Authentication Vector (AV)s generated for
respective users are sent to MME by HSS using diameter protocol. The details
on S6a interface and the Diameter protocol is explained in subsequent sections.
Also the diameter protocol is more clarified by its implementation in further
chapters. The communication between MME and HSS as shown inside dotted
box "Implementation part" was supposed to be modelled and implemented.

 

            

 

 

 

 

 

 

 

                             

      

             
User Side 

    

                                                 
   

                                                                     
Serving Network 

   

   
 

 
Home Network 
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Figure 2.1: LTE Security Architecture with Interfaces.

2.2 The AKA protocol

The Authentication and Key Agreement protocol is a three parties handshake
between User(UE/USIM), SN(MME or Visitors Location Register (VLR)) and
HN(Home Location Register (HLR) or HSS/AuC). In this protocol the user re-
questing for service and the network providing the service are authenticated to
each other and keys for subsequent communication are derived. The AKA pro-
cess for UMTS and LTE are almost similar except that the participating entities
and some exchanged parameters are termed differently. In order to generalise
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AKA process for both UMTS and LTE we have used some terms to represent en-
tities of both system in a common way. The term SN denotes both VLR of UMTS
and MME of LTE; the term HN represents HLR/AuC of UMTS and HSS of LTE
and User is used to denote UE/USIM in our description. The above mentioned
related terms may be interchangeably used in further part of this report.
The AKA protocol for the case of 3G UMTS is detailed in specification [5] and
specification [6] and book [7] describes the procedure for case of LTE/EPS. The
term Evolved Packet System (EPS) represent LTE system in case of 3GPP wire-
less communication. So these terms may be interchangeably used in further dis-
cussions of this report. The detailed explanation of the protocol is also presented
in [8]. This thesis work is continuation to the work carried on [8]. The summary
of AKA process follows as: the SN fetches user specific parameters from HN to
which the user has subscription. Some of these parameters are transferred to
User where further elements are derived and transported back again to MME.
The User part derives further elements only after validating the freshness of
the parameters and successful network authentication. Now the SN makes the
authentication decision based on the comparison of the elements received from
HN and User.
The protocol completes in two phases: 1) Distribution of AVs and 2) Authen-
tication and key Agreement. Several terms related to AKA and their meaning
listed in table 2.1 will be used in further explanation of AKA.

Terms Name Purpose

IMSI
Permanent Subscriber

Identity
identify a user on the
radio path

K0

secret key shared
between the USIM

and the AuC

used to derive other
Authentication param-
eters

RAND
Random Number
Generated in AuC

used to derive other pa-
rameters and sent to
USIM as an element of
AV

SQN Sequence number to ensure the freshness
of the vectors

(X)MAC
(Expected) Message
Authentication Code

MAC and XMAC are
compared in USIM
Continued on next page ...
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Table 2.1 – continued from previous page
Terms Name Purpose

(X)RES
(Expected) user

response
RES and XRES are
compared in MME to
authenticate the user

AUTN Authentication Token one of AV parameter;
SQNH and MAC are
extracted from AUTN

in USIM
CK Cipher Key generated in UE; used

to encrypt the messages
IK Integrity Key generated in UE; used

for integrity protection

KASME
Key Access Security
Management Entity

used in generation of
Access Stratum (AS)
and non Access Stra-
tum (nAS) ciphering
and integrity keys

AK Anonymity Key conceals the SQN but is
optional

SNid
Serving Network

Identity
used to compute
KASME and to authenti-
cate serving network

Table 2.1: Terms used in AKA process.

Based on all above mentioned specifications, book and report, the AKA is
pictured in figure 2.2 and the process is summarised as below:

• Phase 1: Distribution of AV

1. SN requests user id from User (this step is not always performed and
not shown in figure).

2. User sends International Mobile Subscription Identity (IMSI) as user
id response to SN.

3. SN sends authentication data request to HN. Along with this mes-
sage, identities of both user i.e. IMSI and serving network i.e SNid

are sent. SNid is required to derive KASME .

4. HN generates AVs and sends it to SN along with authentication data
response. The generation of AVs is not described here.
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Thus received AVs are stored in SN and used for the further authentication
of the User. Here completes the first phase of AKA. The elements of AVs
differ for GSM, UMTS and EPS. The table 2.2 lists the elements comprising
AV in all three cases.

 

 

 

 

  

 

 

 

 

 

 

 

  

USER HN SN 

User id response 
(TMSI/IMSI) 

 

auth data request 
(IMSI, SNid) 

 
new  RAND 
MAC← f1,K0 (SQNH || RAND) 
XRES ← f2,K0 ( RAND) 
CK ← f3,K0 ( RAND) 
IK ← f4,K0 ( RAND) 
AUTN← (SQNH ||MAC) 
generate Skey 
 
 
 

auth data response 
(RAND, AUTN, XRES, Skey) 

 
User auth request 

(RAND, AUTN) 
 

XMAC← f1,K0 (SQNH || RAND) 
Verify MAC = XMAC 
check (SQNH, SQNU) 
RES ← f2,K0 ( RAND) 
CK ← f3,K0 ( RAND), IK ← f4,K0 

(RAND) 

 
 
 
 

User auth response (RES) 
 
 RES ?=XRES 

? 
 
 
 

Phase1: 
Distribution of 
Authentication 
Vector 
 

 Phase2: 
Authentication 
and Key 
Agreement 
 

Figure 2.2:
Authentication and Key Agreement Protocol [8].

Here,
Skey ← CK‖IK for UMTS and
Skey := KASME ← KDF (SQNH‖CK‖IK‖SNid) for LTE.
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GSM UMTS EPS
Elements of AV authentication

triplets
1. RAND

2. XRES

3. Kc

authentication
quintuplets

1. RAND

2. AUTN

3. XRES

4. CK

5. IK

authentication
quadruplets

1. RAND

2. AUTN

3. XRES

4. KASME

Table 2.2: Elements of AV for GSM, UMTS and EPS.

• Phase 2: Authentication and Key Agreement

1. Now SN sends two elements (RAND and AUTN ) of AV to User

along with authentication request message.

2. In User side, XMAC and RES are computed. Thus computed XMAC

is verified with the one of HSS sent by MME (contained in AUTN ).
Another verification also takes place here. That is verification of SQNH

and SQNU . Only if both verifications pass, User generates RES and
sends it to SN as user authentication response.

3. Now SN compares the RES from User and XRES from HN. User au-
thentication is successful if both are equal. Thus authenticated users
can only participate in further communication and serving network
serves for the communication procedure.

There are several functions used to generate or compute the elements related
to AKA. These functions and processes are already detailed in report [8]. The
standard [5, p.23] defines these functions and their use for computation of AKA
related values. In [5, p.22-25] generation of AVs and authentication function in
USIM are explained with help of figures.

2.3 The Session Mix-up Attack

In the session mix-up attack two concurrent sessions of AKA in SN for two
different users are swapped by the attacker. The one of the user of which session
is swapped is attacker himself. Thus, after being authenticated in a session of
an honest user the attacker can now carry on subsequent communication steps
on behalf of the genuine user. Figure 2.3 shows the session mix up attack. In
the figure, A is the attacker, S is SN , H is HN , U is a User and U ′ is a user
under control of attacker. The details on session Mix-up attack is described in
document [1]. Also a brief scenario of attack is explained in [8].
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Figure 2.3: Session Mix-Up Attack [1].

As explained in [8], the attack is against AuthenticationDataResponse. If
we look in the figure 2.2 of AKA, this message "AuthenticationDataResponse" is
a message from HSS to MME. This message contains all the keys and parameters
corresponding to the user. In the attack described above, this message generated
by HSS for a genuine user is supposed to be utilised by user under control of
attacker. Thus, the existence and the purpose of this attack is only fulfilled if the
HSS really fails to detect the swap in session of two users. In order to check this,
here we are trying to construct a real scenario of message exchange between HSS
and MME. The NDS deals with the security of nodes of Core Network (CN) in
case of UMTS Terrestrial Radio Access Network (UTRAN) or Evolved UTRAN
(EUTRAN). Hence the next step of this work proceeds with the further study of
NDS in case of UMTS and LTE.

2.4 Network Domain Security (NDS)

The GSM networks lack security in transfer of messages within the network.
The specification [9] states that:"The absence of security in SS7 networks is an iden-
tified security weakness in 2G systems". Also in the same specification it is men-
tioned that it is a goal of 3G systems to protect the CN signalling protocols. The
2G and non IP based UMTS run on SS7 signalling while LTE and IP based UMTS
core use IP. So there is a need of security solutions for both SS7 and IP based
protocols. The protection for SS7 based protocols are done in application layer
and for IP based protocols protection is at network layer [10]. The protection of
the signalling messages within network domain thus varies requiring separate
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procedures for UMTS (non-IP based core) and LTE (IP based core). The further
discussions provided below show that in case of UMTS where SS7 signalling is
used, protection of MAP termed as MAPsec is used, while for the case of LTE
and IP based UMTS core native IP based protection termed as IPsec is applied.
The 3GPP specifies both of these protocols with terms NDS-MAP and NDS-IP
in several specifications. The overview to these protocols based on 3GPP spec-
ifications and other defining bodies like IETF for IPsec and ITU-T for MAP-SS7
is provided in sections below.

2.4.1 NDS-MAP and MAPsec

From the document [11] provided by Prof. Do Van Tanh, it is known that MAP
is used to carry AVs from HLR/AuC to VLR in case of UMTS. In [12, p.74], it
is further confirmed that MAP is the mobile specific part of SS7. In [7, p.40] it
is mentioned that MAP protocol carries the control messages for UMTS AKA.
The document [10] further states that: "After careful analysis, it was found that one
could only afford to protect the MAP protocol in this way". "..in this way" in the state-
ment hints towards protection in application layer. Thus, MAPsec [9] can be an
ultimate choice for SS7 based networks which require protection at application
layer. The major drawback of protection at application layer is that it requires
modification of target protocol itself in cost of expenses and time and the pro-
cedure is to be repeated for every target protocols [10]. The statement: "MAP
is a crucial core network protocol that provides mobility management services and dis-
tributes the AV security data from the HLR/AuC to the VLR/Serving GPRS(Global
Packet Radio Service) Support Node (SGSN)" in [11], a report from Telenor1 by the
same author of [10] supports the adoption of MAP in case of UMTS AKA.

In SS7 signalling, the TCAP protocol, defined in ITU-T recommendations
Q.771-Q.775 facilitates concurrent dialogs between same sub-systems [13]. The
Transaction IDs are used to differentiate these concurrent dialogs. A specific
operation invocation is identified by invoke-ID [14]. The detailed description
and operation of TCAP, invoke-ID and Transaction IDs can be found in ITU-
T recommendations Q.771-Q.775 ([15, 14, 16, 17, 18]). The ITU-T specifications
Q.770-Q.849 deals with SS7 signalling. Although no 3GPP specifications were
found mandating the use of MAP in case of UMTS, the information obtained
from [11, 12, 7] suggest that MAP is used as CN protocol in case of UMTS. As
the MAP in case of 3GPP bears sensitive functions like carrying session keys,
authentication data etc., the MAP messages are to be protected. The 3GPP spec-
ification [9] provides the mechanisms and procedures to protect MAP protocol
and the actual implementation of MAP can be found in [19].

1Telenor is a Norwegian mobile operator and also one of the world’s major mobile operators
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Based on the specification [9] and [12, p.74-76] general working of MAPsec
can be defined as follows. The keys, algorithms and protection profiles for the
protection of MAP are defined by establishing and negotiating Security Associ-
ation (SA)s between MAP elements [9]. Now using this SA, the plaintext MAP
is encrypted and the encrypted MAP messages are placed inside another MAP
message along with the cryptographic checksum (i.e. Message Authentication
Code (MAC)) [12]. The MAPsec SAs are distributed and negotiated in Key Ad-
ministration Centre (KAC)s using Internet Key Exchange (IKE). Thus achieved
protection by MAPsec provides following security services:

• Connectionless (cryptographic) data integrity of the MAP messages.

• Data origin authentication for the MAP messages.

• Replay protection for the MAP messages.

• Confidentiality (encryption) for the MAP messages (Optional).

The figure 2.4 show the entities and interfaces of MAPsec. The terms used in
figure are shortly described below:

Figure 2.4: Overview of Zd, Ze and Zf interfaces [20].

• Zd-interface (KAC-KAC): to negotiate MAPsec SAs between two security
domains or two Public Land Mobile Network (PLMN)s.

• Ze-Interface (KAC-NE): used to transport negotiated MAPsec SAs and rel-
evant. security policy information from KAC to MAP-Network Element
(NE) under same security domain.
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• Zf-interface (NE-NE): For the MAPsec transactions within NEs of same
domain or different domains. Received SAs are used to protect MAP op-
erations between NEs.

The specification [19, p.98] lists the Authentication parameters for GSM/
UMTS. The clause 8.5 of specification [19] details MAP based Authentication
Management services. VLR and HLR; SGSN and HLR; MME and HSS use ser-
vice MAP_SEND_AUTHENTICATION_INFO parameters to retrieve Authenti-
cation Information from HLR or HSS. The HSS returns EPS authentication vec-
tors in case the requester is MME and user is a UMTS user else if the node is not
MME, HLR shall return authentication quintuplets for UMTS user and authen-
tication triplets for GSM user [19]. The table 2.3 lists the parameters of
MAP_SEND_AUTHENTICATION_INFO service as shown in table 8.5/2 of [19].

Table 2.3: MAP_SEND_AUTHENTICATION_INFO parameters [19, p.146].

The invoke id (invoke-ID), the first parameter in the list 2.3, is mandatory
in all four services. In 3GPP specification, invoke-ID is defined as :"This pa-
rameter identifies corresponding service primitives. The parameter is supplied by the
MAP service-user and must be unique over each service-user/service-provider inter-
face." [19, p.63]. The procedures for service invocation is described in clause
15.5.1 of [19]. This confirms that there is a unique identifier for each user service
request tracked and maintained by the SN side.

The invoke-ID is detailed in ITU-T standards. The invocation, operation
of invoke-ID, as defined in ITU-T standard Q.775 [18] should be different from
other concurrent invocations. The concurrent invocations may be of either same
operation or different operations [18, p.5]. Hence invoke-ID is an identifier of
particular activation of operation. The ITU-T standard Q.775 in section 2.3.1 also
states that the invoke-ID may take any value which can be mapped to integer
and encoded to one octet. Thus, the invoke-ID is only one octet long (value
ranging from -127 to 127 [18]). The Transaction IDs which uniquely identifies
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a dialogue can range from 1 to 4 octets as specified in [18, p.16]. The 3GPP
specification [19, p.403] defines Transaction IDs as follow:

1 TransactionId ::= OCTET STRING (SIZE (1..2))

-- This type carries the value part of the transaction identifier

which is used in the

3 -- session management messages on the access interface. The

encoding is defined in

-- 3GPP TS 24.008

Thus, the length of Transaction IDs used in case of 3GPP operations is upto 2
octets. Again, the 3GPP specification [21] in clause 11.2.3.1.3 indicates that only
4 bits (5-8 bits of first octet) of standard L3(layer 3) message contains Transaction
Identifier. The same specification also defines, an octet long Procedure transac-
tion identity (PTI), in clause 11.2.3.1a. The function of both transaction ID and
PTI are distinguish message flows.
The discussion above concludes that in 3GPP one octet invoke-ID is used while
the length of transaction-ID may extend upto 2 octets.

2.4.2 NDS-IP and IPsec

Microsoft defines IP Security (IPsec) [22, 23] as "Internet Protocol security (IPSec)
is a framework of open standards for ensuring private, secure communications over In-
ternet Protocol (IP) networks, through the use of cryptographic security services." [24].
The LTE system is an all IP based system. So, the communication between nodes
in CN is also IP based and native IP based protection applies to the traffic be-
tween the nodes. The security architecture for IP based network core in case
of 3GPP networks is described in specification 3GPP TS 33.210 [25]. The pro-
tocol to protect native IP communication is termed as (IPsec) and is defined in
IETF based RFC-4301 [22] which obsoletes RFC-2401 [26]. The IPsec provides
security in the network (IP) layer [25, 12, 22]. The secured network layer not
only provides protection at IP but also protects upper layers [22]. The IPsec
provides integrity, data origin authentication, replay protection, confidentiality
and limited protection against traffic flow analysis if confidentiality is applied
[22, 27, 25]. The IPsec is mandated in IPv6 while it is also supported in IPv4
[12]. The details on IPsec and its operations are not mentioned here. However
the working of IPsec is explained with a simple example of IPsec implementa-
tion later in chapter 3. There are set of IETF based RFC’s detailing security of
native IP based systems. The terms related to IPsec listed and described in table
2.4 below simplifies the understanding of working of IPsec.

Terms Purpose
Security Domain networks managed by a single adminis-

trative authority
Continued on next page ...
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Table 2.4 – continued from previous page
Terms Purpose

Security Gateway
(SEG)

entities on the borders of security do-
mains; NDS/IP traffic enters and leaves
security domain via SEG

Security Associations
(SAs)

establishment of shared security at-
tributes between two network entities

Security Policy
Database (SPD)

decides which security services are to be
offered and in what fashion

Security Association
Database (SAD)

Database containing parameters associ-
ated to the active security associations

Internet Key Exchange
(IKE)

responsible for negotiation, establish-
ment and maintenance of Security As-
sociations

Table 2.4: Some Terms related to IPsec.

The IKE protocol [28, 29, 30] is implemented between the peers to negoti-
ate the security parameters required to establish a secure connection [31]. Thus,
established secure channel or tunnel is then used to exchange security param-
eters which are required to transmit user data [31]. Both the negotiation and
exchange of security parameters are based on SA [32]. SA describes the rela-
tionship between two or more entities about the utilization of security services
to communicate securely [32]. Each SA is identified by Security Parameter Index
(SPI), IP Destination Address and security protocol identifier [25]. As, NDS/IP
always use Encapsulating Security Payload (ESP) protocol, IP Destination Ad-
dress and security protocol identifier are ESP SA endpoint and ESP protocol
respectively.

There are two protocols: 1) Authentication Header (AH) [33] and 2) Encap-
sulating Security Payload (ESP) [34] used by IPsec for various operations. The
Authentication Header (AH) provides connectionless integrity and data origin
authentication for IP datagrams and to optionally provide protection against
replays [33] while ESP provides confidentiality, data origin authentication, con-
nectionless integrity, an anti-replay service and limited traffic flow confidential-
ity [34]. The IPsec can be implemented in two modes:

1. Transport Mode: This mode is the default mode of IPsec where only the
payload of IP packet is encrypted [35, 27]. This mode is used for end to
end communication [27]. The figure 2.5a illustrates that AH is added in
between IP payload and IP header. This AH provides integrity and au-
thentication to that packet as explained in [27]. Similarly figure 2.6 illus-
trates the ESP encryption of IP packet in transport mode.
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2. Tunnel Mode: In this mode both the IP headers and IP payload are en-
capsulated by IPsec. This mode protects IP traffic between different net-
works. The figure 2.5b shows an IP packet encrypted by AH of IPsec in
tunnel mode. Here the outer IP header contains the addresses of tunnel
end points while the inner (encapsulated) IP header are used to route the
traffic to final destination [27]. The figure 2.6 shows the ESP protection in
tunnel mode.

The clause 11 of specification [36] mandates the use of integrity and con-
fidentiality protection in accordance to NDS/IP (3GPP specification TS
33.210 [25]) in case of interfaces S3, S6a and S10. The S6a interface is the
interface between MME and HSS. This interface carries on AKA process
where the AV parameters are transported from HSS to MME. The mech-
anism of IPsec in case of 3GPP is provided in specification [25] and book
[12] explains this mechanism in case of UMTS. The specification [25, p10.]
states that: "For NDS/IP-networks the IPsec security protocol shall always be
ESP. For NDS/IP-networks it is further mandated that integrity protection/mes-
sage authentication together with anti-replay protection shall always be used.".
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Figure 2.5: AH encryption of IP packet in different modes (modified from [27]).

Figure 2.6: IP packet secured by ESP [37].

2.5 The Diameter Protocol

Diameter is a solution to the shortcomings of Remote Authentication Dial In
User Service (RADIUS) protocol and is used in case of Authentication, Autho-
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risation, and Accounting (AAA) purposes of network elements. Diameter in
general (Diameter Base Protocol) is defined in IETF RFC 6733 [38]. This RFC
6733 [38] obsoletes RFC 3588 [39]. The major portion of the study was made be-
fore [39] was obsoleted, so some of the points described here based on RFC 3588
may contradict the latest specification RFC 6733. But, major changes in RFC
3588 included in RFC 6733 are studied and the analysis are tried to made based
on latest specifications. All the diameter protocols are extensions of Diameter
Base Protocol and every diameter nodes must support Diameter Base Protocol.
The figure 2.7 shows the various diameter application on top of Diameter Base
protocol.

 

Mobile IP 

Application 

NAS 

Application 

SIP 

Application 

Diameter Base Protocol 
 

Figure 2.7: The Diameter Applications on top of Diameter Base Protocol [40].

The diameter protocol is better understood by defining some protocol re-
lated terms defined in RFC 6733 [38] and used in our case as below:

User is the entity requesting service for which Diameter Client generates au-
thentication request to server.

Diameter Clients are diameter capable nodes attached in the edge of a network
providing access control services to users in that network.

Diameter Server is a diameter node that provides Authentication, Authorisa-
tion, and Accounting (AAA) for particular realm.

Diameter Node is a host implementing diameter protocol. The clients, server
and agents are diameter node.

Diameter Peers are those nodes with direct transport connection.

Diameter Agent provides relay, redirect, translation services.

Session keeps track of progression of a particular activity. A session ID is ded-
icated to a particular session.
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Realm is like a domain but has a particular naming convention. The string
immediately following ’@’ of identity is the realm. The Fully Qualified
Domain Name (FQDN) gives the realm.

The Attribute Value Pairs contain header and encapsulate routing information
as well as AAA information.

The Diameter Header format is shown in figure 2.8. The above listed terms
and the terms in message headers are detailed in [38].

Figure 2.8: The Diameter Header Format [38].

Some of the terms relevant to our studies are listed below. Following de-
scription is based on [38] and details on following terms can be found in [38]
itself.

Command Code is of three octets. This value is used to communicate the com-
mand associated with the message. The Command Code values 16,777,214
and 16,777,215 are used for experimental use.

Application-ID is of four octets. This value identifies the application (authen-
tication application, an accounting application, or a vendor-specific appli-
cation) for which the message is applicable.

Hop-by-Hop Identifier is an unsigned 32-bit monotonically increasing integer
field, with randomly generated start value. This values helps to match re-
quests and replies. This value MUST be unique for a given connection and
the value in corresponding answer MUST be same as in request. The an-
swer message with unknown Hop-by-Hop Identifier MUST be discarded
[38].
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End-to-End Identifier is an unsigned 32-bit integer field. This value is used to
detect duplicate messages.

2.5.1 Protection of Diameter Messages

The RFC 6733 mandates the secure transport of Diameter messages [38, p12.].
This recommendation further states Transport Layer Security (TLS)/Transmission
Control Protocol (TCP) and Datagram Transport Layer Security (DTLS)/Stream
Control Transmission Protocol (SCTP) as primary methods to exchange the di-
ameter messages. The IPsec is mentioned to be the secondary method of se-
curing Diameter messages. However, NDS-IP related 3GPP specifications man-
dates the use of IPsec to secure native IP based communication in [25, p9.]. The
specification [25, p9.] states that: "For native IP-based protocols, security shall be
provided at the network layer. The security protocols to be used at the network layer are
the IETF defined IPsec security protocols as specified in RFC-4301 [22] and in RFC-
2401 [26].. The 3GPP specification [36, p59.] mandates the use of NDS-IP for
integrity and confidentiality protection of S6a interface. And the 3GPP specifi-
cation [41] mentions the use of Diameter protocol to exchange messages along
S6a interface. Hence from the 3GPP specifications [25, 36, 41] it can be con-
cluded that Diameter messages in case of LTE are protected by IPsec security
mechanisms. The mechanisms of protecting Diameter message by TLS or DTLS
are not discussed here and the details can be found in [38].

2.5.2 Working of Diameter

The message sequence diagram shown in figure 2.9 shows the general steps and
messages exchanged between User, Diameter Client and Diameter Server. The
figure and its elaboration are based on the description provided in [40]. For
the connection request from user, the client node (acting as an Network Access
Server (NAS)) gathers credentials related to user and sends the access request
message to the server. Now the server, checks the information received from
client and authenticates the user. After checking for authentication, the server
generates the response message. The content of this message is either user’s
access privileges or an error (reject) in cases of successful authentication and au-
thentication failure respectively. The granular explanation for diameter message
exchange between Diameter Client and Server is presented in implementation
part in section 3.4.



24 CHAPTER 2. BACKGROUND THEORIES

                           
User

                                                           
Client

                                                                                                                        Server                          
    User connection request 

 

Collect User 

Credentials 

Authentication 

Response message  

User Client 
  Server 

Collect User 

Credentials 

Authentication 

Access request message 

Figure 2.9: General Message Diagram for Diameter Authentication.

The connection between Diameter nodes (client and server in our case) is
required before the application specific messages (in above case Access Request
message and Response message) can be exchanged. In addition, the peers (Di-
ameter nodes after connection is established) may require to discover peer and
are required to exchange capabilities before the application specific operations
can occur. These messages as specified in RFC-6733 [38] are : 1) Peer Connec-
tion, 2) Peer Discovery and 3) Capabilities Exchange. The figure 2.10 illustrates
a Client-Server communication with these messages. The procedure for Peer
Connection, Peer Discovery and Capability Exchange is elaborated in [38] and
explained with help of example in section 3.4.

However the use of Diameter in case of 3GPP AKA does not exactly match
the process shown in figure 2.9 as the authentication process is carried on MME
which is equivalent to node Client of Diameter. This requirement for 3GPP was
a hurdle to implement Diameter protocol in case of LTE AKA. The effect of this
hurdle is explained in section 3.6. The Diameter in case of 3GPP/LTE AKA is
explained in section 2.5.3.
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Figure 2.10: Diameter Message Exchange.

2.5.3 S6a Interface and Diameter in 3GPP

Diameter in case of IP based system is equivalent to MAP of SS7 system. The
specification [41] indicates that Diameter protocol is used for the exchange of
messages in S6a and S6d interfaces of IP based 3GPP standards and details the
procedures related to MME-HSS (S6a) and SGSN-HSS (S6d) interfaces. The pro-
tocol specifications and message parameters for these interfaces are also detailed
in the same document. The S6a interface as defined in 3GPP specification TS
23.401 [42] is the link between MME and HSS. The same specification states that
"It(S6a) enables transfer of subscription and authentication data for authenticating/au-
thorizing user access to the evolved system (AAA interface) between MME and HSS".

The specification ETSI TS 129.272 [41] explains the use of diameter applica-
tion for S6 interface. The functions of MME and HSS along with other entities
are explained in specification [42]. The clause "5.2.3" of [41] explains the Au-
thentication Procedures. As explained in the specification, the Authentication
Information Retrieval procedure between MME and HSS is mapped to com-
mands Authentication Information Request (AIR) and Authentication Informa-
tion Answer (AIA) of Diameter protocol. Authentication Information from HSS
is requested using AIR procedure. The IMSI and visited PLMN ID are mandated
to be sent in request. The AIA procedure replies with Result Code and Authen-
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tication Information. The other elements of AIR and AIA and their mapping to
3GPP are tabled in [41] (Page 29). This result code is checked by MME. In case
the check is success and AIA contains Authentication Information, the AVs re-
ceived are used by MME [41] for further AKA steps. The Diameter application
for AKA process is sketched in the figure 2.11. The messages Authentication In-
formation Request (AIR) and Authentication Information Answer (AIA) of the
figure 2.11 are Diameter commands and listings 2.1 and 2.2 show message for-
mat for these commands. The messages User Authentication Request and User
Authentication Response are AKA messages exchanged between User and SN.
These messages are explained in section 2.2.

User Authentication 

Request  

 
User Authentication 

Response 

 

Same Session maintained 

between nodes 

 

                           
User

                                                           
Client

                                                                                                                        Server                          
     Service Request 

 

Collect User 

Credentials 

Authentication 

Authentication Information 

Answer (AIA) 

 

USIM MME 
    HSS 

Creation of session 

for User 

Generation of 

Authentication 

Vectors 

Authentication Information 

Request (AIR) 

Authentication 

Figure 2.11: Application of Diameter for AKA process.

The clause 7 of [41] states that a part from exceptions defined by this specifi-
cation, diameter in case of 3GPP is used as per Diameter Base Protocol specified
in IETF RFC 3588 [39] (now RFC 6733 [38]). The figure 2.12 shows the imple-
mentation of S6 interface. In the figure, it is seen that the link between MME
and HSS is S6a interface. The other interface SGSN-HSS, S6d has similar im-
plementation as S6a interface but is beyond our interest. The figure 4.1 shows
the protocol stack for S6a interface. The figure shows that the AKA messages,
specifically authentication parameters are carried out by Diameter Protocol. In
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addition the SCTP is used as transport protocol and IP is used in network layer.
The control-plane for S6a interface as described in specification [42] is shown in
figure 2.13. The specification ETSI TS 129 272 [41] in clause 7.1.8 specifies the
diameter application for S6a interface. The clause defines S6a interface to be
IETF vendor specific Diameter application where vendor is 3GPP with vendor
identifier 10415 2 as assigned by Internet Assigned Numbers Authority (IANA)
3.

Figure 2.12: The S6 Interface [43].

Figure 2.13: The S6a Control Plane [42].

As this work is meant to analyse the Authentication procedure between
MME and HSS for the exchange of AV parameters, in depth study of the diam-
eter protocol in case of authentication is made. The latter objectives of Diameter
protocol Authorisation and Accounting are not dealt here. Our study is focused

2 The list of private enterprise numbers can be found in
http://www.iana.org/assignments/enterprise-numbers

3The IANA is responsible for the global coordination of the DNS Root, IP addressing, and
other Internet protocol resources.
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towards the NDS security and particularly towards exchange of AKA messages.
From earlier description, it is known that AKA messages in case of LTE are ex-
changed between MME of SN and HSS along S6a interface. Hence details are
focused for authentication procedures between MME and HSS Diameter based
S6a interface. The specification [41] in clause 5.2.3 describes the authentication
procedures. The clause defines two commands: 1) Authentication Information
Request and 2) Authentication Information Answer used in case of Authentica-
tion Information Retrieval. The message format for these commands are pro-
vided by same specification in clauses 7.2.5 and 7.2.6. The message format for
AIR and AIA commands are shown in listings Message format 2.1 and 2.2 re-
spectively.

Message format 2.1: Message format for AIR Command

< Authentication-Information-Request> ::= < Diameter Header: 318,

REQ, PXY, 16777251 >

2 < Session-Id >

[ Vendor-Specific-Application-Id ]

4 { Auth-Session-State }

{ Origin-Host }

6 { Origin-Realm }

[ Destination-Host ]

8 { Destination-Realm }

{ User-Name }

10 *[Supported-Features]

[ Requested-EUTRAN-Authentication-Info ]

12 [ Requested-UTRAN-GERAN-Authentication-Info ]

{ Visited-PLMN-Id }

14 *[ AVP ]

*[ Proxy-Info ]

16 *[ Route-Record ]

Message format 2.2: Message format for AIA Command

< Authentication-Information-Answer> ::= < Diameter Header: 318,

PXY, 16777251 >

2 < Session-Id >

[ Vendor-Specific-Application-Id ]

4 [ Result-Code ]

[ Experimental-Result ]

6 [ Error-Diagnostic ]

{ Auth-Session-State }

8 { Origin-Host }

{ Origin-Realm }

10 * [Supported-Features]

[ Authentication-Info ]

12 *[ AVP ]

*[ Failed-AVP ]

14 *[ Proxy-Info ]

*[ Route-Record ]
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In line 2 of both the Message formats, there is Session-Id. This Session-Id is
defined in Diameter Base Protocol ([38, p116]). The Session-Id Attribute Value
Pair (AVP) identifies a specific session. It is created by the nodes which initi-
ates the session. Most of the cases it is Client and here in case of 3GPP/LTE it
is SN. The RFC 6733 [38] explains Session-Id as one of the content of request
command issued by Client to Server whenever a user requests access to the
network. The statement: "The Session-Id is a means for the clients and servers to
correlate a Diameter message with a user session.", stated in [38, p98] shows that
there a particular session maintained between User, Client and Server for a par-
ticular service request. This Id initiated by Client identifies different users and
different services. The format of the Session-Id AVP as mentioned in [38, p117]
is < DiameterIdentity >;< high32bits >;< low32bits > [;< optionalvalue >].
Here, the DiameterIdentity is an FQDN name of a Diameter node and identifies
that node and optional value is implementation specific.

In lines 11 and 12 of Message format 2.1, authentication information for
EUTRAN and UTRAN/GERAN(GSM/EDGE Radio Access Network) are re-
quested. The AVP format for Requested-EUTRAN-Authentication-info is given
below:

AVP format 2.3: AVP format for Requested-EUTRAN-Authentication-info

1 Requested- EUTRAN-Authentication-Info ::= <AVP header: 1408 10415>

[ Number-Of-Requested-Vectors]

3 [ Immediate-Response-Preferred ]

[ Re-synchronization-Info ]

5 *[AVP]

The AIA command answers AIR with the authentication information. This
answer contains the Authentication Vector for requested user. The AVP format
for Authentication-info is shown in AVP format 2.4 and AVP format 2.5 contains
the AVP format for EUTRAN vector.

AVP format 2.4: AVP format for Authentication-Info

1 *[ E-UTRAN-Vector ]

*[UTRAN-Vector]

3 *[GERAN-Vector]

*[AVP]

AVP format 2.5: EUTRAN Authentication vector parameters

[ Item-Number ]

2 { RAND }

{ XRES }

4 { AUTN }

{ KASME }

6 *[AVP]
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Similarly, AVP formats for the UTRAN and GSM/EDGE Radio Access Net-
work (GERAN) are shown in sections 7.3.12, 7.3.19 and 7.3.20 of [41].



Chapter 3

Lab Experiments

The last objective of this thesis work is to "Try to construct a realistic scenario
and software simulation that shows that a mix-up attack can be attainable in practice",
based on the collected information. The attempts were made to simulate Diam-
eter based LTE nodes i.e. MME and HSS; implement S6a interface and analyse
the session mix-up attack with reference to the working of Diameter based S6a

interface. In order to attain this goal several tools for Diameter implementation
were searched. The search criteria was further narrowed by imposing following
requirements of the tools:

• The tools should be an open source and be available as a free software.

• The software should be easy to install, configure and handle.

• There should be certain learning outcomes while using the software.

• Already available source codes and applications were on prime focus as it
is hard to develop new ones within limited time and also there are lot of
parameters and processes which were to be considered for development
of new Diameter application.

This chapter explains the set up of the software tools, their configurations,
limitations of the tools, working of tools with examples, the difficulties faced to
attain the desired goal and further suggestions regarding requirements of the
tools or codes to achieve the full flexed goal in future.

3.1 Tools Used

The work comprises the communication between two diameter nodes: one client
acting as MME of SN and another, the server acting as HSS/AuC of HN. Also a
short study on IPsec, the security protocol for native IP based communication,

31
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is made in this work. Thus, in order to address these issues and requirements,
the following tools were chosen:

• Personal Computer (PC)’s: 1

– Operating System (OS): Ubuntu 11.10 32-bit.

– IPv4: 192.168.1.229.

– root of terminal: ashim@ubuntu:

– Purpose: Used as a server and host of VirtualBox for Client.

• VirtualBox: 1

– Purpose: To run client machine running on Linux (Ubuntu).

• Ubuntu running in VirtualBox: ip: root of terminal: client@client-VirtualBox:

– OS: Ubuntu 11.10 32 bit.

– IP: 192.168.1.196

– Purpose: For the role of Client.

• IPsec-tools: This tool is used to implement IPsec communication between
server and client.

• freeDiameter: This tool is used to configure client and server as Diame-
ter nodes and to analyse Diameter based communication between these
nodes.

• Wireshark: This tool is to sniff and analyse the network characteristics and
to verify different protocols are running between different machines.

3.2 Ubuntu based Commands

The implementation work is carried out under Linux system using machines
running on Ubuntu OS. In Linux based systems, several commands are used to
install, configure and execute different programs. The list of such commands
used during the procedure of installations, configuration and execution and
their purposes are tabulated in table 3.1. These installations , configurations
and execution of the software programs are described in further sections.

Commands Purpose
sudo apt-get install wireshark to install Wireshark
sudo wireshark to run Wireshark

Continued on next page
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Table 3.1 – continued from previous page
Commands Purpose
sudo apt-get install tcpdump to install tcpdump
sudo tcpdump -vv src or dst
ipadd_of_source_or_destination

to capture pack-
ets to or from
ipadd_of_source_or_destination
;
ipadd_of_source_or_destination
= IP address

sudo apt-get install ipsec-tools to install ipsec-tools
sudo gedit /etc/ipsec-tools.conf to edit the configuration file

ipsec-tools.conf

• sudo setkey -f /etc/ipsec-tools.conf

• sudo /etc/init.d/setkey start

• sudo /etc/init.d/setkey stop

• sudo /etc/init.d/setkey restart

• to start the IPsec

• to start the IPsec

• to stop the IPsec

• to restart the IPsec

freeDiameterd -c /home/client/the-
sis/freediameter/fDbuild/conf/freediam-
eter.conf

to start freeDiameter dae-
mon with freediameter.conf
file in specified path

Table 3.1: Ubuntu based Commands.

3.3 IPsec Tools

The IPsec can be configured in two different modes. i.e. Transport mode and
Tunnel mode in different ways. The configuration can be made such that keys
are manually assigned or automatically assigned. Here we configure IPsec in
two nodes: server and client in transport mode. The specification states that
IPsec must be configured in tunnel mode in case of inter-domain communica-
tion and transport mode may be used in case of intra-domain. But for the config-
uration in tunnel mode, two different public IPs were required. So, as this thesis
deals with the security mechanisms provided by IPsec, labour was not made on
networking part. Instead, two nodes were configured in transport mode with
manually assigned keys and analysis was continued. The stepwise description
for installations and configurations of IPsec in case of Linux based machines is
detailed in [44, 45].
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The IP traffic between server and client, after starting IPsec in both, will
have additional Encapsulating Security Payload (ESP) field from IPsec. This can
be seen when such traffic is monitored either by tcpdump or Wireshark tools.
The IP traffic for a ping message from client(192.168.1.196) to server(192.168.1.229)
is captured by Wireshark which is shown in screenshot 3.1. In the screenshot the
ESP fields in addition to normal IP fields can be observed. Also, the SPI associ-
ated with the request and answer can be seen in the figure. Similarly the IPsec
between two machines can be configured enabling both the flavours: ESP and
AH. This can be done by removing the comment (removing the # sign) from
lines 9,11,20 and 24 from B.2 and lines 8, 10, 19 and 23 from B.5. In this case the
secured IP packet contains two additional fields of AH and ESP. The screenshot
for this case is attached in figure C.1 in Appendix C. The capture of tcpdump is
shown in listing 3.1 which also verifies IPsec ESP communication between two
machines in transport mode.

Figure 3.1: IP traffic secured with IPsec ESP.

Outputs 3.1: Traffic captured by tcpdump.

client@client-VirtualBox:~$ sudo tcpdump -vv src or dst

192.168.1.196
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2

16:02:30.370100 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF],

proto ESP (50), length 108)

4 client-VirtualBox.local > ubuntu.local: ESP(spi=0x00000301,seq

=0x4), length 88

16:02:30.370262 IP (tos 0x0, ttl 64, id 63043, offset 0, flags [

none], proto ESP (50), length 108)

6 ubuntu.local > client-VirtualBox.local: ESP(spi=0x00000201,seq

=0x4), length 88

16:02:31.369138 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF],

proto ESP (50), length 108)

8 client-VirtualBox.local > ubuntu.local: ESP(spi=0x00000301,seq

=0x5), length 88

3.4 freeDiameter

The freeDiameter [46] is an open source software for the implementation of Di-
ameter protocol. Using this software, machines can be configured as Diameter
nodes and thus the machines can exchange diameter messages. The software
is built in language C and implements diameter protocol as specified in RFC
3588 [39]. This software can be installed in various OSs including Linux based
ubuntu system. The machines where this software is installed in our case are
ubuntu based machines. This software has some dependencies which are re-
quired to install and configure properly for the successful implementation of
freeDiameter itself. The website of the freeDiameter software [46] provides all
the information about its complete installations, configurations and implemen-
tations for various purposes. This software is easy to install and understand and
also provides a way to run various extensions to diameter base protocol. This
software does not accommodate all the applications of diameter. Although the
software for various applications can be developed, it requires lot of effort, time
and experts. Owing to the above limitations, it was not possible to build appli-
cations supporting all the features required for our analysis and running under
freeDiameter.

The freeDiameter software, after installations, contains configuration files
freeDiameter.conf, several extensions(.fdx), extension specific configuration files
(.conf), daemon freeDiameterd to start/stop the software. The content of typical
configuration files is attached in Appendix B. The freeDiameter.conf file is the
main file where configurations are made. A diameter node (server or client) con-
tains a freeDiameter.conf each. The paths for various extensions and their conf
files, its certificate, peers, the transport mode etc. are provided in freeDiame-
ter.conf file. Only the nodes which are declared as peers in freeDiameter.conf
files and have valid certificates can communicate with each other. The texts in
sample configuration file B.1 in Appendix B explains more about the content of
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configuration file.

The freeDiameter was installed and configured in two machines. The suc-
cessful configurations was checked by loading a test application and sending
message from client to the server. The freeDiameter daemon (freeDiameterd)
was started on both the machines (with no IPsec started on both machines); a
signal was sent from client to server. Based on the observed output, the work-
ing of Diameter protocol can be clarified in following steps (The descriptions
are based on output observed in client side. The server client was started after
server so, the output of freeDiameter daemon in server side i.e. C.1 shows that
no peer is connected.):

1. Peer Connection: The client and server use DiameterIdentity of each oth-
ers to connect to each other. The line 16 of Configuration files B.3 and line
14 of Configuration files B.6 in Appendix B shows the declaration of peers
in server and client respectively. The declaration:

ConnectPeer = "client-VirtualBox.ed.ntnu.no" {ConnectTo =
"192.168.1.196"; NO_TLS; };

in server side specifies "client-VirtualBox.ed.ntnu.no" with IP="192.168.1.196"
as a peer which can be connected without TLS negotiation. The term
"client-VirtualBox.ed.ntnu.no" is the DiameterIdentity of client. There is
similar declaration in Client side declaring server as its peer.

2. Peer Discovery: Here only two nodes are used. There are no agents, relays
or transition nodes in between server and client. So, the peer is discovered
as per static configuration as mentioned in step 1.
The line 45 of C.2 shows that connection is established to the server.

3. Capabilities Exchange: After the connection between peers is established
(line 45 of C.2), Capability Exchange Messages are exchanged and the
peer’s identity, protocol version number, identifier of supported diame-
ter application, security mechanisms etc. are discovered. This can be seen
in lines 50-62 in C.2.
After the capabilities are exchanged, both peers are now in STATE_OPEN
state (line 62 of C.2). Now these peers can carry on subsequent processes.
The values of common codes, flags etc. for capability exchange messages
in C.2 complies with the values defined in [38, p.62].

The Client-Sever Diameter communication is also captured by Wireshark
with filter set to diameter. The screenshots 3.2 and 3.3 show the traffic patterns
observed in Wireshark. In figure 3.3 Session-ID is seen as clear text. It was
possible to observe Session-Id in clear text as the pattern observed here are of
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unprotected diameter messages i.e. IPsec was not started and TLS flag was set to
NO_TLS in freeDiameter configuration file. The traffic was generated by using
test application with command code (CC)= 16,777,214. This value of command
code is reserved for experimental use by IANA, so the traffic shows the test
application as unknown. The list of some values of our interest and observed in
the Diameter traffic are as tabled in table 3.2.

Parameters Observed Values
Hop-by-Hop Identifier 0x00204a22
End-to-End Identifier 0x9190000c
Session-Id client-VirtualBox.ed.ntnu.no;1358407961;12;app_test

Table 3.2: Intended Diameter Parameters and their values.

The values of Hop-by-Hop Identifier and End-to-End Identifier, as observed
in Wireshark (refer figures 3.2 and 3.3), are 00204a22 and 9190000c respectively.
These identifier are 32 bits integer value presented in decimal format. This
Hop-by-Hop Identifier is used to match the request and reply while End-to-End
Identifier is used for duplicate detection. The value of Session-Id as observed
in screenshot and listed in table is: "client-VirtualBox.ed.ntnu.no;1358407961;12;
app_test" which corresponds the value mentioned in the section 2.5. This value
of Session-Id is decomposed as:

⇒ DiameterIdentity: client-VirtualBox.ed.ntnu.no
⇒ high 32 bits: 1358407961
⇒ low 32 bits: 12
⇒ optional value: app_test
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3.4.1 Alternatives to freeDiameter

There are several other software or software/hardware implementing Diame-
ter protocol. Some of these are Seagull 1, dsTest 2, MAPSTM Diameter Proto-
col Emulator 3, Open Diameter 4 and so on. Some of these software like dsTest,
MAPSTM Diameter Protocol Emulator are more intended towards business and
large scale implementations, some like Seagull is a traffic generator. These soft-
ware lacked enough learning goals. The java codes avaiable in [47] for AIR and
AIA were also found. But the attempt to obtain the full package overview or
installation package was failed as the developer did not respond to the email
seeking suggestions. The Open Diameter could have been a best alternative to
this software but the complexity in its dependencies increased the preferences of
easy freeDiameter which has equal capability as of Open Diameter. Thus, after
loosing some time in search of effective and usable tool for simulation, freeDi-
ameter was considered the most appropriate one.

3.4.2 Limitations of freeDiameter

The freeDiameter is easy in installation, configuration and operation. Even the
website [46] provides full description of some of its applications with video tu-
torials. These convenience in using freeDiameter do not mask its limitation to
encompass several application. The software is not matured one to support
all the application of Diameter protocol. There is no mechanisms developed
and explained in freeDiameter website regarding the support of freeDiameter
in case of 3GPP applications. For instance there are no extensions for imple-
mentation of S6 interface. The software does not provide mechanism of sending
user specific data from server to client. In the case of S6 interface where diame-
ter is used to exchange authentication information from MME to HSS and vice
versa, along with the success message HSS sends AVs to MME. This feature can
not be achieved using freeDiameter. The freeDiameter is developed based on
RFC 3588 which is obsoleted by RFC 6733. The developers have stopped work-
ing and providing support on DiamEAP project 5 based on freeDiameter which
could have been useful in our case. There are no more extensions and upgrades
provided by freeDiameter software as well as Open Diameter software. The
only support provided by freeDiameter software is from one of the developer of
freeDiameter via email. The other software/hardware intended for large scale
solution and application of diameter protocol may compensate all above men-
tioned limitations. But these software are not open source and do not have good
learning outcomes. In spite of these limitations, for the best understanding of

1http://gull.sourceforge.net/
2http://www.developingsolutions.com/products/s6-interface/
3http://www.gl.com/maps-diameter-protocol-emulator.html
4http://diameter.sourceforge.net/
5http://diameap.yagami.freediameter.net/
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diameter protocol, for the development of other skills like using linux system, C
languages, knowledge of dependencies etc, the freeDaimeter software is chosen.
And an analogous system(model) to meet our requirement is developed.

3.5 Modelling(Proposed)

A software model is developed to implement MME and HSS communication
based on recommended protocols. This model is a result of the theories pro-
vided in chapter 2 and is based on the software and tools as explained in above
section 3.1. This model implements S6a interface as defined in section 2.5.3 and
uses Diameter protocol as explained in sections 2.5 and 3.4. The Diameter pro-
tocol as well as IPsec are implemented between two nodes, one acting as Client
and other as Server. The users or mobile devices are attached to the Client. The
Client requests for authentication of the users trying to attach with it from the
server. The server contains a database where the credentials of user are stored.
The server finds if the user are authentic or authorised by comparing the user
credentials sent by Client and the credentials for respective user in its database.
Thus, we can call the model as Client-Server Communication. As we are dealing
with 3GPP LTE systems, these user, client and server of our model should map
to LTE components. In the case of this model, User of the model corresponds
UE, Client of the model correspond MME and the Server of the model repre-
sents HSS of LTE system. The table 3.5 lists the corresponding mapping and the
function of each entities. Thus, the terms of model and corresponding compo-
nents of LTE may be used interchangeably throughout the text. Also Client and
Server of the model are both Diameter enabled nodes.

Name used in
LTE system

Name used in
model

Function

UE/USIM Users Service Requester or Supplicant

MME of SN Client Service Provider/provides ser-
vice after successful authenti-
cation/requests for authentica-
tion parameters with Server

HSS of HN Server Authenticator/contains
database storing user related
information/ generates and
supplies parameters required
for authentication of user

Table 3.3: Mapping of entities of LTE system to the modelled system.
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The roles of Client and Server are taken by two linux run machines. First
the network for both machines and host is set such that Client and Server can
communicate with each other. This successful communication is checked by us-
ing ping IP of other machines. After the successful pinging between these ma-
chines, all the IP based communication between server and client are secured
by IPsec. The freeDiameter is installed in both the server and client. Both the
machines are configured to communicate as Diameter nodes with each other
(refer sections above for installation, configuration and testing). Now the ma-
chines are able to talk with Diameter protocol and the the Diameter messages
are protected by IPsec. These two machines (server and client) are now peers
to each other. The users are attached to client machine. This can be achieved
either by use of hostapd/supplicant tools or inserting some database in client
containing lists of users. The server stores the user specific parameters in its
database. For each request from client on behalf of a user, the server generates
AVs and supplies to client. It is assumed that the requesting user is a subscriber
to that server. Now the client sends some parameters received from server to
user and receives response from user. This response from user is compared to
response from server in client. If the comparison is successful, service is granted
to that user. The figure 3.4 illustrates a simple model explained above. The fig-
ure shows that the communication between Users and Client is IP based and
the Client and Server communicate using IP in network layer and Diameter sig-
nalling protocol. The traffic between Client and Server are protected in network
layer by using IPsec which is an option to TLS protection in case of Diameter.
We were not successful to implement the model mentioned above. The reasons
for this failure is mentioned in section 3.6.

Client
                                                                                                                                 Server                             

User
                                                                

  

User Client 
  Server 

IP based 

communication 
Diameter + IPsec 

Figure 3.4: General model used for implementation.

3.6 Problem with Implementation

The implementation phase was not achieved as expected due to several factors.
The initial decisions on what to implement were made after superficial studies
of UMTS related SS7 and MAPsec and LTE related Diameter and IPsec protocols.
Based on the available depth of information, availability of free tools and cur-
rent practices recommended by specifications, the implementation LTE based
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IPsec and Diameter protocols was finalised. The tools ipsec-tools and freeDi-
ameter were selected to implement IPsec and Diameter protocols respectively.
Using these tools IPsec and Diameter protocols were successfully implemented
between two machines. The applications developed and provided along with
freeDiameter tool were not enough to implement communication taking place in
S6a interface. This inability of freeDiameter was unanticipated and known very
lately. The main problem faced was to fetch user specific AVs from database
to node acting as HSS. Although freeDiameter is programmed in C, all the ap-
plications provided were in form of extensions (.fdx). And defining new 3GPP
specific Diameter commands AIR and AIA required additions of some AVPs to
the Dictionary. This complexity of 3GPP specific Diameter protocol, lack of skill
to develop new diameter applications in limited time and same problem per-
sisting in other alternatives to freeDiameter forced the implementation part to
be undone. The solutions were not found even for Open Diameter software.

3.7 Suggestions for Implementation

The S6a specific Diameter application, which is missing in many of Diameter
specific tools, are either to be developed on own or should be implemented by
using tools which are not free. The development of freeDiameter and Open
Diameter specific applications require frequent support from the developers.
Unavailability of other projects related to S6a application imposed hurdles to
find supports and suggestions from other people. The support received from
developer of Mobicent [48] was too late to use it. But in this project, the source
codes [47] for AIR and AIA are provided. The availability of java source adds
a positive sign to carry on implementation of S6a in future. From the personal
experience of the use of freeDiameter and Open Diameter, and late look up of
the AIR, AIA related java source from Mobicents, I will like to suggest that this
code and several other 3GPP related sources may lead to easier implementation.





Chapter 4

Discussions

In this chapter, protection of AKA messages by underlying lower layer protocols
are discussed. The response of session mix-up attack to the protection provided
by protocols like Diameter/IPsec and SS7/MAPsec is analysed and the deci-
sions for attainability of session mix-up attack are made. The issues which are
not covered by this thesis work are also explained.

4.1 The Case of Inter Domain operations

The Inter Domain operations, i.e when the SN and HN does not belong to same
provider, are governed by standards. There is need of mutual understanding
and interoperability between the providers. So this need of interoperability
is only fulfilled if both the network operators have common operation mech-
anisms. In order to attract huge mass of subscribers, network operators extend
their coverage by roaming agreement with many other operators. The service of
interoperation is only possible if all the operators within agreement apply same
kind of standards. Thus, in case of inter domain, the recommended standards
are followed. In case of the LTE system, the AKA messages are carried as S6a

application by Diameter protocol and the Diameter messages are protected by
IPsec. Similarly, for the case of UMTS the AKA messages are carried by MAP
of SS7 signalling and the protection of MAP messages is provided by MAPsec
in application layer. The figures 4.1 and 4.2 illustrate the protocol stack for S6a
application and MAP application respectively.
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Figure 4.1: The S6 Protocol Stack (modified from [43, 49]).
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Figure 4.2: The MAP Protocol Stack (modified from [50]).

4.1.1 Case of LTE: IPsec and Diameter

The specifications and several other documents showed that in LTE authentica-
tion information are carried out via S6a interface. In addition it was confirmed
that S6a applications run over Diameter protocol and protection as per NDS-IP
is used for messages over S6a interface. With reference to these information ob-
tained from several sources which are already explained in Chapter 2 the S6a

protocol stack can be drawn as shown in figure 4.1. The S6a protocol stack
shows different protocols running beneath AKA protocol.
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The Diameter protocol defines Session-Id AVP to identify the sessions of
different services. From the studies presented in earlier chapters, this Session-
Id was found to be composed of DiameterIdentity, monotonically increasing
64bits and Optional V alues separated by semicolon (;). The 64 bits are further
decomposed to higher 32 bits and lower 32 bits both represented by maximum
of 10 decimal digits. These higher and lower bits are again separated by ’;’. The
64 bits values used to identify the session makes it difficult to guess this iden-
tifier. It may require upto 232 attempts to find the session-Id if only higher bits
are used. In addition the server may restrict the users to use the resources only
for predefined time by issuing Authorization- Lifetime AVP. After the expiration
of Authorization- Lifetime AVP all the user specific state information are released
and the user needs to be re-authorised to get the access to the network. If this
AVP is also implemented then the session-Ids are valid only for limited times.
So, this time may add some more burden for the attacker to find the session-Id of
a user within limited time. The other two fields of Diameter Message: The Hop-
by-hop Identifier and End-to-End Identifier should match for Diameter request
and corresponding Diameter Answer. The Hop-by-hop Identifier keeps track
of a single connection while the later identifier is used to detect the duplicates
of the Diameter messages. The attacker in order to get access to a connection
created by one user, requires to know the Hop-by-hop Identifier value. And
the messages generated or sent by the attacker should contain the same value of
End-to-End Identifier to fraud the server from detecting the duplicate messages.
So, it seems that the attacker needs some more labour, in addition to finding the
Session-Ids, to swap the sessions of two users.

A part, 3GPP considers that the S6a interface carrying sensitive authentica-
tion messages should be secured. So, integrity and confidentiality protection of
this interface is mandated and this confidentiality and integrity protection are
to be provided by IPsec ESP mechanisms. Thus, the sufficient length of Session-
Ids, use of Hop-by-hop Identifier, End-to-End Identifier and the protection of
the Diameter messages by IPsec mechanisms can provide effective resistant to
the Session Mix-up attack. Although specifications recommend Diameter pro-
tocol, no specifications were found to mandate the use of Diameter protocol.
Thus, the AKA may still be vulnerable to Session Mix-up attack in case the rec-
ommended protocols are not implemented or the protocols are not implemented
in recommended ways.

4.1.2 Case of UMTS: MAPsec and SS7

In the UMTS system, MAP, the mobile specific part of SS7 signalling is used to
carry the authentication information request and answer messages between SN
and HN of a user. The TCAP protocol defined under SS7 by ITU-T manages
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concurrencies of operations. For this Transaction-IDs and invoke-IDs are used.
The protocol stack for MAP messages is illustrated in figure 4.2. The length of
invoke-ID is defined to be one octet while the length of transaction-IDs may
range from one to four octets. For the case of 3GPP it is found that the size of
transaction-IDs is (1..2) octets. Further some 3GPP specifications show that only
four bits of first octet of layer 3 message are used to identify upto 16 transac-
tions. This number of concurrent transactions may be further extended by one
octet value of PTI. These number of bits of invoke-ID and transaction-ID used
in MAP of 3GPP can be considered as short enough to protect the IDs from be-
ing guessed or being generated. Only upto 28 = 512 guesses or generations
are required to find the value of identifiers in case one octet is used. But 3GPP
considers authentication retrieval messages to be sensitive and requiring further
protections. The 3GPP defines MAPsec for the protection of the MAP messages.
If the MAPsec as specified in 3GPP is implemented between the network ele-
ments, than the following services are confirmed:

• Data Integrity

• Data Origin Authentication

• Replay protection

• Confidentiality (encryption)

In such case, the above mentioned service with no doubts, will protect the
MAP messages and their sessions even if the length of invoke-IDs or transaction-
IDs are not sufficient for protection.

4.2 The Case of Intra Domain operations

The Intra Domain operations are the operations performed whenever a user is
served by the SN controlled by same network operator to which the user has
subscription. In such services, all the participating nodes are owned by same
operator. In this case, all the communicating parties i.e. The User, the SN and the
HN are under same domain, so it is the operator itself to decide which protocols
or security mechanisms to be used. Although the trends to use the standards is
increasing, some vendors may chose to stick with their own proprietary or other
mechanisms which are already in use. Some of several reasons for this may be,
the requirement of new resources and experts of new mechanisms and so on.
In order to find the mechanisms used by operators inside their own domain,
several people from different operators were contacted. As, none of the con-
tacted people revealed the information regarding the mechanisms used in intra
domain case, the attempts to analyse Session Mix-up attacks in intra domain
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communication were not successful. The behaviour and possibility of Session
Mix-up attack in intra domain scenario is still unknown.

Unless the actual implementation mechanisms adopted by the operators
are known, it can not be confirmed that all the operators are not vulnerable to
Session Mix-up attack.





Chapter 5

Conclusions and Further Extensions

5.1 Conclusions

In this thesis work, we have found some protocols and security mechanisms to
counter Session Mix-up attack against UMTS/LTE AKA protocols. Thus, found
protocols are recommended by 3GPP and ETSI specifications and are defined
in ITU-T, IETF and 3GPP standards. The large portion of the study is based on
LTE/EPS system and some analysis is also made for UMTS system. The proto-
cols recommended by 3GPP to transfer EPS based AKA messages is found to be
Diameter which is further protected by IPsec. Both the Diameter and IPsec are
defined by IETF RFCs. The explanations of these protocols are assisted by im-
plementing them and capturing the Diameter and IP based traffics between two
nodes. The format of messages exchanged are looked over and session related
fields are checked with general format explained in RFC 6733. Similarly in case
of UMTS, it was found that MAP of SS7 is protected by MAPsec mechanisms.

The theories presented in Chapter 2 and discussed in Chapter 4 suggest
that the Session Mix-up attack is effectively countered by sufficiently long and
secure Session-Identifiers which are further protected by IPsec in case of LTE
and UMTS where Diameter and IPsec are implemented. While the length of
invoke-Id and Transaction-Id used in MAP of UMTS were not sufficiently long
and may be vulnerable to Session Mix-up Attack. But the implementation of
MAPsec to secure these MAP messages prevent the system being vulnerable
to Session Mix-up attack. The possibility of the attack in case of intra domain
where the security and signalling mechanisms may be vendor specific is still
unknown. In the case of intra domain system, the attack may be possible if the
session identifiers are not sufficiently formatted and protected. Hence this thesis
work shows that both the UMTS and LTE system are protected against Session
Mix-up attacks if all the recommended protocols are implemented effectively.
No new security mechanisms or change in some steps of AKA procedure are
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required to counter this attack if standards are followed. The only requirement
is the confirmation of implementation of the recommended protocols.

After performing this thesis work, broad protocol level knowledge of 3GPP
UMTS and LTE system were obtained. In addition, several recommendations
and standards in field of communication and security were well understood by
implementing some of them. The recent recommendations for signalling mech-
anisms and their protection were known after performing this work.

There were certain problems faced which hindered the thesis work. The ex-
pected information regarding real time scenario and intra domain communica-
tion were not obtained since no response was heard from the people contacted.
The deficiency of such information led to make the analysis based only on the
recommendations from specifications. So the analysis presented in Chapter 4
(Discussions) are based for Inter Domain communication and for Intra Domain
only if the recommended standards are used by the operators. The tool which
was chosen to implement Diameter based S6a application was not able to fetch
AVs from database, send back to client and to make authentication decision on
client not server. This inability of the software was unanticipated. The other
options to the selected tools were also not sufficient to provide the authentica-
tion mechanisms along S6a interface. Although the implementation phase took
more than two third of thesis time, the problem with the tool shaded the whole
work of implementation which was tried to perform.

In spite of the lack of desired information and unanticipated limitation in
tools, this thesis work concludes that the Session Mix-up attack in AKA of Di-
ameter based LTE communication is not attainable in practice while there are
lot of unsolved holes left in MAP based UMTS where AKA may be vulnerable
to the Session Mix-up attack.

5.2 Further Works

This thesis work has not drawn the conclusions based on the results of imple-
mentation. In addition the analysis made in this thesis are not complimented
by the real scenarios implemented by the operators. Owing to aforementioned
weaknesses, this work can be further developed with following countermea-
sures.

• Analysis by Implementation
Here, the limitations in free tools and limited time and knowledge to de-
velop new tools let down the implementation phase. In this case it can be
suggested that, either to use some tools which may not be free providing
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full flex implementation or the work should be assisted by professional
software developers who can build and integrate new modules to the ex-
isting ones. Also the implementation of MAPsec to show the attainability
of Session Mix-up in case of UMTS may be performed. Some suggestions
regarding the tools are also provided in section 3.7.

• Support from Operators
This thesis work has a bad experience in collection of the information by
directly contacting the people working for several service providers. There
were no responses from seven people working for five companies in three
different countries(refer A.1 of Appendix A). This experience suggests that
either the work should be carried out under some companies or should be
performed by the insider of the companies. The acquisition of the proce-
dures in real implementation is the only basis to conclude whether the op-
erators are prone to the Session Mix-up attack or not. Further suggestions
for mitigation, in case of possibility of this attack, can only be provided
after deriving some conclusions.

• Analysis in interworking environment
The proper implementation of this work can be further used to analyse the
Session Mix-up attack in case of interworking environment. The backward
compatibility of a system with the legacy system may be vulnerable to
attacks related to old system. For instance, a replay attack was possible
on a UMTS system working in a GSM environment. Further works can
be carried to show if the attack is possible in case of LTE system working
in UMTS environment and vice versa or LTE/UMTS user served by GSM
environment.
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Appendix A

Communication with people from
different fields

A.1 List of people requested to provide information

Table A.1: Contacted people and their field

Name Office Country
Professor Dr. Do van
Thanh

Telenor/NTNU Norway

Bipin Timalsina Ncell Private Ltd Nepal
Binod Karki Huawei Technologies Co.

Ltd.
India

Håkon Styri Norwegian Post and
Telecommunications
Authority.

Norway

Professor Jan Arild Aud-
estad

Telenor/NTNU Norway

Chinmay Anand Nepal Telecom Nepal
Dinesh Panthy Nepal Telecom Nepal
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Appendix B

Configurations

Configuration files B.1: Sample of freeDiameter.conf file

1 # This is a sample configuration file for freeDiameter daemon.

3 # Only the "TLS_Cred" directive is really mandatory in this file.

5 ##############################################################

## Peer identity and realm

7

# The Diameter Identity of this daemon.

9 # This must be a valid FQDN that resolves to the local host.

# Default: hostname’s FQDN

11 Identity = "client-VirtualBox.ed.ntnu.no";

13 # The Diameter Realm of this daemon.

# Default: the domain part of Identity (after the first dot).

15 #Realm = "koganei.freediameter.net";

17 ##############################################################

## Transport protocol configuration

19

# The port this peer is listening on for incoming connections (TCP

and SCTP).

21 # Default: 3868

#Port = 3868;

23

# The port this peer is listening on for incoming TLS connections

(TCP and SCTP).

25 # See TLS_old_method for more information.

# Default: 3869

27 #SecPort = 3869;

29 # Use RFC3588 method for TLS protection, where TLS is negociated

after CER/CEA

65
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# on the same port. This only affects outgoing connections. It can

be overwritten

31 # on per peer basis.

# Default: use RFC3588bis method with separate port for TLS.

33 #TLS_old_method;

35 # Disable use of TCP protocol (only listen and connect in SCTP)

# Default : TCP enabled

37 #No_TCP;

39 # Disable use of SCTP protocol (only listen and connect in TCP)

# Default : SCTP enabled

41 #No_SCTP;

# This option has no effect if freeDiameter is compiled with

DISABLE_SCTP option,

43 # in which case the value is forced to "SCTP disabled".

45 # Prefer TCP over SCTP for establishing new connections.

# It may be overwritten per peer in peer configuration blocs.

47 # Default : SCTP is prefered.

#Prefer_TCP;

49

# Default number of streams per SCTP associations.

51 # It can be overwritten per peer basis.

# Default : 30 streams

53 #SCTP_streams = 30;

55 ##############################################################

## Endpoints configuration

57

# Disable use of IP addresses (only IPv6)

59 # Default : IP enabled

#No_IP;

61

# Disable use of IPv6 addresses (only IP)

63 # Default : IPv6 enabled

#No_IPv6;

65

# Specify local addresses where the server must listen

67 # Default : listen on all addresses available.

#ListenOn = "202.249.37.5";

69 #ListenOn = "2001:200:903:2::202:1";

#ListenOn = "fe80::21c:5ff:fe98:7d62%eth0";

71

# Note: although by default freeDiameter listens also on the

loopback interface, it

73 # will not be able to connect to the loopback address.

75 ##############################################################

## TLS Configuration

77
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# TLS is managed by the GNUTLS library in the freeDiameter daemon.

79 # You may find more information about parameters and special

behaviors

# in the relevant documentation.

81 # http://www.gnu.org/software/gnutls/manual/

83 # Credentials of the local peer

# The X509 certificate and private key file to use for the local

peer.

85 # The files must contain PKCS-1 encoded RSA key, in PEM format.

# (These parameters are passed to

gnutls_certificate_set_x509_key_file function)

87 # Default : NO DEFAULT

#TLS_Cred = "<x509 certif file.PEM>" , "<x509 private key file.PEM

>";

89 TLS_Cred = "/home/client/thesis/CA/clientcerts/clicert.pem", "/

home/client/thesis/CA/clientcerts/cliprivkey.pem";

91 # Certificate authority / trust anchors

# The file containing the list of trusted Certificate Authorities

(PEM list)

93 # (This parameter is passed to

gnutls_certificate_set_x509_trust_file function)

# The directive can appear several times to specify several files.

95 # Default : GNUTLS default behavior

TLS_CA = "/home/client/thesis/CA/clientcerts/clicert.pem";

97

# Certificate Revocation List file

99 # The information about revoked certificates.

# The file contains a list of trusted CRLs in PEM format. They

should have been verified before.

101 # (This parameter is passed to

gnutls_certificate_set_x509_crl_file function)

# Note: currently, openssl CRL seems not supported...

103 # Default : GNUTLS default behavior

#TLS_CRL = "<file.PEM>";

105

# GNU TLS Priority string

107 # This string allows to configure the behavior of GNUTLS key

exchanges

# algorithms. See gnutls_priority_init function documentation for

information.

109 # You should also refer to the Diameter required TLS support here:

# http://tools.ietf.org/html/draft-ietf-dime-rfc3588bis-18#

section-13.1

111 # Default : "NORMAL"

# Example: TLS_Prio = "NONE:+VERS-TLS1.1:+AES-128-CBC:+RSA:+SHA1:+

COMP-NULL";

113 #TLS_Prio = "NORMAL";

115 # Diffie-Hellman parameters size
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# Set the number of bits for generated DH parameters

117 # Valid value should be 768, 1024, 2048, 3072 or 4096.

# (This parameter is passed to gnutls_dh_params_generate2 function

,

119 # it usually should match RSA key size)

# Default : 1024

121 TLS_DH_Bits = 1024;

123 # Alternatively, you can specify a file to load the PKCS#3 encoded

# DH parameters directly from. This accelerates the daemon start

125 # but is slightly less secure. If this file is provided, the

# TLS_DH_Bits parameters has no effect.

127 # Default : no default.

TLS_DH_File = "/home/client/thesis/CA/clientcerts/dh.pem";

129

131 ##############################################################

## Timers configuration

133

# The Tc timer of this peer.

135 # It is the delay before a new attempt is made to reconnect a

disconnected peer.

# The value is expressed in seconds. The recommended value is 30

seconds.

137 # Default: 30

#TcTimer = 30;

139

# The Tw timer of this peer.

141 # It is the delay before a watchdog message is sent, as described

in RFC 3539.

# The value is expressed in seconds. The default value is 30

seconds. Value must

143 # be greater or equal to 6 seconds. See details in the RFC.

# Default: 30

145 #TwTimer = 30;

147 ##############################################################

## Applications configuration

149

# Disable the relaying of Diameter messages?

151 # For messages not handled locally, the default behavior is to

forward the

# message to another peer if any is available, according to the

routing

153 # algorithms. In addition the "0xffffff" application is advertised

in CER/CEA

# exchanges.

155 # Default: Relaying is enabled.

#NoRelay;

157



69

# Number of server threads that can handle incoming messages at

the same time.

159 # TODO: implement dynamic # of threads depending on the length of

the queue.

# Default: 4

161 #AppServThreads = 4;

163 # Other applications are configured by loading appropriate

extensions.

165 ##############################################################

## Extensions configuration

167

# The freeDiameter daemon merely provides support for

169 # Diameter Base Protocol. The specific application behaviors,

# as well as advanced functions of the daemon, are provided

171 # by loadable extensions (plug-ins).

# These extensions may in addition receive the name of a

173 # configuration file, the format of which is extension-specific.

#

175 # Format:

#LoadExtension = "/path/to/extension" [ : "/optional/configuration

/file" ] ;

177 #

# Examples:

179 #LoadExtension = "extensions/sample.fdx";

LoadExtension = "/home/client/thesis/freediameter/fDbuild/

extensions/test_app.fdx":"/home/client/thesis/freediameter/

fDbuild/conf/test_app.conf";

181

183 ##############################################################

## Peers configuration

185

# The local server listens for incoming connections. By default,

187 # all unknown connecting peers are rejected. Extensions can

override this behavior.

#

189 # In addition to incoming connections, the local peer can

# be configured to establish and maintain connections to some

191 # Diameter nodes and allow connections from these nodes.

# This is achieved with the ConnectPeer directive described

bellow.

193 #

# Note that the configured Diameter Id MUST match

195 # the information received inside CEA, or the connection will be

aborted.

#

197 # Note also, loopback addresses are not allowed currently in

freeDiameter

# (because of a bad behavior if they are allowed).
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199 # As a workaround, one might provide a public address of the local

machine to

# test locally.

201 #

# Format:

203 #ConnectPeer = "diameterid" [ { parameter1; parameter2; ...} ] ;

# Parameters that can be specified in the peer’s parameter list:

205 # No_TCP; No_SCTP; No_IP; No_IPv6; Prefer_TCP; TLS_old_method;

# No_TLS; # assume transparent security instead of TLS

207 # Port = 3868; # The port to connect to

# TcTimer = 30;

209 # TwTimer = 30;

# ConnectTo = "202.249.37.5";

211 # ConnectTo = "2001:200:903:2::202:1";

# TLS_Prio = "NORMAL";

213 # Realm = "realm.net"; # Reject the peer if it does not advertise

this realm.

# Examples:

215 #ConnectPeer = "aaa.wide.ad.jp";

#ConnectPeer = "old.diameter.serv" { TcTimer = 60; TLS_old_method;

No_SCTP; } ;

217 ConnectPeer = "ubuntu.ubuntu-domain" { ConnectTo =

"192.168.1.229"; NO_TLS; } ;

219 ##############################################################

B.1 Configurations in Server Side

Configuration files B.2: IPsec-tools.conf for Server

# Configuration of IPsec ESP for server(192.168.1.229)

2

# Flush the SAD and SPD

4 flush;

spdflush;

6

8 # AH SAs using 128 bit long keys

#add 192.168.1.229 192.168.1.196 ah 0x200 -A hmac-md5 0

xdc8b6a45388289101c6fc1815d21b31d;

10 #add ip of other machine.

#add 192.168.1.196 192.168.1.229 ah 0x300 -A hmac-md5 0

x368ab975d1191a4d242482c9f2599149;

12

# ESP SAs using 192 bit long keys (168 + 24 parity)

14 add 192.168.1.229 192.168.1.196 esp 0x201 -E 3des-cbc 0

xc43a117c6a124fadbfeea7894d6788cdfc81200691cb89f4;

add 192.168.1.196 192.168.1.229 esp 0x301 -E 3des-cbc 0

x7fe856c581b8210a33ff10f5382e8ed7d6c698023cadd0cf;

16

# Security policies
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18 spdadd 192.168.1.229 192.168.1.196 any -P out ipsec

esp/transport//require;

20 #ah/transport//require;

22 spdadd 192.168.1.196 192.168.1.229 any -P in ipsec

esp/transport//require;

24 #ah/transport//require;

Configuration files B.3: freeDiameter.conf for Server

# This is a configuration file for freeDiameter daemon in server.

2

Identity = "ubuntu.ubuntu-domain";

4

TLS_Cred = "/home/ashim/CA/server/cert.pem", "/home/ashim/CA/

server/privkey.pem";

6

TLS_CA = "/home/ashim/CA/ca.pem";

8

TLS_DH_Bits = 1024;

10

TLS_DH_File = "/home/ashim/CA/server/dh.pem";

12

LoadExtension = "/home/ashim/freeDiameter/fDbuild/extensions/

test_app.fdx":"/home/ashim/freeDiameter/fDbuild/conf/test_app.

conf";

14

16 ConnectPeer = "client-VirtualBox.ed.ntnu.no" {ConnectTo =

"192.168.1.196"; NO_TLS; } ;

Configuration files B.4: test_app.conf on Server

1 #######################

# This file contains the description of configuration and general

information about the

3 # "App_test" extension.

5 # This extension provides a simple way to send a predefined

message over the Diameter Network.

# It may be used to test the Routing or other base mechanisms from

the Diameter network.

7

# In order to enable this extension, the main freeDiameter

configuration file

9 # must contain the following declaration:

# LoadExtension = "extensions/app_test.fdx" : "/path/to/app_test.

conf" ;

11 # Note that the conffile may be omitted, in which case default

parameters will be assumed.

#######################

13
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15 #######################

# Configuration of the test message

17

# This application is defined as a Vendor-Specific application.

19 # Since freeDiameter does not have a IANA-assigned Vendor ID, we

let a configurable value here:

# vendor-id = 999999;

21

# The application id. Same remark as previously.

23 # appli-id = 999999;

# appli-id = 4;

25

# The command code for Test-Request and Test-Answer. The range 0

xfffffe-ffffff (dec: 16777215) is reserved for experimental use

.

27 #cmd-id = 16777214;

#cmd-id = 318;

29

31 # The AVP id for the test.

# avp-id = 345678;

33 #avp-id = 258;

35 #######################

# Configuration of the extension behavior

37

# The mode for the extension.

39 # - server: Answer incoming requests. The signal is ignored.

# - client: Send a request when the signal is received, and

measure the time to receiving answer.

41 # - both: acts as client and server

# mode = both;

43 mode = server;

45 # The behavior can be changed by specifying additional "benchmark

;" keyword.

# When this keyword appears, it changes the behavior as follow:

47 # - server is silent on message reception, only the activity

summary is displayed every 30 seconds

# - client attempts to send as many messages as possible during

10 seconds and counts them.

49 # The benchmark keyword can be followed optionaly by two integers:

# duration is the time for the measurement, in seconds (default

10).

51 # concurrency is the number of messages that can be on the wire

before waiting for an answer (default 100).

# benchmark [duration concurrency];

53

55 #######################
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# Client-specific configuration

57

# The Destination-Realm for the message

59 # (default is sending to same realm as local peer).

# dest-realm = "foreign.net";

61 #dest-realm = "ed.ntnu.no";

63 # The Destination-Host for the message.

# (default is not providing this AVP).

65 # dest-host = "server.foreign.net";

67 # The User-Name for the message (may be useful for some routing

tests).

# (default is not providing this AVP).

69 # user-name = "user@server.foreign.net";

71 # The signal that triggers sending the test message

# Note: Symbolic names are now recognized, you must use integers

73 # signal = 10;

B.2 Configurations in Client Side

Configuration files B.5: IPsec-tools.conf for Client

# Configuration for (192.168.1.196)

2

# Flush the SAD and SPD

4 flush;

spdflush;

6

# AH SAs using 128 bit long keys

8 # add 192.168.1.229 192.168.1.196 ah 0x200 -A hmac-md5 0

xdc8b6a45388289101c6fc1815d21b31d;

#add ip of other machine.

10 #add 192.168.1.196 192.168.1.229 ah 0x300 -A hmac-md5 0

x368ab975d1191a4d242482c9f2599149;

12 # ESP SAs using 192 bit long keys (168 + 24 parity)

add 192.168.1.229 192.168.1.196 esp 0x201 -E 3des-cbc 0

xc43a117c6a124fadbfeea7894d6788cdfc81200691cb89f4;

14 add 192.168.1.196 192.168.1.229 esp 0x301 -E 3des-cbc 0

x7fe856c581b8210a33ff10f5382e8ed7d6c698023cadd0cf;

16 # Security policies

spdadd 192.168.1.229 192.168.1.196 any -P in ipsec

18 esp/transport//require;

#ah/transport//require;

20

spdadd 192.168.1.196 192.168.1.229 any -P out ipsec

22 esp/transport//require;

# ah/transport//require;
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Configuration files B.6: freeDiameter.conf for Client

Identity = "client-VirtualBox.ed.ntnu.no";

2

TLS_Cred = "/home/client/thesis/CA/clientcerts/clicert.pem", "/

home/client/thesis/CA/clientcerts/cliprivkey.pem";

4

TLS_CA = "/home/client/thesis/CA/clientcerts/clicert.pem";

6

TLS_DH_Bits = 1024;

8

TLS_DH_File = "/home/client/thesis/CA/clientcerts/dh.pem";

10

LoadExtension = "/home/client/thesis/freediameter/fDbuild/

extensions/test_app.fdx":"/home/client/thesis/freediameter/

fDbuild/conf/test_app.conf";

12

14 ConnectPeer = "ubuntu.ubuntu-domain" { ConnectTo =

"192.168.1.229"; NO_TLS; } ;

##############################################################

Configuration files B.7: test_app.conf on Client

mode = client;

2

signal = 10;
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Outputs of Program

Outputs C.1: Behaviour observed in terminal of Server side

------------------------------------------------------------------------------

2 ashim@ubuntu:~$ freeDiameterd -c /home/ashim/freeDiameter/fDbuild/

conf/freediameter.conf.test.app

libfdproto initialized.

4 libgnutls ’2.10.5’ initialized.

Loading : /home/ashim/freeDiameter/fDbuild/extensions/test_app.fdx

6 Extension Test_App initialized with configuration: ’/home/ashim/

freeDiameter/fDbuild/conf/test_app.conf’

------- app_test configuration dump: ---------

8 Vendor Id .......... : 999999

Application Id ..... : 16777215

10 Command Id ......... : 16777214

AVP Id ............. : 16777215

12 Mode ............... : Serv

Destination Realm .. : ubuntu-domain

14 Destination Host ... : - none -

Signal ............. : 10

16 ------- /app_test configuration dump ---------

All extensions loaded.

18 -- Configuration :

Debug trace level ...... : +1

20 Configuration file ..... : /home/ashim/freeDiameter/fDbuild/conf

/freediameter.conf.test.app

Diameter Identity ...... : ubuntu.ubuntu-domain (l:20)

22 Diameter Realm ......... : ubuntu-domain (l:13)

Tc Timer ............... : 30

24 Tw Timer ............... : 30

Local port ............. : 3868

26 Local secure port ...... : 3869

Number of SCTP streams . : 30

28 Number of server threads : 4

75
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Local endpoints ........ : Default (use all available)

30 Local applications ..... : App: 16777215 Au-- Vnd: 999999

Flags : - IP ........... : Enabled

32 - IPv6 ......... : Enabled

- Relay app .... : Enabled

34 - TCP .......... : Enabled

- SCTP ......... : Enabled

36 - Pref. proto .. : SCTP

- TLS method ... : Separate port

38 TLS : - Certificate .. : /home/ashim/CA/server/cert.pem

- Private key .. : /home/ashim/CA/server/privkey.pem

40 - CA (trust) ... : /home/ashim/CA/ca.pem (2 certs)

- CRL .......... : (none)

42 - Priority ..... : (default: ’NORMAL’)

- DH file ...... : /home/ashim/CA/server/dh.pem

44 Origin-State-Id ........ : 1358407585

freeDiameterd daemon initialized.

46 Unable to connect to the peer client-VirtualBox.ed.ntnu.no,

aborting attempts for now.

Outputs C.2: Behaviour observed in terminal of Client side

client@client-VirtualBox:~$ freeDiameterd -c /home/client/thesis/

freediameter/fDbuild/conf/freediameter.conf

2 libfdproto initialized.

libgnutls ’2.10.5’ initialized.

4 Loading : /home/client/thesis/freediameter/fDbuild/extensions/

test_app.fdx

Extension Test_App initialized with configuration: ’/home/client/

thesis/freediameter/fDbuild/conf/test_app.conf’

6 ------- app_test configuration dump: ---------

Vendor Id .......... : 999999

8 Application Id ..... : 16777215

Command Id ......... : 16777214

10 AVP Id ............. : 16777215

Mode ............... : Cli

12 Destination Realm .. : ubuntu-domain

Destination Host ... : - none -

14 Signal ............. : 10

------- /app_test configuration dump ---------

16 All extensions loaded.

-- Configuration :

18 Debug trace level ...... : +1

Configuration file ..... : /home/client/thesis/freediameter/

fDbuild/conf/freediameter.conf

20 Diameter Identity ...... : client-VirtualBox.ed.ntnu.no (l:28)

Diameter Realm ......... : ed.ntnu.no (l:10)

22 Tc Timer ............... : 30

Tw Timer ............... : 30

24 Local port ............. : 3868

Local secure port ...... : 3869
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26 Number of SCTP streams . : 30

Number of server threads : 4

28 Local endpoints ........ : Default (use all available)

Local applications ..... : App: 16777215 Au-- Vnd: 999999

30 Flags : - IP ........... : Enabled

- IPv6 ......... : Enabled

32 - Relay app .... : Enabled

- TCP .......... : Enabled

34 - SCTP ......... : Enabled

- Pref. proto .. : SCTP

36 - TLS method ... : Separate port

TLS : - Certificate .. : /home/client/thesis/CA/clientcerts/

clicert.pem

38 - Private key .. : /home/client/thesis/CA/clientcerts/

cliprivkey.pem

- CA (trust) ... : /home/client/thesis/CA/clientcerts/

clicert.pem (1 certs)

40 - CRL .......... : (none)

- Priority ..... : (default: ’NORMAL’)

42 - DH file ...... : /home/client/thesis/CA/clientcerts/dh

.pem

Origin-State-Id ........ : 1358407679

44 freeDiameterd daemon initialized.

Connection established to server ’[ubuntu.local]:3868’ (SCTP:12,

30/30 streams).

46 Sent to ’SCTP to [192.168.1.229]:3868 (12)’

Logged: 01/17/13,08:27:59.421656

48

|MSG: 0x8cec830

50 | model : v/m:R---/RPET, 257 "Capabilities-Exchange-Request"

| public: V:1 L:216 fl:R--- CC:257 A:0 hi:204a16 ei:7ff00000

52 | intern: rwb:(nil) rt:0 cb:(nil)((nil)) qry:(nil) asso:0 sess

:(nil) src:(nil)(0)

Received 228b from ’ubuntu.ubuntu-domain’ (STATE_WAITCEA)

54 Logged: 01/17/13,08:27:59.425827

56 |MSG: 0x8cecee8

| (no model)

58 | public: V:1 L:228 fl:---- CC:257 A:0 hi:204a16 ei:7ff00000

| intern: rwb:0x8ced348 rt:0 cb:(nil)((nil)) qry:(nil) asso:0

sess:(nil) src:(nil)(0)

60 No TLS protection negotiated with peer ’ubuntu.ubuntu-domain’.

’STATE_WAITCEA’ -> ’STATE_OPEN’ ’ubuntu.ubuntu-domain’

62 Received 84b from ’ubuntu.ubuntu-domain’ (STATE_OPEN)

Logged: 01/17/13,08:27:59.430908
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Figure C.1: Wireshark Snapshot showing IPsec headers.
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