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Abstract: Problems of security of the asymmetric cryptographic algorithm RSA are considered, which 
might occur when choosing small values of public keys and related plaintexts and a development of the well 
known in these cases cryptoattack of Franklin-Reiter-Coppersmith is offered.  
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INTRODUCTION 
It is known that during the recent nearly 30 years  RSA (Rivest, Shamir, Adleman) is 

the most popular cipher among the asymmetric cryptographic algorithms (ciphers with 
public keys), and is widely used for digital signatures and for ciphering of the session 
secret keys in hybrid cryptographic schemes [1, 2, 3, 4 etc.]. In fact, at present RSA is 
actually World Standard for cryptography with public keys. 

At the generation of the couple "public/secret" keys for RSA initially two large enough 
prime numbers a  and  are chosen and after that the product b abN =  and Euler’s function 

 are calculated. The public key K)1−)(1()( −= baNФ P and the secret key КS are 
determined by the interrelations: 

 
1)](,gcd[ =NФKP  ( gcd  – the greatest common divisor) and  

.1)(mod)( =NФKK PS             (1) 
 
Further on, in the procedures for ciphering and deciphering, the couples of numbers 

 and  are used, the first couple being made public attribute,  is kept in 
secret, and the initial prime numbers  and b  are destroyed. 

),( NKP ),( NKS SK
a

When ciphering an plaintext ...)...( 21 JMMMM =  each block  of the ciphertext JE E  is 
determined by the relation , where NME PK

JJ mod)(= )1( NM J << , and when deciphering 
- the corresponding block  of the plaintext is restored by the formula 

. 
JM

NEM SK
JJ mod)(=

Since the moment of its creation in 1977 year and up to now RSA is continuously 
subjected to crypto-analysis aiming at detecting defects [2, 3, 4, 5, 6 etc.]. Many crypto-
attacks have been developed in this direction but no serious defects of the cipher have 
been found, as these cryptoattacks are successful only in certain specific conditions. 
Regardless of all that, however, such developments are of great significance, as on their 
basis recommendations are formulated to avoid the conditions for successful crypto-
attacks, which leads to higher security in RSA realizations. 

In connection with this, in the present paper we offer development of one of the 
known cryptoattacks of RSA – the attack of Franklin-Reiter-Coppersmith [3, 4, 5, 6, 10 
etc.], taking place at low public exponent and related plaintexts. It should be noted that in 
[10] there is given development and generalization of the attack of Franklin-Reiter with the 
usage of two methods for restoration of the open text [5]: direct one, and one with greatest 
common divisors. That is why in the present paper this generalization is referred to as 
attack of Franklin-Reiter-Coppersmith with two different methods for restoration, and the 
development offered concerns the variant of this attack with direct restoration of the 
plaintext. 
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DESCRIPTION OF THE PROBLEM 
It is known that the difficulties in practical realization of RSA are related to finding the 

initial large primes  and , to the necessity of integer arithmetic for multifigured numbers, 
and to determination of the couples "public/secret" keys. 

a b

In fact, the practical finding of keys  and  in correspondence with the necessary 
conditions (1) is a slow process, which involves the realization of a great number of 
checks. As there is no special requirements about the magnitude of  and , in order 
to speed up the procedures for choosing keys and for ciphering/deciphering, it is advisable 
that they are small numbers. For example, the standard PEM (Privacy Enhanced Mail) for 
protected e-mail in Internet recommends for public keys  to be chosen the number 3, 
and recommendation Х.509 of ITU-T – the number 65537=(2

PK SK

PK SK

PK
16 + 1). 

It should be noted, however, that choosing the number 3 and other small numbers for 
public keys  might be dangerous, as for these cases cryptoattacks [2, 3, 4, 5, 6, 7, 8, 9, 
10 etc.] are well known, which under certain circumstances allows easy restoration of . 
One of these cryptoattacks is the mentioned above attack with related plaintexts of 
Franklin-Reiter-Coppersmith. 

PK

JM

In the attack of Franklin-Reiter there are used two )2( =k  related plaintexts  and 
 and a public key 

JM
)1(1 +=+ JJ MM 3=PK  [3,10 etc.]. If  is ciphered and after that  

is ciphered, then  and . 
JM 1+JM

NME JJ mod3= NMNME JJJ mod)1(mod 33
11 +== ++

At that condition, if the offender knows  and , then  can be easily found 
from the interrelation 

JE 1+JE JM
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This attack is generalized for  and JM )( dcMM JdJc +=+ , supposing that  and  are 

known. In this case ,  and it can be shown [10], 
that 

c d
NME JJ mod3= NdcME JdJc mod)( 3+=+
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In [10] a development is also made for 5=PK , but only with related plaintexts  

and . In this case  and , and for the 
restoration of the plaintext  the following interrelations [10] can be used: 

JM
)1(1 +=+ JJ MM NME JJ mod5= NME JJ mod)1( 5

1 +=+
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from where  NM
P

PM
J

J mod= . 

It is evident that the interrelations (4) are considerably more complex than (2), which 
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means that the direct restoration of the plaintext  when increasing the values of public 
keys becomes considerably more difficult. 

JM

The generalization mentioned above (for  and ) and development (for 
) of the attack of Franklin-Reiter, is referred to in the present paper as attack of 

Franklin-Reiter-Coppersmith with direct method for restoration of the open text. 

JM dJcM +

5=PK

In [10] also is offered generalization for arbitrary small values of public keys, where 
for the restoration of the open texts biggest common divisors are used. That is why this 
variant can be specified as attack of Franklin-Reiter-Coppersmith for restoration of the 
plaintext with greatest common divisors. 

Further on in this paper we present several variants of development of the first 
formulated variant of the attack of Franklin-Reiter-Coppersmith – with direct method for 
restoration of the plaintext. 

 
VARIANTS OF DEVELOPMENT OF THE ATTACK 
FRANKLIN-REITER-COPPERSMITH 
• The first variant is a development of the attack for 5=PK , but using 3 )3( =k  

related plaintexts: , JM )1(1 −=− JJ MM  and )1(1 +=+ JJ MM . In this case, if initially an 
block  is ciphered, and after that JM )1( −JM  and )1( +JM  with public key , then 5=PK

 
NME JJ mod5=  

NMMMMMNME JJJJJJJ mod)1510105(mod)1( 23455
1 −+−+−=−=−  and (5) 

NMMMMMNME JJJJJJJ mod)1510105(mod)1( 23455
1 +++++=+=+ . 

 
It can be shown that if the offender knows the ciphered blocks ,  and , 

then  can be easily calculated from the following interrelation 
JE 1−JE 1+JE

JM
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It can be seen that the interrelation (6) found out for that case is considerably more 

simple than the given in [10] interrelation (4). Besides it is possible to make generalization, 
which is considered as following second variant of the development of the cryptoattack. 

 
• The second variant is generalization of the case above for , but with 

related plaintexts , 
5=PK

JM )( dcMM JdJc −=−  and )( dcMM JdJc +=+ . Then 
 

,mod5 NME JJ =  

,mod)510105(

mod)(
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and for known ciphertexts ,  and , the plaintext  is restored simply 

from the following derived formula 
JE dJcE − dJcE + JM
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• The third variant is an attempt for development of the first variant, but for 

. If the given above first variant of the cryptoattack for  is developed for 
, then 

7=PK 5=PK
7=PK
 

,mod7 NME JJ =   and   (9) NME JJ mod)1( 7
1 −=− .mod)1( 7

1 NME JJ +=+

 
For that case, however, was derived only the following interrelation (10), analogical to 

(6): 
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from which it can be seen that, due to the different coefficients in front of  and , the 
block  of the plaintext cannot be directly restored. From here we can only draw the 
supposition that the public key 

4
JM 2

JM

JM
7=PK  might be resistible against such attack with 3 

related plaintexts ,  and JM )1(1 −=− JJ MM )1(1 +=+ JJ MM . It is logical to spread this 
supposition upon the generalized case , JM )( dcMM JdJc −=−  and . )( dcMM JdJc +=+

 
• The fourth variant is development of the initial cryptoattack of Franklin-Reiter, 

where it is supposed that the raised to power 3=PK  values of the related blocks for 
ciphering are smaller than N , i.e. 

  
33 mod JJJ MNME ==  and ,    (11) 33

1 )1(mod)1( +=+=+ JJJ MNME
 
which is not true in the general case. That is why in the present variant we consider a 

possible situation, at which the interrelation (11) is fulfilled only for the plaintext . JM
Let  and  are ciphered with public key  and let also 

, and . Then 
JM )1(1 +=+ JJ MM 3=PK

NM J <
3 NMM JJ >+=+

33
1 )1(

 
33 mod JJJ MNME ==    and  ,  (12) GNMNME JJJ −+=+=+

33
1 )1(mod)1(

 
where  is the quotient of the division of  by G 3)1( +JM N . 
 
As ,  and for  the inequality 

 is true, then 
NM J <

3 )133()1( 233 +++=+ JJJJ MMMM 4≥JM
)133( 23 ++> JJJ MMM

 
NMMN JJ 2)1( 33

1 <+=< + ,   1=G    and  .   (13) NME JJ −+=+
3

1 )1(
 
At that, if  and , are known, the plaintext  can be easily found from the 

interrelation 
JE 1+JE JM
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• The fifth variant is generalization of the fourth variant, considered above for the 

related plaintexts  and JM )( dMM JdJ +=+ . It is supposed that the difference , is known, 
 and . It can be shown that if at this 

d
NM J <

3 NdMM JdJ >+=+
33 )( )25.0( JMd ≤ , then 

 
NdMMN JdJ 2)( 33 <+=< + , 1=G   and  .   (15) NdME JdJ −+=+

3)(
 
By analogy to the variant before, if the offender knows  and , the plaintext  

can be easily restored from the interrelation (16), which is derived as generalization of (14) 
JE dJE + JM
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• The sixth variant represented is development of the first variant of the attack for 

, but for the case ,  and . Then 5=PK NMM JJ <−=−
55

1 )1( NM J <
5 NMM JJ >+=+

55
1 )1(

 
55
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where  is the quotient of the division of  by G 5)1( +JM N . 
 
As , and , and for  the inequality NM J <
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  is true, then )1510105( 2345 ++++> JJJJJ MMMMM
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It can be shown that if the ciphered blocks , JE 1−JE  and  are known, then  

can be easily found from the interrelation 
1+JE JM
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• The seventh variant is generalization of the foregoing sixth variant for 5=PK , 

but for an arbitrary difference  between the related plaintexts. Besides 
,  and . Then if the ciphered blocks , 

d
NdMM JdJ <−=−

55 )( NM J <
5 NdMM JdJ >+=+

55 )( JE

dJE −  and  are known,  can be determined by the interrelation dJE + JM
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• The eighth variant considers the general case when the raised to power  
values of the related blocks for ciphering are greater than 

PK
N . 
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Let us look at the variant of the attack with two related plaintexts  and 

 and a public key 
JM

)1(1 +=+ JJ MM 3=PK . Let, in addition to that, the inequalities  
and  be true. Then we can write the following interrelations about the 
corresponding ciphertexts  and : 

NM J >
3

NMM JJ >+=+
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JE 1+JE
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Further on, if instead of the actual ciphertexts  and  we use the introduced in 

(22) modified ciphertexts 
JE 1+JE

*
JE  and , then the formula (2) can be written in the following 

way: 
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It can be seen that for the restoration of the plaintext  it is necessary to determine 

the modified ciphertexts 
JM

*
JE  and  first, or the unknown values of Q  and  to be found. 

The only possibility here is to use supposition, beginning with 

*
1+JE G

1=Q . 
Let us consider the following simple example of RSA: 33=N ,  and 3=PK 7=SK . Let 

also  and 4=JM 5)1(1 =+=+ JJ MM . At that, 
 

33.1643133mod43 −===JE  and ,  (24) 33.31252633mod53
1 −===+JE

 
where  and . In this case the offender knows only: , 1=Q 3=G 33=N 3=PK , 

 and . Then, using interrelation (23) (after several suppositions for Q  and 
), we come to the solution we were after, and at that the division leaves no remainder: 

31=JE 261 =+JE
G
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It is evident that the possible number of suppositions for Q  and  will define the 

mean time necessary to find the solution for . On its behalf, this number of 
suppositions will depend on the difference 

G

JM
)( QG − . To determine this difference, from the 

interrelation (21) we get: 
 

)(133 2
1 QGNMMEE JJJJ −−++=Δ=−+  and      (26) 

3
2 /)133()( ==Δ−++=−

PKJJ DNMMQG .       (27) 
 
If we apply interrelation (27) to the discussed above example of RSA, then for the 

difference we get  and the first possible supposition 2)( =−QG 1=Q  and  will lead 
us to the solution we seek. The problem is, however, in the fact that the difference 

3=G
)( QG −  

is not known in advance as it depends on the unknown plaintext . JM
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It can be seen that for greater security against the present eighth variant of the 
cryptoattack with related plaintexts, the difference )( QG −  must be as large as possible, 
which requires blocks  to be close to JM N . In the limiting case  and 

, at which the number of the suppositions for  and  will tend to 
maximum. 

NM J →
NNQG 3)43()( ≅+→− Q G

In conclusion we shall also consider the first presented in this paper variant of 
development of the attack of Franklin-Reiter-Coppersmith for  and 3 related 
plaintexts, but provided that ,  and . In 
this case interrelation (6) can be written in the following way: 
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In this situation, for the receipt of maximum security the difference  must be 

as large as possible. It can be shown that 
)( FG −

 
5

24 /)2205()( ==Δ−++=−
PKJJ DNMMFG ,   where )( 11 −+ −=Δ JJ EE .  (29) 

 
It can be seen that in this case the blocks  must be close to JM N  too. For that 

purpose it is necessary to mix up the small blocks for ciphering  beforehand with 
official blocks of random choice (random padding), which have values close to 

JM
N . In the 

limiting case  and , due to which the number of 
suppositions for  and G  will tend to maximum. The dominating conclusion is that the 
security against such an attack for 

NM J →
33 5)1205()( NNNFG ≅++→−

QF ,
5=PK  is many times higher in comparison with 3=PK . 

If  then NM J → JM≅Δmax  and 
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CONCLUSIONS  
The variants of development of the attack of Franklin-Reiter-Coppersmith represented 

in this paper confirm the conclusions about possible problems with the security of RSA 
with low public exponent. To neutralize these problems, the small blocks  of the 
plaintext can be mixed up in advance with arbitrary blocks (random padding) [2,4,5,9,10 
etc.]. At that, the dimensions of the resulting blocks must be close to 

JM

N , as otherwise the 
presented in this paper fourth, fifth, sixth, and seventh variants of the attack may occur to 
be successful. Regardless of this possibility, however, for greater security of RSA, it is 
advisable to avoid the usage of numbers 3 and 5 for public keys, as larger values of  
guarantee higher security against the eighth variant of development of the attack. 

PK
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