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In cryptography, Derived Unique Key Per Transaction (DUKPT) isakey management schemein
which for every transaction, a unique key is used which is derived from afixed key. Therefore, if a

derived key is compromised, future and past transaction datais still protected since the next or prior
keys cannot be determined easily. [1] DUKPT is specified in ANSI X9.24 part 1.

DUKPT allows the processing of the encryption to be moved away from the devices that hold the shared
secret. The encryption is done with aderived key, which is not re-used after the transaction. DUKPT is
used to encrypt electronic commerce transactions. While it can be used to protect information between
two companies or banks, it istypically used to encrypt PIN information acquired by Point-Of-Sale
(POS) devices.

DUKPT isnot itself an encryption standard; rather it is a standard method for generating matching
cryptographic keys at each end of an encrypted transaction. There is no public key, nor isthere any key
negotiation between the two parties. At no time is the shared secret, or any subsequent key derived from
the shared secret, exposed to possible interception. Only afew bytes of terminal identification, followed
by the cryptogram itself, are transmitted. With each successive mutually and independently derived
unigue key, each party plugs the key into an encryption algorithm and uses the key to encrypt and
decrypt the cryptogram. Once each transaction is complete, the two parties generate a new key derived
from the key just used, and discard the old key. This key is used in the next transaction, and so forth.

The system relies on a base derivation key (BDK), which is the shared secret used to start the chain of
keys. In ahost-client topology, before the client is deployed, the host initializes the client device with a
base derivation key and an initial transaction key (ITK). The client, once deployed, usesthe ITK to
initiate contact with the host. When contact is established, the chain of discarded and recalculated keys
begins.
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The system provides excellent security because even if one transmission is successfully intercepted and
decrypted, no useful information is provided to facilitate decryption of subsequent or previous
transactions. Further, when coupled with strong encryption, the time required to decrypt atransmission
makes man-in-the-middle attacks virtually impossible.

_/> This cryptography-related article is a stub. You can help Wikipedia by expanding it.
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