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Problem Description

Until now, GSM SIM authentication has mostly been used in the authentication process of native
mobile telecommunication services like voice telephony and SMS. Some efforts have been put into
using SIM for authenticating access to Wireless Local Area Networks (WLAN]. However, it should
also be possible to reuse the same authentication mechanism for many other types of distributed
services accessed through the mobile phone. The goals of this master thesis are to analyse,
specify and implement a system which allows SIM authentication towards services that are
accessed through a Web-browser or a standalone application (e.g. a J2ME MIDlet) on a mobile
phone
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Abstract

This Master’s thesis proposes a solution for utilizing the GSM SIM to authenticate users
to distributed services accessed through the mobile terminal. By combining the GSM
SIM authentication mechanisms with the EAP-SIM framework we achieve mutual
authentication between the parties. By combining the fact that the GSM SIM is a tamper
resistant Smart Card, and that users have to present a valid PIN to activate the system,
strong two-factor authentication is achieved fulfilling the highest security level defined
by NIST [2].

The proposed system is secure, easy to use and inexpensive, because most of the
components needed already exist in the GSM network today. Existing strong user
authentication systems for mobile handsets require several devices to be able to offer
secure services. The proposed system only requires one device, namely the mobile
handset which the user is carrying anyway. The only user interaction required is typing
the PIN.

The authors’ major contribution to the proposed system is the Supplicant, residing on the
mobile handset communicating with the SIM through the SATSA-APDU interface. By
running the Supplicant as a local proxy on the mobile handset, it is able to communicate
with all kinds of client applications supporting HTTP, e.g. mobile browsers, J2ME

MIDlets and native applications.

A prototype implementing several of the components in the proposed system has been
developed. Unfortunately, due to several reasons, the prototype cannot be deployed on a
real mobile handset today’s date. We are missing the necessarily certificate required to
get access to the SIM and neither of today’s mobile handsets support all the functionality
needed. However, the prototype has been implemented successfully on a PC running the

Wireless Toolkit from Sun, which simulates the SIM environment.
Based on results from this thesis, the author has written the paper “A Unified

Authentication Solution for Mobile Services”. The paper was accepted and published on
the ERCIM workshop on eMobility in Coimbra, Portugal, on May 2007.
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1 - Introduction

1 Introduction

1.1 Motivation

From a simple device terminating the mobile network, the mobile phone has evolved to
become a quite advanced device capable of hosting applications that are until now run
only on stationary computers. The limitations in terms of processing, storage and battery
life are considerably reduced, and the mobile phone will soon become a mobile computer.
However, there is one major obstacle, which is the current closed architecture of the
mobile terminal. Indeed, the architecture is very much telephony centric, i.e. it is built to
support the traditional telecommunication services like GSM voice, SMS, WAP, etc.
Other applications like browsing, Web services, P2P applications get very little support

and in most cases have to manage by themselves.

Existing (strong) authentication schemes on mobile handsets suffer of serious drawbacks.
Some are completely separated from the SIM and require additional elements such as a
Smart Card, a one-time password generator, etc. The others access the SIM authentication

functions indirectly via SMS.

Telenor has worked with the idea of using the GSM SIM as an authentication token for
new applications for many years. The last contribution was the Master thesis “Using SIM
for strong end-to-end application authentication” written by the former NTNU MSc
students Lars Lunde and Audun Wangensteen, June 2006. They designed and
implemented a solution for a SIM-based authentication system using a regular PC and a

SIM-card reader so that they could communicate with the SIM-card.

A hot topic today is Internet banking on mobile phones. Such services have high safety
requirements and they need strong user authentication. Using the GSM SIM as an

authentication token for such purposes would be very convenient and cost-effective:

= Secure
The GSM SIM is a tamper resistant device that contains strong authentication
mechanisms. Hence we don’t need an extra device for providing two-factor,

mutual user authentication.
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= Easy to use
The targeted group is familiar with using the mobile phone and its features
= Inexpensive

We can reuse most of the existing GSM-network components

1.2 Problem definition

Using the SIM for authentication of other services than GSM specific ones is not trivial.
Detailed knowledge of a lot of technologies and components is required, all the way from
the SIM itself, and towards the Authentication Centre in the GSM network. The project
assignment carried out in the fall 2006 was focusing on technology research, relevant
background material and analysis of the proposed authentication system. In this Master’s
thesis, the proposed system will be specified further and the different components will be
implemented to discover eventually disagreements in the proposed system.

The major problem statement in this thesis has been:

1. Is it possible to use the SIM as a general-purpose authentication token in non-GSM

services accessed directly through a mobile handset with an integrated SIM?

The following sub-statements were defined to guide the work with this project:
a. Is it possible to communicate with the GSM SIM through SATSA?
b. Is it possible to realize a local Supplicant on the mobile handset, which is able

to communicate with both a WWW browser and a stand-alone application?

1.3 Challenges

The real challenge here is to understand the underlying technology and how everything
can be connected together. The technology is complex and it is not trivial to combine the
GSM SIM with other services than GSM specific ones.

The proposed system must adapt to other current applications and there are a lot of

standards to comply with and be prepared to.
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1.4 Related work

1.4.1 Offering SIM Strong Authentication to Internet Services

Telenor is involved in the SIM strong project [6] which aims to extend the use of GSM
SIM authentication to internet Web Services. Telenor, Axalto, Linus and Oslo University
College have implemented a proof-of-concept prototype together in Oslo. The prototype
demonstrates the possibility of implementing innovative service in a heterogeneous
environment using Liberty Alliance Federation Standard. [7].

The prototype is based on internet Web services on a regular PC and it supports both
communicating with the SIM on a mobile phone via Bluetooth and using a SIM card-
equipped dongle, card reader or 2G/3G card. This work is closely related to this

assignment and both my supervisor and professor are involved.

1.4.2 Previous Master's thesis related to SIM authentication

“Using SIM for strong end-to-end application authentication” written by Lars Lunde and
Audun Wangensteen spring 2006. They designed and implemented a prototype of a
generic authentication system (GAS) based on GSM SIM. The GAS included a client
supplicant residing on a PC and a server (authenticator) part, both developed in Java. The

client supplicant communicates with the SIM via the Bluetooth SAP interface.

1.4.3 SIM authentication in WLAN
Gemalto, former Axalto and Gemplus [8], provides a SIM-based WLAN authentication

solution for mutual network-based authentication. Their solution keeps the subscribers
and infrastructure protected for the provision of new high-value Internet-based services.
They provide a SIM card and a USB dongle, which connects the SIM to a PC.

Their solution also supports VPN. They provide a package including software, a SIM
card and a smart card reader. The system is designed to authenticate the WLAN user to
the network operator and to provide secure access to the user's corporate network and
data. Once installed on the PC, it manages the operator/end-user authentication over the
WLAN, and then automatically runs the enterprise VPN authentication. It guarantees the

most secure connection over public hotspots by linking into the GSM infrastructure.

There are several other companies offering similar solutions, but Gemalto is mentioned

here because they have been working with such solutions for many years and they are the
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leading company regarding SIM authentication for WLAN.

Recently some mobile phones have got a build-in EAP-SIM supplicant for use with
WLAN. Nokia 9500 provides such a solution, which can be combined with the 802.1x
framework to achieve strong SIM based authentication in WLAN’s. Because this is quite
emerging technology, there is limited documentation available regarding the usage of
such a build-in EAP-SIM supplicant. But we can imagine that solutions similar to what
Gemalto provides would be even easier to carry out and the users might take advantage of
the WLAN capabilities on the handheld device, without using a PC at all.

1.4.4 Other similar initiatives

As far as the author knows there exists no identical solution to the one proposed in this
assignment. The usage of GSM SIM for authentication is a hot topic today, but the
existing solutions are either product specific or they are based on a regular PC and not a

mobile phone.

If we for one moment move away from the SIM as a basis for the authentication, there
are several other solutions providing strong user authentication for services accessed
through a mobile handset. The major banks in Norway offer today internet banking
through the mobile phone. They use bankID [9] and other PKI solutions requiring a
second device, in addition to the mobile phone, in the authentication procedure. (I.e. an
electronic code calculator or a code card provided by the bank). There are also other
companies offering similar solutions like the Norwegian technology company enCap
[10], which offers secure user authentication for any online services, by using the mobile

phone as a trusted device, in connection with an electronic code calculator.

As we can see there exist several solutions concerning user authentication of services
accessed both through a regular PC and through a mobile phone. The solution closest to
the proposal in this assignment is probably the integrated EAP-SIM supplicant provided

on the Nokia 9500 communicator.
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1.5 Methodology

The methodology used is in accordance to the Unified Process (UP) and the diagrams and
use case models are based on [35], “Applying UML and patterns”.

An important part of the UP methodology is the early mitigation of high risk issues. This
is achieved by frequent iterations. This is why the author has chosen UP as methodology
for this thesis, since the development is extremely dependent of emerging and state-of-the
art technology. When new requirements emerge and the assumptions are changing, an
agile methodology like UP is a necessity for efficient development. The inception phase
is the initial phase, but it does a lot more than just defining a vision and some high level
requirements. Developers have to start looking at all the aspects of the intended system
immediately. UP supports this mentality by the means of the following phases: Inception,
elaboration, construction and transition. For each of these phases there are several
disciplines like business (domain) modeling, requirements, design, implementation and

testing as shown in figure 1 below.

This Master’s thesis is based on the authors project assignment carried out in the autumn
of 2006, which covered most of the inception phase of the proposed authentication
system. In this Master’s thesis the elaboration and construction phase has had most of the
focus, but the inception phase has been revised as well, since the assumptions have

changed during the scientific research.

Phases
Process workflows | Inception | Elaboration|Construction| Transition |
Domain modelling S
Reguirements gathering '
Analysis
Design el e,
Implementation
Test
Deployment i S
Supporting workflows
Configuration management ————ee = T T T
Project management ———— e
Environment ———
v | 132 | e Lo o ] T
Iterations

Figure 1 - Unified Process phases and disciplines
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1.6 Structure of this report

Chapter 1 — Introduction
The introduction contains motivation, problem definition, challenges, related work and
methodology, which form the basis of this Master thesis.

Chapter 2 — Background
This chapter contains the background material required to understand the concept of the

proposed SIM authentication system.

Chapter 3 — Analysis
This chapter introduces the proposed authentication system by identifying the

requirements and the concept, by means of use cases and a domain model.

Chapter 4 — Design
The design phase elaborates the concept further by detailing the components and
interfaces between them. Interaction diagrams and class diagrams are also provided in

this chapter.

Chapter 5 — Realization
This chapter describes the work that has been done to realize the proposed authentication

system.

Chapter 5 — Discussion
This chapter provides an evaluation of the proposed authentication system and the

prototype. Strengths, weaknesses and security are highlighted.

Chapter 6 — Conclusion
The conclusion gives a summary of the achievements of this Master’s thesis. The results
are discussed according to the problem definition, the author evaluates his work and

future work is proposed.
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2 Background

2.1 Authentication terminology

Before we start exploring the GSM SIM authentication schemes, we will discuss some
terms and concepts regarding authentication. The theory behind is quite comprehensive
and authentication often depends on complex cryptographic protocols and algorithms.
Thus we need a clear understanding of the concept, as a foundation for further in-dept
studies of GSM SIM and EAP authentication.

2.1.1 Terms and concepts

Authentication is the process of establishing confidence in the truth of some claim [11].
In the content of information security, authentication is comprised by two different
aspects:
1) Verification of identity - The process of determining whether someone or
something is, in fact, who or what it claims to be.

2) Data integrity - Ensure that no one tampers with the data.

2.1.2 Tokens

A token in this context is something used to identify the claimant’s identity. Since the
claimant usually authenticates to a system or application over a network, the token used
must be protected and held secret. A very important aspect of authentication systems are
the number of factors they are using. There are a lot of different token types available and

everyone can be categorized in one of these factors:

Something you:
- know (password, PIN)
- have (ID card, smart card)
- are (fingerprint, DNA, retina pattern)

An authentication system that adopts all three factors is considered much safer than a

system only adopting one or two. (See section 2.1.4 — authentication levels).
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In addition there exist four kinds of claimant tokens. Each type incorporates one or more

of the authentication factors mentioned above.

2.1.2.1 Password token

The most used authentication token today is the password. The claimant memorizes a
secret password and uses this to authenticate his or her identity. There are several
problems with the password token [6]:

= Users must remember a lot of passwords. The human brain is normally capable of
memorizing about 5 different passwords combined with a username. This leads to
reuse of existing tokens or maybe worse, some people will write them down on a
yellow post-it note and place it beside the screen or below the keyboard.

=  Might be susceptible to dictionary/guessing-attacks

= Phishing, easy to steal passwords from users. Either by asking them directly or by
simulating a well known login site and make sure that the user will enter the login
info there.

=  With insufficient length, it is possible to use brute force attacks to uncover the

passwords

Hence, stand-alone passwords as a means of authentication is not strong enough for

services like e-commerce, online banking and corporate intranet.

2.1.2.2 Hard token
A hard token is a hardware device that contains a protected cryptographic key. The

claimant must prove possession of the token and the token must require a
password/biometric to activate the authentication key. It cannot be able to export
authentication keys and it must be FIPS 140-2 validated [12] according to [2].

2.1.2.3 Soft token
This is a cryptographic key that is stored on disk or some other media. Like the hard

token, authentication is accomplished by proving possession and control of the key and

the key must be protected by a password/biometric only known to the claimant.

2.1.2.4 One-time password device token

This is usually a personal hardware device that generates one-time passwords for use in

authentication, i.e. internet banking. The passwords shall be generated by using an
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approved block cipher or hash algorithm to combine a symmetric key stored on a
personal hardware device with a nonce. The one-time password must have a limited

lifetime, on the order of minutes.

2.1.3 Authentication modes

There are mainly three different authentication modes according to [11]:

Individual authentication:

Verify information that is strongly linked to or that uniquely identifies an individual. (Not
necessary a human being, it could be a computer, or a telephone). This might be an
identifier like a person’s name, e-mail or a more distinct attribute like DNA, biometrics

and so on. This usually happens in to phases:

1. Identification phase where the identifier is selected

2. Authentication phase, where the required level of confidence is established based
on one or more authentication challenges which are tightly attached to the
individual. This kind of authentication is also referred to as “user authentication”

or just “verification”.

Identity authentication

This is quite similar to individual authentication, but it may not be possible to link the
authenticated identity to a specific individual. Email is an example of this type of
authentication. For instance, an email account requires a password, and it may be used for
authentication in a certain level. But many people may have access to this account, thus

we cannot tie this to a specific individual.

Attribute authentication,

This authentication type is not as strict as individual/identity authentication, but it
contains two phases as well:
1. Attribute selection phase (e.g. height, weight, sex)
2. Authentication phase, where the attribute is verified against the target. This
authentication is common in amusement parks and in other situations where

identity doesn’t matter.
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2.1.4 Authentication levels

The term authentication is somewhat become ‘“old fashion”. The new buzzword
nowadays is “electronic authentication” or “e-authentication”, which is the process of
establishing confidence in user identities electronically presented to an information

system. [2].

The level of authentication required is heavily dependent on the situation. If
accountability is involved, individual authentication is necessary and a high level of
assurance is required. In other situations a lower level of assurance is sufficient and

identity authentication may be used.

National Institute of Standards and Technology (NIST) has defined four authentication

levels, as a technical guidance to implement electronic authentication.

Level 1

This is the lowest assurance level and the claimant is not required to proof his or her
identity. It allows a wide range of different authentication mechanisms to be employed
and any of the token methods from level 2, 3 and 4. But it requires that the claimant

prove through a secure authentication that he or she controls the token.

Level 2

This level also supports a wide range of authentication mechanisms included all the token
methods from level 3 and 4 as well as passwords and pin codes. It provides single factor
remote network authentication and in addition to prove that the claimant controls the
token, the claimant has to proof his or her identity as well. Eavesdropper, replay- and

online guessing attacks are prevented at this level.

Level 3
Provides multi-factor remote network authentication and it requires at least two
authentication tokens and a cryptographic strength mechanism to protect the primary
token (a secret key, private key or a one-time password). Three kinds of tokens are
allowed:

- Soft cryptographic tokens

- Hard cryptographic tokens

- One-time-passwords

10
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Level three protects against verifier impersonation and man-in-the-middle attacks, in

addition to all level 2 protections.

Level 4

This is the highest practical level of remote network authentication. It is quite similar to
level 3, but only hard tokens are allowed. This means that the claimant needs a physical
hardware cryptographic module, e.g. a smart card, which is tamper resistant according to
FIPS 140-2 Level 3 [12].

11
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2.1.5 Authentication model

The general model for entity authentication mechanisms is shown in figure 2. In a
client/server context, which is a common way of gaining access to different resources, the
users have to authenticate themselves against the server. This is called one-way

authentication or unilateral authentication. The same applies if A is the claimant and B is

the verifier, and A wants to communicate with B.
The problem is that A in this case doesn’t know TTP

whether B actually is who it claims to be. There

are many examples of “traffic hijacking”. For
example “Man-in-the-middle-attack™, fake GSM

base stations and so on. Adopting mutual A B

A
4

authentication is a way to avoid this. [13]

Figure 2 - Authentication model

If the user can logon to a device he or she has physically access to, it is called implicit
two-way authentication. This is sufficient for most individuals. But sometimes even a
visual inspection isn’t sufficient. It is quite easy to change what’s inside a computer.
However, if the user is authenticating to a server accessed via a remote connection, it may
be located far away from the user and we have to adopt explicit two-ways authentication,
better known as mutual authentication. That is, both parts must either share a secret
common cryptographic key or signature/verification key pairs. When implementing such
mutual authentication mechanisms, we ensure origin authentication and data integrity.
Authentication based on cryptography is secure as long as the originator's key has not

been compromised. [14].

12
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2.1.6 Identity Management (IdM)

There exist a lot of different authentication systems nowadays, and most of them have
moved to the Web to automate business processes. The introduction of IdM systems is
crucial for the future of authentication systems. Human beings are not capable of
remembering unlimited different passwords and the amount of systems requiring user
authentication is increasing. An IdM system involves the creation, access, update and
storage of private user information, along with security services to protect its
confidentiality [48].

The Liberty Alliance project [7] developed an open specification for a secure single sign-
on (SSO) system. The specification is based on SAML [37], which is an XML-based
protocol for exchanging authentication and authorization information on the Internet. The
liberty specification describes a federated network identity, where a group of companies
agree to work together as trusted parties. This implies the user only have to log on to one
system to get access to all of these companies’ Internet services. An Identity Provider
(IdP) will identify and authenticate the user, and manage the identities among the

different systems.

13
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2.2 GSM introduction

GSM (Global System for Mobile Communication) is the second generation of wireless
communication systems, supporting both voice and data communications. It was
developed in the mid 80’s by the GSM consortium and it has grown rapidly since then. In

June 2006 there were 2 billion registered subscribers according to [15].

GSM was developed with security in focus. One of the security goals was to make the
system as secure as the PSTN and also avoid cloning of MS’s. From the operators point
of view the most crucial part is to bill the correct customers, avoid fraud and protect the
services from unauthorized use. The user’s main concerns are privacy and anonymity.
This is achieved through strong user authentication, encryption and the use of temporary

identifiers.

The use of the air-interface as the transmission media causes a number of potential threats
as well, i.e. eavesdropping and monitoring. This is taken care of by introducing

confidentiality and anonymity on the radio path.

Security in GSM is divided in three main areas [16].
= Subscriber identity authentication
= User and signalling data confidentiality

= Subscriber identity confidentiality

We will focus on the subscriber identity authentication service. This is the core of the
GSM security system allowing seamless handover and roaming. The authentication
service enables the fixed network to authenticate the identity of mobile subscribers by a
simple challenge-response protocol. The authentication service also establishes and

manages the encryption keys needed to provide the confidentiality services.

The result of this is that no sensitive data is transmitted over the radio channel. The
unique subscriber identity (IMSI) and the secret, individual authentication key (Ki) are
only used in the initial authentication, in connection with the challenge-response
mechanism. The actual conversation is encrypted using a random, temporary key (Kc).
The IMSI is substituted with a temporary mobile subscriber identifier (TMSI) issued by
the network. The TMSI may be changed once in a while, typically during handovers, for

14
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additional security.

Every GSM network and all mobile equipment must support the GSM authentication
scheme. But the operators have a free hand to implement their own algorithms within the

GSM specifications. This is possible because the authentication is always going through

the HLR, which is dealing with the computation of hashes and ciphers in some matter.

PsTH
ISDN, PSFDN
CSPEN

= E
T N N R E S R EE R A B4 PR FET R LA EA AR

e Base Station Swhsystemm Network Subsystem

Station

Figure 3 - General architecture of a GSM network

We will have a closer look at the security mechanisms in the next chapter, when we have
looked at the general GSM network architecture, which is the foundation of all the

security functions.

2.2.1 GSM network architecture

The GSM network is composed of several functional entities which can be divided into
three main parts, as depicted in figure 3:

- Mobile Station (MS)

- Base Station Subsystem (BSS)

- Network Subsystem (NS)

15
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2.2.1.1 Mobile Station (MS)

The MS is carried by the subscriber and consists of the physical Mobile Equipment (ME)
and the Subscriber Identity Module (SIM). The SIM is independent of the ME, which
means the SIM provides personal mobility. It allows the subscriber to switch between

different mobile equipment and still have access to the subscribed services.

ME
— SIM
= B
series \/
ﬂ L /
- IMSI

- Personal Identification Number (PIN)
- Authentication and encryption algorithms.

- IMEI
Figure 4 - Mobile Equipment (ME) and SIM

Mobile Equipment (ME)

The most common mobile equipment today is the handheld mobile telephone. The main
purpose of the ME is to provide an interface to either a human user, via a microphone,
loudspeaker, display and keyboard, or an interface to some other equipment such as a PC.
Without a valid SIM card, GSM service is not accessible, except for emergency calls,
according to 3GPP Specification 02.03 [17].

The ME is uniquely identified by the International Mobile Equipment Identifier (IMEI).
The IMEI is a 15-digit number which includes information on the origin, model, and
serial number of the device. It is used by the GSM network to identify valid devices and
can hence be used to block stolen devices from accessing the network. The IMEI can be

retrieved on most devices by typing *#06#. It is also printed underneath the battery.

Subscriber identity Module (SIM)
Similar, the SIM is uniquely identified by the International Mobile Subscriber Identity
(IMSI) which is used to identify the subscriber to the system. The SIM also contains

secret subscriber key and other algorithms used for authentication and encryption. We

16



2 - Background

will have a closer look at the MS security functions later on, since it is an important part

of this assignment.

The SIM is originally protected by a Personal Identity Number (PIN), but the subscriber
can disable this feature. The SIM card is tamper resistant, which means no one can edit or

retrieve sensitive information stored in the SIM card [18].
2.2.1.2

2.2.1.3 Base Station Subsystem (BSS)

The Base Station Subsystem (BSS) is the physical equipment used to give radio coverage
to a cell. It also has the equipment needed to communicate with the MS’s. Figure 3 shows
the relationship between the BSS and the rest of the entities in the GSM network. The
BSS is not actually involved in the authentication process, so this part is only covered
briefly. The BSS is composed of two parts: the Base Transceiver Station and the Base
Station Controller. [16]

Base Transceiver Station (BTS)

The BTS contains the equipment for transmitting and receiving of radio signals. It houses
the radio transceivers that define a cell and it handles the radio link protocols with the
MS.

Base Station Controller (BSC)
The BSC manages the radio resources for one or more BTS’s. It is the connection
between the MS and the network subsystem and it handles the radio channel setup,

frequency hopping and handovers.

2.2.1.4 Network Subsystem (NS)

The NS is performing switching functions and manages the communication between
MS’s and the PSTN. The central entity of the NS is the Mobile Switching Centre.

Mobile Switching Centre (MSC)
The MSC is the anchor in the GSM network (shown in figure 3). It holds all the
switching functions needed for MS’s located in an MSC area. It acts like a normal

switching node of a regular PSTN or ISDN, and additionally it provides, in cooperation

17
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with other functional entities, all the functionality needed to handle a mobile subscriber.

This implies registration, authentication, location updating, handovers and roaming.

Home Location Register (HLR)
The HLR is a database containing information of every subscriber that is authorized
against the GSM network. The HLR stores the following administrative information [19]:

- IMSI

. . } Primary keys
- The Mobile Station ISDN Number
- The VLR address (the current location of the MS)

Visitor Location Register (VLR)

The VLR dynamically stores subscriber information when a MS is located in the area.
Together with HLR and MSC, it provides the call routing and the roaming capabilities of
GSM. To simplify the signaling, the VLR is usually implemented together with the MSC.
This means that the geographical area controlled by the MSC corresponds to that
controlled by the VLR.

Authentication Center (AuC)

The AuC is in charge of providing the authentication key used for authorizing the
subscriber access to the GSM network. It is a protected database that stores the secret
subscriber key (Ki) from the subscriber’s SIM card. This is the only entity, except for the
SIM card itself, which have access to this key.

Equipment Identity Register (EIR)

The EIR is a database of blacklisted cell phones. It contains the IMEI of all cell phones
reported stolen. When a stolen handset connects to the network and the network reads the
IMEI, the operator can disable it el