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Abstract

This paper presents a method for development of safety indicators based on system engineering
concepts. The use of system engineering in development of indicators may contribute to ensure that the
process industry can operate their activities without any harmful accidents. Traditional approaches are
either based on probabilistic risk assessment or occupational safety rather than system safety. These
approaches assume accidents as linear chains of events; complex systematic factors and interactions are
not considered. The report of the Baker review panel, after investigation of the BP Texas City refinery
accident that occurred in 2005, suggested that BP had a false sense of safety performance due to giving
more focus on managing personal safety rather than process safety. This paper adopts the approach of
a system-based accident causation model, developed by Nancy Leveson, to identify system specific
leading indicators. Additionally, it compares the developed method with other methods for practical
case applications. The first step of the present method is to establish the safety control structure, then
safety performance indicators are identified. Further work is necessary to investigate to what degree
these STAMP (System-Theoretic Accident Model and Processes) based indicators are
complementary to other safety performance indicators.

1 INTRODUCTION

An indicator is a measurable representation of the aspect of reality. Wreathall (2009) defines safety
indicators as proxy measures for the items carrying importance in underlying models of safety. Safety
indicators can be used to monitor the level of safety in a system to provide the necessary information
for decision-makers about where and how to act (Hale, 2009). In the process industry, it is not easy to
establish the relationship between accidents and process safety. Researchers (Guastello, 1993, Clarke,
2006, Tarrants, 1980, Lehtinen and Wahlstrom, 2002, Mearns et al., 2003) have tried to establish
general relations between safety performance and contributing factors, i.e. the quality of safety
management elements or the adequacy of the safety climate. However, accidents occur due to a
confluence of multiple factors.

Accident investigations (Benner, 1975, CSB, 2007, Mogford, 2005) reveal that accidents could have
been prevented if control actions were properly implemented as many of the problems were known
prior to the accidents. One of the most challenging issues is to recognize the deterioration in safety
performance as early as possible before any accident. Many accidents/incidents have taken place in
process facilities in the past which were concluded to occur due to failure of equipment. This may be
the direct cause but underlying this has often been lack of identification of deterioration of machines or
failure to understand the condition of the asset. Inadequate attention to the safety performance resulted
in cases like the Ciniza oil refinery explosion (CSB, 2005), the Mexico City refinery accident (Lees,
2012), the Balongan LPG Plant accident (Clough, 2009) and BP’s Texas City refinery accident (Baker
et al., 2007). Before the BP Texas City refinery accident, attention was only on the injury rate, but it
was deficient in overall safety culture and in particular the process safety management program
(Mogford, 2005). Several inspections were carried out by OSHA due to fatalities in the refinery. No



priority was given to enforce process safety regulations. According to the accident investigation (Baker
et al., 2007), process safety elements such as mechanical integrity, training, leadership, and
Management of Change (MOC) were deficient despite having excellent personal safety performance.

Nuclear power and chemical process industries use safety modelling techniques (e.g. probabilistic
safety assessments) to identify likely contributors to accidents like failures of protective equipment and
then trend the frequencies and durations for which such equipment is not operational. Some industries
use techniques that involve some kinds of formal performance models and data-based evaluations of
safety performance, e.g., the aviation and defence sectors. However, these are all very limited as sources
of operational management information (Wreathall, 2006). Often, it is assumed that the frequency of
small-scale accidents is an indicator for the probability of a larger one. This will be the case if the small
accidents are part of the same population of accidents as the larger ones (Ale, 2009). If lost time injury
rate (LTI) is considered as an indicator for process safety, the relationship between lost time injury rate
and probability of accidents should be established first. They may not have the same causes and same
accident mechanisms.

Another fact is that occurrence of a disaster by itself does not say anything about the quality of the
installation, of the personnel or of the management (Ale, 2009). To develop process safety indicators,
the process industry uses guidelines based on the concepts of the Swiss Cheese model or the Accident
Pyramid. These guidelines view indicators as independent measures of the safety of a system, but they
do not identify ineffective controls or interdependencies between barriers. Organizational aspects are
covered, but not in a systematic way. They are often based on risk management programs that are either
reactive (lack of forward-looking approach) or fragmented (system-based models are not used)
(Khawaji, 2012).

Although a lot can be gained by using existing methods, there are challenges yet to be solved. For
instance, methods for the development of proactive indicators, such as organizational indicators, still
lack consensus. There is no unique approach concerning terminology and definition of ‘‘performance
indicators,”” ‘‘safety indicators,”” and ‘‘safety performance indicators.” Evaluation of safety
performance indicators is based on threshold values derived from experience. Historical data from
accidents will, in practice, always be out-of-date as a measure of today’s performance. Over a period of
many years, operations, training, technology, regulations and other aspects will change, implying that
historical events may not necessarily be relevant anymore and that new hazards may have been
introduced. The interpretation of these types of data is uncertain, often biased to find simple
explanations and based on overly simple ‘models of safety’ that seek to identify one or two ‘root causes’
of accidents, neglecting the complexity of system (Wreathall, 2006).

Probabilistic safety assessments (PSA) and similar models are static interpretations of how accidents
occur, focusing usually on descriptions of how combinations of hardware faults and operational errors
may cause bad outcomes and neglect the complexity and interactions seen in complex accidents.
Reviews of PSAs, when compared with major accidents, show that they typically fail to identify
underlying organizational processes that override the usual assumptions of independence of failures,
and neglect the complexities of human behaviours usually involved in accidents, often treating humans
as if they were simple machines. (Wreathall, 2006). What are required are data that allow the
organization’s management to know the current state of the safety performance within the organization,
without suffering the problems outlined above.

Presently existing approaches emphasise technical limitations and ignore the role of cultural and
organizational influences. They also emphasise lagging indicators, developed and based on past events,
instead of focusing on leading indicators. A large missing piece is the lack of integration in the control
of safety between technical entities and management/organizational entities. A safety management
system can be fully effective only when it considers the full system, along with its complex interaction
within its subsystems, dynamics, and if interaction with its subsystems is proactive enough to enable
early action (Rasmussen 1997). This paper adopts a system-based model to address system aspects that
enable detection of ineffective control and degradation of the system. It adopts STAMP based
modelling (Leveson, 2004) to develop leading indicators. STAMP provides a better understanding of



the system, helps in identifying better means for developing safety indicators, assists in monitoring a
system’s status and thereby helps to make quicker decisions to prevent accidents from occurring.

The present paper is structured according to a combination of two main tasks. The first task is related
to the development of system-based safety indicators. The second task is to make a comparison between
the present developed method and another established method already used by industry. The first task
starts by searching for the causes of accidents of a system and further searching for causal factors,
including technical, human, and organisational causes by establishing a relationship between a system
and its controllers.

The paper develops system-based process safety indicators for an LNG floating storage platform.
Technical and organizational safety indicators are developed to ensure effective control structure. This
can help plant managers and decision makers in proactive risk management by monitoring contributing
factors in systematic ways in order to prevent accidents before they occur. The proposed method is
compared with the OECD guidance (2003) on safety performance indicators. The article is structured
as follows: the following section gives an overview of previous work on methods for development of
performance indicators. The methodology developed in the present analysis is described in the
“Methodology” Section. The “Application” section presents the case study before the analysis is
discussed in the “Discussion” section. The final section, “Conclusion,” states the conclusions.

2 PREVIOUS RESEARCH ON DEVELOPMENT OF INDICATORS

Work on the development of performance indicators has been driven by two different directions: leading
indicators and lagging indicators. There has been a lot of dispute among safety professionals and
researchers about the definition and use of lagging and leading indicators. The first dispute is on the
definition of the terms. Hopkins (2009) defined leading indicators as ‘‘precursors of harm” as opposed
to lagging indicators that are ‘‘direct measures of this harm”.

The Swiss cheese model describes accidents as a series of failings (holes) in the layers of defences or
barriers. According to this model, leading indicators identify holes in the risk control system, whereas
the lagging indicators reveal the holes in the barriers as a result of an incident. Hollnagel (2017) has
discussed these issues from the system engineering perspective. According to his theory, leading
indicators can be created based on the sense of perturbations in the parts of the system where
fluctuations may be observed to see how stable the system is. In contrast, lagging indicators generally
provide evidence of an effective safety system by observing whether any anticipated consequences of
changes have been observed.

An accident is characterised by the loss of control of energies. Process accidents involve loss of
containment of hazardous media in a process plant. In major accidents, a large amount of energy is
released causing multiple fatalities, and/or substantial environmental and material damage. It will not
be possible to develop leading safety performance measures unless the relationships between losses,
types of energy involved, and precursors are well enough understood (Kjellén, 2009).

According to Erikson (2009), lagging performance indicators are focusing on the output and are indeed
providing the best measure of how well the management system is performing. The leading
performance indicators are focusing on the input and tells us how to achieve the main objective and
how to improve it. In this sense, there is a fundamental difference between leading and lagging
indicators, and both are needed to determine how well process safety is managed in the organization. A
specific indicator could be lagging in relation to one objective, while leading in relation to another.
“Failure at testing” is lagging in relation to the performance of the individual barriers, while leading in
relation to the performance of the overall process safety management system.

According to Hopkins (2009), lagging indicators are not very useful as pre-warnings or early warnings.
For early warnings, one needs to look further back in the causal chain at the underlying causes and the
condition of the factors that lead to accidents. These causes or conditions are termed as proactive, or
indirect leading indicators. Hopkins argues that in the area of process safety, this distinction has no clear



meaning and that it is of relatively little value. He bases his argument on the fact that the bowtie model
does not provide a good basis for the distinction between lead and lag. According to Vinnem et al.
(2006), leading indicators are clearly preferred over lagging indicators. There is more motivation in
reporting performance of preventive measures, compared to performance in occurrence of near-misses.
If the data collection scheme is limited, the number of faults recorded will be insufficient to make a
reliable decision. In that case, leading indicators are to be preferred over lagging indicators.

(HSE, 2006) emphasize the importance of utilizing both leading and lagging indicators and use the term
‘dual assurance’. According to Grote (2009) and Kjellén (2009), the starting point could be to establish
the purpose of indicators, describing the functions that they may have. Several authors do not distinguish
between leading and lagging anymore. Because of this ambiguity a more general terminology is used,
like key indicator, safety performance indicator, or key performance indicators (Saqib and Siddiqi,
2008, Grote, 2009, Mearns, 2009, Jien et al., 2011).

Often in literature, a distinction is made between risk indicator and safety indicator. In risk-based
indicator models all risk influencing factors (RIFs) are included in a risk model, so it is possible to
determine the effect on risk for a change in the indicator value of a given RIF. When it is termed as
safety indicators, we do not have such a risk model. The indicators and the corresponding factors are
then often selected, based on either an assumed effect on safety, or through correlation (dien et al 2011).
In this paper, the literature review is based on the nuclear industry and the process industry.

2.1 DEVELOPMENT OF INDICATORS IN NUCLEAR INDUSTRY

The nuclear power industry has been a key driver in the development of major hazard indicators. Two
important directions were physical equipment performance safety and operational performance safety.

World Association of Nuclear Operators (WANO) was formed after the Chernobyl accident in 1986.
Worldwide standardization of performance indicators was seen by WANO as one of the important aims.
In 1990, WANO established a set of 10 performance indicators in the areas of nuclear power plant
safety, reliability, efficiency, and personnel safety (Holmberg et al., 1994). Still, concerns have been
raised regarding the extent of safety emphasis in the WANO indicator set. A practical problem for the
operators is to sort out the most important information from the large flow that comes in every day.
Improved learning from experience can be achieved by using more power plant specific safety
indicators. Thus, further development and implementation of more detailed and plant specific indicators
(for surveying safety critical activities and uncovering deviations in the power plant) were considered
useful among nuclear plant operators as well as regulators (IAEA, 1991).

The WANO indicators may be classified as direct indicators; that is, outcome indicators that utilize
different types of experience data. Whereas work has continued in developing direct indicators,
emphasis has also been put into the development of indicators that can give early warnings. These early
warning types of indicators are classified as indirect indicators, which can measure the performance of
the functional units within an organization, such as operation, maintenance, training, and engineering
support (Holmberg et al., 1994)..

In the Nordic project (described by Laakso et al. (1994)), the barriers in the defence-in-depth strategy
along with the risk analysis were identified as a reasonable framework for identification and structuring
of the safety performance areas. Barriers are physical or nonphysical systems which prevents energy
from getting out of control, thereby reducing risk to assets and human beings. They should uphold the
integrity for a defined time and energy limit. The performance areas defined, based on the defence-in-
depth strategy, were: Safety management (Level 1 safety barrier), Control of operation (Level 2 safety
barrier), Safety functions (Level 3 safety barrier), Physical barriers (Physical barriers 1-4). Indicators
can be used to evaluate safety by assessing the performance level, and by evaluating the performance
trend. Vattenfall developed operator specific safety indicators in continuation of the Nordic project.
Holmberg et al. (1998) developed and tested risk-based PSA indicators. The indicators were used for



risk follow-up of events and unavailability of safety related systems. The main aim was to classify the
safety significance of events, and not to use the indicators as a tool for “"continuous™ risk control.

The development of the IAEA framework (2000) for indicators began with the consideration of the
concept of nuclear power plant safety performance. The framework was structured on two levels. The
top level was operational safety performance and the 2nd level was operational safety attributes from
which a set of operational safety performance indicators could be developed. To define the key
attributes, three important aspects were addressed — nuclear power plant normal operation, emergency
operation and the attitude towards personal safety. Below each attribute, overall indicators were
established. Associated with each overall indicator was a level of strategic indicators, intended to
provide a bridge from overall to specific indicators. Finally, each strategic indicator was supported by
a set of specific indicators, which represent quantifiable measures of performance (Gémez-Cobo, 2002).
In this framework, only the specific indicators are measurable quantities and higher-level indicators
cannot be measured in terms of physical quantities. Higher-level indicators basically provide qualitative
assessment.

2.2 DEVELOPMENT OF INDICATORS IN THE PROCESS INDUSTRY

In the process industry, development of indicators were driven by various accident models. Accident
models try to explain why accidents happen and affect the development and use of risk assessment
methods. They focus on different aspects and may reveal different causes of accidents. Accident
investigations may provide useful input to development of safety indicators. In the nuclear and non-
nuclear process industry, development of indicators can be viewed mainly with three main accident
perspectives, which are Energy barrier perspecive, Resilience engineering perspective and System
dynamic model.

2.2.1  Energy barrier perspective

Gibson (1961) introduced the Energy Model, saying that the easier way to classify the accidents is
according to the physical energy form involved. Haddon (1970) did further work for accident
prevention. The basic idea is that accidents occur when targets are affected by harmful energy in absence
of effective barriers between the energy source and the object. Reason’s (1997) Swiss cheese model is
also based on the energy barrier perspective. Accidents occur due to holes in the barriers and safeguards.
In an ideal world, all defensive layers should be intact allowing no penetration to happen. However, in
the real world defences may deteriorate over time (such as the corroded sprinklers on Piper Alpha).
Modification or redesign may weaken or eliminate defences. Defences can be removed during
calibration, maintenance and testing or as a result of errors and violations.

In 1994, the NPD initiated a pilot project (Nielsen et al., 1996, @ien et al., 1997, @ien et al., 1998) with
the purpose to develop a set of indicators that could be used to measure changes in risk level during the
operation of petroleum platforms. Quantitative risk analysis (QRA) was used to identify risk indicators
giving the most significant contribution to the total risk. The pilot project was followed by another
project where a set of risk indicators was developed for a specific installation (dien and Sklet, 1999).

Qien’s (2001b) developed a risk-based method with the intention to cover the total risk picture. The
model was based on the hypothesis that risk control can be achieved through control of changes in the
risk influencing factors (RIFs) and most of the essential technical RIFs are included in the risk model
in the QRA. The model did not cover "non-technical risk indicators (human and organisational factors),
but @ien (2001a) developed organizational risk indicators based on an organisational risk influence
model (ORIM) resembling previous organizational factor frameworks (Davoudian et al., 1994a,
Davoudian et al., 1994b, Embrey, 1992, Murphy and Paté-Cornell, 1996, Papazoglou and Aneziris,
1999).



Haugom and Friis-Hansen (2011) used a Bayesian network to model risk in a hydrogen refuelling
station. Gerbec and Konti¢ (2017) also used a Bayesian belief network to establish process safety related
key performance indicators. Their case study deals with ship tanker unloading of methanol at a liquid
cargo terminal. Zhao et al. (2015) also used the Bayesian network modelling to analyse risk on LNG
carrier anchoring system.

OECD started in 2003 to give guidance to the process industry at large through the Chemical Accidents
Programme. The OECD guidelines methodology (2003) start by identifying critical potential hazards
in various areas of concern that are most critical to control risk. Indicators are developed based on
potential failures in the areas of concerns, or where there are ineffective barriers. The main new
contributions of this guideline were differentiating outcome indicators (lagging) from activities
indicators (leading) along with additional details on their development.

The development of the barrier-based indicators in the risk level project (RNNP) has been discussed
thoroughly by Vinnem et al. (2006). The approach is based on recording occurrence of near misses and
relevant incidents, performance of barriers and results from risk assessments. Indicators have been
developed for each risk associated with major hazards on the installations and for performance of
barriers that are installed to protect against these hazards. Khan et al. (2010) presented a risk-based
approach where they used a risk metric to classify process safety. A hierarchical risk aggregation
approach was used to aggregate indictors. Safety performance indicators (SPI) are developed
considering UK HSE guidelines (2006) on the development of process safety indicators. The risk factor
for three integrity categories: operation, mechanical, and personnel are aggregated using the weighted
average approach. Three elements were monitored through a set of parameters and sub parameters
characterized in two groups: leading and lagging indicators.

Haugen et al. (2012) developed a method to identify indicators not only related to operations and
technical systems directly, but also to planning processes and other preconditions. The method uses a
risk model to identify factors that influence the probability of a specific event. Risk influence modelling
has been applied. For each factor, indicators that can measure the status of the factors are identified.

Sharp et al. (2008) developed key performance indicators for offshore structure integrity based on
barrier analysis. Performance indicators were developed to monitor those barriers with quantifiable
measures. @ien (2008) explores the possibility of developing early warning indicators based on incident
investigation. The incidents are analysed using influence diagrams, from which seven general barriers
against hydrocarbon leaks have been identified. For each barrier, both checkpoints and indicators have
been developed, which provide information about the status of barriers and the early warning of
potential spills.

The UK HSE guidance (2006) describes a method based on the Swiss Cheese model. A key addition
of this guidance was the introduction of the “dual assurance” concept requiring both leading and lagging
indicators. Leading indicators are developed based on barrier failures that are discovered during
reviews, while lagging indicators are developed based on failures that are discovered after an incident
or near-miss has occurred.

Thieme and Utne (2017) used both dual assurance method and resilience based early warning indicators
(REWI) method to develop safety indicators of autonomous marine system. They showed in their paper
that these two methods are complementary and how two methods can be integrated and applied jointly.
If applied separately would overlook important safety aspects. If combined, gives complete coverage
of safety aspects. Developing Sl is most efficient if implemented during design stage and can be refined
based on operational experience. Implementation during operational phase is challenging concerning
collection due to necessary interfaces. For AUV, developed five outcome and 11 early warning
indicators. Developed indicators cover direct safety function e.g. alarm and broader safety function e.g.
maintenance. Relationship between safety and Sis is inferred.



System dynamic model
In systemic models the whole system is looked at as one entity, not as being made up by several
components. System based indicators are based on identified system risks.

2.2.2  Resilience engineering perspective

Resilience Engineering is not about assessing accident risks, but assessing the organization’s ability to
be resilient (succeed) in the face of expected and unexpected vents. @ien et al. (2010) describes a
method for the development of early warning indicators based on resilience and resilience engineering
(REWI). The method is based on a method developed by the U.S. Electric Power Research Institute
(EPRI) known as Leading Indicators of Organizational Health (LIOH) (EPRI, 2000, EPRI, 2001).
REWI consists of three main parts. The first part is a set of contributing success factors being attributes
of resilience, the second part is general issues to ensure that the goal of each contributing success factors
is fulfilled, and the third part is the indicators established for each general issue. Indicators established
by other approaches can be included in the final selection of indicators.

According to Paltrinieri et al. (2012), the dual assurance method (HSE, 2006) strictly depends on the
results from the HAZID process. A lack or flaw in the HAZID process would affect all the subsequent
analyses, and an unrecognized scenario would not be properly tackled by indicators. On the other hand,
REWI is not dependent on the specific HAZID outcome. It is complementary to the result of HAZID
and supports risk appraisal through a parallel and comprehensive action of organizational improvement.

A contribution from the resilience theory is Reiman and Pietikdinen (2011), which classify safety
performance indicators into three groups, depending on their purpose. These are lag indicators,
measuring the outcome of an activity, and two kinds of lead indicators: indicators for driving and for
monitoring. The authors also proposed a wide range of indicators within three categories. These
indicators have also served as inspiration for the selection of indicators in this paper, but many of these
are general in character and difficult to measure on a regular basis.

223 STAMP

The STAMP accident model, proposed by Leveson (2004), is based on system theory, which is based
on non-linear events and dynamics as well as feedback or feed-forward control. The method adopted in
the present paper is based on STAMP model. Detail procedure of the method is described in the
following section.

3 METHODOLOGY

In STAMP, safety is an emergent system property and safety should be treated as a control problem for
complex systems. Risk management efforts should not only focus on addressing previous accidents,
because different interactions of the system and social aspects may result in unforeseen inadequate
control. STAMP includes a new hazard analysis method called STPA (System Theoretic Process
Analysis), which is built on STAMP as a theoretical foundation. STPA can be used to identify safety
constraints that can form the basis for a leading indicator program.

In STAMP, accidents are caused by unwanted interactions among system components that violate
system safety constraints. An example of safety constraints is that a highly reactive chemical must be
stored below a maximum temperature. The constraint must be enforced in the operating process and
contingency action must be taken if the constraints are somehow violated. STAMP views process or
system safety as a control problem. Accidents occur when system components (physical and social) are
not adequately controlled. The controls may be managerial, organizational, physical, operational, or
manufacturing. Major accidents occur due to not only component failure or human error, but also from
inadequate enforcement of safety constraints on design, construction or operation of the entire socio-
technical system (Leveson, 2015).



To monitor the performance of the system, analysis should ensure the identification of factors resulting
in potential flaws, both at system level and component level. Development of safety performance
indicators can be performed by following the below steps:

1. Description of system boundaries and the control structure of the system

2. ldentification of system level hazards, accidents and safety constraint

3. Identification of required control actions to keep the system safe

4. ldentification of the low-level contribution factors or scenarios that results in hazardous
situations

Determination of corrective actions to rectify the hazardous causes

Identification of safety performance indicators

7. Development of performance monitoring program

o o

3.1 DESCRIPTION OF SYSTEM BOUNDARIES AND CONTROL STRUCTURE

The first step in STPA is to conceptualize the system as a control system and define the boundary of
system. The control structure should be created using the system requirements and hazards. Each
controller is assigned responsibilities involving avoidance of hazards.

The safety control structure of STPA provides an in-depth means for identifying potentially hazardous
control actions by identifying system behaviors and interactions. This model of system behaviors
defines feedback mechanisms between different responsible entities in the system. It identifies the paths
for inadequate control of the system that can lead to a hazardous state. The system can consist of various
controllers, actuator systems and disturbance processes (e.g. wind, waves, current). The control
hierarchy diagram provides the means to visualize the interactions between controller, actuator and
actual process.

The controllers provide control actions to keep the system under controlled situation. Feedback may be
physical, e.g. physical sensors which provide information to low level or high-level controllers about
the state of the system at that point of time. Controllers give commands to an actuator to take necessary
action. A controller can be an automated logic controller or human (e.g. control room operator). An
actuator can be physical e.g. pressure relief valve which gets opened when the controller gives a
command to reduce pressure, getting feedback from the pressure sensor that pressure is too high in the
system. A human actuator may work also, e.g. the local operator may reduce the pressure manually.
Control can be provided not only by engineered systems and direct management intervention, but also
indirectly by policies, procedures and other aspects of the organizational culture. The actuation system
is composed of pumps, non-safety valves, thermal relief valves, emergency relief couplings, and
emergency shut down valves.

3.2 IDENTIFICATION OF SYSTEM LEVEL HAZARDS, ACCIDENTS AND SAFETY CONSTRAINTS

The first step of STPA is to identify the unsafe control actions that can lead to hazards.

In STPA, a hazard is a system state or set of conditions that, together with a set of worst-case operational
and/or environmental conditions, will lead to an accident (loss event). An intermediate accidental event
is an event in a sequence of events that upsets normal operations of the system and may lead to an
unwanted accidental event or accident. If it is not controlled, it will lead to an accident. An intermediate
accidental event is ‘leak in the system’, which if not controlled may lead to fire if ignited or explosion.
Hazard are high temperature or pressure or other undesired situations in the system from which a leak
may occur.

Safety constraints are those criteria that must be enforced on the behavior of the system to ensure safety.
If hazards are not controlled, they may lead to accidents. The controller can be an operator or logic
controller which can control the hazard preventing an accidental event or accident from occurring. For
example, high pressure or high temperature can be reduced by operator or logic controller by opening



a thermal relief valve. Here, the safety constraint is the condition that a process should not exceed a
predefined limit of temperature or pressure to keep the system safe.

3.3 IDENTIFICATION OF REQUIRED CONTROL ACTION TO KEEP THE SYSTEM SAFE

Accidents in complex system evolve from unsafe or inadequate control actions by automatic or human
controllers. Unsafe control actions can be provided due to incorrect or missing feedback or due to
miscommunication between multiple controllers.

There can be four types of hazardous unsafe control:

1. An action required for safety is not provided, e.g., the operator does not close the intake valve
when the storage tank is full.

2. Anunsafe control action is provided, e.g., the operator opens the intake valve when the storage
tank is full.

3. A potentially safe control action is provided too early or too late, e.g., thermal relief valve is
opened too late after detection of high temperature.

4. A control action required for safety is stopped too soon or applied too long, e.g., thermal relief
valve is closed too soon before temperature is reduced to a safe level.

3.4 IDENTIFICATION OF LOW-LEVEL CONTRIBUTION FACTORS OR SCENARIOS

After the potentially unsafe control actions are identified, the next step in STPA determines how these
unsafe control actions could occur or how the hazardous scenarios can evolve that can lead to a
hazardous system state or accident. This step identifies the scenarios, where safe control is provided
but the control actions are not executed correctly, perhaps because of a component failure in the
controlled process. Determination of corrective actions to rectify the hazardous causes

The goal of the analysis is to identify hazards and then either to eliminate or to prevent them. If they
cannot be prevented, then they need to be mitigated. This goal can be achieved by identifying the
constraints underlying the hazardous scenarios identified by hazard analysis. The process for identifying
required goals also gets important input from system hazard analysis and accidents.

The design of the safety control structure should enforce this constraint by allocating appropriate
responsibilities for enforcing this requirement (safety constraint) and the feedback loops necessary to
enforce it successfully. As an example, the chief engineer is responsible for technical standards and
system safety requirements and for all changes, variances, and waivers to the requirements. The control
actions on behalf of the chief engineer are:

e To develop, monitor, and maintain technical standards and policy

e To establish the technical requirements and to ensure that they are enforced and implemented
in the projects

e To ensure the design is compliant with the requirements

Conditions meeting the above-mentioned requirements can provide important information if included
in the leading indicator program. When the chief engineer cannot perform all the duties alone, he has
the responsibility to ensure that the job is done by other responsible persons in the plant. To check the
required control actions, responsibilities of all responsible entities should be carefully considered.
Coordination risks arise when multiple people or groups control the same process. The types of unsafe
interactions that may result include: (1) both controllers assume that the other is performing the control
responsibilities and, as a result, nobody does or (2) controllers provide conflicting control actions that
have unintended side effects. When similar responsibilities related to the same system requirements are
assigned to multiple controllers, then the constraints that the control structure designers made about
how the actions would be coordinated need to be recorded and used in the leading indicator program.



Important constraint may arise from safety culture. Cultural values and assumptions affect the
establishment of the safety management system. Hard and fast rules may not work in all environments
or may work in special cases, or may affect working environment, increase fatigue of a worker, and
thereby may increase human error. These issues should be considered when determining safety
constraints.

3.5 IDENTIFICATION OF THE SAFETY PERFORMANCE INDICATORS

In previous steps, hazards are translated into safety constraints. In the present step, possible safety
indicators are identified from safety constraints. One or several indicators can be developed for each
constraint. During the development of indicators, focus should be given on the properties of the system
(e.g. dangerous substances, failures in the organizational structure). Focus should also be on hazards
in the task that are carried out, like mechanical or electrical work.

Indicators should be developed based on the following topics of interest:

e Operability: How the organization will be able to keep the equipment or system in a safe and
reliable functioning condition, according to pre-defined operational requirements.

e Design and engineering: Methodical constraints which should be included in designing
functional products and processes.

e Training and competence: Training and competence necessary to develop among organization
to operate the system smoothly

e Human resource management: Strategic approach to effective management of workers of
organization so that they contribute to achieve overall goal in terms of safety. It is important
that indicators detect problems at the facility level, not only on this system, so additional
indicators are needed. For example, requirements for audit and procurement are important
safety factors for process industry.

3.6 DEVELOPMENT OF PERFORMANCE MONITORING PROGRAM

Primary identification of indicators may result in a long list. Continuous monitoring of a large number
of indicators is time and cost consuming. The final step therefore includes screening of indicators,
setting the unit and target values for indicators and identifying the responsible entity.

The indicators must be updated at regular intervals, but the frequency of update depends on the type of
operation and the indicator. For some systems, barriers need to be checked as frequently as every day.
Indicators related to these barriers should be updated weekly or bi-weekly to identify any negative
development. On the other hand, some indicators can be checked far less frequent, e.g. periodic
maintenance of check valves.

4 CASE STUDY

4.1 DESCRIPTION OF SYSTEM BOUNDARIES AND CONTROL STRUCTURE

Main component of LNG ship to ship transfer process is pump. Other components include control
valves, hoses, pipelines. Valves are used to control the nature of flow e.g. pressure, temperature,

flowrate. Emergency relief valves or couplings can stop the operation or discoonetion the pipes to
abort the operation in case of emergency.



A simplified process flow diagram is shown in Figure 1. Top filling of the receiving tank is commonly
used to reduce the pressure in the tank. To start the transfer from tank 1 to tank 2, valves V3, V4, V7,
V8, V11, V12 and V15 should be opened.

Figure 2 shows the high-level safety control structure of the STS transfer operation, where several
agencies (LNG carrier authority, floating storage and regasification plant authority, and terminal
authority) are involved in safety oversight of the operation. Each component in the control structure can
control the behaviour of some lower level components in the structure. The present system has three
types of controllers which are logic controller, control room operator and site operator. Controllers
conduct the operation maintaining safe operational limit by providing appropriate command to actuator
system. The actuation system of the present system are pumps, non-safety valves, thermal relief valves,
emergency relief coupling, emergency shut down valve (Fig.1).

4.2 |DENTIFICATION OF SYSTEM LEVEL HAZARDS, ACCIDENTS AND SAFETY CONSTRAINTS

the main goal of any safety analysis is to keep the system safe avoiding any undesired accident or
accidental event. If operation is not performed maintain safe operational boundary, accident may
occur. Safety constraints define the requirements or goal which all entities of system should maintain.
They may include operational constraint like operational should be carried out within defined limit of
pressure, temperature or flow. Safety constraint may also include actions to protect the system from
external disturbances or actions to reduce the consequence of accidental event or accident. For the
present system, one accidental event is Leak in system. Leak may occu from high pressure, high
temperature, high flowrate or external disturbance e.g. high wind, high wave. Moreover, if leak is not
controlled, it may lead to fire if ignited. One safety constraint is therefore, ‘pressure should be within
predefined limit during operation’. Other safety constraints are e.g. ‘take protective measure to keep
the system safe from high wind’, ‘take ignition prevention measure if leak occurs’ or ‘mitigate fire as
soon as possible in case of fire’.

4.3 IDENTIFICATION OF REQUIRED CONTROL ACTIONS TO KEEP THE SYSTEM SAFE

Hazardous control actions are identified (Table A.3) by considering each generic mode of unsafe control
action. . In this case, one hazard is high pressure in the pipe system which can be reduced by activating
a pressure relief valve. The control action here is “Activate Pressure Relief Valve (PRV)”. This can be
done by a logic controller, a control room operator or site operator after getting feedback from pressure
sensor. Logic controllers can automatically activate PRV when pressure is high. Control room operator
can also take action if logic controller cannot take action on time or may notify site operator to activate
the valve manually. To execute these processes safety, functionality of sensors, valves, logic controller,
availability of electricity, availability of site operators are necessary.

4.4 |IDENTIFICATION OF LOW-LEVEL CONTRIBUTING FACTORS OR SCENARIOS

This step is performed to determine how low-level hazard can be eliminated or prevented. Scenarios
and causal factors are identified to why and how hazardous control actions can occur (Table A.3). After
identifying the low-level causal scenarios, all possible mitigating actions to reduce or mitigate the
hazard are identified. For example, to ensure that pressure and temperature does not exceed a defined
limit in the system, it is important that they work properly. This can be ensured by designing all valves
and sensors to comply with industry design standards and codes and by maintaining them properly.



4.5 |DENTIFICATION OF SAFETY PERFORMANCE INDICATORS

Indicators are identified based on previously developed safety constraint. Further, threshold values need
to be defined for each indicator. Depending on the nature of the indicator (whether it is a “positive” or
a “negative” indicator), the target may be either to exceed or go below the threshold. Indicators may
also have to be seen together. An example may be the two indicators “hours of safety training per person
per year” and “average percentage of right answers in the test”. If the target is reached for “hours of
training”, but the “average percentage of right answers in the tests” is below target, it may be argued
that the plant should increase quality of training rather than increase number of hours.

4.6 DEVELOPMENT OF PERFORMANCE MONITORING PROGRAM

The resulting list contained 56 indicators (Table A.3), which is a high number considering the limited
system. Most of the indicators do not require continual assessment. Indicators which do not need
continuous reviewing (e.g. % of periodically verified OSH requirement applied to purchase
specifications of machinery, equipment, etc.; no of maintenance check of emergency equipment
periodically, % of indicators subject to periodic review and update) are screened out. After screening
of established indicators, a shortlist of 14 indicators (Table 1) was chosen as important for continual
assessment. One important task of development of monitoring a program is to choose the target value
of an indicator. Facilities can set their own value based on practicality, target risk level, additional cost
to reach the target, authority requirement and vice versa. An example of target value is for example,
in the oil-gas industry SIL 2 rating of safety critical equipment is acceptable. SIL 1 is not acceptable,
working hours should not exceed 1800 hours per year, 40 hours per week for onshore.

One indicator is adequacy of documentation. “Adequacy” needs to be specified and defined in such a
way that it can be measured. Examples can be the proportion that is in in written form, accessibility
by operators and managers and readability. Another indicator is adequacy of training. This can be
specified for example by whether the training covers all or specific aspect, % of employees
participating the training and % passing the test after doing the course. When the targets are reached,
the operator might define more ambitious targets.

The review of safety performance should be a process of continuous improvement. Indicators are
intended as a tool for regular (e.g. monthly) review of the condition. This does not mean that
performance indicators are a replacement for an audit system. Rather, it is a complimentary activity of
more frequent reviewing that enables faster detection of weaknesses and subsequent intervention. The
present methodology may be used for development of indicators for all these purposes. Indicators may
also be developed and used at all levels in an organisation, such as top management, business area,
facility or specific activity. However, the same indicators are not necessarily useful at all levels. Thus,
the indicators need to be meaningful at the level where they primarily are being aimed. If indicators are
developed for use by operational management, the indicators must be relevant for that level, even if this
does not necessarily mean that they are useful and relevant for higher levels in the organisation.



Table 1: Summary of indicators developed by STAMP method

Topic Indicators
. 1 | Level of reliability of all safety critical equipment including valves and sensors
Mechanical
Integrity 2 % of shutdown/isolation systems that functioned to the desired performance
standard when tested
Documentation 3 Adequacy of documentation on emergency response action, accident investigation,
and procedure OSH policies
2 4 | % of documented history data on equipment and maintenance actions plan
5 Adequacy of documentation on management of change, organizational changes,
change of procedure or equipment including authorisation check, post change check
6 Level of competency of personnel for corrosion check, debris check, emergency
3 Human resource preparedness, OHS related duties, product transfer, auditing
management
7 | No of working hours per day or month or year
Inspection, . - e
' Level of inspection in a year on safety critical instruments, emergency response
maintenanceand | 8 | Di i
A audit system, vessel, pipe wa

9 | No of corrective and preventive actions initiated and carried out as a result of audit

Level of detail of risk analysis (no of incidents identified, no of incidents not

Risk assessment | 10 identified, no of unacceptable risk issues)

5 11 | % of risk reduction actions achieved
No of corrective and preventive actions carried out as a result of root cause analysis
12 ; . >
of work-related accident, diseases and incidents
- Level of training on emergency rescue action, product transfer, root cause analysis,
Training and ; - . .
6 13 | operational procedure, parameter, automation, corrosion check, prevention, product
competence . .
quality check, change of procedure, auditing
Work permit Level of documentation on work permit issues where the time period for
7 14 . . g - . .
system completing the task is specified including hazards, risks and control measures

5 DEVELOPMENT OF OECD AND CCPS INDICATORS

To do a comparative analysis between STAMP based performance indicators and a traditional method
used in industry, indicators are also developed by the method described in the OECD guideline and
CCPS guideline (presented in Table A.4 to Table A.7). In this paper, outcome and activities indicators
are developed for the plant according to OECD guidelines. It is assumed there is a safety management
system available in the plant. 100 outcome indicators are developed to check whether the plant has
achieved the desired result in establishing a proper safety management system. If these indicators show
poor results, a related activities indicator should be evaluated to ensure that the issue is focused
appropriately. 38 activities indicators are developed for the present case. CCPS lagging and leading



indicators have also been developed. A total of 17 lagging and 14 leading indicators have been
developed relevant to the STS operation.

6 DISCUSSION

In this paper, we have defined safety indicators based on a system engineering approach. LNG ship to
ship transfer is chosen as the case study, but detailed process parameters are not specified. For the
purpose of illustrating the method, this is considered to be adequate. Developed indicators, considered
aspects of system design, can measure safety at the conceptual design. STPA can be started in early
concept analysis to assist in identifying safety requirements and constraints. The method can cover
possible causal scenarios of accidents including accident prevention design technique, redundancy,
barriers, human intervention, use of operational procedures, checklists and training in the analysis.
Scenarios can be used to create additional requirements including mitigation or new design decisions.

The developed indicators can be regarded as a mix of leading and lagging indicators. Indicators are
leading in the sense that we are giving importance to proactive action before any occurrence of
accidents, for example, no of inspection and maintenance checks of shutdown system and no of existing
procedures with correct scope and enough detail. Some indicators are also developed based on previous
operational records to check any missing barriers in operational procedures or systems. This can be seen
as lagging indicators, for example, no of reported flaws in the automated system and no of reported
incorrect parameters by operators.

Development of indicators from safety constraints is quite challenging. For example, one constraint is
that an operator should be aware of the correct operational procedures. What are the control actions to
measure that an operator is aware of correct procedure and can implement them incorrectly? It can be
training programs to operators, internal quiz or test to check competency of the operator, and correct
documentation which the operator will be able to follow. However, we may still ask if this is sufficient.

Monitoring of indicators established by present method is quite simple, however may become highly
human resource intensive.

Indicators based on STAMP are plant-specific while the OECD guidance have predefined sets of
indicators. It gives quite an extensive set of indicators, especially in the area of hazard management and
personnel safety management. The STAMP-based method focus mainly on operational indicators
because it has a clear link to accidental events we want to avoid. All relevant organizational issues can
be identified from the causal chain of an accidental event. However, in the case study, the problem is
that the system is relatively limited and does not include the whole organization required to operate it.
Another benefit of STAMP is that is can be easily modified or revised for any change of plant or system
component. For any type of change we need to find the associated hazards, safety constraints and
controller actions and performance indicators can be developed accordingly.

If comparison is made with Bayesian belief network, method of developing KPI using Bayesian belief
network (Gerbec and Konti¢, 2017) requires consideration of direct failures, as well as of factors
affecting the events and probabilities and relationship with meaningful safety indicators. Benefit of
using BBN model is that level of risk can be quantified. Level of risk reduction, by implementing
technological and organizational means, can be quantified also from which management can be
benefited.

CCPS lagging indicators considers tier 1 process safety incidents with high consequences and tier 2
process safety events with lesser consequences. CCPS defines industry process safety metrics, so it is
easier to make a comparison of incidents in different years and how the plant is running in terms of
safety. CCPS leading indicators gives focus to mechanical integrity, action items follow up, process
safety training, operating and maintenance procedure and fatigue risk management. Safety management
systems developed from CCPS safety indicators will give a total overview of the plant with low effort
and cost compared to OECD and STAMP indicators. To consider early warning signs, tier 2 lagging
indicators should be given focus.



STAMP indicators are developed from a control hierarchy diagram and gives an abstract of how a
hazardous scenario can occur and what safety constraints should be enforced to avoid the hazard. It
considers both leading and lagging indicators at the same time. One practical problem related to this
model is that a great number of indicators are developed at the first stage. To choose the important
indicators from this list is a challenging task. In terms of getting early warning signals, STAMP will be
very useful, as even a valve failure or low audibility problem can be identified immediately. So, STAMP
can identify errors at the root level. Instantaneous identification of flaws in the plant are possible and
so rectifying actions can be taken easily. Threshold values can be used as early warning criteria.

The STAMP model is better than OECD and CCPS in terms of potential for early warning, area of
focus, level of details of study, potential to focus on specific issues and ease of modification of model
for a change in system. However, this model is still new and industry personnel do not have expertise
in how to use it. Low level hazards which do not belong to any class of accidental event and hazardous
control actions may have fallen outside the scope of analysis. To improve the sophistication of the study,
analysis should include actors, preconditions, alternative processes and non-functional requirements.
More study can be done in the future to improve the screening stage, so sufficient control can be
achieved with a lower number of indicators.

7 CONCLUSION

This paper presents a method for the development of safety indicators which is based on system
engineering. The paper has dealt with three main tasks. The first task is the development of a method
for system-based safety indicators, the second task is to apply this to a case study and the third is to
make a comparison between the developed method and previously established methods (OECD and
CCPS). The method is based on the STAMP accident model. The analysis shows that STAMP-based
modelling provides a better understanding of the system. The STAMP-based indicator development
process helps to focus on specific issues from which a hazard can evolve. It takes into consideration of
human and organization factors along with technical factors to mitigate or prevent high level as well as
low level system hazards. Another benefit is that STAMP based indicators can easily be modified or
revised for any change of plant or system component. Updating of indicators is easy compared to other
processes. In the third part of the analysis, a comparative analysis is presented between STAMP-based
indicators program and indicators developed by the methods described by OECD and CCPS. OECD
gives an extensive set of indicators especially in the area of hazard management and personal safety
management. STAMP based modelling provides better understanding of the system compared to other
analysis. Future work can be integration of any risk quantification model with the STAMP model. This
integration will support the screening of indicators. Further work is also necessary to investigate to what
degree these system engineering-based indicators are complementary to other safety performance
indicators or whether they provide a more appropriate measure to foresee unexpected occurrences.
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