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Abstract—Wireless sensor network (WSN) plays a fundamentally important role in the realization of Internet of Things
and Industry 4.0. In this letter, we study the physical layer security performance of a large-scale ad hoc and homogeneous
WSN. To accurately evaluate the secrecy performance of the large-scale WSN, we take into account the randomness
of the interfering nodes (both in terms of the number of nodes and their respective position) based on Poisson point
process (PPP) in our analysis. We derive novel expressions for the average secrecy capacity (ASC) and secrecy outage
probability (SOP) including the effects of fading, path loss, and the network’s spatial randomness. The results demonstrate
the impacts of several factors such as node intensity, transmission power in large-scale WSN on secrecy performance,
which should be seriously taken into consideration while designing WSNSs.

Index Terms—Physical layer security, wireless sensor network (WSN), Poisson point process (PPP), fading channels, interference.

[. INTRODUCTION

Physical layer security (PLS) has been widely considered as a
complementary instrument to the conventional cryptographic tech-
niques in enhancing the communication secrecy in communication
systems [1]-[4]. PLS was proposed to achieve information-theoretic
security in communication systems by exploiting the randomness
in the propagation channels. Due to the broadcasting nature of the
wireless channels, the security of WSNs is a big concern considering
the importance of secure data transmission in the Internet of Things
and Industry 4.0 era. To this end, there has an increasing number of
research exploring the physical layer secrecy performance of wireless
systems with different configurations over various channel conditions.

The secrecy transmission capacity (STC) of wireless networks was
studied in [5], where the secrecy transmission capacity is defined
in terms of connection outage probability and rate of confidential
message. The secrecy transmission capacity proposed in [5] is different
from the widely investigated average secrecy capacity (ASC) in the
sense that the former concept focuses on the area spectral efficiency of
wireless network. The effect of noise power on the STC in a wireless ad
hoc network was investigated in [6], which reveal that an appropriate
amount of noise can enhance the secrecy transmission capacity. The
uplink secrecy performance of a D2D cellular network with the
presence of multiple D2D nodes and eavesdroppers was analyzed
in [7] with interferences being neglected. The PLS performance
of a ultra-dense network was studied in [8] by considering the
close proximity of the users to the cells and the most detrimental
eavesdropper. The secrecy outage performance of a wireless sensor
network with a single sink in the presence of a single eavesdropper
under sensor scheduling scheme was analyzed in [9], where it was
also assumed that the positions of the sensor nodes are fixed.

Motivated by the advances in PLS and considering the wide
applications of WSN, we analyze in this letter the secrecy performance
of a large-scale homogeneous sensor network by taking into
account path loss, fading, the randomness of sensor nodes as well
as the interferences from randomly located neighboring nodes.
More specifically, the randomness of peer nodes with concurrent

transmission is accommodated by modeling the nodes in the sensor
network as a homogeneous Poisson point process (PPP). Exact and
novel expressions for the ASC and secrecy outage probability (SOP)
are derived. The conducted analysis featuring ASC and SOP in this
letter focuses on the secrecy performance of a typical link. This
significantly differs from the previous work focusing on STC, where
the analysis is done from the perspective of the network.

Notations: || x—y|| denotes the Euclidean distance between positions
x and y, E{-} represents the expectation operator, B(x, y) is the Beta
function, G};'5(-) is the Meijer G-function [10, Eq. 8.2.1], H,','(-) is
the Fox H-function [11, Eq. 1.2], and H)""* """/ () is the extended
generalized bivariate Fox H-function (EGBFHF) [11, Eq. 2.56], which
can be readily evaluated with Mathematica [12, Table I].

[I. CHANNEL AND SYSTEM MODELS

We assume that in a large-scale WSN, there exists an eavesdropper
node FE that is particularly positioned close to a specific sensor node
S to eavesdrop the measured data § is sending to a specific cluster
head or sink node D (see Fig. 1). Under the framework of stochastic
geometry, we construct the investigated scenario as follows: we first
model the half-duplex source nodes of the WSN as a homogeneous
PPP @, with intensity A considering the randomness of nodes. The
dedicated receiver for each source node is uniformly distributed
in a circle centered at its source node with some radius, which
lead to another PPP ®, with the same intensity A according to the
Displacement Theorem' [13]. All links between the generated nodes
undergo independent and identically distributed (i.i.d.) Nakagami-m
fading. Next, an additional node is placed into the WSN, which serves
as the source node S of our investigated security problem. It should be
noted that the inclusion of node § at a fixed location does not change
the distribution of the PPP according to the Slivnyak’s Theorem [13].
By considering the Wyner’s wiretap model [14], the source node

'It should be noted that the transmitting source nodes can be receiving destina-
tion nodes or even in sleeping mode in next time slot. However, we assume that
at any time, the densities of the operating source and destination nodes in the
considered large-scale network are constant being ®, and ®@,., respectively.
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Fig. 1: Illustration of the investigated system.

S transmits confidential information to the desired receiver D over
the main channel. The eavesdropper E attempts to intercept these
messages by decoding its received signal through the eavesdropper
channel. For mathematical tractability, we assume that the legitimate
link S—D and leaked link S—E experience i.i.d. Rayleigh fading instead
of the Nakagami-m fading. The distance between nodes S and D is
d, while the distance is d, between nodes S and E. Additionally, it
is practical to assume that all WSN nodes transmit with the same
power P with single antenna.

Taking into account both path loss and small-scale fading, the
channel power gain of the link with the transmitter at x and receiver
at y is

Ay l? - C(x = y), (1)

where |/1,,|? is a Gamma or exponential random variable (RV) with

lgxyl® =

unit mean resulting from the small-scale (Nakagami-m or Rayleigh)
fading, the term €(x — y) = ||[x — y||™® captures the path loss effect
with @ > 2 being the path loss exponent [15].

We first consider the instantaneous signal-to-interference-plus-
noise ratio (SINR) received at the desired node D, i.e.,

IgSD|2P _ |hSD|2dl_aP
2 1gwPP+W X o Pllx=Dl-*P + W’

xed, xed,

YD = 2

where W is the power of the additive white Gaussian noise (AWGN).

For notational simplicity, we denote S = |he [*d;®, I = 3 |huw|* -
xed,
|lx=D||~*, and Wy = W/P hereinafter. It should be noted that in (2),

|hsp| is a Rayleigh RV while |h,,|, x € ®@,, follows Nakagami-m
distribution.

The complementary cumulative distribution function (CDF) of the
SINR vyp can be derived according to its definition as

oI + Wo)
“a)

ow, (24
—exp( T ) E,; (exp (—d—)) s 3)
1 1

where the equality (a) is due to the fact that |hg,|* is Rayleigh
distributed with unit mean.

By denoting s = % in the expectation operator in (3), it is
obvious that the expectation of the exponential term in (3) is exactly
the Laplace transform of the RV /. Based on the theory of point

F,, (8) =Pr(S > (I + Wo)) 2 E, (exp (-

processes and the fact that the fading is i.i.d., the Laplace transform
of I can be further expressed as

£6)=8( [ ] o (-slhoo = 1))

xed,
=E¢( [T (exp(—s|hm|2 - D||*"))). )
xed,

Next, utilizing the mapping theorem [13] and with the help of
probability generating functional (PGFL) [16, p. 245], the Laplace

transform of the interference I with links experiencing Nakagami-m
fading can be solved as [13], [16]
» 2Tm+2)-T(1-
L(s) = exp( —mdsame ( l")(m)( )),
where m is the Nakagami-m fading parameter.
Utilizing (5) in (3) and relationship between cumulative CDF and
CDF, the CDF F,,(6) of the SINR yp can be written as
w6  T(m+ U1 - 2)
0)=1- AdX(mf)e ——2—— 27| (6
00 = 1 =exp| g~ madiny R,
The probability density function (PDF) f,, () of the SINR yp
can be derived from its relation with CDF as

(&)

o W , T+ DrA-2) .
fyD(G)—eXp(— o= mdimt L L )
W T Br0-2)
.(d;aP dim g ) )

Due to the homogeneity of homogeneous PPP, the CDF F,, (6)
and PDF f,, (6) of the SINR yg can be directly obtained by replacmg
d; with d, in (6) and (7). Also, we denote A = nAma ; %
for simplicity in the following.

Remark I: If all interfering links also undergo Rayleigh fading,
the corresponding CDF F, () of the SINR yx, X € {D,E}, follows
immediately by setting m =1 in (6) as

2 2 2
Lo (0) =1 —exp(—ﬂ) -exp(—nm?ex ~B(1 -1+ —)) (8)
d-*P a @

Ill. SECRECY PERFORMANCE ANALYSIS
A. Secrecy Capacity Analysis

The instantaneous secrecy capacity of the considered system is
defined as Cy(yp,yve) = max{In(1 + yp) — In(1 + yg),0} [17]. The
average secrecy capacity is a fundamental secrecy performance metric
and the ASC C, can be obtained from [18]

— ®F ©
Cs =E{Cs(7D’7E)}=‘/O ) / fm(m)dn)]d

1+y
[T Ee()
—/0 Try [1-F,(%)] dy. )

Substituting the CDFs F,, (-) and F,, (-) into (9), the ASC can be
rewritten in terms of two integrals as

Cy=1-1, (10)

where 7} = /Omﬁexp(—wodi’y)-exp(—_?{dlzyr%)dy and I, = fomﬁ-
exp(—Wo(d™ + df)y) - exp(—A(d} + dzz)y% )dy.

We first solve the integral ;. Expressing the terms in Z; in
their corresponding Meijer-G representations [14], we can obtain the
following expression in terms of contour integral:

b 1 s s @
12§ readr [ G (i) avas
] JrL,

(c) 1 -5 @
o 7{ T(s)(Ad?) ‘le"(Wod
] JL, 2

(Zs.1)
©.1),(3s, 1))d7’ (D

where (b) follows by employing the definition of Meijer G-function
in terms of Mellin-Barnes type contour integral [19, Eq. 9.30] for
the last term and changing the integration order. The equality (c¢)
is obtained by solving the inner integral using [10, Eq. 8.4.51] and
[11, Chpt. 2.3].
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E d—‘ 0,1.1,1.1,0(0,135,) i7 —MHO’I'I’I'I’O(O’]’i) (0 ]) (d;“rdé“)’] ﬂ(d?er%) (14)
s W() 1,0:1,1:0,1 (0 1) WU Wﬁ WO 1,0:1,1:0,1 (0 1) (0’ 1) Wo s [Wo(df“rdg)]% .
SOP=1-8- 2_?[2)d22 . OO (1-=; 0,1) (%+1,1) Ad? 2
a-[W-(@d¥ +do)s OO (0 D| (©1 [Wo-@ae+ag)|a’ Wo@d+ds)
i . 0. 1:1,0:1,1 (0’ @’ (—f + 1, 1) ﬂd% @01 (21)
(@d" dg) 1,0:0,1:1,1 (0’ 1) [W(.-(G)df’+d§’)1% > Wo(©d+dg) .

Next, introducing the definition of the Fox H-function [11, Eq. 1.2]
in (11) leads to the following double contour integral:
?fi ng)drz(‘i) )r(1 il —g)(WOd”) £deds. (12)
From the definition and properties of the EGBFHF [11, Eq. 2.56],
the double integral 7; in (12) can be expressed in terms of EGBFHF
after some algebra as follows:

1 o1 1:1,0( (05 1, 2
Wod? “Hi o )

i,) (13)

O] = |_1_
o, 1) | w;

(0.1)

The integral 7, can be solved by following the same rationale.

I =

Finally, substituting 7; and 7, into (10), we can obtain the exact
expression for ASC as shown in (14).

Remark 2: When the transmit power P is much larger than the noise
power W, or when the network is interference dominant, the SINR
reduces to the signal-to-interference ratio (SIR). In these scenarios,
the ASC can be simpliﬁed as

C, —lezl(ﬂdz o _)) (?{(d2+d2))(0’1) N 2)) (15)

Remark 3: By utilizing the asymptotic analysis of the Fox H-
function [20], it can be shown that in interference dominant network,
the ASC can be approximated by

C, = % r(%) : [(ﬂd,z)’% — (A +ﬂd§)’%]. (16)
Analyzing the above expression (16), the following relation between
ASC and node intensity A holds in interference dominant network:
C, «< F - (%)%, where the factor 77 is related to the parameters
including @ and m. From (16), it can also be concluded that d; has
less impact on the ASC when d, is small, and d, has a larger impact
on ASC when d, is small.

B. Secrecy Outage Analysis

The SOP is a useful secrecy performance metric for the passive
eavesdropping scenario [21]. The SOP is expressed as the probability
that the secrecy capacity falls below a target rate R, [18], i.e.,
(l+yg)0-1

Fyo(yp)dyp dye,

an

SOP = Prlyp < Oyp + O 1] = /fm(m
0 0

where @ = exp(R,) > 1.

Substituting the PDF £, (-) of the SINR yg and the PDF f, ()
of the SINR yp into (17), the SOP can be rewritten as

2Ad; [, 0
SOP =1-8- " /x" Fa(x)dx +W0d§’/ Fa(x)dx|, (18)
0 0
N——— e ——
5 I

where B = exp[-Wod(® — 1)] and F(x) = exp(—ﬂdzzx%) .
exp[-Wo(©d? + d?)x] - exp[-Ad2(Ox + © — 1)7].

We first solve the integral 73. Expanding the exponential term
exp[-Ad*(Ox +© — l)é] in series [19, Eq. 1.211.1], we obtain

& (—ALONE e,
L 22 T/O *

k=0

- exp|-Wo(Od[" + d5 )x|

- 1)%dx. (19)

-exp(~Ad3xw) - (x +2

Now, expressing the relevant terms in (19) with the Fox H-functions
using [10, Chpt. 8.4] and [10, Eq. 8.4.51], the integral 73 becomes

A@/

Hl 0 WO(G)d" Fd)x ‘ A ]))

2 |- (C) (Z41,1)
'H(::?(ﬂdzx" )(0 1)) 'HH(Q 15 0.0 )dx
ornon(I=252,1) (2 +1,1)
=D H1,04o,1.1,1( ‘(0 nl ‘o &1,6;
[Wo - (@d}" +dy)]” 7, (20)

) 22k 2K
where the symbols D = Z ﬂ—) (%) - ﬁ, & =

Ad3 o1

[Wo (@S +d)] & »and &, = Wo-@de+d5)
the property of the H-function [22, Eq. 2.3].

Utilizing the same approach, the integral 7, can be solved.

Substituting the expressions of 73 and Z; into (18), we can obtain

and the last equality is from

the exact expression for SOP as shown in (21).

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, we evaluate the joint impact of fading, interference,
and network randomness on the PLS performance of WSN. For
evaluation purpose, we adopt the following simulation parameters
unless otherwise specified: transmit SNR % = 30 dB, path loss
exponent @ = 2.22, node intensity 4 = 0.001, Nakagami parameter
m = 1.8, and distances d, =5 m, d, = 8 m.

Figure 2 shows the ASC of a WSN as function of node intensity
A. For the fixed value of transmit SNR, the node intensity A does not
have significant impact on the ASC until A reaches some threshold.
It can be also observed that in interference dominant WSN (i.e.,
large values of 1), the ASC is independent of the transmit power
but depends on the Nakagami parameter m and path loss exponent
a. By observing the interference dominant region of Fig. 2, it can
be seen that when both ASC and A are expressed in logarithmic
scale, the parameters @ and m jointly determine the horizontal shift
while the slope of the declining ASC is only determined by «. This
is in accordance with the analytical analysis in Remark 3. Figure
3 illustrates the impact of the S’s and E’s locations on the ASC
performance. It is seen that d; poses less impact on ASC when the
eavesdropper is close to the source node. The results reaffirms the
analysis in Remark 3 and also imply the potential application of the
protected zone concept in [1] for the WSN security.
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Fig. 2: The ASC vs. A for varying a, m, and transmit SNR % values.
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Fig. 4: The SOP vs. transmit SNR % for varying d; and d, values.

Figure 4 depicts the impact of node locations of legitimate receiver
and eavesdropper as well as the WSN node intensity on the SOP
performance. It can be observed that there is not a monotonic
relationship between the transmit SNR of WSN nodes and the
SOP. More specifically, when the transmit power of WSN nodes
is set low, the investigated system is still noise-constrained and
better SOP performance can be achieved by increasing the transmit
power. However, when the power increases to some threshold, the
system performance is mainly hindered by the interference and
further increasing the transmit power will degrade the performance.
The results in Fig. 4 also enable the optimization between transmit
power and node density, which implies that the optimal transmission
power in terms of SOP decreases with the increase of node density.
The non-monotonic relation is also observed between SOP and path
loss exponent « in Fig. 5. This is due to the fact that secrecy capacity
depends on the capacity difference of the legitimate and eavesdropper
links even though greater values of path loss exponent indicate less
capacity for both channels.

V. CONCLUSION

In this letter, we studied the secrecy performance of homogeneous
WSNs taking into account the node randomness, fading, and path
loss. Our results demonstrate the impacts of the WSN nodes transmit
power and node density on the secrecy performance. It is found
that the optimal transmit power of the WSN nodes in terms of
SOP decreases with the increase of node density. Furthermore, in
interference dominant network, the slope of declining ASC against
increasing node density is only determined by the path loss exponent.
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