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Abstract Closed-loop glucose control has the potential to improve the glycemic
control in patients with diabetes mellitus type 1. Such an artificial pancreas (AP)
should keep the user safe despite all disturbances and faults. The objective of this
paper is to analyze those perturbations according to their effects on the glycemic
status, and thereby supporting an informed design process of the control system.
As suggested by the international standard ISO 14971 for risk management of
medical devices, the well proven failure modes and effects analysis (FMEA) was
chosen as instrument. An FMEA scheme was modified for this purpose and app-
lied to a single-hormone system with subcutaneous and intraperitoneal routes for
glucose sensing and insulin administration. Faults that imply urgent danger and
thus require fast detection and diagnosis were identified and distinguished from
disturbances that can be sufficiently addressed by basic control functions, e.g. by
adaptive control algorithms. Requirements and testing criteria for basic control
functions as well as fault detection and diagnosis functions can be derived from
the provided overview.
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1 Introduction

Safety is the primary requirement on a control system that doses insulin to regu-
late the blood glucose level (BGL) in diabetes mellitus type 1 (DM1). People with
DM1 have an insufficient pancreatic insulin production and depend on lifelong in-
sulin administration to avoid hyperglycemia. The chronically elevated BGL would
otherwise lead to several long-term complications. Hypoglycemia caused by over-
dosing of insulin, on the other hand, may lead to unconsciousness and death in the
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short term. Accordingly, the goal of DM1 treatment is to tightly control the blood
glucose to levels as close to normal as possible without inducing hypoglycemia.

Manual treatment is cumbersome and error-prone because the insulin needs
change over time due to physiological variation and external perturbations [1].
This necessitates lifelong precautions and permanent awareness of the disease, a
burden that may significantly affect the quality of life [2]. Worldwide, researchers
therefore aim to develop an artificial pancreas (AP), a fully automated system
for glucose control [3]. The absence of permanent human supervision requires
particularly reliable and safe systems [4], with safety defined as the absence of
unacceptable risk [5]. A risk in this regard can originate from anything that com-
promises the intended functionality of the system and causes harm [6]. Standards
on system safety engineering (e.g. IEC 61508) require that risks are reduced by
safety functions designed to detect, notify and act upon faulty conditions [7].

This paper, therefore, performs a risk analysis of the safety-critical system
from the perspective of the controller unit with an undefined control algorithm.
The main motivation behind this paper is to (i) identify control challenges and
risks associated with a fully automated AP which the controller needs to handle,
and (ii) to suggest strategies to ensure a safe design of the control system. The
second goal includes a recommendation whether the system should automatically
respond or alert the user.

Following this introduction, the background of closed-loop glucose control and
the safety of artificial pancreas systems is outlined in section 2. Section 3 contains
the risk analysis beginning with the definition of the aim in section 3.1. The ana-
lyzed system and underlying assumptions are outlined in section 3.2, before the
main hazards are deduced in section 3.3. Section 3.4 presents the actual risk ana-
lysis by means of Failure Modes and Effects Analysis. Section 4 and 5 summarize
methods for fault and meal detection, respectively. Section 6 discusses different
aspects of the results. Eventually, the work is concluded in section 7.

2 Background

In manual therapy of DMI1, long-acting insulin is injected subcutaneously one or
two times daily. Additional boluses of fast-acting insulin are injected immediately
before meals to mitigate postprandial hyperglycemia. The glucose-elevating effect
of each meal must be estimated in order to dose these pre-meal insulin boluses.
The BGL is typically monitored by frequent capillary blood glucose measurements
which are achieved by pricks into the fingertip. Devices for continuous glucose
monitoring (CGM) in the subcutaneous (SC) tissue provide the glucose trend and
can be used to take more informed therapeutic decisions. However, the readings
of the common amperometric, enzyme-based sensors for SC can be substantially
compromised by sensor drift, calibration errors and the physiological delay between
blood and interstitial glucose concentration [8].

A more advanced option to administer insulin are insulin pumps that deliver
fast-acting insulin continuously into the SC tissue. The basal insulin infusion rate
(ITR) is adjusted throughout the day according to a manually pre-programmed
protocol. These insulin pumps can be augmented by SC CGM. The state-of-the-
art, semi-automated systems adjust the basal IIR automatically based on the CGM
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readings. However, prandial insulin boluses still need to be initiated by the patient
[9].

All insulin pumps on the market alert to low battery status and to an empty or
nearly empty insulin reservoir [10]. The pumps also feature alarms to indicate an
occluded delivery tube based on pressure and current measurements [10], but the
detection is rather delayed dependent on the infusion rate and the length of the
tubing [11,12]. Some modern pumps carry out automated safety functions based
on SC glucose measurements (Gsc). If the glucose level drops below a threshold,
an alarm is raised and the insulin delivery is suspended for a limited period (“low
glucose suspend”). Novel pumps even include predictive pump shut-off algorithms
that stop insulin delivery if a glucose level below the threshold is expected in
the near future (“predictive low glucose suspend”). Several clinical studies give
evidence for a certain benefit of such low glucose suspend systems in avoiding severe
hypoglycemic events [13,14]. Nevertheless, they are to some extent unreliable with
today’s technology because erroneously low sensor readings often occur during
night and can trigger pump shut-offs with resulting hyperglycemia [15]. These
spurious activations of safety functions compromise the achievable performance
of closed-loop glucose control. The extended time spent in hyperglycemia during
studies with threshold suspend systems [13] may be explained by this.

Alerts and alarms inform about undesired or dangerous events and involve
humans in the decision process. Such alarms affect not only the person with DM1
but also persons in the environment, in particular family members. The reasons,
timing and sound level of alarms and alerts and their consequences are complex
[16]. A high frequency of alarms may provoke alarm fatigue [17]. Today’s sensor-
augmented insulin pumps already alert to as many as 47 different events and
conditions, with expected increasing numbers as the degree of automation further
increases [16]. Thus, the decision between alarming the user and autonomous event
handling is essential.

Existing semi-automated glucose control systems and concepts rely on ma-
nual user input to correct for meals or exercise. Experience indicates that self-
monitoring is challenging [18] and such input often results in erroneous operation
[19]. The ultimate goal is therefore to develop a fully automated AP which must
autonomously give correct insulin doses, while detecting and coping with pertur-
bations [20,21]. An equally important requirement is that the system suspends
itself in a safe way in situations where a trustworthy control is not guaranteed.

Main control strategies are to some extent inherently robust and/or include sa-
fety functions. Integral windup protection in proportional-integral-derivative con-
trollers, for example, has the potential to suspend insulin infusion when hypogly-
cemia is impending [22]; and it is relatively easy to use safety constraints to limit
the insulin-on-board amount in model predictive control [23]. However, an overall
safe system design requires that faults are handled by dedicated safety functions
[7]. It is particularly challenging to identify the type of a single perturbation from
the multiplicity of possible disturbances and faults. The diagnosis becomes even
more complex when multiple faults are present simultaneously; for example, an
erroneously low sensor signal while the insulin infusion suffers from an occlusion.

The risks of glucose control systems have been particularly analyzed in a few
publications: The safety-related problems arising in an AP have been compared
with those in air craft and the chemical process industry [24]. The risks associa-
ted with the software of insulin pumps have been outlined [10], whereas a hazard
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Fig. 1 Basic structure of single-hormone artificial pancreas with sensing unit, controller
unit and insulin infusion unit. AA - Alarms, alerts (for external attention), FR - Fault re-
sponse, Gactual - Actual local glucose concentration, Gmeas - Measured glucose concentration,
IIRactual - Actual insulin infusion rate, I/Rdes - Desired insulin infusion rate, SU - Set-up
of basic control functions. The figure is licensed under a Creative Commons BY-NC-SA 4.0
license.

analysis including operation, software and hardware problems provides a more
comprehensive overview [25]. Adverse events related to SC insulin infusion sets
have been analyzed together with insulin pumps [26-29] or separately [30-32].
Furthermore, the importance of accurate glucose sensor signals and their proces-
sing has been discussed [33], as well as the variability of insulin sensitivity within
and between subjects and the physiological factors [1,34]. Combining all this, a
taxonomy of AP-related safety issues has been suggested [35]. Recently, safety as-
pects of the separate unit of an AP have been reviewed [36,37]. However, academic
efforts to improve the safety of glucose control systems have mainly focused on
the development of methods that react upon hypoglycemia rather than identifying
strategies that act upon the root causes at the earliest possible time. The road
map towards a fully automated AP, for example, contains steps that do not address
specific faults but rather handle acute impending hypo- and hyperglycemia [38].

The present risk analysis starts at the origins by structurally analyzing pertur-
bations with glycemic effect. The results shall support the development of reliable
control algorithms and methods which maintain the system in a safe state despite
all foreseeable and unforeseeable events. This includes appropriate reasoning and
timing for user warnings.

3 Risk analysis
3.1 Aim

A typical single-hormone AP with three components, i.e. sensing unit, controller
unit and insulin infusion unit, is analyzed. Figure 1 shows the analyzed system with
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the human body as part of the control loop. Changes within the user’s body affect
the whole system and are therefore included in the risk analysis. The overall system
is affected by both internal and external perturbations. Internal perturbations are
faults within the system which impair the required performance, whereas external
perturbations are unknown inputs acting on the system or its dynamics. The
risk analysis is intended to serve as a basis to achieve an inherently safe design
of the control system. In general, basic control functions can be differentiated
from dedicated fault detection and diagnosis functions. The basic control functions
deal with common disturbances under normal circumstances, whereas the fault
detection and diagnosis functions respond to specific faults by either changing the
basic control functions (e.g. adjusting the target BGL or minimizing the insulin
infusion rate) or alerting the user. In addition, they may act as emergency barriers
and override the basic control functions. The risk analysis includes both kinds of
perturbations (disturbances and faults) in order to specify requirements for the
whole controller unit.

3.2 Assumptions about the analyzed system
3.2.1 General

The desired functionality of the AP can in principle be realized with various de-
signs. Here, a partially implanted system is considered with only the tip of the
insulin infusion set and the sensing elements being within the body. All other
electronics, the common batteries for power supply, the insulin reservoir, and the
pump mechanism are situated outside the body. In case of insulin infusion into
the peritoneal cavity (Irp) or intraperitoneal glucose sensing (Grp), the peritoneal
port is established by physicians before the responsibility is transferred to the user.
Both intended use and reasonably foreseeable misuse during installation, normal
operation and end-of-lifetime are considered as fault sources. However, faults cau-
sed by poor installation which become obvious during system start-up, e.g. air
bubbles in the tubing, are excluded. Though the use of off-the-shelf components is
assumed, no specific products are considered. Failures due to inappropriate pro-
cessing of material during manufacturing are excluded. Thus, random hardware
failures (e.g. holes in tubing) are not considered. However, consumables degrade
faster than the insulin pump and need to be changed frequently. These hardware
failures due to degradation mechanisms within the lifetime of the insulin pump
are considered, as are systematic failures occurring during insertion, installation,
change and calibration of equipment. It is assumed that the system function is
paused during maintenance.

8.2.2 Controller unit

The risk analysis aims to define general requirements on safe control functions
without choosing a specific control strategy. Nonspecific basic control functions
working perfectly in nominal control are assumed, thereby excluding controller
errors which depend on the control strategy such as MPC [39]. Moreover, it is as-
sumed in the analysis that no safety functions such as low-glucose-suspend systems
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are implemented, though they became a standard in marketed insulin pumps. Sa-
fety functions in this context constitute functions for fault detection and diagnosis
plus the necessary interface with basic control functions and the insulin infusion
unit to ensure a specified response to detected faults. Neither meals nor exercises
are announced to the controller unit whose application program may be integrated
in the pump as in today’s devices or run externally.

Firmware faults (e.g. timing or memory errors) are no particular property
of the AP but may be present in any medical device software. The same holds
for hardware failures of off-the-shelf electronic components. At this stage, neither
firmware nor hardware faults are considered.

3.2.83 Insulin infusion unit

The insulin infusion unit consists of a traditional insulin pump including an in-
sulin reservoir, and the insulin infusion set. Malfunction appears in any common,
commercially available insulin pump [40]. However, here it is assumed that the
insulin infusion pump works with specified accuracy and has no defects, failures of
the insulin pump are not considered — the insulin pump works perfectly within its
lifetime. The insulin infusion set typically consists of off-the-shelf plastic tubing, a
steel needle or Teflon cannula as well as the connectors between pump and tube,
and tube and needle/cannula [31]. Novel patch pumps contain the insulin infu-
sion set and avoid thus incidents associated with the tubing [41] but are, however,
not considered here. Fast-acting insulin is administered into abdominal SC tissue
or into the peritoneal cavity. A port similar to DiaPort from Roche Diagnostics
(Mannheim, Germany) [42] is assumed for Itp. The insulin is administered with de-
fined chemical and physical properties, i.e. no deterioration and no volume changes
or formation of air bubbles due to ambient temperature or pressure changes.

3.2.4 Human body

By including the insulin-glucose physiology of the human body as a potential
source of perturbations, a net nominal effect of insulin on the BGL can be assumed.
All deviations from this nominal insulin-to-glucose net effect are treated as faults
in the FMEA, regardless their origins. This corresponds to plant faults in the
chemical process industry which change the dynamical input/output properties
of the system [43]. Although the final control system will probably handle some
altered dynamics as disturbances, referring to them as faults provides a structured
and more comprehensive analysis. Moreover, they may impair the fault detection
and therefore have to be considered while tuning the latter.

8.2.5 Sensing unit

The glucose concentration is continuously monitored by means of Gsc or Gip.
Within the sensing unit, the raw sensor signal is processed and transformed into
a value for the glucose concentration at the sensing site. Common enzyme-based
amperometric CGM technology is assumed for Ggc because of its widespread and
dominant use. No specific technology has been established for Gip. Besides erro-
neous sensor signals, communication loss caused by an unintended disturbance of
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the often wireless transmission to the controller unit is included. Other commu-
nication issues such as the security of the signal transmission, i.e. the protection
against intended incidents and privacy concerns, are out of the scope of this risk
analysis.

3.3 Main hazards

The term hazard is used in this study as the potential source of injury or damage
to the health of the AP user with DM1. Obviously, hyper- and hypoglycemia are
hazardous situations because death or serious injuries can follow. The faults cau-
sing these undesired events are underdosing and overdosing of insulin, respectively.
In addition, some faults may result in undefined dysglycemia as they disturb the
given or required insulin doses in an undefined manner depending among other
factors on properties of the AP (e.g. consequences of power loss).

3.4 Failure modes and effects analysis (FMEA)

The application of risk management to medical devices is subject of the internati-
onal standard ISO 14971 [5]. The standard refers among others to Failure Modes
and Effects Analysis (FMFEA) as a standard technique for risk analysis. An FMEA
provides extensive and structured information about faults and therefore builds a
good basis for refinement of safety functions [73]. Fault modes rather than failure
modes are actually analyzed in an FMEA, but the term failure modes and effects
analysis is the common name of this methodology [7] and used in the resulting
Table 1. The analysis was carried out by the authors with expertise in control
and safety engineering, (medical) cybernetics, sensor technology, endocrinology,
and medical care for patients with DM1. A preliminary version of the FMEA was
presented as poster at ATTD 2016 [74].

The FMEA scheme in Table 1 was modified to fit the purpose of identifying
the requirements for a fully automated safe AP control system. A brief descrip-
tion of the three analyzed units is given in the first column, followed by related
faults that cause inappropriate dosing and therefore influence the glycemic sta-
tus. An extensive literature study gathered the listed faults, which were chosen
and sorted based on the expected disturbing effect on the controller performance,
i.e. the glycemic control. Long-standing experience in the treatment of DM1 from
the perspective of both physicians and patients supported the selection process.
The analysis focuses on systematic faults that occur deterministically under given
conditions caused by hardware or human actions according to the classification
in annex B of ISO/TR 12489:2013 [75], whereas systematic firmware faults and
random hardware faults have been excluded. The degradation of enzymatic sensors
is considered as systematic hardware failure as the rate is mainly affected by sen-
sor design and specification. The faults are further detailed by fault modes, causes
and typical circumstances of occurrence. Particularly fault prone technologies or
sensing and infusion routes, respectively, are stated to emphasize the differences
between the SC and the IP approach.

In addition, fault appearance characteristics are classified into incipient, inter-
mittent and abrupt based on standard literature on fault diagnosis [4]. Abrupt



"JI9[e pue
pouiad pauyapaud urgiim paysiqeisa

UOISSTWSUE..I) SSI[a.IIM

1uawdinba auyay -2 30u J1 uoisnjui dois ‘[eseq 03 Y] 39S ‘an[ea oN St € S € 10J 2oue)SIp uo] 003 ‘BUIP[BIYS SSO] UONEdIUNWWOY)  [eudis oN
"por1ad ureIad urm
‘Aouepunpad Josuag padueyd jou j1 uorsnjur dos ‘[eseq Ay1aed [eauoiLiad
*91n0a SuISuas dANBUIAY 01 Y] 39s ‘@8ueyp Josuas 3sanbay  u0NI918p pajewoIne £q palsaod JoN 71/6 € /€ T ojur uonIasur Josuas eridorddeu]  uoneurwejuod-org
“Aouepunpa. Iosuag “1030ej Kjajes e Aq Y]] paie[noed reusis
*91n0a SuISuas dANRUIAY aseana( -aSueypd Josuas 3sanbay  u0N2939p pajewone £q palsaod JoN 8/S1 z/s /S 1 [15] @sn DS uLIe)-Suo] 1033e S1S0IqL] uoIsnyJIp pamols pafepq
‘por1ad uread unpIm
‘91nod Suisues aAnewIally  padueydjou Jjr uoisnjur dois ‘[eseq ‘papaadxe [#%] anssn DS ut s10suas onewszua
*A3ojouypa) Suisuas sAneUIa Y 01 Y] 19s ‘@8uep .1osuas 3sanbay 98ueyo Josuas adUIS dW} pauyaq ST € S 1 Jjo uonepeSap paonpur-urnojorg uonepersap Josuas
‘poriad uread [#¥] (syusuodwod
'91n0J SUISUSS 9ANBUIAIY UIIIM PajeIqi[ed Jou Ji uoisnjur dois ‘papaadxe J0suas onewAzua Jurpeadap oy
*ASojouypa) Sursuas saneuwIal|y  ‘eseq 03 Y[J 39S ‘uoneIqI[ed 3sanbay UuoneIqI[ED 3DUIS dWI} Pauyaq ST € S 1 anp yLip) uonelqieds yuanbayjur 0oJ,
‘poLiad urelIad uryim pajerqied (8efawn
‘Aouepunpad Josuag jou j1 uoisnjut dois ‘[eseq 03 ‘uonelqied Surinp ploysaay) [949] [ear8ojoisAyd) ns Aprenonaed ([44]
"aanpadoad uonelqipes suyay YIJ 39S ‘uoneIqiped yeadal 03 3sanbay -a[qeis spaadxa Tng aanedau/aanisod  9£/09 v €/s € Tog SuiSueyp Surnp uoneiqie) UONBIqI[EISTA
‘aanpasoad ‘ploysaayy
pue juswdinba uon.aasur auyay -98ueyo Josuas 3sanbay [eo18ojo1sAyd spasoxa aSueyd n/| 91 v ¥ 1 uorsnjur urnsut 03 asop 003 Suisuag
‘Aouepunpa. Josuas uolsnyjip asoon(3 Suniqryo.ad
*91n0a SuISuas dANRUIAY "UOIJEDO[a1 I0SUaS 3sanbay  ‘u010919p pajewione £q pa1saod 10N  Z¥/VN se ¥/VN € [[em [eauoiiad £q paso[ous 10suas
‘[og] sreaddesip 10p0 poojq [un
uorsnjur doig ‘porrad ure1d urym [os]
paSueyp jou J1 uorsnjur dojs ‘eseq Ayanoe [earsAyd Surmp uonesoysip
'91n0J SUISUSS dANBUINY 01 Y]] 39S ‘@8ueyd Josuas 3sanbay  ‘u0NI9AP pajewioIne Aq paIaaod 10N §'E/S LT s'e 1/5-% 1 Josuas Aq pasned Suipaalg
[15] eauae Hs awes ur Suisuas jo
*91no0a SuISuas dANRUIAY -98ueyo Josuas 3sanbay  "uondalap pajewoIne Aq paIsAod 0N VYN/ST € VN/S-€ 1 s1ea 19)Je anssn sno.aqy [ed0] “Yd.1
‘poL1ad uread unpIm UONBIUIIU0D
‘Burioyiuowr padueyd jou j1 uorsnjur dos ‘[eseq [0g] anssn asoon[3
souepaduul J0SUSS SNONUNUOY) 01 Y]] 39s ‘@8ueypd Josuas 3sanbay  u0NI818p pajewoIne Aq paIsA0dION  L/SLT s'e z/s-€ 1 DS ojur uonIasur Aq pasned Suipaag [€20] paI1amo
~dII @1e[Nd[ed 03 THg paidipad asn ‘por1ad uread unpIm (y38uay ajoym
*Aouepunpa. Josuas ‘Suriojiuowt padueyd jou j1 uorsnjur dos ‘[eseq J1aa0 SuiSeraae [eudis) uonedo[sip
souepaduul J0SUaS SNONUNUOY) 01 Y] 39s ‘@8ueyp Josuas 3sanbay  U0NI318p pajewoIne £q paIsaA0d JON 6/Sv € 1/5-€ € 10 uonJasul DS aardwoduy
Il 'sojdwres  *( uonIas) SpoYIdW PIdUBAPE IO
Jo uonenoed J1oj g paroipald asp MmaJ e ueyy Jaduo| Sunsey Ji [eseq ‘poriad 110ys e .10J [8%] uonow s asn Aq pasned
*Aouepunpa. 10suas 01 Y] 39s ‘sajdures pajoayye a1oud] spjoysaayy [esiSojorsAyd spasdxa [ 10g  81/0€ z €/s € say1ds [eo18ojorsAydun pajejosy
"dI1 EeMd[Ed 03 THg paidIpaid
9s(] *9In0.1 SUISUSS dANBUIN[Y ‘porrad [8¥] reusis
*Aouepunpal Josuag “FuLiojiuout UIeLI9D UIYIIM I9A03.110U S0P (3 UONIIS) SPOYIaUW PAdUBAPE IO urypop 1ysn 01 anp Jo ySiu Sutnp asoon[3 paselq
souepaduur Josuas snonunuo)  Hg Ji uoisnjur dois ‘eseq 01 Y| 39S "1ng jo doap aaneSau uappns  81/z¥% z €/L € UOTJENUS)IE I0SUIS PAdNPUI INSSAIJ 03 ANANISUSS JO ssOT  A[aaneSaN
27
saosuas [eando {[£§] usydourwelsoe
*A3ojouypa) Suisuas sAneUIa Y ‘uorsnjur ‘'3 yaim uonesipawt ‘[#] sredns sajA[eue 19130 e
‘[¥¥] Buneod aanoares-wIag dols quawnean) [enuewr 3sanbay  ‘u0N0AP pajewone Aq paIanod 10N 9¢ b € € *'9 $911]0qBIAW IBYI0 JO ADUSSAIJ  YIIM dDUDIDLIU] uo paseq 19g
"por1ad urelIad uryim [s#] uoneuerdwr s w1y SaUIULIAB(
paSueyp jou J1 uorsnjur dojs ‘eseq ‘papaddxa -8uoy 1a33e 9s00n[3 [es0] Suneniony
*A3o1ouypa) Suisuas aaneuwIay 01 Y]] 39S ‘@8ueyd J0suas 3sanbay 93ueyo J0suas ddULS dWN pauyaq 09 v S € SuLmp sanjea moj je uoneiqiie) 211s Sursuas
‘poriad ureyed [#¥] (syusuodwod I8 UONBIUBIU0D
UIyIIM pajeaqi[ed jou j1 uoisnjur dois ‘papaddxa Josuas onewdzua Surpeadap 03 asoong
*A3ojouypa) Suisuas aAnewIal]y  ‘[eseq 01 Y]] 39S ‘UoneIqi[ed 3sanbay uoneIqI[ed 9IULS dWN) pauyaq ST € S 1 anp yup) uoneiqied yJuanbayyur 0o, S9.INSEI »
‘poriad urelad uryyim pajelqiied (Sef awny [eudis
“Adouepunpad 10suag jou J1 uoisnjur dojs ‘[eseq 03 ‘uone.qied Surmnp poysa.y) [943] reo18oo1sAyd) ns Aprenoned ([44] paselq a11s Suisuas
"aanpaooad uonerqies suyay YIJ 39S ‘uonelqied jeadal 011sanbay -a[qe1s Spasdxa THg aanedau/aAnisod 09 2 S € 19g Suidueyo Sulinp uoneliqie) uoneiqiedsiy  A[PANIsod pueiun uisuas
Joqunu g o [e9-d‘eT]
aanseawt a.an[rej pajalap eyep yII pue Wo) uo Sunpayy  LAuiond  fux ER1ICNS SonsLIaldeIReyd 9IUS.LINIIO0 JO dpouwr apouwx
SuneSniu reuonippy 0) asuodsa. s,uId)sAs [0.13uU0) W] Aq UO}IIAP pIjewiony sy -9A9§  -INddQ douereaddy uoneradQ /s9dueiswnd.Ir asned aanfrey aanjregq jun jo
uonINpa. Ysry (d1/2S) uonenyeaa sty a.anjrej jo uondrsaq uondrsaqg

"Sealoued [EIOYILIY UE JO SISATeUY S109JJq Pue S9pOJ aan[re] 'T a[qe],



g4 £q paxpo[q st

paxolq

*10SUS 2INSSaIJ "UO1IEd0[a 13J3Y3ed 3sanbay  "pioysalyy orwadA[81adAy spasdxa Tng 0z z S 10 [[em [eauOlLIad UI SYINS B[NUUER) e[nuued jo diJ,
‘Ploysaayy
pajoadxa spasoxa agueyd /| BaJE )G dWES 0Ul
*9JN0.J UOISNJUI SANRUI)Y *[£6] a8ueyp 185 uoisnjur 3sanbay “poysaayy orwadA[81adAy spasdxa THg 8 Z ¥ uonensiurwpe urnsur wtdl-Suo  [£5] AydonsApodry
anssn
*9IN01 UOISNJUI SANBULIS) Y ‘proysaayy DS ul se[nuued uoya ], A[remoned
“19193ed a8ueyd [ea18ojo1sAyd spaaoxa adueyd n/| ‘uond.aosqe urnsut pagueyd ‘Apoq
UO[Ja ], JO Pealsul A[pasu [991S 9)1s uotsnjur 3sanbau Yy asearou] “proysaayy o1wadA[S1adAy spassxa THg 8/01 z v/S a1y apisul s39a(qo udia.o0j ural-guo adgd
aanpasoad afueyd  (H UonIIS) SpoYIdW pAdUBAPE IO
uon.asul pue udisap 11od suyay  19s uolsnjur 3sanbau ‘uorisnyur doys “proysaay) orwadA[81adAy spasdxa 19d  0Z/0% z /% uon.asut a)a[dwoouy
*9IN0.1 UOISNJUI SANBULIS) Y [1€] semnuues
“1939138d ‘agueyo  *(§ uonoas) SpoyIdW PAdUBAPE IO uopa, Alrenoned ‘onssn Hs ul
uo[ja [, Aq a[paau [993s ade[day 19s uoisnjut 3sanbau ‘uorsnjur doys “poysaayy orwadA[81adAy speadxa Iod  SH/09 € /v {[gG] uoneoolsip 18319Y1ed [EIUBPIIY FurauUN] [BUIIOPJE
-/leuLIapsue)
‘[9s] 1e19y3ED afueyd  (H uonIIS) SpoyIdW padULApPE IO [o€] (unys pairrojuod/uajjoms) ySnoayy
uopja, Aq a[paau [9a1s dde[day  19s uoisnjur3sanbau ‘uorsnjur doys proysaly orwadA[81adAy spasdxa Tng [ € € a11s uorsnjur woy afexea Apoq jo 3no afexyea]
[1€] enUUED
‘[og] 10391280 afueyd  (§ uonIIS) SpoyIdW pAdUBAPE IO uopa ], Arepmonted ‘uonaasur Surmp [ss]
uopja, Aq a[paau [9a1s de[day  13s uoisnjurisanbau ‘uorsnjur doys poysayy orwadA[81adAy spasdxa Tng 8 € A 10 syuswaAow Juaned Aq pasne)  paxyury 19s uoisnjup
*9IN0.I UOISNJUI SANBULIAIY
's9sN[0qo.o1u 198.1e] “10SUS
aunssald *([€G] 310d apis {[17] aqny
Je110ys) yuawdinba auyay ‘[¥5] -a8ueyd ‘(¢ uonOas) SpoyIaW PIdUBADE IO
sAep ¢ 1oyje a3ueyp 39S uoIsnju| 19s uoisnjur 3sanbau ‘uorsnjur doas  *proysalyl d1wadA[S1adAy spasdxa 1og S/ € S uoneydoaad [esrway) [11] uoisnpoQ
*10SUS 3INSSaIJ ‘(% uondas) spoyIaw padueApE IO a8ueyp 1as uorsnjur
quawdinba auyey  }oayd [ensla jsanbau fuoisnjur doig proysalyy d1wadA[S1adAy spaadxa 1og S/ € S J193je pasopd A1ado.d jou s10309uuo)
*10SUS 3INSSAIJ ‘(% uondas) spoyauw padueApE IO areme Suraq 1asn
quawdinba suyay 290 [ensia 1sanbau uorsnjur dois "proysaayl drwadA[31adAy spasdxa og 09 € 12 INOYIIM UONIAUUOISIP JUSLIDAPRU]
[52] 395 uoisnyur
‘(% uondas) spoyIawWw padueApE IO JUAaWIadUNOUUE JO UOIID3UU0ISIP
*10SUDS 2INSSaId  IYD [ensiA 1sanbau ‘uoisnjur dois *poysaayl drwadA[31adAy spasdxa Tog ov z 12 INOYIIM UONIIUUOISIP [BUOTIUNU] 01 anp adexea]
‘(s1esn jnpe (3sowr) 10j JuLAS[DL [z5] e8ueyo aanssaud 10 aanjerad
1uawdinba suyey j0u) A[SuIpJodde Y[ 9SBAIOU]  "UONDIDIDP PajeWOoINe Aq PaIaA0d JON ST 1 S -wa) JuUdIque ‘uone[eisul Sutng sa[qqnq 1y
‘(% uondas) spoyIaw padueApE IO
‘proysaay3 orwadA[3-1adAy
‘Junoure pagso| “Juawade[dal Spaddxa THg "dWN[OA JIOAIISAI SPIIIXD [sz]
uo paseq Japurwad [[Ja.l Al1eq a10A19s3.1 3sanbau wworsnjur doig ulnsul paJaAldp jo Junouwre pagdo] 0S z S W uo pa[[yal 0N Jroarasal Adwyg

ur[nsur paIaAlap
SQIOSqQY e

yun
[03u0D wogy
paAladal ajel
uorsnjur urnsut
0} Surp.aodoe
urnsut
SIDAI[A( *

s

AIaAT[ep uOISNjuUI puE JIuNn

-1apup

uolsnjur urnsug

'Sea.dued [BIOYILIY UE JO SISA[EUY S109JJ9 PUE SIPOJ d.INn[Ie,] ‘panunuod - T a[qe],



erwaedA[SodAy a1a49s 10 (Y a) SISOpIoe0Iay dnaqel( 4 ‘erwardf[SodAy ajerapou J0 erwaedf[31adAy a104aas ¢ ‘erwaedf[SodAy 3ysi| 10 erwaesf[31adAy ajesapoly 7 ‘erwoedL[S1adAy ajqidi8au 10 817 T :A1110498

-aqeotidde 10N YN ‘Aep e 20uQ < ‘Aep B 92UQ 9 YO9M B 30U(Q G ‘YIUOW B IUQ § ‘1L B 90UQ € ‘QWNIJI B Ul 3UQ Z ‘DWIIJI] B UI 9UQ > T :9IUS.LINII0 JO POOYI[ANIT "UOIIDNIDAS YSIY
1dnuqy g quardpuy/idniqy Jo juaniueiul/idniqy 4 uaniuiiu] € quardoul/usniuiau] z quatdiou] T :S217S14839D40Yd 20ub.apaddp 3 nD,y
J9}[1J UBW[EY] PAIUAISU[) - () ‘ANAIISUSS UINSUI - [S ‘SNOAULINIQNS - DS
‘SN0aUEINIQNS - DS “I9I[IY UBWI[EY] - 3] 499)Jd 32U 9s0an[3-03-ulnsul - H/ffeauolriadeniul - J] ‘931 uoisnjur urnsul - Y[| ‘Osuodsa. Apoq uS1a.10J - Y, “TH JO SANBALIIP SWIL} PUOIIS -, IO “TH JO dANBALIIP SW ISIY - THE ‘[9Ad] 500n[3 pooiq - TOg

uon.Iasul
aanpasoad a8ueyd dI Aprenonaed Surmp Surjpuey (uonewwejut [ed0[)
uon.asul pue usisap 110d auyey 19S uoISNyul pue 10suas }sanbay "1ng 98e1aae paLiep ¥ ¥ 1 ajerrdoaddeur 1o yuswdinbs a[l1sisu]  uoneurweluodolg
J9ysawiLn uo spuadap o/1
‘[1] mey [onuod 1depy ~dI] 9seatdap/-ug "1ng 98e1aae paLiep 91 ¥ Z ‘SI9SN S[BWaJ 10J JUBAJ[AI A[UQ [1] foueuSaag Jo a8ueyp
‘[1] mey jonuod 1depy ~dI] 9seatdap/-ug "1ng 98e1aae paLiep 91 4 Z aSe [eard4, [1] esnedousy awn-auo
‘[1] mey [onuod 1depy ~dI] 9seatdap/-ug "1ng 98e1aae paLiep 91 4 Z a8e [eard4, [1] fa10qng  pauyspupn
-a8e jo porrad ureyred
‘[1] mey [onyuod 3depy ~dI] 9seardap/-uj "19g d8e1aAe paLiep 9¢ € ¥ B UI SJ3sh 9[ewdj 10j Juead[al AuQ  [1] a[o4Ad ennsusy 0/1
[z.] 1onuow Ayandy [1] sutaned  jo saSueyo
‘[1] mey jonyuod ydepy “gI] 9seatdap/-uj 19g d8e1aAe paLiep SY € S NI0M YIYS ‘Spuadseam sa shepyaapy  Surdears aemnaua] 21K
‘[1] mey jonyuod ydepy ~dI] aseardap/-ug 1ng 93e1aAe paLiep S € 9 [12] ‘[¥€] @1eas orjoqerowt [euantq  wWRAYL UBIpEdII)  pauyapuf)
uoisnjur HS Jo soIeuAp
[v€l Mofs ‘[y¢] uonezrurnsuriadAy uononpoad asoon[d
93ue.1981e1 3y3n A|[ed1sojoisAyq 11 @seada 1ng 98e1aAe paseatdap paguojold vz v 9 01 anp 9g mo| paguojold  dneday pasearsq
[1] (1S rereydriad sisauagoauoon3
‘[1] mey [onyuod 3depy “dI] 9seardaq "19g 98e1oae pasea.dap Arerodwa], 02 v S [ewriou ‘IS d1peday paseatour) [0Yod[y panqryu|
‘[1] mey jonyuod ydepy “dI] 9seardaq 199 98e1aae pasea.daq 12 1 L [¥€] (1S poaoadur Jou) sjeay
*[1] mey jonu0d 1depy 11 @seaa "1ng 98e1aAe pasealda( 8¥ v 12 [#2] uonesipaw Surromor asoonyn
104
*[1] mey jonuod 1depy Il 9searaq aferaae paseadap Apysifs ‘paduojord 9 z € [1] ssoraySrom
los]
s1ajoweaed [ear8ojoisAyd a1o/pue ‘pooj anasaa 1sanbay [69‘89] a1qoaaeue
Jaoe1) AJIAIOE WO ejep apn[au] “dI] 9sea.109( ‘ploysaly) aane3au spaadxa Tng 08 v S 'sA d1qoae ‘Aianoe [earsAyd anoy
[vel
*[1] mey jonuod 1depy 11 @seada g "1ng 93e1aae paseatdap Arerodwa ], St € S IS Sunoaye A1anoe [eaisAyd snotaaag
[t] Ayanisuas 9/1
*[1] mey jonuod 1depy 11 @seada( "1ng 98e1aAe paseatdap paguojold 9 z € weadoad Sururen [earsAyd wia-Suo UI[NSul pasealdu]  pasealdu]
*(S uon2as) spoyaW padueApE IO
"[€9°29'T9] mopuim awm ureysad
*[£9'99] sanqiqeqouad Joud B UIY3IM Sploysalyl aanisod spaadxa
[eaw uo paseq [onuod A10jedpnuy - )] 10 BIRp MBI UO paseq - ,10g [1] uonisoduwod uondwnsuod
‘[1] me [onu0d 3depy 1] dseatou] ‘194 “TDd JO UOHEBUIUIOD E 10 dUQ 0L 14 L JUALINUOIOBW dJ103ds YIM [ed]y 9s00n[3 [BIQ
uoIsnju1 n§
Jo sutdrew £3ayes [y ¢] (uouawouayd
‘[v€l umep ul synsa) uoneziuinsutodAy uononpod asoon[3
adueu 193.1e1 1y3n A[es1ojoisAyq “dI] @seatou| "19g 98e1aae pasea.soul paduojord  Z1/81 € /9 03 anp g ysSiy paduojoad  oneday paseasou]
‘[09] 10suas a3k JeaY
‘asuodsal upys o1ueAes aanseap [6s]‘[8s]‘ (1]
‘[1] mey [onyuod 3depy “dI] @seatou "19g 98e10Ae pasea.ou| SY € S (399)39 139u) ssans [EIUSN
[ssI1]
*[1] mey jonu0d 3depy 11 9seatou] "1ng 98eaae paseatdu] 9¢ € 12 $S9.3S [eJ13.1NS PUE [BIIPaW ‘SSAU[]]
‘[1] mey jonyuod ydepy “dI] aseatou| "19g 98e1aAe pasea.ou| 81 4 < [85][1] uonearpapy
104 Ananisuss 9/1
‘[1] mey jonyuod 3depy “dI] asearou]  a8eraae paseasour AySis ‘paduojoad 9 4 < [1]ure8ySopA  urnsul paseatddq paseatda|

n/1 03 Suipaodoe
uoneuaduod
asoon[3

SI9MOT o

jun
uolsnjur urnsut
wio.j urnsut
SIAIIY e

Apoq uewny

'Sea.dued [BIOYILIY UE JO SISA[EUY S109JJ9 PUE SIPOJ d.INn[Ie,] ‘panunuod - T a[qe],



Risk Analysis for the Design of a Safe Artificial Pancreas Control System 11

faults are characterized by a sudden and complete loss of function for the af-
fected unit, whereas intermittent faults cause an irregular and time-limited loss
of function. Faults leading to a drift in performance, that may eventually result
in a complete loss of function if not corrected, are categorized as incipient. The
function of each unit is defined in the description of the unit. A numerical value is
assigned to all appearance categories for the purpose of risk ranking. An abrupt
fault appearance is ranked worst (5) because the unit looses its function without
prior signs and thus without the possibility for detection. An incipient behavior,
on the other hand, is ranked least critical (1) since the deviation might be detected
before the function is completely lost. An intermittent behavior (3) is considered
to be less disastrous than an abrupt fault because the controller can regulate the
BGL normally between the periods with lost function. The impact of the duration
of the function loss is neglected.

The qualitative risk evaluation comprises (i) the likelihood of occurrence, and
(ii) the severity of each fault. In the absence of sufficient publicly accessible data,
both were judged by the authors based on own experience and indications from
literature. An integer between 1 and 7 indicates the likelihood of occurrence for
the single user as incidences per time, ranging from less than once in a lifetime (1)
to several times a day (7). How likely a particular fault occurs may significantly
vary for different patients; thus a range is given for some faults which can be read
as from ... to ...”. If a particular fault is not applicable to the SC or IP approach,
this is indicated by NA in the occurrence category. The severity of a fault is ranked
according to categories which can be interpreted as the harm that threatens the
user. Four categories are distinguished with Light or negligible hyperglycemia being
the least severe (1) and Diabetic ketoacidosis or severe hypoglycemia the severest
category (4).

Higher numbers indicate a higher risk for the specific fault. The appearance
characteristics, the likelihood of occurrence and the severity are combined in a risk
priority number (RPN) by multiplying the single numbers. A fault with high RPN
is most crucial in system design, whereas a low RPN indicates a less critical fault.
For those faults where likelihood was defined as a range, the highest likelihood
was used to calculate the RPN.

The last part in Table 1 deals with possibilities to reduce the risk of faults.
Methods for automated fault detection are reported first. Automated detection
means that the system detects this specific fault automatically based on sensor in-
formation without human interaction. In accordance with the goal of the analysis,
only methods based on data that is available in a minimally sensor-equipped AP,
i.e. glucose measurements from CGM and IIR data as well as time, are included.
In Table 1, fault detection by means of limit checking is reported, whereas “More
advanced methods.” refers to more advanced detection methods that are summa-
rized in section 4. Limit checking is based on the assumption that absolute values
or trends of monitored variables violate a threshold caused by a single specific
fault while the rest of the system remains in faultless condition.

The appropriate automated response to detected faults is subject of the next
column. Some fault causes cannot be eliminated by an automated action, but rat-
her request the user to intervene by changing the sensor or the insulin infusion
set. The decision between handling the fault autonomously or informing the user
is specified as fault response. Some perturbations, in particular physiological chan-
ges, should be addressed by adjusting the insulin infusion rate automatically. The
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adjustments to mitigate an increased insulin sensitivity caused by previous physi-
cal activity, for example, should be within the nominal range of the basic control
functions. The effect of a long-term physical training program, on the other hand,
might be best considered by a permanent adaptation of the control law. An expli-
cit detection and differentiation from other perturbations may not be reasonable
or even possible for all physiological changes. They could instead be lumped into
a common changed physiology. However, the fault causes are listed separately be-
cause one must ensure to reasonably consider each of them when designing the
control system.

Additional measures for risk reduction and mitigation are suggested, including
an adaptable controller design and additional sensors which have been previously
excluded. Training or a diet restriction are not listed as methods of risk reduction
because this analysis focuses on measures that can be implemented with the con-
troller design or by hardware refinement, though an appropriate behavior of the
user may significantly reduce the risk in some cases.

The measures for risk reduction are not meant as additional safety layers which
are only active when the control function fails but should always be implemented
building the normal control system.

4 Detection of sensor and insulin infusion faults

Successful fault detection and diagnosis can provide the possibility to differentiate
between situations that can be handled autonomously and those in which the user
must be alerted.

Among the sensor faults, the fault modes isolated spike and transient nega-
tive bias were addressed particularly often. Both fault modes are considered as
intermittent faults in Table 1. Isolated spikes are inherently random signal ab-
normalities rather than permanent sensor failures. The negatively biased sensor
signal is assumed to be transient because its major given cause is lost sensitivity
due to pressure induced sensor attenuation (PISA) during night. Zhao and Fu
(2015) [49] used steps to model isolated spikes and a biased signal. Generic signal
anomalies (positive and negative steps, exponential changes and drift, and random
noise) were analyzed for fault detection [76,77]. Although those anomalies cannot
be directly related to particular faults, they build a comprehensive basis for signal
fault modeling in simulation studies. Instead of the actual kind of CGM fault, it
was also investigated whether the sensor readings are correct or incorrect [78-81].

The studied fault modes of the insulin infusion unit are no delivery, under-
delivery and over-delivery. Infusion set failures can be detected either directly or
indirectly [15]. Direct detection builds upon the signals of sensors integrated in
the pump. This is realized to detect occlusions in marketed insulin pumps by force
sensors and ammeters [10]. Most methods aim to detect faults indirectly based on
either tremendous BGL excursions or a changed glucose lowering effect of insulin
[82]. Although different faults are claimed to cause no delivery and under-delivery,
i.e. disconnection [15,83], leakage [83], and complete [48] or partial occlusion [84—
88|, the fault causes were usually not further examined after detection. Since the
user must change (parts of) the insulin infusion unit upon these faults, one might
not see the advance of a further diagnosis [89]. However, a more detailed fault
evaluation could help the user to identify the particular problem.
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The number of publications on fault detection is surprisingly low compared
with the number of publications on algorithms for closed-loop glucose control. A
categorized overview of the methods proposed for fault detection in glucose control
has been presented recently [90].

5 Detection of meals

Besides acute physical activity, meals are one of the major physiological perturba-
tions that the glucose controller has to handle. This is represented by the high RPN
in Table 1. Worldwide research efforts led to significant achievements in closed-loop
glucose regulation but the postprandial period remains a challenge. The control
algorithms that are tested in clinical studies often require meal announcements by
the user.

Automated meal detection has received increasing attention during the past
years. The earlier methods detect a meal based on threshold violations of (oc-
casionally filtered) CGM values. Recently, more complex methods using a model
of the glucose-insulin metabolism and data-driven methods were proposed. Most
approaches for meal detection utilize the measurements of one CGM device.

Meal detection by threshold checking has been suggested with different combi-
nations of checked variables; the raw CGM data is either directly used or revised
by removing measurement noise using a linear noise model in a Kalman filter (KF)
[61,91,62]. Alternatively, the nonlinear Bergman minimal model has been used to
estimate the rate of glucose appearance in plasma with an unscented KF (UKF),
and meals were detected when this estimate exceeded an upper threshold [21,92].

Several model-based methods exploit versions of the minimal model by Berg-
man. Two redundant glucose sensors were used in a set-up to detect both faults
and meals [93]: An UKF is separately applied to the two sensor signals to pre-
dict multiple steps of the CGM values. Based on a statistical comparison of the
covariance matrices of these two predictions, a meal or fault is detected. Moreo-
ver, it was proposed to detect a meal if the cross-correlation between two states
(the SC glucose concentration and a lumped state) estimated by an UKF exceeds
a threshold [94,95]. An augmented version of the Bergman model was also used
in a method that applies invariant statistics to differentiate between effects that
can be explained by the model with previously detected meals as input and those
that must result from a more recent meal [96]. Another approach applies linear
discriminant analysis to state horizons that were generated by moving horizon
estimation using a version of the Bergman minimal model [97].

Besides the estimator-based methods with an underlying model of the glucose-
insulin metabolism, data-driven methods have been proposed as well. Fuzzy logic
was used to categorize segments of CGM data according to their shape [98,99].

6 Discussion

6.1 Most critical faults

Functional safety is achieved if the risk is as low as reasonably practicable [7].
A high RPN indicates particularly safety-critical faults, either because of high li-
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kelihood of occurrence, high severity, abrupt appearance or a combination of all.
The higher the RPN, the greater is the need for risk reduction by measures as
those suggested in Table 1. Faults with high RPN are not tolerable; risk reducing
measures must be implemented and their success must be verified by recalculating
the RPN to ensure that the remaining risk is acceptably low. Faults with medium
RPN may be tolerable only if risk reducing measures are implemented, thereby
lowering the risk and increasing the comfort for the patient. Faults with very low
RPN may even be accepted without risk reducing measures. The calibration rou-
tines need special attention with respect to the performance of the sensing unit.
Problems with the insulin infusion set, i.e. kinking, occlusion, disconnection or dis-
location, were identified as most critical in the insulin infusion unit. The highest
RPN for changed dynamics within the human body was deduced for acute phy-
sical activity. Together with meals, exercise is the most challenging perturbation.
The perturbations within the human body that can be corrected by automated
IIR adjustment are rather disturbances than faults. The basic control functions
should either be robust to these or adapt to long-lasting altered dynamics. The
fault appearance characteristics can be adduced to decide whether robustness or
adaptation is the better solution in each case. An incipient time behavior implies
adaptation, whereas an abrupt behavior prompts robustness.

6.2 Scope and limitation of the study
6.2.1 Significance of the analyzed system

In this study, we have studied a general system on the basis of the required functi-
onal capacity of each of the system elements. Faults have been identified by in-
vestigating the possible technical causes, and causes that may stem from complex
and sometimes ambiguous phenomena of the human body. That fulfills the goal to
develop an overview of high-level requirements for a safe control system. However,
a more specific risk analysis is needed to successfully design the controller unit of a
specific system. Research groups might have done similar analyzes as preparation
for clinical trials but did not publish them.

Controller faults such as numerical problems were excluded because the main
purpose of this risk analysis is to identify the physiological conditions and failure
scenarios outside the controller, which the controller needs to handle. After the
control strategy has been defined based on the deduced safety requirements, a risk
analysis should be performed that considers specific limitations of the controller,
given its actual implementation. Some faults, such as a kinked insulin infusion
set, can be avoided by adequate equipment handling and behavior of the patients.
However, the system design must also consider the potential occurrence of these
faults whose likelihood of occurrence can be reduced by educating the patients.
It was omitted to list the patient education as mitigating measure because this is
not an automated system response.

Over-delivery of insulin caused by faults in the insulin infusion unit might
occur due to faulty mechanical parts, but are unlikely in normal operation with
functioning equipment. Thus, the related failure modes were out of the scope of this
analysis. Over-delivery of insulin could also be caused by controller faults which
were also excluded as mentioned above. The asymmetrically higher risk of over-
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delivery (hypoglycemia) compared with under-delivery (hyperglycemia), however,
suggests to prioritize detecting the former. Besides an overall conservative insulin
dosing to prevent over-delivery, bi-hormonal AP systems provide the opportunity
to inject glucagon as an effective mitigating measure.

6.2.2 Limited publicly accessible data on faults

The FMEA scheme in Table 1 contains a list of potential faults of an AP gathe-
red by literature study. A quantitative risk evaluation using historical data was,
however, not performed due to the lack of quantitative information about fault
frequencies and severity. Unannounced changes and improvements of equipment
frequently invalidate published data for newer versions [26]. An international cen-
tral register of adverse events related to faults of medical devices, e.g. in glucose
control systems, could provide valuable information not only for users and health
care providers but also for persons engaged in the development and improvement
of such devices [6]. The existing databases in Europe (European Databank on
Medical Devices (EUDAMED)) and the USA (Manufacturer and User Facility
Device Experience (MAUDE)) are a starting point for adequate surveillance after
the launching of medical devices but but their present form and procedures can
be improved [100].

Moreover, close to no experience has been gained with Grp due to the ab-
sence of appropriate sensing technology. The evaluation of this approach requires
experimental data.

6.2.3 Risk acceptance criteria

A risk analysis gains value by judging the identified risks on risk acceptance crite-
ria. The need for mitigating measures and their success is quantified based on risk
acceptance criteria [5]. Generic descriptive safety requirements for insulin pumps
have previously been suggested [101]. Such internationally obligatory criteria could
help improving the safety of the AP. Quantitative risk acceptance criteria for me-
dical devices are defined in each company based on organizational policies [102].
No risk acceptance criteria were applied here, though the RPN indicates the more
critical faults. Without quantitative fault information (section 6.2.2), however, it
is rather difficult to prioritize faults.

6.3 Safety by modularization

A modularized system structure is typical to safely manage various faults and
has already been implemented in an AP [103]. Modularization according to the
fault locations, e.g. sensor signal validation vs. insulin infusion surveillance, is one
possibility. Furthermore, the time dependency of faults influences which detection
method is appropriate [4] and motivates fault detection and diagnosis functions
working on different time scales. The combination of different detection methods
is most promising in this context [104].

After having detected the occurrence of a fault, the system can either inform
the basic control or issue an alert (AA in Fig. 1). However, the user might ig-
nore major incidents when the alarm frequently goes off for minor reasons. To
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avoid this alarm fatigue, it is important to identify the fault causes as precisely
as possible and to decide whether the user needs to be informed. The possibility
of multiple faults and changes in the insulin-glucose dynamics (Table 1) requires
a balanced tradeoff between fault sensitivity and specificity. Even though a visual
inspection might be unavoidable to eventually clarify the root cause of the fault,
the controller can guide the user through a systematic search based on risk seve-
rity and the probabilities of possible faults. Its implementation, however, requires
a comprehensive database with quantitative risk information (section 6.2).

All functions must be designed as part of the overall system. The example of
a sensor signal that is discontinuous due to calibration shows the importance of
system integration. An uninformed fault detection unit could easily mistake the
step in the signal for a fault; including calibration information may reduce the
number of false alerts in this case [105].

6.4 Redundancy as limited option for fault tolerance

Redundancy enhances the fault tolerance of technical systems notably because re-
dundant identical or diverse components perform the functionality of faulty com-
ponents [4]. Since a portable medical device for permanent use in daily life is
supposed to be as small and inconspicuous as possible, redundant insulin pumps
or infusion sets seem inappropriate. Static or dynamic redundancy of the controller
unit may, however, be realized depending on the hardware configuration.

The sensor performance is particularly critical because it is the only input
entering the AP and false sensor readings proceed through the other components.
Sensor redundancy can compensate for drift and signal dropouts [106]. Only two
SC sensors already improve the signal accuracy whereas voting schemes of three
or four sensors are even more effective [106]. So-called orthogonal redundancy
(or sensor fusion) combines different sensing technologies [107] which ideally do
not suffer from the same disturbances. Combining the sensor modalities in a smart
way, the resulting glucose estimate will have both higher accuracy and lower failure
rate compared to each sensor type used alone. However, wearing multiple separate
SC sensors attached to the body certainly impairs the experienced comfort [108].
Additional glucose signals can also be achieved by mathematical model simulation
[43]. This so-called analytical redundancy can be used to confirm measurements
and to replace faulty measurements as controller inputs.

6.5 Extending the pool of monitored data

The distinction between fault classes and even some single faults may be possible
with a feature space based only on the commonly available CGM and IIR data.
More valuable information, however, can be expected if more information about
the state of the system is considered. The measured glucose concentration is, for
example, not a good indicator of a sensor failure. A more suitable approach for
fault detection is to utilize the internal state of the sensor gathered by monitoring
data (e.g. impedance and noise current of amperometric sensors) [78,79]. Several
attempts have been made to incorporate additional bio-signals in the generation
of hypo- and hyperglycemic alarms [109]. However, only a few methods on fault
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detection in AP exploit information beyond monitored glucose values and the in-
sulin infusion rate [90]. Body temperature and septic status, for example, describe
the general health condition [80,81], whereas activity monitors provide informa-
tion about the current life situation [72]. A human estimating the correct insulin
dose considers all that. Automated diabetes management could also be improved
by extending typical diabetes care data (i.e. CGM and IIR) with information that
is already available from fitness devices and weighing scales, if only the connecti-
vity of related devices would be standardized [18,110]. Statistical analysis of such
data could, for example, enable to predict the glucose levels following the onset of
physical activity across patients.

7 Conclusion

This work provides a failure mode and effects analysis for a glucose control sy-
stem composed of common technologies, kept as general as possible. In particular,
perturbations that potentially cause hypoglycemia or hyperglycemia are analyzed.
The result is a structured overview of faults and disturbances that the controller
unit has to handle.

Academic research towards an AP has neglected faults for the most part. Alt-
hough some approaches exist to avoid hypoglycemic events in particular, the focus
lies on impending hypoglycemia rather than on the fault causes. Along the same li-
nes, methods on fault detection and diagnosis in the AP have focused on detecting
single faults whereas the possible presence of other incidents is neglected. Since
different perturbations may have a similar effect on the BGL, i.e. glucose lowering
or increasing, fault diagnosis is essential. The diagnosis should reveal more infor-
mation about an occurred fault than only its presence. At the best, the fault cause
is identified which allows an appropriate system response. This detailed knowledge
can also avoid alerting the user for minor reasons, and thus preventing alarm fa-
tigue and increasing the overall acceptance of the AP. The present work provides
an overview of perturbations, i.e. faults, disturbances and altered dynamics, with
either direct or indirect metabolic effect. Criteria for designing and testing a ro-
bust and fault tolerant control system can be developed using this information.
Some faults, such as a kinked insulin infusion set, may be avoided by adequate
equipment handling and behavior by the patients. However, the system design
must consider the potential occurrence of such faults.

Quantitative risk information about faults and their causes can improve the
comprehensiveness of the risk analysis. Further contributions are needed in parti-
cular in identifying features to isolate faults, altered dynamics and external distur-
bances from each other. The inclusion of additional sensors supervising the physical
system state and body monitoring data should be considered in this context.
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Terminology
Adverse Any untoward medical occurrence, unintended
event disease or injury, or untoward clinical signs (...)

in subjects, users or other persons, whether or
not related to the investigational medical device

[111]
Artificial Closed-loop control of blood glucose in diabetes,
pancreas is a system combining a glucose sensor, a control

algorithm, and an insulin infusion device [112]
Disturbance ~ An unknown (or uncontrolled) input acting on
a system [113]
Error Discrepancy between a computed, observed or
measured value or condition, and the true, spe-
cified or theoretically correct value or condition

[114]
Failure The termination of the ability of an item to per-
form a required function [114]
Failure Manner in which failure occurs [114] (Fault mo-
mode des rather than failure modes are actually ana-

lyzed in an FMEA, but the term failure modes
and effects analysis is the common name of this
methodology [7].)

Fault Inability to perform as required, due to an in-
ternal state [114]

Fault de-  Event by which the presence of a fault becomes

tection apparent [114]

Fault diag- Action to identify and characterize the fault

nosis [114]

Fault identi- Determination of the size and time-variant be-

fication haviour of a fault. Follows fault isolation [113]

Fault isola- Determination of the kind, location and time of

tion detection of a fault. Follows fault detection [113]

Fault tole-  Ability of an item to perform a required function

rance in the presence of certain given sub-item faults
[114]

Harm Physical injury or damage to persons, property,
and livestock [114]

Hazard Potential source of harm [114]

Hazardous Event that can cause harm [114]

event

Hazardous Circumstance in which persons, property and li-

situation vestock or the environment are exposed to at
least one hazard [114]

Intended Use of a product, process or service in accor-

use dance with the information for use provided by

the supplier [114]
Perturbation An input acting on a system, which results in
a temporary departure from the current state

[113]
Random Failure, occurring at a random time, which re-
hardware sults from one or more of the possible degrada-
failure tion mechanisms in the hardware [115]

Reasonably Use of a product, process or service in a way not

foreseeable intended by the supplier, but which may result

misuse from readily predictable human behaviour [114]

Residual A fault indicator, based on a deviation between
measurements and model-equation-based com-
putations. [113]

Perturbation An input acting on a system, which results in
a temporary departure from the current state

[113]
Risk Combination of the probability of occurrence of
harm and the severity of that harm [114]
Risk analy- Systematic use of available information to iden-
sis tify hazards and to estimate the risk [114]

Reliability Ability to perform as required, without failure,
for a given time interval, under given conditions

[114]

Safety Freedom from unacceptable risk to the outside
from the functional and physical units conside-
red [114]

Systematic Failure that consistently occurs under particular

failure conditions of handling, storage or use [114]



Risk Analysis for the Design of a Safe Artificial Pancreas Control System 19

References

1. Y. C. Kudva, R. E. Carter, C. Cobelli, R. Basu, and A. Basu, “Closed-loop artificial
pancreas systems: physiological input to enhance next-generation devices,” Diabetes
Care, vol. 37, no. 5, pp. 1184-1190, 2014.

2. M. Debono and E. Cachia, “The impact of diabetes on psychological well being and
quality of life. the role of patient education,” Psychology, Health € Medicine, vol. 12,
no. 5, pp. 545-555, 2007.

3. J. Kropff and J. H. DeVries, “Continuous glucose monitoring, future products, and update
on worldwide artificial pancreas projects,” Diabetes Technology & Therapeutics, vol. 18,
no. S2, pp. S2-53-52-63, 2016.

4. R. Isermann, Fault-Diagnosis Systems: An Introduction from Fault Detection to Fault
Tolerance. Springer Berlin Heidelberg, 2006.

5. ISO 14971, Medical devices - Application of risk management to medical devices, ISO
Standard, 2007.

6. G. Avendafio, “Critical importance of multilateral studies related with adverse events in
medical devices,” Health and Technology, vol. 6, no. 3, pp. 213-227, 2016.

7. M. Rausand, Reliability of safety-critical systems : theory and application. Wiley, 2014.

8. J. R. Castle, J. M. Engle, J. El Youssef, R. G. Massoud, and W. K. Ward, “Factors
influencing the effectiveness of glucagon for preventing hypoglycemia,” J Diabetes Sci
Technol, vol. 4, no. 6, pp. 1305-1310, 2010.

9. Medtronic plc, MiniMed® 670G System User Guide, Medtronic plc, 2017.

10. J. B. Welsh, S. Vargas, G. Williams, and S. Moberg, “Designing the modern pump: engi-

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

neering aspects of continuous subcutaneous insulin infusion software,” Diabetes Technol
Ther, vol. 12, no. S1, pp. S37-S42, 2010.

A. C. van Bon, D. Dragt, and J. H. DeVries, “Significant time until catheter occlusion
alerts in currently marketed insulin pumps at two basal rates,” Diabetes Technol Ther,
vol. 14, no. 5, pp. 447-448, 2012.

E. McVey, S. Keith, J. K. Herr, D. Sutter, and R. J. Pettis, “Evaluation of intradermal
and subcutaneous infusion set performance under 24-hour basal and bolus conditions,”
J Diabetes Sci Technol, vol. 9, no. 6, pp. 1282-1291, 2015.

R. M. Bergenstal, D. C. Klonoff, S. K. Garg, B. W. Bode, M. Meredith, R. H. Slover,
A. J. Ahmann, J. B. Welsh, S. W. Lee, and F. R. Kaufman, “Threshold-based insulin-
pump interruption for reduction of hypoglycemia,” The N Engl J Med, vol. 369, no. 3,
pp. 224-232, 2013.

V. N. Shah, A. Shoskes, B. Tawfik, and S. K. Garg, “Closed-loop system in the manage-
ment of diabetes: past, present, and future,” Diabetes Technol Ther, vol. 16, no. 8, pp.
477-490, 2014.

N. Baysal, F. Cameron, B. Buckingham, D. M. Wilson, and B. W. Bequette, “Detecting
sensor and insulin infusion set anomalies in an artificial pancreas,” in ACC, Washington,
DC, pp. 2929-2933.

R. Roberts, J. Walsh, and L. Heinemann, “Help! Someone is beeping,” J Diabetes Sci
Technol, vol. 8, no. 4, pp. 627-629, 2014.

J. P. Shivers, L. Mackowiak, H. Anhalt, and H. Zisser, “” Turn it off!”: Diabetes device
alarm fatigue considerations for the present and the future,” J Diabetes Sci Technol,
vol. 7, no. 3, pp. 789-794, 2013.

E. I. Georga, V. C. Protopappas, C. V. Bellos, and D. I. Fotiadis, “Wearable systems and
mobile applications for diabetes disease management,” Health and Technology, vol. 4,
no. 2, pp. 101-112, 2014.

A. S. Brazeau, H. Mircescu, K. Desjardins, C. Leroux, I. Strychar, J. M. Ekoe, and
R. Rabasa-Lhoret, “Carbohydrate counting accuracy and blood glucose variability in
adults with type 1 diabetes,” Diabetes Res Clin Pract, vol. 99, no. 1, pp. 19-23, 2013.
A. C. van Bon, Y. M. Luijf, R. Koebrugge, R. Koops, J. B. L. Hoekstra, and J. H.
DeVries, “Feasibility of a portable bihormonal closed-loop system to control glucose
excursions at home under free-living conditions for 48 hours,” Diabetes Technol Ther,
vol. 16, no. 3, pp. 131-136, 2014.

K. Turksoy, S. Samadi, J. Feng, E. Littlejohn, L. Quinn, and A. Cinar, “Meal detection
in patients with type 1 diabetes: A new module for the multivariable adaptive artificial
pancreas control system,” IEEE JBHI, vol. 20, no. 1, pp. 47-54, 2016.

G. M. Steil, “Algorithms for a closed-loop artificial pancreas: the case for proportional-
integral-derivative control,” J Diabetes Sci Technol, vol. 7, no. 6, pp. 1621-1631, 2013.



20

First Author, Second Author

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

B. W. Bequette, “Algorithms for a closed-loop artificial pancreas: The case for model
predictive control,” J Diabetes Sci Technol, vol. 7, no. 6, pp. 1632-1643, 2013.

B. W. Bequette, “Fault detection and safety in closed-loop artificial pancreas systems,”
J Diabetes Sci Technol, vol. 8, no. 6, pp. 1204-1214, 2014.

Y. Zhang, P. L. Jones, and R. Jetley, “A hazard analysis for a generic insulin infusion
pump,” J Diabetes Sci Technol, vol. 4, no. 2, pp. 263—283, 2010.

P. Ross, J. Milburn, D. Reith, E. Wiltshire, and B. Wheeler, “Clinical review: insulin
pump-associated adverse events in adults and children,” Acta Diabetol, vol. 52, no. 6, pp.
1017-1024, 2015.

P. Ross, A. Gray, J. Milburn, I. Kumarasamy, F. Wu, S. Farrand, J. Armishaw,
E. Wiltshire, J. Rayns, P. Tomlinson, and B. Wheeler, “Insulin pump-associated adverse
events are common, but not associated with glycemic control, socio-economic status, or
pump/infusion set type,” Acta Diabetologica, vol. 53, no. 6, pp. 991-998, 2016.

I. Rabbone, N. Minuto, S. Toni, F. Lombardo, D. Iafusco, M. Marigliano, R. Schiaffini,
G. Maltoni, A. P. Frongia, M. Scardapane, A. Nicolucci, V. Cherubini, R. Bonfanti,
and A. E. a. Scaramuzza, “Insulin pump breakdown and infusion set failure in italian
children with type 1 diabetes: A 1-year prospective observational study with suggestions
to minimize clinical impact,” Diabetes, Obes Metab., pp. 1-6, 2018.

N. Taleb, V. Messier, S. Ott-Braschi, J.-L. Ardilouze, and R. Rabasa-Lhoret, “Perceptions
and experiences of adult patients with type 1 diabetes using continuous subcutaneous
insulin infusion therapy: Results of an online survey,” Diabetes Research and Clinical
Practice, vol. 144, pp. 42-50, 2018.

I. Guilhem, A. M. Leguerrier, F. Lecordier, J. Y. Poirier, and D. Maugendre, “Technical
risks with subcutaneous insulin infusion,” Diabetes Metab, vol. 32, no. 3, pp. 279-284,
2006.

L. Heinemann and L. Krinelke, “Insulin infusion set: the achilles heel of continuous subcu-
taneous insulin infusion,” J Diabetes Sci Technol, vol. 6, no. 4, pp. 954-964, 2012.

D. Deiss, P. Adolfsson, M. Alkemade-van Zomeren, G. B. Bolli, G. Charpentier, C. Co-
belli, T. Danne, A. Girelli, H. Mueller, C. A. Verderese, and E. Renard, “Insulin infusion
set use: European perspectives and recommendations,” Diabetes Technol Ther, vol. 18,
no. 9, pp. 517-24, 2016.

B. W. Bequette, “Continuous glucose monitoring: real-time algorithms for calibration,
filtering, and alarms,” J Diabetes Sci Technol, vol. 4, no. 2, pp. 404-418, 2010.

P. D. Home, “Plasma insulin profiles after subcutaneous injection: how close can we get to
physiology in people with diabetes?” Diabetes Obes Metab, vol. 17, no. 11, pp. 1011-1020,
2015.

C. M. Ramkissoon, J. Veh, B. Aufderheide, B. W. Bequette, and C. C. Palerm, “A
taxonomy of safety issues to be overcome in the artificial pancreas,” (Abstract No. 445)
poster presented at ATTD, Paris, France, 2015.

H. Blauw, P. Keith-Hynes, R. Koops, and J. H. DeVries, “A review of safety and design
requirements of the artificial pancreas,” Annals of Biomedical Engineering, pp. 1-15,
2016.

C. M. Ramkissoon, B. Aufderheide, B. W. Bequette, and J. Vehi, “A review of safety and
hazards associated with the artificial pancreas,” Biomedical Engineering, IEEE Reviews
in, vol. 10, pp. 44-62, 2017.

A. J. Kowalski, “Can we really close the loop and how soon? Accelerating the availability
of an artificial pancreas: a roadmap to better diabetes outcomes,” Diabetes Technol Ther,
vol. 11, no. S1, pp. S113-S119, 2009.

J. Feng, K. Turksoy, and A. Cinar, Performance Assessment of Model-Based Artificial
Pancreas Control Systems. Springer, 2016, pp. 243-265.

A. Guenego, G. Bouzillé, S. Breitel, A. Esvant, J.-Y. Poirier, F. Bonnet, and 1. Guil-
hem, “Insulin pump failures: Has there been an improvement? Update of a prospective
observational study,” Diabetes Technol Ther, vol. 18, no. 12, pp. 820-824, 2016.

P. Schaepelynck, P. Darmon, L. Molines, M. Jannot-Lamotte, C. Treglia, and D. Rac-
cah, “Advances in pump technology: insulin patch pumps, combined pumps and glucose
sensors, and implanted pumps,” Diabetes Metab, vol. 37, pp. S85-S93, 2011.

A. Liebl, R. Hoogma, E. Renard, P. H. Geelhoed-Duijvestijn, E. Klein, J. Diglas, L. Kes-
sler, V. Melki, P. Diem, J. M. Brun, P. Schaepelynck-Belicar, T. Frei, and G. European
DiaPort Study, “A reduction in severe hypoglycaemia in type 1 diabetes in a randomi-
zed crossover study of continuous intraperitoneal compared with subcutaneous insulin
infusion,” Diabetes Obes Metab, vol. 11, no. 11, pp. 1001-1008, 2009.



Risk Analysis for the Design of a Safe Artificial Pancreas Control System 21

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

M. Blanke, M. Kinnaert, J. Lunze, M. Staroswiecki, and SpringerLink, Diagnosis and
Fault-Tolerant Control, 2nd ed. Springer Berlin Heidelberg, 2006.

S. Vaddiraju, D. J. Burgess, I. Tomazos, F. C. Jain, and F. Papadimitrakopoulos,
“Technologies for continuous glucose monitoring: current problems and future promises,”
J Diabetes Sci Technol, vol. 4, no. 6, pp. 1540-1562, 2010.

U. Klueh, M. Kaur, Y. Qiao, and D. L. Kreutzer, “Critical role of tissue mast cells in
controlling long-term glucose sensor function in vivo,” Biomaterials, vol. 31, no. 16, pp.
4540-4551, 2010.

U. Klueh, O. Antar, Y. Qiao, and D. L. Kreutzer, “Role of vascular networks in extending
glucose sensor function: Impact of angiogenesis and lymphangiogenesis on continuous
glucose monitoring in vivo,” J Biomed Mater Res A, vol. 102, no. 10, pp. 3512-3522,
2014.

A. El-Laboudi, S. Sharma, N. Oliver, T. Hussein, D. Patel, D. Johnston, and T. Cass,
“Development of a novel microprobe array continuous glucose sensor for type 1 diabetes:
Interference studies,” presented at ATTD, Vienna, Austria, 2014.

A. Facchinetti, S. Favero, G. Sparacino, and C. Cobelli, “An online failure detection
method of the glucose sensor-insulin pump system: Improved overnight safety of type-1
diabetic subjects,” IEEE Trans. Biomed. Eng., vol. 60, no. 2, pp. 406-416, 2013.

C. Zhao and Y. Fu, “Statistical analysis based online sensor failure detection for conti-
nuous glucose monitoring in type i diabetes,” Chemom. Intell. Lab. Syst., vol. 144, pp.
128-137, 2015.

U. Klueh, Z. Liu, B. Feldman, T. P. Henning, B. Cho, T. Ouyang, and D. Kreutzer,
“Metabolic biofouling of glucose sensors in vivo: role of tissue microhemorrhages,” J
Diabetes Sci Technol, vol. 5, no. 3, pp. 583-595, 2011.

U. Klueh, J. T. Frailey, Y. Qiao, O. Antar, and D. L. Kreutzer, “Cell based metabolic
barriers to glucose diffusion: macrophages and continuous glucose monitoring,” Bioma-
terials, vol. 35, no. 10, pp. 3145-3153, 2014.

B. R. King, P. W. Goss, M. A. Paterson, P. A. Crock, and D. G. Anderson, “Chan-
ges in altitude cause unintended insulin delivery from insulin pumps mechanisms and
implications,” Diabetes Care, vol. 34, no. 9, pp. 1932-1933, 2011.

M. Gibney, Z. Xue, M. Swinney, D. Bialonczyk, and L. Hirsch, “Reduced silent occlu-
sions with a novel catheter infusion set (bd flowsmart): Results from two open-label
comparative studies,” Diabetes Technol Ther, vol. 18, no. 3, pp. 136-143, 2016.

D. Kerr, J. Morton, C. Whately-Smith, J. Everett, and J. P. Begley, “Laboratory-based
non-clinical comparison of occlusion rates using three rapid-acting insulin analogs in
continuous subcutaneous insulin infusion catheters using low flow rates,” J Diabetes Sci
Technol, vol. 2, no. 3, pp. 450-455, 2008.

V. Schmid, C. Hohberg, M. Borchert, T. Forst, and A. Pfiitzner, “Pilot study for asses-
sment of optimal frequency for changing catheters in insulin pump therapy-trouble starts
on day 3,” J Diabetes Sci Technol, vol. 4, no. 4, pp. 976-982, 2010.

L. Hojbjerre, C. Skov-Jensen, P. Kaastrup, P. E. Pedersen, and B. Stallknecht, “Effect of
steel and teflon infusion catheters on subcutaneous adipose tissue blood flow and infusion
counter pressure in humans,” Diabetes Technol Ther, vol. 11, no. 5, pp. 301-6, 2009.

L. Heinemann, “Insulin absorption from lipodystrophic areas: A (neglected) source of
trouble for insulin therapy?” J Diabetes Sci Technol, vol. 4, no. 3, pp. 750-753, 2010.
W. K. Ward, J. R. Castle, and J. El Youssef, “Safe glycemic management during closed-
loop treatment of type 1 diabetes: the role of glucagon, use of multiple sensors, and
compensation for stress hyperglycemia,” J Diabetes Sci Technol, vol. 5, no. 6, pp. 1373—
1380, 2011.

C. Ramkissoon and J. Vehi, Emotions and Diabetes, ser. Lecture Notes in Computer
Science. Springer International Publishing, 2015, vol. 9044, book section 70, pp. 720—
727.

M. Salai, I. Vassanyi, and I. Késa, “Stress detection using low cost heart rate sensors,”
Journal of Healthcare Engineering, vol. 2016, 2016.

E. Dassau, B. W. Bequette, B. A. Buckingham, and F. J. Doyle, ITI, “Detection of a meal
using continuous glucose monitoring implications for an artificial S-cell,” Diabetes care,
vol. 31, no. 2, pp. 295-300, 2008.

H. Lee and B. W. Bequette, “A closed-loop artificial pancreas based on model predictive
control: Human-friendly identification and automatic meal disturbance rejection,”
Biomed Signal Process Control, vol. 4, no. 4, pp. 347-354, 2009.



22

First Author, Second Author

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

7.

78.

79.

80.

81.

82.

83.

H. Lee, B. A. Buckingham, D. M. Wilson, and B. W. Bequette, “A closed-loop artificial
pancreas using model predictive control and a sliding meal size estimator,” J Diabetes
Sci Technol, vol. 3, no. 5, p. 1082, 2009.

K. Turksoy, A. Roy, and A. Cinar, “Real-time model-based fault detection of continuous
glucose sensor measurements,” IEEE Trans. Biomed. Eng., 2016.

F. Cameron, G. Niemeyer, and B. A. Buckingham, “Probabilistic evolving meal detection
and estimation of meal total glucose appearance,” J Diabetes Sci Technol, vol. 3, no. 5,
pp- 1022-1030, 2009.

C. S. Hughes, S. D. Patek, M. Breton, and B. P. Kovatchev, “Anticipating the next
meal using meal behavioral profiles: A hybrid model-based stochastic predictive control
algorithm for tldm,” Comput Methods Programs Biomed, vol. 102, no. 2, pp. 138-148,
2011.

F. Cameron, G. Niemeyer, and B. W. Bequette, “Extended multiple model prediction
with application to blood glucose regulation,” J Process Control, vol. 22, no. 8, pp. 1422—
1432, 2012.

M. C. Riddell, D. P. Zaharieva, L. Yavelberg, A. Cinar, and V. K. Jamnik, “Exercise and
the development of the artificial pancreas: One of the more difficult series of hurdles,” J
Diabetes Sci Technol, vol. 9, no. 6, pp. 1217-1226, 2015.

V. B. Shetty, P. A. Fournier, R. J. Davey, A. J. Retterath, N. Paramalingam, H. C.
Roby, M. N. Cooper, E. A. Davis, and T. W. Jones, “Effect of exercise intensity on
glucose requirements to maintain euglycaemia during exercise in type 1 diabetes,” J Clin
Endocrinol Metab, pp. jc—2015, 2016.

S. Ding and M. Schumacher, “Sensor monitoring of physical activity to improve glucose
management in diabetic patients: A review,” Sensors (Basel), vol. 16, no. 4, 2016.

L. Hinshaw, C. Dalla Man, D. K. Nandy, A. Saad, A. E. Bharucha, J. A. Levine, R. A.
Rizza, R. Basu, R. E. Carter, C. Cobelli, Y. C. Kudva, and A. Basu, “Diurnal pattern of
insulin action in type 1 diabetes: implications for a closed-loop system,” Diabetes, vol. 62,
no. 7, p. 2223, 2013.

N. Baysal, F. Cameron, M. Stenerson, B. Buckingham, D. Wilson, E. Mayer-Davis,
D. Maahs, and B. Bequette, “Using activity monitors to improve CGM sensor anomaly
detection,” in ATTD, Paris, France, vol. 15, no. S1, 2013, pp. A2-A2.

M. Rausand and A. Hgyland, System Reliability Theory: Models, Statistical Methods,
and Applications, 2nd ed. Wiley, 2004.

K. Kolle, A. L. Fougner, S. M. Carlsen, R. Ellingsen, and . Stavdahl, “Failure analysis
of an artificial pancreas — double subcutaneous vs. double intraperitoneal approach,”
(Abstract No. 334) poster presented at ATTD, Milano, Italy, 2016.

ISO/TR 12489, Petroleum, petrochemical and natural gas industries — Reliability model-
ling and calculation of safety systems, ISO Standard, 2013.

K. Turksoy, L. Quinn, E. Littlejohn, and A. Cinar, “Monitoring and fault detection of
continuous glucose sensor measurements,” in ACC, Chicago, US-IL, 2015, pp. 5091-5096.
J. Feng, K. Turksoy, S. Samadi, I. Hajizadeh, and A. Cinar, “Hybrid sensor error detection
and functional redundancy for artificial pancreas control systems,” in IFAC DYCOPS-
CAB, Trondheim, Norway, 2016.

J. Bondia, C. Tarin, W. Garcia-Gabin, E. Esteve, J. M. Ferndndez-Real, W. Ricart, and
J. Vehi, “Using support vector machines to detect therapeutically incorrect measurements
by the MiniMed CGMS®),” J Diabetes Sci Technol, vol. 2, no. 4, pp. 622-629, 2008.

C. Tarin, L. Traver, J. Bondia, and J. Vehi, “A learning system for error detection in
subcutaneous continuous glucose measurement using support vector machines,” in CCA,
Yokohama, Japan, 2010, pp. 1614-1619.

Y. Leal, M. Ruiz, C. Lorencio, J. Bondia, L. Mujica, and J. Vehi, “Principal component
analysis in combination with case-based reasoning for detecting therapeutically correct
and incorrect measurements in continuous glucose monitoring systems,” Biomed Signal
Process Control, vol. 8, no. 6, pp. 603—-614, 2013.

Y. Leal, L. Gonzalez-Abril, C. Lorencio, J. Bondia, and J. Vehi, “Detection of correct and
incorrect measurements in real-time continuous glucose monitoring systems by applying
a postprocessing support vector machine,” IEEE Trans. Biomed. Eng., vol. 60, no. 7, pp.
1891-1899, 2013.

F. Cameron, B. Buckingham, D. Wilson, and B. Bequette, “Extending threshold based
detection of infusion set failures,” presented at DMT, Bethesda, US-MD, 2012.

P. Herrero, R. Calm, J. Veh, J. Armengol, P. Georgiou, N. Oliver, and C. Tomazou,
“Robust fault detection system for insulin pump therapy using continuous glucose moni-
toring,” J Diabetes Sci Technol, vol. 6, no. 5, pp. 1131-1141, 2012.



Risk Analysis for the Design of a Safe Artificial Pancreas Control System 23

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

S. Del Favero, M. Monaro, A. Facchinetti, A. Tagliavini, G. Sparacino, and C. Cobelli,
“Real-time detection of glucose sensor and insulin pump faults in an artificial pancreas,”
in IFAC World Congress, Cape Town, South Africa, 2014, pp. 1941-1946.

D. A. Finan, H. Zisser, L. Jovanovi, D. E. Seborg, and W. C. Bevier, “Automatic detection
of stress states in type 1 diabetes subjects in ambulatory conditions,” Industrial and
Engineering Chemistry Research, vol. 49, no. 17, pp. 7843-7848, 2010.

R. Rojas, W. Garcia-Gabin, and B. W. Bequette, “Multivariate statistical analysis to
detect insulin infusion set failure,” in ACC, San Francisco, US-CA, 2011, pp. 1952-1957.
R. Rojas, W. Garcia-Gabin, and B. W. Bequette, “Mean glucose slope — principal compo-
nent analysis classification to detect insulin infusion set failure,” in IFAC World Congress,
Milano, Italy, 2011, pp. 14127-14132.

O. Vega-Hernandez, F. Campos-Cornejo, D. U. Campos-Delgado, and D. R. Espinoza-
Trejo, “Increasing security in an artificial pancreas: diagnosis of actuator faults,” in PA-
HCE, Mezico City, Mexico, 2009, pp. 137-142.

D. P. Howsmon, N. Baysal, B. A. Buckingham, G. P. Forlenza, T. T. Ly, D. M. Maahs,
T. Marcal, L. Towers, E. Mauritzen, S. Deshpande, L. M. Huyett, J. E. Pinsker, R. Gond-
halekar, I. Francis J. Doyle, E. Dassau, J. Hahn, and B. W. Bequette, “Real-time detection
of infusion site failures in a closed-loop artificial pancreas,” Journal of Diabetes Science
and Technology, vol. 12, no. 3, pp. 599-607, 2018.

K. Kolle, A. L. Fougner, K. A. F. Unstad, and . Stavdahl, “Fault detection in glucose
control: Is it time to move beyond CGM data?” IFAC-PapersOnLine, 2018.

R. A. Harvey, E. Dassau, H. Zisser, D. E. Seborg, and F. J. Doyle, “Design of the glucose
rate increase detector a meal detection module for the health monitoring system,” J
Diabetes Sci Technol, vol. 8, no. 2, pp. 307-320, 2014.

K. Turksoy, 1. Hajizadeh, S. Samadi, J. Feng, M. Sevil, M. Park, L. Quinn, E. Little-
john, and A. Cinar, “Real-time insulin bolusing for unannounced meals with artificial
pancreas,” Control Engineering Practice, vol. 59, no. C, pp. 159-164, February 2017.

Z. Mahmoudi, K. Ngrgaard, N. K. Poulsen, H. Madsen, and J. B. Jgrgensen, “Fault
and meal detection by redundant continuous glucose monitors and the unscented kalman
filter,” Biomedical Signal Processing and Control, vol. 38, pp. 86—99, 2017.

C. M. Ramkissoon, P. Herrero, J. Bondia, and J. Vehi, “Meal detection in the artificial
pancreas: Implications during exercise,” IFAC PapersOnLine, vol. 50, no. 1, pp. 5462—
5467, July 2017.

C. Ramkissoon, P. Herrero, J. Bondia, and J. Vehi, “Unannounced meals in the artificial
pancreas: Detection using continuous glucose monitoring,” Sensors (Switzerland), vol. 18,
no. 3, 2018.

J. Weimer, S. Chen, A. Peleckis, M. R. Rickels, and 1. Lee, “Physiology-invariant meal
detection for type 1 diabetes,” Diabetes Technology € Therapeutics, vol. 18, no. 10, pp.
616-624, October 2016.

K. Kolle, A. L. Fougner, and @. Stavdahl, “Meal detection based on non-individualized
moving horizon estimation and classification,” in 2017 IEEE Conference on Control
Technology and Applications (CCTA), Aug 2017, pp. 529-535.

S. Samadi, K. Turksoy, I. Hajizadeh, J. Feng, M. Sevil, and A. Cinar, “Meal detection and
carbohydrate estimation using continuous glucose sensor data,” Biomedical and Health
Informatics, IEEE Journal of, vol. 21, no. 3, pp. 619-627, May 2017.

S. Samadi, M. Rashid, K. Turksoy, J. Feng, I. Hajizadeh, N. Hobbs, C. Lazaro, M. Se-
vil, E. Littlejohn, and A. Cinar, “Automatic detection and estimation of unannounced
meals for multivariable artificial pancreas system,” Diabetes technology € therapeutics,
February 2018.

L. Heinemann, G. A. Fleming, J. R. Petrie, R. W. Holl, R. M. Bergenstal, and A. L.
Peters, “Insulin pump risks and benefits: A clinical appraisal of pump safety standards,
adverse event reporting, and research needs a joint statement of the european associa-
tion for the study of diabetes and the american diabetes association diabetes technology
working group,” Diabetes care, vol. 38, no. 4, pp. 716-722, 2015.

Y. Zhang, R. Jetley, P. L. Jones, and A. Ray, “Generic safety requirements for developing
safe insulin pump software,” J Diabetes Sci Technol, vol. 5, no. 6, pp. 1403-1419, 2011.
S. Richter and A. Sereseanu, “Developing effective risk assessment criteria in regulated
environments,” in IDAACS, Warsaw, Poland, vol. 2, 2015, pp. 564-569.

S. D. Patek, L. Magni, E. Dassau, C. Hughes-Karvetski, C. Toffanin, G. De Nicolao,
S. Del Favero, M. Breton, C. Dalla Man, E. Renard, H. Zisser, F. J. Doyle, III, C. Cobelli,
and B. Kovatchev, “Modular closed-loop control of diabetes,” IEEE Trans. Biomed. Eng.,
vol. 59, no. 11, pp. 2986—2999, 2012.



24 First Author, Second Author

104. V. Venkatasubramanian, R. Rengaswamy, S. Kavuri, and K. Yin, “A review of process
fault detection and diagnosis: Part III: Process history based methods,” Comput. Chem.
Eng., vol. 27, no. 3, pp. 327-346, 2003.

105. N. Baysal, F. Cameron, B. A. Buckingham, D. M. Wilson, H. P. Chase, D. M. Maahs,
B. W. Bequette, T. Aye, P. Clinton, and B. P. Harris, “A novel method to detect pressure-
induced sensor attenuations (PISA) in an artificial pancreas,” J Diabetes Sci Technol,
vol. 8, no. 6, pp. 1091-1096, 2014.

106. J. R. Castle, A. Pitts, K. Hanavan, R. Muhly, J. El Youssef, C. Hughes-Karvetski, B. Ko-
vatchev, and W. K. Ward, “The accuracy benefit of multiple amperometric glucose sen-
sors in people with type 1 diabetes,” Diabetes care, vol. 35, no. 4, pp. 706-710, 2012.

107. R. Shah, J. Kristensen, K. Wolfe, S. Aasmul, and A. Bansal, “Orthogonally redundant
sensor systems and methods,” US Generic US20 130060 105 A1, 2013.

108. F. J. Doyle, III, L. M. Huyett, J. B. Lee, H. C. Zisser, and E. Dassau, “Closed-loop
artificial pancreas systems: engineering the algorithms,” Diabetes Care, vol. 37, no. 5,
pp. 1191-1197, 2014.

109. D. Howsmon and B. W. Bequette, “Hypo- and hyperglycemic alarms devices and algo-
rithms,” J Diabetes Sci Technol, vol. 9, no. 5, pp. 1126-1137, 2015.

110. J. Walsh, R. Roberts, R. Morris, and L. Heinemann, “Device connectivity the next big
wave in diabetes,” J Diabetes Sci Technol, vol. 9, no. 3, pp. 701-705, 2015.

111. ISO 14155, Clinical investigation of medical devices for human subjects — Good clinical
practice, ISO Standard, 2011.

112. C. Cobelli, E. Renard, and B. Kovatchev, “Artificial pancreas: past, present, future,”
Diabetes, vol. 60, no. 11, pp. 2672-2682, 2011.

113. R. Isermann and P. Ball, “Trends in the application of model-based fault detection and
diagnosis of technical processes,” Control Engineering Practice, vol. 5, no. 5, pp. 709-719,
1997.

114. TIEC 60050, International Electrotechnical Vocabulary, IEC Standard.

115. IEC 61508-4, Functional Safety of Electrical/Electronic/Programmable Electronic Safety-

Related Systems. Part 4: Definitions and Abbreviations, IEC Standard, 2010.





