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Abstract

Given the incorporation of a communication network into the traditional
power grid, the smart grid is equipped with devices that provide sens-
ing, measurement, and control. This gives the smart grid numerous
advantages over the traditional power grid. However, the smart grid has
a risk of cyber attacks which can result in failures of critical systems.
Understanding the threats to the smart grid is paramount in ensuring
adequate security.

This thesis aims at identifying the attacks that can be used in com-
promising the smart grid as well as security modeling techniques that
aid in identifying and presenting the security risks. It first reviews exist-
ing literature on security modeling techniques that aid in security risk
analysis and compare the techniques so as to evaluate its applicability
to the smart grid. A demonstration of the efficacy of using a modeling
technique in identifying risks in the Advanced Metering Infrastructure
(AMI) network of the smart grid. Finally, an attack tree is presented
which provides an overview of attacks against smart grid obtained from
literature.

A review of 84 relevant papers is done to identify the attacks against the
smart grid in order to create an attack tree which gives an overview of
how security requirements can be compromised. Furthermore, another
26 relevant papers are reviewed to identify modeling techniques that can
be used in security analyses. This is followed by an evaluation of the
identified techniques based on four groupings: asset identification, risk
identification, risk evaluation, and mitigation steps. Lastly, a demon-
stration of how Consultative Objective Risk Analysis System (CORAS)
can be used in identifying and understanding the security risks in the
smart grid is done. The application of CORAS shows how effective it is
in helping to achieve the research objectives of this thesis. Lastly, the
attack tree revealed how individual attacks stack up in compromising the
major security requirements.

The results of the review give insights as to directions for future work
and improvements: (i) It is important to extend the CORAS application
evaluate the risks identified in this thesis and document mitigation steps
by first performing research on formalizing evaluation criteria for the risks
(ii) It is paramount to perform develop formal assessment criteria for all



security modeling techniques to assess the strengths and short-comings
of each of the techniques.
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Chapter1Introduction

1.1 Motivation

Although there have been several attempts to define what a smart grid is, there
is currently no distinct definition of what a smart grid is. A number of tentative
definitions have been documented in literature. The smart grid can be described as
the traditional power network which incorporates Information and Communication
Technology (ICT) that seeks to provide a reliable and economic system that handles
power supply and consumption [9]. The traditional power grid is an incredibly com-
plex network comprising transmission networks, distribution networks, and the "last
mile". The incorporation of another extremely complex network, the communication
network, to the traditional grid has many benefits. The communication network
allows data from sensory nodes such as smart meters and Phasor Measurement Units
(PMU) to be aggregated and analysed at control centers. Taking this a step further
by connecting these devices to the internet ensures distributed monitoring, analyses
and remote control which is achievable through the Internet of Things (IoT).

Thus, the smart grid superficially brings great improvement to the traditional grid.
However, on closer inspection, the added network connectivity adds more ways the
grid can be compromised. A skillful adversary can disrupt the entire grid from the
comfort of his home. With this premise, the task set out for this research is to
discover security risks and threats facing the smart grid using visualization techniques
as well as investigate the individual attack that can be used to exploit the security
risks. In this way, our motivation is finding security threats and possible attacks in
the smart grid

1.2 Keywords

Security Risk Analysis, Modeling Techniques, CORAS, Smart Grid , Advance Meter-
ing Infrastructure.
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2 1. INTRODUCTION

1.3 Research Objectives

The goal of the thesis is to identify attacks that can be used to compromise the smart
grid as well as investigate different risk modeling techniques and apply a suitable
one to explore the security risks associated with the smart grid. More specifically, it
aims to answer the following questions:

1. What different modeling techniques are used in security risk analysis and which
of the techniques better aids in identifying and understanding the security risks
and threats in a smart grid?

2. What attacks can be used to compromise the smart grid?

1.4 Contribution

This master thesis summarizes the usage of modeling techniques in security risk
assessment from papers published in the period 2008-2018. The span was chosen so
as to attain a comprehensive application of each of the techniques. It goes on to
provide a comparison of the identified techniques in relation to their applicability to
the smart grid. Similar comparisons of modeling techniques could not be found. A
demonstration of how a modeling technique is used in identifying attacks in Advanced
Metering Infrastructure (AMI) is also presented.

In addition, this master thesis provides a summary of attacks that have been shown
to compromise the smart grid from literature published within the time frame of
2015-2018. This time span was chosen so as to focus on recent attacks. An attack
tree is presented to provide an overview of how the attacks stack up in compromising
security requirements of the smart grid. This is not the first of its kind, however,
to the best of my knowledge, the resulting attack tree contains the largest number
of attacks presented in any relevant paper. The novelty of this attack tree is the
number of coordinated attacks.

1.5 Thesis Structure

This section provides a summary list of the contents in this thesis. The list describes
what each chapter entails. Firstly, the background, as well as related works, is
presented. This is followed by the research methods used and implementations of
the method. The thesis concludes with recommendations for future.

– Chapter 2 explains relevant background theories to gain insights into the thesis.
This commences with an explanation of IoT and smart grid. It concludes with
a presentation of the smart grid security concerns.
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– Chapter 3 explains the methods and steps taken to answer each of the research
questions posed in this thesis. It defines how a literature review adaptation
of a systematic review is applied. This is followed by presentation of an
application of Consultative Objective Risk Analysis System (CORAS) method
to a constructed case study which is used in answering research question 1.
Finally, the steps taken to identify attacks in literature are presented.

– Chapter 4 discusses security risk modeling techniques. Firstly, a theoretical
explanation of various security modeling techniques used in literature is pre-
sented. The chapter concludes with an investigation and documentation of
applications of the modeling techniques used in literature.

– Chapter 5 describes the CORAS language and Tool of which gives insight as
to how it is applied in the thesis

– Chapter 6 provides a step by step implementation of security risk analysis of a
constructed AMI using CORAS

– Chapter 7 investigates and documents the attacks against the smart grid that
have been discussed or implemented in literature

– Chapter 8 discusses the significant findings obtained in the preceding chapters

– Chapter 9 sums up conclusions for each research question and presents some
recommendations for future research work





Chapter2Smart Grid

In this chapter, the IoT as well as the changes that transform the traditional grid
into a smart grid is discussed. This is followed by an overview of the smart grid
architecture. Emphasis is placed on the communication technology the IoT brings
to the electrical grid. This is done by pinpointing the most applicable and utilized
communication mechanisms that could be adopted in the smart grid by introducing
their technology and use. Next, the security objectives of a smart grid which includes
confidentiality, integrity, and availability are discussed. This chapter concludes with
an elaboration on the threats that the smart grid faces.

2.1 The Internet of Things

IoT has gained increased popularity in the ICT world over the last decade. The term
"Internet of Things" was invented by Kevin Ashton in 1999 [10] and can be described
as the network of physically connected devices that interact to fulfill a common goal.
Cisco describes IoT as the next evolution of the internet, defines it as "the point
in time when more things were connected to the internet than humans" and further
predict that there will be 50 billion devices connected to the Internet by 2020 [11].
According to the authors in [10], IoT can also be considered as the global network
which allows the communication between human-to-human, human-to-things, and
things-to-things (which is any electronic device in the world by providing a unique
identity to each and every object).

IoT generally adopts the basic architecture of sensor networks and thus can be
segregated into 3 layers; Perceptual layer, Network layer and Application layer. The
perceptual layer aims to obtain and process data from the physical environment.
This layer is mainly composed of Radio Frequency Identification (RFID) and sensors
which sense the physical environment as well as actuators that affect the environment.
These devices are linked via the network layer using wireless and wired technolo-
gies, standards, and protocols like Public Switched Telephone Network (PSTN),

5



6 2. SMART GRID

2G/3G/LTE, Wi-Fi and Zigbee that provide connectivity. The application layer,
which is the brain of the system, is responsible for service providing and data pro-
cessing while ensuring data integrity, authenticity as well as confidentiality. This
layer uses protocols such as Message Queue Telemetry Transport (MQTT), HTTP,
Advanced Message Queuing Protocol (AMQP) and Data Distribution Service (DDS)
to enable process-to-process connectivity [12].

IoT has many applications in the power grid. According to [13] "The smart grid
is already considered to be one of the first and largest examples of the IoT". Smart
metering is one important application of the IoT for environmental sustainability and
energy-related issues in recent years [14]. Traditionally, utility companies required
employees to go on site to manually gather operational data including electricity
meter readings. This may introduce inefficiencies due to factors such as reading
errors. The smart grid incorporates Advanced Metering Infrastructure (AMI) which
enables meters to be read digitally and thus abolishes manual reading of meters.
The communication infrastructure ensures data is aggregated in real-time which
ensures accurate meter readings and improved billing. Another important application
of IoT is in achieving online visual monitoring of the smart grid transmission line.
Monitoring the power transmission line is key to providing more stable and reliable
service to customers by promptly identifying and addressing points of failures. The
traditional grid’s monitoring system is unable to provide real-time monitoring due to
high operation cost and incomplete network coverage [15]. Deploying IoT sensors on
the grid mitigates these challenges.

2.2 Smart Grid Architecture

Upgrading the current electricity infrastructure to the smart grid is a very daunting
and complex task [16]. Many standardization bodies have developed their own
conceptual model for the smart grid. The National Institute of Standards and
Technology (NIST)’s conceptual model is one of the most well-known reference models
of the smart grid. According to NIST [17], there are seven main domains, namely:
Bulk Generation, Transmission, Distribution, Customers, Operations, Markets and
Service Providers. These domains are interconnected via a secure communication
network as shown in Figure 2.1

2.2.1 Smart Grid Subsystem

The smart grid is made up of subsystems. The key subsystems include AMI and
operations. These key subsystems are discussed in the subsequent sections:
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Figure 2.1: The NIST conceptual model for smart grid

Operations

Operations consist of technologies such as Supervisory Control And Data Acquisition
(SCADA) and Wide Area Measurement System (WAMS). SCADA is a system of
software and hardware elements that is implemented to optimize, supervise and
control power generation and transmission. SCADA uses magnitude information
received from Remote Terminal Units (RTUs)(devices that are deployed in the field)
for its operations. On the other hand, WAMS rely on PMU which measure both
magnitude and phase angle for optimization and control. Another key difference
between SCADA and WAMS is that SCADA is relatively slower and retrieves data
asynchronously. This makes it suitable for local areas whereas WAMS are better
suited for monitoring and control in wide geographic areas [18].

Advanced Metering Infrastructure

AMI is made up of multiple technologies such as smart meters and communication
technologies that collectively provide communication between consumers and opera-
tors. This communication enables real-time monitoring of energy consumption which
is beneficial not only to energy suppliers but also end-consumers. For the suppliers,
the AMI provides more efficient way to obtain power consumption records as well as
accurately localizing outages. For the end-users, they can adjust their consumption
by participating in real-time market pricing and demand response so as to reduce
utility cost [18]. Thus, the AMI can be said to be made of two parts: metering
and communications as shown in Figure 2.2 with the smart meter performing the
measurement of energy consumption of customers. As such, the smart meter must
be able to detect energy consumption in real time. The metering side of the smart
grid consists of Time of Use pricing, data management systems, and advanced meter
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reading while the communication is made of networks and control infrastructure [1].

Figure 2.2: A smart grid perspective with all components [1]

2.2.2 AMI Communication Network

The AMI in smart grid comprises several communication networks. These are mainly
divided depending on the coverage area: Home Area Network (HAN), Building Area
Network (BAN), Neighbour Area Network (NAN) , Field Area Network (FAN) and
Wide Area Network (WAN).

Figure 2.3: Distribution network communication mechanisms

HAN and BAN

HAN is the communication network within customer premises which connects various
smart devices such as washers and electric vehicles with the aim of optimizing energy
usage. HAN consists of Home Energy Management System (HEMS) and smart meter.
HEMS allows customers to monitor and adjust their energy consumption either in
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real-time or periodically while the smart meter relays energy usage information to the
utility company. The HAN can thus be described as the convergence of communication
infrastructure, the power grid and the supporting information architecture [19]. BAN
is deployed to cover multiple apartments or offices thus can be an aggregation of
HANs with one smart meter that communicates with the utility company. The
technologies that are used in the HAN and BAN include Wireless LAN, ZigBee,
Mobile communications and Femtocells

NAN and FAN

NAN is deployed between customer premises and utility company’s WAN to enable
smart meters exchange information. NAN is a critical segment of the smart grid
communication network since it is tasked with transportation of massive volume of
data and control signals between a number of smart meters installed at customer
premises and the utility company. FAN allow communication between the utility
company and the sensors and equipment deployed in the field. The communica-
tion infrastructure used in NAN and FAN include Worldwide Interoperability for
Microwave Access (WiMAX), cellular network and Wi-Fi [20].

WAN

WAN accumulates data from multiple NANs and transports it to the private networks
of the utility company. It also provides long distance communication between Data
Aggregation Points (DAPs) of different systems such as substations, control centers,
generation plants and distribution grid. Thus, WAN is essential for bi-directional
communication needed for services such as monitoring of power quality and automa-
tion of distribution [20]. This network adopts communication technologies that are
suitable for long-range and have high-bandwidth such as Power Line Communication,
Satellite, WiMAX and cellular networks.

A comprehensive list of communication technologies used in the smart grid is pre-
sented in Figure 2.4

2.2.3 Communication Protocols Used

This section focuses on introducing the communication protocols used by various
nodes in the smart grid, based on published literature. These protocols include
a variety of specialized protocols such as Device Language Message Specification
(DLMS), Open Smart Grid Protocol (OSGP), and Wireless M-BUS.

Wireless M-Bus specifies the communication protocol between smart meters (powered
by batteries) and Data Concentrator Units (DCUs). Wireless M-Bus transceivers
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use a low-overhead protocol, transmission-only modes and long-range sub-GHz trans-
mission bands which makes them require low energy, hence a recommended standard
for the metering application [21].

DLMS is an application layer specification consisting of the general concept for
communication between entities. Thus, it is concerned with procedures for data
exchange and access services for the smart devices. The Companion Specification
for Energy Metering (COSEM) provides an object data model for implementing
necessary metering functionality for the DLMS layer [21].

OSGP is an application layer specification defined by the ISO/IEC 14908 stan-
dard and is primarily used in smart metering applications as well as other smart
grid devices. The encryption scheme used by OSGP is RC4 stream cipher and uses a
non-standard digest function for message authentication. This differs from that used
in DLMS/COSEM. This makes the protocol stack lightweight in comparison [22].

2.3 Security Requirements

The smart grid, as already explained, is made up of a myriad of interconnecting
devices such as sensors and monitors which share data. The data shared includes
energy consumption information, locations of faults, the status of relays, etc. All
the interconnecting devices in smart grids are susceptible to attacks [23]. The major
security requirements in smart grid are the CIA triad (Confidentiality, Availability,
and Integrity). An explanation of each of the requirements is given below:

– Confidentiality: Ensuring that data is inaccessible to unauthorized persons.
Depending on the type of data, a loss of confidentiality could result in a breach
of customer privacy or sensitive details about the system.

– Integrity: Integrity in context of the smart grid means ensuring accuracy and
trustworthiness of information by preventing data alterations or destruction by
unauthorized persons. Integrity loss results in false or modified data which in
turn could can affect power management

– Availability: Ensuring that power and/or data continues to be transmitted
regardless of the state of the system. It is regarded as the most important
security criterion in the smart grid due to the fact that compromising availability
disrupts access to information in a smart grid [2]

The authors of [24] make a case as to why accountability should be considered as a
requirement. As such, an explanation of some of these added requirements is given
below:
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– Accountability: Ensuring that every action is traceable and cannot be dis-
puted. This is useful in events where there are discrepancies between data sent
by different sources.

– Authentication: Ensuring that both parties involved in communication are
who they claim to be by validating their identities. Loss of authentication can
grant adversary access to information and/or allow him to connect illegitimate
device to the smart grid.

2.3.1 Security Threats

Understanding the cycle of a cyber attack is key. Generally, there are four steps
by which a cyber attack is implemented. These steps, shown in Figure 2.5, are
reconnaissance, scanning, exploitation and maintaining access [2]. The first step,
reconnaissance, involves information gathering about the target system either through
social engineering or traffic analysis. Scanning, the next step, is done to probe the
target system in search of vulnerabilities. Exploitation is where the smart grid’s
vulnerabilities discovered in the previous step is exploited. After this is done, an
attacker then attempts to obtain permanent access to the target in the maintaining
access stage.

Figure 2.5: Attack cycle and related cyber attacks [2]
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Cybersecurity threats to can be mapped to the 3 major security requirements
discussed in section 2.3 as shown in Figure 2.6.

Figure 2.6: Mapping of smart grid threats to security requirements

Network Availability

Threats against network availability aim to make resources unavailable for nodes
that need transmitting data. This can be done by blocking transmission, delaying
transmission or flooding the network with messages to consume network bandwidth
and CPU resources thereby making the system inaccessible. These threats can be
generally considered as Denial of Service (DoS). DoS is the most common and one of
the worst attacks in the smart grid network [23, 25] . The smart grid allows easy
connection to the communication network and as such it is very easy to launch DoS
attacks against the smart grid [26]

Data integrity

Threats against data integrity targets data which includes device running status,
voltage readings, energy consumption and pricing information. The goal is to modify
these data in the smart grid. Data integrity attacks can be accomplished using
Man-in-the-middle attacks, Replay attacks, Masquerading attacks and Rogue access
points and malicious software

Confidentiality

Threats against confidentiality targets similar data being transmitted compared with
data integrity attacks. The difference is that the attacker does not try to alter
information that is transferred but only eavesdrop on the communication network
to attain the desired information. As such these attacks do not hamper the smooth
running of the grid and may not lead to massive consequences such as a blackout.
This can be accomplished by using rogue nodes or malicious software.





Chapter3Methodology

This chapter specifies the process to undertake so as to arrive at suitable answers to
the research questions enumerated at the start of this thesis. Tools that are employed
to aid the project are also documented. The topics included in this chapter are:
Research Methodology, Risk Modeling Techniques, Risk and Threat Identification
and Threat Exploration.

3.1 Research Methodology

This section throws light on the research methodologies that are used in accomplishing
the research objectives of this thesis; thus identifying security risks in a smart grid
using a suitable modeling technique as well as identifying what attacks an attacker
can use to exploit the smart grid.

The research is done in a coherent manner to ensure that logic is applied in comparing
security risk modeling techniques as well as in choosing a suitable technique to be
used in identifying security risks in the smart grid. Furthermore, this also ensures
that the logic is applied in identifying and analysing attacks against the smart grid.
By so doing, the result is credible and can be verified. The research methods used in
this thesis are:

– A literature review of different modeling techniques used for security analysis
is primarily done. This is done so as to give an insight as to which modeling
technique should be adopted in analysing the security risks in a smart grid as
well as threats which aim to compromise the smart grid. A qualitative research
approach where a document analysis of security modeling techniques and their
implementations, obtained from journals and articles, is key to answering
research question 1. Qualitative research is chosen due to it’s exploratory and
data-driven nature [27]. Documents are practical, manageable, cover a long

15
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span of time and require data selection instead of data collection [28]. This
makes document analysis an efficient and effective way of obtaining data.

– This is followed by an exploratory case study on a section of the smart grid,
the AMI network. An exploratory case study is adopted because it sets out to
explore any phenomenon which serves as a point of interest to the researcher
[29]. This is done to analyse how the security risks and threats compromise
this section of the grid. The analysis and documentation of the security threats
and risks of the smart grid are done using CORAS tool1, an open source
diagramming applications for CORAS diagrams.

– Lastly, a literature study is used to explore the attacks the smart grid is
susceptible to, which have been discussed in publications. The aim of doing this
is to identify the various attacks that can be employed to attain an attacker’s
goal of compromising the smart grid security requirements. The findings
are used in constructing an attack tree which presents an overview of the
relationship between the various attacks.

3.1.1 Risk Modeling Techniques

A literature review is a research method that is used to address the research problems
by identifying, critically assessing and combining the findings of all relevant studies.
Thus, a literature review is used in this thesis to explore various security modeling
techniques and its applicability in smart grid security. The end goal is to identify
which of the technique provides the best framework for exploring security risks in
the smart grid. The review adopts the five steps proposed by Khalid et. al. in their
article [30] to answer research question 1. These steps include:

– Step 1 : Framing the question
This step requires that the objective of the review is specified in the form of
unambiguous questions. Questions developed include:

1. What is the aim of the security related research conducted.

2. What modeling technique is used by the research in identifying security
risks.

3. How is the modeling technique used in security analysis.

– Step 2: Identifying relevant work
This step requires that extensive search is done. An electronic search of security
modeling techniques in all published articles and reviews is conducted, using

1The tool can be downloaded from http://coras.sourceforge.net

http://coras.sourceforge.net
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the electronic databases IEEEXplore2 and SpringerLink3. IEEE Xplore
is a research database with text access to publications covering a wide range
of topics in engineering and technology domain. It is chosen as one of the
sources because it provides web access to over 4.5 million technical literature
in engineering and technology. SpringerLink is also chosen because it is one
of the world’s most comprehensive online collection of scientific, technological
and medical publications.

The electronic search of security modeling techniques conducted follow the
procedure shown in Figure 3.1. A quick trial search is performed on Google
Scholar4 using keyword ’Security modeling’ to get a rough estimation of
the number of related articles as well as the different security risk modeling
techniques. Based on the results, the keywords is refined to include each of
the modeling technique to be reviewed. Thus the keywords used are "attack
tree security", "petri nets security", "game nets security", "bow tie security",
"CORAS security", and "uml security". Table 3.1 shows the number of hits
each of the keywords returned from the databases.

Search Keyword IEEEXplore SpringerLink
’attack tree security’ 718 4,165
’petri nets security’ 391 928
’game nets security’ 66 4,672
’bow tie security’ 5 340
’CORAS security’ 25 36
’uml security 325 1,243

Table 3.1: Number of articles based on the pilot search in various digital libraries

– Step 3 : Assessing the quality of studies
This step aims to filter the number identified related articles based on specified
criteria and quality checklist. The following criteria are used :

1. Article must contain research relating to risk analysis using a modeling
technique

2. Article must contain a case studies application of a modeling technique
for security analysis

3. Article must be in English

2https://ieeexplore.ieee.org
3https://link.springer.com
4https://scholar.google.no

https://ieeexplore.ieee.org
https://link.springer.com
https://scholar.google.no
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Figure 3.1: Search strategy for finding relevant articles [3]

The title of each article is subjected to filter criterion 1. The abstract and
conclusion of articles that meet criterion 1 is read and filter criterion 1 re-
applied. The filtered articles is then subjected to criterion 2 and 3 by skimming
through the body of the paper. This, in turn, reduces the final articles chosen
to 26 after which further analysis is performed.

– Step 4: Summarizing the evidence
A summary of the results is presented based on groupings in Table 3.2 and the
differences between the groupings are explored.

◦ Research Objective: Papers are first classified based on the objective
of the research either as ’base model implementation’ or as ’proposal and
implementation of extensions to established methods’. As the naming
implies, the papers are grouped by whether the research is based on
implementation using established methods or tweaking of the established
methods.

◦ Modeling Technique: This grouping classifies articles based on the
modeling technique that is implemented in the paper. These include
attack tree, bow-tie, CORAS, petri-nets, game nets and Unified Modeling
Language (UML).

◦ Applied Method: All the papers are then evaluated based on how
they are applied. The evaluated groupings are (i)Asset identification,
(ii)Risk identification, (iii)Risk evaluation and (iv)Mitigation steps. Asset
identification involves identifying items of value that the stakeholders of
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target system have interest in protecting. Risk identification involves
discovery and documentation of the key threats that pose danger to the
assets. Risk evaluation involves assessing the risks in terms of probability
of risk occurrence or consequence of risk occurrence or both. Mitigation
steps involve the implementation of countermeasures to either prevent the
asset from being compromised or reduce the likelihood of it happening.

Classification Sub Categories
Research Objective implementation of base model and im-

plementation of extensions
Modeling Technique Attack tree, CORAS, Petri-nets, Game-

Nets and UMLactivity diagram
Applied Method Asset identification, Risk identification,

Risk evaluation, Mitigation steps

Table 3.2: Classification of security modeling research papers and articles

– Step 5: Interpret the findings
This step addresses the question posed in step one without any bias so as to
provide validity to the result.

3.1.2 Risk and Threat Identification

Exploring the security risks and threats in a smart grid is done by application of
the CORAS method which facilitates the analysis of security risks. In order to limit
the scope of our analysis, a constructed case study of the AMI section of the smart
grid is done to which the CORAS method is applied. An overview detailing the
specific communications technology applicable to the utility company’s AMI is first
described. This ensures that the threats and risks associated with the AMI using
these communication technologies can be identified. Next, a section of the CORAS
methodology is applied to the AMI network. The complete CORAS method can be
divided into seven steps [4] as shown in Figure 3.2. A brief insight as to what each
step entails and how it is used in the case study is given below:

– Step 1: The first step is an introduction meeting which sets up preparations
for a risk analysis. The participants of this meeting include representatives of
the target system and security analysts. The objective of this step is to have
an overview of the target AMI system and what analysis will be performed.

– Step 2: The second step, also a meeting with customer representatives, is set
up to allow the security analysts the opportunity to present their understanding
of customers requirements. The objective is to attain a uniform agreement on
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what the target system is as well as what the analysis should be about. Thus,
a high-level analysis consisting of threats, vulnerabilities and unwanted events
is performed.

Figure 3.2: CORAS method for security risk analysis [4]

– Step 3: The third step involves a more refined description of the target system
to be analysed together with the assumptions and preconditions that are made.
This step concludes after the customer is satisfied with the documentation and
approves it.

– Step 4: The fourth step involves identification of risks. This is done through
a workshop where brainstorming of the target system is done typically with
experts on the target system. The aim of this step is to identify vulnerabilities,
undesirable events, threats as well as threat scenarios.

– Step 5: The fifth step involves estimation of risks. This, also done through a
workshop, is done with the objective of estimating the probability of occurrence
of undesirable events as well as the consequences that will arise as a result.

– Step 6: The sixth step involves evaluation of risks. The objective is to analyse
whether the risks that are identified are acceptable.

– Step 7: The final step involves identification of treatments or countermeasures
to reduce the likelihood of risks that are unacceptable. Furthermore, the
cost-to-benefit of the treatment is also evaluated.
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In answering research question 1, steps 5, 6 and 7 are skipped. This is because steps
5 and 6 are purposeful for presenting the probability of occurrence of the risks while
step 7 leans towards identifying mitigation steps for the risks. The objectives set out
in these steps is out of the scope of this research question. The CORAS tool is used
to present the risks associated with the AMI network. Chapter 5 gives a brief insight
into the components and usage of CORAS tool software. Learning the semantics of
this tool was thus essential to completing the research objective.

3.1.3 Threats Exploration

A comprehensive literature review is performed on articles published on IEEEXplore
is done so as to answer research question 2. An overview of the attacks and how they
are related is presented using an attack tree. The attack tree aids in visualizing which
attacks can be employed to achieve an attackers’ objectives. Developing an attack
tree involves several steps, one of which is the need to break down the high-level goal
resulting in low-level attacks an adversary executes to attain the high-level goals.
The mapping of the attacks to the goal results in an attack tree. The methodology
used in creating the attack tree is given below:

– Define the system: The definition of the system is done using a high level
of abstraction. The target system used is the entire smart grid.

– Identify type of attacker: Since different attackers have different goals, iden-
tifying the various types is done. The attacker types in the smart grid include
a network attacker (an attacker who targets the communication network), a
physical attacker (an attacker looking to cause physical harm to the system)
and a software attacker (an attacker that targets and exploits vulnerabilities in
the software running on various systems).

– Identify the goals of the various attackers: Each of the identified attacker
types is explored so as to deduce their goals. Furthermore, attacks which
comprise the overall goals are investigated. The attacks are continuously
decomposed into smaller and smaller tasks which produce an overview of
attacks and sub-attacks is an attack tree.

– Attacks A literature review of attacks that can be used to accomplish each
of the goals is done. This is done so that all the attacks that can be used to
accomplished the goal is included in the attack tree. Steps described in section
3.1.1 are also applied here. A query of IEEE Xplore using ’smart grid attack’ is
done with restrictions to publications made within the last 3 years. The query
returned 750 results. Two (2) selection criteria are used in filtering the articles.
The first criterion is that the articles must have the keywords either in the
title or the abstract of the paper. The second criterion requires the articles to
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discuss the attack. The 84 selected articles are classified into categories using
the classification scheme in Table 3.3. After grouping according to Table 3.3,
a chart showing the percentage of shares is done. The objective is to identify
important information as to which fields are the focus of research.

◦ Research Year: The first grouping is done based on the year of publi-
cation of the articles. This is done to evaluate whether trends exist that
piques future research

◦ Research Type: This grouping classifies articles either as ’modeling/sim-
ulation’ if it is based on mathematical functions or simulation or as
’survey/review’ if it lacks a case study implementation of an attack

◦ Security Requirement: Papers are then classified based on the se-
curity requirement the attacks target. The three main categories are
confidentiality, availability, and integrity

◦ Attacks: Finally, All the papers under each of the security requirements
are grouped based on the attack they present.

Classification Sub Categories
Research Year 2018, 2017, 2016 and 2015
Research Type Modeling and Survey/Review
Security Requirement Confidentiality, Integrity and Availability

Table 3.3: Classification scheme used for research papers and articles



Chapter4Security Risk Modeling

This chapter presents theory of risk modeling techniques that are used in security risk
assessment as well as the results of the literature review of risk modeling techniques.
This chapter contains three (3) main sections: Modeling techniques, Review of
security risk modeling techniques and Choice of suitable modeling technique. Thus,
this chapter presents and reviews six (6) modeling techniques: UML Activity Diagram,
Attack Trees, CORAS, Petri-nets, Game-nets, and Bow-Tie.

4.1 Modeling Techniques

Understanding real-world systems can prove difficult. This is due to the fact that
representing massive data for easy understanding as well as obtaining needed in-
formation from the data can be a daunting task depending on the way the data
is represented [31]. There is no easy way of making systems easier to comprehend
but there are a variety of techniques that provide significant aid in understanding
complex systems. Visualization, a representation of an object or set of information
as an image, is a powerful tool that provides easy understanding of data as well as
interpretation complex set of data.

Utilizing visualization for security analysis of computer and information networks can
be accomplished in a plethora of ways. One such method is the use of security models.
Security modeling is a procedure for optimizing security whereby a definition of the
system behaviour as well as an attacker’s intents and capabilities are clearly defined.
In addition, the system properties which the attacker intends to compromise are
defined [32]. This ensures that risks, as well as countermeasures that ensure that the
risks can either be prevented or mitigated, can be identified. Security risk modeling
techniques include bow-tie, activity diagram, petri-nets, game-nets, CORAS and
attack trees. An overview of these modeling techniques is given below after which a
literature review of how these techniques are used in research is presented.

23
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4.1.1 UML Activity Diagram

UML activity diagram, inspired by Jim Odell time diagram, is a type of process
modeling language that is used in various stages of Object Oriented Development
Method. Activity diagram, thus, can be used to model the dynamic behavior of
systems as well as business processes [33]. There are a number of variations and
extensions of UML activity diagrams that have been used in research for security
analysis. Among these include Systems Modelling Language (SysML) activity dia-
gram, Malicious Activity Diagram (MAD) and Security Oriented Malicious Activity
Diagram (SOMAD)

SysML activity diagram reuses a subset of UML packages and covers four aspects of
system modeling namely structure, behavior, requirement and parametric diagrams.
SysML activity diagrams can be split into two parts: activity nodes and activity
edges [34].

MAD are extensions of UML activity diagram used during information system
designing stage to model security treats. Changes MAD brings to UML includes
constructs such as Mal-Activity, Mal-Swim lane, Mitigation Activity and Mitigation
Link. Mal-Activity defines malicious activities targeting the assets, Mal-Swim pro-
vides the definition of the malicious process while Mitigation activity and Mitigation
Link provide the definition of the mitigation process. SOMAD is an extensions for
MAD with the purpose to support security of information systems. MAD lacks
constructs for some important information system security risk management domain
models such as vulnerability, threats, and security criterion. These missing constructs
are included in SOMAD [35].

4.1.2 Attack Trees

Attack trees, introduced by Bruce Schneier, defines an easy way model treats against
computer systems [36]. Attack trees is a diagram that depicts possible ways an
attacker can reach his target. After, comprehending the myriad ways to compromise
the system, better countermeasures can be defined to combat the attacks. Attack
trees, like the name suggests, uses a tree structure to model attacks against a system
whereby the goal of the attacker is the root node whereas the varied paths to achieve
the goal is the leaf node. Attack tree adopts two Boolean operators, OR and AND,
in constructing the tree. OR nodes represent choices or alternatives whereas the
AND nodes represent various ways to attain the same goal. Each node becomes a
sub-goal, and children of that node are ways to achieve that sub-goal.
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After the attack tree is completed, attributes and values can be assigned to each
leaf node. Attack attributes assist in associating risk with an attack while values
can be used to compute the security of the goal. The values in the attack tree
could take the form of operational or development expenses. An attack tree can
also include special knowledge or equipment that is needed for an attack, the time
required to complete the attack, and the physical and legal risks assumed by the
attacker. Furthermore, attack trees support design and requirement decisions. If an
attack costs the perpetrator more than the benefit, that attack will most likely not
occur. However, if there are easy attacks that may result in benefit, then those need
a defense [37].

Figure 4.1: Atomic structure of an Attack Tree

4.1.3 CORAS

CORAS is a framework for analysing security risk which consists of three main parts.
These are (i) a methodology for analysing risks (ii) a customized visual language for
modeling risks and (iii) a tool that supports the language [38].

The methodology combines some aspects of techniques for complementary risk
analyses with UML. This combination of different risk analysis methods make it
possible for the analysis of varied aspects of a system which includes security [39].

The CORAS language helps to elaborate the rationale behind different aspects
of risks. These include relevant information needed to identify and understand risks,
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what causes the risk and sufficient ways to deal with risks. The language provides
options for a variety of diagrams. Each diagram is applicable to specific aspects of
the risk analysis and is usually linked in a chain. The basic CORAS language is
made up of five diagrams; asset diagram, threat diagrams, risk diagrams, treatment
diagrams and treatment overview diagrams [40].

The tool is used in performing security analysis in accordance with the CORAS
methodology using the graphical CORAS language. A detailed presentation of the
tool and its applicability is presented in [39].

4.1.4 Petri-Nets

Petri-Nets (PN) is a quantitative model which was first introduced by Carl Adam
Petri for the purpose of presenting chemical process. However, PNs have been
used in modeling a variety of systems due to its versatility in expressing different
relationships. Basic Petri nets consist of two distinct nodes that are connected
together by arcs. The first node (places) represents the system state or object and
the second node (transitions) represents the transition which determines the system
dynamics. The two nodes are connected via directed arcs. PN are good for modeling
concurrent, asynchronous, non-deterministic and stochastic systems [5]. As such
there are a number of extensions of PN that have been used in research. These
extensions associate each transition with additional variables. These extensions
include Colored Petri Nets (CPN), Probabilistic Petri-Nets (PPN), Weighted Petri
nets, Time Petri-Nets (TPN) and Stochastic Petri-Nets (SPN).

Weighted Fuzzy logic replaces the Boolean logic of Petri-net with fuzzy logic [41]
whereas with CPN, tasks such as formal analysis of system behavior properties,
simulation-based verification, and time-related aspects can be achieved [42]. Both
SPN and TPN add a time factor to transitions. The difference SPN and TPN
between them is that SPN make use of random delay while TPN use time intervals.
The transition will not be fired immediately after receiving system resources but only
after the timer has expired [43]. PPN nets add probabilities to inputs of a transition
and are introduced in [5] for safety analyses. PPN has two basic relationships are
defined; ’AND’ relationship and ’OR’ relationship. These relationships work just
as described in attack tree and this makes PPN a model that can be employed in
answering research question 2.

Basic PN is defined as a five-tuple vector [5]:

PN = (P, T, In,Ot,M) (4.1)

where:
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Figure 4.2: "AND" and "OR" relationship modeling in PPN [5]

1. P is a finite set of places, P = {p1, p2, ..., pn} is a finite set of places.

2. T = {t1, t2, ..., tm} is a finite set of transitions, where m is the number of
transitions.

3. In is an n x m input matrix determining the directed arcs from places to
transition, In = P ∗ T → {0, 1}

4. Ot is an n x m output matrix determining the directed arcs from places to
transition, In = P ∗ T → {0, 1}

5. M : P → {0, 1} is a marking vector

Extending PN to PPN adds two more vectors to make a 7-tuple vector [5]. Thus:

PPN = (P, T, In,Ot,M,A,U) (4.2)

Where:

– P, T, In, Ot, M maintain the same definition under PN above.

– A is a probability vector. A = (α1, α2, ..., αn), where αi ∈ [0, 1] means the
probability of pi = 1, 2, ...,m

– U : T → {0, 1} is a certainty vector. U = (µ1, µ2, ..., µm , where µi ∈ [0, 1]



28 4. SECURITY RISK MODELING

4.1.5 Stochastic Game-Nets

Stochastic Game-Nets (SGN), also a quantitative and visual communication tool, can
be used to model the relationship between two entities and analyse the associated
risks. Thus, SGN can be used to enhance understanding of complex dynamic networks
and systems. SGN combines the advantages of SPN with the advantages of game
theory thereby improving the efficacy of security analysis [6]. As such SGN adopts
PN’s model in that, it also uses transitions and places as well as arcs that connect
them. SGN is popular for its powerful modeling and analysing ability which is very
useful for modeling and analysing complicated and dynamic game problems. Thus,
SGN is effective for describing prioritized, concurrent, asynchronous and stochastic
events [44].

Figure 4.3: Basic Stochastic Game Nets [6]

The definition of stochastic game net is presented in [45] using a nine-tuple vector as
given below:

SGN = (N,P, T, F, π, λ,R, U,M0) (4.3)

where:

1. N = {1, 2, ...n} represents the set of players,

2. P = {P1, P2, ..., Pn} is a finite set of places

3. T = {T1 ∪ T2... ∪ Tm} is a finite set of transitions where Tk is the set of
transitions with respect to player k for k ∈ N ,
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4. π : T → [0, 1] is a routing policy representing the probability of choosing a
particular transition

5. λ = λ1, λ2, ..., λw is a set of firing rates of transitions where w is the number if
transitions

6. R : T → (R1, R2, ..., Rn) a reward function for the players taking each transition,
where Ri ∈ (−∞,+∞)

7. U is the utility function of players,

8. M0 is the initial marking, which denotes the initial state of the players

9. F ⊆ I ∪ O is a set of arcs, where I ⊆ (P ∗ T ) and O ⊆ (P ∗ T ) such that
P ∩ T = φ and P ∪ T 6= φ, where φ is an empty set, for a convenience, we
denote •x = {y|(y, x) ∈ F} the pre-set of x, similarly, x• = {y|(x, y) ∈ F} the
post-set of x

4.1.6 Bow-Tie

Bow-Tie is a visual tool that is primarily used to model an accident scenario. The
scenario begins with causes of the accident and concludes with the consequences of
the accident while having the accident event as the center. Thus, with the undesirable
event in the center, bow-tie is made up of Fault Tree on the left side of the event and
Event Tree on the right side of the event. The fault tree focuses on identifying the
possible event that results in the critical event while the event tree focuses on the
probable consequences of the critical event based on whether the safety barriers are
successful or a failure [46]. Figure 4.4 shows a basic bow-tie diagram having fault tree
with Basic Event (IE) which results in an Event (E) which has the potential to cause
the Undesirable Event (UE). The Event tree consists of a dangerous phenomenon
(DF).

4.2 Review of Security Risk Modeling Techniques

The 26 papers that are selected for review cover application of modeling techniques
for security risk analysis. The applications cover a wide range of target systems such
as SCADA system, Online Banking System, Cyber-Physical System, Smart-card
payments, etc. Each of the papers is reviewed by analysing the research goals, the
context of study as well as the results obtained. The studies are evaluated based
on the following groupings: (i) Asset Identification (ii) Risk identification (iii) Risk
evaluation (iv) Mitigation steps
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Figure 4.4: Bow-Tie diagram [7]

4.2.1 Findings & Analysis

The review methodology described in section 3.1.1 is used here to analyse the various
security modeling techniques. The review of 26 articles is done with reference to the
questions posed in step 1 which concern (i) The aim of the security-related research
conducted and the system it is conducted on, (ii) The modeling technique used in
identifying security issues and (iii) The methodology used in security analysis.

The results, obtained in step 4 of the methodology, details how these questions
are addressed. These are discussed in the subsequent sections.

Aim of the security related research conducted

All chosen articles are grouped into two categories: (i) The proposal and/or application
of an extension to an existing method (ii) Application of the existing base method.

The reason for grouping into these categories is to explore and attain an in-depth
understanding of the rationale behind the research. Each article’s title, abstract,
research method, result and conclusion are reviewed so as to attain the focus of the
study. The result of the categorization is shown in Table 4.1. This table also includes
the target system of the research. This is useful as it gives a premise for further
analysis as well as give information that may be useful for researchers who may be
interested in research on a particular system. Analysing the result shows that there
is a marginally higher percentage of research (56%) conducted using an established
base modeling technique as compared to the percentage of research that proposes
and implemented extensions to the established modeling techniques (44%). With
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Research ob-
jective

Article Use-case/ Target Sys-
tem

Number Percentage

Proposal and/or
implementation
of extensions to
established
methods

[47] Smart Car

12 46.15%

[48] Smart Homes
[49] Oil Pipeline
[50] SCADA System
[51] Cloud Security
[52] Time-stamp Services
[53] University System
[54] Web Registration
[55] Mobile Communication
[56] Smart-card payment
[57] Online Banking System
[58] Petroleum Company

Application of
the existing
base method

[59] Vehicular Ad hoc Net-
works

14 53.85%

[60] Mobile System
[61] Online Banking System
[62] Forwarding and Control

planes Separation Network
Structure in SDN

[63] Homeland Security
[64] Smart Identifier Network
[65] Spam Filter Security
[66] Cyber Physical System
[67] E-commerce System
[68] Power System
[69] Enterprise Network
[44] Web Services
[70] SCADA
[71] Maritime Communication

Table 4.1: Research Purpose and Target in relation to modeling techniques

regards to target system of analysis, four (4) of the research papers use payment
systems as the target system while another three (3) use cyber-physical systems as
case studies. These findings are discussed further in section 8.1.
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Modeling Techniques used

Table 4.2 shows the type of modeling technique used by the research in analysing the
security of a system. The result shows that attack trees modeling technique is the
most frequently used modeling technique in research with a share of 38.46%. UML
activity diagram and game-nets followed with a 15.38 % each. This is followed by
CORAS and petri-nets attaining 11.54 % each. Research using bow-tie represent the
least with 7.69%.

Index Modeling Tech-
nique

Reference Total Percentage

1 Attack Tree [47], [48], [49], [50],
[51], [60], [61], [62],
[59], [63]

10 38.46%

2 CORAS [52], [67], [68] 3 11.54 %
3 Bow-Tie [58], [71] 2 7.69 %
4 Petri-Nets [64] [65] [66] 3 11.54%
5 Game-nets [57], [69], [44], [70] 4 15.38%
6 UML Activity Diagram [53], [54], [55], [56] 4 15.38%

Table 4.2: The modeling techniques used in research articles

Application of visualization technique

Table 4.3 shows how the techniques are used in the research. All 26 research papers
employ the modeling techniques for asset identification. 25 out of 26 papers, represent-
ing 96.15%, identify and represent risks using their chosen modeling technique. The
paper that fails to do so, [53], uses UML activity diagram for only asset identification.
Fifteen (15) out of the total (26), representing 57.67%, go on to demonstrate how the
identified risk could be evaluated. Finally, with regards to presenting mitigation steps
to reduce the likelihood of risks, only seven (7) out of the total (26), representing
26.92% implement this.

It can also be seen from Table 4.3 that UML based research papers are never
used in risk evaluation and mitigation steps. Even with risk identification, only
three (3) out of four (4) model this. All game-nets related paper touch on both
asset identification as well as risk identification but all of them fail to implement
mitigation procedures for the identified risks. Two (2) out of the four (4) implement
risk evaluation. All three (3) Petri- nets related paper, as well as all two (2) bow-tie
based papers, implement asset identification, risk identification, and risk evaluation.
However, all these five (5) papers fail to address mitigation of the risks. It can
be noted that only CORAS and attack tree based research uses all four security
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Modeling
Tech-
nique

Reference Asset
Identifi-
cation

Risk iden-
tification

Risk Eval-
uation

Mitigation
Steps

Attack
Trees

[47] X X X

[60] X X

[50] X X X X

[61] X X X

[62] X X

[48] X X X

[59] X X X

[49] X X X

[63] X X X X

[51] X X X X

CORAS
[67] X X X X

[52] X X X

[68] X X X X

Bow-Tie [58] X X X

[71] X X X

Petri-Nets
[64] X X X

[65] X X X

[66] X X X

Game-Nets

[57] X X X

[69] X X X

[70] X X

[44] X X

UML
Activity
Diagram

[53] X

[54] X X

[55] X X

[56] X X

Table 4.3: The methodology applied in research articles

modeling applications.

All three (3) CORAS papers touch on asset identification, risk identification, and
risk evaluation. With regards to mitigation steps, two (2) out of three (3) papers
touch on mitigation steps. The paper that fails to do so, [52], focuses on elaborating
how various risk analysis solutions for individual components can be combined. All
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ten (10) attack tree based research focus on asset and risk identification. However,
only four (4) out of ten (10), representing 40%, touch on mitigation steps while seven
(7) out of the total touch on risk evaluation.

4.2.2 Choice of Risk Modeling Technique

Section 4.2.1 presents findings on how the different modeling techniques have been
used in research for security risk analysis. The criteria for selecting one of the
techniques as the suitable technique to aid in identifying and understanding security
risks in the smart grid requires the use of modeling techniques that do not focus
on the threats themselves but rather focuses on the perspective of the attacker. A
threat focused modeling technique focuses on identifying mistakes in system design
and development which may translate into vulnerabilities. Thus, this category of
modeling technique allows an analyst to investigate system design and development
in search of design vulnerabilities [72]. An attacker focused modeling technique, on
the other hand, focuses on identifying all potential entry point to the system as well
as the probable objective an attacker could have.

With this requirement, CORAS is the modeling technique to be applied in this
answering research question 1. This is because CORAS, compared to the other
modeling techniques in Table 4.2, was specifically designed as a model-based method
for security risk analysis. This gives CORAS advantages over the others which is
highlighted in [4]. These advantages include:

– CORAS provides precise target system descriptions, description of security
context as well as the description of relevant security features in a format that
is easy to access

– CORAS makes it easy to document risk assessment results and the underlining
assumptions for the results

– CORAS provides graphical presentation of information which enhances un-
derstanding, communications and interactions between parties involved in the
analysis.



Chapter5CORAS Language and Tool

This chapter gives an insight into CORAS language and tools. The chapter contains
three (3) sections: CORAS Terminologies, modeling language and tool.

5.1 Terminologies

In order to understand and appropriately use CORAS security modeling, it is
paramount to understand the basic concepts used. A summary of these concepts are
given below:

– Target system: The information system on which the security analysis is
going to be performed

– Party: Person or organization that requests the security analysis of the target
system

– Asset: An item, either tangible or intangible, which the party regards as
valuable and thus a focus of the security analysis.

– Vulnerability: A weakness of the system which exposes it to the possibility
of being attacked.

– Threat: An entity, either human or non-human that exploits vulnerability of
the system

– Unwanted Incident: A situation that poses a danger to the asset

– Risk: The likelihood of an occurrence of an unwanted incident

– Consequence: The negative effect an unwanted incident has on an asset

– Treatment: The choice and implementation of risk mitigation procedures.
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5.2 Language

The CORAS language defines the syntax and semantics of CORAS diagram which
gives the diagrams meaning [4]. CORAS defines five diagrams namely: Asset Diagram,
Threat Diagram, Risk overview Diagram, Treatment diagram and Treatment overview
diagrams. Each of these diagrams is made up of basic components as well as relations.
Since the scope of this theses is limited to risk identification, only the components and
relations of Asset Diagram, Treat Diagram and Risk Overview Diagram is discussed
in the subsequent sections.

5.2.1 Asset Overview Diagram

The asset overview diagram is constructed using two components; parties and assets,
and is used to provide an overview of the assets of the target system as well as the
relations between them. These two basic components are interconnected using values
and Harm relations. Values connect party to assets depicting assets that the party
deems important. On the other hand, Harm is used to show which assets influence
another [4]. Figure 5.1 presents the components of asset diagram as well as the
relations

Figure 5.1: An overview of Asset Diagram [4]

5.2.2 Threat Diagram

A threat diagram is used to represent the sequence of events that pose a threat
to assets. Thus, it starts with a threat and ends at the asset. A threat diagram
has seven unique elements namely: deliberate threat, accidental threat, non-human
threat, vulnerabilities, threat scenario, unwanted incidents and assets as shown in
Figure 5.2.

Figure 5.2: Basic Components of Threat Diagram [4]

Just like asset diagrams, threat diagrams are also interconnected using two relations:
LeadsTo and Impact. A threat scenario is caused by a vulnerability that is exploited
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by a threat. When this happens the treat scenario may lead to an unwanted incident
or another vulnerability that can be exploited. An unwanted incident affecting an
asset impacts it. An example of a threat diagram containing all the events and
relations is shown in 5.3.

Figure 5.3: Initial threat diagram : A Threat Diagram example [4]

5.2.3 Risk Overview Diagram

A synopsis of a threat diagram is given by a risk overview diagram whereby all
the risks that the threats posed to the assets are shown. These risks are given a
risk value which represents its severity. A breakdown of the components of a risk
diagram reveals five atomic elements namely: deliberate threats, accidental threats,
non-human threats, risks, and assets [4]. These components are shown in Figure 5.4.

Figure 5.4: Basic Components of Risk Overview Diagram [4]

With regards to relations, risk overview diagram uses only one relation, Impact,
which connects threats to risks and risks to the asset [4]. This shows which asset is
impacted by which risk by which threat as seen in Figure 5.5.

Figure 5.5: A Risk Overview Diagram example [4]
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5.3 Tool

The CORAS tool1 is an open source software which uses the graphical CORAS
language. It was created to assist in performing security analysis in accordance with
the CORAS methodology. This tool is developed in Java as a client-server model
which allows a security analyst to create new analysis projects and generate reports
among other features [39].

1The tool can be downloaded from http://coras.sourceforge.net

http://coras.sourceforge.net


Chapter6Case Study: AMI security risk
modeling using CORAS

This chapter shows how CORAS can be applied to the smart grid. It presents a
constructed case of AMI subsystem of the smart grid for which the security risks
analysis is to be performed. This is then followed by a narrative of steps taken in
analysing the risk associated with the AMI network using the CORAS method.

6.1 Introduction

In a small section of a fictitious country’s electrical grid, a utility company, Grid Tech,
has deployed a dedicated communication network to better serve their customers.
Grid Tech prides themselves in the quality of service they offer to customers in
terms of accurate dynamic pricing. The company installs smart meters in customer
premises for more accurate billing of customers as well as to provide clients with
dynamic pricing depending on demand. Each home connects to the energy grid via
a Wi-Fi enabled smart meter for IoT. This allows the home area network devices
(consisting of eg Washing machines, etc) to be able to communicate with the meter
for pricing updates. Clients are allowed to choose between smart meters using Zigbee
and WLAN for HAN. HAN A and B choose Zigbee while the others opt for WLAN.

Regardless of the wireless technology chosen for the home network, the smart meters
are interconnected via a mesh network to communicate with the DCU. Each DCU,
in turn, uses WiMAX to forward data readings to the control centers.

Figure 6.1 presents a high level view of the AMI network under investigation. The
AMI’s importance in the smart rid makes it a target for attackers. This is because it
is responsible for real-time monitoring and control of the energy grid.
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Figure 6.1: AMI network for Grid Tech

6.2 CORAS Implementation

The following sections how CORAS can be used to identify security risks in the AMI
of Grid Tech

6.2.1 Step 1: Introduction Meeting

Defining the target system is the first thing to be done before exploring various
ways it could be exploited. Defining the scope of analysis as well as the assumptions
made is crucial in successfully identifying and analysing potential risks. A meeting is
organized between representatives of Grid Tech company and the analysts where the
utility company’s representatives make a presentation explaining the target system
shown in Figure 6.1. It is emphasized that, in addition to accurate billing (integrity of
energy usage data), providing uninterrupted service (availability) is topmost priority.

6.2.2 Step 2: High-Level Analysis

The second meeting commences with the analyst providing his understanding of the
target system. The high-level analysis is done to ensure that the focus and scope of
the analysis are clearly understood. Assets, which include tangible and intangible
objects, that Grid Tech values are clearly defined. This assists in identifying the
risks associated with Grid Tech’s AMI. Placing emphasis on the assets helps ensure
that the scope is limited and thus the time spent in analyses focuses on identifying
risks on these assets.

During the meeting, it becomes clear that accurate billing is what Grid Tech is
most particular about. In addition to this, ensuring customer satisfaction by pro-
viding uninterrupted service is also of paramount importance. Furthermore, it is
made clear that ensuring the privacy of customer data is not a priority. The assets
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of Grid Tech is presented in Figure 6.2. The threat Grid Tech is concerned about
are hackers, system failure as well as communication network failure. Each asset is
then taken in turn and a short brainstorming is done to identify the most important
threats and vulnerabilities to each of the assets without going into details.

Figure 6.2: Asset diagram of Grid Tech’s AMI

Accurate Billing high level analysis

A high-level risk table for this asset is shown in Table 6.1. Exploiting this asset causes
inaccurate energy usage records that are used in billing. This may result in a huge
financial loss for Grid Tech if customers are under-billed. Alternatively, customers
may be over-billed which could result in loss of customer’s trust. Inaccurate energy
usage records may be caused by hackers, sloppy employees or network failure as
shown in Table 6.1

Who/What
causes it

How? what does it affect? Why is it Pos-
sible?

Hacker Breaks into system to inject
or falsify billing records

Insufficient secu-
rity

Sloppy Employee Compromises integrity of
billing records by mistakenly
altering data

Carelessness

Network Failure Transmission issues prevent-
ing billing records to be sent
and received

Unstable connec-
tion

Table 6.1: Accurate Billing High-Level Risk table

Customer Privacy

A high-level risk table for this asset is shown in Table 6.2. Exploiting this asset
provides access to customer information which allows the hacker to learn customer
behaviors and patterns. This asset can be compromised by hackers or sloppy
employees
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Who/What
causes it

How? what does it affect? Why is it Pos-
sible?

Hacker Breaks into system to steal
customer records

Insufficient secu-
rity

Sloppy Employee compromises confidentiality
by leaking customer records

Carelessness

Table 6.2: High-level risk table for Customer Privacy

Uninterrupted Service

A high-level risk table for this asset is shown in Table 6.3. Exploiting this asset
significantly reduces the availability of services to customers.

Who/What
causes it

How? what does it affect? Why is it Possi-
ble?

Hacker Breaks into system to over-
load the system with irrele-
vant data

Insufficient security

System Failure System goes down making it
unavailable

Hardware Fault

Network Failure Transmission issues reducing
availability

Unstable connec-
tion

Table 6.3: High-level risk table for Uninterrupted Service

6.2.3 Step 3: Approval

This meeting is held between the analyst and Grid Tech representatives to ensure that
all background information and documents are accurate. The documentation includes
target system, risk, and scope of analysis. The result of the high-level analysis, asset
value table as well as the risk evaluation criteria is sent to representatives of Grid
Tech for approval.

Asset Values

Using the asset diagram as input, each asset is ranked in order of importance to Grid
Tech. This is done so that prioritization of risks associated with the assets as well as
potential loses can be evaluated. Thus, an asset table is created as shown in Table
6.4.
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Asset ID Asset Category Asset
Value

Customer Privacy Information Low
Accurate Billing Information Very High
Uninterrupted Services Services Very High

Table 6.4: Grid Tech Asset Table

Risk Evaluation Criteria

Both parties agree on how potential risks will be evaluated. This is done so as to
determine the risk level Grid Tech deems acceptable or unacceptable. The agreed
criteria to determine the likelihood are given values from Low, Medium and High while
that for consequences take on value from Minor , Moderate and Major. Since the
scope of the analysis in this thesis does not include risk evaluation, this documentation
is skipped.

6.2.4 Step 4: Risk Identification

This brainstorming meeting is set up to identify risks and how assets can be com-
promised. The analyst identifies how the vulnerabilities identified in the high-level
analysis table can be exploited by the threats. Each of the assets is taken in turns
and a threat diagram is developed.

Accurate Billing Risk Identification

Based on Table 6.1, initial threat scenario diagrams are created as starting points
for further analysis. The diagrams are separated based on the threat to the asset as
shown in Figure 6.3, Figure 6.4 and Figure 6.5.

The initial diagram in Figure 6.3 depicts how the assets can be compromised by a
deliberate threat. An attacker who’s objective is to steal energy must either prevent
energy readings from being taken or modifying energy usage data while in transit to
the utility. The prerequisite for energy theft to be accomplished is energy usage data
modification. Exploring where and how data can be modified narrows it down to
three methods:

– Interrupting measurement in smart meters so as to prevent readings from being
taken

– Altering stored energy usage data in smart meter or

– Modifying data usage readings while it is being transmitted to utility companies.
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Figure 6.3: Initial threat diagram : Deliberate threats

The initial diagram in Figure 6.4 shows how the assets can be compromised by an
accidental threat. An employee having write-access to energy record data may alter
it either knowingly or unknowingly thereby resulting in compromising the integrity
of data due to inaccurate data.

Figure 6.4: Initial threat diagram : Accidental threats

In addition to threats posed by humans, there are inanimate threats to this as-
set. The inanimate threats take the form of communication network failure as shown
in Figure 6.5. Network instability is a vulnerability that can cause dropped packets
thereby compromising the integrity of the energy data records.

Customer Privacy

Using Table 6.2 as input, initial threat scenario diagrams shown in Figure 6.6 and
Figure 6.7 are created as starting points for further analysis.



6.2. CORAS IMPLEMENTATION 45

Figure 6.5: Initial threat diagram : Inanimate threats

The initial threat scenarios in Figure 6.6 depicts how the deliberate actions of
persons affect this asset. An eavesdropper may attain customer data as a result
of the use of an insecure communication medium. Alternatively, a hacker may
exploit vulnerabilities in the security infrastructure to gain access to the network.
Once inside, he could launch a variety of network attacks to obtain access to client
information thereby compromising confidentiality.

Figure 6.6: Initial threat diagram : Deliberate threats

Figure 6.7 follows the path an accidental treat takes to compromise the asset. An
employee of Grid Tech may unintentionally leak customer data due to either a lack
of sufficient training or due to careless on the part of the employee.

Uninterrupted Service

The analyst uses Table 6.3 and provides initial threat diagrams for this asset. Figure
6.8 shows how an attacker affects the asset. He exploits inadequate security deploy-
ments in the wireless communication medium used in the AMI to launch various
attacks that deplete network resources thereby services unavailable.
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Figure 6.7: Initial threat diagram : Accidental threats

Figure 6.8: Initial threat diagram : Deliberate threats

This asset may also be compromised by non-human treats as shown in Figure 6.9.
Network failure due to an unstable network can result in severe packet drops rendering
the system services unavailable. Furthermore, services may also be unavailable due
to hardware faults

Figure 6.9: Initial threat diagram : Non-Human Threats

6.3 Findings & Analysis

The CORAS method is used to present the security risks of the AMI section of the
smart grid. The resulting diagrams are analysed in the following subsections to get a
deeper understanding of the associated risks
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6.3.1 Threats

Applying the CORAS modeling technique to the AMI reveals the relations between
threat scenarios and the resulting unwanted events. The identified assets align with
the security requirements discussed in section 2.3.

Attacker Types

The results for risk identification reveals how the threats can cause unwanted sce-
narios which could compromise the assets. In order to gain a better understanding
as to which exploits the threats can employ, the different types of threats and their
motivation need to be explored. The deliberate threats against the AMI consist of
customers, utility insiders, organized crime and enemy state. A summary is of the
individual groups under deliberate threat is presented in Table 6.5.

Attacker Attacker Type Motivation
Customers Physical Attacker Reduce utility cost
Utility insiders Administrator Varied
Organized Crime Network Attacker, Soft-

ware Attacker, Physical
Attacker

Monetary gains,
Denial of service
or terrorist goals

Enemy state Network attacker, Soft-
ware attacker

Sabotage, Denial
of service

Table 6.5: Attacker types, motivation and Tools

The first group of perpetrators identified are customers whose homes receive energy
supplied by the utility company. Customers have direct access to smart meters
installed in their homes. With this direct access, exploiting of the smart meter can
be achieved as these nodes cannot be physically monitored by the utility providers
or security personnel. It can be argued that customers who attempt to compromise
smart meters installed on their premises, predominantly do so to engage in energy
theft as this aligns with their motivation. Their motivation, for the most part, is to
reduce the amount paid for energy usage hence engage in energy theft. Furthermore,
the likelihood that this group would be driven by the desire to interrupt service or
steal other clients information is very low compared to other groups. Customers were
able to achieve this easily with traditional analog meters. Smart meters are equipped
to detect and relay information when tempered with. As such, successfully pulling
this off requires some technical skills. The implication of this is that successfully
avoiding energy bills is more difficult to achieve for this group compared to the other
group of attackers due to their limited technical skills. Thus, in terms of resource
and skill-set, the average end user is typically the least resourceful group of attackers
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and have limited technical ability to pull any of the attacks.

Another group of attackers with limited hacking skills is a small section of an
employee of utility companies who are corrupt or dishonest. These employees may
be working alone or recruited by an organized crime or enemy states. With this
premise, their motivation for embarking on an attack is not definite. In fact, there
is very limited information in literature to identify their motivations. One of the
probable desire could be acquiring wealth. Other motivations could be aligned with
the motivations of the groups that recruited them. What makes enables this group
of adversaries to effectively compromise assets is the privileges assigned to them that
allows them to access or tamper with data records, tamper with node configurations
or install malware on systems to attain their goal. Another set of persons that
belong to this group are sloppy employees. These individuals are not motivated to
perform any attacks directly but may, as a result of insufficient training or lack of
attention, fall prey to social engineering attacks. This results in leaking or exposing
data records which are picked up by other groups for exploitation.

The next group of attackers is the organized crime group. A case can be made
to say that this group has motivations in embarking on attacks against accurate
billing and customer privacy as a result of the potential wealth they can rake in
pulling off the attacks. This makes them more resourceful and grants them the means
to attain the services of professional hackers who explore vulnerabilities as well as
develop tools that exploit these vulnerabilities. Compromising customer privacy
gives this group knowledge of customers’ routine. This is useful in predicting when a
customer would be away from home so as to perform burglaries.

The last group of attackers comes in the form of enemy states. This group of
adversaries has the resources and technical abilities to pull off all the attacks. When
it comes to motivation for attacking each asset, they have little motivated to pull off
attacks against accurate billing as well as customer privacy but are more likely to
engage in attacks to disrupt services.
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This chapter contains attacks that pose a threat to the smart grid. It presents the
findings from the literature review on smart grid attacks. The chapter contains
findings with 5 main sections according to the category used in the grouping of
attacks: publication year, research type, security requirement, individual attacks.
The chapter concludes with a presentation of attack trees for the findings.

7.1 Findings and Analysis

The steps presented in Section 3.1.3 is applied to relevant literature so as to answer
research question 2. In the past ten years, there have been numerous publications
on attacks that can be used to compromise security requirements of the smart
grid including confidentiality, integrity, and availability. However, with focus on
publications in the last three years (from 2015 to early 2018), the latest trend in
attacks against the smart grid is identified. These are discussed in the subsequent
sections.

7.1.1 Publication Year

Table 7.1 presents the grouping of the relevant publications according to the year
of publication. It can be seen that the number increases from year to year starting
from 21 in 2015 which represents 25%, followed by 25 in 2016 representing 29.76%
and 33 in 2017 representing 39.29%. 2018 had 5 articles representing 5.95% but since
the results for 2018 only accounts for the publications made between January and
April, it will be interesting to see if the trend continues. The upward trend can be
argued to depict the increase in interest in ensuring the security of the smart grid by
finding and testing solutions that mitigate the probable attacks.
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Figure 7.1: Percentage share of publications on smart grid attacks

Year References Number
2015 [73] [74] [75] [76] [77] [78] [79] [80] [81]

[82] [83] [84] [85] [86] [87] [88] [89] [90]
[91] [92] [93]

21

2016 [94], [95], [96], [97], [98], [99], [100],
[101], [102], [103], [104], [105], [106],
[107], [108], [109], [110], [111], [112],
[113], [114] [115] [116] [117], [118]

25

2017 [119], [120], [121], [122], [123], [124],
[125], [126], [127], [128], [129], [130],
[131], [132], [133], [134], [135], [136],
[137], [138], [139], [140], [141], [142],
[143], [144], [145], [146], [147], [148],
[149], [150], [151]

33

2018 [152], [153], [154], [155], [156] 5

Table 7.1: Publication Year of research articles using modeling techniques

7.1.2 Research Type

Table 7.2 and Figure 7.2 shows the classification of research based on the research
type: Modeling/Simulation or Survey/Review. The majority of research fall under
the modeling (simulation) group. Modeling focused research comprises 89.29% of
the total while those focused on review makes up 10.71%. It is not a surprise as
more and more researchers are focused on finding, proposing and improving upon
solutions to security threats to the smart grid.
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Figure 7.2: Classification based on research type

Research
Type

Reference Number

Modeling / Sim-
ulation

[73], [74], [75], [76], [77], [86], [82],
[88], [85], [94], [95], [96], [97], [98],
[99], [100], [101], [102], [103], [104],
[105], [106], [107], [108], [111], [112],
[113], [114], [116], [117], [118], [119],
[120], [121], [122], [123], [124], [125],
[126], [128], [129], [127], [131], [132],
[130], [135], [133], [134], [136], [137],
[138], [139], [140], [141], [142], [143],
[144], [146], [147], [148], [149], [150],
[145], [151], [152], [156], [155], [154],
[89], [90], [80], [87], [92], [91], [78]

75

Survey/Review [79], [109], [110], [115], [84], [83], [81],
[93], [153]

9

Table 7.2: Classification according to research type

7.1.3 Security Requirement

Table 7.3 shows the groupings according to security requirements while Figure 7.3
shows the corresponding percentage shares. Publications touching on attacks against
data integrity have been the most dominant in smart grid over the last 4 years with a
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Figure 7.3: Percentage share of publications touching on each security requirements

share of 59.38%. Data integrity comprises the integrity of control information as well
as billing information. Publications touching on availability also had a relatively high
percentage share with 37.5% while those on confidentiality had a meager percentage
share of 3.12%.

Security Requirement References Number
Privacy/Confidentiality [113], [115] [74] 3
Accurate Billing (Data in-
tegrity)

[74] [77] [80] [92], [85], [94], [95],
[97], [100], [101], [102], [103],
[104], [105], [106], [107], [108],
[109], [110], [113], [115], [114],
[118], [119], [122], [125], [127],
[128], [131], [133], [134], [135],
[136], [139], [141], [142], [144],
[145], [146] [147], [148], [149],
[151], [152], [154], [156], [155]
[89] [90] [91] [86] [83] [81] [93]
[79] [78] [75]

57

Uninterrupted Services
(Availability)

[73] [88] [96], [98], [99], [109],
[110], [111], [112], [113], [115],
[116], [117], [120], [121], [123],
[124], [125], [126], [127], [129],
[130], [132], [137], [138], [140],
[141], [143], [150], [153], [154]
[87] [84] [82] [79] [76]

36

Table 7.3: Classification based on security requirements
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Attacks References Number
False Data Injection [75], [77], [80], [93], [92], [81], [86],

[91], [85], [151], [90], [155], [156],
[152], [97], [100], [102], [94], [103],
[104], [108], [110], [109], [114],
[118], [119], [122], [128], [129],
[131], [134], [135], [136], [139],
[141], [142], [146], [154], [145],
[147], [148]

41

Opportunistic attack [105] 1
Bid Modification at-
tack

[133] 1

Malware [115] 1
Spoofing [144], [74], [113] 3
line-removing attack [146] 1
Black-Hole/Sinkhole [74], [89] 2
Man-in-the-the-middle [83] 1

Table 7.4: Individual attacks that compromise integrity

Attacks References Number
Compromised me-
ter

[113] 1

Unauthorized
Access

[115] 1

Traffic analysis [115] 1
sinkhole [74] 1

Table 7.5: Individual attacks that compromise availability

7.1.4 Individual Attacks

Tables 7.4 to 7.6 show individual attacks that can be used to compromise each of the
security requirements.

Integrity

It can be seen from Table 7.4 that false data injection attacks constitute the majority
of attacks against integrity. False data injection attack, as the name implies, is an
attack that seeks to secretly compromise measurement data from sensors in the smart
grid to cause errors in state estimation; a tool for a system operator to obtain the
current snapshot of power system operation [133]. In [75], false data injection attacks
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Attacks References Number
Switching Attacks [98], [109], [116], [82], [76] 5
DoS [87], [153], [154], [150], [110], [143],

[109], [112], [126], [115], [121]
11

Distributed DoS [120], [141], [123], [124] 4
Compromised Node [111], [117] 2
Malicious software
(Malware)

[112], [115], [96] 3

Replay [115] [138] [140] 4
Packet dropping [132] 1
Dynamic load alter-
ing attack

[137], [84] 2

Table 7.6: Individual attacks that compromise availability

against SCADA are implemented using sparse attack vector construction methods.
Sparse attack vector deals with finding the smallest number of sensors to compromise
so as to be successful at launching an attack [94].

Opportunistic attacks, man-in-the-middle attacks, and line-removing attack are
other ways with which an attacker can compromise integrity in the smart grid as
shown in Table 7.4. Opportunistic attacks aim at manipulating electricity prices by
targeting devices in-charge of real-time pricing. Compromising these devices result
in shifting the normal demand-supply relation which in turn affects pricing at the
local bus. With the help of utility insiders, the attacker can rake in huge profits as a
result of the fluctuations in prices [105].

Man-in-the-middle attack is the general term describing attacks involving an attacker
placing himself in the communication path between two parties who intend to com-
municate with each other. The attacker does so discreetly thereby tricking the two
parties to think they are communicating with each other directly. After successfully
planting himself in this position, the attacker can decide to relay messages to other
destinations or alter the contents of the original message. Utilizing this attack can
also result in compromising confidentiality as well as availability depending on the
goal of the attacker. Thus, depending on his goal, he adopts variations of this attack.
With line-removing attack, an attacker can generate fake outage event so as to
trick the operation center to make wrong dispatches which could end up in system
instability [146].
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Availability

With regards to availability, DoS contributes the most researched about attack. DoS
is defined in [87] as “Inundation of a system or network with detrimental traffic to
inhibit the benign users of the service offered by the network or the system itself by a
source using either of the flooding techniques". With this definition, all other attacks
but switching attacks in Table 7.6 can be considered as ways to implement DoS.

Switching attacks (cyber switching attacks) is an attack whereby a target generator
is made unstable and thus isolated from the network as a result of compromising
switches [98]. Switching attacks can lead to blackouts thereby compromising avail-
ability. Other attacks that affect availability include DDoS and malware. DDoS is
an implementation of DoS through enormous number of sources.

Malware is a term coined from two words: Malicious and Software. It can be
explained as a software running on a target system that is designed to intentionally
cause harm to the system. There are various types of malware including Ransomware,
virus, Trojan horse, Worm, Sniffer and Botnet. [157] defines categories of malware
depending on the goal. 3 of the defined categories can be used to achieve an attackers
goal without human actions. These are:

– Espionage: breaching confidentiality by stealing data from the target system.
The data may be user data such as billing information or system data such as
account credentials.

– Sabotage: breaching availability by either altering system functionality or by
destroying the system. Sabotage may also affect integrity by manipulating the
system to cause inaccurate behaviour.

– Hijacking: breaching availability by taking control of the system to act as
botnets for DoS or DDoS. They may also be used to forward messages to an
attacker which compromises confidentiality.

Confidentiality

With regards to privacy, there are only a few attacks that have been used in literature
to compromise privacy. These include traffic analysis and sinkhole attacks. With
Black-hole/Sinkhole attacks, the attacker plants a malicious node in the communi-
cation path between the communicating nodes. This node advertises itself to be a
legitimate route to forward traffic and upon succeeding, receives the desired packets.
The attacker then chooses to drop the traffic pertaining to the desired smart meter
or modify the data and forwarding it. In order to mask his activity, the attacker may
forward traffic from other nodes unmodified.
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7.2 Attack Tree

The results obtained in Table 7.4 to 7.6 is used in completing the attack trees for
each of the security requirements. The attack trees for confidentiality, integrity and
availability are shown in Figure 7.4 , 7.5 and 7.6 respectively. Since all sub-attacks
are alternate ways to achieve an attack, a simplified attack tree is presented by
removing the Boolean ’OR’ operator.

Figure 7.4: Attack tree for compromising privacy in smart grid
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Chapter8Analysis and Discussion

The purpose of the thesis is to investigate and apply a suitable security modeling
technique to explore the security risks associated with the smart grid as well as
investigate smart grid attacks. This chapter contains two (2) main sections: Security
Risk Modeling techniques and Attacks. The contents of these sections discuss
the results of the review of modeling techniques, results obtained from the chosen
technique as well as results of the individual attacks that can affect the smart grid.

8.1 Security Risk Modeling Techniques

As mentioned earlier, understanding real-world systems can prove difficult and as such,
there has been increased interest in methods that can aid in the understanding of these
systems. Visualization is one of the popular ways of presenting and understanding
complex systems resulting in the development of numerous visualization techniques.
However, with a special focus on security risk analysis, the number of viable techniques
that can be applied to analyse security risk of the smart grid can be narrowed. With
this in mind, it is very important to review and document the viable techniques in
such a way that can help understand how they can be applied to the smart grid. By
doing this, research question 1 can be answered. The findings of the literature review
of security risk modeling techniques presented in section 4.2.1 are discussed below:

– Aim of the security related research conducted
According to the result in Table 4.1, the difference between the percentages of
the two categories is relatively small. The result is unexpected and particularly
interesting because you would expect it to be much easier and feasible to apply
an established method as compared to developing and implementing extensions.
The argument for the above statement is that it generally takes more time
and effort to develop a novel method or an extension to an existing method
as compared to simply applying the method in security risk analysis. The
results can be interpreted to say that the base models are not fully equipped to
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tackle the growing need for more secure systems hence the need for alternative
methods or extensions to the established methods.

– Modeling techniques used:
Table 4.2 shows attack trees are the most used modeling technique. Looking
at security risks visualization results of target systems using the different
techniques, it is easy to understand why this is so. Firstly, attack trees are
popular among security professionals due to their experience with fault trees.
Secondly, attack tree is the simplest to create because of the simplified semantics
and the visualization this technique produces describe attacks in an intuitive
visual way using the simple semantics. However, the consequence of having a
simplified semantics is that it limits the applications. This argument is in line
with arguments presented by Mirembe and M. Muyeba in [72] that attack tree’s
semantics have limited internal structure, and this makes it inadequate for
providing logical reasoning. Thus, Attack trees tend to be biased and present
visualizations based on the perception and understanding of the author of the
tree.

– Application of modeling technique
All the security modeling techniques can be used in performing asset identi-
fication and risk identification. How they achieve this can be grouped into
two: mathematical modeling and non-mathematical modeling. Two of the
lot, Petri-nets, and game-nets require the use of mathematical modeling in
the construction of visualization while the others do not. With this, Petri-
nets and game-nets provide logical reasoning which is lacking in attack trees.
They achieve this by presenting a deviation from attacker focused modeling
by presenting a distinction between events and goals. This clear distinction
is advantageous as it provides a much more in-depth description which allows
atomic components on an attack to be investigated. However, these two model-
ing techniques require a higher level of expertise to model the target system as
compared to the rest.

Activity diagrams, from the result, have the least application in security risk
modeling. They have been limited to only risk identification. The reason for this
limited application can be argued to be due to what makes activity diagrams
different from the rest; activity diagrams being based on process modeling. As
such, their limited focus is on how a user traverses various use cases of the
system. Thus, they view the system from the perspective of user interactions.
Petri-nets, game-nets, and bow-tie models are found to extend the application
of activity diagram to only cover risk evaluation while CORAS and attack
trees are further used in performing mitigation steps. Performing a qualitative
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analysis is relatively straightforward for both game-nets and petri-nets as the
use mathematical modeling from the get-go.

With the aim of identifying a suitable security risk modeling technique that can be
used in analysing the security risks in smart grid and demonstrating its applicability
using a qualitative analysis, employing a mathematically based modeling ( petri-nets
and game-nets) could have been a viable option. However, using these techniques
pose a challenge. This is because aside from having complex analysis algorithms, the
results obtained are very dependent on the abstractions made during the modeling
stages [58]. Thus, this reduces the options of suitable techniques for visualizing
the security risks in the smart grid to bow-tie, CORAS and attack tree. Among
these, only CORAS provides a framework to assist in performing risk analysis. Its
methodology provides a walk-through to risk assessment. The results of applying
CORAS confirm arguments presented in section 4.2.2. Thus, with CORAS, a detailed
and unambiguous description of the AMI and assets is provided. Furthermore, the
effortless way with which the results of analysis are documented and visualized
enhances the understanding of the security risks in the AMI section of the smart
grid.

8.1.1 CORAS Application

In this section, the findings of the application of CORAS in the AMI use case obtained
in section 6.3 are discussed. The use of the seven unique elements (deliberate threat,
accidental threat, non-human threat, vulnerabilities, threat scenario, unwanted
incidents, and assets) provided by CORAS aided in identifying security risks in
the AMI. Thus, with the use of the CORAS methodology defined in section 3.1.2,
identification and documentation of three direct assets, as well as three unwanted
incidents (energy theft, privacy breach, and unavailable service) in step four, is done.
Exploring how each asset can be compromised by using the three distinct threats
defined by CORAS is key to identifying how each threat exploit a vulnerability to
create a threat scenario which may result in an unwanted incident. The following
sections discuss how the unwanted incidents identified can be reached by the threats.

– Energy Theft
The results for deliberate threats against accurate billing presents three different
ways an attacker can achieve his goal. The first threat scenario, interrupting
measurement from being taken in the smart meter, is more difficult to achieve
compared to the traditional meter. The traditional meter lacks sensors or
detection mechanisms that detect whenever the meter is disconnected or psy-
chically tempered. This results in allowing customers to engage in energy theft
using various schemes (Table 8.1). Rashed et al discussed in [8] the various
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tampering schemes possible with the traditional meter. These include bypassing
the meter by direct connection to the distribution lines and grounding the
neutral wire. However, these theft techniques are not possible in the case
of smart meters as there are sensors that detect and record logs whenever
power is disconnected from the meter. Therefore to accomplish energy theft
without the knowledge of utility companies, the perpetrators need to go one
step further by deleting these logs either in the meter or while the readings are
in transmission to the utility. In order to delete the logs saved in the meter, the
adversary needs to obtain the credentials to be able to log into the smart meter.

Theft Method Smart Meter Counter measure
Direct connection to
distribution lines

Recording ’zero’ readings and informing
utility provider through AMI

Grounding the neu-
tral wire

Recording ’zero’ readings and informing
utility provider through AMI

Table 8.1: Traditional meter theft schemes and countermeasures in smart meter
(adapted from [8])

The second threat scenario involves altering stored energy usage data in the
smart meter. In order for an attacker to do this, the attacker must obtain
valid credentials to gain access to the stored data. The attacker can attempt to
reverse engineer the firmware so as to find vulnerabilities to attain passwords
and encryption keys. In the case whereby the customer’s smart meter serves
as an aggregation unit for reports from other meters, the attacker may opt to
split his consumption data and use it as a top up to the consumption records
of others. In that way, he can mask his activities from the utility company.

The last threat scenario is to modify energy data while it is in transit to
the utility. To accomplish this, an attacker needs to primarily do 2 things; i)
prevent original traffic from reaching the utility by intercepting traffic from the
meter and ii) modify the energy data or inject falsified records. The second step
is necessary for the attacker’s activity to stand a chance of going unnoticed by
Grid Tech. By implementing attacks against the network layer, an attacker can
implement either the first step or both of the steps. Some of the attacks require
the attacker to implant a malicious node into the network. How the attacker
goes about this is dependent on how authentication and integrity checks are
implemented.

– Privacy Breach
The results in figure 6.6 shows that an attacker can attain this goal in two
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different ways using cyber attacks. The first threat scenario involves eavesdrop-
ping on the communication channel. An attacker can do so either actively or
passively depending on how secure the network channel is. In fact, eavesdrop-
ping is often the starting point for other forms of attacks that compromise the
assets. Eavesdropping against wireless channel has been researched and Li et.
al. show how this is possible from the perspective of the attacker in [158].

The alternate threat scenario shows that intercepting the data by means
of network attacks also leads to the unwanted scenario. An attacker leverages
security vulnerabilities in the communication network to gain access to data.
The attacks that can be used to modify data to accomplish energy theft may
also be used here since the data needs to be first intercepted before modification.

In addition to these two ways, an attacker may decide to employ a physi-
cal attack by way of physical theft of the smart meter so as to access the stored
data. This type of attack requires the attacker to be on customer premises
to accomplish. It also requires that the attacker has the necessary know how
to access the contents of the stored data. It is also interesting to note that
the asset can be compromised by accidental acts by utility employees. This is
made possible by use of social engineering techniques to exploit employees lack
of attentiveness or insufficient training.

– Uninterrupted Services
Uninterrupted service can be accomplished in three ways. Firstly, nodes going
offline as a result of hardware faults, software faults or an attacker’s activities
which can result in an adverse effect on service availability. Attackers, thus,
need to compromise the nodes in order to take them down. Secondly, severe
packet drops as a result of network instability or an attacker’s activities may
also lead to interrupted services. An attacker could accomplish this by either
using a rogue device or a compromised node. Lastly, an attacker can accomplish
this goal by the use of a variety of DoS attacks that aim to consume network
resources thereby making services unavailable for legitimate nodes

8.2 Attacks

As presented earlier, the smart grid’s communication network makes it a target
for attacks which can result in significant losses if successful. In this regard, there
has been significant research in simulating and implementing attacks as well as the
efficacy of defense mechanisms to detect the attacks against the smart grid. As such,
it is important to identify, review and thoroughly document the attacks that have
been presented in literature. This can help identify the areas of significant research as
well as areas of future research direction. Research question 2 aims at addressing the
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above-mentioned needs. The findings of the literature review of smart grid attacks
are presented in 7.1. The findings are discussed below:

– Security Requirement
In table 7.3, it can be seen that most of the reviewed literature is related
to integrity in the smart grid while that on confidentiality occupies a very
small percentage of research. A plausible reason as to why this is so can be
drawn from the effects of integrity attacks. Some attacks against integrity
such as false data injection can directly result in compromising availability.
For example, data injection attacks can corrupt PMU data and if this goes
undetected by the power grid’s detection mechanisms, it can result in incorrect
operational decisions that lead to blackouts [117]. Furthermore, other attacks
such as man-in-the-middle and blackhole/sinkhole attack can be tweaked to
compromise availability. These arguments justify why significant portions of
the reviewed literature focused on integrity attacks.

The percentage share of confidentiality related publications reviewed shows
that protecting confidentiality is the least concern in the smart grid. The
meager percentage share could be attributed to the significance or impact
threats against confidentiality pose to the smart grid. Effects of a breach
in confidentiality tend not to affect operations in the smart grid on its own.
Thus, a breach in confidentiality of customer data affects end users instead
of the grid itself whereas that of operational/control data does not affect the
grid also. However, a breach in confidentiality of control data is used in the
reconnaissance stage of attacks by attackers who aim to compromise the other
security requirements. Thus, in order to impact operations, other attacks have
to be employed.

– Individual Attacks
The results of the literature review show the various attacks that can be used
in compromising the smart grid in terms of integrity, availability, and confi-
dentiality. False data injection attacks is found in Table 7.4 to be the most
researched attack against integrity whereas DoS, from table 7.6 is the most
researched attack against availability. The results of the attack trees present
an overview of all attacks against the security requirements.

Analysing all the attack trees, it can be seen that man-in-the-middle attack
is common to all security requirements and requires the use of an external
malicious node. Man-In-The-Middle, one of the primary threats against the
security of a wireless network, is described in [159] as "the most successful
attack that is launched for gaining control over the transferred sensitive end-
users data". This attack is possible in the smart grid because of the use of
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communication technologies such as Wi-Fi and Zigbee, which have been shown
to be susceptible to man-in-the-middle attacks. The authors of [159] show how
feasible it is to intercept packets in Zigbee networks that do not use encryption
by using passive eavesdropping. A countermeasure to prevent passive eaves-
dropping could be the use of a protocol for encryption such as OSGP which, in
turn, require the attacker to employ active eavesdropping in order to be able
to intercept the messages. Unfortunately, OSGP has been shown to have a
weakness which makes active eavesdropping as well as other variations of the
man-in-the-middle attack possible. After successfully intercepting the messages
using man-in-the-middle attack, the attacker can go a step further to either
modify the intercepted messages thereby compromising the integrity of the
data or destroying the messages thereby compromising the availability of service.

Figure 7.6 shows that DoS can be achieved in a plethora of ways. One such way
is the use of flooding packets and this is demonstrated in [73] whereby UDP
flooding is implemented on time-critical communications in WLAN and its
effects analysed. Another demonstration is achieved in [87] where the authors
use an external hardware to perform TCP SYN flooding in order to achieve DoS.
Thus, DoS can be achieved by using either an external node or compromising
a legitimate node. In fact, these two nodes are the attack sources for almost
all attacks.

An external malicious node can be used for both passive and active attacks.
Using the external node for passive attacks is done by way of sniffing or eaves-
dropping on the wireless communication channel used in the smart grid. Doing
this alone is sufficient for compromising customer privacy if the data being
sent is not encrypted. Furthermore, the external malicious nodes can be used
for active attacks. For this to be possible, the attacker needs to clandestinely
integrate the malicious node into the communication channel. This can be
done by way of using rogue access points or by ARP spoofing.

The second entry point for an attack, compromising nodes such as smart
meters, DCU, and PMU, can be achieved by launching physical or cyber at-
tacks. The first group of attacks, physical attacks, involves attacks against the
life cycle of the node. One way the attacker can go about this is to replace
dedicated Integrated Circuits (ICs) which are responsible for measurement with
fake or compromised ICs. These fake ICs could be programmed by the attacker
to do whatever the attacker desires such as sharing the encryption key or cus-
tomer details with the attacker. An attacker who lacks the technical know-how
to pull this off may rather opt to replace the entire node with fake ones. For
cyber attacks, the attacker may clone the node’s software or compromise it
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using malware.



Chapter9Conclusion and Future Works

In this chapter, the conclusions drawn from the results obtained in this thesis as
well as recommendations for future works are provided. The chapter is organized
according to the research questions.

Research Question 1: What different modeling techniques are used in
security risk analysis and which of the techniques better aids in
identifying and understanding the security risks in a smart grid?

With the incorporation of a communication network to the traditional grid, the
smart grid is a possible target for attackers. To effectively develop and implement
adequate security measures, security risk analysis has to be done. As such, in order
to answer research question 1, the thesis aimed to report the results of a literature
review of security modeling techniques. A set of modeling techniques were identified
and analysed with regards to how they were applied in security risk analysis in
order to provide information about the recent state of security modeling techniques.
The search began with 11,346 articles and specific selection criteria were applied.
This resulted in a filtering the initial pool of papers to 26 articles. The information
obtained from the 26 articles resulted in the below conclusions:

– The results of the literature review show that the modeling techniques used in
security risks can be classified into two groups: implementation of base model
and implementation of extensions to base model. Research that used imple-
mentation of base model appear to be more popular, albeit rather marginally.
This shows that the base models are not fully adequate to tackle security
risk analysis because of the significantly high percentage of implementation of
extensions to the base models.

– The review enabled the identification of different modeling techniques that
have been used in security risk analysis: UML activity diagram, attack trees,
bow-tie, CORAS, petri-nets and game-nets as modeling techniques. Among
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these techniques, the review reveals that attack tree is the most popular used
technique in security risk analysis

– A comparative analysis of how the modeling techniques are used in litera-
ture shows that the techniques can be evaluated based on four (4) desired
applications: "Asset identification", "Risk identification", "Risk evaluation" and
"mitigation steps". The findings shows that UML activity were only used in
asset identification and risk identification. Petri-nets, game-nets and Bow-tie
extend the application of UML activity diagram to risk evaluation but failed
to touch on mitigation steps. Only CORAS and attack trees have been used in
all four (4) applications.

– The results of using CORAS as the suitable technique in security risk analysis of
the AMI reveals three (3) assets as well as various threat scenarios that can be
used to compromise the assets. In addition, how threats exploit vulnerabilities
to result in threat scenarios were identified. Thus, the application of CORAS
methodology provided a step-by-step walk-through which aided in identifying
the security threats. Documenting and visualization using the CORAS tool
paints a vivid picture of the risks in this section of the smart grid. This shows
that the CORAS’s language, tool and methodology for risk analysis is easy
to use, straight forward and provides guides for asset identification and risk
analysis. Thus, the findings reiterates arguments made for choosing CORAS
as the suitable modeling technique made in section 4.2.2

Research Question 2: What attacks can be used to compromise the
smart grid?

For research question 2, attack trees are used in presenting an overview of attacks
against the smart grid. The individual attacks that are plausible in the smart grid
was obtained by a literature study of smart grid attacks. With a pool of 750 articles
obtained from the initial search, 2 filter criteria were used to limit the study to 84
articles. From the results obtained, the following conclusions can be made:

– The results of the literature review of attacks the smart grid is susceptible to
can be classified based on the three main security requirements: confidentiality,
integrity and availability. Research on attacks that compromise integrity are
the most popular whereas research on attacks that compromise confidentiality
are the least popular in literature. The reason for this is that majority of
attacks against integrity, particularly those that affect integrity of control data,
can have cascading effect on the smart grid resulting in loss of availability.

– Analyses of the attack tree for each requirement revealed thirteen (13) attacks
that can be coordinated to compromise integrity, four (4) attacks for com-
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promising confidentiality and eighteen (18) attacks that are correlated with
compromising availability. Furthermore, with regards to attacks common to
the smart grid security requirements, the results show that Man-in-the-middle
and blackhole/sinkhole attacks are common to compromising confidentiality,
integrity and availability whereas jamming and replay attacks can be used to
compromise both integrity and availability in the smart grid. Finally, all the
identified attacks that aim to compromise the security requirements stem from
either compromising legitimate nodes or using external devices.

9.1 Future Work

In this section, a presentation of recommendations for extending the research done
in this thesis:

– Risk Evaluation and Mitigation Steps using CORAS
This thesis demonstrated the applicability of CORAS in identifying security
risks in AMI. It limited CORAS application to asset and risk identification.
Implementing risk evaluation and mitigation steps using CORAS would provide
an in-dept understanding into the solutions for improving the security of the
smart grid. To do this, research into defining a formal evaluation criteria for
security risks in the smart grid needs to be done. Furthermore, to attain a
complete overview of security risks in the smart grid, CORAS should be applied
in analysing security in SCADA and WAMS

– Formal assessment for security risk modeling techniques
This thesis presented a way to compare risk modeling techniques based on
the research questions and limited the comparison to six techniques. However,
with the emergence of various extensions to modeling techniques as well as
new techniques for security assessment, it is paramount to formally define an
evaluation criteria for each of them so as to assess the strengths and short-
comings of each of the techniques. Thus, future work could concentrate on
developing and implementing an assessment tool for all the techniques.
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