


Figure 91: Future vision for OPC UA [32]
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A.1 OPC UA Server, opcua-server02.py

rror

Source code for an OPC UA server able to extract axis variables
from a KUKA KR C4 robot controller and send them to an

43

44

45

OPC UA client.

Based on work by:

— Massimiliano Fago (https://sourceforge.net/projects/openshowvar)

— Mechatronics Lab at AAlesund University College
(https://github.com/aauc—mechlab/JOpenShowVar)

— Ahmad Saeed (https://github.com/akselov/kukavarproxy—msg—format)
— Olivier Roulet—Dubonnet (https://github.com/FreeOpcUa)

Author: Aksel Oevern
NTNU 2018

rror

import sys

import socket
sys.path.insert (0, "..")
import time

from opcua import ua, Server

class KUKA (object) :
# Open socket

# KUKAVARPROXY actively listens on TCP port 7000

def _ _init_ (self, TCP_IP):
try:
client.connect ( (TCP_IP,
except:
self.error_list (1)

7000))

def send (self, var, val, msgID):

try:
msg = bytearray ()
temp = bytearray ()
if val != "":

val = str(val)

126

# Sending messages on the KUKAVARPROXY message format:
# Msg ID in HEX 2 bytes

# Msg length in HEX 2 bytes

# Read (0) or write (1) 1 byte

# Variable name length in HEX 2 bytes

# Variable name in ASCII # bytes

# Variable value length in HEX 2 bytes

# Variable value in ASCII # bytes



msg.append( (len(val) & Oxff00) >> 8)
msg.append((len(val) & O0x00ff))
msg.extend (map (ord, val))
temp.append (bool (val))
temp.append (((len(var)) & Oxff00) >> 8)
temp.append((len(var)) & O0x00ff)
temp.extend (map (ord, var))
msg = temp + msg
del temp/(:]
temp.append ( (msgID & O0xf£f00) >> 8)
temp.append (msgID & O0xO00ff)
temp.append ((len(msg) & 0xff00) >> 8)
temp.append((len(msg) & 0xO00ff))
msg = temp + msg
except
self.error_list (2)
try:
client.send (msqg)
return client.recv(1024)
except
self.error_list (1)

# Get variables from KUKAVARPROXY response format
def __get_var(self, msg):
try:
1sb = int ( msg[5])
msb = int ( msg[6]
lenValue = (lsb <<8 | msb)
return str(msg [7: 7+lenValuel],’utf—8")
except:
self.error_list (2)

# Read variables from KUKAVARPROXY
def read (self, var, msgID=0):
try:
return self._ _get_var(self.send(var,"",msglID))
except
self.error_list (2)

# Write variables to KUKAVARPROXY

def write (self, var, val, msgID=0):

try:
if val !'= (""):
return self._ _get_var(self.send(var,val,msgID))
else:
raise self.error_list (3)
except
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93 self.error_list (2)

95 # Close socket

96 def disconnect (self):

97 client.close ()

98

99 # In case of error

100 def error_list (self, ID):

101 if ID ==

102 print ("Network Error (tcp_error)")

103 print ("Check your KRC’s IP address on the network,
104 and make sure kukavarproxy is running.")

105 self.disconnect ()

106 raise SystemExit

107 elif ID == 2:

108 print ("Python Error.")

109 print ("Check the code and uncomment the lines related to
110 your python version.")

111 self.disconnect ()

112 raise SystemExit

113 elif ID ==

114 print ("Error in write() statement.")
115 print ("Variable value is not defined.")
116

117 if __name__ == "_main__":

118 # Initialize OPC UA Client connection

119 client = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
12(

121 # Setup robot object

122 robot = KUKA(’192.168.250.16")

123

124 # Setup OPC UA Server

125 server = Server ()

126 server.set_endpoint ("opc.tcp://192.168.250.200:50895")
127

128 # Setup namespace

129 uri = "http://examples.freeopcua.github.io"

130 idx = server.register_namespace (uri)

131

132 # Get objects node

133 objects = server.get_objects_node ()

134

135 # Populating address space

136 myObject = objects.add_object (idx, "KUKA_KR16_2")

138 # Adding desired variables
139 Al = myObject.add_variable (idx, "Al", 6.7)
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146

147

148

149

166

167

168

169

A2
A3
A4
A5
A6

Al.
A2.
A3.
A4,
AS5.
AG6.

= myObject
= myObject
= myObject
= myObject
= myObject

set_writabl
set_writabl
set_writabl
set_writabl
set_writabl

set_writabl

# Starting OPC UA Server

server.start ()

try:

while (True
time.s

output
output
output

Al.set_value (output_elements |

A2.set_value (output_elements|[

A3.set

_value

.add_variable (idx, "A2", 6.7)
.add_variable (idx, "A3", 6.7)
.add_variable (idx, "A4", 6.7)
.add_variable (idx, "A5", 6.7)
.add_variable (idx, "A6", 6.7)
e()

e()

e()

e()

e()

e()

)t

leep(0.1)

= robot.read ("SAXIS_ACT")

= output.replace(",", "")
_elements = output.split(" ")

2]
4]

A4 .set_value (output_elements[8]

A5.set_value (output_elements[10

(
(
(
(
(
(

)
)
output_elements[6]
)
]

)

A6.set_value (output_elements[12])

finally:

# Close OPC UA client connection,

server.stop ()

remove subcsriptions,

Listing A.1: opcua-server02.py
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A.2 OPC UA Server GUI, opcua-server-gui.py

rror

Source code for a GUI able to execute different OPC UA servers
with a variety of functionalities for a KUKA robot:
— Send axis parameters to Visual Components 4.0
— Display sensor data of motors controlling each axis
(real—time plotting):
# Motor velocity
# Motor torque
# Motor current
# Motor temperature

— Write sensor data to .csv files

Author: Aksel Oevern
NTNU 2018

rror

import tkinter as tk

from tkinter import ttk

from tkinter import messagebox
from tkinter import =
LARGE_FONT= ("Verdana", 12)
import sys

import subprocess

# Setup KUKA Monitiong Application GUI
class KUKA_APP (tk.Tk) :

def __init__ (self, wargs, #*xkwargs):
tk.Tk.__init__ (self, =*args, =**kwargs)
tk.Tk.iconbitmap (self, "robot—16.ico")
tk.Tk.wm_title(self, "KUKA KR 16—2 Monitoring Application")
tk.Tk.geometry (self,”400x260")

container = tk.Frame (self)

container.pack (side="top", fill="both", expand = True)
container.grid_rowconfigure (0, weight=1)
container.grid_columnconfigure (0, weight=1)

canvas = Canvas (self, width=2000, height=2000)
canvas.place(x = —100, y = 220)
blackLine = canvas.create_line(0,2,2000,2)

canvas.configure (background='gray’)

canvas_id = canvas.create_text (432,25)
canvas.itemconfig(canvas_id, text = "akselov@stud.ntnu.no")
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68

69

86

canvas.insert (canvas_id, 12, "")

self.frames = {}

for F in (StartPage, PageOne, PageTwo, PageThree):
frame = F(container, self)
self.frames[F] = frame
frame.grid(row=0, column=0, sticky="nsew")

self.show_frame (StartPage)

def show_frame(self, cont):

frame = self.frames|[cont]

frame.tkraise ()

class StartPage (tk.Frame) :

def _ _init_ (self,

tk.Frame.__init__ (self,parent)

label = tk.Label (self,
font=LARGE_FONT)

label.place (x=44,y=10)

parent,

buttonl = ttk.Button(self,

Components 4.0",

command=lambda:

buttonl.place (x=65,y=50)

button2 = ttk.Button(self,

command=lambda:

PageThree))
button2.place (x=65, y=80)

button3 = ttk.Button(self,

command=lambda:

button3.place (x=65,y=110)
close_button = ttk.Button(self,

close_button.place (x=65,y=140)

class PageOne (tk.Frame) :

def __init_ (self, parent, controller):
tk.Frame.__init__ (self, parent)
label =

4.0", font=LARGE_FONT)

131

controller) :

text="KUKA KR 16—2 Monitoring Application",

text="Send axis parameters to Visual

controller.show_frame (PageOne)

text="Display sensor data",

controller.show_frame (

text="Write data to file",

controller.show_frame (PageTwo)

text="Close", command=self.quit)

tk.Label (self, text="Axis parameters to Visual Components



87 label.place (x=20,y=10)

88

89 buttonl = ttk.Button(self, text="Back to Home",

90 command=lambda: controller.show_frame (
StartPage))

91 buttonl.place (x=65,y=50)

92

93 button2 = ttk.Button(self, text="Start connection",

94 command= send_axis_parameters)

95 button2.place (x=65,y=80)

97 class PageTwo (tk.Frame) :

98 def __init_ (self, parent, controller):
29 tk.Frame.__init__ (self, parent)
100 label = tk.Label (self, text="Write data to file", font=LARGE_FONT)

101 label.place (x=120,y=10)

103 buttonl = ttk.Button(self, text="Back to home",

104 command=lambda: controller.show_frame (
StartPage))

105 buttonl.place (x=65,y=50)

106

107 button2 = ttk.Button(self, text="Write Motor Speed to file",

108 command = write_motorSpeed_to_file)

109 button2.place (x=65,y=80)

110

111 button3 = ttk.Button(self, text="Write Motor Torque to file",

112 command = write_motorTorque_to_file)

113 button3.place (x=65,y=110)

114

115 buttond4 = ttk.Button(self, text="Write Motor Current to file",

116 command = write_motorCurrent_to_file)
117 button4d.place (x=65,y=140)

119 button5 = ttk.Button(self, text="Write Motor Temperature to file",
120 command = write_motorTemp_to_file)

121 button5.place (x=65,y=170)

123 class PageThree (tk.Frame) :

124 def __init__ (self, parent, controller):
125 tk.Frame.__init__ (self, parent)
126 label = tk.Label(self, text="Display sensor data", font=LARGE_FONT

127 label.place (x=110,y=10)

29 button0 = ttk.Button(self, text="Back to Home",
130 command=lambda: controller.show_frame (
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136

137

138

139

140

160

161

162

164

165

166

def

def

def

def

def

StartPage))
button0.place (x=65,y=50)

buttonl = ttk.Button(self, text="Display Motor Speed monitor",
command= motor_speed_monitor)
buttonl.place (x=65,y=80)

button2 = ttk.Button(self, text="Display Motor Torque monitor",
command= motor_torque_monitor)
button2.place (x=65,y=110)

button3 = ttk.Button(self, text="Display Motor Current monitor",
command= motor_current_monitor)
button3.place (x=65,y=140)

button4 = ttk.Button(self, text="Display Motor Temperature monitor

command= motor_temp_monitor)
button4d.place (x=65,y=170)

send_axis_parameters () :

messagebox.showinfo ("Monitor axis parameters", "Axis parameters will
now be available in Visual Components 4.0"

’

subprocess.call ([sys.executable, ’server_gui_VC4_0.py’, ’argumentl’,
argument2’])

motor_speed_monitor () :

messagebox.showinfo ("Display sensor data", "Motor Speed data will be
displayed in a new window")

subprocess.call ([sys.executable, ’'server_gui_motorSpeed.py’,
argumentl’, ’"argument2’])

motor_torque_monitor () :
messagebox.showinfo ("Display sensor data", "Motor Torque data will be
displayed in a new window")

subprocess.call ([sys.executable, ’server_gui_motorTorque.py’,
argumentl’, ’"argument2’])

motor_current_monitor () :

messagebox.showinfo ("Display sensor data", "Motor Current data will be
displayed in a new window")

’

subprocess.call ([sys.executable, ’server_gui_motorCurrent.py’,
argumentl’, ’"argument2’])

motor_temp_monitor () :

messagebox.showinfo ("Display sensor data", "Motor Temperature data
will be displayed in a new window")
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167 subprocess.call ([sys.executable, ’server_gui_motorTemperature.py’, '

argumentl’, ’argument2’])
168

160 def write_motorSpeed_to_file():

170 messagebox.showinfo ("Data to file", "Motor Speed data will be written
to file KUKA_KR16_2_motorSpeed.csv")

171 subprocess.call ([sys.executable, ’server_gui_write_motorSpeed.py’, '
argumentl’, ’argument2’])

172 messagebox.showinfo ("Data to file", "Motor Speed data was successfully

written to file KUKA_KR16_2_motorSpeed.csv")

174 def write_motorTorque_to_file():
175 messagebox.showinfo ("Data to file", "Motor Torque data will be written
to file KUKA_KR16_2_motorTorque.csv")

176 subprocess.call ([sys.executable, ’server_gui_write_motorTorque.py’, '
argumentl’, ’argument2’])
177 messagebox.showinfo ("Data to file", "Motor Torque data was

successfully written to file KUKA_KR16_2_motorTorque.csv")

170 def write_motorCurrent_to_file():
180 messagebox.showinfo ("Data to file", "Motor Current data will be
written to file KUKA_KR16_2_motorCurrent.csv")

181 subprocess.call ([sys.executable, ’server_gui_write_motorCurrent.py’, '/
argumentl’, ’argument2’])
182 messagebox.showinfo ("Data to file", "Motor Current data was

successfully written to file KUKA_KR16_2_motorCurrent.csv")

184 def write_motorTemp_to_file():

185 messagebox.showinfo ("Data to file", "Motor Temperature data will be
written to file KUKA_KR16_2_motorTemp.csv")

186 subprocess.call ([sys.executable, ’'server_gui_write_motorTemperature.py
", ’argumentl’, ’argument2’])

187 messagebox.showinfo ("Data to file", "Motor Temperature data was
successfully written to file KUKA_KR16_2_motorTemp.csv")

188

189 app = KUKA_APP ()

100 app.mainloop ()

Listing A.2: opcua-server-gui.py
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A.3 XML-

<l
Source code for a

variables relevan

The file is made

s Olivier Roulet—Du

https://github.co

Author: Aksel Oev
NTNU 2018
—_

<?xml version=’1.

file, KUKA KR16 2 object.zml

XML file including information about
t for a KUKA KR 16—2 robot.

with use of the FreeOpcUa modeler made by
bonnet, found at:

m/FreeOpcUa/opcua—modeler

ern

0’ encoding=’'utf—8’?>

4 <UANodeSet xmlns="http://opcfoundation.org/UA/2011/03/UANodeSet.xsd"
xmlns:uax="http://opcfoundation.org/UA/2008/02/Types.xsd" xmlns:xsd="
http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/

XMLSchema—instance">

<NamespaceUris
<Aliases>
<Alias Alias=
<Alias Alias=
<Alias Alias=
<Alias Alias=
<Alias Alias=
<Alias Alias=
<Alias Alias=
</Aliases>
<UAObject Brows
">
<DisplayName>
<Description>
<References>
<Reference
Reference>
<Reference
<Reference
<Reference
<Reference
<Reference
<Reference
<Reference
<Reference
<Reference
<Reference
</References>

/>

"Boolean">i=1</Alias>
"Double">i=11</Alias>
"String">i=12</Alias>
"Organizes">i=35</Alias>
"HasTypeDefinition">1=40</Alias>
"HasProperty">i=46</Alias>
"HasComponent">i=47</Alias>

eName="0:KUKA_KR16_2" NodeId="i=20001" ParentNodeId="i=85

KUKA_KR16_2</DisplayName>
The base type for all object nodes.</Description>

IsForward="false" ReferenceType="Organizes">1=85</

ReferenceType="HasTypeDefinition">i=58</Reference>
ReferenceType="HasProperty">i=20006</Reference>
ReferenceType="HasProperty">i=20007</Reference>
ReferenceType="HasComponent">1=20008</Reference>
ReferenceType="HasComponent">1=20009</Reference>
ReferenceType="HasComponent">1=20010</Reference>
ReferenceType="HasComponent">1=20011</Reference>
ReferenceType="HasComponent">1=20012</Reference>
ReferenceType="HasComponent">1=20013</Reference>
ReferenceType="HasProperty">i=20016</Reference>
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41 </UAObject>
42 <UAVariable BrowseName="0:KUKAVARPROXY" DataType="Boolean" NodeId="i
=20006" ParentNodeId="i=20001">

43 <DisplayName>KUKAVARPROXY</DisplayName>

44 <Description>KUKAVARPROXY</Description>

45 <References>

46 <Reference IsForward="false" ReferenceType="HasProperty">i=20001</
Reference>

a7 <Reference ReferenceType="HasTypeDefinition">i=68</Reference>

48 </References>

49 <Value>

50 <uax:Boolean>false</uax:Boolean>

51 </Value>

52 </UAVariable>

53 <UAVariable BrowseName="0:RSI" DataType="Boolean" NodeId="i=20007"
ParentNodeId="i=20001">

54 <DisplayName>RSI</DisplayName>

55 <Description>RSI</Description>

56 <References>

57 <Reference IsForward="false" ReferenceType="HasProperty">1=20001</
Reference>

58 <Reference ReferenceType="HasTypeDefinition">i=68</Reference>

59 </References>

60 <Value>

61 <uax:Boolean>false</uax:Boolean>

62 </Value>

63 </UAVariable>
64 <UAVariable BrowseName="0:A1" DataType="Double" NodeId="i=20008"
ParentNodeId="1i=20001">

65 <DisplayName>Al</DisplayName>

66 <Description>Al</Description>

67 <References>

68 <Reference IsForward="false" ReferenceType="HasComponent">1i=20001</
Reference>

69 <Reference ReferenceType="HasTypeDefinition">i=63</Reference>

70 </References>

71 <Value>

72 <uax:Double>9.99</uax:Double>
73 </Value>

74 </UAVariable>

75 <UAVariable BrowseName="0:A2" DataType="Double" NodeId="i=20009"
ParentNodeId="1i=20001">

76 <DisplayName>A2</DisplayName>

77 <Description>A2</Description>

78 <References>

79 <Reference IsForward="false" ReferenceType="HasComponent">i=20001</
Reference>

136



88

89

90

104

105

106

107

108

109

110

<Reference ReferenceType="HasTypeDefinition">1=63</Reference>
</References>
<Value>
<uax:Double>9.99</uax:Double>
</Value>
</UAVariable>
<UAVariable BrowseName="0:A3" DataType="Double" NodeId="i=20010"
ParentNodeId="i=20001">
<DisplayName>A3</DisplayName>
<Description>A3</Description>
<References>
<Reference IsForward="false" ReferenceType="HasComponent">i=20001</
Reference>
<Reference ReferenceType="HasTypeDefinition">i=63</Reference>
</References>
<Value>
<uax:Double>9.99</uax:Double>
</Value>
</UAVariable>
<UAVariable BrowseName="0:A4" DataType="Double" NodeId="i=20011"
ParentNodeId="i=20001">
<DisplayName>A4</DisplayName>
<Description>A4</Description>
<References>
<Reference IsForward="false" ReferenceType="HasComponent">i=20001</
Reference>
<Reference ReferenceType="HasTypeDefinition">i=63</Reference>
</References>
<Value>
<uax:Double>9.99</uax:Double>
</Value>
</UAVariable>
<UAVariable BrowseName="0:A5" DataType="Double" NodeId="i=20012"
ParentNodeId="i=20001">
<DisplayName>A5</DisplayName>
<Description>A5</Description>
<References>
<Reference IsForward="false" ReferenceType="HasComponent">i=20001</
Reference>
<Reference ReferenceType="HasTypeDefinition">i=63</Reference>
</References>
<Value>
<uax:Double>9.99</uax:Double>
</Value>
</UAVariable>
<UAVariable BrowseName="0:A6" DataType="Double" NodeId="i=20013"
ParentNodeId="i=20001">
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139

140

141

<DisplayName>A6</DisplayName>
<Description>A6</Description>
<References>
<Reference IsForward="false" ReferenceType="HasComponent">1=20001</
Reference>
<Reference ReferenceType="HasTypeDefinition">i=63</Reference>
</References>
<Value>
<uax:Double>9.99</uax:Double>
</Value>
</UAVariable>
<UAVariable BrowseName="0:IP" DataType="String" NodeId="i=20016"
ParentNodeId="i=20001">
<DisplayName>IP</DisplayName>
<Description>IP</Description>
<References>
<Reference IsForward="false" ReferenceType="HasProperty">i=20001</
Reference>
<Reference ReferenceType="HasTypeDefinition">i=68</Reference>
</References>
<Value>
<uax:String>192.168.250.16</uax:String>
</Value>
</UAVariable>
</UANodeSet>

Listing A.3: KUKA KRI16 2 object.xml
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5

6

7

8

9

10

11

A.4 OPC UA Server XML, opcua-server-rml.py

rror

Source code for an OPC UA server able to create a custom OPC UA
object from specifications in a XML—file, estract axis variables
from a KUKA KR C4 robot controller and send them to an OPC UA client.

Based on work by:

— Massimiliano Fago (https://sourceforge.net/projects/openshowvar)

— Mechatronics Lab at AAlesund University College
(https://github.com/aauc—mechlab/JOpenShowVar)

— Ahmad Saeed (https://github.com/akselov/kukavarproxy—msg—format)

— Olivier Roulet—Dubonnet (https://github.com/FreeOpcUa)

Author: Aksel Oevern
NTNU 2018

rror

import sys

sys.path.insert (0, "..")

import time

import KUKAVARPROXY_communication

from opcua import ua, Server

if _ name_ == "_ main__ ":
# Setup OPC—UA Server
server = Server ()

server.set_endpoint ("opc.tcp://192.168.250.200:50895")

# Setup namespace

uri "http://examples.freeopcua.github.io"

idx = server.register_namespace (uri)

# Get objects node
objects = server.get_objects_node ()

# Import customobject type
server.import_xml (' KUKA_KR16_2_object.xml’)

# Check if client wants communication over KUKAVARPROXY or RSI
kuka_object = objects.get_child("0:KUKA_KR16_2")

ip_adress = kuka_object.get_child("0:IP")

variable_kukavarproxy = kuka_object.get_child("0:KUKAVARPROXY")
variable_rsi = kuka_object.get_child("0:RSI")

# Extracting axis variables and removing KUKAVARPROXU/RSI

configuration variables
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66

variables_all = kuka_object.get_children()

for variable in variables_all:

variable.set_writable ()

# Removing configuration properties
variables_all.remove (ip_adress)
variables_all.remove (variable_kukavarproxy)
variables_all.remove (variable_rsi)

variables_axis = variables_all

# Starting OPC—UA Server
server.start ()

try:
print ("Select KUKAVARPROXY or RSI communication configuration in
OPC UA Client")
while True:
time.sleep(0.1)

# Check for client preference KUKAVARPROXY/RSI communication
if (variable_kukavarproxy.get_value () and variable_rsi.
get_value()):
raise ValueError ("KUKAVARPROXY and RSI can not both be
selected")

SystemExit

if (variable_kukavarproxy.get_value()):
print ("Launching KUKAVARPROXY communication")
KUKAVARPROXY_communication.run(variables_axis, ip_adress)
break

if (variable_rsi.get_value()):
print ("Launching RSI communication™)

#Run RSI communication module

finally:
# Close OPC UA client connection, remove subcsriptions, etc
server.stop ()

Listing A.4: opcua-server-xml.py
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5

6

A.5 Module, KUKAVARPROXY communication.py

rror

Source code for a KUKAVARPROXY communication module being used
by the opcua—server—xml.py for communication with a KUKA KR C4
robot controller. The module extracts axis variables from the

robot controller.

7 — Massimiliano Fago (https://sourceforge.net/projects/openshowvar)

8 — Mechatronics Lab at AAlesund University College

9

(https://github.com/aauc—mechlab/JOpenShowVar)

10 — Ahmad Saeed (https://github.com/akselov/kukavarproxy—msg—format)

11

Author: Aksel Oevern
NTNU 2018

rror

import socket
import time

# Initialize OPC—UA Client connection
client = socket.socket (socket.AF_INET, socket.SOCK_STREAM)

class KUKA (object) :

# Open socket
# KukaVarProxy actively listens on TCP port 7000
def _ _init_ (self, TCP_IP):
try:
client.connect ((TCP_IP, 7000)
except:
self.error_list (1)

# Sending messages on the KukaVarProxy message format:
# Msg ID in HEX 2 bytes

# Msg length in HEX 2 bytes

# Read (0) or write (1) 1 byte

# Variable name length in HEX 2 bytes

# Variable name in ASCII # bytes

# Variable value length in HEX 2 bytes

# Variable value in ASCII # bytes

def send (self, var, val, msgID):
try:
msg = bytearray ()
temp = bytearray ()
if val != "":

val = str(val)
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46 msg.append( (len(val) & Oxff00) >> 8)

a7 msg.append((len(val) & 0x00ff))
48 msg.extend (map (ord, val))

49 temp.append (bool (val))

50 temp.append (((len(var)) & Oxff00) >> 8)
51 temp.append((len(var)) & O0x00ff)

52 temp.extend (map (ord, var))

53 msg = temp + msg

54 del temp/(:]

55 temp.append((msgID & 0xff00) >> 8)

56 temp.append (msgID & O0xO00ff)

57 temp.append((len(msg) & 0xf£f00) >> 8)
58 temp.append((len(msg) & 0xO00ff))

59 msg = temp + msg

60 except

61 self.error_list (2)

62 try:

63 client.send (msqg)

64 return client.recv(1024)
65 except

66 self.error_list (1)

68 # Get variables from KukaVarProxy response format

69 def __get_var(self, msg):

70 try:

71 1sb = int ( msg[5])

72 msb = int ( msg[6]

73 lenValue = (lsb <<8 | msb)

74 return str(msg [7: 7+lenValuel],’utf—8")

75 except:

76 self.error_list (2)

77

78 # Read variables from KukaVarProxy

79 def read (self, var, msgID=0):

80 try:

81 return self._ _get_var(self.send(var,"",msglID))

82 except

83 self.error_list (2)

8¢

85 # Write variables to KukaVarProxy

86 def write (self, var, val, msgID=0):

87 try:

88 if val != (""): return self.__get_var(self.send(var,val,msgID)
)

89 else: raise self.error_list(3)

90 except

91 self.error_list (2)
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# Close socket
def disconnect (self):

client.close ()

# In case of error
def error_list (self, ID):

if ID == 1:
print ("Network Error (tcp_error)")
print ("Check your KRC’s IP address on the network, and make

sure kukaproxyvar is running.")
self.disconnect ()
raise SystemExit
elif ID ==
print ("Python Error.")
print ("Check the code and uncomment the lines related to your
python version.")
self.disconnect ()
raise SystemExit
elif ID ==
print ("Error in write() statement.")

print ("Variable value is not defined.")

def run(variables_axis, ip_adress):
# Setup robot object
robot = KUKA (ip_adress.get_value())
print ("KUKAVARPROXY communication running successfully \nObject’s IP
adress:", ip_adress.get_value())

while True:
time.sleep(0.01)

output = robot.read ("S$SAXIS_ACT")
output = output.replace(",", "")
output_elements = output.split (" ")

i=20

for axis in variables_axis:
axis.set_value (output_elements[2+i])
i+=2

Listing A.5: KUKAVARPROXY _communication.py
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A.6 RSI OPC UA Server, rsi-opcua-server.py

rror

Source code for an OPC UA server able to extract axis variables
from a KUKA KR C4 robot controller through RSI communication
and send them to an OPC UA client.

Based on work by:
— Olivier Roulet—Dubonnet (https://github.com/FreeOpcUa)

— Eren Sezener (https://github.com/akselov/kuka—rsi3—communicator)

— Torstein Anderssen Myhre (https://github.com/torstem/examplecode—kukarsi

—python)

Author: Aksel Oevern
NTNU 2018

rror

import socket
import numpy
import command
import time

import time_keeper

from opcua import ua, Server

tiden = time_keeper.time_keeper ()

def simple_joint_correction_command (from_kuka) :
#Correction example (not used)
Al = 10.0 % numpy.sin(tiden.get () / 10.0)
joint_desired = [0.0, 0.0, 0.0, 0.0, 0.0, 0.0]
return command. joint_correction_command (from_kuka, Jjoint_desired)
if _ _name__ == "_main__":
# Initialize OPC—UA Client connection
client = socket.socket (socket.AF_INET, socket.SOCK_STREAM)

# Setup OPC—UA Server
server = Server ()
server.set_endpoint ("opc.tcp://192.168.250.119:50895")

# Setup namespace
uri = "http://examples.freeopcua.github.io"

idx = server.register_namespace (uri)

# Get objects node
objects = server.get_objects_node ()
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90

# Populating address space

myObject = objects.add_object (idx,

# Adding desired variables

Al
A2
A3
A4
A5
A6

Al.
A2.
A3.
Ad.
AS5.
A6.

myObJject

= myObject.

= myObject
= myObject
= myObject

= myObject.

.add_variable (idx, "Al",
add_variable (idx, "A2",
.add_variable (idx, "A3",
.add_variable (idx, "A4",
.add_variable (idx, "A5",
add_variable (idx, "Ao6",

set_writable ()

set_writable ()

set_writable ()

set_writable ()

set_writable ()

set_writable ()

# Starting OPC—UA Server

server.start ()

# Setup RSI connection

BUFFER_SIZE

sock = socket
sock.bind (("192.168.1.198", 49001))
counter = 0

try:

1024
.socket (socket .AF_INET, so

while True:
# Buffer size is 1024 bytes

#time

.sleep(0.1)

received_data, socket_of_krc =

o O OO O & O

"KUKA_KR16_2")

.7)
7)
.7)
.7)
.7)
7)

cket . SOCK_DGRAM)

sock.recvfrom (BUFFER_SIZE)

received_data = received_data.decode ("utf—8")
output_elements = received_data.split(’ )
raw_axis_variables = output_elements[14:20]

axis_variables = []

for raw_axis in raw_axis_variables:

axis_variables.append(raw_axis.split (") [1])

print

Al.set_value (axis_variables ([0
A2.set_value 1
A3.set_value

A4 .set_value (axis_variables([3

(axis_variables)

axis_variables|

( 1)
( 1)
(axis_variables[2])
( 1)
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A5.set_value (axis_variables([4])
A6.set_value (axis_variables[5])

kuka_command = simple_joint_correction_command (received_data)
reply = bytes (kuka_command, "utf-—8")
sock.sendto (reply, socket_of_krc)

finally:
# Close OPC UA client connection, remove subcsriptions, etc
server.stop ()

Listing A.6: rsi-opcua-server.py
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17

18

19

20

43

44

45

A.7 KVP Control Server, opcua-control-server.py

rrr

Source code for an OPC UA server able to create a custom OPC UA
object from specifications in a XML—file, extract axis variables
from an OPC UA client and control a KUKA robot by its axis wvalues.

Based on work by:

— Massimiliano Fago (https://sourceforge.net/projects/openshowvar)

Mechatronics Lab at AAlesund University College
(https://github.com/aauc—mechlab/JOpenShowVar)

— Ahmad Saeed (https://github.com/akselov/kukavarproxy—msg—format)
— Olivier Roulet—Dubonnet (https://github.com/FreeOpcUa)

To be done:
— Custom setup of axis variables from OPC UA object

— Include RSI control module

Author: Aksel Oevern
NTNU 2018

rror

import sys

import socket
sys.path.insert (0, "..")
import time

from xml.dom import minidom

from opcua import ua, Server

class KUKA (object) :
# Open socket
# KukaVarProxy actively listens on TCP port 7000
def __init__ (self, TCP_IP):
try:
client.connect ( (TCP_IP, 7000)
except:
self.error_list (1)

# Sending messages on the KukaVarProxy message format:
# Msg ID in HEX 2 bytes

# Msg length in HEX 2 bytes

# Read (0) or write (1) 1 byte

# Variable name length in HEX 2 bytes

# Variable name in ASCII # bytes

# Variable value length in HEX 2 bytes

# Variable value in ASCII # bytes

def send (self, var, val, msgID):
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try:

msg = bytearray ()
temp = bytearray ()
if val != "":
val = str(val)
msg.append( (len
msg.append ( (len
msg.extend (map (

temp.append (bool (va

(val) & 0xff00) >> 8)
(val) & OxO00ff))

ord, wval))

1))

temp.append(((len(var)) & Oxf£f00) >> 8)

temp.append( (len(va

r)) & 0xO00ff)

temp.extend (map (ord, wvar))

msg = temp + msg
del temp(:]
temp.append ( (msgID
temp.append (msgID &
temp.append( (len (ms
temp.append((len (ms
msg = temp + msg

except

try:

self.error_list (2)

client.send(msg)

& 0xff00) >> 8)
0x00£ff)

g) & 0xff00) >> 8)

g) & 0xO00ff))

return client.recv(1024)

except

# Get variables from KukaVarProxy response format

self.error_list (1)

def _ _get_var(self, msg):

try:

1sb = int ( msg[5])
msb = int ( msg[6]
lenValue = (lsb <<8

return str(msg [7:

except:

self.error_list (2)

| msb)
7+lenValue],’utf—8")

# Read variables from KukaVarProxy

def read (self, var, msgID=0):
try:
return self.__get_var(self.send(var,"",msglID))
except

self.error_list (2)

# Write variables to KukaVarProxy

def write (self, var, val,

try:

msgID=0) :
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93 if val !'= (""):

94 return self._ _get_var(self.send(var,val,msglD))
95 else:

96 raise self.error_list (3)

97 except

98 self.error_list (2)

99

100 # Close socket

101 def disconnect (self):

102 client.close()

103

104 # In case of error

105 def error_list (self, ID):

106 if ID == 1:

107 print ("Network Error (tcp_error)")

108 print ("Check your KRC’s IP address on the network, and make

sure kukaproxyvar is running.")
109 self.disconnect ()

110 raise SystemExit

111 elif ID ==
112 print ("Python Error.")
113 print ("Check the code and uncomment the lines related to your

python version.")

114 self.disconnect ()

115 raise SystemExit

116 elif ID ==

117 print ("Error in write() statement.")
118 print ("Variable value is not defined.")
119

120

121 if __name__ == "_main__":

122 # Initialize OPC—UA Client connection

123 client = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
124

125 # Setup robot object

126 robot = KUKA(’192.168.250.16")

127

128 # Setup OPC—UA Server

129 server = Server ()

130 server.set_endpoint ("opc.tcp://192.168.250.200:50895")
131

132 # Setup namespace

133 uri = "http://examples.freeopcua.github.io"

134 idx = server.register_namespace (uri)

135

136 # Get objects node

137 objects = server.get_objects_node ()
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138

139 # Import customobject type

140 server.import_xml (' KUKA_KR16_2_ object.xml’)

141

142 # Check if client wants communication over KUKAVARPROXY or RSI

143 kuka_object = objects.get_child("0:KUKA_KR16_2")

144 variable_kukavarproxy = kuka_object.get_child("0:KUKAVARPROXY")

145 variable_rsi = kuka_object.get_child("0:RSI")

146

147 # Manual setup of axis variables for OPC UA object

148 Al_var = kuka_object.get_child("0:A1")

149 A2_var = kuka_object.get_child("0:A2")

150 A3_var = kuka_object.get_child("0:A3")

151 A4_var = kuka_object.get_child("0:A4")

152 A5_var = kuka_object.get_child("0:A5")

153 A6_var = kuka_object.get_child("0:A6")

154

155 # Make KVP and RSI configuration writable by OPC UA client

156 variable_kukavarproxy.set_writable ()

157 variable_rsi.set_writable ()

158

159 # Extracting axis variables and removing KUKAVARPROXU/RSI
configuration variables

160 variables_all = kuka_object.get_children()

161 variables_all.remove (variable_kukavarproxy)

162 variables_all.remove (variable_rsi)

163 variables_axis = variables_all

164

165 for variable_axis in variables_axis:

166 variable_axis.set_writable ()

167

168 # Starting OPC—UA Server

169 server.start ()

170

171 try:

172 # Give user information about communication that is being used

173 print ("Kuka: ", variable_kukavarproxy.get_value())

174 print ("RSI: ", variable_rsi.get_value())

175 print ("Select KUKAVARPROXY or RSI control configuration in OPC UA
Client")

176

177 while True:

178 time.sleep(0.1)

179

180 # Check for client preference KUKAVARPROXY/RSI control

181 if (variable_kukavarproxy.get_value () and variable_rsi.

get_value()):
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189

190

192

193

194

195

raise ValueError ("KUKAVARPROXY and RSI can not both be

selected")

SystemExit

if (variable_kukavarproxy.get_value()) :
print ("Launching KUKAVARPROXY control")
robot.write ("TARGET_AXIS","{E6AXIS: Al " + str(Al_var.

+ str(

get_value()) + ", A2 " + str(A2_var.get_value()) + ", A3 "
A3_var.get_value()) + ", A4 " + str(Ad4_var.get_value()) + "
str(A5_var.get_value()) + ", A6 " + str(A6_var.get_value())

if (variable_rsi.get_value()):

print ("Launching RSI control")
#Run RSI control module

finally:

# Close OPC UA client connection, remove subcsriptions,

server.stop ()

Listing A.7: opcua-control-server.py
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Appendix B

Digital Appendix

B.1 GitHub Repository

Can be found in the attached Zip-folder, and online at
https://github.com/akselov/digital-twin-opcua

B.2 Video of Fixed Case

Can be found in the attached Zip-folder, and online at
https://youtu.be/x1QhQPmJwlA
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