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Summary

Black hat hackers are far more shrewd than the public’s stereotypical perception of them.
They are no longer script kiddies who are trying to impress their social circles, but skilled
businessmen with the general aim to profit from exploitative attacks. Very little research
has been done on how the cyber-criminals involved make decisions based on profit margin
calculations.

The dark net provides the perfect environment to commit cyber crimes without being
tracked down by law enforcement. An entire economy has emerged in the dark net as
a result of transactions of illegal goods and services supported by cryptocurrencies. The
social structure of the members in the dark net is strong enough to survive any intrusions
made by law enforcement.

The dynamic shifts in the field of cyber security has encouraged many researchers to pro-
pose different methodologies that capture the true intent of an attacker. In this report,
a netnographic study was done to obtain data useful for threat predictions and attacker
profiling. This included observations of the online marketplaces in the dark net and the re-
searcher’s reflections on the social communications between the different actors involved
in the creation and distribution of ransomware. Data collected from this study was also
used to deduce a cost-benefit framework.




Acknowledgement

First and foremost, I would like to express my sincerest gratitude to my co-supervisor
Per Hakon Meland for his continuous help and support. Thank you for offering me an
opportunity to attend and speak in academic conferences and introducing me to many
experts in the field. Thank you for creating an environment of enthusiasm for learning,
appreciation for growing, and room for making mistakes along the way. Without your
guidance this dissertation would not have been possible.

I would also like to thank Professor Guttorm Sindre for his contribution in the supervision
of this work. The door to Professor Guttorm’s office was always open when I needed
help. I truly appreciate your effort in answering my questions and offering advice when
needed.

A special thanks to my family, especially my father Fareed, my mother Omnia and my
sister Sara for their emotional and financial support. Thank you for encouraging me to
pursue my Masters abroad.

My gratitude also goes to the friends I have made during my stay in Norway, especially
to the girls of Computer Science, Class of 2018. Thank you for your welcoming hos-
pitality. Lastly, I would like to thank all the tutors that lectured me during my Masters
degree at NTNU. I apologize to anyone I overlooked. To you all, I express my deepest
appreciation.

ii



TABLE OF CONTENTS

Summary i
Acknowledgement ii
Table of Contents iv
List of Tables v
List of Figures viii
Abbreviations ix
Glossary X
1 Introduction 1
1.1 Motivation . . . . . . . . . e 2
1.2 Research Questions . . . . . . . . .. .. .. .. ... 5
1.3 Research Approach . . . . .. .. ... ... ... ... ... ... 5
1.4 Literature Review . . . . . . . . . . .. . 6
1.5 Structureof the Report . . . . . . ... ... ... ... ... .. ... 7
2 Literature Review 9
2.1 Cybercrime Ecosystem . . . . . . ... .. ... ... ... ... 10
2.2 CryptomarketResearch . . . . . ... ... ... ... ... ... .. 21
2.3 Ransomware . . . . . . . . .. ... e e e 26
2.4 Applied Methodology in Dark Net Studies . . . . . . . ... ... .... 32
3 Netnographic Study 35

iii



3.1 Framework . . . . . . . . . . ...
3.2 Process ... . e e
4 Data Collection
4.1 ArchivalData . . . ... ... ... ... .
4.2 CommunicatedData . . ... ... ... ... ... ...........
43 Reflexive Notes . . . . . . . . . . . . e
5 Results and Analysis
5.1 Overview of Collected Data . . . . .. ... ... ............
5.2 Interpreting Dark Net Discussions . . . . . ... ... ... .......
5.3 ActorProfiling . . . ... ...
54 PricingScheme . . . ... ... . ...
5.5 Cost Benefit Framework of Dark Net Activities . . . ... ... ... ..
6 Discussion
6.1 Cost-Benefit Framework of Ransomware-as-a-Service . . . .. ... ..
6.2 Activitiesindark net forums . . . ... .. ... ... ... ... ...,
6.3 Service Innovationinthe Dark Net . . . . . . ... ... ... ......
6.4 Improving Threat Intelligence . . . . ... ... .. ... .. ......
6.5 Netnographic study onthedarknet . . . . . ... ... .. ... . ....
6.6 Limitations . . . . . . . . . . ...
7 Conclusion and Future Work
7.1 Conclusion . . . . . . . . . . .. e
7.2 Recommendations for Future Work . . . . . . ... ... ... ......
Bibliography
Appendices
A Interviews . . . ... L e e
B LeakedChat . . . . . . . . . . . . ... . .. e
C Screenshots . . . . . . . ...
D  Published Paper on Preliminary Study . . . . . ... ... ... .....

47
47
51
61

63
64
67
76
84
91

95
96
97
97
97
98
99

101
102
104

105

iv



2.1
2.2

3.1
3.2

4.1
4.2

5.1
5.2
53
54
5.5
5.6
5.7
5.8
59
5.10
5.11
5.12
5.13
5.14

LIST OF TABLES

Modelling of individual actors in the cybercrime economy . . . . . . . . 13
Characterization factors of ransomware variants . . . . . . ... ... .. 28
Decision Matrix Weighting Scale . . . . . . .. ... ... ... ..... 41
The four types of netnographic representation . . . . . . ... ... ... 45
Selection of the top 3 cryptomarkets . . . . . .. ... ... ... 52
Selection of thetop 3 forums . . . . . . .. ... ... ... ... .. 52
Dead cryptomarkets with the dates of the data retrieved for this research . 64
Question categories in forumposts . . . . . . ... L. L 67
Modelling of Individual actors in the cybercrime economy . . . . . . . . 76
Vulnerability Researcher . . . . . ... ... ... .. .......... 78
Malware Authors . . . . . . . ... ... 79
Vendor Attacker Profile . . . . . . .. . ... ... oo 80
Experienced Distributor Attacker Profile . . . . . . .. ... ... .... 81
Novice Distributor Attacker Profile . . . . . . ... .. ... ... .... 81
Website Developer . . . . . . . ... L 82
Professional Money Launderers . . . . . ... ... ... ........ 83
Innocent Money Launderers . . . . . .. ... ... ... . ....... 83
Ginx Ransomware AlphaBay Price Listing Variety . . . . ... ... .. 88
Dark Net Marketplace comparison based on commission and vendor fee . 89
Profit Margin of every known ransomware variant, all prices listed in US

Dollars. . . . . . . . . 93




vi



2.1

2.2
23
24
2.5
2.6
2.7

2.8
2.9

3.1
32

4.1
4.2
4.3

44
4.5
4.6
4.7
4.8
4.9

5.1

LIST OF FIGURES

Stakeholder mapping of the underground economy chain as presented by

Yip [S7] . . o o 12
Sociograph for connectivity and centrality of the hackers based on skills [29] 15
Framework for cybercrime cost analysis [4] . . . ... ... ... .... 19
Timeline of the major events in cryptomarket history . . . . . . ... .. 22
The home page of Silk Road, the first cryptomarket on the darknet . . . . 23
Management Hierarchy of a carding forum [58] . . . . .. ... ... .. 25
Message revealing that a computer has been infected by the WannaCry

TANSOMWAIE . « . . v e v v e vt e e e e e e e e e e e e e e e 27
Ransomware tubemap presented by [50] . . . . . .. ... ... ... .. 29
Amounts demanded by ransomware perpetrators [33] . . . . . .. .. .. 31
The 12-step process of netnography [34] . . . . . . ... ... ... ... 37
The four types of netnographic processes . . . . . . .. ... ... ... 46
The sales volume of 7 cryptomarkets between July 2013 and July 2015 [51] 48
Screenshot of a search on ransomware on Dream Market . . . . . . . . . 53
The sharp increase of registered users on Dream Market after AlphaBay

hasbeenshutdown [54] . . . . . . . . . . . . .. ... ... .. ... 54
Screenshot of a search on ransomware on Wall Street Market . . . . . . . 55
Screenshot of a search on ransomware on Berlusconi Market . . . . . . . 56
Screenshot the categories in OnionLand forum . . . . . . . ... ... .. 57
Home page of the Hidden Answers . . . . . .. ... ... ........ 58
The top 32 tags of posts on Hidden Answers . . . . ... ......... 59
Home pageof The HUB . . . .. ... ... ... .. ... ... .... 60
Number of ransomware related items for every marketplace . . . . . . . . 65

vii



5.2
53

54
55
5.6
5.7
5.8
59
5.10

5.11
5.12

5.13
5.14
5.15
5.16
5.17

AWM =

Number of topics discussing ransomware in the selected forums . . . . .
Chart of the question categories related to ransomware in the Hidden An-
swersforum . . .. L. L L
Product reviews of two different Ransomware-as-a-items . . . . . . . . .
The reviews in a vendor profile with a highrating . . . . . .. ... ...
An invite-only hacker forum . . . ... ... ... o000
Entry fee for Hell hacker forum . . . . . . ... ... ... ... .....
Count of items in the categories sold in Dream Market . . . . ... ...
Domination of carding services on the list of privately-owned websites . .
Value chain of the supply of ransomware-as-a-service in the underground
ECOMOMILY « « v v v v v v et e et e e e e e e e e e
Prices of detected ransomware . . . . . ... ... ...
RaasS item price fluctuations on AlphaBay with the number of views to the
F17C) 0
A customizable ransomware . . . . . .. ... ...
Distributor can customize the displayed screen of the ransomware

Distributor can monitor the infection advances, and give mercy to victims
Rogue hosting service with offers and different subscription plans

Cybercrime costs framework . . . . . ... ... ... oL L.

Earth Ransomware Customizable . . . . . . .. ... ... ... .....
RaaSBerry Private Vendor . . . . . . . ... ... oL
Script Kiddiework . . . . ... ... ... oo
Free program . . . . . . . . .. ...

viii



Abbreviations

DDoS
FUD
FE

ISP
IRC
NiRWebs
OPSEC
PGP
RaaS
Tor
VM
VPN
XMPP

Distributed Denial of Service

Fear, Uncertainty and Doubt

Finalize Early

Internet Service Provider

Internt Relay Chat

Netnographic Interactive Research Websites
Operation Security

Pretty Good Privacy
Ransomware-as-a-Service

The Onion Router

Virtual Machine

Virtual Private Network

Extensible Messaging and Presence Protocol




Glossary

Bitcoin : A type of cryptocurrency.

Carding : The practice of stealing and selling credit card information

Botnet : Network of connected devices that coordinate together to perform a task
Clearnet : Segment of the World Wide Web that is accessible

Cryptocurrency : A currency that uses decentralized blockchains to avoid surveillance.
Used by dark net members for transactions and to receive ransom

Cryptomarket : Online marketplace that uses cryptocurrencies as the media for transac-
tions

Cybercrime : Computer-mediated crime
Dark Net : A segment of the deep web that is used for to host hidden services

Deep Web : A part of the World Wide Web that is not indexed, therefore not discoverable
by search engines

Doxx : Giving out personal information
Drops : Locations to meetup to receive illegal packages, not the place of residence

Escrow : The involvement of a neutral third party to make sure that the purchase money
will reach the vendor when the buyer has fully received the product or service

Finalize Early (FE) : Release of escrow funds before buyer conditions have been met.
This only benefits the vendor as it avoids the risk of cryptocurrency influx




Fullz : A person’s entire data cluster (Name, address, SSN, DOB, Phone, Email etc.)

Multisignature : Multisig for short, is an authorization method in which requires multiple
keys to authorize a transaction.

Malware : Software created to maliciously disrupt activity and access to a device.

Netnography : Ethonographic research methodology taking place on the internet

Ransomware : Type of malware that blocks access to a device, the perpetrators promise
to unlock it in exchange of a ransom.

Ransomware-as-a-Service : Type of Software-as-a-Service with support for malicious
ransomware instead of a software

Script Kiddies : Premature individuals with basic hacking skills. Are capable of coding,
but can only write weak malicious software

Surface Web : Another term for clearnet
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INTRODUCTION

This Chapter presents the motivation behind this research study, the questions imposed
and the methodology used to answer these questions. The end of this chapter summarizes
the structure of this thesis.




Chapter 1. Introduction

1.1 Motivation

There are over 100 different sources of data on cybercrime, yet the available
statistics are still insufficient and fragmented, they suffer from under- and over-
reporting, depending on who collected them, and the errors may be both inten-
tional (e.g., vendors and security agencies playing up threats) and unintentional
(e.g., response effects or sampling bias)

— Anderson et al., Measuring the Cost of Cybercrime [4]

Security threats have evolved throughout the years as enterprises and individuals are in-
creasingly relying on computer-based systems. The internet and modern day digital cur-
rency also offer a safe network for cybercriminals to carry on with their illegal activities
unidentified. Observing these activities up close can help identify cost trend analysis of
the services provided by the cybercriminals in the hidden segment of the internet. The
latest service being Ransomware, a malware used to extort victims into giving money in
exchange for access to their files on the hacked device. Ransomware spread globally at
unforeseen heights and was labeled as one of the greatest threats in cybersecurity. The mis-
creants behind the malware work in an organized manner in the hidden dark net.

The dark net, or dark web is a subset of the deep net/web. What distinguishes any website
in the deep web from that on the surface web is that it is not indexed, and therefore,
cannot be accessed through most commercial search engines such as Google. The dark
net includes websites that are intentionally created in this secret space on the grounds of
privacy. Surface web or clearnet refers to the segment of the internet that includes indexed
websites. Indexed websites can be easily tracked and the location of the hosting servers
are open for the public. Individuals or organizations who wish to conceal their identity or
location would host their websites in the dark net as a hidden service with a URL ending
with .onion.

Criminals have taken benefit of the anonymity feature of the dark net to hide their illegal
activities. The criminal acts offered through hidden services range from drug trafficking
to hacking services. Transaction funds are channeled with the help of cryptocurrencies
such as Bitcoin due to its anonymity. In 2001, Silk Road was hosted as a hidden service
on the dark net as the first underground marketplace, also known as cryptomarkets for its
reliance on cryptocurrency. It took the same format as commercial e-shopping websites on
the clearnet such as e-Bay and Amazon, but instead, sells drugs, narcotics, fake IDs among
other illegal products with prices listed in Bitcoins. When Silk Road was shutdown by law
enforcement agencies, other marketplaces were created with the same business model and
infrastructure.

The rise of cryptomarkets triggered interest in cybercriminal enterprise taking place in the
dark net. Analysis of dark net markets has offered a better understanding of underground
ecosystem and its social structure. Examples of such research is [14], who used crawling
mechanisms to collect data from the now terminated Silk Road. Analysis of the gathered
data presented insight on the categories sold in the marketplace, popularity of vendors
and their products and also regional distribution of product shipment. This research was

2



1.1 Motivation

then sought as a point of reference for other studies centered around cryptomarkets which
also used crawling as method of collecting data [20], [18]. More external shocks began to
emerge, which involved exit scams by cryptomarket owners [41].

What is even more intriguing is the resilience of dark net marketplaces. Silk Road has been
a very successful trade in the dark net community and many other marketplaces started to
follow the lead. When Silk Road was shut down, the activity in the dark net was not
hindered. Members in Silk Road migrated to another marketplace called Silk Road 2.0.
This was not managed by the same board that controlled Silk Road, but a new board of
administrators that seized the opportunity prior to Silk Road’s termination. Research has
shown that this phenomena occurred several times in many other shut downs [51].

Professional cybercriminals’ main incentive behind their attacks is to gain substantial prof-
its. An attack is not worthy of developing and distributing if it is not a profitable exercise.
Ransomware became a successful phenomena as a means of extortions. Hospitals and
government offices were targeted, leaving them with no choice but to pay the ransom.
Ransomware threats are on the rise and new variants of the malware are continuously dis-
covered. Unfortunately, many organizations that have been attacked by ransomware refuse
to publicly share vital information due to several reasons. Bad publicity can have a nega-
tive influence on their position in the financial market. Organizations may also have weak
legislative action to defend the firm from consumer right breach. Nevertheless, economic
analysis of ransomware and cybercrime have been presented before in research. An eco-
nomic model was put forth based on the victim’s willingness to pay [27]. In another study,
the cost of ransomware was determined based on the complexity of the vulnerability the
malware is exploiting [39].

Seldom has the issue of the ransomware economy in the dark net been raised by the re-
search industry. Cyber security firms and law enforcement agencies dominate research in
ransomware-as-a-service provided in the dark net. This results in statistics and figures pre-
sented with some bias. Take for instance, in October of 2017, a prominent cyber security
firm called Carbon Black issued a report claiming that the sales of ransomware in the dark
net will increase by 2500% [8]. The legitimacy of these numbers are in part questionable.
The vast amount of information available on the dark net makes it difficult to give out pre-
cise analysis. In addition to that, the volatility of cryptocurrencies leads to miscalculations
of profits and costs incurred. As a consequence, the possibility and scalability of future
attacks can be challenging to estimate.

This claim has been supported by other empirical studies about the economy of cyber-
crime. Many of them call attention to the importance of cryptomarket research [6, 4,
49, 14]. Offering a more precise and unbiased representation of the cybercrime econ-
omy with respect to ransomware is the main motivation behind this research. This can
contribute to the field of threat intelligence by apprehending the attacker’s incentives and
actions.

Ritter [49] presented five approaches to examine the drug market. These included netno-
graphic, economic, psychological and survey research. From each approach, the benefits
and expected outcomes were presented.
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Observational study of online communities is known as Netnography [34]. This method
of research is good for understanding the social structure of members of the dark net, and
their responsibilities behind the creation and distribution of ransomware.

Netnography could also fulfill the necessary factors that make up a business model listed
as follows [11]:

e Understand the attackers, their incentives and risks
e Estimate the social cost losses due to cybercrime
o Identify the resources needed to combat cybercrime

Netnographic study has been done before in a study on the activities on Silk Road [6].
The study documented the social structure of Silk Road members, but was discontinued
once the website was shut down by law enforcement. Bakken’s research did not focus
on a particular category of items sold on the cryptomarket. However, drug related items
were the dominant category in number of items, and therefore, were mentioned frequently
throughout the report. In addition, the study applied a Deleuze-Guattarian approach to
capture how the cryptomarket functions. This approach is irrelevant for the aims of this
research, hence disregarded.

In August 2017, a preliminary study was performed on the dark net for the objective of
creating an attacker-centric threat model [7]. The study only identified three stakeholders
behind the creation and distribution of ransomware from cybersecurity reports. These
actors are Authors who write the code which makes up the ransomware, Vendors who sell
the ransomware on cryptomarkets and Distributors that infect devices.

Netnography is a suitable methodology for this research since it can capture clusters and
typologies in an online community [49]. Netnographic fundamentals include immersion of
the researcher in the online community and prolonged observations of the activities taking
place. This eventually offers a rich picture of organizational hierarchy of the online com-
munity and its communication channels. In addition, we can grasp the economic aspects
through observations of the supply and demand value chain in dark net cryptomarkets.
Lastly, netnographic methodology is not strictly conformed to one type of online commu-
nity. It is applicable to any as long as it as the community has a substantial userbase and
is rich in content.




1.2 Research Questions

1.2 Research Questions

The research questions listed below concern two discrete but loosely entwined phenomenon
which is ransomware-as-a-service and the dark net. The first research question hopes
to present a better understanding of the devised social infrastructure of the dark net and
the second research question aims to express the economic turnover of ransomware-as-a-
service

e RQ1 What are the behavioural aspects of members involved in the underground
economy of ransomware in the dark net?

— RQI.1 What is the nature of the activities practiced by the online community
within the dark web market forums?

— RQI.2 What are the economic incentives and risks behind the actions of dark
net members?

e RQ2 What is the business model of Ransomware-as-Service?
— RQ2.1 What are the cost-benefit estimates of ransomware sold on the dark net?

— R(Q2.2 What is the organizational structure of the economy of Ransomware-
as-a-Service?

1.3 Research Approach

The approach used in this research is mixed, i.e. both qualitative and quantitative meth-
ods are used to collect and analyze data. The qualitative methods involved an extensive
netnographic study on pre-selected dark net markets active on the Tor network. The type
of netnography will mostly be semiotic in the sense that the researcher will not emphasize
with the subjects but inspect the intentions and behaviours of the users [45]. The expected
outcome is a general understanding of the attacker incentive’s and possible organization
structure of cybercrime.

The quantitative approach used was inspired by the earlier research done on cryptomarkets.
The aforementioned research papers that involved extensive studies on cryptomarkets have
used crawling mechanisms to collect huge sums of data. Crawling data will help capture
the dynamic and growing content in cryptomarkets. Since our main objective is to achieve
precision and reliability, a triangulation of cryptomarket records (via observations and
crawling) could help strengthen the validity of our data. Added to that, capturing records
of data from earlier years, can support analysis through time and major events.

The netnographic strategy involves the researchers understanding of the social activities
between the hackers that develop the ransomware, the vendors that sell them, and the
consumers that buy them. Therefore it has a strong connection to constructivist/interpretive
paradigm. Despite the fact that there is very little researcher involvement, it still does not
relate to a critical research paradigm because the observations will be presented from the
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researcher’s personal perspective. The conversations between the different users in the
dark net will be an important source for qualitative data analysis, and researchers may
have different interpretations of the motives of the users involved.

1.4 Literature Review

A background study of similar dissertations was performed prior to the research. The
outcome of the literature review is to connect some of the findings and methodologies
presented by other researchers to the study and its empirical analysis. The sources were
retrieved from Google Scholar [1], Scopus [3] and Mendeley [2]. When searching for
articles the following tags were used:

e Cryptomarkets
e Cybercrime

e Ransomware
e Economy

e Dark Net

There is a never-ending list of research articles relevant to the aforementioned research
questions. To evade any irrelevant literature with similar keywords, research papers were
filtered based on the research questions.




1.5 Structure of the Report

1.5 Structure of the Report

Chapter 2 Literature Review offers a brief summary of the relevant literature used as
references for this study. It covers the basic facts of ransomware, ecosystem and social
structure of cybercrime, and the stakeholders classified by other studies.

Chapter 3 Netnographic Study explains the Netnography methodology used in this re-
search.

Chapter 4 Data Collection includes a brief explanation of the strategy used to collect the
data, and the type of data that needs to be collected for this research.

Chapter 5 Results and Analysis presents the findings of the dark net observations and
empirical analysis on the data collected, including attacker profiles for an attacker model.

Chapter 6 Discussion is a personal reflection of the research process, mentioning the
limitations faced and what were the attempts to resolve them.

Chapter 7 Conclusion and Future Work concludes this report with suggestions for fu-
ture work.

Appendix Includes interviews of dark net members extracted from external sources [17],
excerpts of leaked conversations between dark net and additional screenshots from the
dark net.




Chapter 1. Introduction




2

LITERATURE REVIEW

Research on the financial and organizational aspects of the cybercriminal communities
involved in the development and distribution of ransomware was not prevalent in the aca-
demic community prior to this study. However, previous studies on the ecosystem of
cryptomarkets and their economic prospects are a relevant source of reference for this
research. Other reads included studies on the financial incentives of cybercrime. In this
Chapter, these studies have been summarized and the most important findings and research
methods are highlighted.




Chapter 2. Literature Review

2.1 Cybercrime Ecosystem

According to the European Commission, the term cybercrime can be defined as "crimi-
nal acts committed using electronic communications networks and information systems or
against such networks and systems" (European Commission [22]). What differentiates cy-
bercrime from any other crime is that it is computer-mediated, i.e. the crime is committed
with the use of a software or electronic device.

As cybercriminal offences continue to evolve and more sophisticated branches of cyber
attacks begin to emerge, it becomes difficult to identify the nature of the crime, and prose-
cute the perpetrators accordingly. The rate at which criminals are prosecuted is very slow
compared to the growth of cybercriminal offences. In current practice, organized criminal
groups can be distinguished into three categories in [13, 22]:

e Traditional organized criminal groups: Crimes facilitated with the use of ICT
components e.g. identity theft

e Organized cybercrime groups: Crimes committed solely online e.g. Banking
fraud

o Ideologically and politically motivated criminal groups: These groups use inter-
net platforms to incite terrorism and violence or spreading of illegal content

Traditional organized and ideologically and politically motivated criminal groups have
been going on long before the commercialization of the internet. Thanks to the anonymity
feature of the dark net, these groups are now more actively involved in the cyber space
than ever before. The dark net offers a safe environment for members of all the three
groups to communicate and exchange ideas and thoughts. The ecosystem in which these
cybercriminals perform their activities has proven to be resilient [12, 51]. Taking down a
server that hosts the illegal activity will not be an obstacle for these cybercriminals, they
will instead migrate to other organized groups.

It is essential to identify the core elements of the cybercrime ecosystem to understand the
reason behind its ability to tolerate any external disturbances such as exit scams, or arrests
made by law enforcement. The core elements are provided by Kraemer-Mbula et al. [35]
and listed as follows:

e International value chains (networks) which link activities and actors
e The changing capabilities that underlie the ecosystem

e The business models that arise from the changing capabilities and concomitant in-
novations and strategies

For the rest of this section, each element is mapped to concepts introduced in previous
cybercriminal research. The global value chain inhibited in modern day cybercrime can be
illustrated by classifying the stakeholders. The capabilities of these stakeholders are based
on the social structure and how individuals with different levels of skill interact with each
other. Lastly, the business model is drawn based on a defined framework for cost-benefit
analysis on cybercrime.
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2.1 Cybercrime Ecosystem

2.1.1 Stakeholder Classification

The actors involved in the underground economy have different responsibilities and expose
themselves to different types of risks. Several research papers have modelled value chains
that illustrate the roles involved and the direction of communication and responsibility. In
2007, Zhuge et al. [59] modelled the underground economy by distinguishing the individ-
ual actors involved in the underground market economy of China. Their measurements
indicated a direct link to public virtual assets such as video games. The model presented
is not specific to China but could also be extended to other countries.

The underground value chain was also further enhanced with the inclusion of the type of
other roles that facilitate the process of attaining specific services and products such as the
design of a faux website [57]. Figure 2.1 shows the general mapping of the value chain of
Chinese underground economy created by Yip [57]. The diagram does not conform to a
particular threat modelling technique, but simply defines the flow of demand and potential
influence among members. The traditional organized criminal groups are only involved
in activities that involve physical interaction. The remaining roles are distinguished into
several organized cybercriminal groups.

Yip [57] states that the underground economy has a chain of needs that are satisfied by
the different skills each group offers. The chain of needs differs based on the type of
good and service being offered. An example presented was that of carding services, i.e.
credit card frauds. A carder first requests from the bank data stealer to commit identity
theft. The bank data stealer hires a malware author to create a malicious software that can
steal confidential data from a device. To distribute the malicious software across multiple
devices, a botnet herder is asked to employ a series of botnets for malware installs. Once
the data has been attained and offered to the carder, the money stolen from the malware
victims is transferred or cashed out with the help of a mule or drops. The term drops is
also used for individuals that send or receive mail with illegal products such as drugs or
guns and weapons.

Another stakeholder classification of the underground economy was presented by Carde-
nas et al. [11]. No value chain was provided in this research and most roles mentioned
are included in Figure 2.1. One additional role was identified as Malware Distributors
who use exploit tools to search for vulnerable devices [11]. The identified incentives
can be financial, ideological, political or accustomed to an online pedophile rings [13].
However, cybercriminals today have more financial incentives than political or ideologi-
cal. This mainly stems from the lack of employment opportunities or low income wages
[36].

For this research, the focus is centered around the spread of ransomware via the means
of the dark net. Including other services such as carding or distribution of game login
accounts is irrelevant to the research questions imposed in Chapter 1. The list of respon-
sibilities provided in Table 2.1 include the roles mentioned in the three studies and are
tightly coupled with this research.
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Actor

Description

Zero-day
exploit finders

Also known as Vulnerability Researchers [11]. Responsible for discov-
ering zero-day vulnerabilities and selling information about the exploit
to others who can write the exploit code

Malware
Authors

These individuals extend what has been presented by the vulnerability
researchers. They are professional full-time developers that manage to
create the malware that takes advantage of an exploitation. They market
they release their malware in online discussion boards. There is also a
fierce competition between malware authors [57].

Malware
Distributors

The distributors mainly look for computers with the vulnerabilities
needed for the malware to work. Vulnerable devices can be identified ei-
ther by probing the network or employing web-based malware through
emails or faux websites (spamming and phishing). The latter requires
more sophisticated technical skills and costly resources such as C&C
servers [11].

Website
Designers

They are the administrators of websites that attempt to attract users to
download the malware. They also try to take advantage of well-known
websites with vulnerabilities.

Botnet
Herders

They compromise computers to create a network of bots or botnet. Once
compromised, these bots receive commands from a C&C server to

Rogue
Hosting

Provide hosting services on bulletproof services to reduce the risk of
getting caught [11].

Money Mules
/ Drops

Transactions received from victims are transferred through an interme-
diary. This intermediary can either be innocent, forwards the funds un-
knowingly or professional who is clever enough to obscure their identity
in the process.

Exchangers

Exchanging large sums of cryptocurrency to the local currency can
alarm authorities of a suspicious attempt. Exchangers own verified ac-
counts and use their immunity to offer currency exchange services to
cybercriminals.

Table 2.1: Modelling of individual actors in the cybercrime economy
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Actor Profiling

The method used to model the underground value chain in Figure [57] does not mention
factors that provide a basic profile for the actors involved the distribution of cybercrime.
The estimated attacker behaviour can be applied to an attacker profile template. Templates
have attributes/properties that characterize the attackers. A suitable example of an attacker
profile template is proposed by (Irwin [31]). It offers a detailed list of characteristics such
as attacker intent and objective that can help assume a unique persona for every actor. The
characteristics are listed as follows:

o Unique ID
e Name: Standardized name for the attacker
e Description: General characteristics of the actor

e Relationship: The actor either has an external or internal relationship with an orga-
nization

e Region of Operation: The geographic position of the actor and their activities
e Motive: The actor may have a specific motive or no motive

e [ntent: The actor’s intent may be deliberate, malicious, competitive or accidental
reasons

e Capability: Technical strength and skills of the actor

e Target Victim: The type of the industry/individual targeted by the actor

e Action: Description of the tools and methods of the attack used by the actor
o Target Asset: Assets the actor tries to obtain such as intellectual property

e Objective: The ultimate goal of the actor

2.1.2 Social Structure

Empirical studies on communication channels among members of the cyber criminal com-
munities demonstrate their social structure. Hackers that cause substantial damages are
tightly packed, thus, are efficient in obtaining tools and resources acquired to initiate an
attack. Members can also easily improve their skills through peer-to-peer reviews. Holt
et al. [29] identified network structures among hackers that facilitate information sharing
among members. With that being said, the sociograph shown in Figure 2.2 supports two
important findings presented by Holt et al. [29]:

e Highly skilled actors are more popular; they are most likely to know one another, or
at least have mutual acquaintances

e Low-skilled hackers outnumber high skilled members and have fewer connections
in the network

14



2.1 Cybercrime Ecosystem

L . @ ] I 1 - Vrknown
‘ [ ]2-noRisk
I - 3 ~Moderate Risk
I : - #rovin High Risk

Figure 2.2: Sociograph for connectivity and centrality of the hackers based on skills [29]

The communication media among members are standardized and follow a common prac-
tice. Europol has listed two types of online communications experienced by a cyber crimi-
nal. When information is exchanged, both communications use Pretty Good Privacy (PGP)
encryption methods to cipher the messages and avoid their identities getting leaked.

Criminal-to-criminal communications

Members involved in the creation and distribution of malicious software use different
methods to exchange information. According to (Holt et al. [28]), communication prac-
tices differ from one community to another based on their local preferences. Russian mem-
bers use Internet Relay Chats (IRC) or forums to communicate whereas Turkish peers use
instant messaging methods and email.

Criminal-to-victim communications

These communications initiate the distribution of malware across several devices. The
most common of them being spam email with an infected file attached to it. Social engi-
neering remains a popular method as well, in which a victim is manipulated to install a
malicious file or software.
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2.1.3 Method of Interaction

The actors in our model might use different modes of communication. Communication
channels also differ from one region to another. The main hub of conversation takes place
in the dark net. The dark net is a subset of the deep web, a non-indexed segment of the
web that cannot be accessed with commercial search engines. The deep web is not only
an internet hub that obscures illegal activities. It can also be beneficial for businesses
to perform extensive research on their consumer base due to its enormity Obreja et al.
[46].

Websites that are similar in structure to online shopping sites, sell illegal goods and ser-
vices such as narcotics and intellectual property. These websites can go by the name of
Dark Net markets/marketplaces, underground markets or cryptomarkets. For the sake of
simplicity, the rest of this report will refer to them as cryptomarkets. A popular example of
a market place was Silk Road, which received a massive media attention when the admin-
istrator of the website, Ross Ulbricht, was arrested. There is evidence that these market-
places have resilient capabilities ([51, 12]). The business model of Silk Road helped other
markets to be created by different administrators such as Silk Road 2.0, Sheep Market-
place, Agora and Hansa to name a few. In Sutcliffe and Vogus [52]’s research, resilience
is dependent on two critical conditions:

e Exposure to threats, stress or adversity
e Achievement of positive adaption despite the presence of stress
The following technologies cover the aforementioned dependencies:
e Anonymous internet browsing using the Tor and Onion network
e Cryptocurrencies such as Bitcoins and Monero
e Escrow
e The vendor feedback system as used by commercial e-shopping websites

The first condition is achieved if all activity is performed in the dark net. Users of these
marketplaces choose to be active on the platforms because risk is mitigated on several
levels [51]:

e There are no physical interactions

e Superior anonymity is guaranteed, reducing risk of getting tracked down by law
enforcement intervention

e Financial risk is avoided through the escrow system which are also adopted in eBay
and Amazon !

However, it is important to mention that the last point might not always be promising. In
December 2013, 7 months after the launch of Sheep Marketplace, a vendor who was active
on the site discovered a vulnerability and decided to steal 5400 Bitcoins from the ongoing

IEscrow: A contractual agreement in which a third-party in a transaction disburses money until the product
or service has been shipped
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transactions in the site. Marketplaces are suitable for selling the final ransomware product.
Making arrangements with other important roles requires a greater level of anonymity and
stricter regulations for access. Dedicated communication channels for members within a
enclosed organization do not offer access to the general public unless recommended by
someone internal.

Based on the mapped model in Table 2.1, we can extract four basic activities in the cyber-
crime value chain resulting in the creation and distribution of ransomware:

e Discovering zero-day vulnerabilities
e Development of malicious software
e Distribution through exploitation

e Retrieving ransom money

Cybercriminals are naturally successful and confident of their attempts to extort, exploit
and steal from their victims. There is no point of interaction with the victim, hence, lack
any sympathy for the harm caused. Victims, on the other hand, lack technical knowledge
and skill to defend against cybercriminal attacks. Corporate businesses even fail to report
an attack for fears of negative publicity. As Céardenas et al. [11] adds, the reasons for not
reporting a cybercriminal attack are:

e Financial market impact

Reputation

Damages to the brand of the company

Legal concerns

Reporting could increase the potential of getting attacked by other cybercriminals
Inability to share information

Fears of job security by the people responsible for securing the businesses systems
Lack of jurisdiction action

Other victims prefer to comply with the demands of the cybercriminals because it is easier
and quicker to get access back to their computers [23].

2.1.4 Business Models

The profit margin is a cost-benefit analysis of an economy. Profit margin analysis on
cybercriminal activities has been done before but no study has focused on the economy
of ransomware-as-a-service. The business of cybercrime offers monetary benefits for very
little risk or costs. The gross margin is also high in countries with high unemployment
rates and lack legal action (Kshetri [36]). In this case, cybercrime becomes a free-lancing
profession with a very rewarding income.

Analysis of the monetary benefits of cybercrime over its costs have been done in contrast
with other traditional organized offences. Although the costs incurred in cybercrime are far
less exorbitant since there is little to no physical interaction and thus any physical exposure
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is eliminated. Other cybercrimes such as trafficking credit cards require individuals called
Drops to transfer and receive fraudulent cards.

The mathematical model of traditional organized criminal offences can be reused in cy-
bercriminal offences. In criminology, the choice Equation 2.1 was presented by Probasco
and Davis [48]. The equation itself is generic and is used by economists to quantify how
cybercriminals weigh the costs and benefits [36]. The development and distribution of
ransomware-as-a-service may contain additional incurred costs and possibly more fac-
tors that augments revenue. These costs and factors is the expected outcome of this re-
search.

My + P, > Ocm + OcpPaPc (2.1)

e My Monetary benefit of committing a crime.

P, Psychic benefit of committing a crime.

e O.,, Monetary opportunity cost of committing a crime.

O,p Psychic opportunity cost of committing a crime such as feeling of guilt.
e P, Probability of apprehension for a specific time.
e P, Probability of conviction for a specific crime.

Globalization and technology make it difficult to define and measure cybercrimes. The
internet has provided the means for cybercriminals to massive productivity gains without
the fear of getting caught. The costs differ from one type to cybercrime to another. Credit
card fraud requires a drop to record a list of stores that have cashiers that do not pay
attention to the legibility of the card. Scamming with illicit and fraudulent bank emails
require hosting services and botnets.

One method of decomposing the costs of a cybercrime is to look at the literature used
t measure the costs from a victim’s angle. Anderson et al. [4] decomposed the costs of
a cybercrime on the victim. A framework was devised to visualize the different costs
categories incurred on the victim in Figure 2.3.

The framework uses a straightforward approach to determine the costs, which makes it
possible to alter and switch the roles from victim to criminal. Since the goal of this research
is to determine a cost-benefit analysis of the underground economy of cybercrime, using
the same concepts presented in this framework can help decompose the actual costs of
incurred.

Criminal Revenue

Criminal revenue includes the money paid by the victim to the cybercriminal. For ex-
ample, the ransom money received by victims to regain access to their device is in fact
a from of revenue. The criminal revenue in the framework is considered as part of the
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Defence costs

Indirect losses Cost to society
Criminal revenue 1 Direct losses
[ ) r-
Cybercrimes Supporting infrastructure

Figure 2.3: Framework for cybercrime cost analysis [4]

direct loss induced on the victim. In the case with cybercriminals, however, this should be
distinguished as a source of income.

Direct Losses

According to Anderson et al. [4], direct losses include the money withdrawn from the
victim. If the direct losses sustained by the cybercriminal is measured, then any service or
product that requires money from the cybercriminal is included in the direct loss.

Indirect Losses

Indirect losses represent adversities or decisions taken to combat a specific threat but ended
up failing instead. Examples of indirect losses to a victim is lack of effort to patch the
computer-systems with anti-malware programs. In the case of cybercriminals, indirect
losses can be the cybercriminal’s mistake of revealing an item that could be used by law
enforcement to track the identity.

Defence Costs

Defence costs are the security measures taken to avoid a cybersecurity attack. An example
is the purchase of anti-virus programs, spam filters etc. A cybercriminal equivalent would
be security precautions taken to avoid being caught by law enforcement agencies.
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2.1.5 Cybercrime in Developing countries

Cybercriminals share a common incentive, which is to profit as much as possible from
illegal activities. Organized cybercriminal gangs have implemented well-devised criminal
methods to increase financial gains while obscuring their tracks from law enforcement.
Geographic locations can offer leverage based on the country’s current financial circum-
stances and law enforcement potential [37].

High unemployment rates have a direct impact on the choice of individuals to take part in
cybercrime. A position in an organized cybercriminal group can offer a rewarding income,
with no imposed taxes and no strict work ethical regulations to adhere to. In addition,
countries in which encourage students at an early age to take part in STEM courses but do
not have enough vacant positions to hire them have an influx of cybercriminal gangs. Two
known countries today with such circumstances are Russia and China [37].

Developing countries do not have the adequate resources to fight cybercrimes. Specially
when cybercriminals have gained extensive knowledge in hacking services whereas law
enforcement can barely strive to arrest traditional criminal gangs. Added to that, officials
in law enforcement agencies may be subject to bribes and can favor cybercriminal activity
over the law.

20



2.2 Cryptomarket Research

2.2 Cryptomarket Research

...market-based indicators derived from price information in vulnerability mar-
kets have been proposed as alternatives to threat level indicators for their po-
tential of being forward-looking..

— R. Bohme, Security metrics and security investment models [10]

Dark net marketplaces are coined cryptomarkets for their strong dependence on cryptocur-
rencies as the medium for transactions. Studying cryptomarkets can offer insight on the
economy cybercrime. In this section, a detailed description on the history, infrastructure
and research findings is explained.

2.2.1 History of Cryptomarkets

Silk Road was the first dark net marketplace that used cryptocurrency as a mode for pay-
ment. Before it, other dark net markets were active, but used other methods of payment.
The format of the marketplace bears similarities with e-commerce website on the clearnet
such as, ebay and Amazon. The homepage, as shown in Figure 2.5, has a list of categories
in which a registered member can buy from with Bitcoin money.

Cryptomarkets have highly emerged in the past decade mainly due to the media’s cover-
age of the Silk Road shut down by law enforcement officials and the consequent arrest of
its founder Robert Ulrich. The business model of Silk Road was successful and helped
other similar cryptomarkets to follow its footsteps. The marketplace administrators made
a living off the vendor fees imposed on members wishing to attain vendor status and com-
mission fees imposed as a percentage take from every transaction. The turnover from these
cryptomarkets have proven to be high for many of the administrators. [14]’s approximates
a 1.2 million USD turnover made since it got founded.

Patterns of resilient behaviour towards external shocks such as arrests or marketplace
owner theft have been proved by other research studies [51, 12]. Right after Silk Road
was shut down, Silk Road 2.0 was founded by a different group of administrators. This
was also shut down in an investigation coined Operation Onymous. A while later Silk Road
3.0 was hosted on the dark net. Figure 2.4 shows a summary of the major events.

In some cases, it wasn’t the law enforcement that ended the lifetime of a dark net mar-
ketplace. The money stored in escrow was sometimes stolen from the administrators that
have access to them. These were coined exit scams, and have occurred with several of
the notable dark net marketplaces. The largest being Sheep Marketplace, when one of the
vendors detected a vulnerability in the marketplace and decided to exploit it, stealing all
money in reserve worth 12 million US Dollars.

Despite exit scams creating the sense of Fear, Uncertainty and Doubt among the dark net
community, members of the dark net, or dark netters still persist to use dark net market-
places. The dark netters are confident with purchasing items on cryptomarkets for the
following reasons:
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Figure 2.4: Timeline of the major events in cryptomarket history

Risk is mitigated by other experienced members

No physical interaction needed to exchange illegal products or services

A user’s identity is concealed

The use of escrow helps authorize vendors, therefore, maintaining trust among mem-
bers

2.2.2 Cryptomarket Infrastructure

The start page of a typical marketplace looks somewhat similar to that in Figure 2.5. The
infrastructure of marketplaces may differ from one another, but are based on 4 predefined
categories. These types of marketplaces are not only limited in the dark net, but can also
be observed on the clearnet.

e Centralized Markets: Buyers and vendors of a marketplace store their cryptocur-
rency money in a single wallet owned by the marketplace admins. The users of
a centralized market have a high degree of trust towards the administrators, but
several marketplaces underwent major scams in which administrators stole money
worth millions of dollars. An example of a centralized market is the New York Stock
Exchange.

o Multi-Signature Markets: Buyers and vendors also store their money in a single
wallet, but this wallet is monitored and controlled by at least three different parties.
Money cannot be leased from the wallet unless two of the parties approve. In most
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Figure 2.5: The home page of Silk Road, the first cryptomarket on the dark net

occasions, its usually the buyer, vendor and marketplace administrator who control
the wallet.

e Decentralized Markets: As of writing this report, no marketplace has implemented
this infrastructure on the dark net. Decentralized markets do not involve centrally
controlled wallets, but offers locality of control principle [9].

e Vendor Markets: Many vendors prefer to sell their products and services in a pri-
vately owned website. Depending on the capabilities of the team of vendors and
popularity, vendor markets can be a cheaper and more secure option.

2.2.3 Forums

Members of the dark net marketplaces often face with a specific level of uncertainty. When
dealing with users that do not reveal their identity, trust becomes a serious issue. The qual-
ity of the goods and services marketed on the website can also be questionable. Forums
for marketplaces were eventually created to tackle uncertainties of the cryptomarkets [58].
Previous cryptomarket research have highlighted the importance of including forums to
the study because of "how the vivid interaction leads to a closer community bond that
heightens the level of trust" [6].
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If we look back to Figure 2.5, on the far right side of the page are a set of links that direct
the user to the forum page. Every cryptomarket on the dark net is accompanied with a
forum of its own. These forums act as a discussion hub in which a wide variety of issues
are addressed. Examples of topics mentioned are reviews of vendors on the cryptomarket.
Such topics provide affirmation to users who are interested in a particular item but doubt
the quality of the product or service, or is uncertain whether the vendor is a potential
scammer and can rip the buyer off.

The infrastructure of forums is simple and bears similarities to the forums on the surface
web. However, forums do have strict regulations on what topics can be posted and what
opinions and ideas are shared. These are regulated by moderators; assigned members that
monitor the activity on the forum and ban members that trespass forum rules.

Generally, forums tied with marketplaces do not allow vendors to market their goods or
services on the forum. These are eventually removed by the moderator. If the member
has posted several banned posts, the user is eventually barred from the forum. The ad-
ministrator of the marketplace has the responsibility to assign which member is eligible
for a moderator position. A potential moderator must have an extensive experience in the
marketplace. The overall hierarchy of the forum is illustrated in Figure 2.6, in which the
administrators have the greater control of forum content and userbase, whereas registered
members have no control at all.

24



2.2 Cryptomarket Research

Administrators

Figure 2.6: Management Hierarchy of a carding forum [58]
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2.3 Ransomware

...we are unaware of any research which focuses on the strategic economic as-
pects of the interactions between cybercriminals that distribute ransomware...

— Laszka et al., On the Economics of Ransomware [38]

Ransomware has been in the news recently due to its sudden global outbreak which in-
fected hundreds if maybe thousands of enterprises. Very little research has been found
regarding the economy of ransomware. As a matter of fact, new research papers are in the
process of getting published, but are not accessible at the time of writing this report. An
example would be an study traces the transactions related to the development, distribution
and ransom payment of ransomware [30].

It was, hence, very challenging to deliver a concise literature review on the economy of
ransomware. For the rest of this section, the basics of ransomware is covered. With very
little emphasis on how ransomware works.

2.3.1 Definition of ransomware

Symantec best describes ransomware as an extortion racket; a malicious software that pre-
vents the victim’s access to a computer’s functionality unless a sum of money is paid [47].
Numerous reports document the increasing widespread of ransomware on an international
scale [47], [8]. The most popular type of ransomware is the encryption ransomware which
locks the screen and encrypts all files in the victim’s computers. The lock screen usually
includes a message indicating that all files have been encrypted and the only way to retrieve
them back is by paying the ransom. A timer ticking down is also displayed to threaten the
victim with the deletion of files if the victim fails to pay before a specific deadline. In most
cases, payment of ransom is done through Bitcoins 2. Figure 2.7 shows the lock screen of
the infamous WannaCry ransomware that hit businesses and governmental institutions on
a global scale in May 2017 (Ehrenfeld [21]).

Ransomware has proven itself to be a successful threat in cybercrime, ultimately leading
to the growth of the ransomware-as-a-service industry on the dark net. Ransomware-
as-a-service, or RaaS in short, is a particular type of Software-as-a-Service (SaaS), but
offers ransomware instead of software. RaaS can be sold not only by cybercriminals with
a qualified skill for coding and hacking, but by criminals with no knowledge of coding
(Tuttle [53]).

2Bitcoin: A decentralized digital currency
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Figure 2.7: Message revealing that a computer has been infected by the WannaCry ransomware

2.3.2 Ransomware characterization

Ransomware may apply similar cryptosystems such as RSA and AES, but varients differ
in the way they encrypt files on a disk. In 2012, a number of 16 different ransomware
variants were identified (O’Gorman and McDonald [47]). By 2014, there were 99 unique
variants after a huge increase of ransomware families between 2012 and 2015 (Kharraz
et al. [32]). Ransomwares are categorized into different families. This categorization is set
based on the factors listed in Table 2.2.

There other minor characteristics that may be included in the ransomware package. These
characteristics do not offer a wide range of options such as the aformentioned ones, but
they are either included or not. The following are to name a few:

e Deletion of files

e Customization

e Theft of intellectual property
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Factor Description

Encryption According to Kharraz et al. [32], ransomware samples can use either

Mechanism customized or standard cryptosystems. Standard cryptosystems are pro-
vided by the underlying operating systems platform e.g. Windows. The
reason why cybercriminals will prefer customized cryptosystems is to
reduce both the risks of getting tracked down or the chance of retrieving
the encrypted files

Method  of From a cybercriminal perspective, the payment made by the victim

Payment should not be traced back to the recipient and that the it can be eas-

ily to exchanged to the local currency [32]. Cryptocurrencies today
have proven to secure both considerations and thus, has been used as
the method of payment in most cases. However, methods such as pre-
paid online payment systems or cards are also comment in modern day
ransomwares.

Price listing

The amount of ransom set by the cybercriminals can be a fixed price,
or an amount that fluctuates based on a number of factors. Hernandez-
Castro et al. [27] claims that the price is tailored based on the victim’s
willingness to pay, size and quantity of files encrypted, or use machine
learning techniques to categorize victims into either home or corporate
users. Price is also tailored to a country’s ability to pay.

Vulnerability
Exploited

Ransomware kits exploit specific vulnerabilities. According to Lee and
Lee [39], the most common vulnerabilities stem from Adobe Flash, In-
ternet Explorer and Microsoft Silverlight. These vulnerabilities have a
price, and cybercrimials usually go for the cheaper for greater monetary
rewards.

Table 2.2: Characterization factors of ransomware variants
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2.3.3 Ransomware timeline

The first ransomware dates back to 1989. At that time, it was not a malware attached to
an email that was sent out to a random set of users. but instead a floppy disk infected by
the malware was sent out in the actual mail. Once of a victim inserted the floppy disk
to their own computer, all the files are locked and the screen is replaced with a message
calling for a ransom to be paid. Back then, the method of encryption used symmetric
cryptography which was easily reversible. Advanced encryption methods in the 90s were
not easily accessible due to strict regulations placed by the government. For a cryptovirus
to be implemented, it had to be made by a crypto expert. Post-1998, and OpenSSL is
distributed across the network. Cryptographic libraries can be easily integrated in the
malware made by the criminals. Most modern day ransomware use Advanced Encryption
Standard (AES).
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Figure 2.8: Ransomware tubemap presented by [50]

2.3.4 Ransomware Economy

Economic incentives from developing and distributing ransomware are high, simply be-
cause the revenue is high, whereas the costs of resources and probability of apprehension
are low. From the perspective of a cybercriminal, optimizing financial gains have a very
high priority. Spreading ransomware may be profitable, but the victim does not necessarily
pay the ransom. The victim could also not necessarily be an individual or a small business,
but could be a large enterprise that is willing to pay, but the ransom was placed at a low
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bet. With that being said, micro-managing the spread of ransomware with respect to the
victim’s ability to pay is very effective in increasing financial gains.

Researchers have previously deduced economic models on the profitability of ransomware.
Like a threat model, an economic model can be asset-centric, software-centric or attacker-
centric. Most papers visited during the literature review were either asset or software
centric in which the probable losses of a victim of ransomware or costs of private protec-
tion were used as exogenous variables to the model. Since this research questions are more
concerned with cost-benefit analysis of selling ransomware on the dark net, mathematical
models based on software or assets of the individual are not relevant.

An economic model that was centered around the attacker was presented in [27]. The eco-
nomics of ransomware was based on the profits attained by cybercriminals when spread-
ing ransomware. One important factor used to reconstruct the presented model was the
victim’s willingness to pay the ransom. The profit of a cybercriminal can be equated in
Equation 2.2.

M=3%Y,(pi—c)l; - F 2.2)

(2

N is the number of attacked victims.

p; is the ransom amount asked by victim .

c is the cost of liquidizing the ransom revenue.

1, is an indicator variable that takes value 1 if p; < v; and O otherwise. Where v;
represents the person ¢’s willingness to pay

e Fis the fixed cost operating the malware.

The fixed cost F' for operating the malware and the cost for liquidizing the revenue c,
although not mentioned in the literature, can be equated to the cybercrime costs mentioned
in Section 2.1.4.

One important issue worth mentioning is the value of the ransom amount p;. The ran-
som amount differs from one variant to another. Figure 2.9 shows the variety of amounts
demanded from the victims. The amount for a single ransowmare varient can either be
a fixed price for all victims, or fluctuating based on a set of factors. This fluctuation of
ransom amount is referred to by [27] as price discrimination.

Price discrimination is when the ransom amount of one ransomware variant differs from
one victim to another. Perpetrators precisely calculate and code an algorithm to set an
amount based on the victim’s willingness to pay v;. This mainly depends on the victim’s
well-being. For instance, if the victim is from a developing country, the amount is lower
than that in a developed country. Another method would be to set a price based on the
type of file downloaded. If the victim chose to download a malicious file resembling an
expensive software, the ransom amount will be set to high.
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Figure 2.9: Amounts demanded by ransomware perpetrators [33]

31



Chapter 2. Literature Review

2.4 Applied Methodology in Dark Net Studies

Research on cryptomarkets and cybercrime either implemented qualitative or quantitative
methods. The study on Silk Road markets written by Bakken [6] used netnography to
understand drug markets and the social structure of marketplaces. On the other hand,
Christin [14] used crawling methods to gather large amounts of data to be analyzed through
data visualization.

2.4.1 Netnography

In short, netnography is the ethnography of the online communities on the internet. The
expected outcome of a netnographic study is an understanding of how members of the
community behave and communicate with each other. The researcher immerses his/herself
in the community and attempts to interact and experience the environment. Empirical
analysis are based on reflexive field notes recorded by the researcher throughout the expe-
rience.

Most studies that implemented the netnographic methodology, were examining social me-
dia communities on the surface web. Upon searching for netnographic studies on the dark
net, only one research paper was listed. The study was concernced with the social and
hierarchial structure of the Silk Road Market [6]. No cost-benefit analysis was made on
the observations, but interprets the social structure of the users and administrators of the
Silk Road marketplace and forum as a rhizomatic structure.

The study presented by Bakken [6] only focused on drug trafficking in the Silk Road
market and analyzed the findings from a philosophical angle. Although this research has
different goals, the methodology satisfies one of the requirements listed in the research
question.

2.4.2 Crawling Mechanisms

Crawling is an automated method of iterative parsing through webpages while indexing
and storing them accordingly. Crawling hidden services on the dark net is not new. Several
of the papers included in the research review used crawling mechanisms to retrieve data
and apply their empirical analysis. What differentiates most crawling mechanisms is the
implemented algorithm. A recent dissertation claims that the accuracy of a crawl can be
optimized by combining different algorithms [25]. Other studies have used commercial
software to assist them with retrieving data from the dark net. For this section, we look
into the mechanism used, and not the algorithm.

Crawling a marketplace for an uninterrupted period of time minimizes the likelihood of
missing out a vendor action such as changing the price of an item. Prior to crawling
any hidden service, there are specific requirements that need to be addressed. First and
foremost, the issue of anonymity and security. Crawling for long periods of time can
signal a red flag as a DDoS attack to the marketplace administrators. It is best advised to
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pause the crawling software/algorithm for a period of 3 days to avoid being caught by the
administrators [20]. To gain access to the items sold in a marketplace, one must create an
account and login the marketplace.

The methodology presented by the literature differs from one case to another. Some have
crawled the dark net with the assist of a software [14], or have written their own scraping
code, or have used other open source scraping code in the project. For the rest of this
section, a brief explanation of the methods used will be presented along with the choice of
crawling mechanism for this research.

HTTrack

HTTrack is a website mirroring software and an offline browser. It copies the infrastructure
of the website, thus, the downloaded content can be browsed offline. The software itself
is open source and free to download and use. Crawling with HTTrack can be time and
space consuming considering that it also downloads the images and the advertisements. In
[20], HTTrack was adjusted to crawl text only and omit any images for time efficiency. In
[14], HTTrack was not automated to crawl periodically, but crawled Silk Road once No
additional coding or complicated configuration needs to be setup before running a crawl
on HTTrack. This makes it very simple to use and little time is needed to go through the
documentation and understand its functionality.

Custom Crawlers

Research similar to Demant et al. [18] and Ceci et al. [12] have developed custom crawlers
to fit their research goals. Several open source crawling algorithms on Github and other
source code sharing platforms can be used to extract information specifically from the dark
net. One popular dark net scraper is Fresh Onions TOR Hidden Service Crawler which
crawls the dark net to find new hidden services and URLs [19]. A Tor website uses this
algorithm to retrieve as many hidden links as possible and scans its availability. It is not
practical to use this algorithm to crawl content from a specific Tor page, but the hidden
service hosted on the Tor network is useful to search for the availability of hidden services.
Lastly, it is important to mention that scripts written in python on a virtual OS running Tor
comes with its own risks.

Data Dumps

Some research use open source data provided by other researchers. In dark net studies,
that would be Gwern Branwen [26]. Gwern Branson, a freelance researcher has provided
crawled data of 89 different marketplaces between 2011 and 2015. The downloaded data
totalled approximately 60 Gigabytes in size and offered HTML pages. This data sounds
promising for this research, however, it has some faults. Most marketplaces offer DDoS
protection through Captchas. The captchas were sometimes asked randomly during the
crawls and would block entry when it failed to solve. Therefore there are instances in
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which a blocked page was crawled instead of true content. Added to that, Gwern crawled
the websites without images to save time and space. Images could add to the empirical
analysis.

In conclusion, crawling can be a useful method for triangulation of cryptomarket records
with the netnographic observations. Crawling data can also be used as a backup in cases of
a sudden external shock in which the data cannot be retrieved from its source again. Cre-
ating a custom crawler can be time consuming, and so it is best if HTTrack was installed
and used for this research. Added to that, the data dumps opens the door to the past of dark
net marketplaces.
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3

NETNOGRAPHIC STUDY

Netnography is a qualitative research that involves the researchers visual perception and
reflections of a community of users active on the internet. According to Kozinets [34, p
243], the five common practices in netnographic research are the following:

Netnography involves participant-observation

Netnography seeks to describe and theorize the human element of online human and
technological interaction, social interaction and experience

Netnography focuses primarily on data collected through the internet

Netnography adheres to a strict and widely accepted standards of ethical online re-
search

Netnography always includes human intelligence and insight as a major but not
always exclusive, part of data and analysis and interpretation

In this Chapter, a brief explanation of the netnographic framework used in this study with
focus on the five common practices. In short, a plan prior to the research is listed along
with the important guidelines that need to be adhered to during the study.
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3.1 Framework

The outcome of planning a process for the netnographic study was a concise framework
that can be applicable to the dark net. The factors that attributed to the framework include
the ethical considerations, type of data collected, interaction strategy and representation
of findings. The framework was created with the help of Kozinets’ proposal of what
makes a good netnographic study [34]. It was suitable to use this framework because
no other source provided a more detailed plan of how a netnographic study should be
devised.

Kozinets’ provides a defined set of phases for performing a netnographic study. Some
process levels involve immersion within the community and direct interaction among its
users. The 12 phases are adequate enough to use in all netnographic study, but considering
the time constraint and ethical complications, it will be tough to stick to the proposed plan.
What we hope to achieve with these steps is to merely have a basic framework to apply
netnography for novice researchers. These stages are listed as follows:

1. Introspection phase where researcher must give thought to the research questions
and the expected outcome from the research.

2. Investigation phase where researcher must refine netnographic study based on ex-
tensive research

3. Informational phase where ethical considerations must be listed

4. Initial interview phase, users registered in the sites/forums are interviewed to fulfill
research on interaction and sociality

5. Inspection of sites to refine application of study on a set of sites based on evaluation

6. Interaction strategy that outlines the extent of the researcher’s participation within
the selected sites/forums

7. Immersion in the site for several days on a frequent basis
8. Indexing data collection strategy to highlight meaningful aspects of the community
9. Interpretation of collected data for a deeper understanding

10. Iterating several times through the literature, previous findings, research questions
etc.

11. Penultimate phase where netnography is instantiated using one of these representa-
tions: symbolic, digital, auto or humanist

12. Integration research answers with the research questions
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THE 12 PHASES OF NETNOGRAPHY
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Figure 3.1: The 12-step process of netnography [34]

Time is a vital factor in the aforementioned phases, and unfortunately, there is insufficient
amount of time to achieve a proper netnographic study. Many more limitations are ex-
pected to decline the pace and quality of the research, therefore, it is important to refer to
the approach and outcomes of similar studies. [6] put through a netnographic stud on the
notorious Silk Road marketplace before it was brought down by authorities.

3.2 Process

This section explains in detail the phases in the framework and the plan for this research.
The last phase has been omitted since its self-explanatory.

3.2.1 Phase 1 and 2: Introspection and Investigation

Introspection is a reflective process in which the researcher defines his/her own under-
standings prior to performing the research, personal judgments and previous experiences
of the study. The purpose of this process is to capture the personality of the researcher and
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reduce researcher bias as much as possible. Kozinets proposes a three-question exercise in
which the researcher is instructed to answer from his/her own personal narrative.

Who Are You? The answer to this question should refer to my personal intellectual cu-
riosity and what unique addition will I present in this research. My intellectual curiosity
stems from the secretive attribute of the dark net. Not much is known and my impressions
of it is greatly influenced by what is presented by mainstream media.

What Do You Want? A better understanding of dark net content. I would also want
to gain awareness of the various activities taking place, the immense number of users
partaking in such illegal activities and their social cultures.

Personal Statements The audience for this research are security experts, researchers and
law enforcement agencies. The data I am looking for should be useful to accumulate a
clear perception of the business model used by participants in the making of ransomware.
Collection of data will be done by surfing the different pages of the online markets and
searching for relevant topics.

3.2.2 Phase 3: Ethical Considerations

The territory of the internet is vast and involves a wide variety of socio-cultural back-
grounds. Research ethics matter and every study has its own principles that researchers
must adhere to. Performing a netnographic study on a specific aspect of the internet has
its own ethical implications. Kozinets’ connects ethics of netnography to that of ethnog-
raphy despite its differences. However, Kozinets’ acknowledges that every netnographic
study has its own unique environment and hence, may include a set of complex ethical
questions.

In contrast, the dark web offers a variety of ethical complications that vary greatly from
that of the surface web. A simple example that supports this claim is that most of the activ-
ities that are conducted in the dark web are considered illegal on a global scale. Criminal
activities include drug and weapon trafficking to name a few. Immersing oneself for the
cause of research can be risky at this stage. Referring to ethical guidelines of dark web
research can help place ground rules before beginning the study. The provides a set of
guidelines. These guidelines can be categorized in the following key ethical issues:

Public or private?

Informed Consent

Personal data, confidentially and anonymity
e Regard for third parties

The circumstances in regards to the aforementioned issues vary greatly in the dark web.
An increasing awareness to the activities supported through the anonymity feature of the
dark web has encouraged more researchers to look into the ethical guidelines that pertain
to researcher involvement in the dark web. On the other hand, there are difficulties in
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determining the guidelines as these studies are carried out from different countries and
cannot be tied to a specific national jurisdiction [42].

For this research, the ethical guidelines are determined from the Internet Research Ethics
presented by the Norwegian National Committees for Research Ethics [24] and the eth-
ical questions presented by Martin and Christin [43]. Both offer examples to what may
constitute an ethical complication during a research on the internet.

Research on the dark web comes with a number of ethical questions that need to be ad-
dressed, these include:

e What appropriate permissions need to be gained?

e Whose informed consent is needed for the netnographic study of the dark net?
e How involved should we be within the community?

e To what extent should we participate in activities within the community?

The services sold in the markets are publicly posted for all to see. However, the personal
identity of the seller is strictly confidential and all sellers go about with their activity using
a random pseudonyms. The seller is a suspected perpetrator of a possible crime that may
drastically affect organizations huge sums of money and even worst, put people’s live at
risk if they target health care systems. Asking for a user’s permission to be a participant
of the research becomes a serious task that needs precaution.

To avoid all possible legal risks that could be imposed, it would be best to avoid any contact
with the perpetrators. Data relevant for this research can be collected without any direct
interaction. This is stressed by Martin and Christin [43] for two main reasons. Firstly, the
research after publication will not be pertinent to any proof for prosecution against any
individual. Despite the fact that the collected information can be useful to capture the bad
guys, it is best advised not to mingle in such affairs. Secondly, there will be no need to ask
for permissions because there will be no contact with the participant.

The pseudonyms that these users go by are either altered or not displayed in this report if
no permissions will be asked. No data linked to the user’s identity or personal background
are recorded or used throughout this research.

Ethics of the researcher also needs to be addressed. When the focus of a research is the dark
net, the researcher is placing him/herself in the frontier of substantial legal consequences.
Restrictions to researcher involvement in the online community must be listed beforehand.
As previously mentioned, there is little to no contact with those involved in the making and
selling of ransomware. However, in some occasions, the researcher has the opportunity to
ask questions in forums and chats in the dark net. In this case, the researcher must not
expose the identity of oneself or give out any personal information.

However, other users of the chat or forums must be informed the purpose of the question.
The researcher should then publicly announce that there is an ongoing research study, but
no more than that. The name of the institution, participants and purpose of research should
not be disclosed.
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Other general ethical guidelines that are advised to the general public who wish to wander
in the realms of the dark net are also applied here. An example would be to avoid or
revoke any financial purchases to products and services sold through the dark net. Other
instructions can be easily found in common forums that are made for novice users of the
dark net with regards to anonymity. Examples range from installing a virtual machine
before browsing or using TOR to subscribing to a VPN service.

3.2.3 Phase 4: Interview

The importance of conducting interviews is to study the social interaction experience in
an online community in its normal setting. The interview format is flexible and does not
conform to a specific structure. However, it is important to address any pre-requirements
and eventually design a structure.

Online interviews can take the format of a real-time video conference, instant messaging
chats, or even in-person meet-ups. Although the first and the latter are impossible to
implement considering that all members of the dark net maintain anonymity, chatting with
dark net members on Internet Relay Chats can be the only possible option for an interview.
However, the since the identity of the interviewee is concealed, it is impossible to know
authorize the role or responsibility claimed by the interviewee. Added to that, dark net
members are apathetic to any research made or done about them. In the preliminary study,
an attempt to submit private messages to vendors on the dark net was not successful.
All vendors failed to respond to any of the messages. The messages included the intent
behind asking these questions and were clear enough that the inquiry was for research
purposes.

Interviewing dark net members may not be achieved if the research has no experience with
dealing in any of the dark net social circles. Fortunately, other researchers and investiga-
tive journalists have already provided the public with interviews with different dark net
members. Using this as an asset for the netnographic researcher does not only provide in-
formation on the strategic roles of dark net members, but it also avoids conflict with ethical
implications. Data from interviews can be easily attained with a simple search.

3.2.4 Phase 5: Site Inspection and Evaluation

Inspection and evaluation of sites helps refine the application of netnography to a pre-
defined set of hidden services or .onion websites. The process of distinguishing the useful
websites and irrelevant ones was done with the help of selection guidelines specified by
Kozinets [34, p.168]. These are listed as follows:

Relevant: The content of the website is related to the research study

Active: The website is constantly updated and is accessible

Interactive: Users regularly post on the website

Substantial: The website has a large userbase
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e Heterogeneity: The website has a diverse community of participants with a common
interest

e Rich in data: The website shows richness in data of all sorts of text and media
e Experiential: The website offers an experience to the netnographer

A decision matrix was set to compare the different hidden services from each other, and
select the websites that satisfy a given threshold. These weight scales for every factor used
to rank websites are listed in Table 3.1. The actual table of comparisons is listed in Section
4.22.

Table 3.1: Decision Matrix Weighting Scale

Factor Weight | Description

1 Content of the website is irrelevant to the research study
Relevant 5 Some content in the website is relevant to the research study

10 All content in the website is relevant to the research study

1 The website has an uptime status that is less than 50%
Active 5 The website has an uptime status more than 50% but is slow

10 The website has an uptime status more than 90%

1 There is no user activity in the website
Interactive 5 There is some user activity in the website

10 There is rich user activity in the website

1 The website has no registered members
Substantial 5 The website has a few registered members

10 The website has a substantial number of members

1 The website only represents one community of common interest
Heterogeneity 5 The website represents a few diverse communities

10 The website has a wide variety of diverse communities

1 The website is not rich in data of all sorts of text and media
Rich in data 5 The website has some rich data of all sorts of text and media

10 The website is very rich in data of all sorts of text and media

1 The website does not offer an experience to the netnographer
Experiential 5 The website offers some experience to the netnographer

10 The website offers a personal experience to the netnographer

3.2.5 Phase 6: Interaction Strategy

Defining an interaction strategy is the most challenging phase in the framework. The
ethical implications, as much as anything, has restricted any proper interaction strategy
recommended by Kozinets’. In one example, Kozinets suggests the idea of NiRWebs,
short for Netnographic Interactive Research Websites. These websites creates an online
environs for the users to participate and thus become key informants for the research.
An example of an NiRWeb are online forums. They are discussion hubs in which users
post questions related to a number of topics within the online community and receive
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answers from well-informed members. NiRWebs are effortless to make but conflict with
the researcher’s ethical position. Creating an NiRWeb in the dark net is an act of support
for the illegal activities of cybercrime.

However, one option remains feasible and does not interfere with the ethical issues men-
tioned earlier. The dark net does provide already implement online forums, making it
easy for the researcher to simply observe the posts and the answers provided by the fo-
rum moderators. It also offers the opportunity for the researcher to post questions that can
clear out possible misapprehensions of the dark net community and receive answers from
experienced dark net members.

3.2.6 Phase 7: Immersion in the Tor Network

Immersion involves recording of field notes and taking screenshots to support researcher
analysis. As far as researcher involvement is concerned, the connection to the Tor Network
must be secure and researcher’s identity kept anonymous. Accessing the Tor network
alone does not guarantee a concealed identity. Extra precautions must be considered when
surfing the different .onion websites in the Tor network. A DoNot documentation is a
relevant source for those who are new to the dark net [56]. An environment setup was
created to protect the identity of the researcher and the institution from any harm. The
following is a detailed description of the steps taken.

System Settings

It is best advised to access the dark net on a device that does not contain any personal
information. For instance, device username, stored files that contain trackable data etc.
Therefore, it is recommended that a Virtual Machine (VM) is installed on the device or a
USB configured to browse the Tor network.

There are three operating systems that focus on anonymity, privacy and security: Whonix,
Tails and Qubes OS. From these three, Whonix was chosen to be the running operating
system on an Oracle VM VirtualBox. The Whonix wiki offers a concise comparison be-
tween the different types of OS with respect to network security, web fingerprint, usability
and attacks protection [55]. All are Linux-based, but, only Whonix can run on a VM
without additional configurations. Tails is recommended to be used on a Live USB or
CD !, whereas Qubes OS does not work in a VM, but needs to be booted on a separate
device. Other commercial operating systems are often frowned upon. Windows, uses key
loggers that keep track of the user’s keyboard strokes. Cybercriminals can easily acquire
secret data such as passwords from these logs. Mac OSX are often unstable as virtual
machines.

! Live USB or CD have a distribution of any operating system that can boot and run when plugged in a device
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Tor Browser

The Tor browser is used to access .onion websites on the Tor network. The browser is a
modified version of Firefox and can be installed on MacOS, Linux and Windows. How-
ever The connection between user’s device and the destination is kept anonymous but not
pseudonymous. The DoNot documentation defines both these terms and stresses out the
differences between the two in Definitions 3.2.6 and 3.2.6.

Definition 3.2.1. Anonymous A connection to a destination server, where the destination
server has no means to find out the origin (IP address / location) of that connection nor to
associate an identifier (e.g. a cookie) to it.

Definition 3.2.2. Pseudonynous A connection to a destination server, where the destina-
tion server has no means to find out the origin (IP address / location) of a connection, but
can associate it with an identifier.

To guarantee an anonymous and pseudonymous connection the following must be config-
ured on a Tor browser:

o Use Bridges * on Tor to avoid being identified by the Internet Service Provider (ISP).

e Do not use clearnet and Tor at the same time to avoid being spotted by services such
as Google Analytics running on the background of a non-anonymous server.

e Do not post sensitive information and or photographs with metadata that includes
location of where the picture was taken.

e Maximize the screen size of the virtual machine as some CSS’s can retrieve device
type from screen width and height.

e Enable the Forbid Scripts Globally. Tor can be compromised with a malicious
Javascript that can de-anonymize hidden services.

Virtual Private Network (VPN)

A VPN offers a secure connection that is encrypted and are provided through private tun-
nels that cannot be open for surveillance. VPN does not necessarily anonymous, but it
does reinforce privacy and security. Selecting a VPN service was based on DeepDotWeb’s
comparison chart of the different VPN services [16]. IPVanish was ranked as the best for
its anonymous configurations and its support for P2P BitTorrent traffic. However, many
seem to argue that [PVanish as a company that headquarters in the USA, must hand in
logged data to the NSA and FBI. In the end, there was no other suitable VPN for our
needs, and therefore configured the VPN to an IP address in the US.

2Tor Bridge relays are non-public alternative entry points
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PGP Encrypted Messages

When communicating with members in the dark net, it is best advised to encrypt the con-
tent of the messages with PGP (Pretty Good Privacy) before sending it. The encryption
program was developed by Phil Zimmerman in 1991 and since then, has been considered
the one of the toughest encryption programs. Law enforcement agencies have expressed
how difficult it is to decrypt messages that could be useful for prosecution.

Many of the members in the dark net have made it clear that they will not respond to
messages if they are not encrypted. Therefore, a public and private hash key was generated
to encrypt and decrypt messages in private chat.

3.2.7 Phase 8: Indexing Data Collection

There are three forms of data in a netnographic study:

e Previously recorded and archival data. These are data collected from other re-
searchers that are relevant for the interpretation of current social interactions in the
online community.

e The researcher’s own impression of the social interaction in the online community
is labeled as elicited or co-created data. This includes the researcher experience of
surfing the webpages.

e Data created by the researcher is labeled as produced data. Reflexive notes are
the personal reflections of the researcher upon observing the interactions among
community members.

In Chapter 4, the data collection phase is addressed in more detail.

3.2.8 Phase 9: Data Interpretation

Kozinets [34] describes two different ways to interpret the data collected from netno-
graphic study:

e Analysis which is breaking phenomenon down into its component parts.
e Hermeneutics which is rendering the human aspects of the observations as a whole.

The aim of the data interpretation is to search for feasible answers for the research ques-
tions. In reference to RQ1.2, the analysis should include a cost-benefit analysis of the sale
of Ransomware-as-a-service. The components needed to perform this analysis is the costs
inferred on the creation of ransomware and the revenue received.

On the other hand, understanding the nature of activities and incentives in the dark net is
best analyzed using Kozinets’ proposed hermeneutics. The process involves data contex-
tualization of the forum posts and interview data and using textual analysis tools such as a
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word cloud generator to decode a given text. The analysis and hermenutics the collected
data is presented in Chapter 5.

3.2.9 Phase 10: Iteration

Iteration process involves the reexamination of the concepts and theory mentioned in the
literature review, the findings and research questions to avoid getting too absorbed in ir-
relevant content in the online communities. There was no particular structure for how
often this iteration occurred. This phase has a significant impact if the timeline of the
netnographic study was longer.

3.2.10 Phase 11: Netnographic Representation

Kozinets [34, p. 244] points out four types of netnography for representation. The types
add more to the study and then simply being an observational netnography. Each type
represents a research direction. Pre-defining the type of netnographic representation based
on the research questions is essential for the design decisions of the results and research
observations. The four types are listed in Table 3.2.

Type Description

Digital Deployment of digital tools to analyze and visualize the data

Symbolic  The purpose of the netnography is to seek an understanding of how
cultures and communities are emerging through on online websites

Auto Auto-netnography is retrieved from auto-ethnography in which the the
study is made on the researcher’s own people

Humanist Hermeneutics is the main methodology behind this representation. Ob-
serving the data from

Table 3.2: The four types of netnographic representation

From the four types, the best suited two are digital and symbolic. The reason behind
it is best explained with the help of the diagram in Figure 3.2. The research approach
mentioned uses a triangulation of data sources, both crawled data and netnographic obser-
vations. This is comparable to the complementary analytic field focus as represented in
the diagram.

The crawled data is attained from the deployment of digital tools, consequently, will be
represented with the help of visualization tools. The netnographic observations present
how the dark net members communicate and interact through forums and other hidden
services. Finally, the research is not limited to the researcher’s interaction with the com-
munity, but also encompasses all members of the online community and is thus global and
not local.
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Global
Humanist Digital
Axiological
Representation
Orientation
Auto Symbolic
Local
Critical Complementary

Analytic Field Focus

Figure 3.2: The four types of netnographic processes
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DATA COLLECTION

In theory, there are three types of netnographic data; the collected, co-created, and pro-
duced [34]. They conform to two key categories which are archival and communicative.
The collected data is information stored or archived by other researchers or scientists. The
co-created data is generated when the research is practiced in the online social environment
through communication and elicitation with individuals. The produced data is the output
of the researcher’s reflections, analysis and interpretation of the co-created data. The form
of this data is presented by reflexive field notes solely written by the researcher conducting
the netnographic study. This Chapter will focus on every form of data, describing how and
where was the data collected from.

4.1 Archival Data

Archival data includes data collected by previous research studies and are relevant to the
scope of this research. The data can be useful to compare trends and statistics over time.
Researcher immersion in this study was limited to two months scouring the dark net mar-
ketplaces. Having data collected for several years can give a better researcher perspective
and input on the dark net ecosystem with respect to unpredictable events, also known as
external economic shocks.

Common examples of external shocks include the take down of Silk Road in Operation
Onymous and the exit scam of Sheep Marketplace in which a vendor exploited a vul-
nerability and stole approximately $ 6 million worth of Bitcoins. These incidents show
indications of a ripple effect across other cryptomarkets and online communities active
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on the forums. Figure 4.1 shows previous research on the sales volume of cryptomarkets
across 7 different cryptomarkets. The consequences of Silk Road’s takedown and Sheep’s
exit scam among other external shocks can be easily noticed on first glance.

Agora BMR Evolution Hydra . F'andula.SMk Road . Silk Road 2

Silk Road Silk Road 2.0 Operation
takedown theft Onymous
Censored data
600,000~
- Sheep scam & - Evolution
% BMFR closure exit scam
=
@
@
= 400,000 =
]
°
[}
=
2
S
%‘zoo.ooo -
a
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T T i T T T
Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 2018

Nata

Figure 4.1: The sales volume of 7 cryptomarkets between July 2013 and July 2015 [51]

Defining the type of historical data depends on the research questions addressed in Chapter
1. To assess the economic impacts of ransomware-as-a-service, the revenue volume needs
to be measured first. Information relating to the costs of developing ransomware and price
listings of digital good items on cryptomarkets for previous years can be easily retrieved
from internet repositories.

Gwern Branwen, a freelance researcher has uploaded the largest data set of cryptomar-
ket activity [26]. This particular repository includes approximately 55 GB worth of data
scrapped from over 89 different cryptomarkets and 37 forums between the years 2011 and
2015.

Years 2016 and 2017 were retrieved from another data dump provided by Michael McKenna
and Sigi Goode [44]. It does not cover a wide variety of cryptomarkets and only focuses
on AlphaBay’s item listings and buyer feedbacks in early 2017.

The last dataset retrieved was uploaded by Sarah Jay Lewis, and it includes item listings
and buyer feedback for 2 marketplaces on October and December 2016 [40]. These mar-
ketplaces are Hansa and Valhalla and while Valhalla is still active at the time of writing
of this report, Hansa was taken down along with AlphaBay in Operation Bayonet in the
summer of 2017.

Gwern’s data set of 89 marketplaces and 37 forums also includes a substantial number
of deactivated marketplaces such as AlphaBay and Hansa. Searching for cryptomarket
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data dumps was concluded after finding valid and useful datasets. Other datasets were
either focused on insignificant items such as drugs and narcotics or their validity was
questionable.

Historical data was not limited to previous data dumps of cryptomarkets, but also included
researcher participation of previous studies. Unfortunately, most studies conducted on the
dark net were not concerned with the ransomware-as-a-service but the ecosystem of cryp-
tomarkets that were mainly focused on drug trafficking and other inconsiderable items.
Added to that, a common limitation addressed by most researchers is their involvement
in the closed social circles of the dark net. High ranked forums and marketplaces acquire
references from members or a payment of a large sum of cryptcurrency. In this case, in-
formation concerning skilled dark net members was retrieved from individuals that had
strong connections and that was not difficult to find. A team of experts on the dark net
have published a news website that mainly concerns dark net activity. That website, called
DeepDotWeb, includes articles, interviews with dark net members and statistics of cryp-
tomarkets and forums. It also hosts a Q&A forum that is open for the general public. The
interviewed dark net members are cryptomarket administrators, vendors, former dark net
carders, or developers to name a few. Their most popular interview which gained attention
from journalists was with the developers behind the RaaS Tox.

DeepDotWeb: What is Tox?

Tox Developers: We developed a virus which, once opened in a Windows OS, en-
crypts all the files. Once this process is completed, it displays a
message asking to pay a ransom to a bitcoin address to unlock the

files.
DeepDotWeb: How do I make money with Tox?
Tox Developers: You can subscribe (no mail or other shit needed) and create your

virus. You will have to decide the ransom to unlock the files.
Once you have downloaded your virus, you have to infect peo-
ple (yes, you can spam the same virus to more people). How?
That’s your part. The most common practice to spam it as a mail
attachment. If you decide to follow this method be sure to zip the
file to prevent antivirus and antispam detection. The most impor-
tant part: the bitcoin paid by the victim will be credited to your
account. We will just keep a 30% fee of the income, so if you
specify a 100$ ransom, you will get 70$ and we’ll get 30$, isn’t

this fair?

DeepDotWeb: Are you serious?

Tox Developers: Yes, why not? This is the best way for us to infect a lot of people
and make a lot of money.

DeepDotWeb: Am I safe?

Tox Developers: Sure, as long as you use tor and don’t use personally identifiable

information: we don’t need to know you, and you don’t need to
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DeepDotWeb:

Tox Developers:

DeepDotWeb:

Tox Developers:

DeepDotWeb:

Tox Developers:

DeepDotWeb:

Tox Developers:

DeepDotWeb:

Tox Developers:

DeepDotWeb:

Tox Developers:

know us. The only thing we’ll ask you is the bitcoin address to
withdraw your part.

Are you going to steal my profit?

Nope, why should we? The best way for us to make money is
having you helping us.

Then why aren’t you spreading the virus yourself?
We are! But with you, we’re going to have a bigger income.
Why is the file a .scr?

Because in this way people will not suspect anything (who knows
what is a .scr?). If you wish, you can change it to .exe it’ll work
the same.

How does the virus look?

Sexy. The virus has a .src extension (same as .exe files) and it has
the icon of a word document, so the victim wont be suspecting
anything.

Will you actually decrypt the files once the ransom is paid?

Yes, we will. We want people to trust us, so that more people will
pay the ransom.

How do I withdraw the money?

In the virus section you can monitor the status of all your viruses.
When you have bitcoins to withdraw, just enter your address and
press the Withdraw button
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4.2 Communicated Data

Communicative data is information retrieved from researcher participation in the dark net.
Before all, a set of websites need to be predefined for research immersion. Searching for
websites was the first step, then refining the list of websites to a limited set of Kozinets
provided a set of guidelines to refine the list of websites based on a number of factors.
Once listed, accessing these websites had to be taken with extra precaution for security
and privacy reasons.

There are three different communication platforms that are the center of focus in this re-
search:

o Marketplaces: Websites made for dark net members to exchange illegal goods and
services with cryptocurrency

e Forums: Discussion hub for dark net members. Users exchange reviews on ven-
dors, tips to survive the dark net and experience sharing.

e IRC Chats: (Internet Relay Chat) messaging system used between individuals and
teams to instantly communicate with each other. Users create channels and add or
remove other users to that channel.

4.2.1 Site Search

The sites were gathered from different sources available on the dark net. These include,
Reddit, Deep Dot Web and DNStats. Prior to 22nd of March 2018, Reddit offered sev-
eral subreddits that offered posts concerning dark net marketplaces and activity. These
subreddits also offered advice for people are new to the dark web. The advice would
cover important matters such as how to access the dark web, installation procedures, se-
curity requirements to avoid getting caught etc. By the end of March 2018, Reddit began
banning all dark net marketplaces in an attempt to crackdown on illegal activity or any
activity that supports illegal activity. However, Reddit was not a major field site for this
research, and was only acquired to retrieve the onion links of the most popular dark net
marketplaces.

Another useful website was DeepDotWeb. It offered an extensive list of all the cryptomar-
kets with their onion URLs, user rating and a short description. If a cryptomarket was
taken down, it will listed as a Dead Market. Some cryptomarkets were taken down by
law enforcement agencies, but others were from other hackers, exit scams or an unknown
reason.

4.2.2 Site Selection

Dark net websites that have URLs ending with .onion were refined based on a selection
criteria prior to the netnographic study. This puts more focus on the research goals by
defining boundaries for the search field.
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Based on the factors mentioned in Phase 5: Site Inspection and Evaluation in Chapter 3, a
decision matrix was set with the weighted rankings to select the top 3 cryptomarkets and
top 3 forums. The list of cryptomarkets and forums was retrieved from DeepDotWeb list
of top dark net websites. The decision matrix for marketplaces and forums are listed in
Tables 4.1 and 4.2 respectively.

Site/Factors | Relevant | Active | Interactive | Substantial ‘ Heterogeneity | Rich in Data | Experiential | Average
Dream 10 10 10 10 10 10 5 9.29
Wall Street 10 10 10 10 [ 10 10 5 9.29
Berlusconi 5 5 5 5 [ 10 10 5 6.43
Point Tochka 1 10 10 10 5 5 1 6.00
Olympus 5 5 5 5 5 5 5 5.00
Rapture 5 5 1 5 1 1 5 3.29
Cannazon 1 5 5 5 1 5 5 3.86
Table 4.1: Selection of the top 3 cryptomarkets

Site/Factors Relevant | Active | Interactive | Substantial | Heterogeneity ‘ Rich in Data | Experiential | Average
OnionLand 10 10 10 10 10 10 10 10.00
Hidden Answers 10 10 10 10 10 10 10 10.00
The HUB 5 10 10 10 10 10 5 8.57
DNM Avengers 1 10 5 10 5 5 5 5.86
IntelExchange 5 5 5 5 5 5 5 5.00
Dread 1 10 5 5 1 1 5 4.00

Table 4.2: Selection of the top 3 forums
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Dream Market

Dream Market
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Figure 4.2: Screenshot of a search on ransomware on Dream Market

Dream Market began in late 2013. Reviews on DeepDotWeb show general approval and
support of the website. Its average rating exceeds 4 out of 5 stars. It has been under DDoS
attacks, but administrators were successful to regain access of their market with the help
of mirror links. Dream market received a great number of new users when AlphaBay and
Hansa was taken down. The products sold on this cryptomarket varies from illegal drugs
to digital goods such as carding services. RaaS items are not substantial, but many exploit
kits used to make ransomware is sold. Figure 4.2 shows a screenshot of a RaaS search on

the marketplace.

At the start of this research, Dream Market was properly functioning and was preferred
more than other marketplaces because it was not slow and offered similar content. It
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also integrated a new feature that encourages more vendors to register profiles. For every
vendor profile, the vendor’s AlphaBay ranking was listed. This ultimately provided the
vendors the chance to maintain the high reputation they have gained even after a market-
place was shutdown. Buyers, on the other hand, would base their vendor trust not only on
the Dream market rating but also the previous rating on AlphaBay. It is unclear how this
was managed, whether the administrators were in contact with the AlphaBay moderators
or not has not been confirmed by any authentic resource.

Dream Market’s popularity rose when AlphaBay was shutdown in Operation Bayonet.
Figure 4.3 shows the ratio of registered users across time (van Wegberg et al. [54]). A
spiked increase in the number of registered users begins mid-July, when Operation Bayo-
net was successful.

Figure 4.3: The sharp increase of registered users on Dream Market after AlphaBay has been shut-
down [54]

54



4.2 Communicated Data

Wall Street Market

Another popular marketplace is Wall Street Market. It has a reputation similar to that of
Dream, but on many users have complained that it sometimes has a slow loading time.
It ranks high in anonymity and security because it offers Multisignature transactions, and
PGP encrypted login. It has multi-lingual support and is available in English and German.
Aside from Bitcoin, it also accepts Monero, but some vendors may choose to define the

purchase to a particular cryptocurrency.
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* Limit: 15
« Search: ransomware
* Page: 117

« Results: 100

ransomware

+Drugs

+ Counterfeits EZJ)

+ Jewelry & Gold

+ Carding Ware @)

+ Services

+ Software & Malware [Z)
+ Security & Hosting )

+ Fraud )

+ Digital goods

+ Guides & Tutorials (EZ)

Top vendors

ladyskywalker (7

8

Rising vendors

-Lenas-BioLaden-
TheWhiteLight
h0Ok3d
Kaine (5
kaiser00'

‘ 3 Filter ‘

Products

5 RANSOMWARE > *EX
PERIENCED BUYERS O
NLY* > 2018 DEVILS POI
SON

Fkedk

RBP (1656)
s
From $18.99/Piece f:l

6 BITCOIN RANSOMWA
RE EASY MONEY

*

TopMotchManeyMaker (31

ok

From $8.00/Piece

Sort  Popularity - 1 week descending

Blackmail Bitcoin Ransom
ware (With Sourcecode) E
asy-setup

Fok ok

motherfuckerjones (38)

.

From 52.99/Piece [

5 RANSOMWARES > EX

PERIENCED BUYER ON
LY

smart666tiger (49)

*rrw
From $30.00/Job )
G Ships from: IS

2 Ships Worldwide

< Escrow

& Auto-Accent

Blackmail Bitcoin Ransom
ware (With Sourcecode)
Fr ok

eucarder (1222,
Fkdok

From $16.98/Piece []

Goldeneye RANSOMWA
RE 2017 Make HUGE Mo
ney from your victims

smartb66tiger (49)

*rxx
From $1'000.00/Job 5 1)
G Ships from: XX

2 Ships Worldwide

< Escrow

@ Auto-Accent

Figure 4.4: Screenshot of a search on ransomware on Wall Street Market

The variety of goods sold on Wall Street Market range from drugs and hash to carding
services. Services related to cyber threats and trading of intellectual trading are offered
on Wall Street. Most of the bots and malware services are RaaS, and some of the security
software are paid tutorials on how to become a hacker or how to develop exploitative code
for beginners.
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Berlusconi Market

Berlusconi is a small marketplace that is growing quickly with an expanding userbase.
Drug and narcotics dominates in the list of categories with the number of items. It also
promises users with security against scams with the help of escrow services. However,
being a small market does have its troubles. Some users complain that support by the
administrators is slow and, in some cases, fail to reply to their complaints. These users
have openly expressed their frustration in the comments on DeepDotWeb. Figure 4.5
shows a search on the RaaS items on the marketplace. Prices are listed in Euros but
purchases of items can be done with the help of Bitcoin and Monero.

# Home | & Forum & flyingunicorn Dashboard

Home | store

Categories Advanced Search “
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All Products
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smart666tiger [+39|-6] ®
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Weapons [[646 ]
30EUR
Carded hiems (5] EXPERIENCED BUYER ONLY : $ Cunrencies
Services P2es ) f:mlvartﬁ(i(inger [+39}-6] ®
de E: Ty Full E
Software & Mahware e SIM SC”“W e Full Escrow
Security & Hosting 26 ]
Other Listings © Blackmail Bitcoin Ransomware 1386 EUR
y B0.001878
(wWith Sourcecode) $ Cunrencies:
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o
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Figure 4.5: Screenshot of a search on ransomware on Berlusconi Market
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OnionLand Forum

OnionLand is one of the prominent forums that are currently active and rich in content.
The moderators of the forum claim to have an experience in dark net activities and are
very responsive to questions posted on the forum. The highest ranked moderator on the
forum has created a set of classes or tutorials for new dark net members or members who
are trying to improve their survival strategy in the fierce competition against other vendors.
What makes this forum unique and useful for this research the interactive environment and
the relevance of the posted tutorials.
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Figure 4.6: Screenshot the categories in OnionLand forum
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Hidden Answers Forum

The Hidden Wiki is also another public forum created by the same team that offered The
Hidden Wiki. The Hidden Wiki is a Wiki of all the list of .onion hidden services and IRC
chats. The categories cover a wide range of topics, from security and cryptoanarchy to
relationships and food and cooking. It also supports multiple languages including Spanish,
Portuguese and Russian. The forum implements badges for users, if the user has been
a registered member for a pre-defined amount of time, the user can have his/her badge
upgraded. Posts can have tags to represent the topic of discussion. The most popular tag
was money with 2,564 posts as shown in Figure 4.8. Ransomware was not one of the most
popular topics of discussion in the forum and had a low number of posts as low as 79.
Figure 4.7 shows the home page of the forum with the list of categories.

Welcome to Hidden Answers. Make sure you are on answerstedhctbek. onion

H i d d e n A n swe rs Espafiol - Portugués - Pycckud - 2P: hiddenanswers.i2p
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talk to vOh20 and Fox.

re

d 24 minutes ago in World, government, and law by mitch007 Noob 101 (40 points)
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W 1 | answers | answered 36 minutes ago in Sad times by mitch007 Noob 101 (40 points)
suicide
. . Categories
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+ 0 anewers daugter lives in All categories
answered 37 minutes ago in Sad times by #Admin vOh20 Senpai (142,285 points) Hidden Answers (1,163)
40 3 How to choke someone [=chnekay (e8]
Security and privacy  (1,485)
+ 0 answers | answered 41 minutes ago in Sex and relationships by #Admin vOh20 Senpai (142,285 points)
Cryptoanarchy and darknets
choking (2.429)
40 0 is there any sites on the deepweb that are like an "anarcists Markets (2,119)
4o cookbook"? Scams and scammers  (2,078)
answers
asked 4 hours ago in Food and cooking by jimmy_ramirez Nooh 101 (20 paints) Money and jobs (5.799)
Web . . Drugs (1,787)
eb a) enetration testin
40 5 PP P 9 World, government, and law
+ 0 answers | answered 5 hours ago in Security and privacy by ko0lald N0Ob 101 (20 points) (1.132)
hack | hacking security | pentesting Sex and relationships  (1,660)
+ 0 0 c2bit, yay or nay Food and cooking (89)
Sad times (439)
¥ 0 answers  asked § hours agoin Scams and scammers by kasumi NoDb 101 (20 points)
Other (11,411)
c2bit | carding | scam | market | amazon
A n - Where to find more of it.

Figure 4.7: Home page of the Hidden Answers
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Most popular tags
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Figure 4.8: The top 32 tags of posts on Hidden Answers
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The HUB Forum

Figure 4.9: Home page of The HUB

The HUB is also listed as one of the top three forums on DeepDotWeb. It is one of the
oldest forums and has a huge userbase that present a variety of discussions. Even more so,
are the forum contributors, an additional role in the hierarchy that has the responsibility
to answer most of the questions on the forum. One contributor that goes by the name
hackerjon has expertise on hacking services and closed circles on the dark net.
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4.3 Reflexive Notes

Producing reflective data is necessary to satisfy the symbolic representation of netnogra-
phy. Notes were written during the observations of the online communities. There is no
particular format these notes should adhere to. They can be written with pen and paper
using the language the researcher is more comfortable with. What matters the most is that
the notes should encompass the experience of the researcher during the study.

Reflexive notes are used to achieve the following points when presenting the collected data
[34]:

e Provide an accurate atmospheric overview of the online social environment

e Extend current understanding by presenting one or more unique events that expand
our knowledge and increase our understanding of elements, categories, processes,
or practices in the community

When there is too much information useful for the research, colleced data from the HT-
Track crawlers made it easy to summarize it. Data collected was listed in a spreadsheet.
The attributes for each item listed in the cryptomarkets is mentioned below. Dictionary of
objects:

e Product listing

Listing title

e Listing price
e Vendor name
e Vendor Rating

The data of recorded will be projected onto graphs and diagrams to satisfy the digital
netnographic representation. An overall analysis will give us better insight on the rate
of increase in the sales of ransomware on cryptomarkets and how external shocks affects
the sale of ransomware-as-a-service. The data content can also provide a glimpse of the
organizational structure. The popularity of a vendor and the variety of items sold can be a
good asset for both the digital and symbolic netnographic representation.

4.3.1 Method of Data Capture

The previously mentioned websites contain data of a wide range of products and services
sold to members, but products such as cannabis and paypal accounts are irrelevant to
include in the netnographic study. Therefore, the keywords needed to search for data had
to be defined. Since this research mainly focuses on RaaS, it would be relevant enough to
use Ransom or Ransomware for our search.

The type and expected quantity of data and how it should be analyzed must also be taken
into consideration. Kozinets offers two choices for netnographers:
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e Manual data capture using pen-and-paper for collecting small limited amounts of
data

e Qualitative data analysis software program for large amounts of data to apply a
general analysis

The choice for this research was to manually write observations and field notes since this
is a discovery process of the irregular and unfamiliar structure of dark net markets. The
second approach also disregards visual data such as videos, images and audio elements.
These elements were necessary to present when using humanistic and hermeneutic meth-
ods to interpret the findings.

Data was recorded using spreadsheets, field notes and screen captures. Data registered
through the spreadsheet was classified based on the service sold, its price in Bitcoins
(BTC), marketplace, vendor account name, product description and field notes. Apply-
ing these labels to each RaaS could help us to retrieve a general analysis later on with the
help of a software program.

The announcement of Dream Market’s shutdown during the netnographic research could
indicate the no more data can be retrieved from the website. However, data dumps of
previously shut down dark net websites can be easily retrieved here (Gwern Branwen
[26]).
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5

RESULTS AND ANALYSIS

This Chapter presents an overview of the data collected, the findings of the netnographic
observations and the deduced cost-benefit framework.
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5.1 Overview of Collected Data

The data gathered included notes from interviews conducted by the external sources men-
tioned in Chapter 4 and observations of dark net activities and item listings. Item listings
collected from other sources were also referred to in this research. A total count of 196
different ransomware item listings were collected from a variety of cryptomarkets. This
section gives a summary of the amount of data collected from cryptomarkets, forums and
interviews.

5.1.1 Cryptomarket Data

Data from dark net marketplaces was either archived or from reflexive notes. The archived
data included data dumps of cryptomarket sales and buyer feedbacks, publicly posted by
researchers. All of the archive data are from cryptomarkets that are no longer active. In
Table 5.1, a list of the marketplaces that were included in the data dumps.

Name Description Date
AlphaBay Popular cryptomarket shutdown in July 2017 by LE in  April 2015 -
Operation Bayonet [5] January 2017
Hansa Cryptomarket also shutdown in Operation Bayonet December
2016

TheRealDeal Cryptomarket for digital goods, intentionaly taken down  June 2015
by administrators

Agora Cryptomarket intentionally taken down by administrators Unknown

Table 5.1: Dead cryptomarkets with the dates of the data retrieved for this research

The reflexive notes included screenshots and observational points of active marketplaces.
Ransomwares listed from active marketplaces were also stored in spreadsheets with their
price tags and descriptions. Aside from ransomware items, other digital goods had ran-
somware tags, such as hacking services, were included in the data.

5.1.2 Forum Data

From the three selected forums, the Hidden Answers had the most number of posts con-
cerning RaaS. The Hidden Answers is in fact the oldest forum of the three, and comes in
multiple languages including Portugese, Spanish and Russian. The forum is easily acces-
sible and therefore has a huge userbase, covering a wide range of expertise.
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Number of Raas$ Items

Agora AlphaBay  Berlusconi Dream Hansa TheRealDeal Wall Street

Marketplaces

Figure 5.1: Number of ransomware related items for every marketplace

5.1.3 Interviews

Getting hold of chief dark net members is not an easy task and requires a rich experience
with dark net communication. As mentioned in Section 4.1, investigative journalists and
privacy advocates such as DeepDotWeb have reached with several dark net members and
conducted interviews through PGP encrypted chats.

The interviews provided by DeepDotWeb focus on different members involved in dark net
activities. Each interviewee offered a unique role and this role can be mapped to the list of
actors presented in Chapter 2, Table 2.1. Most interviewees did not clarify whether or not
they had a responsibility in the development and distribution of ransomware, nevertheless,
their roles were a perfect match to the description of every actor. The interviews that were
used for the empirical analysis are:

e Market Admins: Administrators of popular marketplaces
— TheRealDeal Market
— AlphaBay (Prior to July 2017 shutdown)
— German Plaza

e Marketplace Developer: A developer that develops a marketplace infrastructure
and websites on the dark net

e Forum Moderator: A moderator of a forum about insider trading. The forum is an
invite-only forum.
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MNumber of Raa$ Topics

40

20

0
Hidden Answers OnionLand TheHUB

Forum

Figure 5.2: Number of topics discussing ransomware in the selected forums

Former Vendor: An experienced dark net member offered carding services on the
dark net. Was a member of the infamous Shadow Crew.

Money Launderer: Provided laundering services for cryptomarket vendors to cash
out their cryptocurrencies.

Ransomware Developers: Developers of a ransomware posted through their own
website. Many of the feedback imply that their ransomware is the typical work of a
script kiddie.
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5.2 Interpreting Dark Net Discussions

Interviews conducted by external sources and forum conversations were the main text used
for interpretation. From the forum discussions, we looked into the interests of those who
bring up the topic of ransomware, the intentions behind their .

5.2.1 General Overview of Forum Posts

From the forums selected, The Hidden Answers had a substantial number of posts about
ransomware. The ransomware tag alone had 79 posts. The questions showed similarities
and can be easily distinguished into the categories in Table 5.2.

Question Description

Category

Acquisition The poster asks for a working ransomware for sale.

Create The poster asks how to start developing a ransomware from scratch.

Scam The poster asks whether a specific ransomware-as-a-service posted on
the Tor network is a scam or not.

Code Help Posters that are trying to develop a ransomware and are asking questions
regarding the source code.

Discuss General discussions on ransomware outbreaks and news articles

Author . Posters that claim that they have a working ransomware and are look

Partnership . .
for partners with contact info

Distribution Posters that are asking for advice on distributing ransomware

Help

Distribution Posters that claim have a list of contacts and are looking for partners

Partnership with a working ransomware

Decrypt Help  Victims infected by a ransomware and are looking for a decrypt key
without paying the ransom

Table 5.2: Question categories in forum posts

The 79 ransomware posts were categorized into these 9 different question types to under-
stand the overall interest of dark net members. The chart in Figure 5.3 shows the ratio dif-
ferences between the categories. The majority of the posts were concerned about getting or
buying ransomware. The least discussed topic was help on coding a ransomware.

The highest percentage was the acquisition category. This implies that more people are
getting interested in easily acquiring ransomware than developing themselves, at least in
English speaking forums.
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Count of Question Categories

® Acquisition

® Create

® Scam

® Code Help

® Discuss

® Author Partnership
@ Distrib Help

@ Distrib Partnership
® Decrypt Help

Figure 5.3: Chart of the question categories related to ransomware in the Hidden Answers forum

5.2.2 Ethical and Legal Inhibitions

Ransomware has successfully proved itself to be a good enough fraud for easy money.
However, some dark netters in the forums have expressed their concern on the malicious
exploitation from an ethical outlook. In a forum thread in which a member asks for tech-
nical help in coding a ransomware, the response received was labeled anonymous and it
says:

“ 1 doubt I can dissuade you from this kind of moneymaking scheme, but perhaps a less
harmful route is desirable? Mine litecoin or some easily mined cryptocurrency on infected
machines? Uses some CPU power but otherwise they might not even know, and at worst
costs them some power money.

The comment was inevitably downvoted. It does not come as a surprise, since it was
flagged as anonymous user, this implies that this is not a popular opinion among dark
netters. In fact, the top answer was a instructive help on the coding problem. The psychic
opportunity costs as mentioned by Probasco and Davis [48] is very high in the case of
ransomware, which may influence some dark netters to get involved in less damaging
fraud.

The psychic costs are not the only factor that concerns the dark netters, but also the prob-
ability of apprehension and conviction. In another discussion thread, a user expresses
eagerness to aquire ransomware. The response of user with a high level badge was as
follows:
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“My man, anything is possible. But don’t do anything dumb or illegal to get yourself in
trouble. It isn’t worth it.”

Dumb or illegal is a common expression that is used multiple times in the dark net forums.
An entire category that goes by the label OPSEC, short for Operational Security, focuses
on security and safety issues for dark netters to avoid any action that is dumb or illegal.
OPSEC is costly and the factors that determine its value is explained in more detail in
Section 5.5.2. Users of the forums usually exchange ideas on how to combat possible
legal convictions. The following answer in one of the threads gives insight on the extent
of OPSEC:

“So you want to make it extremely difficult for an adversary to decrypt your data? The
answer is not only simpler than one would think, but also preserves convenience. Start out
with a minimum of 5 1-64 GB flash drives.

Setup full disk encryption on all of them using VeraCrypt. Use one long password on drive
1 (at least 32 characters) and keep track of the order of them. After the first, start using
64+ digit keys and storing the password for the next drive in the current until you get to the
last one. You should create hidden volumes on each drive for plausible deniability. If court
ordered to give up a password, you can give the password to the non hidden volume and
your secret password placed in the hidden volume will never be found. For disk encryption
type, use 3 in the cascade in whatever order you see fit. Research this for yourself. The last
drive is where all your data will be. A good practice is to buy waterproof flash drives for
the access chain, and a hardware encrypted external SSD for the end device. This will add
a 4th layer of encryption on the end of the chain. To take it to the max, encrypt ascending
passwords with your PGP key. Hide the access chain, except for the first drive, in random
places (ifwaterproof, outside.) Memorize the first 32+ character key, this step is vital. If
you made it through this tutorial, congrats. Your OPSEC is on point ”

In summary, ethical and legal restrictions are an important factor that influence the decision
of a regular dark netter to take part in the value chain of ransomware-as-a-service. Some
individuals may take part in less damaging activities of fraud or tasks that require storing
or keeping of data or items that can be used against the individual in court.

5.2.3 Scam deals

The validity of ransomware sold on marketplaces was questioned throughout the research.
Popular marketplaces list the number of purchases of a specific item. On average, all
current ransomware-as-a-service items had purchases below 10. In addition, most of the
information included in the description are redundant and have no unique deals compared
to other items.

Items also lacked instructive feedback. The buyer’s username is obscured when viewing
feedback and a 5 star rating plus a comment is presented. In some cases, buyers are
open about their experience. Irrational feedback in some ransomware-as-a-service has
supported the assumption that these RaaS items are indeed a scam. In Figure 5.4, 5 star
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ratings are not detailed in the sense that users do not share their attempts to distribute the

ransomware. Those who are outspoken are the ones giving negative feedback.

Enter your comments here

Vendor very helpful sorry for taking forever to finalize.
Everything looks good but no Read.me. But claims
alternative guides otw although he asks which ones | want
but idn what's available and obviously only want any/all
guides on the ransomware. Please don't forget. Thanks!
Great seller is legit

Enter your comments here

Enter your comments here

Enter your comments here

no guide / no answer from the seller, disappointed...

Enter your comments here

vendor not communicating and item not supplied
do business elsewhere. not frustworthy. you WILL waste
your money here. take my advise and dont spend any

money on this seller.
Enter your comments here

| did not understand the information that you ask me and |
do not see what source code you speak, thank you

Enter your comments here

Figure 5.4: Product reviews of two different Ransomware-as-a-items

Vendor profiles in most dark net marketplaces include user reviews from all items sold by
the vendor. Although most of the letters in the username of the buyer are replaced with
asterisks, its easy to distinguish two feedbacks with the same username. When observing
the reviews of one particular vendor with a high rating (Figure 5.5), the majority of the
positive feedback came from one user with a username of d***%*s. A plausible explanation
is that the high rating the vendor gained, was from an agreement with a user to buy the
services and give 5-star ratings.

2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h
2d 23h

Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here
Enter your comments here

Figure 5.5: The reviews in a vendor profile with a high rating
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~ 1$0.0002
~ 1$0.0002
~ 1$0.0002
~ 1$0.0002
~ 1$0.0002
~ 1$0.0002
~ 1$0.0002
~ 1$0.0002
~ B0.0002
~ 1$0.0002

This assumption was further supported by a question posted on the OnionLand forum in
which a user questions the validity of the services offered by software dealers on market-
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places.

“Is there anyone or any vendor/market out there that isn’t a scam)? I mean, seriously!!!
I’m beginning to think this whole Darknet is just an urban legend!! It seems so overrated,
and to find someone genuine would be like something out of a movie!! Fuck, I'm even
beginning to think that TOR is just a waste of space in my hard drive!! I’m not asking
for direct links on here, but wrf!! Please give me something to go on, like a legit market
or something, gotta start somewhere!! I already know the whole prepaid card market is
a complete scam, but what about credit cards? Also, where are all the legit mag stripe
card & software dealers, bulk blank card vendors, (maybe half of this stuff I can get on
the Clearnet), dump data vendors and mentors that can collaborate with me and help me
learn the tricks of the trade so that I can become a productive vendor of the REAL Darknet
Society?? I don’t wanna become another shitbag scammer!! You may ask, "What’s in
it for me")? T’ll tell you...BTC, a loyal partner, and a tiny bit of authenticity in a place
that’s rampant with the fuckery!!! Now I know that there is no such thing as an escrow
site for a referral to guarantee that I pay whoever for info, but for whatever it’s worth, my
word is definitely guaranteed that if I do start to climb then those who helped/collaborated
will climb with me as well. So please, please help me help you and help provide more
authenticity to the Darknet!!! Any help would be much appreciated and will definitely be
repayed!!! ”

The moderator of the forum responded that the true dark net lies through invite-only
spaces. These spaces are either forums or IRC chats that do not allow easy access to
the general public. To join these spaces, you either need an invitation link from a member
within the circle or pay a fixed fee.

“ The "real" Darknet is nothing more than invite-only spaces and contacts that you aquire
through XMPP.

The public space is supposed to be filled with scams and stupid products, because you
don’t have to prove your worth to get into the public sphere.

The only way to experience the inner workings is to be able to convince others that you
should be allowed into invite-only spheres as mentioned.

If you’re not valuable in any way though, nobody is going to reach out to you.
That’s just how things work.

This verifies the fact that most of the RaaS items sold on the dark net cryptomarkets are
not genuine as marketed on cryptomarkets. The redundant descriptions and missing variant
label and features makes it even more obvious. Notwithstanding that most vendors selling
RaaS items are not specialized in ransomware. All of the highly rated vendors that do sell
Raa$, mostly sell other services such as carding. Their interest in ransomware emerged
lately, but they are not interested in a split deal of the ransom revenue with the buyer. The
only way these vendors are making money out of RaaS, is by scamming any ill-informed
user who is interested in ransomware.
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5.2.4 Invite-only Forums

There were attempts to enter these enclosed circles of dark netters. A forum that goes by
the name Hell (Figure 5.6) requested a payment of 0.01 BTC to register into the forum,
or get invited by a member of the forum (Figure 5.7). Once the payer posts for the first
time with informative input, the escrow is released back to its owner. A bitcoin address
for the escrow payments was included in the registration page. Upon inspection, we no-
tice a number of payments into and out of the wallet with similar value. However, the
value fluctuates, we notice deposits of 0.5 BTC that are returned, and then 0.3, and finally
0.01.

, Guest. Please 2/ or

Figure 5.6: An invite-only hacker forum

Privately sold ransomware was also published before when news erupted that the developer
of Philadelphia ransomware distributed the ransomware in private chats on Alphabay. The
chat was posted on the clearnet when a member compromised the machine of the buyer.
The entire chat is in Appendix B.

This adds to Holt et al’s [28] findings that highly skilled members are tightly close to
each other through invite-only IRC’s. With forums, new comers have a greater chance of
learning and reaching out to highly skilled members. Individuals with limited expertise can
eventually learn from their peers once they pay the entry fee despite its high cost.

To earn an invite, one must prove their skills by sharing previous projects. Sometimes
the forum board members suspend invitations due to technical difficulties, but continue to
be active on the forum. Members of the invite-only forums seem to work in groups and
sell their hacking services through marketplaces. This assumption has been backed by the
following answer to a post requesting an invitation to the Hell forum.

“ Unfortunately, an invite key is unlikely right now.

The forum is going through some changes.
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Join to HeLL Forum - Only 0.01 BTC

'Unique HelL ID

Provide deposit of 0.01 BTC to:
16BVuXihWYmFTfijxe GEL5uUEDgyf8aZGD

Your deposit will be refunded after your first post or contribution in forum.

Awaiting deposit Refresh

Stepl: Deposit entrance fee of 0.01 BTC o the address stated in the form.

Do not reload or close this page !

Step2: Give the system a moment to process your payment. This process should take a maximum of 60 seconds.
Step3: The "Awaiting Deposit” button will turn blue and the digits in the form will be automatically generated.

Stepd: After the payment is confirmed by our server, click "Enter to HeLL" and enjoy.

Figure 5.7: Entry fee for Hell hacker forum

We’re in discussions about how to handle exactly what you are asking for.

Its possible that a section may be created for open sales and such. We’ll have to wait and
see what the admins decide.

My suggestion is to go to a market, such as Real Deal. There are several good hackers,
including some members of the Hell Crew, doing services there. Ask around the forum
there.

Also, there are a couple of hackers that I know on Alphabay. Look up 'FliP’. They Ve been
around for years now, since the early days of the darknet. They have a good track record
for as long as he’s been around.

You can also post on the classified section of Genesis. There are blackhats for sale, and
some Hell Crew there as well. The address: *#%®#kkskoksk

Othenrvise, if you have a specific Hellion in mind, I will send them a message for you. I
will not give an invite, however.
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5.2.5 Ransomware-as-a-Service versus Carding Services

Spreading ransomware is a fraud activity. However, it is not the most popular fraud ac-
tivity, at least in English cryptomarkets and forums. The most popular item sold on cryp-
tomarkets are drugs and narcotics, on average 30% of the total items. Ransomware-as-a-
service is usually sold under the Digital Goods or Services category, but are not inumerable
compared to other digital goods and services. In fact, the most popular digital good or ser-
vice is carding, or credit card fraud. Figure 5.8 shows the number of items sold for every
category in Dream Market. These items are usually sold in packages i.e. several cards are
offered in an item. Other type of stolen accounts are even regarded as part of the carding
service such as Paypal or subscriptions to paid services.

Dream Market Item Listings

120474

330

Total Items Digital Goods Carding Ransomware

Figure 5.8: Count of items in the categories sold in Dream Market

The carding market was and still is at its highest in English-speaking marketplaces and
forums. Carding services are also sold in privately-hosted websites, and there is a long list
of hidden services as shown in Figure 5.9 Purchasing carding services has a low risk of
getting scammed. The reason behind this is a rule of thumb recommended by experienced
dark netters. Usually cards with a substantial amount of money such as 3000 US Dollars
are sold for 120 US Dollars. To guarantee whether this is not a scam, buyers ask the vendor
to deduct the price of the service from the total amount of money in the card instead of
buying it in cryptocurrency.

Unlike RaaS items, the reviews on carding services are considered authentic since they are
more expressive and are greater in number. In forums, users take the opportunity to share
their experiences with a particular vendor. For example, the following quote from a post
in a thread asking for authentic carding services:
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Commercial Services

CStore - The original CardedStore G - Electronics purchased with carded giftcards, Everything Brand new. Full escrow accepted
Apple Palace & low priced Apple Products!
Gold & Diamonds G Genuine Gold, Diamonds and Rhino Horn shipped from Germany and USA.

Foothall Money G - Fixed foothall games info.

PirateSec & - Provides legit hacking services.

EuroGuns & - Your #1 european arms dealer.

USfakelDs & - High quality USA Fake Drivers Licenses.

Fake Passports &7 - Fake Passports for your Real Privacy and Protection.
Samsungstore & Samsung tablets, smartphones, notebooks with escrow.

TorWarehouse & - Stolen & Carded Merchandise from around the darknet.
Kamagra for Bitcoin & - Same as Viagra but cheaper!
Apples4Bitcoin G - Cheap Apple products for Bitcoin.

Onion ldentity Services & - Selling Passports and ID-Cards for Bitcoins.
Apple World & - Carded iPhones, iPads, Machooks, iMacs and consoles shipping worldwide.
Amazon GC 4 Bitcoins & - Bring Your dreams to life with these amazing Amazon gift cards half of the price.

Mabile Store G7 - Factory unlocked iphones and other smartphones.
Cards 4 - Credit cards with high balance.
BMG - Black Market Guns & - Guns market to buy guns, full auto assault rifles, pistols, etc.

Figure 5.9: Domination of carding services on the list of privately-owned websites

“I bought a universal CC oft J-Connor on Dream Market. Put it in any ATM and withdraw
as much as you want using any 4 digit code. It still works now and I bought it over a year
ago. I think they do them for about $100”

Following this finding, a new question aroused, why is carding services more popular than
ransomware? As part of the researcher’s immersion in forum, this question was submitted
in one of the forums. The moderator responded with this answer:

“Creating ransomware is quite hard and tasking for most people, you don’t need to under-
stand programming to type numbers into a HTML form.”

This could eventually mean that ransomware is developed by highly skilled programmers,
but are unemployed or wish to have a freelance job. Countries with a high unemployment
rate in computer science positions offer the perfect environment for individuals to join
the underground economy of ransomware. As far as English-speaking countries are con-
cerned, ransomware is not that popular. From an interview excerpt with a previous carder,
American youths that are below the age of 21 get involved in carding services on the in-
ternet to publish fake IDs to acquire alcoholic drinks. Therefore, the interest in carding
services in English marketplaces and forums are much popular than that of their Russian
counterpart.
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5.3 Actor Profiling

Attacker profiling was based on the interpretation of dark net member feedback on cryp-
tomarkets, forum posts and most importantly the interviews. From this information, we
could extract investigative and non-investigative facts that are useful for actor profiling.
The factors listed in Section 2.1.1 were used as a framework for the following stakehold-
ers. Not all of the stakeholders mentioned in Table 2.1 (Exchanger and Rogue Hosting)
were profiled due to lack of information.

The sources used to create the profiles are listed in Table 5.3 and the deduced value chain
is shown in Figure 5.10.

Profile Retrieved From

Vulnerability Interview with administrators of TheRealDeal market, a market

Researchers that sells zero-day exploits. See Appendix A.1.

Malware Authors Interview with the developers of the Tox ransomware. See Sec-
tion 4.1.

Vendors Based on findings in observations

Malware Distributors  Based on findings in observations

Website Designers Interview with dark net developer. See Appendix A.3.

Money Mules Interview with a dark net money launderer. See Appendix A.2.

Table 5.3: Modelling of Individual actors in the cybercrime economy
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Vulnerability Researchers

Vulnerability researchers are members of the dark net who hunt for zero-day exploits.
These offer entry points for the ransomware to decrypt files on a device. These researchers
are technically sophisticated members with high expertise in hardware and software vul-
nerabilities, operating systems and software development skills. Information of the ser-
vices they offer on the dark web is not publicly available for all to see, but exchanged in
invite-only IRC servers. New cryptomarkets that sell zero-day vulnerabilities and offer a
variety of hacking services are being hosted on the Tor network. TheRealDeal marketplace
sold drugs along with digital goods to attract consumers to the marketplace, but the admin-
istrators promised that it will be removed when they have reached a substantial number of
users. Another marketplace called German Plaza followed their footsteps and supported
multiple languages including German and English.

Table 5.4: Vulnerability Researcher

Name: \ Vulnerability Researcher

ID: TA.A.01

Description: Searches for zero-day vulnerabilities and sells the information to others
who can write exploit code

Relationship: External Region of Operation: Worldwide
Motive: Discover zero-day vulnerability Intent: Deliberate, Malicious and Compet-
itive

Capability: Advanced coding knowledge and skills

Target Victim: Financial

Action: Penetration testing of commerical computer and mobile operating systems
and their updates

Targeted Asset: Private Key leaks, Undisclosed vulnerabilities

Objective: Maintain a high reputation within the marketplace, increase profits
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Malware Authors

Malware authors either work individually or in groups to develop ransomware varients.
They use information provided by vulnerability researchers to code efficient encryption
algorithms that are capable of locking an entire device in the shortest time possible. In the
Appendix, a private chat between a ransomware author and an interested buyer is leaked
and posted in a clearnet forum. The author attempts to sell a newer version of ransomware
with the intention of infecting 20,000 devices. In another case, the authors behind Petya
and Mischa ransomware tried to combat ransomware sales by leaking the private keys of
their ransomware rival, Chimera. From that, we could devise an attacker profile:

Table 5.5: Malware Authors

Name: Malware Author

ID: TA.A.02

Description: Develops the malware

Relationship: Internal Region of Operation: Worldwide

Motive: Create efficient easily spread ran- | Intent: Deliberate, Malicious and Compet-
somware itive

Capability: Advanced coding knowledge and skills

Target Victim: Financial

Action: Writes the source code for encryption algorithm and user interface for cus-
tomized ransomware

Targeted Asset: Key leaks for rivalries,

Objective: Develop ransomware that can spread to many computers as possible
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Vendor

Vendors can be authors, but some vendors have no knowledge on how to code and probably
sell a wide range of products that are not necessarily digital goods. Some vendors offer
technical support if there are bugs in the ransomware or the distributor is struggling to run
it. These vendors are represented in Table 5.6.

Table 5.6: Vendor Attacker Profile

Name: RaaS Vendor

ID: TA.V.01

Description: Sells ransomware in marketplaces. Sometimes the developer of the ran-
somware takes this role. On other occasions, these vendors can also sell a variety of
illegal products and services such as drugs, and carding services. Vendors either sell
it on a variety of marketplaces or have their own personal platform

Relationship: External Region of Operation: Worldwide

Motive: MarketPlace Reputation Intent: Deliberate a