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Problem Description

A privacy policy is a legal document intended to tell the user which personal information is

obtained, the later use of this and with whom this information is shared. There are many
personal data acts and legislations that are responsible to protect privacy, personal information
and integrity and ensure adequate quality of this personal information. Many countries /states
have these laws but the content is varying. The goal of this thesis is to answer whether the
common users are aware of the contents of the policy that is accepted and if it at all is read.
What are the known issues, and generally there are too long privacy policies issued by service
providers and the policies and the language makes the reading difficult for a common user. In
this thesis we have given different prospective of a common users and service providers that are
offering their services.

Assignment given on: 20" - January -2011
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Abstract

The main purpose of this thesis is to investigate how different age categories of users and the service
provider’s point of view about understandability, technicality, importance and awareness of privacy
policy. The emerging ambiguity in information security has raised many privacy and trust issues that
are context dependent. Therefore there are several uncertainties and risks seen today concerning the
privacy policy & subscriber trust. It is a responsibility of services providers before amending their
policy to notify their subscribers. Because if they do not take this initiative then it creates trust deficit

for their subscribers and this affects their business and goodwill.

In this work we have adopted the online survey questionnaire technique to perform a research based on
the user’s ideas and thoughts about the privacy policy and security issues. We have used the same
technique with different questions based on the organization’s own perspectives on the privacy policy.
This would highlight to what extent an organization thinks the policy fulfills the user’s confidence. We
have decided to target Norwegian service providers and people as participants for this survey, to better
understand the theme of research. It took about four months to collect the responses from the
organizations and from the participants. This report discusses the importance of privacy policy for a
common user / subscriber. Generally observed in this work is that, before accepting privacy policy, it is
hard to read these policies and understood by end-user, and taking this prospect ahead, many privacy

policies and regulations have a difficult context to understand.

This survey methodology was selected to ensure the originality of the user's state of mind, and it was
also vital for the service providers to show their responses and opinion on privacy policy. We have
noticed that a majority of the users are not interested in reading the contents of the privacy, and they
simply provide their sensitive information without ensuring the authenticity and regulations inside the
privacy policy. Furthermore, we observed that users think privacy policy just saves them from viruses
and threats, and there is a chance of phishing if it is not mentioned on the service provider website.
Most of the service providers have recently introduced the privacy protection seals for secure data

transmission on their website in order to build a strong subscriber's trust.

Finally, it is important to continue researching to get better tools and more mechanisms for a good

security policy, and to establish guidelines for better understanding as we learn more.

Keywords: Privacy; Personal information; Service providers; Subscriber’s; Policy, Issues; Survey
design; Legislation; Settings; Practices.
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Acronyms

APPEL - A P3P Preference Exchange Language. (P3P defined below)
AAA - Authentication, Authorization and Accounting.

BBB - Better Business Bureau.

COPPA — The Children’s Online Privacy Protection Act of 1999.
EPAL - Enterprise Privacy Authorization Language created by IBM.
FIP — Fair Information Practice Principles.

FTC — Federal Trade Commission .

GLBA — Gramm Leach Bliley Act.

HIPPA — Health Insurance Portability and Accountability Act.
IDS — Intrusion detection systems.

NCJA- National Criminal Justice Association.
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Chapter: 1 Introduction

Chapter 1

Introduction

This first chapter describes the overall situation of privacy and security policies and defines the
research objectives for the work. It outlines the development that has taken place in past decades,

making users more aware about the notion of privacy and privacy policy.

1.1. Background and Motivation

More than a century ago, Warren &Brandeis have defined privacy as” the right to let alone” and
their concern about privacy was quite prompted [1]. The emerging ambiguity in information
society has raised many privacy and trust issues that are context dependent. These issues will
pose many challenges for policy-makers and stakeholders because people's notion of privacy and
trust are different and shifting [2]. Policies are considered as a fundamental factor to provide
security and privacy in applications such as, file sharing, Web browsing, Web publishing,
networking, and mobile computing. Such applications demand highly accurate policies to ensure
that resources remain available to authorized access but not prone to compromise. The policies
of the past are not suited to deal with new challenges and we are probably entering into new era
that would require developing more effective policies. There are lots of uncertainties & risks
today concerning our privacy & trust. It is also seen that people are sometimes compelled in
circumstances to surrender their personal data to gain something [2]. Two non-expert groups of
policy authors are on the rise. First are the non-technical enterprise policy authors, typically
lawyers or business executives, who have the responsibility to write policies governing an
enterprise’s handling of personal information [4]. Second are end-users, such as that wish to set
up their own spam filters, share photographs, videos or important files with friends but wants to
protect them from unwanted access [5]. It is important to continue researching better
mechanisms for security & privacy policies authoring and to establishing good guidelines;
because to achieve the best security goals it's crucial to obtain high quality to ensure the intended

policy. This work shows the current role of privacy policy in policy management, but it is still
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immature in making security analysis and assessments [6]. Furthermore with this research, the
interest to make the organizations flexible with respect to privacy matters, consistent over the
design of policy language that could be enforceable. It may be fruitful for users if policy
decisions with a higher impact were presented in a different manner. In last this would be helpful
for the upcoming policy authors to understand the users’ concerns and experiences in terms of

privacy.

1.2. Problem definition

In privacy policies, what information is collected and how does the user experience this? A
privacy policy is a legal document that it intends to tell the user which personal information is
collected, the later use of it and with whom this important information is shared. The focus
within this work is of acquiring complementary knowledge from the literature and other
authentic sources of information. As the result, this thesis will mainly focus on elaborating the
state of the art technology and drive insides on the core topic. In this work we have outlined our

direction only on the following overarching aspects;

More concretely we want to look at;

v" How important of a privacy policy for a users to accept them.
v How the contents of privacy policies are read and understood by common users.
v From the common users" perspective the policies, do they have a language that makes

them difficult to read and understand.

And from the perspective of organization or service provider;

v" What role they play in framing the trust and confidence of their registered subscribers.
v In what way the policies presented by service provider addresses the users' concern.
v' How frequent a user requests for his/her personal details under the personal data

protection act, regulation or some legislation?

2
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Many developed countries have laws to protect privacy and have privacy & personal data acts &
regulations. Most websites that allow users to register as members have such a privacy policy.
These can often vary in content and how they are presented to the common users. So the scope is
that user aware of contents of the policy that is accepted. Known issues that policy contents are
often too long and the policies have a language that make them difficult and confusing to read

and understand.

1.3. Research objective

Following are the main research objectives for this research project;
e To review the current status of the privacy policy offered by different organizations.
e To study whether the privacy policy is a crucial phenomenon in security management.
e To identify whether the policy language creates ambiguity in terms of understanding

from the user's side.

e To trace the simplest method to prevent the conflicts for setting up the privacy policy.

1.4. Meetings with supervisor

The meetings with the supervisor are not generally planned, if require an urgent meeting the

email would be sent to the supervisor (torbjorn@idi.ntnu.no ). All meetings are mostly being
held inside the supervisor's office in IDI -NTNU. During the meetings the supervisor approves
and checks the status of the project and the report structure. Meetings were mostly setup for

feedback and guidelines. The supervisor helped a great deal with the report.


mailto:torbjorn@idi.ntnu.no
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1.5. Report outline

Below is a brief outline of the different chapters of the report.

> Chapter 2: Background Realities: This chapter describes the related / pre-study
conducted under this thesis. The chapter focuses on some general information regarding

the work.

> Chapter3: Privacy Legislations and Principles: In third chapter we would
underlying the complexity of privacy legislations and principles that forms that basis of
contents and structure in today's era. We will also describe different guidelines and set

regulations adopted by different regions, organizations and states.

> Chapter4: Research approach: This chapter states the research questions that we
seek to be answered in this study. It also describes the research methodology adopted for

this work.

> Chapter5: Evaluations, Results and Discussions: This important chapter
highlights the information gathered via adopting the above research methodology and

gives the analysis over the facts and information gathered.

> Chapter 6: Conclusion and Further work: The last chapter will finally give the
conclusion and observation that were concluded. Additionally there is an executive
summary about over all results especially the further work. It also discusses whether the
work with this project has provided sufficient results in order to answer the research
questions and achieve the research objectives. The chapter will propose the further work

on the topic along with validations and limitation on this research.
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Chapter 2

Background Realities

This chapter includes a literature review, privacy & trust concerns and other related aspects and
also a discussion of different studies done on this topic. This review is done to get a good basis
for specifying the ground of this area and creates a sense about the level of the users’ concerns

on privacy policy.

2.1  What is a privacy policy?

In today’s technological world, millions of individuals are subject to privacy threats. There are
many companies that are hired not only to be a watch-dog but also keep a check and observe
what you visit online. People set up accounts for facebook ,twitter, linkedIn and enter bank a
credit card information to various websites [14]. A privacy interim of policy is a document
which provides guidelines to users on the processing, storage and transmission of sensitive
information. The primary goal is to ensure that information is appropriately protected from
modification or disclosure [20]. A definition of security policy can be highly formal or informal.
Security policies are enforced by organizational policies or security mechanisms. A technical
implementation defines whether a computer system is secure or insecure. These formal policy
models can be categorized into the core security principles: confidentiality, integrity and
availability [19]. This simply reflects that a privacy policy is a higher level context of secure
behavior; it has no meaning to claim an entity is secure without actually knowing what secure
means [19].  “It is also foolish and senseless to make any significant efforts to address security
issue without tracing the effort to a security policy” [21].  If it is important to be secure, then
it’s compulsory to be confident that the privacy policy is enforced by procedures that are quite
reliable and strong enough. There are some systematic methodologies and risk calculation
strategies to assure completeness of security policies and assure that they are completely

enforced [21]. In a complex real time computer system, such as information & communication
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systems, policies can be easily be decomposed into sub-policies to facilitate the allocation of
security mechanisms [21]. The examples for this could be satellite systems or a media broadcast
efficient systems etc that easily facilitate the allocation of security mechanism for enforcing

detailed sub policies to properly guide a user.

2.2 What are privacy policy and security trust issues?

Privacy policies are meant to protect the privacy of the user: they need to reflect current
regulations and possibly promises made to the customers. “A privacy policy is a legal document
that discloses some or all of the ways a party gathers, uses, discloses and manages a customer's
data. The exact contents of a privacy policy will depend upon the applicable law and may need
to address the requirements of multiple countries or jurisdictions” [13]. While there is no exact
universal guidance or recommendations for the content or text of specific privacy policies, a
number of organizations provide example forms, templates or online consultant for this purpose
[13]. Privacy policies arise further issues in comparison to access control policies, as they
require a more sophisticated treatment of deny rules and conditions on context information;
moreover privacy policy languages have to take into account the notion of “purpose”, which is
essential to privacy legislation [89]. “A subset of privacy policies are enterprise privacy policies
which furthermore have to provide support to more restrictive enterprise-internal practices and
may need to handle customer preferences” [89]. This means that an enterprise level privacy
policies plays a vital role to increase the loyalty with the users. A good reason for supporting
enterprise privacy policies that it not only regulates access to data, but can impose some (i.e.
obligations like to delete a data set within two weeks or simply notify the customers of the

business firm) [89].

2.2.1 Is a policy context difficult with typical legal jargon?

Many researchers and experts of system security are asking the question; why do few people
read the privacy policies? [52]. One common fact is simply that policies are often written in a

hard and complicated language which a common user or subscriber cannot understand [52, 3].
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In privacy notice research conducted by [53] the research is conducted in 2001 and in that
research, 29 percent of the respondents expresses their feelings that policy contents are very
difficult to read and 45 percent of respondents said that it was difficult to understand them.
Another good reason subscribers have given for not understanding the policy is that they contain
a lot of legal and lawful jargon [53]. In the survey by Milne [54], about 53 percent of the
respondents agreed, or strongly agreed to, that privacy notices often use legal language which is
very hard to understand or is confusing for most people. Same as described in [55] those policies
use certain statement and distinct vocabularies which made them very hard to understand, even

for the experienced reader.

2.2.2 Policy context is too long to read and understand

An interesting reason why subscribers find policies hard to understand has been found to be its
length. As discussed in [53] 21 percent of the 29 percent which answered that they did not read
security policies because they are too hard to understand, gave policy length as the reason for
this. In the same study, 77 percent responded that they “prefer a short privacy policy because a
longer privacy policy makes it too confusing to understand how user personal information would
be collected and used”. Similarly, 68 percent of the respondents agreed when asked if they often

found privacy/security policies too long to be useful in the survey [54].

A recent study conducted by [56] found that the policies in general were very legally framed and
were too long to be expected to be read by most users and about 12 famous websites had policies
longer than 3000 words. Length of policies has also been measured in the times it takes to read it
and as we mentioned in [31] that it took about ten to twelve minutes to read the privacy
statements on the most popular websites. The evidence for lengthy privacy policies has also been
discussed in [55] which highlights that common users often would not read the statements and
they did not find any meaningful relation between the privacy policy and a common user or
subscriber. This concept is also claimed by [57] that there is no linear correlation between the

length of a policy and its complexity when designing privacy policies.
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2.2.3 Standardization of policy context

Lack of standardization of privacy policy contents is also a problem. Different websites use
different ways for structuring the information in their policies. Many service operators claim that
their security statement first explains what particular information they are collecting and then
how they will use those details [58]. Other service operators tells where on the website they
would collect personal information, and then explain what they will do to protect this
information [58]. Some service operators post on their website F.A.Q (Frequently Asked
Questions) format focusing on answering the most common questions that mostly asked by the
users regarding their privacy [58]. There is no particular standardization adopted across the
organizations / companies for comparison [55]. The ability to compare policies could be helpful
in many situations (e.g. where users have a chance to select a company /organization to fulfill its

requirements on privacy and security).

2.2.4 Accessibility of policy contents

Recent studies have found that there are accessibility issues with privacy policy [56] . A study
conducted in 2009, says that in forty five different social networking sites just fifteen sites
opened their privacy policies in a new window which could be blocked, interrupted or
inaccessible from the mobile devices [56]. It was also found issues where a JavaScript was a
requirement to access the policy in those sites the policy contents could not be saved, printed or
zoomed. It was also found that only 2 pages scored perfect on a mobility access test. Location
and format of the policy has also been found to be a critical issue [55]. In their problem
formulation, [58] the author claimed that the link to a privacy document is often difficult to spot,
often hidden at the bottom of the website in very small font. This claim is, however, not
supported in a more recent study by [7], where it was found that the privacy policies examined
generally had good accessibility, with a consistent location of the privacy policy at the bottom of
the homepage (around 86 percent of the privacy policies) . It was found that despite the
unglamorous location, the consistency provided the user with a location clue of where to find the

policy [7]. A survey conducted in 2001 found that 48 percent of the respondents agreed strongly
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that privacy notices were easy to find [54] and only 22 percent of the users disagree to the same
concept. The author of [7] did, however, find that some pages (about 8 percent) used a
formatting on the link, removing the typical link underlining, and other pages (about 27 percent)
used a reduced font on the policy link which could explain why some users had troubles locating

it.

2.2.5 Policy structure and presentation of policy context

Other major problems including the presentation and privacy policy structure and navigation in it
has also been taken into an account. As a monolithic structure, security policy navigation is
context independent, meaning that the policy always tells the same story in the same order [58].
For example, if a common user is looking for certain information in the policy, he/she still has to
look through a lot of irrelevant information to get the exact point. This could lead the user to
avoid the hurdle of finding the information they are interested in and to avoid the confusion or
hurdles of finding the relevant information they are searching [58]. As policies can vary in
length, how much information the user has to go through varies from policy- to-policy. Some
websites choose to separate their security statements into several html pages with a main policy
page with links to additional definitions [7]. Further it was found that while this practice may
make policies less intimidating to users, it has the potential to be obscure. This practice has great
potential for hiding facts from the subscribers. This indicates that just splitting the policy across
several pages might help common users and subscribers more easily trace what they are looking
for, but at the same time introducing a new problem of hiding important details. In a 2001
survey, only 3 percent of the users respond that they did not read the service provider security

policies because the print was too small or difficult to read and understand [53].

2.3 Other related issues

We have noticed and discussed in the previous section that the language used and the policies
accessibility together with various user expectations is the main reasons for why the users don’t

read the security policies. However, several other reasons have been found as well.
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2.3.1 Wasting time on reading the policy

Here we would like to mention that "Time is money"” said by Benjamin Franklin of USA in 1788
[88]. The issue with lack or waste of time can also be seen from an economical viewpoint,
where time serves as a potential cost, and the time it takes to read the privacy policy may be a
serious barrier [63]. It has been found that if the cost for reading privacy policies is too high,
people are unlikely to read policies [63]. The cost of reading them would outweigh the potential

benefit for reading the policies.

2.3.2 No difference among security policies

A very common prospective of a policy is that a common user or a common subscriber believe
they all are the same and the content resemble with every privacy policy, and there is no big
difference [7]. We have mentioned this before in other sections that in 2001, a survey was
conducted and in that survey 12 percent responded that they did not read privacy policy because
they felt they all say the same words, and 25 percent believe that they do not have time to view

because of the length of policy contents [53].

2.3.3 Users believe they don’t have choice

It is a strong belief that a common user does not actually have a choice, when it comes to their
personal information. Based on expectations, they believe there are no options available for
limiting or may be controlling an organization for using their personal information and other

personal details [62]. This important fact is also supported by [7].

2.3.4 Policy does not address the users’ concerns

Among other reasons for why users do not read the privacy policy it has been found that they do
not address the users’ concerns [59,60], that there exists a mismatch between what privacy
policy documents express and what a common user wants these documents to express [61] , and

that they lack clarity for users to find them useful [55].
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2.4  What is a personal information?

The definition of personal data is given as “any information concerning the personal or material
circumstances of an identified or identifiable person” [39]. Another definition says that “an
identifiable person is one who can be identified, directly or indirectly, in particular by reference
to an identification number or to one or more factors that are specific to his or her physical,

physiological, mental, economic or social identity” [42].

This definition implies that whether or not data is considered personal depends on whether or not
the person who the data concern is identified or identifiable. The data is considered non-
identifiable if the nature of the indirectly identifying data are such that identification of the
individual is only possible with the application of disproportional effort, or if assistance by a 3™
party or 3™ vendor outside the power and authority of the individual responsible is necessary
[46]. We have noticed that the concept of identification is rather ambiguous, and no clear
definition of when data is identifiable is provided yet. [47] defines the concept like “a raw data
are numbers, characters, images or other outputs from devices to convert physical quantities
into symbols, in a very broad sense”. This concept is clearly elaborated that such representations
or values do not make any sense without context. (E.g. a number 12345-6789-112 does not make
any sense or gives any particular information about a person, unless we know the name), when
personal details are put into context our understanding, then it can be easily traced and tracked
[38].

o How to process the personal data / identifications?

It is specially defined in Norwegian personal data act 2000 about the terms processing of
personal data as any use of personal data, such as collecting, storing, deleting, and disclosing or a
combination of these [41]. The law applies to all processing of digital personal data even if only

a part of the process is done digitally in Norway.

o What is Data Subject in process of personal data?

The data subject is the identified or identifiable individual whom the personal data is concerned.

Personal data can concern more than one data subject [38].

11
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o What is a Data Controller in process of personal data?

“The data controller is the natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purposes and means of the processing of

personal data” [46]. It is clearly explained and mentioned that processing means every form of
usage of personal data [41]. It must be kept in mind that the data controller can be one or more
persons, or an entire organization/institution. The data controller also determines which

technological facilities that will be used in the process [38].

o What is a Data Processor in process of personal data?

The data processor is a natural or legal person, public authority; agency or any other which
process personal data on behalf of the data controller [41, 42, 46] and that can be the same
organization or person as the data controller, or a different organization processing the data on
behalf of the data controller. The data controller is still responsible for actions done by the data

processor on the data controller’s behalf [38].

2.5 What are the main privacy concerns?

The privacy threats of which people are concerned include;

> Visit to the websites will be tracked secretly without informing the user [19].

> E-mail ID and other confidential & personal information will be stored and used for
marketing, publicity and other similar purpose without permission of the user [19].

> Personal information will be sold to third parties/vendors without getting permission
from user [19].

> The credit card details are often stolen [19].
The advances of internet & database technologies increase information privacy threats. Data

entered into forms or contained in existing databases, can be combined almost effortlessly with

banking transaction records, and records of a user's every click of a mouse on internet. Privacy

12



Chapter: 2 Background Realities

concerns increase further as data mining tools and services become more widely available [10].
There is a potential for fraudulent activities on the internet, as few regulatory standards exist
[16]. The security of banking card information for online purchase is also incorporated with the
privacy concerns. Amazon.com admitted that hackers undetected over four months have stolen
about 98,000 bank card numbers. Hackers from time to time publish a list of stolen card numbers
and related information over the internet [16]. The information without permission may lead to
a fraud, which has very serious consequences [10]. Although personal information may not be
used after collecting them, it must be noticed that keeping information is a liability for a website
when it meets some good consumers or some old users that take the safeguard of their privacy
seriously. The Internet based businesses should take good care of the privacy concerns because
the common consumer does not really care about going through every line of policy context.
Surveys show that people are more comfortable if they see privacy statement has been approved
by a third party, such as Trust-E [17, 18]. To boost the e-commerce environment, information
privacy concerns should be treated seriously as they are discouraging users from using the

internet in shopping and services [10].

2.5.1 The phenomena of trust

The phenomena of trust has been described as “the willingness of a party to be vulnerable to the
actions of another party based on the expectation that the other will perform a particular action
important to the trust or, irrespective of the ability to monitor or control that other party” [64].
Electronic commerce research has found trust to be strongly related to information disclosure
because trust is like a faith for a user and if it is lost, then user would not try to buy any item
from that particular organization and it will impact directly organization's business [65].
Several models have been proposed to measure a subscriber trust, where most of them emphasize
to have a strong vital role in forming a good trust with subscriber. Among all, individual
differences found to influence trust is gender [66] amount of internet experience [67] and cultural
background [68]. These individual differences are also likely to be influenced by “consumers’
awareness of Internet fraud and their past experiences regarding both the Internet and other
situations involving risk” [69] and their tendency to be risk averse or they may be risk seeking

[69].
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A fundamental aspect here is also the type of information requested. The risk associated with
sharing information online has been associated with the type of information required [69]. A
common user might share information even if the level of trust is very low and conversely if the
perceived level of risk is very high, they might sustain from sharing unless there is a high level
of trust. Therefore, the level of willingness to share information is not only depending on the
level of trust but also on the level on potential risk associated with the type of personal details
required [67]. There is enormous variability in the types of information requested by service
provider websites. While some websites only require basic information such as name or address,
others might request sensitive data such as social security number, passport number, and taxation
number. Online shopping has gained significance in recent years, requiring information such as
credit card numbers and bank accounts to complete transactions. In the study done by [69] it was
interestingly found that users were more willing to provide contact (e.g.: address, telephone
number, country code etc) than biographical information and, likewise biographical information

rather financial information.

2.5.2 Subscriber's trust on security policies

Just like other studies have discussed on users’ trust on privacy statements, a study conducted by
[69] also discovered that respondents were most willing to provide information with a strong
privacy statement. Based on the responses for providing personal information, it appeared that
many Internet users would be unwilling to provide personal information online, except when
offered a strong policy statement. In this context, the importance of the privacy / security policy
becomes apparent. It is the only way a website can communicate privacy issues with the users.
The article [69] concludes by showing strong concern for the low percentage of policy readers,
given the impact that such statements would purportedly have on consumer trust. It has however
been found that consumer trust relies on other aspects than the privacy policy. Studies have
found that users tend to not read the whole privacy policy because they gained trust to the
company through previous experience [75]. Almost half of the respondents in the study by [54]
agreed or strongly agreed; when asked if they did not read the privacy policy because of pervious

offline experience with a company and just 25 % disagreed. Similarly in the same study 45%
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agreed that they do not read the policy contents if it belongs to a well known organization or by a
well repudiated service provider. Other studies have found that previous experience is not the
only factor for having trust in a site, but also just the presence of a privacy policy. In a 2000
survey, about 66% responded that they got increased confidence in a site if a privacy policy was

present [76].

In other words, by just seeing a privacy policy posted some users may believe that the sites they
are visiting are safe in terms of privacy. They may also naively believe that “a security policy
exposes a website to potential legal action; a website will always adhere to its policy” [76].
These findings can be related to that some users believe policies are all the same, look like and
have same context and that just by seeing it posted could make them believe its content is similar
to other polices. It has also been found that just the quality and professionalism in the website
itself is enough to build a strong trust. If the website looks mature and well maintained it is more

effective in establishing trust than the existence of a privacy policy [76].

2.5.3 Traditionalist group versus non Traditionalist group

If we go deeper in privacy and security issues we would also find different user groups and
believers on privacy. Users are classified in to 3(¢hree) main categories; the traditionalist privacy
concerns group, the pragmatic user group, and the non-traditionalist group [63]. The first group
which is traditionalist privacy group is characterized as “extremely concerned” about their
privacy and any use of their personal data, information and generally they are unwilling to
provide their data to a service provider website [77]. It has been estimated that around 17% of
users belong into this category [78]. The users in this category are less likely to join any social
networking sites and events and are seen on as less valuable customers because of their
importance on privacy ; unwillingness to provide personal details and they “actively investigate
service provider website and they would complain if they feel dissatisfaction” [56].

Probably in this group users might be journalist, bloggers, parents and government officials who

all disproportionate influence over other comments / opinions [79] and they have also been found
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to be twice as frequent as the two other groups to report having been a victim of an invasion of

privacy on the Internet.

The second group and the majority of users are pragmatists, and also considered to be concerned
about their use of personal information, but less than the fundamentalists. As opposed to
fundamentalists, the concerns of the pragmatists are often significantly reduced by the presence
of privacy protection measures such as a security law or some authentic statement on service
operator's website [77]. It has also been found that pragmatic users claim to be concerned about
their privacy when asked, but tend to forget about the privacy when offered efficient and

attractive services [78].

The third and last groups of the subscriber /user are most likely to provide personal data and are
thus much less concerned about the security and privacy issue. It was however, found that they
under some situations value their personal data and express little concern about privacy [77].
One interesting finding about this and the pragmatist group is that providing them with more
assurance of privacy can actually make them less comfortable than simply ignoring privacy [56].
In other words, just mentioning privacy issues to non-fundamentalists might raise their privacy
concern. The author of [56] has described the term privacy salience in his article and it has been
shown that even promoting positive privacy practices might have a negative impact on users
initially not concerned about their privacy. Based on the findings, [56] proposed that a
successful website of service operator needs to show responsibility on the concerns of
traditionalist group while simultaneously minimizing the awareness of privacy for the non

traditionalist group.

2.5.4 Common user behaviour on privacy context

Most surveys have presented their findings that users do have concerns about their privacy, it has
also been found that their behavior rarely reflects those concerns and that they do not take steps
to actively protect their privacy online [70]. In a survey, it was found that only 16 percent of the

respondents had purchased tools to prevent privacy theft [71]. Further studies have indicated
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that users will express very strong concerns about privacy of their personal information, but be
less than vigilant about safeguarding it [72]. According to the survey of [71] , conducted in the
year 2001, approximately 24% of the users actually disclosed personal information that was not
required to complete a transaction [73] , violating their stated privacy concern. It was found that
even though most individuals stated that privacy was important to them, most participants did
not live up to their self-reported privacy preferences and as much as 35 to 40 percent of the
participants provided their home/contact address without any reason. A common user actually
disclosed so much information about themselves; that a relatively revealing profile could be
constructed on the basis of only one shopping and found it alarming that the user's behavior
stood in such sharp contrast to their self-reported attitude [73]. Users have also shown to be
willing to provide personal information in exchange of a small reward. This was found in a 2002
subscribers study by Jupiter Research U.S , where 82 percent responded that they would give
personal information to new shopping websites in exchange for a chance to win just $200 USD

in a sweepstakes (i.e. a risky venture that promises to give reward) [70, 74].

2.6 Other related work on privacy policy

There are many studies that highlight the difficulty in developing privacy-protecting and trust-
enhancing policies. It may even be difficult to write domain-specific policies, because even
within the same domain, differing circumstances may call for differing privacy protections [2].
The internet allows for the efficient, inexpensive collection of information without the user's
consents. It can track users in unique ways whether or not a users is aware of it. This may
include user's preferences, interest or even sensitive credit card information and bank account
details. The Federal Trade Commission (FTC) U.S Government conducted a survey in March
1999 and it discovered that 92.8 percent of websites were gathering at least one type of
identifying information's like (name, surname, father name, email address, telephone/cell
number, permanent address),while 56.8 percent were collecting at least one type of demographic
information (gender and preferences).The monetary value of this information explains why so
many websites are gathering this sort of information and what is their intension with that
sensitive information [12].  Highlighting again the report of FTC published in United States of

America (1998), the commission examined the practice of 7,400 commercial sites on the
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internet. Although 85 percent of the sites surveyed collected personal information from ordinary
consumers, only 14 percent provided any notice of the purpose of collection, and only 2 percent
provided notice by way of a comprehensive privacy policy [15]. The above results show that
personal information is being collected from websites, most of which do not have a good
comprehensive privacy policy [15]. It is a fact that Internet is an international network, and
largely unregulated. This also means that the laws of any single country do not usually apply to
Internet activities originating in order countries. Thus it is necessary to discuss how a privacy
policy and its protection could be achieved in a globally and in a consistent manner. The global
consistency on internet security and privacy protection is compulsory factor to boost the growth
of commerce. To protect a local subscriber or a common user (whether it is a buyer or a seller) in
a global consistent manner, a proper legislation, self-regulation, technological solution and

combination solutions are different means that have be implemented [10].

In [11] the author has also noted that "the notion of privacy is fraught with multiple meanings,
interpretations, and value judgements. Nearly every thread of analysis leads to other questions
and issues that also cry out for additional analysis; one might even regard the subject as fractal,
where each level of analysis requires another equally complex level of analysis to explore the

issues that the previous level raises".

On the other hand in the context of legislation the privacy advocates that the legislation and
regulation is needed to stop the internet data collection and authorization without any permission.
Other positive people and supporters for legislation suggested regulating the privacy concerns
and issues by law better; if and only if self regulation fails to address privacy issues & concerns
adequately. The people that votes against privacy legislation argued that compliance cost
(whether in terms of time or money) is a major concern. In fact the creation of legislation does
not necessarily generate higher compliance costs than a self regulatory regime. This also
indicates that legislation may not be enforceable unless it is properly organized [15]. The voice
of a local user about their privacy is rising day-by-day. Users worry about the security of
personal information and fear that it may misuse in future. They are concerned about how their

personal information may be treated now or in future after it has been collected [15].

18



Chapter: 2 Background Realities

2.7 Summing up

By analysing the related work done on the trust and privacy issue, it can be concluded that there
is a lack of awareness in designing and implementing the policy framework and setting up its
contents. A common user is not confident in protecting the personal integrity and ensuring
adequate quality for his personal information. The above work is not reflecting to tackle the

language difficulty and a proper way to present it.

19



Chapter: 3 Privacy Legislations and Privacy Principles

Chapter 3

Privacy Legislations and Privacy Principles

This chapter is highlighting the necessity to understand the complexity of the underlying
legislations and regulations that form the basis for the current content and structure of privacy
policies in today's era. We will see that different approaches to regulate privacy protection has
led to a global patchwork of privacy laws, regulations and enforcement mechanisms which
vary greatly from state to state, region to region , adding complexity to the privacy landscape.
Many of the laws and regulations enforced today do however have something in common
which is that they are based on privacy principles and guidelines developed over past 40 years.
We will therefore begin this chapter by looking at these principles and guidelines, before
turning our focus to historical regulations in some OECD member Countries, United States

(US) and European Union (EU).

3.1 The privacy principles and guidelines

The basis for privacy principles worldwide can be said to be the fair Information Practice
Principles (FIP) which was first formulate by the US. Department of Health, Education and
Welfare Services in the year 1973 [31]. These great principles can be seen on as a set of ideas
around data use and FIP itself does not carry the force of law, but provide a set of principles for
legislation and government oversight [31]. Despite advantages in the technology the last
decade, and the fact that they predate the internet, they still remain universal recognized to
bring any privacy standards onwards [32]. Some of the fundamental principles described
below are presented by the authors Schartum & Bygrave [38]. Here they state all the
principles are full abstraction that is supposed to be taken from all the legislation and laws on
data protection & identifications of different regions, States or Countries. These principles are
also guidelines for the Data Inspectorate in Norway (Datatilsynet i Norge). Since the privacy

interests affect the passing of new laws, the principles that can be derived from the legislation
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correspond to the interest in many cases. These principles will, in many cases, correspond to
the principles presented by OECD guidelines, the article 6 of EUDPD Data law (1995), and US
COPPA 1998 [39]. In the following sections we would highlight some basic privacy principles
that are supported by the FIP.

3.1.1 Fairness and lawfulness

This principle implies that personal information should be handled fairly and lawfully. Behind
this important principle is a requirement that the data controller should respect and take into
consideration the data subject’s interests and reasonable expectations [38]. The data subject
should not be forced to submit personal information or to accept that this information is used to
other specific purposes. The data subject should be informed of the purpose of the collection of
the data, and the processing of the data should be understandable [38].

3.1.2 Limitations on collection

The basic purpose of this principle is to limit the amount of data collected to what is necessary
to carry out further processing of the data which corresponds with OECD’s collection
limitation principle. In [38] the authors mention that there is not enough reason that the
information is useful, the information must be necessary. The further processing of data should
correspond with the purpose of which the data was collected for [38]. When the data is not
longer necessary to fulfill the purpose they should be deleted or made anonymous [38]. This
principle does also propose that individuals should be able to be anonymous in transactions

with other service provider.

3.1.3 Purpose binding

This principle means that personal information should be handled to a stated, legitimate
purpose and should be handled to this purpose only. The purpose should be stated in a
reasonable accurate way not later than at the time the information is collected, which complies

with the purpose specification principle and the use limitation principle of OECD [38].
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3.1.4 Quality of the information

This principle is concerning the quality of the information. The information should be correct
compared to what the information is supposed to represent [38]. The information should also
be relevant, adequate and complete based on the purpose of which the information is to be

used, and to be up to date, which correspond with the data quality principle of OECD [38].

3.1.5 The co-determination

This principle implies that the data subject should to a certain degree be able to participate and
influence other's processing of information concerning it [38]. Persons can decide themselves
if personal information about them is to be collected by others and for what purpose, unless the
collection is done by the legal authority. This implies that persons can oppose to some types of
processing of personal data, such as personal marketing [38]. At last, this principle implies
that persons can demand that information concerning them should be deleted or corrected if the

information is incorrect, incomplete or illegal to register [38].

3.1.6 Security safeguards

The confidentiality and integrity of personal data should be protected by reasonable security

safeguards [38]. Confidentiality here means protection of personal data from unauthorized
access or disclosure, and protection of integrity means protection against unauthorized
destruction, use and modification of personal data [38]. This principle encourages actions like
use of firewalls, IDS (intrusion detection systems) etc. This principle complies with the

security safeguard principle of OECD [38].

3.1.7 Sensitivity of data

Certain types of personal information are more sensitive for the data subject than other
personal information. This is mostly information concerning the data subject’s health,
sexuality, race or ethnical background, political, religious or philosophical opinions, or

memberships in certain type of organizations (e.g. Trade agreements, unions, joint business
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strategies etc). Processing of such information should be placed under stricter regulations than

what apply to ordinary personal information [38].

3.2 OECD Guidelines on protection of privacy & Trans-border flow of personal
data [2010]

These guidelines are to guide the members of OECD on their national work with the protection
of privacy. There are several other organizations that have extended the principles of security
and privacy policy from the Organization for Economic Cooperation and Development's
(OECD) [33]. A proper set of guidelines was drafted on the protection of privacy along with
the trans-border flow of personal data [34]. The OECD is a pure international economic
organization providing a setting where the governments compare their policy experiences, and
seeks to answer the problem of identification along with a proper check system of monitoring
the international regulations [35]. OECD currently has 31 member countries including
Canada, United States, Australia, Brazil, Norway and other European Countries. During the
early 1980's, privacy laws to protect personal data were starting to emerge throughout Europe
as development of automatic data processing enabled easy data transmission across national
border [36]. As these laws differed from country to country, they could potentially hamper the
free flow of personal identification data across frontier and OECD recognized that there was a
need of developing guidelines which could harmonize national privacy legislation without
restricting trans-border flows [35]. OECD therefore drafted a set of regulations, commonly
known as the Fair Information Practice Principles (FIPP). Totally there are 8 (eight) principles
set by the OECD Board (see in appendix A);

The main goals of these principles have been summarized as followings by the (NCJA)

National Criminal Justice Association [32];

» Limiting the purpose of collecting and use of personal information;

= Ensuring data accuracy;

= Establishing security safeguards;

= Being open about the practices and policies regarding personal data;

= Allowing individuals access to their personal data and the ability to have it corrected;

= [dentifying person accountable for adhering to these principles;
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These guidelines were not forced and not binding for the member countries [37] and the OECD
can only recommend that the member countries took these into account in their existing

policies and legislation [35].

3.3 The Norwegian personal data act (POL) [2000]

This law was passed on the 14™ of April 2000 and came into force on the 1* of January 2001
[41]. This law contains a general view of the processing of personal information and it is
based on the EU directives. The Norwegian Personal data Act is also referred as POL Act of
Norway. The purpose of this law is to “protect the individuals against invasion of privacy by
the processing of personal information” [38, 41]. It regulates all electronic processing of
personal information, with no concern about how the information is stored or what kind of
operations are performed on the information. This means that the law regulates the processing
from the day the information is collected to the day the information is deleted [41]. The law
applies to all organizations which are established in Norway, even if the processing itself is not
carried out in Norway. The law does also apply to organizations established outside Norway
that process personal information with the help of some remedy placed in Norway [41]. The
law does also apply to organizations established outside Norway that process personal
information with the help of some remedy placed in Norway [41]. According to POL, the data
controller must have a legal basis for handling the information before the processing can start.
This means that the data controller must either hold consent from the data subject, or the
processing must be founded on some law, or the processing must be ‘necessary’ to fulfill some
purposes that are stated by the law. The consent from the data subject should be voluntary,
explicit and informed. In other words, the data subject should not be forced or fooled to give up
information concerning him or her [41]. The data subject can only be forced to give up
information if there is a legal basis for doing so, such as the police can force a person to state
his or her name and the whereabouts in the investigation of a criminal act.

According to clause 30 of POL, if the consent from the data subject doesn’t exist, or the
process is not founded on some law, the information can still be processed if it is necessary to

fulfill some purposes stated by the law, such as ‘to fulfill an agreement with the data subject’
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[41]. According to POL, anyone can demand information about how personal information is
handled by the data controller. In such cases, the data controller must reveal what kind of
information is processed, where the information is collected, who is in charge of the daily
processing and if the information is forwarded to a third party. This is a right everyone has,
whether or not the organization in question processes information about that person [38].
According to POL clausel8, anyone can demand information about how personal information
is handled by the data controller. In such cases, the data controller must reveal what kind of
information is processed, where the information is collected, who is in charge of the daily
processing and if the information is forwarded to a third party [41]. The POL clause 28 also
contains a prohibition against unnecessary storage of personal information. This is to avoid that

organizations store personal information longer than necessary.

An organization is normally allowed to store the personal information for as long as the
organization has a customer relationship to the data subject [41]. According to POL clause 26,
there must be established a reservation register to restrict direct marketing against individuals.
All organizations, which make use of direct personal marketing, are bound to use this register
before sending out direct advertisement the first time and POL Clause 27 thereafter compare
their lists against the reservation register at least four times per year, in order to avoid sending
advertisement to individuals who are guarded against it [41]. All organizations and
individuals that are going to process personal information have an obligation to notify the
Norwegian Data Inspectorate at least 30 days before the processing starts [41]. If the
organization is handling sensitive information, then it must apply for a license and receive the

data inspectorate’s consent before the processing can start [41].

3.4 Privacy practicing of personal data

According to the POL 2000 personal data cannot be used for other purposes than the purpose
stated when the data was collected without the approval of the data subject or the processing is
done due to legislation, which means that any organization that operates its business activity or
simply does the online activity for enforcing the privacy policy must somehow manage to

associate system activities on personal data to purposes, or in similar ways be able to interpret
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the purpose of the processing [41]. In some cases the data subject has agreed to that the data
processor can use the personal data for other purposes than what the data was collected for.
Any application for enforcing privacy policies must therefore be able to handle policies that
may vary from data subject to data subject. And therefore the identification of the data subject
is an important feature in such application [41]. The POL 2000 requires that the
confidentiality and integrity of personal data are protected. An application for enforcement of
privacy policies is a type of an access control system and will therefore, at least partially,
contribute to the protection of the confidentiality and integrity of the personal data [41]. POL
2000 limits the period an organization can store personal information about their customers,
but the Norwegian data inspectorate (Datatilsynet i Norge) may instruct the organization to

take further actions to preserve the privacy of their customers.

3.5 EU data protection directive (EUDPD) [1995]

The EU directive on the protection of individuals with regard to the processing of personal data
and on the free movement of such important data was agreed upon on the 24™ of October, 1995
by the European Parliament in Brussels and the EU’s Council of Ministers [42]. The directive
instructs the members of EU to pass legislation which corresponds to the rules in the directive.
According to article 4 of the EUDPD directive, the member countries are not allowed to pass
legislation that suggests a poorer protection of privacy than what the EU directive proposes.
The purpose of the directive is to harmonize the legislation of the member countries which in
turn will encourage trans-border flow of personal data between member countries.

The author in [38] explains clearly that that the reason for this wish is, among other factors, the
desire for the internal EU market to function as good as possible. The directive introduces a
minimum standard of protection of privacy which the member countries cannot deviate from.
But the directive allows the countries to do small changes. Although the member countries
cannot pass laws that suggest a poorer protection of privacy, the directive does not suggest any
limit for how strict this legislation might be in each country. The member countries can pass
laws that suggest a better protection of privacy [38]. The directive is covering both
governmental and private sectors, but the directive does not cover processing which concerns

the security of a state or country, including the countries’ economical interests when
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processing is associated with questions regarding the safety of the country [42]. This means
that a country can pass legislation which provides no protection of privacy as long as the
processing of the personal information is concerning the safety of the country. The directive
also demands that every member country establishes a regulatory agency which governs the
use of personal data and makes sure the legislation is followed by (article 28" of EUDPD) and
every member country is to introduce an arrangement of obligation to submit reports for every

organization which whishes to handle personal data [42].

3.6. EU Convention for protection identification with regards of automatic data

processing [1981]

This convention was approved on the 28w of January 1981 by the European council w.e.f Olst
October of 1985. Norway ratified the convention on 20w of February 1984 [38]. By ratifying
we mean that a state or country commits to incorporate the principles of the convention. The
convention establishes some minimum norms for automatic processing of personal data.
Beyond that the convention does not describe any rights that individuals can employ, or
demand for establishing a data inspectorate. The convention has two purposes, first to improve
the protection of privacy, and second to encourage international business [38]. The reason for
the last purpose is that countries like Norway had laws that restricted trans-border flows of
personal data. The principal rule of this convention is that any country that has ratified the
convention “shall not, for the sole purpose of the protection of personal data, prohibit or
subject to special authorization trans-border flows of personal data going to the territory of
another party” [41]. A restriction like this is allowed if the information is directly protected
by the country of origin and the host country cannot offer the equivalent protection. The
convention is political binding for the members of the European Council and therefore the

convention makes up an important basis for preparations of national laws [38].

3.7 United States privacy act of [1974]

The legislation bodies in Unites States of America have taken action to assure the public that

the private information provided to the various websites hosted in the United States will be
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lawfully collected, stored, processed and communicated. Although, it should be kept in mind
that the privacy /security policies is treated slightly different in the U.S compared to the EU
and other Countries, but the guiding principles behind the existing legislation in US are the
same as of EU and OCED member Countries. The guiding on privacy principles behind the
data privacy legislation in the EU and US are glanced [44]. Based upon these set of
regulations a series of Acts in the US have become the guiding legislations in the area of
private data protection. As we have already mentioned, although the guiding principles are the
same, there is a difference in the way privacy is treated in Europe and the United States. In
United States data and thus private data, are treated as an asset and as such, they are subject to
a variety of property protection legislations. In order to ensure legal compliance for
organizations hosted on both sides of the Atlantic, the EU and the US have proceeded in the
enactment of the U.S - E.U Safe Harbor statute [45]. As a result of this statue, companies and
organizations collecting users’ private information are asked to create and host privacy policies
on their web pages in order to comply with the safe harbor statue [45] (refer also section 3.8.4).

Following are the basic principles over which the foundation of US privacy act of [1974] is

based;

L. Minimalism. This refers to the amount of information and the time it needs to be
collected, processed and stored. According to this principle, only the absolutely necessary
information should be collected and processed while the time it needs to be stored should be

reduced to the absolute minimum necessary to complete the specific activity [44].

II. A Minimal Disclosure: This restricts as much as possible the disclosure of personal

information details to 3™ party or vender [44].

I1I. Information Accuracy & Quality. This entails that the information collected for any

particular reason should be as complete, accurate and relevant as possible [44].

IV. Purpose & Specification of Data. The Collection and processing of private information

should always take place for obvious, specific and lawful purposes clearly stated [44].
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V. Lawful- Processing. Any collection and processing of private information should be

undertaken with respect to the subject’s privacy, autonomy and integrity [44].

VL Sensitivity. The collection, processing and communication of private data, should be
subjected to protection measures, which are in direct relation to the level of sensitivity these

data pose for the data subject [44].

VIL Information Subject- Control. Any processing of a subject’s private details should be

constantly under his control [44].

VIIL The Consent. Before any personal data can be collected, the subject has to provide his

explicit approval [44].

IX. Information- Security. Private data should be collected and processed in ways which

can be reasonably considered secure according to up to date standards [44].

3.8 Other legislations and sector specific laws for Privacy

There are some additional specific privacy laws and regulations which will not be described in
more detail, because those are especially dedicated to some particular organizations/

institutions.

3.8.1 The health data filing system act

The purpose of this act is to contribute towards providing public health services and the public
health administration with information and knowledge without violating the right to privacy

[40].

3.8.2 The U.S Federal Trade Commission and self regulation

The principle of self regulation has been strongly fronted by the FTC, United States and the

White House which has stated belief in that self regulation is enough and no new laws are
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needed more on this matter [47]. The FTC is an independent agency of U.S government with
a mission of promoting the consumer’s rights and protection within United States [48]. The
FTC pursues vigorous effective law and policy enforcement and research tools through
hearings, seminars and conferences and shares its experiences with federal and state level
legislature in United Sates and other government institutions [48]. Federal Trade Commission
of U.S has its own guidelines on fair information travel and retrieval which consists of five

main principles that are adopted from the OECD principles [31]. They are as follows;

o Awareness / Notification (a statement of how the personal identifications can be collect
and its usage).

o Choice / Consent (a choice regarding the usage of the personal data from users).

o Access and Participation (levels of participation by users to their personal information
so that it can be review, update or amend).

0 Security and Integrity (An integrity to protect against unauthorized access, destruction
or disclosure of the personal data).

o Enforcement (to ensure compliance).

While the Federal Trade Commission supports industry self regulation, they also recommend
legislation in certain areas such as children’s privacy as a result of concerns regarding privacy
on the internet [49]. They also initiated a series of reports to determine how well and
efficiently industry self regulations work, and according to their own metrics it appeared that
the self regulation model was successful [31]. Other studies however, had been more critical
to the self regulatory approach, and particularly a study by [47] which found evidence that
pointed to a sustained failure of business to provide reasonable privacy protection under the
self regulatory model. It was further claimed that self regulation has helped malicious and
spyware develop and flourish and that emerging technologies represent serious threats and
problem to privacy and are not addressed by self regulation [47]. The study concludes with
the statement that FTC could be better capable of protect privacy and security than what the
US industry can with self regulation. But still FTC has remained with the self regulatory
approach and instead of usual legislation they have expressed great hope in enhancing

technologies [31].
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3.8.3 The U.S children’s online privacy protection act (COPPA) of [1999]

The children’s online privacy protection act of 1999 is another protection act. This law applies
to website owners and service provider for commercial and advertisement purpose that are
directed to children under the age of 13 or have actually acknowledge that US children under
age 13 are providing information online [49].

The COPPA is an American law, but the FTC has made it clear that it also applies to foreign
operated websites if such websites are directed to US children in the United States or

knowingly collect information from children [50].

3.8.4 The EU and U.S safe harbor privacy framework of [2000]

For the efficient and transparent export of information with U.S the EU directives has allowed
American companies to exchange information with European business [32]. For that matter
the United States Department of Commerce developed International safe harbor privacy
principles [32]. The safe harbor is indeed an important way for U.S organizations and
companies to avoid experiencing interruptions in their business operations and dealings inside
EU or facing any prosecution by European authorities under the European privacy laws and a
certification to safe harbor assures that EU agencies and organizations know that the certified
and authorized American operators provides a proper privacy protections for the common users

and subscribes as defined by EU legislation [51].

3.9 Comparison of privacy acts with common instruments

In Table 3.9, we have identified some common instruments on privacy and compared them
with some privacy acts of major stakeholder countries. With the help of these instruments of
privacy policy we can compared legislation on privacy policy phenomena that are currently
enforced by different States / Countries. By reviewing the above mentioned privacy protection
laws, we suggested these ten instruments vital in differentiate and designing an effective

legislation on privacy policy .These instruments would help us to signify what factors are
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lacking in these different laws or acts. For this we have selected the well known privacy

protection laws.
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Table.3.9 : Analysis of different Privacy Laws of different countries.

The first instrument of privacy policy is automation for processing personal information and
this instrument is adopted by all the different countries’ privacy legislation, except the Canada
personal information protection & electronic documents act of 2009. The second instrument of
privacy policy is concomitant of sharing personal information, and this instrument is adopted

by all famous privacy policy laws and act, except New Zealands™ data privacy act of 1993 that
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means that this law does not give much priority to this important instrument. Next instrument
of privacy policy is covering Public and Private Sectors. There is a lack of this instrument in
the New Zealand data privacy act of 1993.But generally this instrument is being adopted by all
the other countries. This shows that the New Zealand data privacy act of 1993 does not govern
on the private sector business or industries, when a privacy issue is being discussed.

An extensive set of procedures on data privacy regimes is one of important instrument in
design the effective privacy policy, but this is not covered by the Norwegian personal data act
of 2000. This instrument checks how well procedure is followed on data privacy regimes.
There is a lack of this instrument in the Norwegian privacy protection.

Another instrument is restriction on trans-border flow of personal information. This
instrument is considered as a strong base for designing the standard and an effective privacy
policy. As we can see in the analysis table this instrument is found in all the privacy protection
laws and acts of different countries. This instrument allows a particular restriction on trans-
border movement of personal information, this instrument safeguards the identity of one
country user when there is a request of sharing the details of the user. Channeling privacy
complains to another Law agencies/bodies is another useful instrument considered in policy
legislation. In the policy guidelines for protection of personal data for OECD, we can see that
this instrument is not present. OCED is the organization of many Countries that they follow
their own legislation and constitutions; whatever the issue may arise about the data protection
each country will be responsible to deal with their own local law enforcement bodies. A
country cannot interfere another country's enforcement bodies on handling the privacy and
data protection problem. An interesting analysis we have noticed in the above table that all the
privacy laws are agreed on the instrument of stringent procedures over sensitivity of data and
on the other hand over the extensive use of “Opt-in” for validating by data subject, United
States of America privacy act of 1974 and OECD privacy principles of 2000 are unable to give
much priority of this instrument. It should be noted that the extensive use of opt-in the process
of validating data varies between countries, because every country have different mechanisms
for validating the personal information. We have also noted that over the instrument of
ensuring the data accuracy through proper mechanism, all the privacy acts have a strong
consensus. All the data protection acts in major countries are agreed on the data accuracy

through a proper channel. In the end, we analyzed that on notifying the reasons of collecting

33



Chapter: 3 Privacy Legislations and Privacy Principles

personal information, the Australian data privacy act of 2008 is unable to notify that why they
are collecting the sensitive data from user or a subscriber, but the rest of all privacy laws are

agreeing on this main instrument.
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Chapter 4

Research Approach

This chapter starts by defining the research questions, then it describes which appropriate
research approach & methodology is adopted to get reliable results and achieving the primary
objectives of the study. In order to get a solid background on what the users think about the
privacy policy a survey has been conducted. The survey and its implications are described in

this chapter.

4.1 Research Questions

The privacy policies of past decades do not seem to be adequate to deal with new challenges.
Previously we have tried to make a strong foundation to build a consensus about the issue of
privacy policy, for this reason, we have done a mandatory specialization project course
TDT4520 autumn 2010, and in that project we have conducted a small scale survey based on a
paper based questionnaire to investigate this issue [90]. In that paper based survey we have
asked about 10 persons about the response of accepting a privacy policy before registering on a
new site. We have gathered impressive, but a small level response from the students,
researchers, faculty members of NTNU and makes valid idea to go for large scale online survey
in order to collect an original mind set of users [90]. We have split the research questions in two

groups;
From the common user's / subscriber's perspective;

RQ#1. How important is the phenomenon of privacy policy for a common user to accept it?
RQ#2. Are the contents fully read and understood by the users before accepting the policy?

RQ#3. From users perspective do the policies that are accepted have a difficult language and

format?
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From the organization / service provider's perspective;
RQ#4. What is the current level of enforced privacy policy in different organization?

RQ#5. How well is a privacy policy integrated in different service provider / organizations?

RQ#6. When a policy is presented, what role it can play in framing trust of a common user?

4.2 Methodology

The basic methodology used in this work is;

Exploratory Research:

An exploratory research is selected as a methodology for obtaining qualitative primary data. It
will be used as its name reflects (i.e. exploring a problem for which a hypothesis will or might
be created and tested). It provides data for an initial step of research that would be helpful in
testing concepts & ideas before they can be implemented or put into the marketplace [22]. An
exploratory research methodology allows researchers to discover the general nature of a
problem by being flexible and allowing changes or enhancements to the survey methodology as

the study progresses. An exploratory research provides two main approaches;

1. It can be informal as is the case of discussion with main stakeholders.
2. It can be applied from a more formal approach such as in-depth interviews, case studies, pilot

studies, survey, questionnaires etc.

For the purpose of this thesis work, it is decided to adopt an exploratory research methodology,
from a formal approach, through the survey as a qualitative designed technique. Surveys are
found as the most suitable way of obtaining data from specific stakeholders. This methodology
will answer 'who, what, when, where' issues of the problem and it is relatively inexpensive in

nature.
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4.3 Survey research

As we have mentioned in previous section that in order to get a solid background on what
common users think about the privacy policies, a small scale survey was conducted in autumn
2010 as a specialization project at NTNU [90]. The survey was based on paper format
questionnaire has served as a ground to conduct a more comprehensive research in this area
[90]. In general, surveys have for a long time been viewed as important tools for obtaining
information about people's thoughts on a particular subject or topic. A survey indeed, tends to
be inexpensive and easily carried out, although they are subject to bias, sometimes depends
upon the questions and the way they are presented them to the audience. For conducting an
effective survey a researcher wants a good response from the participants and it also helps to

save other resources (e.g. finance, manpower, transportation etc).

4.3.1 What actually is a survey research?

Survey research is one of the best approaches for collecting information to gain insight into
people or problems under study. A survey is a data-gathering and analysis approach in which
respondents answer questions or respond to statements that were developed in advance. Using
surveys is one way to conduct research. But before a researcher decides to invest the time and
resources in the survey approach, it should be considered whether a survey is the best way to
find out what that researchers want to know [27]. A survey, when conducted properly, allows
generalizing more about the beliefs and opinions of many people by studying a subset of them.

However, a survey can only be used for generalization when the survey process follows some
strict procedures. Survey-based research can be used to characterize the knowledge, attitudes,
and behavior of a large group of people through the study of a subset of them [27]. For this
solid reason, surveys are used extensively by software systems and systems engineering
organizations to provide insight into complex issues, assist with problem-solving, and support
effective decision making. The concept is more clearly explained in figure 4.3.1 where, there is

a triangular relationship describing a general survey structure [27].
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Figure 4.3.1:  The figure shown above is describing a general survey structure. It shows a relation between
interview data gathered and the efforts put-up by the researcher to conduct a survey to extract the truth from it.
This is a triangular relation between the a research, interviews and survey, when all these factor are combined

together is a systematic way, then a desired results can be obtained [27] .

4.3.2 Elaboration

There is no data available telling what a common user thinks about the privacy issues and
security policies that relates to these issues. In order to find out what a user thinks about these
issues and what exactly they want and how important this phenomena of accepting the privacy
policies. It was decided for this research to perform the survey as a qualitative examination
instead of a quantitative one to get open answers from users. This is more explained in figure

432
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Figure 4.3.2: This diagram is describing a solid relation from deriving the core issue towards achieving the

objectives and providing a broad scope of designing the questions to reach the goal of a research [27].
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4.3.3 Generality in survey & Target audience

It is possible to conduct a qualitative study in a number of ways. One of these is in the form of
questionnaires. Selecting a target audience is always based on the perspective of a research and
interest to obtain the results. That is, for the research objectives we have to identify, who can
best provide the information we need? Therefore, the target audience we select depends on the
problem we are trying to understand and who can provide that information to us. The target

audience in this project is;

Professionals / Administrative / Technical staff.
Intermediate / Students level.

Academia / Researcher / Scientific level.
Business/ Commercial/ Trade level.

Media / Communications / Marketing level.
Medicine / Healthcare level.

Common subscriber / Users.

1. ldentify the research ) : .
objectives 3. Design sampling 5. Pilot tast

plan questionnaira

7. Analyze results

2. |dentify & charactanza .
. 6. Distributa and write report

target audiance 4. Dasign & writs

quastionnaire R

Figure4.3.3: The figure mentioned above is determining the structure of how to conduct a general survey to
collect the desired results. In this specialization research the pilot test questionnaire technique has not conducted
because it a useful and indeed a time consuming technique to setup the group of audience. Pilot testing gives an
opportunity to make revisions to instruments and data collection procedures to ensure that appropriate data

collection weould work [27].

It is important to be very explicit about who the intended respondents for our survey are. This
assumption has a dramatic influence on the design of the survey instrument and the distribution

method for the survey. Once we have identified the target audience for the survey, conduct an

39



Chapter: 4 Research Approach

audience analysis to characterize the intended respondents. An audience analysis is conducted
for a number of reasons. Understanding the audience will help us in developing questionnaire

items that can be interpreted by the respondents.

4.3.4 Measurement and data gathering approach

The information derived from the audience analysis is indispensable when specially we are
designing and writing the questionnaire instrument, because it will help us to understand the
precautions we must take to formulate the questions in a way that the respondent understands.
Then comes the task of pulling the information together to make observations, conduct
analyses, make interpretations, and draw conclusions. The first task is to compile the
questionnaire data and transform it into meaningful representations that can be interpreted and
analyzed. As a result of the analysis, observations are made, leading the researchers to form
interpretations and draw conclusions [27]. The second task is to package the analysis as an
information product that can be interpreted and used by others. If a researcher is using hard
copy forms of the questionnaire, it will be necessary to organize the response information into a
spreadsheet or a database. Many spreadsheet programs provide powerful native tools for
statistical analysis and graphical depiction. Also, most spreadsheets can export the spreadsheet
information to computer applications that perform on statistical analysis [27]. The easiest way
to do this is to organize a spreadsheet area with each row corresponding to a single respondent
and the columns representing the specific answer choice variables. Once the data has been
organized appropriately, statistical analysis can be conducted. Statistical analysis for survey
data examines response patterns—ifrequencies of different responses, what response occurred
most frequently for each question within a group, variation in responses within a group, and
differences in ways different subgroups (within the same survey) responded. Quantitative
research is about collecting, analyzing, and interpreting numbers. However, the human mind is
rather limited when it comes to understanding patterns within lists of raw numbers. In order to
make sense of large volumes of data, the raw numbers need to be transformed into something
intelligible, such as a graph or a picture [27]. With today’s technology, almost any type of data
graph can be displayed with standard applications available on every desktop. However, it is

still up to the human-in-the-loop to ensure good design.
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4.3.5 Accuracy and Relevancy in survey research

As a survey author and using a survey research approach it should be kept in mind that a survey
should be well structured, with direct questions and answers using a suitable and easy language
that survey participants will understand.There are no hard and fast set of rules on the wording of
survey questions, there are few principles that are used to make the efficient survey design [82].
The relevancy & accuracy are two major poles that are the foundations and main outcome of
designing reliable and attractive surveys. These two important principles play a vital role in
writing effective survey questions. It is a goal of every researcher of his/her field of study to
turn the basic research objectives into a proper set of information requirements for getting the

desired results [80]. In order to achieve an effective relevancy we should look closer on three

[ kindsof | R

+ | information | _ Relevancy

needed.

main factors that are described in figure 4.3.5 [80].

Know
| Objectives.

Be

familiar

| with the
Questions.

Figure 4.3.5: This simple mathematical expression describes how an effective relevancy can be obtained in a
survey research. If we combine three main terms together then a relevancy can be visible in a project. We have to
be familiar with the core question that we are willing to get answer and knowing the theme of our project and focus

on particular details we required to answer our research questions [80].

Accuracy counts much in the survey research; an accurate survey is one where the basic
question collects the suitable data in a reliable manner. If the questions ask from respondents;
for things they do not actually know, then it would be a high risk of conducting the survey and
results would invalid. In order to enhance the accuracy of participant’s answer, the following

items should be taken in to consideration [80].

Use appropriate style, type, and questionnaire sequence [80].

Make the survey interesting,focused and notice the survey timing that how long it
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would take to answer the entire web survey [80].
iii. When constructing a good survey, then author should try to put himself in a position of

typical user, or rather the least educated respondent [81].

It is always a good strategy to write clear and direct, and brief questionnaire because they will
help the survey participants to know exactly what a researcher asks for [81]. It must be kept in
mind that the questions asked in the survey should not have ambiguous meanings, because it
also helps in preventing participant confusion [81]. Asking a hard questions in the altenative
way may also helps to alleviate participants’ concerns and finally we have to take into account
the capability of survey participants; because many respondent may not be able to correctly
answer certain questions and if you are surveying employees of company or organization, it is a

possibility that they cannot recall certain details of a project work carried out years ago [81].

4.4 Survey response

“The survey research community solely believes that representative sampling is essential to
permit generalization from a sample to a population. Survey researchers have also believed
that, for a sample to be representative, the survey response rate must be high” [87]. Response
rates for most surveys have been falling during the last 4 decades or may be more, so surveys
often stop short of goal of a accurate response rate [23]. People who select NO responses
have characteristics suggesting that they are least likely to have formed real opinions. For
example, such responses are offered more often by people with relatively limited cognitive
skills [24]. People who are more knowledgeable about a particular topic are presumably better
equipped to form relevant opinions and are less likely to offer NO responses. The more
interested a person is in a topic, the more likely he or she is to form opinions on it, and the less
likely he or she is to offer NO responses. More evidence raises questions about the reliability of
NO responses. The frequency of NO responses to a set of items is fairly consistent across
different question sets in the same questionnaire [25]. Although NO responses sometimes
occur because people have no information about an object, they occur more often for a variety

of other reasons.
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People sometimes offer such responses because they feel ambivalent about the issue or because
they do not understand the meaning of a question or the answer choices. Some NO responses
occur because respondents think that they must know a lot about a topic to legitimately express
an opinion, and some occur because people are avoiding honestly answering a question in a way

that would be unflattering [26].

4.4.1 Survey response calculations

The percentage of people who respond to a survey is known as a response rate. A maximum
response rate helps a lot to ensure that the results are representative of total survey population

[85]. In order to calculate the response rate, we can use the following equation [85];

Number of Complete Surveys

— = Response Rate
Number of Participants Contacted P

Example: We have contacted about total 100 users and just 40 users are respondent then we would
get 40/100 = 0.4 and if we will multiple with 100 percent then the total response rate of the survey
would be 40%.

4.4.2 Maximizing the rate of survey response

Every questionnaire is important in a survey based research; because there is no exactly
universal right / wrong of questionnaire wording and we can make a survey effective by

adopting the following theme of making an efficient survey to get best possible results [80].

N—

Figure 4.4.2: This figure is high lightening the technique of design and write questionnaires in- order to conduct a
research. There are 4 main steps to do that, first be brief with your question; second the question have some
motive, third the language of the question should be simple to understand and the last is a question should be

specific with the research topic [80].
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There are 7(seven) useful tips by which we can maximize the rate of survey response;

a) Happily greet the respondent and explain the purpose of the survey [82].

b) Include the information about the reason of participation and confidentiality that how the
result would be used [82].

¢) Do not restrict your survey with any time limit or with a particular date [82].

d) Explain how to navigate, submit the survey and include instructions for each section if

that is applicable [82].

e) A survey structure should be user friendly and easy to follow with clear and direct
instructions [82].

f) Send some reminders for those respondents that have not filled the survey questions
[82].

g) It is not compulsory to offer any gift or intensive for the participants, but as a researcher

you can promise to share the results with your respondent [82].

4.5 Questionnaires

The instrument of a survey is the questionnaire. While surveys always make use of a
questionnaire; it is the survey process itself that determines whether the information obtained
through the questionnaire is valid and can be used to generalize about the population that the
sample is intended to represent [27]. It is also a fact that developing and distributing a
questionnaire in a random fashion is not the same as using a well constructed questionnaire
within a carefully designed survey process. Questionnaire design is one of the most
controversial issues among survey researchers because how respondents are asked questions has
a great effect on the results. One political scientist conducting a public opinion poll has
remarked that different question formats yield different results, even though they are asking
about the exact same content [29]. Therefore, various ways of asking have been proposed and
evaluated to date, from the perspective of appropriateness for representing each respondent's

perception.
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4. Design & write
questionnaire

4.1 Determineg the guestions to be asked
4.2 Select the gquestion typefformat for each question and
specify wording
4.3 Design the question sequence and overall guestionnaire layout
4 4 Develop ancillary documents

Figure 4.5: The figure is elaborating the technique of design and write questionnaires in- order to conduct a
research. There are 4 main steps to do that; first a researcher have to determine the important question that could
answer the objective of the research & second is to select the format of those questions, third step is to make a
feasible layout & sequences of questions. The last step is to make a complete questionnaire into a document or well

arranged form [27].

4.6 Types of Questionnaire

The types of questions used in a online survey will play a positive role in producing a relevant
survey responses. As the survey designer, it is necessary that what types of questions are
appropriate to asked from the respondents [86] . The question types range from open-ended
questions to closed-ended. Indeed the questionnaire type that determines what type of data is
collected. It is also better to get some help / consult with a good statistician or mathematician; if
a survey designer is uncertain about the measurement scale of the results or it would help to

ensure that data and research questions wwould match with the statistical analysis [86].

1. Open-ended questions are those types of questions that allow participants to answer in
their own words and with their own idea about the issue. In an online survey research, textfields
are provided in order to type in their answer. An open end question seeks a fair response and
aims to determine what is inside the participant’s mind. These techniques are best to use when
asking for feelings and attitude, likes and dislikes, opinions or some additional comments on

issue [83].
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2. Closed—ended questions are specially those types of questions that have a pre arranged
answers with a small or a large set of potential choices. A dichotomous question is also one of
the types of close end question, which allows respondents to choose one or more choices (E.g.
in Yes or in No) and another type is mutlichotomous question, which gives a fair chance to

respondents to choose one of multiple answer choices [83].

4.7 Advantages and Disadvantages of web based survey

A web based survey ultimately gives the freedom to be creative when designing survey through
the use of titles, logos, photos etc. The glance of a web based survey is their dynamic nature
and as soon as a participants click on submition button , his / her response comes suddenly into
the result sections [82]. As a web survey author it is not necessary to deal with the long mail

process and not necessary to waste paper to send out to participants [82].

There are many advantages of using website based surveys as compared to a traditional mail or
face to face conversations. An online survey has the same grip as paper based versions in that
they allow participants to take as much time to complete the survey; and iff (if and only if) that
is administered anonymously then the online surveys may be a reliable at addressing most
confidential questions and issues, because at that time frame an interviewer is not present
probing the questions directly [83]. E-mail technique is very less expensive , efficient and it
brings a revolution end as compared to slower and ordinary mail process. It is also a reliable
and quick transmission of the survey itself to the participants, and results returns quicker to you
(i.e. researcher). Additionaly web survey sometimes known as environmental friendly due to
the online filling the questionnaire and non-use of paper [84]. Interesting and interactive
computer graphics are important features in a paper based survey, but an online research
methodology can truly present well laid out and visually pleasant survey structure. Website
surveys can utilize colors, images etc . Website based surveys are indeed dynamic in nature,
which clearly means they can easily provide a good statistical results on an urgent basis [84].
Many people think that e-mailed surveys raise ethical concerns and can be unreliable. Sending
the unsolicited emails may try to invade a person’s privacy [84]. It must be also an important

consideration is that the World Wide Web is not always a perfect world. There are potential
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technical glitches that may arise at any step in ending or beginning of the survey. Many times a
survey respondent have reported that their Internet provider may be experiencing issues or

maybe the respondent’s machine may not be properly functioning [84].

4.8 Limitations in a survey

While surveys can provide significant advantages over other data collecting approaches, there

are certain limitations that should be kept in mind:

v To generalize for a population, a survey must follow strict procedures in defining which

participants are studied and how they are selected.

v’ Implementing the survey with the rigor that is necessary can be expensive with respect to

cost and time.

v’ Survey data is usually superficial [28]. It is typically not always possible to go into details.

v" Surveys can be obtrusive. People are fully aware that they are the subject of a study. They
often respond differently than they might if they were unaware of the researcher’s interest in

them [27].

4.9 Adopting the privacy practices in online surveys

There is no doubt that it is good to disclose your privacy practices to your survey respondents.
Adopting this strategy helps to increase response rates by putting potential respondents more at
ease and as the author of the survey you should disclose your privacy statement on the
introduction page of your survey [82]. If you are conducting a survey for an organization which
already has its own privacy policy, then you also have to indicate the privacy and security
policy of your organization. It is best that you should describe a statement before your survey

starts [82]. There are few steps that would help to declare a privacy statement for your survey;
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=  What personal information you are collecting in survey should be clearly specified [82].
= How would you plan to use the information for the survey [82].

= How respondent can access their responses [82].

= How respondent can contact with you [82].

= Streamline the amount of personal information you are collecting in the research [82].

= Jtis highly recommended to use an encrypted survey link to distribute survey [82].

By explaining the pros and cons of the online web based survey we have concluded that online
surveys are more feasible in term of collecting a good response from the user in less duration of
time frame. An online survey provides a comprehensive idea about the topic and helps a

researcher to collect the original response from the subscribers.
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Chapter 5

Evaluations, Results and Discussions

Before this wok can be considered a success, a number of analysis and evaluations have to be
performed. This chapter is briefly discussing the important observations related to the research
topic theme. We have divided this chapter in two sections. The first section will discuss the
evaluation and results of the user survey, and in other section will answer the service provider

point of view on privacy policy.

Section # 5.1: User survey

5.1.1 Evaluating results of user survey

Several recent surveys conclude that people are very concerned about the privacy and consider
it to be an important factor in their decision making on computer [2]. As seen in the figure
5.1.1 we circulated a questionnaire to the peoples that are working and living in Norway. It
took approximately 4 months to collect the response. This response was collected by sending 3
times reminder on different working days via email and messages to fill out the survey.
Approximately, 81% incorporate their opinions about the privacy and security issues that have
risen in this survey. About 19 percent rejected or did not try to record their response. We have
sent the questionnaire to our Norwegian friends and fellows and requested them to pass on the
questionnaire as many people as they can. For this level, it was indeed a good initiative to
collect the above mentioned number of respondents to calculate the ideas and understanding

about the issue.
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Participantsin the Survey

Total 100%

Unanswered
19%

nswered
B1%

Figure: 5.1.1 Number of user participants in the survey

5.1.2 Participants in terms of gender

The following figure 5.1.2 shows that the majority of the respondents were male participated

(59 percent) and 22 percent of the respondent were female.

Your gender ? B) Female

Figure: 5.1.2 Response level of gender in survey

5.1.3 Participants in terms of age category

In the survey we have categorized age factor in categories. By analyzing the figure 5.1.3 in our

user survey we have identified respondents from five different age categories.

e Category A: From age 20 Years To 30 Years.
e Category B: From age 30 Years To 40 Years.
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e Category C: From age 40 Years To 50 Years.
o Category D: From age 50 Years To 60 Years.

o Category E: From age 60 Years To 70 Years and above. (Just one respondent belongs to 70 year above)

In which category your age belongs?

E F
6.17%1-23%
S50 To 60 Years.

] A
33.33%
60 To 70 Years.
. 70 To 80 Years.
B

20.99%

20 To 30 Years.
30 To 40 Years.

2o 2201 40 To 50 Years.
- 0

(NN NN
TMOO®»

C
16.05%

Figure: 5.1.3 Number of Participants in survey according to age category

The majority of the respondent belongs to Category A having a response of 33%. Moving
forwarded to Category B holding 20% of the response and the next Category C having
only16% of respondent. In Category D we can observe that only 22 % of the participants
answered the questionnaire. The second last Category E has 6% of the participants and just

one respondent belongs to the category F 70 years and above.

5.1.4 Participants in terms of education level

In the following figure 5.1.4 we observed that most of our survey participants were highly
educated. We have set up the five basic education levels in the user based survey.

a) High School.

b) Completed the Bachelors Degree.

c) Completed the Master's Degree.

d) Completed the Doctorate Degree.

e) Completed the Post Doc.
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The highes w2l of education you have completed?

24 24

0 B .

P 5
—
A B c ] E

A) High School

B) Completed Bachelor's
C) Completed Master' s
D) Completed Doctorate
E) Completed Post-Doc

Figure: 5.1.4 Responses to Level of Education in survey

About 19 percent of the participants were at high school level. We have 24% of the respondent
completed bachelor's degree and 24% of respondent completed master's degree. Furthermore

we can observe that participants with a doctorate degree were 9% and 5% finished post doc.

5.1.5 Participants in terms of occupation

In figure 5.1.5 we show the occupation types of respondents in our survey. On top we have
found about 30% of the participants were Home / Common user. It was our motive in this
survey to target primarily the home user. The next higher categories of participants were from

Academia /University / Research level containing 13% of the total participants.

In which category your status can best describe?
35
30
25
20
15

10 T
(4]
A B L = E F

A) Administrative /f Management Lewvel

B) Computer and Communication Industry/ Professional Level
C) Business f Commercial / Trade Lewvel

D) Academia / College /f University  Research Lewvel

E) Media /f Advertisement / Marketing Level

F) Intermediate / Student Lewvel

G) Home /f Common user Lewvel

Figure: 5.1.5 Response level of participants on occupation
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Moving onwards is the category of Business and Commercial/ Trade having 12% of the
respondent. We have 9% each in the category of Administrative / Management level and
Computer /Professional level. Only just 7% of the participants were Intermediate /Students

and lastly about 5% of the respondents belong to the Media/Advertisement / Marketing level.

5.1.6 Level of Internet usage of participants

Figure 5.1.6 shows the level of using the internet from the participants. This highlights the
quantity of using the internet among the participants and their familiarity with different
concepts of internet. There is a high level of usability of internet in the option D (which is 30

to 40 hours) using internet per week and about 24% of the respondents belong to this option.

Approximately how many working hours you spend on the internet?

A) Below 10 hours per week.

B) 10 to 20 hours per week.

C) 20 to 30 hours per week.

D) 30 to 40 hours per week.

E) 40 to 50 hours per week.

F) More than 50 hours per week.

Figure: 5.1.6 Response level of participants on internet usage

Next higher visibility we can see is in option C which shows that 23% of the respondents use
(20 to 30 hours) per week on the internet. Just 12% respondents use (below 10 hours) per
week and 10% participants were in the option B (10 to 20 hours) per week. FEight percent of
the participants are using (40 to 50 hours) per week. Finally only 4% of the respondents are

spending more than 50 hours per week.
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5.1.7 Participants familiarity with the term “privacy policy”

We have asked a question of familiarity with privacy policy from our respondents in the survey
and we have got some confusing answers as shown in figure 5.1.7. The majority of the
respondents, which is 36%, are familiar with privacy policy but they do not actually know what
exactly it means and what concept is behind in privacy policy. 23% of the respondents knows
exactly what it is and how it works whenever they subscribe them self to a service provider.
Lastly, 22% of the respondents have never heard this term before and may be they have no idea

about the privacy policy.

Are you familiar with the terminology of j;Privacy Policy

W oA
onhomo

3
2
2
1
1

ot Ot

A)YES, | am aware.
B) YES, But | am not sure what exactly this means.
C) NO, | have not heard this before.

Figure: 5.1.7 Response of participants over privacy policy

5.1.8 Participants perception of “privacy policy”

Analyzing figure 5.1.8 23% of the respondents feel that “privacy policy is just a law notice
that tells about the legal status of the organization”. Furthermore we have found that 22% of
the respondents have stated that “privacy policy is a legal document that shows how a service
provider collects personal information and the proper usage of that information”. Around
18% of the respondents think that “privacy policy are just explains the contact information and
reliability of service providers”. Finally, 18% of the respondents think that “privacy policies

only show organization good will”.
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What is your perception about Privacy &Privacy Policy

A) Privacy policy is just an ordinary text use to show the goodwill of
organization.

B) Privacy policy is a Law notice that tells about legal status of organization.
C) Privacy policy just explains reliability and contact information of service
provider.

D) Privacy policy is a legal document that shows how service provider collects
personal information and the usage of that information.

Figure: 5.1.8 Response of terminology of privacy policy

5.1.9 Advantages of having a “privacy policy”

The goal of this question was to discover the respondents view on the advantages of having the
privacy policy on the service operator website and to investigate its value. Refer to figure 5.1.9
32% of the respondents feel that “it helps to prevents Trojan attacks, spamming and virus

threats”.

vhat extent do you feel any advantage of having a complete privacy policy on service operator's website?

A)It helps to inform about the product and services

32 B)It helps to save from the Trojan attacks, spamming &virus threats etc
O)It helps to understand the process of collecting personal details from the user
D) There is no advantage of a privacy policy on service operator website

E) Other
20
16
12
A B Cc D E

Figure: 5.1.9 Responses to advantages of privacy policy

Almost 20% of the respondents feel that the “privacy policy is used to inform about different
products and services from the service providers” and just 16 percent of the respondents think

that “a privacy policy is quite meaningful and it helps to understand the process of collecting
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personal details from the common user”. Only 12 percent of the respondents think that “there

is no any big advantage of having privacy policy on a service provider's website”.

5.1.10 Disadvantages of having a “privacy policy”

As can be seen in figure 5.1.10 which shows respondent’s reply to disadvantages of having a
privacy policy. Majority of the respondents (26%) have concerns that there is a great chance of
phishing or harassing a common user, if there is no privacy policy defined by the service

provider.

To what extent do you feel any disadvantage of having a complete privacy policy on service operator's website?

&

A) There is a great chance of phishing or harassing the user.

B) User's personal information can easily be hacked or theft by a hacker.

C) User would not know that what service provider is doing with his / her personal data.
D)There is no disadvantage of a privacy policy on service operator website.

E)Other

Figure: 5.1.10 Responses to disadvantages of privacy policy

19 percent of the respondents voted that the big disadvantage of not having a privacy policy is
that a common user would not know actually what the service provider would with the
personal information that a user have given. The next high percent is 18% which shows that
there possibility that user's personal information can be traced or hacked easily, if there is no
privacy policy defined by the service provider. Further we have seen that 17% of the users feel
“there is no disadvantage of privacy policy and it does not matter for them if it is not
mentioned by the service provider”. Just only 1% of the participants told that “may be he/she

is unable to access the website if there is no privacy policy mentioned by service provider”.
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5.1.11 Reading policy contents before registering

The result in figure 5.1.11 shows out almost 50% of the users have no interest to read the

privacy policy whenever they became a new subscriber of a service provider.

Before registering as a new subscriber with the website. Have you ever read the policy contents?

A B YES, I have read them whenever I registered as a new subscribe

20.99% B NO,I have not read them whenever I registered as a new subscriber.

(' Thave not ever tried to read the policy contents because I dont

have time.

Figure: 5.1.11 Response of reading the policy contents

Around 30% of the respondents has no time at all to read the policy contents before getting
registered. Finally just 21% of the respondents have voted that they read the contents of the
privacy policy when they are registered as a new subscriber. The basic purpose of this
question was to analyze how important a privacy policy for a subscriber, whenever they

register and give their personal information to the service provider.

5.1.12 Degree of difficulty in understanding policy contents

In this question we have asked from our survey participants how difficult they feel when they
read the policy content. By looking at figure 5.1.12 , majority (36%) of the total respondents
are feeling problem in understanding the content of the privacy policy. 29% of the respondents
have informed us that they have not ever read & understand the privacy context before using
the services. Lastly, just 16% of the respondents do not feel any difficulty in understanding the

context of the privacy policy.
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To what extent you feel difficulty in understanding the context of the privacy policies?

A) YES, | feel very difficulty in understanding the context of the privacy policy
B) NO, | dont feel any difficulty in understanding the context of the privacy
policy.

C) | have not ever read and understand the privacy policy contents before
using the services from the service provider.

Figure: 5.1.12 Level of difficulty in policy contents

5.1.13 Relevance of privacy contents as a subscriber

As shown in figure 5.1.13 about how relevant are the privacy policy contents from a common
user point of view, almost 42% of the respondents agreed that they are not at all relevant from
them. Around 30% of the respondents says that “ves, the privacy policy contents are useful
whenever they registered and relevant for them”. Finally we can see that round about 28% of
the survey respondents has no any idea about the relevancy of these privacy policies from the

subscriber point of view.

To what extent do you feel that these policies are relevant for you as a subscriber?

28.40% 29.63% NO, they are not at all relevant.

YES, they are very relevant for us.

I don’t have any idea about relevancy
of policies.

41.98%

Figure: 5.1.13 Response of relevancy of privacy contents
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5.1.14 Level of confidentiality to give personal information

We have asked in our online subscriber survey to what extent a user is confident enough to
give his/her personal information (e.g. social security number, date of birth, Telephone / cell
number and addresses) to a service provider. We analyzed the results as shown in figure 5.1.14
that 40 percent of the respondents are “not confident to give their personal social security
number to the service provider” and 24% of the respondents are “not willing to give their date
of birth”. Just 8% of the respondents are “not confident to give their address” and 5% of the

respondents are “not giving their telephone number to the service provider”.

To what extend are you confident to give your personal information (e.g. date of birth, address, telephone, social security number etc) to your service provider?

A) NO for social security number.
B) NO for date of birth.

C) NO for telephone number.

D) NO for address.

e BB
C D

Figure: 5.1.14 Level of confidentiality of personal information

B

5.1.15 Amendment of privacy policy contents from service provider

We have asked the participants whether they are aware or they are informed, whenever their
service operator amends the privacy policy on the website. The results are given in figure

5.1.15;
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To what extend are you aware, when ever your service provider amends the privacy policy?

A) YES, | am aware when there are any changes/ amendment from the service provider.

B) YES, But when some other user inform me about any changes/amendment from the service
provider.

€) NO, | am not aware about any changes /| amendments from the service provider.

Figure: 5.1.15 Response of amendment of policy contents

The majority of the respondents (51%) are “not aware when there is any change / amendments
performed by their service provider”. According to this survey 17% of the respondents are
“aware when there are any changes / amendments from the service provider” and just about
13% of the respondents are “informed from other users, when there is any change /

amendments done by their service provider”.

5.1.16 Request / Review of personal information from service provider

We have asked how frequent the subscribers send the request to review / update their personal
information which they have given to the service provider. In the figure 5.1.16 majority of the
respondents (24%) have “not ever sent any request to update / review their personal

information from the service provider”.
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To what extent you send request to review or update your personal information from the service provider?

H 24
10
10

> WO Om-m @
-u.q

A) Once in a week

B) Once in a month

C) Twice in a month

D) Once in every 6 month

E) Twice in every 6 month

F) Once a year

G) Twice a year

H) I have not ever sent any request to update or review my personal information.

Figure: 5.1.16 Response level of review of personal information

Only 10% of the respondents have voted that they send the request “twice a year”. Same 10%
of the respondents have voted that they send the request “once a year”. Just 9% of the
respondents send the update / review request “once in a week” and only 8% of the respondents
request “fwice a month”. About 7 % of the respondents send the request for updating the
personal information “once a month”. Only 7% of the respondents send the request “once in
every 6 month” time frame. Lastly, 6% of the respondents would like to update their personal

information “twice in every six month”.

61



Chapter: 5 Evaluations, Results and Discussions

Section # 5.2: Service provider’s survey

5.2.1 Evaluating results of service provider's survey

This was the second part of the online survey that we have conducted to investigate the service

provider’s point of view about the privacy policy and its impact on their subscribers.

At this level of research, it was feasible to target the Norwegian service providers because; the
working environment of this work was in Norway and also due to limited time constraints &
resources etc. In order to get a large number of responses, we distributed our online survey to
40 large service providers that are operating in Norway. It was suitable to get the response
from Norwegian Service provider because; it will show how Norwegian companies perception
on the privacy policy. We have selected the companies according to their reputation in the
business world and their large number of registered subscribers. Our primary target was to
collect responses from the Internet / Telecommunication/ Scientific / Research sector as they

often collect the sensitive data from their subscribers.

This online survey was answered by 17 service providers but 23 service providers did not
recorded their response , may be due to their chartered rules and regulations that not allow
them for disclosing the company's information to public or media etc. It took approximately 4
months time to collect the response from these service providers. This response was collected

by sending 3 times reminder on different working days via emails.

5.2.2 Categories of participated organization in survey

The figure 5.2.2 is showing the different categories of the survey organizations. As it was
mentioned in the previous section that our primary target was to focus on Internet /
Telecommunication / Scientific / Research organization because they have a good knowledge

about the privacy policy issues and they can record their response positively to our survey.
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In which category does your organization belongs?

A B C D E F G H I J K L

A) Internet organization

B) Telecommunication organization

C) Scientific / Research / Academia organization
D) Medical / Healthcare organization

E) Financial institution / Banking erganization
F) Trade / Business/ Commerce organization
G) Marketing / Advertisement organization

H) Law [ legal organization

1) Non Government organization (NGO)

J) Energy organization

K) Food [/ Agricultural organization

L) Other

Figure: 5.2.2 Categories of participated organization

In figure 5.2.2 we can see that majority is the internet organizations with 4% of the response,
and next higher response is 3% from telecommunication organizations. Only 3% response
comes from marketing / advertisement organizations. Just 2% of the response collected from
scientific/research and academic organizations and 2% of the response comes from the trade/
business organizations. 2% of the response was given by the energy sector and 1% of the

response from financial institutions.

5.2.3 Service provider's location

Analyzing figure 5.2.3 we see that most of the service providers operates inside the territory of

Norway and their services are being used by the local Norwegians.
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Does your organization operate inside the territory of Norway?

A) YES, it is operate inside Norway.
B) NO, it does not operate inside Norway.

15

Figure: 5.2.3 Response of service provider’s location and operations

About 15 respondents are Norwegian service operators and just 2 respondent service operators

are operating their business outside the Norwegian territory.

5.2.4 Number of registered subscribers

We have asked our respondent service providers about their approximate number of registered
subscribers that are getting services from them. 6% of the service providers have
approximately more than 300, 0000 registered users. Next we have 5% of the service providers

having between 15, 0000 and 2 00000 registered users.

Approximately how many the numbers of registered users are getting your service?

o] 1 2 3 4 5 53 T

A) Below 10,000 registered users

B) 10,000 — 40,000 registered users

C) 10,000 — 50,000 registered users

D) 50,000 = 1,00000 registered users

E) 1,00000 — 1,50000 registered users
F) 15,0000 — 2,00000 registered users
G) 2,00000 -250,0000 registered users
H) More than 300,0000 registered users

Figure: 5.2.4 Level of registered subscribers of service provider
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About 4% of the respondents have between 2, 00000 and 250, 0000 registered users. 1
respondent service provider have the registered users between the range 50,000 and 1 00000.

Finally we have 1 service provider with registered users between 10,000 and 40,000.

5.2.5 Service provider's importance on “privacy policy”

With this question we want to figure out that how much importance the service providers give
put to setting up the privacy policy for their subscribers. By examining figure 5.2.5 we see that
47% of the responded service providers give a strong and keen importance on the privacy
policy because they know how important this is for them to acquire goodwill in terms of
securing their customer's privacy, this percentage is high among all the other responses. Next
recorded response is 35% in which the service provider has given an average importance to
privacy policy. Lastly 18% of the respondent service providers give a low importance on

privacy policy for the subscribers.

To what extent does the organization gives importance on Privacy Policy?

A) The organization gives STRONG importance.
B) The organization gives AVERAGE importance.
C) The organization gives LOW importance.

D) The organization gives NO importance.

Figure: 5.2.5 Level of importance on privacy policy

65



Chapter: 5 Evaluations, Results and Discussions

5.2.6 Standards of privacy regulations and laws

From this question we have tried to investigate what standards or a regulation of privacy and
its defined laws does the service provider use while collecting the personal information from
the common users. In the survey we have mentioned many privacy standards and laws to see

which of them are used by the Norwegian service providers.

Does your organization follow any Privacy Standards and Law? If Yes ldentify them?

11
4
2
o a a o o o o o o
A B C D E F G H | J K L

A) NO, the organization do not follows a privacy standard and Law.
B)
C) Norwegian personal data Act of [2000]

D) European Union personal data directive of [1995]

E) Privacy safe harbor framework of [2000]

F) QECD privacy principles of [2000]

G) United States privacy Act of [1974]

H) United States COPP Act of [1999]

1) Canada personal information protection & electronic documents Act of [2009]
J) New Zealand data privacy Act of [1993]

K) Australia data privacy law of [ 2008]

L) Other

Figure: 5.2.6 Response of following privacy standards & regulations

As shown in figure 5.2.6 that most service providers use Norwegian Personal Data Act of
[2000], whenever they collect the personal information from Norwegian users. This is 11% of
all the responses we have received. The next higher score is 4% which is of European Union
personal data directive law of [1995]. Just 2% of the service providers are following the

OECD privacy principles of [2000].
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5.2.7 Response of reading privacy policy from subscribers

Figure 5.2.7 shows the response to the question on how large portion of the users read the
privacy policy when they are registered. This is a service provider perspective. Just 29% of
the respondent organizations think that (70fto 30 percent) users read their privacy policy.
Another response given by the organization which is 29% thinks that (30 to 60 percent) users
read the organization's privacy policy. Around 24% of the respondent organizations think
that (60 to 90 percent) users read the privacy policy. Finally we can see that 18% of the

service providers think (below 10 percent) of their users read the privacy policy.

Approximately how many users read the organization’s privacy policy, before registering as a new user?
E
0.00% 17 35%
23.53% :
A
B
C
D
B E
29.41%
C
29.41%

A) Below 10 percent users
B) Approximately 10-30 percent users
C) Approximately 30- 60 percent users
D) Approximately 60-90 percent users
E) Above 90 percent users

Figure: 5.2.7 Response reading the policy contents from subscribers

5.2.8 Level of understanding privacy contents for subscriber

With the help this question, we got an idea of the level understandability of privacy contents
for subscriber from the service providers’ point of view. In figure 5.2.8 a bar chart is showing
that 80 percent of the respondent organizations think that “some of contents of privacy policy
deal with the legislation and they are not relevant for common users”. While 60% of the
respondent organizations think that “privacy contents are highly relevant and they determines
the user's operational limitation”. Finally 30% of the respondent service providers think that
“the privacy policy contents are not relevant for them” and they just explains unnecessary text

2

etc.
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To what extent does an organization thinks that privacy statements presented 1o a registered subscriber are understandable?

Q = N W & O 0 N @

A =] c

A) YES, because it determines the users operational limitation and domain company’s procedures.
B) Some of contents of privacy policy deal with the legislation & regulations and that are not
inconsideration for user.

C) NQ, it is not completely understandable for the users because it just explains terms of business,
procedure and other unnecessary text etc.

Figure: 5.2.8 Level of understanding privacy contents

5.2.9 Any review body on setting up “privacy policy”

From this question we were asking from the respondent companies if they have some review
body and all the respondent companies answered that they have a review committee on privacy
policy. Total 6% of the respondent companies voted that they have a review body / committee
on privacy policy and they amend or modify the policies “every year”. As shown in figure

5.2.9 five percent of the companies amend their privacy policy after “more than two years”.

H O

G E— ]

F T— 4

E E—J]
D . >

cC o

B O

A0

A) No, the organization does not have any review body /committee on privacy policies.
B)
C) it amends in every one month
D) It amends in every six month

E) It amends in every one year

F) It amends in every two years

G) It amends in more than two year
H) ©ther

Figure: 5.2.9 Response of having review body on Privacy policy
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By evaluating the graph we can observe that just 4% companies amend their privacy policy
context in “every two year”. Next percentage is 2 percent, showing that just few companies

review their privacy contents after “every six months”.

5.2.10 Retention regulation in service provider privacy policy

Figure 5.2.10 shows the responses to our question about the retention regulation followed by
the service provider in their defined privacy policy. The retention regulation is an important

part of any privacy policy.

Does the organization follow the retention regulation in their privacy policy?

D A YES, the organization strictly follows the retention regulation in its policy.

B YES, But sometimes there is a pre-defined time frame to follow this
regulation in the organization policy.

B 47.06%
52.94%

Figure: 5.2.10 Response of following retention regulation

By analyzing the pie chart we see that majority (i.e. 53 percent) of the respondent companies in
Norway follow the retention regulation but there is a pre-defined time frame to follow this
regulation. Next we have 47% of the respondent service providers that strictly follow the

retention regulation in their privacy policy.

5.2.11 Disclosure of subscriber's personal information

As explained in figure 5.2.11 we have asked the companies about to what extent they disclose
the subscribers’ personal data to any 3" party or 3™ vendor. We have got a positive response
that 7 percent of the service providers are mentioning in their privacy policy that “the
organization can disclose the personal data of subscribers if the Country / State law

enforcement agencies or bodies request”.
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Does the organization disclose the subscriber's personal data to any 3rd vendor or 3rd parties?

. I
-
T
- I
0 1 2 3 4 5 6 7 8

A) YES, its the policy of organization to disclose data to any organization for marketing, promotions, advertisement purposes etc.
B) YES, its the policy of the organization to disclose personal data, if the State / Country law enforcement agencies request.

C) YES, its the policy of the organization to disclose personal data with its Allied Partners / Subsidiaries.

D) NO, its the policy of the organization not disclose personal data to any other organization.

Figure: 5.2.11 Response of disclosure of personal information

About 4 percent of the respondent service providers voted that it is in their privacy policy that
“they can disclose the personal information of their users to allied partner, collaborator or
subsidiary firms etc”. Nearly 3 percent of the service providers “do not disclose the
subscriber’s personal data to any other organization what so ever happened and this is
mentioned in their privacy policy”. Finally, 3 percent of the respondents said that “they
disclose the personal data to any organization for marketing, promotion and for advertisement

purposes etc”.

5.2.12 Request from subscribers to review personal information

Figure 5.2.12 shows the frequency of requests to review the personal information from the
registered subscribers. Here, 6% of the respondent organization have answered that they
receive such requests “twice a year” from their users. 4% of the service providers voted that
they do receive the request “twice every 6 months”. 3 percent of the service providers

answered that once a year they receive the update information request from their registered
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users and with the same percentage the organization receives request more than twice in a year.
Finally, just only 1% of the service providers said that after two years of time they receive the

request from their users.

How frequent does the service provider receives request from registered subscriber to update their personal details?

OOmMmmM® I _—
o)

BO

A0 A) Once in the month
B) Twice in a month
C) Once in every 6 months
D) Twice in every 6 months
E) Once in a year
F) Twice in a year
G) More than twice in a year
H) None of the above
I) Other

Figure: 5.2.12 Level of request to review personal information

5.2.13 Level of building confidence & trust for subscriber

The result shown in figure 5.2.13 describes how the service providers build confidence and
trust for a subscriber in terms of privacy and how they performing their operations which are

trustful to their users.

To what extent does the organization builds a strong trust & confidence for a subscriber?

D
23.53%

A A) By introducing privacy protection seals.
35.29% B) By providing Hitt; annel of communication.

C) By following a s policy statements /guidelines.
D) Other standard protective measures.
E) Not necessary to build a trust / confidence for the subscribers.

C
23.53%
B
17.65%

Figure: 5.2.13 Level of confidence and trust for a subscriber
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Approximately 35% of the respondent service providers said that by introducing the privacy
protection seals on their website they can build a strong trust and confidence for their
subscribers. 23% answered to this question that to build a trust by following a strict policy
statements and guidelines in their website. About 23% of the service providers take other
standard protective measures. Just 18% of the service providers are providing Https secure

channel of communication to ensure the privacy of their subscribers.

5.2.14 Response of handling privacy violation reports from subscriber

Figure 5.2.14 shows how often a service provider handles privacy violation cases and reports
from subscribers. We noticed that 7% (which is in majority) deal the privacy policy violation

reports more than twice a year.

How frequent does the service provider handles the privacy violation reports from the subscriber?

O =~ N WP o o ~N

A B Cc D E F G H |

A) Once in the month
B) Twice in a month
() Once in every 6 months
D) Twice in every 6 months
E) Once in a year
F) Twice in a year
G) More than twice in a year
H) None of the above
I) Other
Figure: 5.2.14 Response of handling policy violation reports

About 6% of the respondent organizations once in a year handle privacy violation reports from

the subscribers. Just 2% of the respondent service providers say that they handle the privacy
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policy violation reports twice in every 6 months. Only 1% respondent’s service providers
receive twice a year privacy violation cases from the subscribers. Just 1% of the response
comes from the service provider that they have not received any privacy violation reports from

any subscriber.

5.3 Discussion

The results from these two surveys (i.e.. one is user survey and the other is service provider
survey) were unexpected and interesting for us.

The ratio of answering these online user surveys could be biased by the male responses as
compared to female responses. Another aspect is that, it mostly the result of knowledge of
privacy policy could however have been biased by the high level of knowledge and education
among respondents (24% user survey questions were completed by the bachelors and masters
degree holding participants). Here it is also a fact that the majority of the user survey
respondents belong to (20 - 30 years of age category). Similarly, the results showing that a
large number of respondents claimed to have a high frequency of not reading the policies (40%
participants have not read them whenever they registered as a new subscriber) and it was very
surprising that 24% of the participants have not ever tried to read the policy contents because
they don’t have time. About 34% of the participants said that they don’t feel that the privacy
policies presented to them while they are registering are relevant, and it was shocking for us to
see that 23% of the participants said that they do not have any idea about the relevancy of
policy. Furthermore we have observed from the results of the user survey that 40% of the
respondents do not feel comfortable to give their social security number and 24% of the
respondents are not giving their date of birth to service providers. In this user survey we have
found that 24% of the users have not ever sent any request to update or review their personal
information from their service provider and, interestingly, 51% of the participants in this user
survey are not aware about any changes / amendments from their service provider.

By further analyzing the online service provider survey we have noticed a difference in opinion
as compared from the user survey.

The first factor we have noticed is that nearly all the services providers are giving a strong
importance on the privacy policy aspect; but as we have discussed above why just (10 to 30
percent) of the users completely read the policy contents. The users have mentioned that they

do feel difficulty in reading and understanding the privacy policies. In this survey at least 3%
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of the service providers agreed that policy presented by them mainly contains the business and
legal terminology and they are not in concern from their subscribers. Highlighting again the
service provider survey, nearly 6% of the companies claim that their policy contents are
relevant and they explain all the procedure and operation of company dealing with the personal
information of users. This differs from the user survey in that 34% local user think that these

policies are not relevant for them.

5.4 Trends

In this section we will show some different trends of these both online surveys. In user survey
we have 6 age categories and each category have different set of responses as compared from
other category. We would also show the responses from different service providers. This

would give us a brief perception from both sides (i.e. from users and from service providers);

5.4.1 Age category from 20-30 years (27 respondents)

In table 5.4.1, there are total 27 respondents in this age category and it seems that in this
category there is a male dominancy and mostly all respondent are in high school. The majority
of the participants are common / home user, but they used to spend below 10 hours over the
internet. Similarly these respondents are not familiar with the terminology of privacy policy
and they don’t read the policy contents when they became a new registered user with any
service provider. That is the main reason that they don’t understand them and always ignore
the regulation inside the privacy statements. This age category feels that privacy policies are
not relevant for them and whenever there are any changes done by the service provider they are

not aware.

Scale for Measurements

Below 10%
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Research / Academia / University
Marketing / Advertisement
Students

5. No Questions  in User | Categories Results
Survey
1 Gender MMale
Female
2 Education High School _
Bachelor's
Master's
Post Doc —
3 Status Administration / Management —
Professionals _
]
I

Home / Common Level

4 Working Hours Per Week  Below 10 hours

10 to 20 hours

20 to 30 hours
30 to 40 hours
40 to 50 hours
Nore than 50 hows N
5 Familiarity with privacy YES, I am aware
Dpolicy
NO, I am not aware
L st e oty I
] Reading of YES, I read
Privacy policy
NO, I don't rsd I—
I don’t have time to read _
7 Difficulty in  YES
understanding
NO ]
I don't understand and read always _
8 Relevancy of the privacy | YES, they are relevant
policy
NQ, they are not relevant I |
I don't have idea of relevancy
Q Awareness aboutr the YES, I am aware
Changes’ Amendmenits
BRI —
10 Reguest for update’review  Once in week —
of personal information

Once in month

Twice in month

Table 5.4.1 Analysis in tabulated form in terms of percentage (20 To 30 years)

75



Chapter: 5 Evaluations, Results and Discussions

5.4.2 Age category from 30-40 years (17 respondents)

There are total 17 respondents in this age category and by analyzing table 5.4.2, we noticed
that respondents are mature in terms of education level and majority are male respondents but 6

percent of the females also participated.

Scale for Measurements

60%0 - 70%0

50% - 60%

Below 10%o
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personal information

Omce in month

Twice in month

Omnce in every & months
Twice in every 6§ months
Omnce a year

Twice a year

I hawve not requested ever

7 S.No Questiornnrs in User | Categories Results
Survey
: S e E—
Femae I
2 Education High School
Bachelor' s
MNaster™s
PhD»
3 Status Administration / Management
Professionals
Research / Academia / University _
Narkcting | Adversement —
Students
Home / Common Level
4 Working Hours Per Below 10 hours
Week
10 to 20 hours
20 to 30 hours
30 to 40 hours
4010 50 nous —
MNore than 30 hours
] Familiarity with YES, I am aware _
privacy policy
e —
F s ot sro sty —
] Reading of YES, I read
Privacy policy .
NO. T dont read ]
I don’t have time to read
! e i ]
understanding
MNO
I don’t understand and read always _
8 Relevancy of the YES, they are relevant _
privacy policy
NO, they are not relevant
I don’t have idea of relevancy
o Avwwareness about the YES, I am aware
Changes’ Amendments
O T am ot aware |
Other users inform me about any
changes / Amendments
10 Request for | Once in week
update/review of
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Table 5.4.2 Analysis in tabulated form in terms of percentage (30 To 40 years)
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Here we can find that most of them have professional level status and work between 20-30
hours per week on the internet. Mostly these are familiar with privacy policy. This category of
participants don't read the context of the privacy policy when they registered and about 77% of
the participants feel difficulty in reading them.

5.4.3 Age category from 40-50 years (13 respondents)

There are total 13 respondents in this age category. In table 5.4.3, approximately 76 percent of
the respondents are male and just 24% of them are females. Majority of the respondents have a
masters degree and 8% percent of them have a doctorate degree. In this age category we have
the academia and business community. These category respondents are not sure about what
the privacy policies are but they do have some related knowledge. This age category
respondents do not read the policy and they do feel difficulty to understand them. This
category respondent feels that privacy policy contents from the service provider are not

relevant for them, and they are not informed about any changes in the privacy policy.

Scale for Measurements

60% - 70%

Below 10%

78



Chapter: 5 Evaluations, Results and Discussions

S.No

Questions in User Survey

Categories

Gender

Male

Female

Education

Bachelor's

Master's

8
g
&

PhD

PostDoc

Starus

Administration / Management
Professionals

Research / Academia / University
Business / Trade

Marketing / Advertisement

Home / Common Level

Working Hours Per Week

20 to 30 hours

30 to 40 hours

40 to 50 hours

Familiarity with privacy policy

YES. I am aware
NO, I am not aware

I am not sure exactly

Reading of
Privacy policy

YES, Iread |
NO_Idontread

Idon'thave time to read

Difficulty in understanding

= I
NO

I don"tunderstand and read alwawvs

Relevancy of the privacy policy

YES. thev are relevant
N0, they are not relevant

Idon't have idea of relevancy

Awareness about the Changes’
Amendments

YES. I am aware

WO, I am not aware

Other users inform me about any changes /
Amendments

10

Request for update/ireview of
personalinformation

Once in week

Once in every 6 months
Once a vear

Twice a vear

Ihave not requested ever

Table 5.4.3 Analysis in tabulated form in terms of percentage (40 To 50 years)
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5.4.4 Age category from 50-60 years (18 respondents)

Analyzing the table 5.4.4, there are total 18 respondents and in this age category. We have 66%
of the participants are male participants. These category respondents have a higher education
level as compared to the previous categories. There are high percent respondents from research

/ academia and from the business / trade sector.

Scale for Measurements

60% - 70%

Below 10%
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S.No Questions in User Survey Categories Results
1 Gender Miale

Female
2 Educartiorn High School

Bachelor's

Master's

PhD

Post Doc

3 Status Administration / Management
Professionals
Research / Academia / University
Business / Trade
Marketing / Advertisement

Home /! Common Level

4 Working Hours Per Week Below 10 hours
10 to 20 hours

20 to 30 hours

30 to 40 hours

40 to 50 hours

=1 Familiarity with privacy policy YTES, I am aware
™O, I am not aware

I am not sure exactly

[ Reading of Privacy policy YES, I read

™NO, Idon tread

Idon’thave ime to read

7 Difficulty in understanding YES

NO

Idon’tunderstand and read alwaws

8 Relevarncy af the privacy pelicy YES. thew are relevant
WO, they are notrelevant

Idon’t have idea of relevancy

o Awareness abour the Changes” YES, T am aware
Amendmenis
WO, I am not aware

Other users inform me about anwy changes /
Amendments

10 Regquest for updatesreview af Once in week
Ppersornal information

Omnce in month

Twice in month

Omnce in every 6 months
Once a year

Twice a year

I have notrequested ever

Table 5.4.4 Analysis in tabulated form in terms of percentage (50 To 60 years)
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The working conditions in this category are 30-40 hours per week on internet and these
respondents do not read the privacy policy when they give their personal information to the
company. This category respondent are comfortable with the language and easily understand

the policy contents.

54.5 Age Category from 60-70 years and above (5 respondents +1 respondent of age 70 above)

There are total 6 respondents in the category including one respondent that is above 70 years.
Female respondents are in major respondent as compared to the male respondents. These
respondents are mainly home users and they use to work below 10 hours per week on the
internet. About 60 percent of the respondents are not sure about the privacy policy but they

have a good knowledge.

Scale for Measuremernts

60% - 70%

Below 10%o
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S.No Questions in User Survey Categories Results
1 Gender Male
2 Education Master's
PhD
PostDoc
3 Status Administration / Management
Business / Trade
Research / Academia / University
Home / Common Level
4 Working Hours Per Week Below 10 hours
10 to 20 hours
20to 30 hours
5 Familiarity with privacy policy NO, Iam not aware _
I am not sure exactly
6 Reading of YES, [read
Privacy policy
NO, Idon’tread
Idon’t have time to read _
7 Difficulty in understanding YES
NO
Idon’tunderstand and read always
8 Relevancy of the privacy policy YES. they are relevant
NO, they are notrelevant
0 Awareness about the Changes/ YES, I am aware
Amendmenis
Regquest for update/review of Once a year
personal information

Table 5.4.5 Analysis in tabulated form in terms of percentage (60 To 70 years)

These category respondents do read the policy when they give their personal information to the
service provider but these respondents are not aware on any changes / amendments in privacy

policy.

5.4.6 Response from the Internet sector

In figure 5.4.7, we have collected the response from the internet sector in Norway. The entire
service provider follows the Norwegian personal data act of [2000] as a privacy regulation

whenever they collect the personal data from the Norwegian subscribers and 17 percent of the
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registered users are approximately are more than 300, 0000. The internet sector is giving the

high priority to the privacy policy phenomena.

Internet Sector

W Approimate Registered
Subscribers
M mportance on "Privacy

Policy"”
m Standard of Law
. W User Reading Policy

192

3%

W Relevancy of the policy

= Amendment by the
committe e

W Following retention
regulation

Figure 5.4.6 Response from the Internet sector

This sector thinks that a 30 to 60 percent of the users read their privacy statements before
registering themselves as a new user. It is interesting to note that some policy contents in this
sector are deal with the legislation & regulations and that are not inconsideration for user. The
policy amendments are generally performed after every year. Majority of this sector

companies follows a strict retention policy.

5.4.7 Response from the telecommunication sector

As shown in the figure 5.4.8, the response from the telecommunication sector of Norway. Just
one service provider was operating outside the Norway. There were approximately More than
300, 0000 registered users with these service providers and they follows the Norwegian
personal data act of [2000] as a standard law for collecting the personal information from there

users only one service provider follows the European Union personal data directive of [1995].

Telecommunication Sector

m Approximate number of users

W Importance on "Privacy Policy™

m Standard of law

m Users reading Policy Contents

m Relevancy of the Policy

= Ammendment by the Committee

m Following retention regulation

= Discloser of Information
Frequency of policy changing
Buliding confidence & trust

Policy Violation reports

Figure 5.4.7 Response from the telecommunication sector
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Here the respondent companies give an average importance on the privacy policy phenomena,
and these respondent organizations perception is that round 60 to 90 percent of their users read
the privacy statements before signing up as a new user with the organization. The majority of
respondent service provider also thinks that some of contents of privacy policy deal with the
legislation & regulations and that are not inconsideration for user and very few thinks that
regarding the understanding of their policy context that it is not completely understandable for
the users because it just explains terms of business, procedures. This respondent sector after
every two years time gap amends their policy and they have a proper review committee of

amending the privacy policy.

5.4.8 Response from the scientific / research / academia sector

The figure 5.4.9, examines the response comes from the research / academia sector from our
online based survey. All the respondents are operating inside Norway. There are 2, 00000 -
250, 0000 registered users associated with this sector and all the respondent organization gives
strong importance to privacy of the user and its policy contents. All the respondent
organization follows the Norwegian personal data act of [2000] when the request user to enter

their personal information.

Scientific / Research / Academia Sector

= Approimate Registered Subscribers

m Importance on "Privacy Policy"

m Standard of Law

m User Reading Policy
Relevancy of the policy
Amendment by the committee
Following retention regulation
Discloser of Information
Freguency of policy changing
Buliding confidence & trust

Policy Wiolation reports

Figure 5.4.8 Response from the scientific / research / academia sector

It was surprising for us to see that according to the respondent organization thinks just 10 to 30
percent of the users read privacy policy and they thinks that privacy policy presented to the

users are very well understandable because it determines the user’s operational limitation and
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domain company's procedures. These respondent organizations also disclose the user's
personal data because it is mentioned in their policy that the organization to disclose personal
data, if the State / Country law enforcement agencies request and it can share the data to their

allied partners, collaborated firms or their Subsidiaries.

5.4.9 Response from the financial sector

We are showing in fugre5.4.10, the response comes from the financial sector from our survey
research. This financial sector purely operates in Norway and follows strictly the Norwegian
personal data act of [2000]. Approximately it has more than 300, 0000 registered users and
indeed the financial sector gives a very high priority on privacy of their registered users which

shows a positive sign of their operations.

Financial Sector

B Approimate Registered Subscribers

m Importance on "Privacy Policy"

W Standard of Law

B User Reading Policy

m Relevancy of the policy

m Amendment by the committee

m Following retention regulation
Discloser of Information
Frequency of policy changing
Buliding confidence & trust

Policy Violation reports

Figure: 5.4.9 Response from the financial sector

The financial thinks that between 30 to 60 percent of the users read their privacy policy before
they are using their services and this respondent sector also thinks that their privacy policies
are well understandable and they purely determines the user’s operational limitation and
domain company's procedures. The respondent sector amends its privacy policy every year
and they follow strictly the retention regulation in their privacy policy. This sector builds a
strong trust & confidence for a subscriber by providing the Https channel of communication on

their official websites.
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5.5 Answering of research questions

The first research question that we have defined from the user’s / subscriber’s perspective was;

RQ#1. How important is the phenomenon of privacy policy for a common user to accept

it?

We received some interesting facts from the user survey saying that 90 percent among all the
age categories are somehow familiar with the privacy policy phenomena, but they exactly do
not know what the actual terminology is and its professional meaning. They usually think that
it is a just Law notice that tells about legal status of any service provider/ organization. As we
have seen in (chapter#2, Background realities) and privacy regulations, acts, standards, and laws
vary extensively from country to country and from state to state, and some of the organizations
are yet to apply the privacy regulations. It might be an indication that a common user is not

finding any reasons to deny any context that are presented in front of them.

Another interesting finding in this survey was that a majority of the respondents were between
age 20 to 30 years, and most of them were male respondents. In our user survey, we have
asked that before registering as a new subscriber, have they read the privacy policy? We got
the answer that approximately 98 percent of the users do not read the privacy policy before
registering and they don’t have time to go through the whole policy. In the survey we have
asked an important question regarding the awareness of users, when the service provider
amends the privacy policy? Approximately 97 percent of the subscribers are not aware about
such amendments and do not receive any notification. This indicates like an alarming situation
that a common users that is a vital part of any website's privacy policy and are they not
informed about any changes. Such actions could damage a website reputation and could lose
the subscribers. It is main responsibility of the service providers to take user in to confidence

if they are about to change their security settings.

Apart from the survey, we have generally asked two open end questions from different people

of different age to get some basic knowledge about the terms “privacy” and “policy”.

Following are some responses we have got;
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For the term Privacy:

¢ “Control over own personal information’s!”

® “Not to be shared with anyone”

¢ “Hiding of personal information, stuffs or work from the other people”

e “It is about the rights of end-user’s protection of information”

e “The privacy includes the user being provided freedom & security to publish the information”

For the term Policy:

e “A description with commitments from the end-users!”

e “Rules and regulation for keeping the data secure and guarantying its usage”

® “A legal contract that offers to the user about the rights and obligations of the company/organizations”
e “Set of promises towards the protection of some entity”

e “Description of acts use to regulated a service for usage”

By analyzing the responses, we can conclude that most respondents are not sure that actual

concept behind these terms.

The second research question that we have defined from the user’s / subscriber’s perspective

was;

RQ#2. Are the contents fully read and understood by the users before accepting the
policy?

Consistent with the literature review, we have found that privacy policy content length was
also one of the main reasons for why the people do not like to read the whole policy. Policies
are boring to read and users believe all policies have the same content with same regulations
etc.

Our user survey respondents were very educated (having bachelor’s and master's degrees), and
none of the participants have disagreed with the privacy policy when they become subscribers.
According to our results, 85 percent of the participants feel very difficulty in understanding the
context of the privacy policy and many participants said “they dont ever read and understand
the privacy policy before using the services”. As shown in the figure 5.5.1, about 69 percent
of the respondents think that these policies are not relevant for them and 16 percent of the

respondents have no idea about the relevancy of these policies.
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level of relevancy of privacy policy from subscribers

L

16%

A B c

Relevant for us Mot relevant for us No idea about relevancy

Figure: 5.5.1 Level of relevancy of Privacy Policy

Generally, many people have realized about the importance of this phenomenon. Users have
shared their feeling from us that they want to use the services from companies, and they are
compromising with their personal information, which is certainly a dangerous act. Privacy
arise further issues in comparison to access control policies, as they require a more

sophisticated treatment of deny rules and conditions on context information [6].

To what extent do you feel any advantage of having a complete privacy policy on service operator’s website?

save from virus,threats,
troian attacks etc

inform about the
prod.utts & helps to understand
services the process of
collecting personal
information there is no

advantage of

' -
B C D

Figure: 5.5.2 Advantages of Privacy Policy

One of the important questions in survey was about advantages and disadvantages of privacy
policies. We noticed that majority people have this perception that a privacy policy will save

them from the viruses, threats and many Trojans attacks etc as shown in the figure 5.5.3.
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To what extent do you feel any disadvantage of having a complete privacy policy on service operator's website?

phishing or
harassing a
common user

Common user

knows,what

service provider

is doing with There is no

personal data disadvantage of
privacy policy

Personal
information can be
hacked or theft

A B Cc D
Figure: 5.5.3 Disadvantages of Privacy Policy

If there is no privacy policy defined over the service provider’s website then people think that a
common subscriber can easily be phished by unknown user or maybe their personal

information can be easily hacked.

The third research question that we have defined from the user’s / subscriber’s perspective

was;

RQ#3. From user’s perspective do the policies that are accepted have a difficult language

and format?

Privacy policies are often written in a complicated language which a common user cannot
easily understand. From the survey, we have found that policies presented have difficult
language and most of the users cannot understand. An interesting fact we discovered in this
survey is that nearly 72 percent of the participants feel difficulty in reading and understanding
the privacy policy from the service provider website and a majority of the common users have
not read the policy, before using the services from the organization. About 18 percent of the
users feel that the language is readable and somehow they can get the idea from this
complicated legal context. This was a closed question containing three choices of (Yes, I feel

difficulty in reading & understanding ; No, I don’t feel difficulty ; I have not ever read & understand

policy before using services of service provider).
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. A Yes, I feel difficulty in reading & understanding privacy policy contents.
[H B No,Idon'tfeel difficulty.

C Thave not ever read & understand the poliey before using the services.

18%

2%

10%

Figure: 5.5.4 Reading and Understanding of Privacy Policy

Mostly privacy policies have complicated legal terms and users are unable to understand. This
situation shows that there should be a soft, easy and readable language adopted to help
common subscriber to decide whether to accept or reject the policy. As shown in our user
survey results, a large number of users are complaining about the language used in a policy.
We have concluded from this discussion that a number of issues that are identified via this
survey should be addressed by taking the common user into confidence, because users are
concerned about their privacy and in order to gain the trust of user and boost the internet
business the main player should provide a solid solution over these core issues. Voice of a
local user about their privacy is rising day-by-day and users are worried about the security of

personal information, and fear that it may be misused in future.

The first research question that we have defined from the service providers perspective was;

RQ#4. What is the current level of enforced privacy policy in different organization?

Analyzing the result from the service provider survey shows that many Norwegian service
providers give a high priority to the subscriber’s privacy policy and have shown that by giving

a high frequency number in one of question about the level of importance to privacy policy;
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importance on Privacy Policy?

Strong importance.
17% Average importance.

47.6% Low importance.

35.2%

Figure: 5.5.5 Importance on Privacy Policy

This shows that companies are highly concerned about their business reputation in terms of
security and privacy and the trust that they are showing to their loyal subscribers for collecting
their sensitive information. But this is also a fact that none of the companies have claimed, that
their privacy policy are read by every user or the frequency of reading organization's privacy
policy is above 90 percent as shown in the following figure. It should be kept in mind that
users have shown their reservation to give their personal data to the service provider as
discussed in the above sections and, indeed, they also think that these privacy policy contents
are not relevant for them. Users do feel problems to understand its language. It is interesting to
see that most of the Norwegian service providers amend their privacy contents with the time

gap of one year.
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Amendment of Privacy Policy from service provider

B every one year

[ every two years
- more than two year

every one month

Figure: 5.5.6 Amendment of Privacy Policy

The second research question that we have defined from the service provider’s perspective
was;
RQ#5. How well is a privacy policy integrated in different service provider /

organizations?

According to the POL clause 28 [41] , there is a prohibition against unnecessary storage of
common user personal information. In order to keep the information as long as the service
provider need, they have to inform user about their retention regulation in their privacy policy.
The same clause also protects the user of right of awareness about any changes in the privacy
policy. The survey which was conducted for the organization have shown that Norwegian
organizations have a review body / committee for setting up privacy policy. Another
interesting aspect we have identified in our research is that the Norwegian service provider
follows the retention regulation within the defined limits in their privacy policy as shown in

figure 5.5.7 .This is an appreciable aspect of privacy policy.

Retention regulation in service provider's privacy policy ?
Yes, they strictly follow retention regulation
Yes, but there is a pre defined time frame to follow this regulatiot

B 47.06%
52.94%

Figure: 5.5.7 Retention regulation in service provider policy
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We have received some interesting findings as we have asked the question of disclosure of

subscriber's personal data to any 3" parties etc. The majority of the service providers disclose
the information upon requests from state law body or any government agency. However, there
exist few organizations, which do not disclose the personal data of users even in case of any
requests. Every Norwegian service provider does have a review body / committee for setting
up privacy policy. This review body / committee are responsible to design the privacy policy
and amend the policy contents after some duration of time that varies from company-to-

company and decision of review body.

Disclosure of personal informations from service provider

8

2

0 - : — .
For Disclose the information,if Disclose the Do not disclose
marketing.promotions, requested by the State information with information what
advertisement law enforcement agencies allied partners, firm s0 ever
purposes etc. etc. or it’s Subsidiary.

Figure: 5.5.8 Disclosure of personal information from service provider

The third research question that we have defined from the service providers perspective was;
RQ#6. When a policy is presented, what role can it play in framing trust of a common

user?

We have mentioned in previous chapter it is necessary to find better mechanisms for privacy of
users over the internet to achieve desired online business growth. There are lots of uncertainties
and serious risks today concerning the users’ privacy and trust. We have seen that users are
sometimes compelled in circumstances to surrender their personal data to gain the services
from the different organizations / service providers [2]. From our survey, we have found that

many people void to give their personal security/ social security number and their date of birth
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to their service provider because it might be lack of confidence and trust on these companies.
We have asked in our questionnaire about the level of confidence to give their e.g. social

security number, date of birth, telephone, and address 1in our survey.

ILevel of NO confidence to give
(social security no,date of birth,telephone, address)

40%
B

24%

|

8%
5%

social date of birth telephone address
security
rmber

Figure: 5.5.9 Level of confidence from users

It could be good idea for common subscribers, when accepting policy, decisions with a higher
importance are presented in a different manner (e.g. with different font style, colors, images or may
be with attractive web interfaces and templates etc). We are probably entering into a new era that
would require developing more effective policies for better and secure transmission of personal
information. Furthermore, we have revealed from the survey that there are some policy
violation reports coming from the users; so in that case, the service provider should be more

focused to take proper protective measures for those violations.

Frequency of privacy violation reports from subscribers
7%
6%
2%
1% 1%6

twice in Once in a year (ywice g year Iore no vielation reports

every 06 “ than

months twice a
year

Figure: 5.5.10 Privacy violation reports from subscribers
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We have asked in our survey about the privacy policy; how a service provider ensures the
confidentiality of personal data and secured transmission of sensitive information over their

website.

confidentiality of user’s personal data from service providers

Having Privacy Seals on website

23.53%

Providing HTTPS channel communication
35.29%

Having strick policy guidelines

- Having other standard protective measure:

23.53%

17.65%

Figure: 5.5.11 Confidentiality of user personal data

We have received a positive response from the results that many service providers prefer to use
different privacy seals on their websites to ensure secure data transmission. While others
service provider gives importance for using https channel of communication. Some
organizations use other standard protective measures etc, for framing the trust of the common
users. Finally, we have to make a consensus for a one privacy policy contents to write domain
specific policies, because it would very difficult to author the different protection mechanisms

for different domains.
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Chapter 6

Conclusion and Further work

This chapter is dedicated to give an executive summary of the present research work and
discuss the validity of results. The chapter also identifies some possible further work on this
topic. Finally, it outlines some research questions, which can be treated as directions for further

studies and enhancements in this area.

6.1  Executive summary

Privacy issues have become increasingly important as the tail of information we leave behind us
is rapidly growing and the potential misuse and theft of information is well recognized. To
minimize the intrusion into a person's privacy caused by the collection, storage and use of the
personal data, the field of data security and protection has emerged. An important and serious
part of the data protection is to communicate the laws and regulations regarding the usage of the
personal data of users, and the privacy policy serves as a path in this context. Privacy policies
have the motivation of increasing the user’s general confidence in sharing personal
information, but most of the research has shown that they have failed to achieve this prospect. A
very few users actually read the policies and understand them. Questions have been raised
regarding whether they have any effect on the user’s trust and confidence at all. Alternative
ways of presenting privacy policy and its related regulations to the common users are urgently
needed. To be able to propose an innovative approach to present the policy, one needs to
explore the current status of the privacy policies and their related aspects. The purpose of this
work has been to conduct a survey to lay a strong foundation for further work on the privacy
policies and impact on the social and moral grounds. We therefore have conducted an
explorative study and read related work on this topic in order to explore some relevant problem
definitions. This work was followed by developing a questionnaire, and using a survey

technique to answer these problems. We have conducted one survey for users and another
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survey for the service providers. The results of both online surveys were unexpected, very few
people actually read the policy, and try to understand them. We have also found an interesting
fact that this was not due to a lack of privacy concern, but rather due to its complex terms,
complicated language and user expectations. The importance of underlying a global patchwork
of laws and regulation that serve as a basis for the content and structure of today's privacy
policies was discussed in chapter 3 (privacy legislation & principles). In conducting this
research we also saw that any innovative approach on presenting privacy policy to the user are
limited by varying enforcement mechanisms, and that again tries to limit the further research on

this important issue.

6.2 Validity and Limitations

We have mentioned in the research approach that this study has limitation related to the time
frame and other constraints. The user surveys were based on high probability samples and thus
statistically valid (we got response from 82 percent). For the service provider survey the
probability sample was lower (response collected 17 out of 40). We have pointed at several
possible sources for bias during discussion, and it is important to highlight yet again that the
results from these online surveys should be regarded as highly explorative. Our findings are
indication of subscriber’s privacy concerns and attitude, and should not be understood as
evidence. Our finding has also shown the attitude and perspective of different organizations
and service providers about the phenomena of privacy policy and how they are treating the
user’s personal information. We have also tried to let the user know by both surveys that how
service operators are liable on retention policy within the privacy contents, and how a company
is responsible to handle the user’s personal data when they are asking in their website. We have
also highlighted the questions about to what extent a service operator thinks about the privacy
statements presented to user are relevant for them. Possible sources for bias in these online
surveys could stem from the age, education level etc of the respondents. It could have been
very useful to conduct a similar and improved web survey based on a large number of
participants, which could have opened for more in depth analysis about the topics included in
the survey. A correlation analysis to map stated privacy practices to actual behavior could for

example have been a useful approach to get wider understanding of the complex relation
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between those two. However in the light of this project work, we feel that this size surveys has
served its purpose, as an explorative approach to get an idea of the range of responses on ideas

people have on the findings discovered in the literature review.

6.3 The road ahead

As seen from the survey evaluations, future approaches to alternative ways of presenting
privacy policy are limited. While the idea of a unified policy and regulation on the topic of
privacy and is unlikely to ever happen. The development of data protection laws throughout the
globe is promising, and could create a better foundation of taking the user into confidence, and
creating innovative ways of presenting privacy policies in the future. There have, however,
emerged several interesting topics regarding privacy policies through this online web survey,
and especially the different aspects that defines user confidence in sharing online information
seems fruitful to base future research on. Further analysis in modifying the version of privacy
seals could also be interesting to investigate further. Being a self-regulatory approach, the idea
of how this approach could effectively work in the context of defined legislation can be a

positive aspect for further study.

6.4 Potential research questions for further work

First, the policy makers would need to recognise that privacy and trust issues are both context
dependent terms, which do not mean the same thing to all the users in all situations. Second,
not all the users attach the same value to these concepts. Third, it is also a fact that for a
specific domain, policies will be difficult to write, because some times within the same domain
different circumstances may call for different privacy protections [7]. It is also very important
to continue researching better tools and mechanisms for security and privacy policy makers, and
to establish guidelines for better understanding as we learn more. Indeed the legislation, self-
regulations, technical solutions and combination solutions are different ways that can be
improved in establishing good mechanisms [10]. To achieve best security goals, it is crucial
that policy makers are able to author high quality security polices and to ensure that the
specified policy should match the intended policy. By analysing the different responses given

by subscribers, we see that they are not aware about their personal information storage
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technique and the assurance that their personal information is in safe hands. It is the
responsibility of a services provider to notify the users, before they are trying to change the
strategy of handling the personal information. If they do not take this initiative then it creates
an ambiguity for a common subscriber and this affects the service provider reputation. This act
of non-seriousness on privacy policy can be ended with big disasters because, if personal
information has been disclosed locally, then there is a chance of harassing the user. There have,
however, emerged several interesting topics and aspects regarding security policies through this
research work. Especially the different aspects that define user trust and authentication in

sharing the online information can provide better future research grounds.

We propose the following future research questions;
Question 1: How to improve the way the privacy policy is presented to the users by the service

providers?

Question 2: To verify the perception that women are more sensitive towards their personal

information as compared to men?

Question 3: How important are different webtrust seal programs in formation of trust on the

users?
Finally, this can also be a good question for general discussion that policy authors are capable

enough of authoring high quality policies if they know the risks and future threats (policy

violation and ethical problems etc) [8].

100






Appendix A

Directorate for Science, Technology and Industry

oEcD (@

ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT

The eight basic principles set out by the OECD Board are as follows;

1. Collection Limitation Principle
There should be limits to the collection of personal data and any such data should be obtained by
lawful and fair means and, where appropriate, with the knowledge or consent of the data subject.

2. Data Quality Principle
Personal data should be relevant to the purposes for which they are to be used and, to the extent
necessary for those purposes, should be accurate, complete and kept up-to-date.

3. Purpose Specification Principle
The purposes for which personal data are collected should be specified not later than at the time of
data collection and the subsequent use limited to the fulfillment of those purposes or such others as
are not incompatible with those purposes and as are specified on each occasion of change of
purpose.

4. Use Limitation Principle
Personal data should not be disclosed, made available or otherwise used for purposes except;

1) With the consent of the data subject. 2) By the authority of law.




5. Security Safeguards Principle
Personal data should be protected by reasonable security safeguards against such risks as loss or
unauthorized access, destruction, use, modification or disclosure of data.

6. Openness Principle
There should be a general policy of openness about developments, practices and policies with

respect to personal data.

7. Individual Participation Principle
An individual should have the right;
e To obtain from a data controller, or otherwise, confirmation of whether or not the data
controller has data relating to him;
e To have communicated to him, data relating to him within a reasonable time;
e To challenge data relating to him and, if the challenge is successful to have the data erased,
rectified, completed or amended.

8. Accountability Principle
A data controller should be accountable for complying with measures which give effect to the
principles stated above.
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Statement of purpose

© N'IT'NU

Norwegian University of
Science and Technology

v" About the researcher:

Hello! My name is Murtaza Hussain and I am International Student here in NTNU. I am 26
years old and studying M.Sc in Department of Computer and Information Science (IDI) and
my specialization is Information Systems Engineering, where I am focusing on perception of
users and service provider privacy policies and their concerns. My supervisor is Professor
Torbjern Skramstad. This topic is assigned as a master to fulfil the requirement of M.Sc
(Information Systems Engineering) in NTNU.

v Master's Thesis Background:

Ambiguity in information society has raised many privacy and trust issues that are context
dependent. These issues will pose many challenges for policy-makers and stakeholders because
people's notion of privacy and trust are different and shifting. The policies of the past are not
seems to be adequate to deal with new challenges and we are probably entering in new era that
would require developing effective policies. In this work we have presented some responses'
from users and service providers; indeed this work shows a limited scope due to the time
limitation and other course work in this semester of my master degree, but this topic can be
more elaborated in my future plans and research on the privacy policy phenomena. To be able
to solve this task, I am dependent upon the questionnaires & online surveys from some service
providers and Norwegian peoples. | specifically need to know what the common users
response to accept the privacy policies, and before accepting a policy the by contents are fully
read & understood by them. The questionnaire filling is entirely voluntary and to full the
survey 3 reminder emails were sent to the stakeholders. All the information given in the
questionnaires will be kept open for all times, and all the stake holders of these online
questionnaires will be anonymous during the whole survey research. These questionnaires will
be documented as a whole to ensure that they represent the users' and the service provider's
responses.

Prof. Torbjorn Skramstad Murtaza Hussain
Supervisor IDI - NTNU. Master's student IDI -NTNU.
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Questionnaires for the users (total 15 questions)

In which category your age belongs?

20-30 Years.
30 -40 Years.
40-50 Years.
50-60 Years.
60-70 Years.
70 years and above.

Your gender?

Male.
Female.

The highest level of education you have completed?

High School.
Completed Bachelor's.
Completed Master's.
Completed Doctorate.
Completed Post-Doc.

In which category your status can best describe?

Administrative / Management Level.

Computer and Communication Industry/ Professional Level.
Business / Commercial / Trade Level.

Academia / College / University / Research Level.

Media / Advertisement / Marketing Level.

Intermediate / Student Level.

Home / Common user Level.




2

Approximately how many working hours you spend on the internet?

Below 10 hours per week.

10 -20 hours per week.

20-30 hours per week.

30-40 hours per week.

40-50 hours per week.

More than 50 hours per week.

=

Are you familiar with the terminology of “Privacy Policy™?

YES, I am aware.
YES, But I am not sure what exactly this means.
NO, I have not heard this before.

7. What is your perception about “Privacy Policy”?

B Privacy policy is just an ordinary text use to show the goodwill of organization.

B Privacy policy is a Law notice that tells about legal status of organization.

B Privacy policy just explains reliability and contact information of service provider.
B Privacy policy is a legal document that shows how service provider collects personal
information and the usage of that information.

8. To what extent do you feel any advantage of having a complete privacy policy on service
operator's website?

B [t helps to inform about the product and services.

B [t helps to save from the Trojan attacks, spamming and virus threats etc.

B [t helps to understand the process of collecting personal details from the user.
B There is no advantage of a privacy policy on service operator website.

B Other




9. To what extent do you feel any disadvantage of having a complete privacy policy on service
operator's website?

B There is a great chance of phishing or harassing the user.
B User's personal information can easily be hacked or theft by a hacker.
B User would not know that what service provider is doing with his / her personal data.

B There is no disadvantage of a privacy policy on service operator website.
B Other

10. Before registering as a new subscriber with the website. Have you ever read the policy
contents?

B YES, I have read them whenever I registered as a new subscriber.
B NO, I have not read them whenever I registered as a new subscriber.
B [ have not ever tried to read the policy contents because I don’t have time.

11. To what extent you feel difficulty in understanding the context of the privacy policies?

B YES, I feel very difficulty in understanding the context of the privacy policy.

B NO, [ don’t feel any difficulty in understanding the context of the privacy policy.

B [ have not ever read and understand the privacy policy contents before using the services from
the service provider.

12. To what extend do you feel that these policies are relevant for you as a subscriber?
B YES, they are very relevant for us.

B NO, they are not at all relevant.
B 1don’t have any idea about relevancy of policies.

13. To what extend are you confident to give your personal information (e.g. date of birth, address,
telephone, social security number etc) to your service provider?

B YES for Social Security number B NO, for Social Security number
B YES for Date of Birth B NO, for Date of Birth

B YES for address B NO, for address

B YES for Telephone B NO, for Telephone




14. To what extend are you aware, when ever your service provider amends the privacy policy?

B YES, I am aware when there are any changes/ amendment from the service provider.

B YES, But when some other user inform me about any changes/amendment from the service
provider.

B NO, I am not aware about any changes / amendments from the service provider.

15. To what extend you send request to review or update your personal information from the
service provider?

Once in a week.

Once in a month.

Twice in a month.

Once in every 6 month.
Twice in every 6 month.
Once a year.

Twice a year.

I have not ever sent any request to update or review my personal information.

THE END




Appendix D

Questionnaires for the Organization (fotal 13 questions)

[um—

In which category does your organization belongs?

Internet organization.

Telecommunication organization.

Scientific / Research / Academia organization.
Financial institution / Banking organization.
Trade / Business/ Commerce organization.
Marketing / Advertisement organization.
Other

N

Does your organization operate inside the territory of Norway?

| YES, it is operate inside Norway.
| NO, it does not operate inside Norway.

(%)

Approximately how many the numbers of registered users are getting your service?

Below 10,000 registered users.
10,000 — 40,000 registered users.
10,000 — 50,000 registered users.
50,000 — 1, 00000 registered users.

1, 00000 — 1, 50000 registered users.
15, 0000 — 2, 00000 registered users.
2, 00000 -250, 0000 registered users.
More than 300, 0000 registered users.

>

To what extent does the organization gives importance on Privacy Policy?

The organization gives STRONG importance.
The organization gives AVERAGE importance.
The organization gives LOW importance.

The organization gives NO importance.




5. Does your organization follow any Privacy Standards and Law?
| NO, the organization do not follows a privacy standard and Law.
If “Yes” Identify them?

Norwegian personal data Act of [2000]

European Union personal data directive of [1995]

Privacy safe harbor framework of [2000]

OECD privacy principles of [2000]

United States privacy Act of [1974]

United States COPP Act of [1999]

Canada personal information protection & electronic documents Act of [2009]
New Zealand data privacy Act of [1993]

Australia data privacy law of [ 2008]

Other

6. Approximately how many users read the organization's privacy policy, before registering as
a new user?

Below 10 percent users.
Approximately 10-30 percent users.
Approximately 30- 60 percent users.
Approximately 60-90 percent users.

Above 90 percent users.

7. To what extent does an organization think that privacy statements presented to a registered
subscriber are understandable?

B YES, because it determines the user’s operational limitation and domain company's
procedures.

B Some of contents of privacy policy deal with the legislation & regulations and that are not
inconsideration for user.

B NO, it is not completely understandable for the users because it just explains terms of
business, procedure and other unnecessary text etc.




8.

Does an organization have a review body / committee on setting up privacy policies?

No, the organization does not have any review body /committee on privacy policies.

If “Yes” how frequent does the policy contents are amended by review body/committee?

=

10.

It amends in every one month.

It amends in every six month.

It amends in every one year.

It amends in every two years.

It amends in more than two year.
Other

Does the organization follow the retention regulation in their privacy policy?

YES, the organization strictly follows the retention regulation in its privacy policy.
YES, But sometimes but there is a pre-defined time frame to follow the retention regulation.
NO, the organization does not follow any retention regulation.

Does the organization disclose the subscriber's personal data to any 3™ vendor or 3™

parties?

YES, it is the policy of the organization to disclose data to any organization for marketing,
promotions, advertisement purposes etc.

YES, it is the policy of the organization to disclose personal data, if the State / Country law
enforcement agencies request.

YES, it is the policy of the organization to disclose personal data with its allied partner, collaborated
firm or it’s Subsidiary.

NO, it is the policies of the organization not disclose personal data to any other organization what so
ever.




11.  How frequent does the service provider receive request from registered subscriber to update
their personal details?

Once in the month.

Twice in a month.

Once in every 6 months.
Twice in every 6 months.
Once in a year.

Twice in a year.

More than twice in a year.
None of the above.

Other

[a—
o

To what extent does the organization build a strong trust & confidence for a subscriber?

By introducing the privacy protection seals on website.

By providing the Https channel of communication in website.

By following a stick policy statements and guidelines in website.

Other standard protective measures taken up in website.

Not necessary to build a trust and confidence for a subscriber in website.

13. How frequent does the service provider handle the privacy violation reports from the
subscriber?

Once in the month.

Twice in a month.

Once in every 6 months.
Twice in every 6 months.
Once in a year.

Twice in a year.

More than twice in a year.
None of the above.

Other

THE END
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Glossary

In order to have a common understanding of a theme, it is good to have precise definitions of the

terms used. This part provides a short list of the some commonly used terms in thesis.

Aggregate Information: The statistical information that may be collected by a web or other source, but
is not personally identifiable.

Authentication: Process that establishes positive ID of a user, device, or other entity in a computer
system.

Authorization: The process of giving someone permission to do or have something. In multi-user
computer systems, a system administrator defines for the system which users are allowed access to the
system

Browser: A navigational program runs on a client's computer for viewing World Wide Web pages. An
example includes Netscape & Microsoft's Internet Explorer.

Child: A child is identified, in accordance with the U.S. Children’s Act of 1998 as under the age of
thirteen.

Cookie: Small texts file of information that certain Web sites plant on a user's hard drive while the user is
browsing the web site. A cookie can contain information such as user ID, user preferences, archive
shopping cart information, etc. Cookies can contain personally Identifiable Information.

Compliance cost: A compliance cost is expenditure of time or money in conforming with government
requirements such as legislation or regulation.

Data protection: The prevention of misuse of information stored on computers, particularly information
about individual people.

Data inspectorate (norske Datatilsynef): A data inspectorate is a Norwegian Government agency
responsible for managing the Personal Data Act of 2000, concerning privacy concerns.

Data quality: Acceptable standard of accuracy of personal data.

Data aggregation: The practice of collecting data from various sources and putting them together. In
practice, data can be aggregated multiple times.

Data subject: The person whose personal data are collected, held or processed.

Data transfer: Data transfer refers to the transmission / communication of data to a recipient in whatever
way it may be.

Data controller: The person or administrative entity that determines the purposes and means of the
processing of personal data on behalf of an institution or body.

E-mail: Abbreviation for Electronic Mail. Messages sent from one person to another via computer.

Encryption: Scrambling data into a private code to ensure secure transmission.
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Firewall: Specialized software and/or hardware designed to prohibit unauthorized access to information
on a computer network.

Home Page: The first page of a web site. Also, the web site that automatically loads each time you
launch your Browser.

Host: A computer on a network that is a repository for services available to other computers on the
network. It is quite common to have one host machine provide several services.

HTML: Abbreviation for Hypertext Markup Language, the World Wide Web's standard computer
language.

Hyperlink: A hyperlink is a clickable link to another web page or site, a connection between two
anchors. Clicking on one anchor will take you to the linked anchor.

Internet Protocol (IP) Address: The numbers that are translated into a domain name (e.g. google.com).
The address is a string of four numbers separated by periods (example, 111.22.3.444) used to represent a
computer or other device on the Internet.

Link: Another name for a hyperlink.

Log Files: A record of Web activity that automatically saves use and information such as the date, time,
IP address, HTTP status, bytes sent, and bytes received.

Openness: The policy of openness about developments, practices and policies with respect to personal
data.

Outweigh: It is a verb used with an object and it means to exceed in value, importance, influence, etc.
Opt-In: The option giving the consumer complete control over the collection and dissemination of
his/her personal information. A site that provides this option is stating that it will not gather or track
personally identifiable information about the consumer unless he/she knowingly provides such
information and consents to the collection and use of such information. The company must have the
consumer's permission prior to collecting or using the information.

Opt-Out: The option whereby consumer must actively chose to prevent personally identifiable
information from being used by a particular Web site or shared with third parties. Typically, the consumer
is asked to choose to Opt Out to prevent the Host from using his/her information.

Personally Identifiable Information (PII): Information that can be traced back to a specific individual
user, e.g., name, postal address, e-mail address, telephone number, or Social Security number. Personal
user preferences tracked by a Web site via a cookie are also considered personally identifiable when
linked to other personally identifiable information provided by the user.

Privacy Officer: Individual formally appointed by a designated approving authority to ensure that the
provisions of all applicable privacy and security directives are implemented throughout the life cycle of

an automated information system network.
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Privacy Policy: The statement on a web site of what personal information is collected by the site, how it
will be used, who it will be shared with, and what options there are for controlling how the information
will be used.

Recurring informational/promotional E-mail: An E-mail sent from time to time to give individuals
information or advise them of product offerings.

Sweepstake: sweepstakes is an advertising or promotional tactic through which incentive or prizes are
given in order to participate an event by lucky draw etc.

Security policies: The set of laws, rules, and practices that regulate how an organization manages,
protects, and distributes sensitive information.

Service provider: A service provider is an entity that provides services to other entities. Usually this
refers to a business that provides subscription or web service to other businesses or individuals.
Subsidiary: A wholly controlled part of the company.

Service operators: A service operator (SO) is also known as a mobile phone operator that provides
carrier service, wireless service or cellular signals to subscribers.

Third Party: A natural or legal person, public authority, agency or body, other than the data subject, the
controller, the processor and the persons who, under the direct authority of controller or processor are
authorized to process the data.

Trace: The path revealing an end user movement over the internet.

Untraceability: Untraceability aims at making it difficult for the adversary to identify that a given set of
actions were performed by the same subject.

Undetectability: Undetectability of an item of interest from an attacker’s perspective means that the
attacker cannot sufficiently distinguish whether it exists or not.

URL: Uniform Resource Locator, the address of documents and other resources on the World Wide Web.
The first part of the address indicates what protocol to use, and the second part specifies the domain name
where the resource is located.

Web Bug: A small image in an HTML page with all dimensions. Because of its insignificant size, it is
not visible but it is used to pass information anonymously to third party sites.

Webmaster: The person responsible for maintaining and updating a web site.

Web site: A collection of pages or files on the World Wide Web that are linked together and maintained

by a company, organization, or individual.
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