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Abstract

Exchange and sharing of sensitive health information have to happen accord-
ing to prevailing external conditions established by laws, regulations and li-
able authorities. These external conditions create various limitations, making
requests for adaptative health information systems. Especially, when devel-
oping new solutions, defining the balance between protection of personal
privacy and availability of information, is a great challenge.

Several projects are working on possible solutions to the problem of shar-
ing health information in a distributed way. Based on two different pilot
projects in each of the countries Denmark, Norway and Sweden, and seen
from an information security perspective, this thesis does a comparison of
external conditions and various approaches to these conditions. Main focus
is on the Scandinavian health legislation, but organisation of health services
will also be considered briefly. The objective is to acquire new knowledge
about and to contribute to the debate concerning exchange and sharing of
health information.

The results of this project are founded on an inductive multiple case
study, and empirical data have been collected through semi-structured in-
terviews.

Through this thesis, it has become evident that health care in the Scan-
dinavian countries is upon the whole equally organised and struggles with
many of the same technological challenges.

All three countries’ health legislation promotes personal integrity, with
Sweden as the most expressive. Nevertheless, there is a tendency towards
enhancement of the patient’s autonomy and a request for more united health
care processes, leading to needs for new types of technological tools to en-
sure information security. In order to meet these requests, common national
technological standards, concepts and infrastructure have become more im-
portant. In addition, the systems made have to be in accordance with Acts
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and regulations. Parts of the prevailing legislation are to a hindrance for ex-
change and sharing of information across organisational borders.

The technological solutions chosen within the scope of the limiting exter-
nal conditions are generally well-defined, high quality systems which have
information security in focus. Still, there has become evident that some weak
points exist, and there is room for improvements.

In order to make health care of higher quality and ensure information
security to an even larger degree, legal amendments and a more extensive
national co-operation will arrange for the possibility of developing better
information security solutions.
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4.6 Case 6: Nationell Patientöversikt - NPÖ . . . . . . . . . . . . . . . . . . . . 64
4.6.1 Stakeholders . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64
4.6.2 Legislation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
4.6.3 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
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4.6 Authentication in Nationell Patientöversikt . . . . . . . . . . . . . . . . . . 67

5.1 Comparison of the six projects concerning information security 77

C.1 Abbreviations used in table C.2 with descriptions . . . . . . . . . . . . 109
C.2 Legal terms in Scandinavian health legislation . . . . . . . . . . . . . . . 110





v 1

Introduction

This chapter will give an introduction to the thesis’ problem and a plan for
how a solution will be developed.

Throughout the thesis, various terms which have different names in En-
glish compared to Danish, Norwegian or Swedish will be mentioned, e.g.
Acts. The English term will be used as a standard, but the original one will
be included in a list of terms, see Appendix B.

1.1 Background

In ’IT i Vården’, an attachment to the newspaper ’Computer Sweden’ on
March 8, 2006, Carelink has an advertisement with the heading (translated
from Swedish):

How can something so easily understandable be so complicated to imple-
ment?

Further, it is mentioned in the advertisement that it should not be necessary
to register patient data more than one time, and that this information should
be accessible in an easy and secure way, independent of time and location
in the health service. Carelink, an organisation which promotes national co-
operation to develop the use of IT in Swedish healthcare, states that this is
feasible. But, collaboration on a national level is required in order to find
answers to essential questions.

An essential demand from every user of an information system is that the
correct information is available at the right time to the person with the ap-
propriate interest and authorisation. This demand establishes in other words
what information security is resting on; confidentiality, integrity and avail-
ability.
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The challenge for an organisation is to make information processing and
exchange as optimal as possible, while at the same time assuring that the
information is secured in a proper way corresponding to the concepts pre-
viously mentioned. Health care is one of the domains which this is of great
importance. This information-intensive area generates huge volumes of data
from hospitals, primary care surgeries, clinics and laboratories. Historically,
such organisations have consisted of autonomous and independent units
with little or no information sharing [Grimson et al. 2000]. Information re-
garding a patient has been saved at hospitals, medical offices or other health
care institutions where the patient was given care and thereby the informa-
tion originated from. Because of this, it is hard for health care professionals
to get a complete overview of a patient’s case history in each individual in-
cident. Such an overview is desirable, and also often required, to be able to
offer high quality health services.

The health care domain has become more computerised in the last decades.
To take advantage of this progress, information sharing is a necessity to in-
crease the efficiency and quality of care. The exchange of information is no
longer only done between different units in the same organisation, but also
across organisational borders [Nohlberg and Åhlfeldt 2005]. At the same
time, the security issue has become far more complex as the evolution has
lead to a decentralised world of networked personal computers and work-
stations. This means that as the demands of information sharing is increas-
ing, the needs for information security will increase equally in complexity
and importance.

1.2 Definitions

The concept information security has various interpretations according to
which context it is used in. In this case, it is defined as the activities which
concentrates on determining what to protect and why, what it needs to be
protected from, and how this protection should be done [Alberts and Doro-
fee 2002]. Further, confidentiality is defined as the concealment of information
or resources. It also concerns existence of data, which can be more revealing
than the data itself. Integrity refers to how trustworthy data or resources are,
while availability is defined as the ability to use the desired information or
resource [Bishop 2003].

This thesis considers information security in distributed health informa-
tion systems. In this context, distributed systems are understood as informa-
tion systems used by health personnel working within the same organisa-
tion, but possibly in different wards, but also by personnel who collaborate
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across organisational borders. Further, exchange and sharing of health in-
formation will be investigated. Exchange means information which is dis-
tributed in order to inform, but the information is on an unchangeable form,
e.g. electronically sent epicrises from a hospital to a general practitioner. As
opposed to exchange, shared information can be changed by both sender and
receiver, e.g. a common health record used by several care providers.

External conditions are in this context defined as prerequisites for process-
ing of sensitive health information, stated by external authorities and/or
public administration. These conditions make demands on how informa-
tion security shall be ensured in health information systems, in addition
to restricting usage of sensitive health information. Neither owners, users
nor vendors of a health information system can directly change them, but
in many situations, they might have an influence on possible amendments.
Typical examples on such conditions are various health Acts and regulations.

Requirements are defined as the specific information security requirements
which have formed the basis for each of the pilot projects solutions. These
requirements can be influenced by both owners, users and vendors of the
system, and they are divided into ’functional’ or ’non-functional’. Functional
requirements are associated with specific functions, tasks or behaviours the
system must support, while non-functional requirements are constraints on
various attributes of these functions or tasks. System solutions are the imple-
mented version of the previously described requirements.

The terms primary and secondary health sectors are generally used in the
same way in Scandinavia. In this thesis, the primary sector is understood
to include the patient’s general practitioner, emergency wards and mater-
nal and child health centres amongst others. The secondary sector includes
hospitals, ambulance service and the specialist service. A more fine-grained
division is not necessary in this context.

More definitions of concepts and terms relevant for this thesis are in-
cluded in Appendix C.

1.3 Purpose

In this thesis, some of the challenges at the information security level will
be identified, and the underlying factors creating these challenges and lim-
itations, will be discussed. Also, various existing technical solutions will be
examined and compared against each other. This identification and compar-
ison will be done from a Scandinavian point of view; the three countries
Denmark, Norway and Sweden (henceforth mentioned in alphabetical or-
der) will be included.
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At the present moment, exchange of sensitive health information hap-
pens to some degree, but sharing is still a challenge and is not tested out to
any great extent. Therefore, the conditions and possible methods for sharing
will be investigated. In addition, how information is exchanged will also be
identified.

1.4 Problem

Exchange and sharing of sensitive health information have to happen accord-
ing to prevailing external conditions established by laws, regulations and li-
able authorities. These external conditions create various limitations, making
requests for adaptative health information systems. Especially, when devel-
oping new solutions, defining the balance between protection of personal
privacy and availability of information, is a great challenge.

According to the current legislation, it is difficult to share sensitive health
information within an organisation, but sharing across organisational bor-
ders is even more problematic. In this thesis, some of the problems will be
considered. Main focus will be on the Scandinavian countries Denmark, Nor-
way and Sweden in order to:

- do a comparison of external conditions and various approaches to these
conditions to give new insight and contribute knowledge into the debate
and the development of health information sharing.

- evaluate selected pilot projects, in this thesis called ’cases’, to make a com-
parison of the chosen solutions and the requirements these solutions are
based on. Also, the solutions in connection to the external conditions in
the three countries will be compared.

- do a comparison of the external conditions with a view to a possible fu-
ture coordination of regulations to be able to share information across
organisational, and possibly national, borders.

Several ongoing pilot projects are working on possible solutions to the
problem of sharing health information in a distributed way. Based on two
different pilot projects (’cases’) in each of the countries Denmark, Norway
and Sweden, and seen from an information security perspective, this thesis
will try to find answers to the questions listed below. Figure 1.1 includes
a corresponding illustration on how the identification and the comparisons
will be accomplished. Concepts like Identification 1 and Comparison 1 etc.
are all shown in the figure.
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From a background perspective:
- Identification 1: Which external conditions in the three different coun-

tries must be taken into consideration?
- Identification 2: Which requirements have formed the basis for the dif-

ferent cases?
- Identification 3: Which technical solutions have these requirements re-

sulted in?

Comparison 1: External Conditions’ Influence on Requirements:
- How have the external conditions influenced the requirements made in

the cases?

Comparison 2: Different Solutions in Cases:
- How and why have different external requirements resulted in different

solutions?
- How and why have similar external requirements resulted in different

solutions?

Comparison 3: Different Solutions in Countries:
- Could all solutions be implemented in all three countries? If not, which

are not realisable?
- Which strengths and/or weaknesses are found in the different cases?

1.5 Goal

This thesis’ goal is to acquire new knowledge about and to contribute to the
debate concerning development of health information sharing techniques
in the Scandinavian countries Denmark, Norway and Sweden, both within
each country and across the national borders.

1.6 Method

To reach this project’s goal, an inductive approach will be utilised. A liter-
ature study will first be conducted. Then, correspondence with representa-
tives from the six different pilot projects, or cases, will be held in order to
collect empirical data. These data will be analysed, and the result will form
the basis for the comparisons. A more thorough description of the method is
found in chapter 2.
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Fig. 1.1. Plan for identification of external conditions and requirements, and compar-
ison of findings

1.7 Contribution

This thesis is aiming to make a contribution to the debate concerning sharing
of sensitive information in health care. Hopefully, it will create new insight
in how health legislation in Denmark, Norway and Sweden differ from each
other, and, based on this, how the differences create dissimilar foundation
for development of information sharing solutions. Further, through evalu-
ation and comparison of information security mechanisms, beneficial prac-
tices will be revealed. It is also a goal to discover if some of these practices
are transferable, and if sensitive information can be shared across national
borders in the future.
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1.8 Report Structure

This thesis is structured as follows:

- Chapter 1 - Introduction
Gives an introduction to the thesis’ problem and a plan for how a solution will
be developed.

- Chapter 2 - Research Method
A more supplementary description of the chosen research method.

- Chapter 3 - External Conditions
A thorough review of the external conditions in the three different countries.

- Chapter 4 - Requirements and System Solutions
A presentation of the six different cases, an identification of the underlying re-
quirements and a description of the corresponding solutions.

- Chapter 5 - Comparisons of Projects
Comparisons of external conditions, requirements and system solutions.

- Chapter 6 - Analysis and Discussion
An analysis and discussion of the results.

- Chapter 7 - Conclusion and Future Work
A summing up and conclusion of the results, and proposals for future work.
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Research Method

In this chapter, the chosen research method and strategy will be described in
more detail.

2.1 Motivation for Choice of Method

The results of this project will be founded on an inductive research method.
This method implies that empirical data is collected, and from the analysis
of the data, a conclusion is formulated [Roberts 1997]. The reason for this
choice lies in the nature of this thesis’ problem formulation. The problem is
of an explorative kind; there exists no knowledge about a possible result at
the start of the investigation.

In addition, it has been said that studies within the information systems
domain cannot only include technological aspects, but also have to consider
behaviour and organisation [Galliers and Land 1987]. This study will involve
a comparison on how sensitive health information is shared within each of
the Scandinavian countries, and possibly also across national borders. To get
a holistic picture, the comparison cannot be seen from a technological view
only, but also has to include external conditions such as Acts and regulations.
Because of the limited scope of this thesis, the emphasis will be on the legis-
lation in Scandinavia, but organisation of health care will also be considered.
This type of information is not measurable, and therefore, this thesis’ prob-
lem will be sought to be answered through a qualitative research approach.

2.2 Research Strategy

The chosen research strategy is a type of case study. A case study is an in
depth investigation of a single or a small number of units or cases [Hancock
1998]. It is not defined as a methodological choice, but a choice of what to
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be studied in the form of interest in one or a few individual cases. Different
types of case studies have been defined, and in this thesis a multiple case study
will be performed. According to [Stake 2005], a multiple case study involves
several cases examined to provide insight into an issue or to redraw a gen-
eralisation. In this context, the six various pilot projects are considered six
different cases to be studied. Even though the cases are examined in depth,
they are of secondary interest. They play a supportive role, and they facili-
tate the understanding of how sensitive health information is exchanged and
shared, and which problems and challenges this results in.

The techniques for exchange and sharing of sensitive health information
are considered to be strongly contextual dependent and under constant de-
velopment. What is sought to be understood through this thesis can there-
fore be defined as a contemporary phenomenon, and a multiple case study
is considered appropriate. This choice is justified based on the nature of case
studies; the desire to provide new insight into a general issue by means of
the study of a few specific cases [Stake 2005].

2.3 Motivation for choice of Research Domain and Cases

The three Scandinavian countries Denmark, Norway and Sweden are chosen
because of their similarities in public organisation and structure, meaning
that the fundamental basis for the comparison is quite equal. Nevertheless, a
resembling framework can result in various solutions with different positive
and negative twists.

The six cases have been chosen because they are quite similar. They have
in common that they all process sensitive health information which are ex-
changed/shared between health personnel and possibly the patient, either
within or across organisational borders. It is also believed that understand-
ing them can lead to better comprehension, and perhaps theorising, about
a still larger collection of cases. In addition, the inclusion of two cases from
each country can also make it possible to do a comparison within each coun-
try, and possibly reveal internal differences. All six cases represent systems
used and administrated by the public health care sector.

2.4 Methods for Collection of Empirical Data

A literature study will first be done. Then, a series of semi-structured inter-
views with representatives from the six different pilot projects will be held
in order to get an overview of the projects’ various requirements, solutions,
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and possible development problems. Also, various project documents will
be studied to supplement the interviews.

2.4.1 Literature Study

The study will include general literature concerning information security
and the health care domain, and particularly literature which concerns these
two topics in combination. Also, a study of laws and regulations having an
impact on information technology in healthcare in Scandinavia will be done.
In addition, literature that brings research methodologies with a qualitative
approach into focus will also be studied.

The motivation for the literature study is to get a better knowledge of
information security in general, in addition to become acquainted with in-
formation systems used in health care. The study is also meant to give an
overview of relevant prevailing legislation.

2.4.2 Interviews and Correspondence

Representatives from the six different pilot projects will be interviewed in
order to collect necessary empirical data. Since the representatives reside in
different geographical locations, the interviews will be done both orally and
in writing, dependent on where the interviewee is. When written communi-
cation is the option, the correspondence will be done via electronic mail.

The semi-structured interview style involves a series of open-ended ques-
tions based on the area of interest. The open-ended nature of the questions
defines the topic under investigation but gives both the interviewer and the
interviewee the opportunity to discuss some topics in more detail. The semi-
structured style is useful when it is not possible to draw up a list of possible
pre-codes because little is known about the subject area. However, one has to
bear in mind that analysing the interview data from open-ended questions is
more problematic and time-consuming than when closed questions are used.
The reason for this is that work has to be done before often diverse responses
from subjects can be compared [Mathers, Fox, and Hunn 1998]. A general
interview guide has been constructed (see appendix A).

In addition to using interviews to collect data, various documents de-
scribing the different projects will be studied, e.g. requirement specifications
and security policies.
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2.5 Methods for Analysis of Empirical Data

The collected empirical data will be categorised and analysed in order to
form a basis for the identifications and comparisons that shall be done, see
Figure 1.1. Below follows descriptions of the necessary frameworks for the
categorisation and analysation, divided into a legal and technological view-
point, respectively.

2.5.1 Identification 1: External Conditions

To be able to make the comparison of the three different countries’ health
legislation on a most equal basis as possible, various terms will first be de-
fined, see Appendix C.2. Then, the relevant legal questions will be classified
according to different subject areas, and then compared. The classification
shall assure that resembling legal concepts are compared on an equal foun-
dation. The legal categories are chosen in order to be in correspondence with
the selected information security aspects as described in the next section. Be-
low follows an overview of the categories and a corresponding description:

Table 2.1. Overview of legal categories and corresponding descriptions

CATEGORY DESCRIPTION

Provisions on Information
Security in General

What the legislation says about confidentiality,
integrity and availability in general

Protection of Personal
Privacy

Which requirements are made concerning
protection of personal privacy, including the duty
of secrecy

Electronic Health Records Regulations concerning electronic keeping of
records

Right of Access Patient’s right of access to sensitive personal data

Internal Control with
importance to Logging

Requirements concerning internal control of
health systems, and especially logging routines

Exchange and Sharing,
and the Patient’s Consent

How sensitive personal data can be exchanged and
shared, and when and how the patient has to give
his consent for such processing

The classification and comparison of external conditions (’Identification
1’) will be done in chapter 3, ’External Conditions’.
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2.5.2 Identification 2 and 3: Requirements and System Solutions

Information Security is an extensive concept. On the basis of the limitations
of this thesis, it is therefore necessary to reduce the number of factors that
will be considered. Table 2.2 includes the chosen information security as-
pects. This concept framework will be used for identification of system re-
quirements and solutions (identification 2 and 3), and also in the subsequent
comparison of the projects. The chosen aspects are divided into functional and
non-functional categories and place emphasis on information security mech-
anisms within a system / application. In addition, only security mechanisms
concerning live users, e.g. authentication of natural persons, are examined.
The information type involved is primarily information which is directly rel-
evant for the patient, and not information used for research.

Identification 2 and 3 (see Figure 1.1) will be carried out in chapter 4,
’Requirements and System Solutions’. The collection of the necessary data
will be done by means of the previously mentioned interview guide, see Ap-
pendix A.
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Table 2.2. Overview of relevant information security aspects

FUNCTIONAL NON-FUNCTIONAL

Access Control
in general

Type

- built-in
- external (defined outside system)

Dependence on other systems

- none
- database
- ldap
- service
- others

Allocation / revocation of access

- how

Allocation / revocation of access

- by whom

Emergency access

- how
- time span

Emergency access

- who can allocate

Identification Types

- User (tied to a single entity)
- Group (users grouped into a set)
- Role (ties membership to function)

How are users, groups and roles

- allocated
- revoked

How are users, groups and roles

- defined

Authentication Mechanisms

- Passwords
- Challenge-Response
- Biometrics
- Multiple methods (combinations)

Single Sign-On

Administration

- Distribution
- Maintenance (frequent

password changes etc)

Logging Content of report

- Source
- Timestamp
- Type
- Level of priority

Processing of information

- Automated
- Searchable

Archiving

What is being logged

- Accessing (read)
- Changes (write)
- Error corrections

Auditing

- Analysis
- Notification of abnormalities

Responsibility / administration
Patient’s right of inspection

Exchange/
sharing of
Information

Patient’s consent

- Automated administration
- Registration
- Status

Exchange / Sharing

- within a system
- between several systems
- dependent on patient’s consent
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External Conditions

In this chapter, external conditions relevant for the pilot projects will be re-
viewed. Main focus is on the Scandinavian health legislation, but introduc-
torily, a short summary of the organisation of health services will be given.

The health care legislation will be described, followed by an investigation
of the legislation with regards to information security, categorized as in table
2.1. The main differences will be pointed out in table 3.9, before a discussion
on the variations will be done.

In the investigation of the three different countries’ legislation, certain
words are underlined. These words are considered to be legal key terms in
this context, and are therefore defined in more detail in Appendix C.2. When
references to literary sources are not included, there shall be assumed that the
Act, regulation etc. which are previously mentioned, is the source.

3.1 Organisation of Health Services

Health services are a public matter in the Scandinavian countries. All of them
have well-established systems of primary health care, and generally well de-
veloped hospital services with advanced specialist treatment. Health services
are provided in accordance to legislation, and they are largely financed by
public spending or through compulsory health insurance schemes. In addi-
tion, there are some patient charges for treatment and pharmaceutical prod-
ucts [NOMESCO 2005].

Table 3.1 includes a summary of health service aspects in Scandinavia
in order to create an overview of organisation of health services and be-
longing information security services. Most of the information are extracted
from [NOMESCO 2005], but various web sites have also been utilized (sund-
hed.dk, epj-oservatoriet.dk, shdir.no, kith.no, carelink.se and regeringen.se).



Table 3.1. Organisation of health services in Scandinavia

DENMARK NORWAY SWEDEN

ORGANISATIONAL
STRUCTURE

Overall Counties will be
replaced by 5 new
regions in 2007.
Reduction in the
number of municipal-
ities

5 regions adminis-
trated by the Ministry
of Health and Care
Services

18 county and three
regional authorities
with relatively large
internal freedom to
manoeuvre

Financing Mostly at regional
level by the state, the
rest through contribu-
tion by municipalities

Regional health trusts
funded by state.
Primary health care
financed by munici-
palities

County, regional
authorities and mu-
nicipalities equally re-
sponsible for funding

AREA OF
RESPONSIBILITY

Hospital Services County (replaced by
regions 2007)

State (owner),
regions (admin.)

County and regional
authorities

Primary Health
Care

Municipalities Municipalities County and regional
authorities

Pharmacies Private
(public control)

Private
(public control)

State

NATIONAL
SERVICES

Health Net Yes (MedCom) Yes (Norsk Helsenett) Yes (Sjunet)

Patient-oriented
Health Portal

Yes (Sundhed.dk) No No

IT Strategy Yes (introduced 2003) Yes (introduced 2004) Yes (introduced 2006)

Information
Security Policy

For hospitals. General
version in process

In process No, but a prioritised
subject in the national
IT strategy

PKI Governmental.
Web based. Both for
citizens and health
personnel

In process, not yet
implemented

In process, not yet
implemented (SITHS)

EHR standards
(’EHR’ defined in
Appendix C.1)

Architecture and
requirements specifi-
cation

Architecture,
archiving, access con-
trol and information
content.
Access control part:
mostly implemented
by all suppliers

Not yet agreed upon
a national concept
model (status Oct.
2005)
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It should be noted that, even though various standards have been pro-
duced, it is often not a request for nationwide adoption from the authorities.
Therefore, the application of the standards can be limited.

3.2 Scandinavian Health Legislation

In this section, Danish, Norwegian and Swedish health legislation will be
described in general.

Danish Legislation

Recently, a new and comprehensive Act, called the Health Act, has been car-
ried in Denmark. This Act shall function as a constitution for the Danish
health services, and has the purpose of promoting the population’s healthi-
ness, prevention and treatment of illness, and suffering and functional limi-
tations for the individual. The Act establishes requirements on Danish health
care with a view to ensure respect for each individual and his integrity and
autonomy. Among other factors, it concerns persons’ right to health services
and the patient’s legal position. The Act will come into force the 1. January
2007 [Ministry of the Interior and Health 2005].

In addition to this ’constitutional’ Act, the Act on Processing of Personal
Data and the Register Act are of relevance. The former shall assure that data
is processed in accordance with good practices for processing of data, while
the latter concerns the activity of public registers.

There are also various regulations which are relevant in this context; e.g.
the Statutory order concerning doctors’ duty of keeping orderly notes (keep records),
and the Statutory order concerning security measures for protection of personal data
which is processed for the public administration.

Norwegian Legislation

Two Acts which are of importance in Norwegian health legislation are the
Act relating to Patients’ Rights and the Personal Health Data Filing System Act.
The purpose of the first is to help to ensure that all citizens have equal access
to good quality health care by granting patients rights in their relations with
the health service [Ministry of Health and Care Services 1999a]. The second
shall contribute towards providing public health services with information
and knowledge, without violating the right to privacy, so as to ensure that
medical assistance may be provided in an adequate, effective manner.

In addition, the Act relating to the Processing of Personal Data, has the pur-
pose of protecting natural persons from violation of their right to privacy
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through the processing of personal data [Ministry of Justice and the Police
2000]. The Health Personnel Act shall contribute to safety for patients and
quality within the health service, as well as trust in both health personnel
and the health service [Ministry of Health and Care Services 1999b].

The Regulations on the Processing of Personal Data and the Regulations relat-
ing to Patients’ Medical Records go into more detail concerning processing of
personal data and the usage of electronic health records.

Swedish Legislation

Swedish health care is regulated by various Acts, regulations and statues.
The Health and Medical Service Act concerns health care in general. Its goal is
to assure the entire population of good health and care on equal terms, by
providing health and medical services [SFS 1982]. In addition, there are five
specific Acts which effect electronic health records in particular; The Freedom
of the Press Act, The Secrecy Act, The Patient Register Act, The Act on Healthcare
Records and The Personal Data Act [Utbult et al. 2004].

The Swedish legislation concerning the health sector shows signs of be-
ing outdated and not well coordinated, and in the light of this, being to hin-
drance when it comes to introduction of new technology. At the present mo-
ment, the development of a more coherent legislation is commenced. Because
of this, how the various Acts relates to each other in addition to some of the
existing problems will be discussed briefly in Appendix D. Also, the legal
amendment work will be described.

3.3 Provisions on Information Security in General

Denmark

The Act on Processing of Personal Data states that the controller shall imple-
ment appropriate technical and organisational security measures to protect
data against accidental or unlawful destruction, loss or alteration and against
unauthorised disclosure, abuse or other processing in violation of the provi-
sions laid down in this Act. The same shall apply to processors [Danish Data
Protection Agency 2000].

Further, the Statutory order concerning security measures for protection of per-
sonal data which is processed for the public administration, says that the data
controller shall establish more explicitly internal regulations concerning se-
curity arrangements in the organisation, which details the rules as they ap-
pear in this statutory order. The regulations shall particularly involve organ-
isational conditions and physical securing, including security organisation,
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administration of access control - and authorisation arrangements, and also
control with authorisations. Additionally, it shall be laid down instructions
which determine the responsibility for and describes processing and destruc-
tion of in - and out data, and usage of edb equipment. Guidelines for the au-
thorities’ supervision shall also be determined [Ministry of the Interior and
Health 2000].

Norway

The Act relating to the Processing of Personal Data and the Health Care Personnel
Act state that the controller and the processor shall by means of planned, sys-
tematic measures ensure satisfactory data security with regard to confiden-
tiality, integrity, quality and accessibility in connection with the processing
of personal health data. To achieve this, the controller and the processor shall
document the data system and the security measures. Such documentation
shall be accessible to the staff of the controller and the processor, in addition
to the supervisory authorities.

Any controller who allows other persons to have access to personal health
data, e.g. a data processor or other persons performing tasks in connection
with the data system, shall ensure that they fulfil certain requirements.

Sweden

The Personal Data Act states that the controller of personal data shall im-
plement appropriate technical and organisational measures to protect the
personal data that is processed. The measures shall provide a level of security
that is appropriate having regard to the technical possibilities available, what
it would cost to implement the measures, the special risks that exist with
processing of personal data, and how sensitive the personal data processed
really is. A personal data assistant and a person or those persons who work
under the assistant’s or the controller of personal data’s direction may only
process personal data in accordance with instructions from the controller of
personal data [SFS 1998b].

3.4 Protection of Personal Privacy

Denmark

According to the Health Act, a patient is entitled to health personnel’s com-
pliance with the duty of confidentiality concerning health care and other per-
sonal and private information, which they become acquainted with in their
capacity as health personnel.
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The Act on Processing of Personal Data states that personal data may be
processed only if the data subject has given his explicit consent, or in order
to protect his vital interests, or for compliance with a legal obligation, or for
the performance of a task carried out in the public interest or in the exercise
of an official authority. Finally, processing may be done if the purposes are of
legitimate interests pursued by the controller or by the third party to whom
the data are disclosed, and these are not overridden by the data subject’s
interests. The data subject may withdraw his consent.

A data subject may at any time object in relation to the controller to the
processing of data relating to him, and where this objection is justified, the
processing may no longer involve those data.

Sensitive personal data may not be processed, unless the data subject has
given his explicit consent, the processing is necessary to protect his vital
interests or of another person where the person concerned is physically or
legally incapable of giving his consent, or if the processing relates to data
which have been made public by the data subject, or if the processing is nec-
essary for the establishment, exercise or defence of legal claims.

Further, sensitive personal data may be processed if the data is required
for the purposes of preventive medicine, medical diagnosis, the provision
of care or treatment or the management of health services, and where those
data are processed by health personnel subject to a statutory obligation of
professional secrecy.

Norway

The purpose of the Act relating to the Processing of Personal Data is to pro-
tect natural persons from violation of their right to privacy through the
processing of personal data. Personal data shall be processed in accordance
with fundamental respect for the right to privacy, including the need to pro-
tect personal integrity and private life and ensure that personal data are of
adequate quality.

The Personal Health Data Filing System Act states that any person who pro-
cesses personal health data has a duty of confidentiality.

The Health Care Personnel Act says that health personnel shall prevent
others from gaining access to or knowledge of information relating to peo-
ple’s health or medical condition or other personal information that they get
to know in their capacity as personnel. This duty of confidentiality is not
stated to prevent information from being known to persons who already
have knowledge of it, or from being provided when no valid interests indi-
cate secrecy, or from being passed on when identifying characteristics have
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been omitted, or from being passed on if exceptional grounds make it legiti-
mate to pass on the information.

The provisions relating to the duty of confidentiality shall apply corre-
spondingly for personnel employed in patient administration.

Supervisory authorities shall also be subject to the duty of secrecy, accord-
ing to the Act relating to the Processing of Personal Data. The duty also applies
to information concerning security measures.

The Act relating to Patients’ Rights says that a patient has the right to pro-
tection against the dissemination of information. This means that health-
related and other personal information shall be treated in accordance with
the current provisions regarding confidentiality, and with caution and re-
spect for the integrity of the person whom the information concerns. The
duty of confidentiality ceases to apply to the extent that the person entitled
to confidentiality so consents.

Sweden

The Personal Data Act’s purpose is to protect people against the violation of
their personal integrity by processing of personal data [Ministry of Justice
1998]. It makes demands on how personal information shall be handled elec-
tronically, stating that personal data may be processed only if the registered
person has given his consent to this, or if the processing is necessary accord-
ing to different regulations, e.g. that the controller should be able to comply
with a legal obligation, or that the vital interests of the registered person
should be protected. The registered person is entitled to revoke at any time
consent that has been given.

Further, sensitive personal data may be processed for health and hospital
care purposes, provided that it is for preventive medicine and health care,
medical diagnosis, health care or treatment, or management of health and
hospital care services. A person who is professionally operational within the
health care sector and is subject to the duty of confidentiality may process
sensitive personal data that is subject to the duty of confidentiality.

The primary purpose of the Secrecy Act, is to protect people’s privacy. It
concerns regulations about the obligation to observe professional secrecy in
public business and prohibits the distribution of public documents. The Act
includes limitations of the regulations for the rights of access of public doc-
uments provided in The Freedom of the Press Act. The regulations concern the
prohibitions to display information either verbally or by distributing public
documents in other ways. The Act states that duty of confidentiality applies
to information concerning a person’s state of health or other personal cir-
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cumstances, as long as it is not explicitly stated that the information can be
revealed without doing any harm to the person or his next of kin.

The Health and Medical Services (Professional Activity) Act states that per-
sons who are or have been professionally operational within the health care
sector cannot reveal what they, through their profession, have got to know
concerning a private persons state of health or other personal circumstances,
without authorisation. Activities which concern professional obligations ac-
cording to laws and regulations are not considered as unauthorised revela-
tion.

Duty of confidentiality which concerns information about a patient’s state
of health shall also apply for the patient himself, if it out of consideration of
the purpose of health care is of exceptional importance that this information
is not given to the patient. Duty of confidentiality also applies in situations
where it can be presumed there is a risk that the person, who discloses the
information or his next of kin, can be a subject to violence or other serious
injury if the information is revealed.

3.5 Electronic Health Records

Denmark

According to the Act on Processing of Personal Data, data covered by this Act
may be transferred to storage in a filing system under the rules laid down in
the legislation on files.

The Statutory order concerning doctors’ duty of keeping orderly notes (keep
records), states that a record can be kept both manually and on electronic me-
dia. Further, it is stated that a health record shall include information about,
that there has been given access to the record, which information has been
distributed, and to who, including possible authorisations.

Records shall be stored in a properly way, and it shall be assured that per-
sons not concerned do not get access to the information. Further, if an elec-
tronic record has been changed through corrections or additions, the original
electronic version of the altered information shall still be available [Ministry
of the Interior and Health 2003].

Norway

The Personal Health Data Filing System Act says that personal health data
may only be processed by automatic means when this is permitted accord-
ing to the Act relating to the Processing of Personal Data. This Act states that
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sensitive personal data may only be processed if the processing satisfies cer-
tain conditions, e.g. that the data subject consents, there is statutory au-
thority for such processing, it is necessary to protect a person’s interest,
but he is incapable of giving his consent, or the processing relates to data
which the data subject has voluntarily and manifestly made public. Fur-
ther, a licence from the Data Inspectorate is required for the processing of
sensitive personal data.

The Act also states that personal health data filing systems established
for therapeutic purposes may be kept by automatic means. It shall be evi-
dent from the filing system who has recorded the data. This may be done
by means of an electronic signature or corresponding secure documentation
[Ministry of Health and Care Services 2001].

According to Act relating to the Processing of Personal Data, personal data
may only be processed if the data subject has consented thereto or there is
statutory authority for such processing.

Sweden

The Freedom of the Press Act, which is one of the Swedish constitutional laws,
states that every Swedish citizen has the right to publish written matter, with-
out prior hindrance by a public authority or other public body. Further, all
persons shall have the right to procure information on any subject whatso-
ever [SFS 1949]. When it comes to health care, the act is interpreted in such a
way that all health records in public health care are considered to be public
documents. This is not compatible with patient privacy requirements, and
the Freedom of the Press Act is therefore complemented by the Secrecy Act
which concerns regulations about the obligation to observe professional se-
crecy in public business and prohibits the distribution of public documents
[SFS 1980]. The act includes limitations of the regulations for the rights of
access of public documents provided in The Freedom of the Press Act. The reg-
ulations concern the prohibitions to display information either verbally or by
distributing public documents in other ways.

The Patient Register Act includes principal rules concerning keeping and
handling of records in health care, irrespective of the record is kept on elec-
tronic or paper format [SOSFS 1993].

The Act on Healthcare Records states that those providing health care can
process personal data by automatic means in health registers. Further, personal
data can be processed for documentation of health care or for administration
which concerns patients and the purpose is to provide care for a private indi-
vidual. Personal data may also be processed by the economic administration
which is caused by providing care for a private individual.
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According to the Act on Healthcare Records, data which is defined as
sensitive cannot be used as searchable terms in the record, but data which
concerns the ailment and the patient’s state of health can be utilized. Only
health personnel, who need the information in order to perform their work,
can have access to the data in the record, and only the data which is necessary
in the given situation shall be accessible [SFS 1998a].

3.6 Right of Access

Denmark

The Health Act states that on a patient’s request, he shall have information
about whether personal data related to him is processed. If such processing
takes place, it shall on the patient’s request, be given information, in an un-
derstandable way, about which information is processed, the purpose of the
processing, the categories of receivers of the information, and where this in-
formation originates from. Nevertheless, the patient’s right of access can be
limited, if the patient’s interest in becoming acquainted with the information
should be given away because of vital considerations for the patient himself
or other private interests.

According to Act on Processing of Personal Data, where a person submits
a request to that effect, the controller shall inform him whether or not data
relating to him are being processed. Where such data are being processed,
communication to him shall take place in an intelligible form about the data
that are being processed, the purposes of the processing, the categories of
recipients of the data, and any available information as to the source of such
data. Notwithstanding, this shall not apply if the data subject’s interest in
obtaining this information is found to be overridden by vital private inter-
ests, including the interests of the data subject himself, or overridden by vital
public interests, e.g. national and public security.

Further, the data subject has the right to be informed of the identity of the
controller and of his representative and the rules on the right of access to and
the right to rectify the data relating to the data subject.

Norway

According to the Personal Health Data Filing System Act, any person who re-
quests so has a right of access insofar as this is authorised in accordance with
the Act relating to Patients’ Rights. This Act states that a patient is entitled to
have access to his medical records, and also can request a copy. If such access
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can be endangering for the patient’s life or can seriously damage his state of
health, access can be denied. A representative of the patient can be entitled to
have access to the information to which the patient is denied access, unless
the representative is considered to be unfit for this. A physician or lawyer
may not be denied access, unless special reasons so dictate. The next of kin
are entitled to have access to medical records after a patient’s death, unless
special reasons dictate otherwise.

The data subject has also the right to be informed of the categories of data
concerning himself that are being processed, and the security measures that
are implemented in connection with the processing.

Sweden

The Patient Register Act states that on a patient’s request, he shall have his
medical record for reading or transcription on the spot, or receiving a tran-
script or copy, in readiness as soon as possible, as long as the duty of confi-
dentiality does not apply according to regulations described in section 3.4.

3.7 Internal Control with importance to Logging

Denmark

The Statutory order concerning security measures for protection of personal data
which is processed for the public administration states that all use of personal data
shall be logged. The registration shall at a minimum include information
about point of time, user, type of usage and report of which person that the
information concerned, or the used search criteria. The log shall be kept for
six months, after which it shall be deleted. Authorities with special require-
ments can keep the log for until five years.

Norway

The Act relating to Public Supervision of the Health Service states that any person
that provides health care shall establish an internal control system for the
organisation and assure that operations and services are planned, performed
and maintained in accordance with requirements in laws and regulations.

In Regulations relating to the Processing of Personal Data, it is said that secu-
rity measures shall prevent unauthorised use of the information system and
make it possible to detect attempts to make such use. Further, measures shall
be taken to prevent unauthorised changes in personal data where integrity



26 3 External Conditions

is necessary, and also prevent unauthorised changes in other data of signifi-
cance for data security. Documentation of the measures shall be stored for at
least five years.

Registration of unauthorised use of information systems and attempts to
carry through such unauthorised use shall be registered. The registrations
shall be stored for at least three months. This also applies for registrations of
all other events of significance for the information security.

Sweden

The controller shall implement appropriate technical and organisational mea-
sures to protect the personal data that is processed. The measures shall pro-
vide a level of security that is appropriate having regard to the technical pos-
sibilities available, what it would cost to implement the measures, the spe-
cial risks that exist with processing of personal data, and how sensitive the
personal data processed really is.

The supervisory authority may in an individual case decide on which
security measures the controller shall implement.

3.8 Exchange and Sharing, and the Patient’s Consent

Denmark

The Health Act states that information about a patient’s state of health and
other personal circumstances can be given by health personnel to co-operating
personnel as long as the patient has given his consent to this, and it is in con-
nection with providing care. Information can be given without the patient’s
consent when it is necessary as regards a current treatment course and the
distribution happens according to the patient’s interests and needs, or when
the distribution involves an epicrises written by a hospital doctor to the
patient’s general practitioner. Also, distribution without consent can happen
when it is necessary to ensure an evident public interest or of vital consid-
erations for the patient or the health personnel, or the distribution happens
between the patient’s general practitioner to a person who acts as a substitute
for this one.

The consent can be given verbally or in writing, and can be made to the
health personnel who distributes the information, or to the personnel who is
the receiver. The consent shall be registered in the patient’s health record.

The Statutory order concerning doctors’ duty of keeping orderly notes (keep
records) states that the health record shall include notes about which infor-
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mation that has been processed, including distribution, to which purpose,
and to who on which basis.

Concerning transfer of personal data to other countries, the Act on Pro-
cessing of Personal Data states that transfer of data to a third country may take
place only if the third country in question ensures an adequate level of pro-
tection. The adequacy of the level afforded shall be assessed in the light of
all the circumstances surrounding a data transfer operation, in particular the
nature of the data, the purpose and duration of the processing operation, the
country of origin and country of final destination, the rules of law in force
in the third country in question and the professional rules and security mea-
sures which are complied with in that country.

Norway

According to the Personal Health Data Filing System Act, establishments and
health personnel who offer or provide health care have a duty to disclose or
transfer data as prescribed in various regulations.

The Health Care Personnel Act states that confidential information may be
given to co-operating personnel when this is necessary in order to provide
responsible health care, unless the patient objects thereto. Information may
also be given to the management of a facility in order to provide health care
or for the purposes of internal control or quality assurance.

The Act relating to Patients’ Rights states that the patient shall have the pos-
sibility of receiving information that is necessary to obtain an insight into his
health condition and the content of the health care. He shall also be informed
of possible risks and side effects. Information shall not be given against the
expressed will of the patient, unless it is necessary in order to prevent harm-
ful effects. Information may be omitted if it is absolutely necessary in order
to prevent endangering the patient’s life or serious damage to his health.

If the patient consents thereto or circumstances justify it, the patient’s next
of kin shall receive information concerning the patient’s health condition and
the care that is being provided.

Further, the Act says that the patient can object to disclosure of informa-
tion in his medical records, or information may not be disclosed if there is
reason to believe that the patient would have objected if asked. Nonetheless,
information can be disclosed if weighty grounds dictate.

The Health Care Personnel Act states that unless the patient objects thereto,
health personnel may give the patient record or information therein to oth-
ers who provide health care when this is necessary in order to provide
health care in a responsible manner. It shall be evident from the patient
record that other health personnel have been given access.
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When it comes to transfer of personal data to other countries, the Act re-
lating to the Processing of Personal Data states that personal data may only be
transferred to countries which ensure an adequate level of protection of the
data. Countries which have implemented Directive 95/46/EC on the protec-
tion of individuals with regard to the processing of personal data and on the
free movement of such data meet these requirements. All the Nordic coun-
tries have done the implementation.

Sweden

In the Secrecy Act, it is stated that personal data can be distributed without
hindrance of the duty of confidentiality, to health personnel if the informa-
tion is necessary in order to provide care, and it is of exceptional importance
that the information is distributed.

The Act on Healthcare Records says that only persons that for the pur-
poses of documentation and administration of care, statistical representa-
tions, quality assurance, or data distribution provided in laws and regula-
tions, need access to personal data to be able to perform their duties as pro-
fessionals within the health care sector, can be given direct access to the in-
formation in a record. Access shall only be given to the information which is
necessary in order to perform the duties. Further, personal data may only be
distributed on medium for automatic processing if the data is necessary for
the purposes previously mentioned, or for research purposes [Swedish Data
Inspection Board 2000].

According to the Patient Register Act, a notification shall be done in the
record if parts or the entire record have been transcribed or copied and dis-
tributed. The person who received it, what he received and time shall be
documented.

The Act on personal data states that it is prohibited to transfer to a third
country personal data that is undergoing processing unless the third country
has an adequate level of protection for personal data. The provision also ap-
plies to transfer of personal data for processing in a third country. The ad-
equacy of the level of protection afforded by a third country shall be as-
sessed in the light of all the circumstances surrounding the transfer. Par-
ticular consideration shall be given to the nature of the data, the purpose
of the processing, the duration of the processing, the country of origin, the
country of final destination and the rules that exist for the processing in
the third country. Nevertheless, it is permitted to transfer personal data to
a third country if the registered person has given his consent to it, or if it is
necessary for certain reasons according to §34 in the Personal Data Act. It is
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also permitted to transfer personal data for use only in a state that has ac-
ceded to the Council of Europe Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data (Directive 95/46/EC).

3.9 Summary in Tabular Form

On the following pages, a summary of relevant legal questions will be given
in tabular form. Again, the categorisation as described in table 2.1 will be
used.
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Table 3.2. Summary of relevant legal questions

DENMARK NORWAY SWEDEN

INFORMATION SECURITY IN GENERAL

Responsibility of
the Controller

Implement appropriate
technical and organisa-
tional security measures
to protect data against
accidental or unlawful
destruction, loss or
alteration and against
unauthorised disclo-
sure, abuse or other
processing in violation
with the law.
More explicitly internal
regulations concerning
security arrangements,
i.e. security organisa-
tion, administration
of access control- and
authorisation arrange-
ments, shall also be
established.

By means of planned,
systematic measures,
the controller shall en-
sure satisfactory data
security with regard to
confidentiality, integrity,
quality and accessibil-
ity in connection with
processing personal
data.
Responsible for ensur-
ing that persons (e.g.
the processor) who ac-
cess personal data fulfil
certain requirements.

Implement appropriate
technical and organ-
isational measures to
protect personal data
that is processed. The
measures shall provide
a level of security that
is appropriate having
regard to the technical
possibilities available,
what it would cost to
implement the mea-
sures, the special risks
that exist, and how
sensitive the personal
data really is.

Responsibility of
the processor/
assistant

Implement appropriate
technical and organisa-
tional security measures
to protect data against
accidental or unlawful
destruction, loss or
alteration and against
unauthorised disclo-
sure, abuse or other
processing in violation
with the law.

By means of planned,
systematic measures,
the processor shall en-
sure satisfactory data
security with regard to
confidentiality, integrity,
quality and accessibil-
ity in connection with
processing personal
data.

An assistant and per-
sons working under the
his or the controller’s di-
rection may only pro-
cess personal data in ac-
cordance with instruc-
tions from the controller.

Supervision
by the authorities

Guidelines for supervi-
sion shall be determined
by the controller.

The data system and the
security measures shall
be documented by the
controller and processor,
and be accessible by the
supervisory authorities.

The supervisory author-
ity is entitled for its su-
pervision to obtain on
request access to per-
sonal data that is pro-
cessed, in addition to
information about, and
documentation and se-
curity of the processing.

Continued on next page
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DENMARK NORWAY SWEDEN

PROTECTION OF PERSONAL PRIVACY

Duty of
confidentiality

A patient is entitled to
health personnel’s com-
pliance with the duty
of confidentiality con-
cerning health care and
other personal and pri-
vate information, which
they become acquainted
with in their capacity as
health personnel.

Any person who pro-
cesses personal health
data has a duty of
confidentiality. Further,
health personnel shall
prevent others from
gaining access to or
knowledge of informa-
tion relating to people’s
health or medical con-
dition or other personal
information.
The provisions applies
correspondingly for per-
sonnel employed in ad-
ministration and super-
visory authorities.

Persons who are or
have been profession-
ally operational within
the health care sector
cannot reveal what
they, through their
profession, have got
to know concerning a
private persons state of
health or other personal
circumstances, without
authorisation.
Duty of confidentiality
which concerns infor-
mation about a patient’s
state of health shall also
apply for the patient
himself, if it out of con-
sideration of the pur-
pose of health care is of
exceptional importance
that this information is
not given to the patient.

Processing of
personal data

May only happen if

- data subject has con-
sented

- in order to protect
data subject’s vital
interests

- it is required for
the purposes of
preventive medicine,
medical diagnosis,
the provision of care
or management of
health care services

- it is processed by
health personnel
subject to a statu-
tory obligation of
professional secrecy

Personal data shall be
processed in accordance
with fundamental re-
spect for the right to
privacy, including the
need to protect personal
integrity and private life
and ensure that the data
is of adequate quality.

May only happen if

- the registered person
has given his consent
to this

- the vital interests of
the registered person
should be protected

- it is for health and
hospital care pur-
poses (preventive
medicine and health
care, medical di-
agnosis, treatment,
or management of
health and hospital
care services)

Patient’s
co-determination

May withdraw consent
at any time. He may at
any time object in rela-
tion to the controller to
the processing of data
relating to him.

The duty of confidential-
ity ceases to apply to
the extent that the per-
son entitled to confiden-
tiality so consents.

May withdraw consent
at any time.

Continued on next page
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DENMARK NORWAY SWEDEN

ELECTRONIC HEALTH RECORDS

General Security
Provisions

Records shall be stored
in a properly way, and
it shall be assured that
persons not concerned
do not get access to the
information. Further, if
an electronic record has
been changed through
corrections or additions,
the original electronic
version of the altered in-
formation shall still be
available.

It shall be evident from
the filing system who
has recorded the data.
This may be done by
means of an electronic
signature or correspond-
ing secure documenta-
tion.

Data which is defined as
sensitive cannot be used
as searchable terms in
the record.

Usage of one
record by several
organisations

Not possible Not possible Not possible

RIGHT OF ACCESS

Patient’s right
of Access

Shall be available on re-
quest:

- whether or not per-
sonal data is pro-
cessed, and if so;

- which information
- the purpose of the

processing
- the categories of re-

ceivers of the infor-
mation

- where does the in-
formation originate
from

- the identity of the
controller and of his
representative

- the rules concerning
the right of access
and the right to rec-
tify data

Any person who re-
quests so, has a right of
access insofar as this is
authorised according to
legislation. The patient
is entitled to:

- get access to his med-
ical records

- receive a copy
- be informed of the

categories of data
concerning him-
self that are being
processed

- the security mea-
sures that are imple-
mented

On a patient’s request,
he shall have his med-
ical record for reading
or transcription on the
spot, or receiving a tran-
script or copy, in readi-
ness as soon as possible.

Continued on next page
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DENMARK NORWAY SWEDEN

RIGHT OF ACCESS

Access Rights
Limitations

The rights mentioned
above shall not apply
if the data subject’s in-
terest in obtaining this
information is found to
be overridden by vital
private interests, includ-
ing the interests of the
data subject himself or
other private interests,
or overridden by vital
public interests.

If such access can be
endangering for the pa-
tient’s life or can seri-
ously damage his state
of health, access can be
denied. A representative
of the patient can be
entitled to have access
to the information to
which the patient is de-
nied access. A physician
or lawyer may not be de-
nied access, unless spe-
cial reasons so dictate.
The next of kin are en-
titled to have access to
medical records after a
patient’s death, unless
special reasons dictate
otherwise.

The rights mentioned
above shall not apply if
it out of considerations
of the purpose of health
care is of exceptional im-
portance that this infor-
mation is not given to
the patient. Duty of con-
fidentiality also applies
in situations where it
can be presumed there
is a risk that the person
who discloses the infor-
mation or his next of kin,
can be a subject to vio-
lence or other serious in-
jury if the information is
revealed.

INTERNAL CONTROL WITH IMPORTANCE TO LOGGING

General
Provisions

All use of personal data
shall be logged.

Registration of unautho-
rised use of information
systems and attempts
to carry through such
unauthorised use shall
be registered.

The controller shall
implement appropriate
technical and organ-
isational measures to
protect the personal
data that is processed.

Log Content Minimum content:

- point of time
- user
- type of usage
- report of which per-

son that the infor-
mation concerned, or
used search criteria

Not explicitly
established.

Not explicitly
established.

Storage Time Six months, after which
it shall be deleted. Cer-
tain authorities can keep
it for until five years.

Three months at a mini-
mum.

Not explicitly
established.

Continued on next page
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DENMARK NORWAY SWEDEN

EXCHANGE AND SHARING, AND THE PATIENT’S CONSENT

Exchange within
org. and between
org.

No difference. No difference as long
as the organisations are
within the same regional
health authority.

Limitations, borders not
clearly defined.

Conditions:
exchange
between
personnel within
an organisation

Can be given from per-
sonnel to co-operating
personnel if:

- patient has given his
consent, and

- it is in connection
with providing care

Can be given from per-
sonnel to co-operating
personnel if:

- patient has not ob-
jected thereto

- patient consents to
set aside duty of con-
fidentiality

Information may also be
given to the manage-
ment of a facility to pro-
vide health care or for
the purposes of internal
control or quality assur-
ance.

Personal data can be
distributed without hin-
drance of the duty of
confidentiality, to health
personnel if the infor-
mation is necessary in
order to provide care,
and it is of exceptional
importance that the in-
formation is distributed.

Conditions:
exchange
between
personnel
in different
organisations

Can be given from per-
sonnel to co-operating
personnel in another or-
ganisation if:

- patient has given his
consent, and

- it is in connection
with providing care

Can be given from per-
sonnel to co-operating
personnel in another or-
ganisation if:

- patient has not ob-
jected thereto

- patient consents to
set aside duty of con-
fidentiality

The legislation is vague
and conditions are not
clearly defined.
Amendments are in
progress, see Appendix
D.

Submission
of consent

Consent:

- Verbally or in writ-
ing

- Can be made to the
health personnel
who distributes the
information, or to
the personnel who is
the receiver

- Shall be registered in
the patient’s health
record

Verbally or in writing. [Patient’s consent not
decision basis for ex-
change]

Continued on next page
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DENMARK NORWAY SWEDEN

EXCHANGE AND SHARING, AND THE PATIENT’S CONSENT

Situations when
patient’s consent
is not requested

Consent not necessary
when:

- Information regards
a current treatment
course and distribu-
tion happens accord-
ing to patient’s inter-
ests and needs

- Distribution in-
volves an epicrises
written by a hos-
pital doctor to the
patient’s general
practitioner

- Distribution hap-
pens between gen-
eral practioner to a
person who acts as
a substitute for this
one

- Necessary to ensure
an evident public in-
terest

The patient can object
to disclosure of infor-
mation, or information
may not be disclosed if
there is reason to believe
that the patient would
have objected if asked.
Nonetheless, informa-
tion can be disclosed
if weighty grounds
dictate.

[Patient’s consent not
decision basis for ex-
change]

Emergency
Access/
Exchange

Information can be
given without the pa-
tient’s consent when it
is necessary as regards a
current treatment course
and it happens accord-
ing to the patient’s
interests and needs.

Exchange can be done
even if the patient
opposes to this.

[Patient’s consent not
decision basis for ex-
change]

Exchange across
national borders

Yes, as long as the EU Directive 95/46/EC is implemented.
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3.10 Discussion

In this section, the primary problems and challenges in the health legislation
in Denmark, Norway and Sweden are discussed and compared with each
other.

Organisation of Health Services

There is a difference between how the health services are organised in Swe-
den compared to Denmark and Norway. The two latter have chosen a rela-
tively centralised model by means of five regional health authorities (will be
introduced in Denmark in 2007), with the state as the owner. In Norway, all
hospitals are organised as enterprises owned by the state. Principal health
policy objectives and frameworks are therefore determined by the central
government.

On the other hand, in Sweden, there are 18 counties and three regional
authorities with comparatively large internal freedom to manoeuvre. Nils
Blom, chief lawyer at the National Board of Health and Welfare in Sweden,
says that a fundamental legally problem is the Swedish society model; re-
sponsibility for health care is divided and decentralised to several county
councils and municipalities. In addition, health care is operated in different
ways. The number of care providers, and by this, decision-makers, are there-
fore often a hinder for a common information processing mindset. [Utbult
et al. 2004]

Health Record Acts - Paper vs. Electronic

The Danish Register Act is the most important Act concerning health records.
It includes regulations concerning public registers and is technological neu-
tral, but calls for use of electronic records [The Folketing 2002].

The Norwegian legislation concerning health records is aimed at being
technological neutral and is relatively new, with the Act relating to the Process-
ing of Personal Data from 2000, and the Personal Health Data Filing System Act
from 2001. Together with the Regulations relating to Patients’ Medical Records,
they make requests on how to keep records, independent of whether they
are in paper or electronic version.

The relevant Swedish record laws are the Act on Healthcare Records from
1985 and the Patient Register Act from 1998. The former is said to be technical
neutral, but shows sign of being out of date. Formally, it does not hinder the
use of technology, but it does make it harder to introduce new solutions, e.g.
concerning digital signing and how to do corrections in an electronic record.
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Patient’s Right of Access

In all three countries, the patient has a statutory right of access to information
in his own record. In addition, limitations are also stated in the three coun-
tries; a patient can be denied access if it out of considerations for his interests
are found to be the most appropriate solution.

The Duty of Confidentiality, the Patient’s Consent and Exchange of
Information

In Denmark, a basic rule is that the information which is entrusted health
personnel by a patient, stays between the personnel and the patient, and is
not distributed to persons not concerned. Nevertheless, information about
the patient’s state of health and other personal information in connection
with treatment of a patient can be given to other health personnel if the pa-
tient has consented to this. In addition, information can be exchanged with-
out the patient’s consent in certain concrete situations, e.g. it is necessary
regarding a current treatment course and it is done in the patient’s best in-
terests and needs. It is stated that such exchange can be done between health
personnel in different sections in a hospital, and also across county borders
[Madsen 2004].

Concerning consent, a fundamental principle in Denmark is that the pa-
tient owns and has to his disposal the personal data which concerns himself.
This means that distribution and exchange of information cannot happen
without the patient’s consent. But, to assure patient safety, the legislation
concretely describes certain situations where personal data can be available
to a third party without the patient consenting thereto, e.g. acute illness.

In Norway, the main rule is that health personnel have to keep the duty of
confidentiality concerning personal data, but there are no regulations stating
that the duty of confidentiality has to be complied with concerning exchange
between health authorities. Therefore, personal data may be exchanged as
long as it is relevant for the current treatment of a patient. Nevertheless, it
is the patient who shall be protected by means of the duty of confidentiality,
and therefore, the person concerned has the right to relinquish this protec-
tion [Ohnstad 2003]. This is based on the patient’s autonomy, i.e. his right
to have control over himself, which again implies that he also has the right
to control information concerning him. In addition, the relevant Acts states
that personal data can be given to co-operating health personnel in order to
provide properly health care, as long as the patient has not objected thereto.
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Sweden has taken the opposite stand; patient information are here gov-
erned by the Freedom of the Press Act, stating that the information is in prin-
ciple public, and thereby not owned by the patient. Naturally, the patient has
the right to take part in his own health information, but it is determined by
means of legislation, and especially the Secrecy Act, when and how personal
information can be exchanged. This Act focuses on the patient’s vital inter-
ests, but unfortunately, there are many situations where health personnel are
uncertain of whether they can disclose information or not [Utbult et al. 2004].

This problem originates from the fact that the Swedish legislation tends
to favour personal integrity before the availability of personal data. The var-
ious interpretations of the Secrecy Act have lead to confusion around where
the ’secrecy limit’ shall be going; within a clinic, within a hospital, or encir-
cling a county council. It has been suggested that the limitation shall be at
the county councils, which means that within a county, co-operative health
personnel shall be able to exchange information independent of organisa-
tional borders. This is the current practice. A national perspective is not yet
included [Utbult et al. 2004].

Consequently, Danish and Norwegian health legislation favours personal
integrity in a lower degree than the Swedish does. Still, there has to be said
that personal integrity are of great importance in the entire Scandinavia.

An interesting observation concerning consent and the legal definition
of how this shall be given, is that in all three countries, it is requested that
the consent shall be informed (see definition of consent in Appendix C.2).
This means that health personnel are responsible for informing the patient
about the the consequences of the consent before it is stated. But, common
for all countries is the vagueness in the definition of informed. It is difficult
to determine how much information the patient is entitled to receive, and
based on this, it might be hard to assure that a registered consent really is
informed.

Exchange vs. Sharing of Information

According to Danish legislation, there are no regulations that explicitly pre-
vent information from being exchanged between several health care organ-
isations in Denmark. By virtue of this, a project called ’SUP’ has been initi-
ated in order to make electronically registered patient data available across
county borders (see section 4.2). At the present moment, a pilot is under im-
plementation, but the Danish Data Protection Agency has stopped the activa-
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tion of the pilot system because it is not compatible with the security regula-
tions in the Act on Processing of Personal Data. The Data Protection Agency
thinks the system makes too much information available for too many care
providers [Danish Data Protection Agency 2006]. This project could be seen
as the first step to a shared record, but at the present moment, it is not en-
tirely clarified how exchange of health information shall be done. Therefore,
sharing of health information in a common record is probably not realizable
in the nearest future.

In Norway, exchange of information across organisational borders is pos-
sible as long as the organisations are members of the same regional health
authority. But, it is not possible to exchange information between e.g. hos-
pitals that belongs to two different regional health authorities. This is the
result of the definition of a regional health authority; they are not executive,
meaning that they do not provide patient care. However, exchange within
one regional health authority is legal.

When it comes to sharing of information, there is a dissension whether
it is necessary or not with legal amendments in order to share an electronic
health record between several organisations. Most likely, it is possible with
the prevailing legislation in Norway to implement a type of record which
includes a limited amount of information, and is based on the patient’s con-
sent. If the patient does not consent, it will not be possible to share the record,
either.

The Swedish National Board of Health and Welfare has in an investiga-
tion suggested that a patient’s information should in high degree follow the
patient through health care processes, meaning that a patient should have
one record used by several health organisations. The Swedish Data Inspec-
tion Board was negative to the suggestion, and at the current moment, it is
not possible for several care providers to share one patient record, accord-
ing to the legislation [Utbult et al. 2004]. This problem is one of the topics
for discussion in the on-going Patient Data Investigation. The conditions for
and the benefits from a common record for each patient, either on national
or county level, shall be examined [SOU 2006].

Exchange of Information across National Borders in Scandinavia

The Directive 95/46/EC of the European Parliament and of the Council of 24 Octo-
ber 1995 on the protection of individuals with regard to the processing of personal
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data and on the free movement of such data is implemented in both Denmark,
Norway and Sweden. Each country shall draw up their legislation in such a
way that the requirements in the directive are ensured. On the basis of this,
all three countries approve exchange of information across national borders
as long as the directive is implemented [European Parliament 1995].

Interpretations of the Acts seen from a Technological View

From a technological viewpoint, the more concrete and explicit an Act or
regulation is expressed, the more advantageous it is for the persons devel-
oping new health care information systems. Examples of this are Denmarks
legislation; concerning logging, a minimum log content is requested, and the
storage time is set to six months. When it comes to distribution of informa-
tion without the patient’s consent, e.g. this can happen when distribution
involves an epicrises written by a hospital doctor to the patient’s general
practitioner.

Such concrete rules and requests make it easier for technologists to plan
and develop a system. It will most likely also facilitate exchange and sharing
of information between systems and organisations, since the systems ought
to be based on equal rules and regulations. But, on the other hand, more con-
crete rules might lead to legislation which is less technological neutral, and
thereby slowing down adequate technology changes. The most appropriate
solution is probably to have legislation which principally is technological
neutral, but is updated according to technological changes of a certain ex-
tent.
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Requirements and System Solutions

In this chapter, identification 2 and 3 will be done (see figure 1.1). The six
cases, or pilot projects, will first be presented briefly in table 4.1, before they
are investigated more thoroughly one at a time. Each single investigation will
include a short introduction of the case, a presentation of the involved stake-
holders, a brief discussion concerning relevant legislation, and a description
of the systems requirements. In addition, for each case, the relevant security
aspects in the system solution will be described thoroughly in accordance
with the categorisation shown in table 2.2.

Table 4.1. Overview of the six pilot projects, or ’cases’

CASE DESCRIPTION

1: mini-IRSK
(Danish)

Secure electronic communication of standard messages
(epicrises, referrals etc.) between hospitals.

2: SUP
(Danish)

Making hospital data available to other hospitals and
primary care across county borders.

3: Klinisk Portal
(Norwegian)

A portal which links several hospital applications
together and presents them in an united interface.

4: SamPro
(Norwegian)

Secure electronic interaction between several
participators concerning an individual plan.

5: GVD
(Swedish)

Common electronic health record used by all care
providers taking part in a patient’s care.

6: NPÖ
(Swedish)

A national patient register facilitating co-operation
between care providers across organisational borders.
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4.1 Case 1: InterRegionale SygehusKommunikationsprojekt -
mini-IRSK

The objective of the project InterRegionalte SygehusKommunikationsprojekt
(IRSK), which can be called Inter Regional Hospital Communication project
in English, is to increase the use of electronic communication between hospi-
tals in Denmark.

A pilot project, mini-IRSK, has been implemented. In the context of the
project, some of the communication in the hospital sector will be converted
from manual to electronic managed. The number of types of messages is
small, but they are heavily used. The purpose is to create uniform and
less time-consuming procedures combined with increased security in patient
treatment. The background for Mini-IRSK is that electronic communication
over the last decade has expanded in the primary sector and between the
primary sector and secondary sector, but electronic communication between
hospitals is not as widespread. The Mini-IRSK project is aimed at rectifying
this situation and the strategy is for all Danish hospitals to exchange a small
number of heavily used messages in electronic form. All counties have joined
the project, which will be exclusively carried out in relation to IT systems
which are in use today:

- Patient Administration Systems (PAS)
- Clinical Biochemistry
- Existing Electronic Health Record systems (EHR)

When the project is accomplished, the hospitals of the counties involved
will be able to communicate discharge letters and patient referrals to each
other regardless of system used in the individual county. Hospital depart-
ments will be able to correspond with other departments, local authorities,
pharmacies, general practitioners, specialists, physiotherapists, chiroprac-
tors and psychologists throughout the country. Biochemistry laboratories
will be able to exchange electronic laboratory results [MedCom 2005].

MedCom’s ’sundhedsdatanet’ (a nationwide Internet based health net
used for secure communication by the National Health Service’s partners)
will be used for all communication in the project.

In addition to the referred sources, Ib Johansen at MedCom has con-
tributed with information concerning mini-IRSK via mail correspondence.
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4.1.1 Stakeholders

MedCom is the initiator of the project. In addition, various software sup-
pliers who have developed systems in the different counties, have been in-
volved, e.g. CSC, Acure, WM-data, CSC-Labka, Capio diagnostic and Misys.

Implementation of the project began in 2005, and 14 counties have signed
an agreement on participation. At the present moment, 11 counties have the
pilot running.

4.1.2 Legislation

Only the Act on Processing of Personal Data and the the Patients’ Rights Act
have been necessary to take into consideration, but none of the parts in the
legislation have been to hindrance under the development work.

4.1.3 Requirements

The system requirements have been proposed by MedCom. In a previous
project, MedCom has made standards for Electronic Data Interchange (EDI)
communication in the health care sector. In connection with this project, a set
of security requirements was stated to assure secure communication of the
EDI documents. The same security requirements are made for the mini-IRSK
project, and therefore, it does not exist an own requirements specification.

The requirements specification for the EDI project has not been possible
to receive from MedCom, but according to them, the requirements for the
SUP project (see Appendix E, Case 2) are analogue to the mini-IRSK project.

4.1.4 System Solutions in mini-IRSK

Access Control in general

Since the mini-IRSK project implies a method for secure exchange of sen-
sitive health information, and not a system on its own, it does not have any
explicit access control mechanisms, but relies on the mechanisms already im-
plemented in the source systems.

Emergency Access Control

As mentioned above, mini-IRSK does not include any own access control
mechanisms.
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Identification

Users are identified in their home environemt system, e.g. in Pasient Admin-
istrative Systems (PAS) and Management Information Systems (LedelsesIn-
formationsSystem - LIS). The users are authorised via their home system.

Authentication

Authentication is explicitly done at each organisation which takes part in the
project. Generally, user identities and passwords are used, in combination
with certificates in order to logon to the ’Sundhedsdatanet’. Administration
and maintenance of the authentication mechanisms are locally regulated.

Single sign-on is not implemented in any of the participating systems.

Logging

All distribution of data is logged. What shall be logged has been determined
in accordance with the Act on Processing of Personal Data:

- point of time
- user
- type of usage
- report of which person that the information concerned, or used search

criteria

The content is stated in local instructions which are approved by the Data
Protection Agency. Local routines are followed for auditing, archiving and
patient access of the log.

Consent and exchange/sharing of information

Exchange of information is done by means of the communication standards
developed in the mini-IRSK standard. It is not possible to share information
across organisational borders.

The patient gives his consent for exchange of information verbally.
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4.2 Case 2: Standardiseret Udtræk af Patientdata - SUP

The Danish project Standariseret Utræk af Patientdata - SUP, which can be
called ’standardised patient data extraction’ in English, shall make electroni-
cally registered patient data available across county borders. The philosophy
behind the SUP-solution is that one hospital can place clinical data concern-
ing present and former hospitalisated patients at other hospitals’ disposal,
both within and outside its own county. This will be beneficial with a view
to treatment outside the patient’s home-county, and also the possibility to
make inquiries concerning external treatment at a later occasion.

Data that shall be made available is delivered from existing patient ad-
ministrative systems (PAS) and electronic health record systems (EHR). The
extracted data is transported by means of a nationwide XML standard to
a SUP database/browser, which again makes it possible to get access to se-
lected health information via an Internet browser. The SUP database/browser
can be established as a database for either one county or as a shared database
between several counties [MedCom 2003].

Fig. 4.1. Infrastructure in SUP

As can be seen from Figure 4.1, all communication regarding SUP is done
in an encrypted way by means of MedCom’s ’sunhedsdatanet’. Inquiries can
either be done through the common governmental health portal Sundhed-
sportalen (Sundhed.dk) or through a local solution [Hulbæk 2005].

Consultant Jens Rahbek Nørgaard at MedCom has contributed with in-
formation about SUP via mail correspondence, in addition to the referred
sources.
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4.2.1 Stakeholders

MedCom is the initiator of the SUP project, but the interest group Danish
Regions and Sundhedsportalen (sundhed.dk) have also been involved. At
the present moment, seven counties at the provinces Jylland and Funen have
participated so far. The system requirements have been produced by Med-
Com in co-operation with Vejle County.

A pilot project was implemented in 2002-2003 in the Vejle, Viborg and
Århus Counties. The project is continued under MedCom’s direction and the
objective is to introduce SUP in all counties in Denmark.

The central, technical solution has been developed by IBM/Acure (sup-
plier of the SUP-database), WM-data (supplier of the SUP-browser solution)
and Vejle County (supplier of the operational environment).

4.2.2 Legislation

The Act on Processing of Personal Data and the Patients’ Rights Act have been
taken into consideration under the development of SUP. In addition, it has
been necessary to receive special permission from the Danish authorities (the
Data Protection Agency).

At the present moment, health personnel’s possibility to access patients’
hospital records via web has been closed by the Data Protection Agency, a
situation which means that the implementation of SUP in several counties
cannot become completed. This is now a political problem where the interest
group Danish Regions criticises the government for not making a legal clar-
ification in time. Danish Regions are expecting that the government either
convinces the Data Protection Agency that they have been too strict, or that
a legal alteration should be done.

The Data Protection Agency has stated that the launching of the planned
system is difficult to make consistent with the requirements for personal pro-
tection in the Act on Processing of Personal Data. The Agency is also worried
about the former approvals they have given SUP, and by this, permissions to
exchange health information across organisational borders.

At the current moment, status is that it is technically possible to exchange
health information between care providers in Denmark, but the application
of the technology is limited because of legal restrictions [Danish Regions
2006].
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4.2.3 Requirements

The requirements concerning security in SUP are included in Appendix E,
Case 2. They will also be described in the next section concerning imple-
mented system solutions.

4.2.4 System Solutions in SUP

Access Control in general

The two main groups of users in SUP are health personnel and patients. A
role-based access control is used for health personnel where roles are defined
on the basis of profession. Patients are allocated access based on personal
identification.

Health personnel’s right of access to SUP is decided by the hospital ad-
ministration. Personnel who are allocated access are granted a personnel cer-
tificate.

As a patient, to be able to access own health information via Sundhed-
sportalen (sundhed.dk), it is necessary to hold a personal certificate. The cer-
tificate is issued by TDC A/S and is freely available for Danish citizens.

Emergency Access Control

The same paramount procedures for standard access control are used for
emergency access control. Personnel state that there is an acute need for ac-
cess to health information, and that there is no consent statement from the
patient. The allocation of emergency access shall only be used when the pa-
tient is unable to give is consent. It is required that the patient is informed
at a later moment. The allocation of access lasts for 30 minutes and is being
logged.

Identification

As previously mentioned, SUP distinguishes between user identities for per-
sonnel and patients. The health personnel identities are every night autho-
rised by means of synchronisation with the National Board of Health’s per-
sonnel database.

Authentication

The SUP solution consists of several various components which can phys-
ically be in different organisational contexts. This means that the solution
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shall be able to handle a number of different scenarios. (Examples of scenar-
ios can be when external users (e.g. doctors from a different county) access a
county’s SUP-web application and SUP-database, or when external users use
their own SUP-web application to access another county’s SUP-database).

To be able to handle these scenarios, SUP makes use of a PKI solution
with digital signatures by means of certificates called OCES (Offentlige Cer-
tifikater til Elektronisk Service). These certificates can be used for a number
of public services in Denmark, i.e. applications for higher education and stu-
dent loan, applications for day-care centres and posting of tax forms [Na-
tional IT and Telecom Agency 2006].

At the present moment, there are two different authentication entries; via
a simple web application or via Sundhedsportalen (Sundhed.dk). The web
application is an interim solution before the work with the authentication
mechanism via Sundhedsportalen is completed. In the web application, each
user is created separately.

Health personnel are authenticated by means of a user identity and as-
sociated password, in addition to a personnel certificate with an associated
private key. Patients are also authenticated with user identity plus password,
but the certificate is a personal version with an associated private key.

Single sign-on is not yet implemented, but investigations on the subject
have been made.

Logging

What shall be logged has been determined in accordance with the Act on
Processing of Personal Data:

- point of time
- user
- type of usage
- report of which person that the information concerned, or used search

criteria

The content is stated in local instructions which are approved by the Data
Protection Agency. The log is analysed locally, but MedCom extracts specific
information for compilation of statistics (e.g. number of logons, information
distribution per month). If abnormalities are discovered, the local adminis-
trator contacts the involved users. The log is archived and kept for five years
on a database server which can be accessed by MedCom. They are also re-
sponsible for the log.

The patient can access the log concerning his own health information via
Sundhedsportalen (sundhed.dk).
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Consent and exchange/sharing of information

For health personnel, in order to access a patient’s data, the patient has to
give his consent to this. In addition, there has to exist a care relation between
the personnel and the patient. When health personnel try to access a pa-
tient’s health information via the SUP-web application, they have to choose
between the following alternatives:

- Yes - I have had the patient’s consent for reading healthcare information
- Acute - I have an acute need for reading healthcare information
- No - I have no consent and I do not wish to continue

The choice being made is logged.
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4.3 Case 3: Klinisk Portal

Klinisk portal, or Clinical Portal in English, is a portal developed at Rikshos-
pitalet university hospital in Norway. By means of Internet technology, the
portal links six disparate IT systems employed throughout the hospital and
presents them in a united user interface. It also provides secure access for pa-
tients who want to examine their own medical data via web [Rikshospitalet
2006].

Fig. 4.2. Concept view: the security architecture in Klinisk Portal

As seen from Figure 4.2 (reproduced from [Buen 2005]), the interface con-
sists of six different logical parts (marked in olive-green) divided into three
different working areas; internal, external and administrative. This is further
described in table 4.2.

Aksel Sogstad, Protection of Privacy Representative at Rikshospitalet and
Sintef’s research project ’iAccess’ have, together with the referred sources,
contributed with information concerning Klinisk Portal.

4.3.1 Stakeholders

Klinisk Portal has been developed by employees at the IT section at Rikshos-
pitalet University Hospital. The development team has employed medical
personnel at the hospital as managers and knowledge resources.
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Table 4.2. The logical parts in Klinisk Portal

NAME AREA DESCRIPTION

My desktop Internal Non-clinical information for personnel

Clinical desktop Internal Overview of clinical information at the
current ward

Patient desktop Internal Clinical information concerning a specific
patient

Intranet Administrative Functions for hospital administration

Extranet External Information for co-operative personnel

My journal External Patient’s access portal to own health
information

4.3.2 Legislation

It has not been reported any legal hindrances of an extent worth mention-
ing, mainly because Klinisk Portal is a solution which so far is used within
one hospital, only. Nevertheless, access to information between hospitals and
across regional borders is still a challenge.

4.3.3 Requirements

Rikshospitalet University Hospital and the Norwegian Radium Hospital
have together formed a Health Authority. At the present, Rikshospitalet Uni-
versity Hospital are doing a complete implementation of Klinisk Portal at
the Norwegian Radium Hospital, and the workload on both system devel-
opers and administrators are extensive. Because of this, their possibilities to
contribute to this thesis have been limited, and, amongst other factors, the
requirements specification has not been available.

4.3.4 System Solutions in Klinisk Portal

Access Control in general

As shown in Figure 4.2, the authentication of users in Klinisk Portal is role-
based. In addition, the access control mechanisms in the underlying systems
of the portal are used to a large extent. The attributes ’organisational belong-
ing’, ’profession’ and ’function’ are used for authorisation in the access con-
trol.
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Emergency Access Control

In principle, it is not possible for a user to access a journal through the portal
if he does not have the patient in his access profile. A user who has not access
to the ward a patient is associated with, can only find this person through
searching by means of the patient’s personalia and use emergency access
(establish a temporary contact relation). The user has to state a reason. The
reason will be logged together with all activity done.

Not all users have the right to do an emergency accessing, but all doctors
and some nurses have the possibility. It has to be noted that even though
this type of accessing is categorised as ’emergency access’, it is used as a part
of the general access control (’exception access’ would probably be a better
name in this context).

Identification

Users are authorised for access to services based on organisational belong-
ing, role, profession and/or function. The portal uses LDAP catalogues for
identity management, which makes it possible to synchronise user identities
and passwords.

Authentication

Health personnel are authenticated by means of user identities and pass-
words which are common for all clinical systems (common password policy).
Through Klinisk Portal, single sign-on has been implemented. Personnel re-
ceive a one-time password associated with their user identity via letter post.
This is used the first time they logon, after which it has to be changed by the
user.

Patients who want to get access to their health information via the patient
portal ’Min Journal’ are allocated access through strong authentication by
means of a PKI solution (certificates). For the time being, the patient portal is
available for only a small patient group.

Logging

Two different logs are connected to the portal; an activity log and an emer-
gency access log. The activity log contains which user has accessed which
journal at which time. The emergency access log contains who has done the
accessing and why.
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The logs are kept for at least three months, which is in accordance with
the law. The logs are checked for unauthorised use either through sampling
tests or concrete controls.

A patient has the right of inspection of the log concerning his health
record, and therefore, logs can also be controlled on patients’ requests. It is
planned that the patient should be able to do this by himself via Internet
(VPN).

Consent and exchange/sharing of information

Since Klinisk Portal only units several health care information systems within
the same health authority, an explicitly given consent for information pro-
cessing and distribution via the portal is not necessary.
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4.4 Case 4: PlanBasert Samarbeidsjournal - SamPro

Pursuant to Regulations relating to Individual Plans according to the Health Leg-
islation, persons with need for coordinated health services over a long period
of time have the right to the formulation of an individual plan (IP) [Ministry
of Health and Care Services 2004].

The purpose of the Norwegian SamPro project has been to develop an ar-
chitecture and software pilot which support electronic interaction concern-
ing individual plan. Information security has been a central problem area,
and the project has developed solutions which provide access control and
secure communication of sensitive health information over open networks
in accordance with the health legislation [Røstad 2004].

The pilot is web-based and the plan-owner (patient) will have full access
to his plan at any time, and he decides who else shall be given access.

Potential users of the system can include the plan-owner himself, health
personnel, the plan-owner’s closest friends and next of kin, and persons re-
lated to the plan-owner through social activities, work training etc.

In addition to the referred sources, system developer Edvard T. Helling
at VismaUnique has contributed with information via mail correspondence.

4.4.1 Stakeholders

SamPro has been developed through a co-operative project between Sintef,
Central Norway Regional Health Authority (RHA) and Hiadata AS (now
Visma Unique), with financial support from the Directorate for Health and
Social Affairs, Hiadata AS and the Research Council of Norway [Visma
Unique 2006].

The web-based pilot has been tested in three different user environments
in Central Norway RHA:

1 Namsos municipal in co-operation with Namsos Hospital, section for
adult psychiatry and children’s rehabilitation

2 Nordmøre and Romsdal Hospital Trust in co-operation with four local
municipals for adults with mental sufferings over a long period of time

3 Trondheim municipal in co-operation with St Olav’s Hospital Trust for
rehabilitation for children and youth

4.4.2 Legislation

An individual plan is legally defined to be a part of the health record, and
are therefore regulated by the Acts which applies for health records. But, in
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addition, individual plans are regulated by the Regulations relating to Individ-
ual Plans according to the Health Legislation, and therefore, certain special rules
apply. E.g. it is not necessary to apply for a licence from the Data Inspectorate
to establish a plan register. It is also stated that health information shall be
shared between the participators in the plan [Røstad 2004].

4.4.3 Requirements

Sintef was responsible for the security architecture in the first version of Sam-
Pro and developed a requirements specification which can be seen in Ap-
pendix E. These requirements have formed the basis for the current version
developed by VismaUnique. The implemented version will be examined in
the section below.

4.4.4 System Solutions in SamPro

Access Control in general

The access control in SamPro is role-based, meaning that all persons partic-
ipating in the work with a plan are allocated a role. All roles are allocated
a set of rights in relation to access to different information types. The rights
which are possible to activate / deactivate are shown in table 4.3.

Table 4.3. The rights in SamPro

RIGHT PROPERTY

New Create an information element of this type

Read Read information of this type

Write Change information of this type

Delete Delete information of this type

Delegate Must hold this right in order to change rights

Print Do a print

Role Edit roles

The rights to a role can be overridden either on information type level or
information element level (e.g. ’initiative’ can be an information type, while
an instance of ’initiative’ is an information element).
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Rights to a role are inherited. If the rights are not specified on an informa-
tion element, it will inherit information type, which again can inherit from
the role’s rights on information type. A user cannot set rights which he does
not hold.

Emergency Access Control

In SamPro, it is not relevant with emergency access because an individual
plan does not contain detailed clinical information.

Identification

According to Regulations relating to Individual Plans according to the Health Leg-
islation, a coordinator shall be responsible for the supervision of the plan.
When a new plan is made, it will automatically be created two participators
in the plan; the plan-owner and a coordinator.

The coordinator is allocated the role ’coordinator’ which holds all rights
in the plan. The plan-owner is allocated the role ’user’ which has the rights
’new’, ’read’ and ’write’. The plan-owner and the coordinator can add par-
ticipators to the plan and allocate rights to these.

Generally, the coordinator will have rights to create a user account for a
participator. As a rule, it will also be the coordinator and the plan-owner who
can delete a participator or change rights (the coordinator holds the rights,
but deletions or changes are done in co-operation with the plan-owner).

Each establishment using the system has a local administrator which can
allocate the following rights:

- Create a new plan
- Create a user account
- Add a person to an establishment
- Edit information concerning a person

A local administrator will generally not be participating in any plans.

Authentication

Authentication is based on security mechanisms in .Net (not further detailed
in the available project documentation). The authentication of a user is done
through two steps:

1. ASP.Net Forms authentication: user name and password
2. One-time pin code sent by mail or SMS
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In the second step, the user can chose whether he will receive the one-time
pin code via electronic mail or SMS. If the user chooses mail, he is informed
about the password being sent uncrypted and the risks associated with such
communication. This step will most likely be replaced by a PKI solution in
the future.

Single sign-on is not relevant in this context since SamPro is a free-
standing system not dependent on other clinical systems, e.g. EHR systems.

Logging

In SamPro, both authorised and unauthorised operations are logged. Typi-
cally, the person who did the operation, what was done and which element
was the operation done on, are logged.

Participators can see changes in a plan based on the log and the associated
rights each participator holds. The log is kept for indefinite time.

Consent and exchange/sharing of information

A foundation for all communication concerning an individual plan is the
statement of consent. This statement consists of two parts;

- Consent to the establishment of an individual plan
- Registration of participators in the plan work who shall have access to

the plan

Consequently, before an individual plan can be created, there shall be a writ-
ten, informed consent from the user (plan-owner). Further, a participator’s
access rights to information in the plan are based on the plan-owner consent-
ing to this (decision made together with the coordinator). The plan-owner
can also decide that a participator only will have access to parts of the plan.
In table 4.4, the status a consent can have is described.

Table 4.4. Consent status in SamPro

STATUS DESCRIPTION

Zero position Participators can be added and deleted and they can be
allocated rights. Participators can view the contents of
a plan, but it cannot be edited.

Valid Participators can be allocated rights and plan can be
edited. Participators can not be added or deleted.

Expired Plan can be read only.
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Only the plan-owner and a coordinator can have access to a plan which
have an ’initialised’ or ’expired’ consent. A participator can participate for a
limited period of time in the period consented to.
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4.5 Case 5: Gemensam Vårddokumentation - GVD

Gemensam Vårddokumentation, meaning common health care documenta-
tion in English, is a project executed in Stockholm County in Sweden. The
purpose is to make it easier for different care providers, e.g. a care centre
and a hospital, to co-operate and exchange information within the county.
Irrespective of which health institution the patient are in contact with, nec-
essary and appropriate patient information shall be available to health care
professionals in order to facilitate adequate care.

The vision is ’one patient - one record - through the whole life’, meaning
that all care providers taking part in a patient’s care shall have access to the
one and the same electronic patient record belonging to a patient through his
whole life.

Through GVD, all care documents, e.g. electronic patient records and lab-
oratory reports, will be collected in a database which is common for all med-
ical services. When an employee logs in at his computer, he will only gain
access to the information he is authorised to see.

The patient will also get a better general view of his contacts with dif-
ferent health services. Through a patient portal, a patient will have access to
information concerning medication and laboratory reports, in addition to a
medical booking service.

Seen from a technical perspective, GVD is an IT architecture, a technical
platform and IT support. If the project’s vision shall be real, all the enter-
prises’ different IT systems have to be connected together to one common
system. To some extent, the already existing IT systems can be adapted to
operate within the frames of the new structure, but a great deal have to be
altered [SLL 2006].

At the present moment, GVD is under development, and care providers
will be connected to the service during autumn 2006. The support service
BAT&Portal (further described in section 4.5.3) is now running as a pilot in
test mode.

4.5.1 Stakeholders

Stockholm County Council is the initiator, financier and owner of GVD. Care-
link, through the project Carelink PLUS (PLattformsUtveckling i Sverige),
has also contributed to the project.

WM-Data, Brainpool and Oracle have developed the technical platform
and the storage service. HewlettPackard has the responsibility for the devel-
opment of an application - and logon portal including authorisation support-
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ing services and logging. HP will also be responsible for training, support
and operation.

4.5.2 Legislation

The project has taken the Swedish health legislation, and especially the Se-
crecy Act, the Patient Register Act and the Act on Healthcare Records, into con-
sideration. There have not been any hindrances of larger importance, but a
challenge is the rules for exchange of information, as discussed in section
3.9. Since GVD is developed for use primarily within Stockholm County, this
is not a problem in the present situation.

4.5.3 Requirements

’BAT&Portal’ is a support service that is developed parallel to GVD. The
purpose with this service is to have a platform in readiness for uniform and
effective administration and access control to applications within Stockholm
County Council. Thus, many of the technical requirements concerning in-
formation security in BAT&Portal are representative for GVD and therefore,
they are here presented as requirements for GVD directly. An extract from
the requirements specification is given in E.

Figure 4.3 (rewritten from [SLL 2004b]) describes the parts in the BAT&Portal
service which collaborate in a common architecture, indicated by yellow. The
parts that are relevant in this context are marked with a darker yellow colour.
Existing applications and systems are indicated by green.

4.5.4 System Solutions in GVD

Access Control in general

In this context, users shall be interpreted in a wide meaning; an entity which
performs a certain activity on a certain resource. A user is typically a person,
but can also be a software component, an application or a certain IT system
which needs to execute a specific activity.

An authorisation model has been made in order to determine which ac-
cess rights the user shall have. Possible attributes and objects in this model
are:

- Role or user
- Resource (can be an application or a data object)
- Authentication context (in which context is the authentication done, e.g.

which authentication method was used)
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Fig. 4.3. The BAT&Portal architecture

- The user’s organisational possession
- Requested emergency access

The reason for access rests upon the administration of the users’ rights.
The person or function responsible for the information should also control
which roles or individuals who shall be allocated access. This means that the
administration should be possible to do both centralised and decentralised.
The administration can be minimized through the utilisation of roles, role
hierarchies and inheritance of rights.

Emergency Access Control

In GVD, certain users, or users connected to certain roles shall be able to use
emergency access in order to pass by authorisation hindrances and access
necessary information.

Identification

In BAT&Portal, two different user groups are defined:

- A physical person
- A system component

The user group physical person is divided into two different roles:
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- Personnel - persons who use BAT&Portal through their occupation.
- Citizen - patients or other private individual who need to access GVD’s

services.

These two roles log logically in through two different portals, as seen in Fig-
ure 4.3.

Initially, Stockholm County’s electronic catalogue of personnel (EK) will
support Bat&Portal with personnel information and thereby form the basis
for a secure identification.

Authentication

Authentication will be done through different methods, but the main track
will be PKI based logon and certificates. To achieve a successful realisation,
there are made requests for flexibility and adaptivity, meaning that it should
be possible to add and replace mechanisms. Other possible methods are user
identities plus passwords and one-time passwords (e.g. distributed by means
of SMS).

A PKI solution for health care called SITHS (Säker IT i Hälso- och Sjukvård),
has been developed. It is based on HCC (Health Care Certificates) from spe-
cific SITHS-CAs. HCC shall be available in three different categories: per-
sonal, functional (system/server) and organisational certificate.

Bat&Portal will include a solution for single sign-on, meaning that the
user, after logon, shall be able to navigate between connected applications
which he has access to, without further logons or strengthening of identity.

Strictly speaking, SSO can be seen as a way to arrange/assure a user to
be identified and authenticated. This can be done through a signed ticket
containing information about the user, or it can be a packet including user
identity and password which can be used for logon to the specific applica-
tion.

SSO presupposes that there are components supporting automatic logon
to the connected applications. Since different technical environments can be
making different requirements on a SSO function, it is important that the
solution is flexible and can handle various environments and situations.

Logging

The log service shall be able to log security related events, automatically con-
solidate and process the information, and also have in readiness a graphical
user interface for looking through and do extractions from the log. It shall
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also have functionality for archiving. Since the log itself can be sensitive, it is
important that it also is handled securely.

A log message shall consist of:

- Message source, a named entity, which is used to describe where the mes-
sage originates from

- Log level, i.e. the level of priority the message must have in order to be
accepted and saved (Fatal, Error, Warn, Info, Debug or user defined).

- Log type which categories the message, (e.g. Application, Security and
Event).

- The message

Consent and exchange/sharing of information

The consent service in BAT&Portal gives answers to whether a patient or
next of kin has given his consent to distribution of health information be-
tween care organisations or not. The consent can limit which persons that
can get access to the information, and also have a limited validity period.
In those situations where the care information is classified, this shall be in-
cluded as prerequisites in the consent.

The main responsibility for the consent service is to administer consents
and guarantee their validity. A consent is actively given by the patient, and
therefore, the registration of the consent cannot happen through an auto-
matic procedure, - a graphical user interface must always be used. The con-
sent information will form the basis for access control.

Documentation of the consent shall be happening at and be valid for the
current care provider or by the care provider who requests the information.
Henceforth, the consent will be documented and maintained by the patient
himself.

The service shall be configurable both for actively and presumed con-
sents. ’Actively’ means that there has to be an actively registered consent if
the service shall support distribution. ’Presumed’ means that it is not neces-
sary that a consent is registered for distribution to happen. The patient has
always the possibility to drop the presumed consents and by this, block dis-
tribution of parts or all of his health information.
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4.6 Case 6: Nationell Patientöversikt - NPÖ

In collaboration with Carelink, the county councils have created a national
patient register pilot; Nationell Patientöversikt. The purpose of the project is
to facilitate cooperation between different care providers in Swedish health
care and to give the patient access to own health care information. In addi-
tion, it is an objective to establish common services in a health care IT infras-
tructure in Sweden.

The pilot version includes the following information:

- basic patient data
- patient’s contact in primary care
- lab results from clinical chemistry
- x-ray results on textual format
- diagnosis
- prescribed medicine
- epicrises from institutional care
- log

For health personnel, in order to access health information, the patient
has to consent to this. In addition, the pilot requests that the personnel are us-
ing the common services for logging, consent and connection of existing sys-
tems. Personnel can do a connection in order to only read, or both read and
distribute information. In extraordinary circumstances, e.g. an emergency,
will special access rules apply.

As seen from Figure 4.4 (rewritten from [Carelink 2005a]) and the subse-
quent table 4.5, the pilot consists of services for patient data processing and
a connection layer to existing source systems and portals in the participating
counties. In addition, services for the patient register, logging, consent and
security are included [Carelink 2005a].

NPÖ has been running as a pilot since autumn 2005 and has recently been
evaluated. The continuance of the project shall be based on the results of the
pilot, but the exact development strategy is not yet determined.

In addition to the referred sources, Torbjörn Dahlin at Brainpool, one of
the suppliers, has contributed with information through interviews.

4.6.1 Stakeholders

In 2004, all the county directors decided to develop Nationell Patientöversikt.
The initiative was supported by the Association of Private Care Providers
and the Swedish Association of Local Authorities and Regions. Carelink has
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Fig. 4.4. Local and national services in the NPÖ architecture

Table 4.5. Services in Nationell Patientöversikt

SERVICE DESCRIPTION

Patient register web A generic service which forms the interface towards the user’s
IT environment. Connected to a health care information sys-
tem from where the user in his ordinary graphical user inter-
face starts the patient register service.

Patient register service Collects health care documentation from all Patient data ser-
vices and compiles them.

Patient data service Reads data from an existing health register, translates the data
to XML format and sends the data to the Patient register web.

Consent service Assures that both the consent 1 concerning distribution in
general and the specific consent 2 concerning each specific
distribution instance, are valid.

Log service Logs all transactions.

Security service Issues tickets for each care provider who does a query. The
qualification for receiving a ticket is that the user is authen-
ticated and correctly authorised. The ticket is both an admis-
sion ticket for the various health care systems and a way to
document who has requested what (it is logged).

had the responsibility for the implementation of the project, but seven dif-
ferent suppliers have contributed. The National Board of Health and Wel-
fare, the Swedish Pharmacy Chain and health care representatives have been
members of the managerial committee.

Four counties have connected to the pilot version; Norrbotten, Uppsala,
Östergotland and Jönköping.
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4.6.2 Legislation

A fundamental problem for NPÖ is the fact that, according to the legislation,
it is not allowed to exchange information between authorities, which in prac-
tice means that information cannot be exchanged across county borders. In
NPÖ, the solution has been to define the extracted information as a view, and
not an exchange of the information. This results in a system where it is pos-
sible to display patient information, but not to change it. In addition, when
the patient has consented to this form of distribution of his information, the
process is considered legal.

Nevertheless, it is uncertain whether the chosen solution really are in ac-
cordance with the legislation, and it is therefore appointed a project group
especially for the legal challenges. In parallel with the development of the pi-
lot, the group has been working on proposals for amendments in the Swedish
health legislation in a longer perspective. The result shall be used for input
in the Patient Data Investigation, described in Appendix D.3.

The project group has done a wide interpretation of the current health leg-
islation, resulting in a model where the patient himself decides if and how his
health information shall be distributed to which care providers, when needs
of care arise [Carelink 2005d]. A more thoroughly review of the limitations
in the current legislation is found in section 5.6.

4.6.3 Requirements

Specified requirements concerning information security are shown in Ap-
pendix E, but are also described in the subsequent section concerning system
solutions.

4.6.4 System Solutions in NPÖ

Access Control in general

The pilot of Nationell Patientöversikt does not have any own identification
or authentication mechanisms, but rests on already existing mechanisms in
the users’ home IT environment.

Emergency Access Control

In a case of emergency, with specific logging routines, it is possible to access
information without having the patient’s consent. How this is solved in the
pilot is not further described.
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Identification

As shown in Figure 4.4, the pilot includes a security service which issues
a ticket to each care provider when he has done a query. The prerequisite
for achieving a ticket is that the user (health personnel or patient) is authen-
ticated and is authorised to access the information included in the national
patient register. The ticket makes it possible to document which information
that has been requested by whom, meaning that it is being logged.

Authentication

The pilot does not contain any own authentication mechanisms, but relies on
the underlying systems. This means that health personnel are authenticated
in their ’home’ health information system. If the authentication is approved
here, they are also authenticated for NPÖ. This is further described in table
4.6, in addition to authentication of patients.

Table 4.6. Authentication in Nationell Patientöversikt

USER METHOD

Health Personnel When personnel make use of the patient register service (PRS),
it is assumed that the local logon mechanism transparently con-
trols the access to PRS and thereby authenticates the user. Iden-
tification happens through the local authorisation control system
which issues a certificate or ticket. This gives the user access.

Patients Patients are authenticated through one of two methods:

a The first alternative is used by patients holding citizen certifi-
cates in order to be authenticated towards the patient portal
in PRS. The portal verifies the certificate against a Certificate
Authority and gives the patient access to PRS. The portal does
a control towards an internal list of acceptable national iden-
tity numbers to assure that not anyone who holds a citizen
certificate shall get access to PRS.

b The second method is used by patients with generated one-
time passwords in order to be authenticated towards the
patient portal, where authorised patients and their national
identity numbers are already registered. If the user is autho-
rised for PRS, he is granted access.

Both methods assume that the patient portal controls the access
to the patient register service.
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Logging

As seen in Figure 4.4, one of the base services in the pilot is logging. NPÖ
logs all accessing of information, while the counties log all information they
distribute. The following will be included in the log:

- Occupation or title
- County, clinic, unit
- Time of information extraction
- Information amount that has been sought

The patient has access to his own access log indicating which care providers
have accessed his information.

Logging happens both centrally and distributed, but without any connec-
tion between each other (time stamps etc).

Consent and exchange/sharing of information

In order to make a patient’s documentation of former received care available
for other care providers than those involved, the patient has to consent to
this. Further, when the patient is in need for care and visits a care provider
hitherto unknown of the patient’s health status, the patient can consent to
allocate access to his health information for the care provider.

Fig. 4.5. Mechanisms for distribution of and access to data in NPÖ

As seen from Figure 4.5 (rewritten from [Carelink 2005a]), access is man-
aged through the two following consent steps:
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1 The patient consents to distribution of information. Then, the care provider
does a means test which can result in restrictions in what to be distributed
to other care providers and to the patient himself. The means test is done
once only and for the entire information set. The consent and the means
test are documented at the care provider responsible for the means test.
It cannot be displayed in the system that the patient is registered before
this consent is given.

2 In the next step, the patient will give his consent to other care providers
accessing the information. This consent will both be documented by the
distributing care provider and the providers who are allocated access. In
a case of emergency, with specific logging routines, it is possible to ac-
cess information without having the patient’s consent. The accessing is
documented in a log which is available to the patient. The second con-
sent has to be given in every single case and to every care provider that
shall take part in the distribution. On request, the consent is submitted
verbally. Both consents are registered in the system.
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Comparison of Projects

In this chapter, each case will be examined thoroughly concerning informa-
tion security aspects. It will also be discussed whether the implemented ver-
sion differs from the requirements specification, and the possible effects if a
difference is found. In addition, potential improvements will be proposed for
each case.

At the end of the chapter, a comparison of the projects in tabular form
will be presented (see table 5.1).

5.1 Case 1: InterRegionale SygehusKommunikationsprojekt -
mini-IRSK

It has not been stated explicit security requirements in connection with the
mini-IRSK project, but previous requirements concerning secure communi-
cation have been considered to be sufficient. These requirements have unfor-
tunately not been available from MedCom. Therefore, an evaluation of the
specified requirements compared with the implemented system cannot be
done.

The project has just been set in operation. Since it makes use of existing se-
curity mechanisms, it is difficult to do a thorough investigation of the chosen
solutions. Something which can be commented, are the verbally given con-
sent. In those situations where the patient’s consent are necessary in order
to exchange health information electronically, the consent should be docu-
mented, e.g. in the patient’s health record.

It has to be noted that it is surprising that there has not been recorded
any explicit security requirements for this project. Even though the existing
requirements are considered to be adequate, this should be documented in
the project description. Based on this, it is difficult to make any proposals for
improvements.
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5.2 Case 2: Standardiseret Udtræk af Patientdata - SUP

The requirements specification included in Appendix E concerning SUP is
an updated edition and is in accordance with the current version of the pilot.

The pilot is now under implementation in seven counties. As mentioned
in section 4.2.2, the Danish Data Protection Agency has temporarily stopped
the implementation because of information security reasons. When the pilot
is implemented after the plan, 3 500 doctors will be able to access hospital
records belonging to approximately two million citizens. The agency finds
that the solution conflicts with the regulations in the Act on Processing of
Personal Data, and especially the parts concerning implementation of ap-
propriate technical and organisational security measures [Danish Data Pro-
tection Agency 2006].

The main problem is the fact that all doctors who are authorised to ac-
cess the system, also can access all health records, even when there is no care
relation between the doctor and the patient. The security mechanisms for
avoidance of unathorised use are the patient’s consent and the log; the latter
can be accessed by the patient himself. But, these are mechanisms which de-
tects improper use after the harm has been done. The system does not have
any preventive mechanisms except for the general authentication process. A
more restrictive authorisation model would be appropriate, e.g. requiring a
care relation between the doctor and the patient before the doctor is autho-
rised for access.

Another weakness is the interim one-factor authentication mechanism
used at the present moment. This mechanism authenticates health person-
nel (so far only doctors) by means of user identities and passwords. Based
on the number of patients involved, a one-factor authentication mechanism
is too weak, even though it is a temporary solution.

Proposals for improvements:

- Only authorise doctors for access to a patient’s record after a care relation
has been proved. E.g. register a relation when an epicrisis is sent to per-
sonnel in primary care and/ or let the patient administrate the relations
himself. All relations should be time-limited.

- Start to use the strong authentication mechanism by means of certificates
and access via Sundhedsportalen from the beginning of the pilot period
(avoid the interim one-factor solution).
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5.3 Case 3: Klinisk Portal

The requirements specification for Klinisk Portal has not been available due
to the system developers’ limited possibilities to contribute with information
to this thesis because of extensive workload. Therefore, an evaluation of the
specified requirements versus the implemented system cannot be executed.

Summarised, Klinisk Portal appear as a well-secured system for its area
of application. If there shall be indicated some possible areas for strength-
ening of the security, there can be called attention to the mechanism for au-
thentication of health personnel. This one-factor mechanism is based on user
identities and passwords. In addition come the entrance cards necessary for
personnel in order to psychically enter a building, but these are not directly
connected to the authentication process. There are many well-known risks
concerning passwords (easy to guess, written down in order to remember,
shared between colleagues, reused etc), and it would therefore be beneficial
to strengthen this authentication with a second factor, e.g. biometric meth-
ods. Of course, the authentication process must be seen in relation to user-
friendliness.

Emergency access, or ’exception access’ as would be a more appropriate
term in this context, is used as a part of normal access control. This means
that the utilisation of this function is quite widespread. An advantage is that
all accessing of this type are explicitly logged. But, from an information secu-
rity point of view, it would be advantageous to limit this use to a minimum,
but this requires extensive changes in the fundamental authorisation model.
A further discussion of the matter is too comprehensive to be included in this
thesis.

A challenge for the future can be exchange and also sharing of informa-
tion between hospitals and other health care organisations, e.g. primary care
institutions, via Klinisk Portal.

Proposals for improvements:

- Increase the authentication mechanism for personnel from one-factor to
two-factor on a minimum

- Limit the use of emergency access

5.4 Case 4: PlanBasert Samarbeidsjournal - SamPro

All requirements as described in Appendix E concerning SamPro are im-
plemented, except from requirement 4.3.2 (’The system shall support inte-
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gration towards existing user databases in the domain’). A PKI-solution, as
mentioned in requirement 4.2, is not implemented, either.

The first version of SamPro went through internal investigations, risk-
and vulnerability analyses, and an examination done by the Norwegian Data
Inspectorate. New security requirements were made, and the present edition
is a developed version where the security is well ensured. Still, there is one
part that can be improved; the mechanism used for authentication of partic-
ipators in a plan.

In a larger time-frame, a reasonable solution would be to make use of a
PKI solution for the authentication, as is planned. Hopefully, the underlying
reason for the so far deficient realisation is that one wants to benefit from the
planned national PKI standard.

The provisional authentication solution is a strong mechanism by means
of user identity, password and a one-time pin code. The pin code is sent to
the user by SMS or by uncrypted mail. The latter alternative has been inves-
tigated in a risk analysis, and was found to be adequate as long as the user is
informed of the risks. The objection to this solution must be that a plan has
several users, i.e. plan-owner, coordinator and various participators. These
users may have a different personal view on information’s degree of sensi-
tivity, and by this, the extent of the risk for unauthorised use. Most likely, it
is the plan-owner who finds the information most valuable, and therefore, it
ought to be his decision whether pin codes can be sent uncrypted or not, and
not a choice which can be made by each participator.

Proposals for improvements:

- Implement national PKI-solution when this is fully-developed
- In the meantime; allow only transference of one-time pin code via SMS,

or
- Let plan-owner decide whether it should be possible to send the pin code

uncrypted via mail

5.5 Case 5: Gemensam Vårddokumentation - GVD

The support service BAT & Portal (Behörighetsadministrativ tjänst & Portal),
shall offer a service for effective and uniform administration and control of
access to health applications in Stockholm County. This means that the solu-
tion calls for both scalability and flexibility, resulting in several alternatives,
e.g. authentication by means of PKI, user identities plus passwords, or one-
time passwords (portwise mID). Unfortunately, exact status on which parts
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that is implemented and what functions they include, has been difficult to
obtain from the suppliers. But, the implemented version does not differ from
the requirements specification in a large degree.

The overall impression of the system is positive, and the choice of secu-
rity solutions appears to be very well-founded and also satisfactory.

Proposals for improvements:

- Define routines for emergency access more clearly

5.6 Case 6: Nationell Patientöversikt - NPÖ

The current version of the pilot fulfils most of the requirements as stated in
Appendix E. But, some of the requirements concerning traceability (6.1.2
and 6.1.4) are so far not satisfactory fulfilled. In addition, it is mentioned that
emergency access shall be possible ’with specific logging routines’. How this
are to be solved is not further defined.

One of the great benefits from a national patient register ought to be the
possibility for accessing health information originating from another health
organisation in a case of emergency. Even though this is a pilot version, the
fact that routines for such accessing is not defined, have to be considered a
weak point.

Other weaknesses are the identification of users and the authentication
mechanisms. The current authorisation control consists of a trust in the exist-
ing information source systems’ controls. E.g. validation of national identity
numbers is not done. There are not made any specific requirements to the
existing mechanisms, either.

No data are saved centrally, but are extracted locally from source systems
each time an inquiry is done. This may lead to situations where data are
unavailable, delayed or lost because of errors in the source system or under
transference.

The log does not identify a user by user identity, but via a ticket issued by
the system when the user is authorised. Since the reliability of the authenti-
cation mechanisms can be discussed, the log cannot be seen as trustworthy,
either. In addition, logging happens both centrally (inquires in NPÖ) and lo-
cally (distribution from source systems), but these logs are not synchronised.

A conclusion on the project pilot work done by the project group is that
the security level has to be raised. This conclusion is shared with the Data In-
spection Board. An auditing of the project has been done by the independent
consulting firm Gartner, and they have pointed out the handling of secu-
rity as the weakest part. Therefore, parallel with the further development of
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the Nationell Patientöversikt, there ought to be done a collective work in-
cluding specification, developing and implementation of a common security
solution.

Another hindrance is the current legislation. In the project, a working
group focusing on health legislation has examined the possibilities for dis-
tribution and exchange of health care information. The group has made the
conclusion that the current legislation is hard to interpret, and, because of
this, is not applied the same way by all care providers. The patient’s right to
access documentation concerning received care which are stored at different
care providers, is not fulfilled in an adequate way, as long as the exchange
is done by means of paper versions. At the present moment, it is practically
impossible for the patient to have in readiness an updated version of his doc-
umentation concerning received care by another provider. The reason for this
is the slowness in the distribution processes [Ståhl and Andersson 2005].

If the pilot shall be used by large patient groups, especially the routines
for consent have to be changed. Legally, there should not be necessary with
the first step of the current consent process (having to consent to distribution
of information in general). A patient consenting to distribution of informa-
tion in each specific case should be adequate regarding protection of the pa-
tient’s personal integrity [Carelink 2005d].

Proposals for improvements:

- Define how emergency access shall be done. At the present moment, this
shall happen by means of ’specific logging routines’. Logging routines are
useful for detecting unauthorised use after it has happened, but appropri-
ate configuration of the access control, and hereby emergency access, is
more important in order to prevent unauthorised access.

- Implement own authentication mechanisms, alternatively make concrete
requirements on the existing mechanisms (strong authentication as a min-
imum).

- Synchronisation of logs.
- Abolish the first consent step in order to decrease administration, both

for personnel and patients (necessary with legal amendments).

5.7 Comparison in Tabular Form

On the subsequent pages, a summary of the previously done comparison
will be presented in tabular form.



Ta
bl

e
5.

1.
C

om
pa

ri
so

n
of

th
e

si
x

pr
oj

ec
ts

co
nc

er
ni

ng
in

fo
rm

at
io

n
se

cu
ri

ty

C
A

S
E

1:
M

IN
I-

IR
S

K
C

A
S

E
2:

S
U

P
C

A
S

E
3:

K
L

IN
IS

K
P

O
R

T
A

L
C

A
S

E
4:

S
A

M
P

R
O

C
A

S
E

5:
G

V
D

C
A

S
E

6:
N

P
Ö

A
C

C
E

S
S

C
O

N
T

R
O

L
IN

G
E

N
E

R
A

L

A
cc

es
s

at
tr

ib
ut

es
R

ol
e.

R
ol

e.
O

rg
an

sa
ti

on
al

be
lo

ng
in

g,
ro

le
,p

ro
fe

ss
io

n,
fu

nc
ti

on
.

R
ol

e.
R

ol
e

or
us

er
,o

rg
an

is
at

io
na

l
po

ss
es

si
on

,
re

so
ur

ce
(a

p-
pl

ic
at

io
n

or
a

da
ta

ob
je

ct
),

au
th

en
ti

ca
ti

on
co

nt
ex

t,
re

-
qu

es
te

d
em

er
ge

nc
y

ac
ce

ss

D
oe

s
no

th
av

e
an

y
ow

n
ac

-
ce

ss
co

nt
ro

l
(r

es
ts

on
ex

is
ti

ng
m

ec
ha

-
ni

sm
s

in
us

er
s’

ho
m

e
IT

en
-

vi
ro

nm
en

t)
.

A
ll

oc
at

io
n

of
ac

ce
ss

A
dm

in
is

tr
at

ed
lo

ca
lly

at
so

ur
ce

sy
st

em
s.

H
ea

lt
h

pe
rs

on
ne

l:
by

m
ea

ns
of

a
pe

rs
on

ne
l

ce
r-

ti
fic

at
e

gr
an

te
d

by
ho

sp
it

al
ad

m
in

is
tr

at
io

n
Pa

ti
en

ts
:

by
m

ea
ns

of
a

pe
rs

on
al

ce
rt

ifi
ca

te
gr

an
te

d
by

au
th

or
it

ie
s.

H
ea

lt
h

pe
rs

on
ne

l:
us

er
ad

m
in

is
tr

at
io

n
gr

an
ts

ac
ce

ss
on

pe
rs

on
ne

l
am

in
-

is
tr

at
or

’s
re

qu
es

t
Pa

ti
en

ts
:

by
m

ea
ns

of
a

PK
Is

ol
ut

io
n.

Lo
ca

l
ad

m
in

is
tr

at
or

al
lo

-
ca

te
s

ac
ce

ss
to

m
ai

n
ro

le
s

(p
at

ie
nt

an
d

co
or

di
na

to
r)

.
Fu

rt
he

r,
th

es
e

al
lo

ca
te

to
ot

he
r

ro
le

s
(p

ar
ti

ci
pa

to
rs

).

Th
e

pe
rs

on
or

fu
nc

ti
on

re
-

sp
on

si
bl

e
fo

r
th

e
re

le
va

nt
in

fo
rm

at
io

n
sh

ou
ld

co
nt

ro
l

w
hi

ch
ro

le
s

or
in

di
vi

du
al

s
sh

al
l

be
al

lo
ca

te
d

ac
ce

ss
.

Bo
th

ce
nt

ra
lis

ed
an

d
de

-
ce

nt
ra

lis
ed

ad
m

in
is

tr
at

io
n

sh
ou

ld
be

po
ss

ib
le

.
Pa

-
ti

en
t’s

co
ns

en
t

pa
rt

of
ac

-
ce

ss
co

nt
ro

lr
ul

es
.

D
oe

s
no

th
av

e
an

y
ow

n
ac

-
ce

ss
co

nt
ro

l
(r

es
ts

on
ex

is
ti

ng
m

ec
ha

-
ni

sm
s

in
us

er
s’

ho
m

e
IT

en
-

vi
ro

nm
en

t)
.

E
M

E
R

G
E

N
C

Y
A

C
C

E
S

S

H
ow

A
dm

in
is

tr
at

ed
lo

ca
lly

at
so

ur
ce

sy
st

em
s.

Sa
m

e
pa

ra
m

ou
nt

pr
o-

ce
du

re
s

as
fo

r
st

an
da

rd
ac

ce
ss

co
nt

ro
l,

pl
us

re
g-

is
tr

at
io

n
of

ac
ut

e
ne

ed
of

in
fo

rm
at

io
n.

U
se

r
fin

ds
pa

ti
en

t
th

ro
ug

h
se

ar
ch

in
g

by
m

ea
ns

of
th

e
pa

ti
en

t’s
pe

rs
on

al
ia

an
d

es
-

ta
bl

is
he

s
a

te
m

po
ra

ry
co

n-
ta

ct
re

la
ti

on
.

Th
e

us
er

ha
s

to
st

at
e

a
re

as
on

.

[N
ot

re
le

va
nt

]
Po

ss
ib

le
if

th
e

us
er

/r
ol

e
ha

s
th

e
ne

ce
ss

ar
y

ri
gh

ts
(n

ot
fu

rt
he

r
de

fin
ed

).

By
m

ea
ns

of
sp

ec
ifi

c
lo

g-
gi

ng
ro

ut
in

es
(n

ot
fu

rt
he

r
de

sc
ri

be
d)

.

B
y

w
ho

m
A

dm
in

is
tr

at
ed

lo
ca

lly
at

so
ur

ce
sy

st
em

s.
D

oc
to

rs
.

D
oc

to
rs

,s
om

e
nu

rs
es

.
[N

ot
re

le
va

nt
]

C
er

ta
in

us
er

s,
or

us
er

s
co

n-
ne

ct
ed

to
ce

rt
ai

n
ro

le
s.

[U
nk

no
w

n]

Ti
m

e-
li

m
it

ed
A

dm
in

is
tr

at
ed

lo
ca

lly
at

so
ur

ce
sy

st
em

s.
30

m
in

ut
es

.
[U

nk
no

w
n]

[N
ot

re
le

va
nt

]
Po

ss
ib

le
to

se
t

ti
m

e
lim

it
a-

ti
on

s.
[U

nk
no

w
n]

ID
E

N
T

IF
IC

A
T

IO
N

Id
en

ti
ty

M
an

ag
em

en
t

A
dm

in
is

tr
at

ed
lo

ca
lly

at
so

ur
ce

sy
st

em
s.

Lo
ca

ld
at

ab
as

e.
m

et
ac

at
al

og
(L

D
A

P)
.

Lo
ca

la
dm

in
is

tr
at

or
.

St
oc

kh
ol

m
C

ou
nt

y’
s

el
ec

-
tr

on
ic

ca
ta

lo
gu

e
of

pe
rs

on
-

ne
l(

EK
).

Id
en

ti
ti

es
m

an
ag

ed
in

ho
m

e
en

vi
ro

nm
en

t.

A
ut

ho
ri

sa
ti

on
of

id
en

ti
ty

A
dm

in
is

tr
at

ed
lo

ca
lly

at
so

ur
ce

sy
st

em
s.

Sy
nc

hr
on

is
ed

w
it

h
th

e
N

a-
ti

on
al

Bo
ar

d
of

H
ea

lt
h’

s
da

ta
ba

se
ev

er
y

ni
gh

t.

Ba
se

d
on

or
ga

ni
sa

ti
on

al
be

lo
ng

in
g,

ro
le

,
pr

of
es

si
on

an
d/

or
fu

nc
ti

on
.

C
oo

rd
in

at
or

au
th

or
is

es
pa

rt
ic

ip
at

or
s.

R
ig

ht
s

to
a

ro
le

ar
e

in
he

ri
te

d.

U
se

r’
s

ri
gh

ts
de

te
rm

in
ed

on
ba

si
s

of
au

th
or

is
at

io
n

m
od

el
.

R
ro

le
hi

er
ar

ch
ie

s
an

d
in

he
ri

ta
nc

e
of

ri
gh

ts
.

Th
e

us
er

is
is

su
ed

a
ti

ck
et

if
he

is
co

rr
ec

tl
y

au
th

or
is

ed
an

d
au

th
en

ti
ca

te
d

in
hi

s
ho

m
e-

en
vi

ro
nm

en
t.

C
on

tin
ue

d
on

ne
xt

pa
ge



2

C
A

S
E

1:
M

IN
I-

IR
S

K
C

A
S

E
2:

S
U

P
C

A
S

E
3:

K
L

IN
IS

K
P

O
R

T
A

L
C

A
S

E
4:

S
A

M
P

R
O

C
A

S
E

5:
G

V
D

C
A

S
E

6:
N

P
Ö

A
U

T
H

E
N

T
IC

A
T

IO
N

Te
ch

no
lo

gy
PK

I
(f

or
au

th
en

ti
ca

ti
on

to
th

e
’S

un
dh

ed
sd

at
an

et
’).

PK
I.

PK
I

or
us

er
id

en
ti

ty
pl

us
pa

ss
w

or
d.

Ba
se

d
on

se
cu

ri
ty

m
ec

ha
-

ni
sm

s
in

.N
et

.
PK

I
an

d/
or

us
er

id
en

ti
ty

,
pa

ss
w

or
d

pl
us

on
e-

ti
m

e
pi

n.

D
oe

s
no

t
ha

ve
an

y
ow

n
au

th
en

ti
ca

ti
on

m
ec

ha
ni

sm
(r

es
ts

on
ex

is
ti

ng
m

ec
ha

-
ni

sm
s

in
us

er
s’

ho
m

e
IT

en
-

vi
ro

nm
en

t)
.

Ty
pe

St
ro

ng
.

By
m

ea
ns

of
us

er
id

en
ti

ty
an

d
pa

ss
w

or
d,

pl
us

ce
rt

ifi
ca

te
.

St
ro

ng
.T

w
o

st
ep

s:

1.
U

se
r

id
en

ti
ty

an
d

pa
ss

-
w

or
d

2.
C

er
ti

fic
at

e
(p

er
so

nn
el

or
pr

iv
at

e
pe

rs
on

ve
rs

io
n)

an
d

as
so

ci
at

ed
pr

iv
at

e
ke

y

A
t

th
e

pr
es

en
t

m
om

en
t,

a
te

m
po

ra
ri

ly
tw

o-
fa

ct
or

m
ec

ha
ni

sm
fo

r
pe

rs
on

ne
l

by
m

ea
ns

of
us

er
id

en
ti

fi-
ca

ti
on

an
d

pa
ss

w
or

ds
ar

e
us

ed
.

Tw
o-

fa
ct

or
(p

er
so

nn
el

),
st

ro
ng

(p
at

ie
nt

s)
:

-
H

ea
lt

h
pe

rs
on

ne
l:

us
er

id
en

ti
ty

an
d

pa
ss

w
or

d
-

Pa
ti

en
ts

:
PK

I
so

lu
ti

on
(c

er
ti

fic
at

es
)

St
ro

ng
.T

w
o

st
ep

s:

1.
U

se
r

na
m

e
an

d
pa

ss
-

w
or

d
2.

O
ne

-t
im

e
pi

n
co

de
se

nt
by

m
ai

lo
r

SM
S

V
ar

io
us

al
te

rn
at

iv
es

.
St

ro
ng

er
au

th
en

ti
ca

ti
on

gi
ve

s
hi

gh
er

ri
gh

ts
:

-
U

se
r

na
m

e
an

d
pa

ss
-

w
or

d
-

O
ne

-t
im

e
pi

n
co

de
se

nt
by

SM
S

-
C

er
ti

fic
at

es
:

-
Pe

rs
on

ne
l:

H
C

C
(H

ea
lt

h
C

ar
e

C
er

ti
fic

at
es

)
-

Pa
ti

en
ts

:
C

it
iz

en
ce

rt
if

ca
te

s

V
ar

io
us

al
te

rn
at

iv
es

:
H

ea
lt

h
pe

rs
on

ne
l

-
as

su
m

ed
th

at
ho

m
e-

en
vi

ro
nm

en
t

tr
an

s-
pa

re
nt

ly
au

th
en

ti
ca

te
s

us
er

Pa
ti

en
ts

(o
ne

of
th

e
fo

llo
w

-
in

g)
:

-
C

it
iz

en
ce

rt
ifi

ca
te

ve
ri

-
fie

d
by

C
A

.N
at

io
na

lI
D

of
ho

ld
er

co
nt

ro
lle

d
to

-
w

ar
ds

lis
t

of
ac

ce
pt

ed
na

ti
on

al
id

en
ti

ty
nu

m
-

be
rs

.
-

Pa
ti

en
t

al
re

ad
y

au
th

o-
ri

se
d

an
d

na
ti

on
al

ID
re

gi
st

er
ed

.
U

se
s

a
on

e-
ti

m
e

pa
ss

w
or

d.

Si
ng

le
si

gn
-o

n
N

o.
N

o.
Ye

s.
[N

ot
re

le
va

nt
]

Ye
s.

Sh
al

l
be

po
ss

ib
le

to
us

e
se

ve
ra

l
ap

pl
ic

at
io

ns
w

it
ho

ut
fu

rt
he

r
lo

go
ns

or
st

re
ng

th
en

in
g

of
id

en
ti

ty
.

N
o.

L
O

G
G

IN
G

Tr
an

sa
ct

io
n

ty
pe

s
A

ll.
A

ll.
A

ll
(T

w
o

lo
gs

:
ac

ti
vi

ty
an

d
em

er
ge

nc
y

ac
ce

ss
).

A
ll

Se
cu

ri
ty

re
la

te
d

ev
en

ts
.

C
en

tr
al

lo
g

se
rv

ic
e

lo
gs

al
l

ap
pl

ic
at

io
ns

co
nn

ec
ti

ng
to

th
e

se
rv

ic
e.

A
ll.

C
on

te
nt

-U
se

r
-T

yp
e

of
us

ag
e

-P
oi

nt
of

ti
m

e
-

Pe
rs

on
th

at
th

e
in

fo
r-

m
at

io
n

co
nc

er
ne

d
or

us
ed

se
ar

ch
cr

it
er

ia

-U
se

r
-T

yp
e

of
us

ag
e

-P
oi

nt
of

ti
m

e
-

Pe
rs

on
th

at
th

e
in

fo
r-

m
at

io
n

co
nc

er
ne

d
or

us
ed

se
ar

ch
cr

it
er

ia

A
ct

iv
it

y
lo

g:
us

er
,r

ec
or

d,
ti

m
e

st
am

p
Em

er
ge

nc
y

ac
ce

ss
lo

g:
us

er
,

re
co

rd
,

re
as

on
,

ti
m

e
st

am
p.

U
se

r,
op

er
at

io
n,

in
fo

rm
a-

ti
on

el
em

en
t

co
nc

er
ne

d,
ti

m
e

st
am

p.

Lo
g

m
es

sa
ge

:
M

es
sa

ge
so

ur
ce

,
lo

g
le

ve
l,

lo
g

ty
pe

w
hi

ch
ca

te
go

ri
es

th
e

m
es

-
sa

ge
,

th
e

m
es

sa
ge

,
ti

m
e

st
am

p.

O
cc

up
at

io
n

or
ti

tl
e,

co
un

ty
,

cl
in

ic
an

d
un

it
,t

im
e

st
am

p,
in

fo
rm

at
io

n
th

at
ha

s
be

en
so

ug
ht

.

C
on

tin
ue

d
on

ne
xt

pa
ge



3

C
A

S
E

1:
M

IN
I-

IR
S

K
C

A
S

E
2:

S
U

P
C

A
S

E
3:

K
L

IN
IS

K
P

O
R

T
A

L
C

A
S

E
4:

S
A

M
P

R
O

C
A

S
E

5:
G

V
D

C
A

S
E

6:
N

P
Ö

L
O

G
G

IN
G

St
or

ag
e

ti
m

e
M

in
.s

ix
m

on
th

s.
Fi

ve
ye

ar
s.

M
in

.t
hr

ee
m

on
th

s
(i

n
pr

ac
-

ti
ce

fo
r

in
de

fin
it

e
ti

m
e)

.
K

ep
tf

or
in

de
fin

it
e

ti
m

e.
In

fo
rm

at
io

n
ou

t
of

da
te

is
ar

ch
iv

ed
.

Lo
ca

l
sy

st
em

ow
ne

r
de

ci
de

s
fo

r
ho

w
lo

ng
.

[U
nk

no
w

n]

A
ud

it
in

g
ro

ut
in

es
A

na
ly

se
d

lo
ca

lly
.

A
na

ly
se

d
lo

ca
lly

.
Lo

ca
l

ad
m

in
is

tr
at

or
co

nt
ac

ts
in

vo
lv

ed
us

er
s

if
ab

no
r-

m
al

it
ie

s
ar

e
di

sc
ov

er
ed

.

C
he

ck
ed

fo
r

un
au

th
or

is
ed

us
e

ei
th

er
th

ro
ug

h
sa

m
-

pl
in

g
te

st
s

or
co

nc
re

te
co

n-
tr

ol
s.

[U
nk

no
w

n]
A

ut
om

at
ic

al
ly

co
ns

ol
id

at
e

an
d

pr
oc

es
s

th
e

in
fo

r-
m

at
io

n.
O

pe
ra

to
rs

sh
al

l
el

ec
tr

on
ic

al
ly

be
in

fo
rm

ed
ab

ou
td

et
ec

te
d

ev
en

ts
.

Fu
nc

ti
on

s
fo

r
fo

llo
w

-u
p

an
d

in
sp

ec
ti

on
s

of
lo

g
ar

e
pl

an
ne

d,
bu

t
no

t
im

pl
e-

m
en

te
d

ye
t.

Pa
ti

en
t’s

ac
ce

ss
ri

gh
ts

Lo
ca

lly
ad

m
in

is
tr

at
ed

.
V

ia
Su

nd
he

ds
po

rt
al

en
.

O
n

re
qu

es
t.

Pl
an

ne
d

to
be

do
ne

vi
a

In
te

rn
et

(V
PN

).
C

an
se

e
ch

an
ge

s
ba

se
d

on
th

e
lo

g.
[U

nk
no

w
n]

V
ia

th
e

sy
st

em
.

C
O

N
S

E
N

T
A

N
D

E
X

C
H

A
N

G
E

/S
H

A
R

IN
G

O
F

IN
FO

R
M

A
T

IO
N

D
if

fe
re

nc
e

be
-

tw
ee

n
ex

ch
an

ge
an

d
sh

ar
in

g

Ye
s.

In
fo

rm
at

io
n

ca
n

on
ly

be
ex

ch
an

ge
d.

Ye
s.

In
fo

rm
at

io
n

ca
n

on
ly

be
ex

ch
an

ge
d.

N
o.

Th
e

po
rt

al
un

it
es

in
fo

r-
m

at
io

n
an

d
m

ak
es

bo
th

ex
-

ch
an

ge
an

d
sh

ar
in

g
po

ss
i-

bl
e

w
it

hi
n

a
ho

sp
it

al
.

Ye
s.

R
eg

ul
at

ed
th

ro
ug

h
th

e
ri

gh
ts

R
ea

d
an

d
W

ri
te

.
N

o.
Ye

s.
In

fo
rm

at
io

n
ca

n
on

ly
be

ex
ch

an
ge

d.

A
pp

li
ca

ti
on

of
co

ns
en

t
Ex

ch
an

ge
of

he
al

th
in

fo
r-

m
at

io
n.

H
ea

lt
h

pe
rs

on
ne

la
cc

es
si

ng
he

al
th

in
fo

rm
at

io
n.

[N
ot

R
el

ev
an

t]
(C

on
se

nt
im

pl
ic

it
ly

gi
ve

n
fo

r
th

e
sy

st
em

)]
.

Pa
ti

en
tc

on
se

nt
s

to
:

1.
Es

ta
bl

is
hm

en
to

fp
la

n
2.

A
llo

ca
ti

ng
ac

ce
ss

to
pa

rt
ic

ip
at

or
s

in
pl

an

D
is

tr
ib

ut
io

n
of

he
al

th
in

-
fo

rm
at

io
n

be
tw

ee
n

ca
re

or
-

ga
ni

sa
ti

on
s.

Tw
o

ty
pe

s:

-
A

ct
iv

el
y:

th
er

e
ha

s
to

be
an

ac
ti

ve
ly

re
gi

s-
te

re
d

co
ns

en
t

-
Pr

es
um

ed
:

no
t

ne
ce

s-
sa

ry
th

at
a

co
ns

en
t

is
re

gi
st

er
ed

fo
r

di
st

ri
bu

-
ti

on
to

ha
pp

en

Pa
ti

en
tc

on
se

nt
s

to
:

1.
M

ak
in

g
do

cu
m

en
ta

ti
on

of
fo

rm
er

re
ce

iv
ed

ca
re

av
ai

la
bl

e
2.

A
cc

es
si

ng
in

ea
ch

sp
ec

ifi
c

ca
se

Ty
pe

Ve
rb

al
ly

.
W

ri
tt

en
.

[N
ot

R
el

ev
an

t]
(C

on
se

nt
im

pl
ic

it
ly

gi
ve

n
fo

r
th

e
sy

s-
te

m
)

W
ri

tt
en

.
W

ri
tt

en
.

W
ri

tt
en

or
ve

rb
al

ly
.

Ti
m

e-
li

m
it

ed
[U

nk
no

w
n]

C
on

se
nt

ha
s

to
be

re
gi

s-
te

re
d

at
ea

ch
ac

ce
ss

in
g.

[N
ot

R
el

ev
an

t]
(C

on
se

nt
im

pl
ic

it
ly

gi
ve

n
fo

r
th

e
sy

st
em

).

Ye
s,

th
ro

ug
h

di
ff

er
en

t
st

a-
tu

se
s.

Ye
s.

Sh
al

l
be

va
lid

fo
r

re
l-

ev
an

t
ca

re
pr

ov
id

er
.D

oc
u-

m
en

te
d

an
d

m
ai

nt
ai

ne
d

by
th

e
pa

ti
en

th
im

se
lf

.

Fi
rs

ts
te

p
do

ne
on

ce
,

se
co

nd
st

ep
do

ne
in

ea
ch

si
ng

le
ca

se
.

C
O

M
M

E
N

T
S

Pl
an

ne
d

im
pr

ov
em

en
ts

Pa
ti

en
t

sh
al

l
be

ab
le

to
ac

-
ce

ss
’h

is
’

lo
g

vi
a

In
te

rn
et

(V
PN

)

Th
e

se
co

nd
au

th
en

ti
ca

ti
on

st
ep

w
ill

m
os

t
lik

el
y

be
re

-
pl

ac
ed

by
a

PK
Is

ol
ut

io
n.

Le
ga

l
am

en
dm

en
ts

sh
ou

ld
m

ak
e

co
ns

en
ts

te
p

2
re

du
nd

an
t.





v 6

Analysis and Discussion

Through this thesis, it has become evident that technological solutions within
health care are dependent on external conditions. In this chapter, both the ex-
ternal conditions and the resulting technological solutions will be discussed.

6.1 External Conditions

A principal difference between the three countries is the organisation of
health care, where Sweden stands out with a relatively large number of coun-
ties, and where each county generally has a higher degree of autonomy than
what is the case in Denmark and Norway. This is necessarily not negative,
but the need for a common foundation concerning terms, classifications and
technical standards becomes clearer. In the GVD project, there has become
evident how important it is to define a common concept platform, something
which is now in progress within Stockholm County. This is positive, but the
work should be lifted up to a national level.

For the time being, there is no common, defined EHR standard in Swe-
den, which makes project like NPÖ more difficult to carry through. A na-
tional standard has been made in Norway, but it is not compulsory to imple-
ment it. Nor has there been allocated any funds by the government for the
implementation. Still, most central suppliers have taken it into their future
development plans. Denmark is ahead with their national concept model ’G-
EPJ’. The model is under implementation, and the work is supported by the
government, together with health care interest groups.

A positive observation is the fact that all countries have developed a na-
tional IT strategy for health care.

The two Swedish projects, GVD and NPÖ, can both be seen as extensive
and ambitious as regards system functions and number of users. They are
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also of those cases most in need for legal amendments in order to fully im-
plement the planned solutions. But, comprehensive projects of this type can
be just what might actuate the legal alteration work necessary to achieve a
more wholly interaction picture in Swedish health care. A result of the NPÖ
project is a report used as input to the ongoing Patient Data Investigation.
This governmental investigation shall examine all health legislation concern-
ing patient information and result in a proposal for amendments, including
the premises for and the usefulness of creating a united health record for
each patient. The result of the investigation will be of great importance for
the future work with the Nationell Patientöversikt (NPÖ) and Gemensam
Vårddokumentation (GVD) in Sweden.

In Denmark, the legislation opens for exchange independent of organisa-
tional borders, but the technical solutions made so far are not yet sufficient
to make information distribution applicable in a large scale. The SUP project,
which can be seen as the first step towards one virtual health record for each
patient, has been closed temporarily by the Danish Data Protection Agency
because of deficient adequate information security mechanisms.

The problem is classic seen from an information security point of view:
the access control, where the goal is to determine who shall be able to ac-
cess which resources they need in order to provide care, and nothing more,
nor less, is not restrictive enough. In SUP, all doctors are given access to a
disproportionate number of records, disclosing more sensitive information
than necessary.

The interest group Danish Regions have declared that they find the Dan-
ish Data Protection Agency’s interpretation of the legislation too strict. Based
on the extent of this project and the number of patients involved, such a re-
strictive attitude is appropriate in order to ensure personal integrity. In ad-
dition, the technological solution has potential for improvements concerning
the access control and the authorisation model.

Exchange of information across organisational borders is possible in Nor-
way also, as long as the organisations are members of the same regional
health authority. Therefore, none of the two Norwegian projects have been
restrained by the legislation. This is also connected to the projects’ scope;
Klinisk Portal is developed for use at one hospital organisation, meaning
that information is not exchanged across organisational boundaries at all.
SamPro arranges for interaction concerning an individual plan, and is the
project which is closest to implementing functionality for electronic sharing
of health information. But, individual plans are regulated by an own reg-
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ulation which says that information shall be shared between various care
providers, and also which providers that are supposed to participate. This
is what makes sharing possible from a legal point of view. Since there is no
such Act or regulation for sharing of electronic health records, this is more
difficult to carry out.

Sharing of parts or a complete health record between several health or-
ganisations have not yet been tested in Norway. It would be of great interest
to see how an implementation of a project like SUP or NPÖ would turn out,
and whether any legal hindrances would stop it, like in Denmark. A recently
started Norwegian project called ’electronic medical card’ shall develop so-
lutions for exchange of automatic medical messages between a general prac-
titioner and cooperating authorities such as home nursing care, hospitals and
pharmacies. Possibly, the project will have parts in common with SUP. But, it
is still on an early stage, and therefore, it is difficult to foretell any outcomes.
Nevertheless, it will be very interesting to see the results.

When it comes to exchange and sharing across national borders, it is
legally possible as long as the country has implemented the EU Directive
95/46/EC concerning processing of personal data and the free movement of
such data. All the three countries have done the implementation, and there-
fore, theoretically, there are no formal reasons in the way. But, as seen in this
thesis, exchange and sharing within each country are still not easy to carry
through. Therefore, solutions for electronic exchange and sharing of health
information across national borders are unrealistic for the time being.

An ever returning legal challenge is the fine line between personal in-
tegrity and effective health care by means of information technology. IT can
make it easier for health personnel to co-operate, both within an organisa-
tion and between several organisations. Information which follows the pa-
tient through various health processes will make health care more efficient
and of better quality, and by this, increase the patient safety. But, when it
is opened for a larger throughput of information between various providers,
the chance of infringements of the personal integrity unfortunately increases.

As seen in Sweden, the restrictive information exchange regulations in
order to ensure personal integrity, and especially the Secrecy Act, have laid
ties on the possibilities to implement new technology solutions. The same
has just happened with SUP in Denmark, but in this case, the relationship
between personal integrity and patient safety are a bit more balanced. And
this is the core of the problem; to define where the balance line shall be.
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A common tendency in Scandinavia is to a higher degree focus on the
patient and his needs and rights. In the spirit of this process, it might be
appropriate to explore the patient’s viewpoint and find out whether most
patients prefer personal integrity or information availability when they are
in contact with health care. A natural evolution would be to enhance the
patient’s autonomy, meaning that he shall be able to take part in the decision
of where the balance line shall be. The patient should be able to determine
to which degree his information can be exchanged electronically, and also in
which situations it is most important to protect the personal integrity.

But, from a realistic point of view, when developing new solutions, it is
important to include the group of users who do not have the competence or
knowledge necessary to administrate own health information. The objective
with health care is to help people, and a natural part of this will be to avoid
setting the technological standards too high for the ordinary user. Therefore,
increasing the patient’s autonomy can be positive in many situations, but
adequate alternatives have to exist in parallel.

6.2 Technological Solutions

In the previous section, there has become evident that the development of
technological solutions is limited by external conditions. But, it has also be-
come known that the solutions itself are not always satisfactorily imple-
mented regarding secure information processing, even though the legislation
is not a hindrance.

When making technological choices, again, the national perspective is
of great importance. All three countries have a health net used for secure
communication between health organisations. In addition, Denmark has in-
troduced a national PKI solution used for several public services. Sweden’s
SITH (Säker IT i Hälso- och Sjukvård) solution are under development. SITH
is specifically made for health care because of the high security requirements
concerning health information. Norway has had an ongoing PKI project for
several years, but the project is still not fully implemented yet. This solution
is also specific for the health care sector. These are positive initiatives, but it
can be advantageous to include other high sensitive information services in
the future, like the Danish solution.

Concerning other authentication mechanisms, some of the projects have
chosen interim solutions while pending on authentication by means of PKI.
Unfortunately, it has been discovered that some of these solutions make use
of one-factor mechanisms, normally based on user identities and passwords.
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Even though the projects are running as pilots ’only’, they still process sensi-
tive information concerning live patients. In this context, a mechanism based
on only one factor for authentication cannot be considered anything else than
too weak.

Another finding is the discovery of some of the projects’ insufficient de-
scriptions of requirements on emergency access solutions. Generally, access
control of a user is easy to define; the user is either authorised to access the
information, or not. But within the health care sector, situations arise when
exceptions to the standard access control rules have to be made. One of the
strengths of these systems would therefore be to implement concrete rules on
how emergency access shall be allocated and revoked. Many of the projects
have well-defined logging routines which make it possible to disclose when
emergency access has been abused, but detecting mechanisms, e.g. better au-
thorisation models, should also be included.

When it comes to logging, all the projects have well incorporated rou-
tines, both for logging and auditing / administration. In all three countries,
the patient has the right to see the log concerning his health information.
Four of the projects have implemented or are planning to implement func-
tionality for the patient to access the content of the log, which is very positive.

The chosen solutions for registration and maintenance of patient’s con-
sent differ a bit from each other. The project where the patient is most auto-
nomic is SamPro. Here, via the plan portal the patient allocates access rights
for health personnel and decides which information each one shall be able to
see. In GVD, the patient will also document and maintain consents himself,
but in addition, there is a consent called presumed where it is assumed that
the patient will consent to distribution. In SUP, the patient’s consent has to
be registered, but the registration is done by the health personnel. Generally,
in accordance with the tendency of increasing patient autonomy, the patient
should be able to administrate his consents by himself to the highest possible
extent.





v 7

Conclusion and Future Work

In this chapter, a final conclusion will first be presented, followed by propos-
als for future work. At the end, a review of the work with this thesis will be
given.

7.1 Conclusion

Through this thesis, it has become evident that health care in the Scandina-
vian countries Denmark, Norway and Sweden are upon the whole equally
organised and struggle with many of the same legal and technological chal-
lenges.

All three countries’ health legislation promotes personal integrity, with
Sweden as the most expressive. Nevertheless, there is a tendency towards en-
hancement of the patient’s autonomy and a request for more united health
care processes, requiring the information to follow the patient through the
health services in a higher degree. This evolution leads to needs for new
types of technological tools which arrange for exchange and sharing of in-
formation, and thereby making it easier for health personnel to co-operate.
Again, this has resulted in higher requests for information security solutions,
where one of the most extensive challenges is to find the balance between
personal integrity and the availability of information independent of time
and location.

In order to meet these requests, the need for common national techno-
logical standards, concepts and infrastructure within health care has become
more important, something which has been illustrated in this thesis. Den-
mark is in several areas ahead of their neighbouring countries, and many
factors indicate that the reason for this is their ability to co-operate on a na-
tional plan.
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In addition, the systems made have to be in accordance with Acts and
regulations. Parts of the prevailing legislation are to a hindrance for exchange
of information across organisational borders, and particularly the Swedish
health legislation is in need for amendments. Sharing of health information,
and especially by means of one health record for each patient used by several
care providers, are nearly impossible to achieve in practice with the legal
situation in Scandinavia of today.

The technological solutions chosen within the scope of the limiting exter-
nal conditions are generally well-defined, high quality systems which have
information security in focus. Still, there has become evident that some weak
points exist, like one-factor authentication mechanisms for health personnel.
The fact that the projects have been running as pilots is not an excuse when
the information is as sensitive as it is in this context. Therefore, there is room
for improvements in order to increase the information security.

In order to make health care of higher quality and ensure information
security to an even larger degree, legal amendments and a more extensive
national co-operation will arrange for the possibility of developing better
information security solutions.

7.2 Future Work

When it comes to future work in general, there are many interesting prob-
lems which can be further investigated.

An objective in all three countries is to arrange for electronic co-operation
and interaction, both within and across organisational borders. Denmark and
Sweden have tested out national solutions for exchange of information with
varying success so far. The national perspective is of course important, but
investigations in Sweden have discovered that a majority of care cases con-
cerns patients connected to the county that provides the care. In addition,
the number of acute care cases outside the patient’s home county amount to
only 5 percent of the total number [Carelink 2005c]. Based on the many sim-
ilarities in the organisation of health care in Scandinavia, these numbers are
most likely transferable to Denmark and Norway too.

With these facts as basis, organising for exchange and sharing can be done
through different models. One solution is to limit exchange on a regular ba-
sis to happen within a county / region. Solutions for national exchange can
be activated when exceptions arise, e.g. a patient is referred to a health care
provider which is located outside his home county. In this case, the patient
can consent to exchange, thereby opening for distribution of his information
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on a national plan. The patient should be able to administrate consents via
web. A prerequisite would be that the consent is informed, stated after con-
sultation with health personnel, and also time-limited. When the patient is
not capable of doing the administration himself, responsible health person-
nel should.

Another possible solution is to develop a central overview of the patient’s
case history by means of an electronic lifeline. Every single contact the pa-
tient has had with health care, from primary care to hospitalisation, is reg-
istered centrally. From the lifeline, it is possible to obtain more information
concerning each case by being redirected to the information locally saved at
each care provider. Also here is the patient in charge of which information
shall be available to whom; the patient should decide which care providers
shall be able to access which cases at which time. Generally, the cases in the
lifeline are listed chronologically, but it should also be possible to sort on care
provider or type of case, i.e. disease. By such a solution, the challenge will be
to implement a common authentication mechanism for accessing from the
centrally stored lifeline to the locally stored data. Also, avoiding errors dur-
ing transference of data can be a problem.

A third alternative can be to classify health information according to their
degree of importance. Essential lifesaving information like Cave and seri-
ous diseases or injuries can be stored centrally in a register. The rest of the
patient’s health information is kept on a smart card held by the patient. A
backup of the card should be kept e.g. by the patient’s general practitioner.
When it comes to research purposes, the patient can consent to registration
of his information in anonymised records.

This idea requires that the patient takes responsibility for his own infor-
mation. Unfortunately, this is a solution which cannot be used by everyone.
Those which is not capable of safeguard their own information should be
given other options. The authentication mechanisms and emergency access
routines are also of vital importance in this model. In addition, the classifica-
tion of information could be a challenge.

These and similar solutions will avoid health records being accessible at
any time by a disproportionate number of health personnel. Still, they will
arrange for better cooperation by means of technology across organisational
borders, while at the same time give the patient more ownership of own in-
formation. Information security has to be in focus if suggestions like these
shall be realisable. A prerequisite is also the utilisation of common security
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mechanism, e.g. PKI solutions for authentication and restrictive authorisa-
tion models.

As regards future work concerning this thesis in particular, it would be of
great interest to conduct a similar case study between countries which have
a much more differentiated picture regarding organisation of health care and
definition of legislation, and also cultural aspects, e.g. Scandinavia and an
Asian country with well-established health care. Most likely, there would
be discovered larger dissimilarities than what has been found in this thesis.
Based on new and different external conditions, this could contribute with
other approaches concerning technological solutions which possibly could
be adopted. Also, the experiences made through this thesis could be useful
in such a context.

7.3 Review of own Work

This thesis’ scope has been large and possibly to extensive. Even though
there was made concrete limitations concerning information security aspects,
the studied information material has been comprehensive. In addition, the
legal part became a challenge since this was a new field to the author.

Also, the data collection was challenging. Information concerning the two
Swedish cases was obtained by means of live interviews, while in the Danish
and Norwegian cases, mail correspondence was used. The first is definitely
preferable, since written conversation turned out to be both limiting and im-
precise. Some of the questions in the interview guide were inadequate, which
resulted in insufficient answers. In addition, a few of the projects had limited
possibilities to contribute with information due to heavy workload.

All things considered, working with this thesis has been very interest-
ing and informative, and has emphasised the need for the involvement of
factors like law, organisation structures and standards when implementing
information security solutions.
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Appendix A: Interview Guide

Stakeholders

1. Which stakeholders have been involved in the project?
2. Who has made the requirements?
3. Is it possible to get access to the requirements specification?

Legislation

1. Which laws and regulations has it been necessary to make allowance for
under the development?

2. Have any parts in the legislation been a hindrance? If so, which parts?
3. If yes to question 2), which ’workarounds’ did you chose?

Technical infrastructure - Information Security

1. Access Control in general
a) Which type of access control is used:

[ ] Built-in
[ ] External
[ ] Others, describe:

b) Is the access control dependent on other systems:
[ ] None
[ ] Database
[ ] Ldap
[ ] Service
[ ] Others, describe:

c) Allocation/revocation of access:
i. How (technically)

ii. By whom (who decides)
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d) Emergency access:
i. How (technically)

ii. By whom (who decides)
iii. Time span

2. Identification
a) Which types are used in the system:

[ ] Users
[ ] Groups
[ ] Roles
[ ] Combinations/others, describe:

b) How are these types (users, groups, roles, others):
i. defined

ii. allocated
iii. revoked

3. Authentication
a) Which authentication mechanisms are used:

[ ] Passwords
[ ] Challenge-response
[ ] Biometrics
[ ] Multiple methods or others
i. Describe the mechanism:

b) Administration of authentication:
i. How is distribution done, e.g. password

ii. Maintenance, e.g. frequent password changes etc.
c) Is Single Sign-On implemented? If yes, how:

4. Logging
a) What is the content of the log report (e.g source, timestamp, type,

level of priority):
b) What is being logged (e.g accessing, changes, error corrections, oth-

ers):
c) Auditing

i. How is the log analysed
ii. Notification of abnormalities

d) Routines for notification of abnormalitites:
e) How is archiving of the log done:
f) Who has the responsibility and who administrates the log:
g) Has the patient right to get access to the log:

5. Distribution/exchange of Information
a) How is distribution of sensitive health information done:

i. within an organisation
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ii. between several organisations
iii. is the distribution dependent on patient’s consent

b) How is exchange of sensitive health information done:
i. within an organisation

ii. between several organisations
iii. is the distribution dependent on patient’s consent

c) How is the patient’s consent given:
i. How is registration done

ii. When and how is status updated/maintained
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Appendix B: Terms

DANISH TERMS

Act on Processing of Personal Data Lov om behandling af personoplysninger

The Danish Data Protection Agency Datatilsynet

Danish Regions Amtsrådsforeningen

The Folketing Folketinget

The Health Act (unofficial name) Sundhedsloven

MedCom Samarbejdsorganisation mellem myn-
digheder, organisationer og private
firmaer med tilknytning til den danske
sundhedssektor

Ministry of the Interior and Health Indenrigs- og Sundhedsministeriet

National Board of Health Sundhedsstyrelsen

National IT and Telecom Agency IT- og Telestyrelsen

Statutory order concerning doctors’ duty
of keeping orderly notes (keep records)
(unofficial name)

Bekendtgørelse om lægers pligt til at føre
ordnede optegnelser (journalføring)

Statutory order concerning security mea-
sures for protection of personal data
which is processed for the public admin-
istration (unofficial name)

Bekendtgørelse om sikkerheds-
foranstaltninger til beskyttelse af per-
sonoplysninger, som behandles for den
offentlige forvaltning

The Patients’ Rights Act Lov om patienters retsstilling

The Register Act (unofficial name) Arkivlov
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NORWEGIAN TERMS

Act relating to Patients’ Rights Lov om pasientrettigheter

Central Norway Regional Health Au-
thority

Helse Midt-Norge

The Data Inspectorate Datatilsynet

The Directorate for Health and Social Af-
fairs

Sosial- og helsedirektoratet

The Health Personnel Act Lov om helsepersonell m.v.

KITH - Norwegian Centre for Informat-
ics in Health and Social Care

Kompetansesenter for IT i helse- og
sosialsektoren

Ministry of Government Administration
and Reform

Fornyings- og administrasjonsdeparte-
mentet

Ministry of Health and Care Services Helse- og omsorgsdepartementet

Ministry of Justice and the Police Justis- og politidepartementet

Ministry of Labour and Social Affairs Arbeids- og inkluderingsdepartementet

Act relating to the Processing of Personal
Data

Lov om behandling av personop-
plysninger

Personal Health Data Filing System Act Lov om helseregistre og behandling av
helseopplysninger

The Act relating to Public Supervision of
the Health Service (unofficial name)

Lov om statlig tilsyn med helsetjenesten

Regulations on the Processing of Per-
sonal Data

Forskrift til personopplysningsloven

Regulations relating to Patients’ Medical
Records

Forskrift om pasientjournal

The Research Council of Norway Norges forskningsråd

Regulations relating to Individual Plans
according to the Health Legislation (un-
official name)

Forskrift om individuelle planer etter
helselovgivningen

Regulations relating to the Processing of
Personal Data (unofficial name)

Forskrift om behandling av personop-
plysninger
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SWEDISH TERMS

The Association of Private Care
Providers

Vårdföretagarna

Carelink National cooperation to develop the use of
IT in Swedish healthcare

Citizen Certificate (unofficial name) Medborgarcertificat

County council Landsting

County council district Landstingskommun

County director Landstingsdirektör

The Freedom of the Press Act Tryckfrihetsförordningen

Health care principals Vårdhuvudman

The Act on Healthcare Records Vårdregisterlagen

The Health and Medical Service Act Hälso- och sjukvårdslagen

Health and Medical Services (Profes-
sional Activity) Act

Lag om yrkesverksamhet på hälso- och
sjukvårdens område

Ministry of Health and Social Affairs Socialdepartementet

The National Board of Health and Wel-
fare

Socialstyrelsen

SITHS Säker IT i Hälso- och Sjukvård

The Secrecy Act Sekretesslagen

The Patient Register Act Patientjournallagen

The Personal Data Act Personuppgiftslagen

The Swedish Association of Local Au-
thorities and Regions

Sveriges Kommuner och Landsting

The Swedish Data Inspection Board Datainspektionen

The Swedish Pharmacy Chain Apoteket AB
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Appendix C: Definitions

In this appendix, first, the term Electronic Health Records will be described.
Then, key terms in Scandinavian health legislation will be defined.

C.1 Electronic Health Records

In the ISO standard ’Electronic Health Record Definition, Scope and Con-
text’, the basic-generic definition for the EHR is

a repository of information regarding the health status of a subject of
care, in computer processable form

This definition makes no assumptions about the health system of any coun-
try or region, or the type or granularity of information in the record. The
definition is thought to be broadly applicable to all health sectors, health dis-
ciplines, and methods of health delivery [ISO 2005].

Denmark

In the national IT strategy for health care in Denmark, an electronic health
record is defined as follows:

a clinical information system which directly supports daily process ori-
ented examination, treatment and care of each individual patient

[Ministry of the Interior and Health 1999, definition translated from Danish].

Norway

According to KITH, based on The Health Personnel Act and Regulations re-
lating to Patients’ Medical Records, an electronic health record can be defined
as:
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an electronically kept collection or collocation of recorded/registered in-
formation concerning a patient in connection with health care

[KITH 2006, definition translated from Norwegian].

Sweden

The National Board of Health and Welfare has defined a health record as the
following:

notes which are done and documents which are created or received in
connection with care, and include information concerning a patient’s state
of health or other personal circumstances

[National Board of Health and Welfare 2006, definition translated from
Swedish]. The Patient Register Act is supposed to be technology neutral, and
all legislation concerning health records in general are therefore understood
to be prevailing also for electronic versions.

Electronic Health Records in this Context

As seen above, the three countries use slightly different definitions. The main
difference is that the Norwegian and Swedish terms chiefly follows the ISO
standard by describing a collection of information about a patient, while the
Danish term defines an EHR to be a clinical information system. Based on
these dissimilarities, it is in this context appropriate to distinguish between
an electronic health record and an electronic health record system:

Electronic Health Record (EHR): a collection of digitally saved in-
formation about a person with the objective to support and contribute to a
continuous patient course

Electronic Health Record System (EHR System): an electronic data
processing system, which can update and maintain electronic health records.
The system has functions which makes it possible for qualified personnel to
share information in a secure and user-friendly way.

(Definitions inspired by The Danish EHR Observatory 2005).
The term EHR is not universally defined in literature. It has siblings as

’Electronic Medical Records’ (EMR), ’Computerized Patient Record’ (CPR)
and ’Medical Records Systems, Computerized’ (MeSH), amongst others. Ac-
cording to the ISO standard previously mentioned, EHR is now well estab-
lished internationally, and this definition will therefore be used in this thesis
[ISO 2005].
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C.2 Key Terms in Scandinavian Health Legislation

In table C.2, relevant key terms in Scandinavian Health Legislation are de-
fined. The table below shows abbreviations for sources referred to in the def-
initions in table C.2.

Table C.1. Abbreviations used in table C.2 with descriptions

ABBREVIATION DESCRIPTION

Danish

D-HA Health Act

D-HC Health care in Denmark
[Ministry of the Interior and Health 2002]

D-PD Act on Processing of Personal Data

D-PS Act on Patient Safety in the Danish Health Care System

Norwegian

N-HP The Health Personnel Act

N-DF Personal Health Data Filing System Act

N-PD Personal Data Act

N-PR Act relating to Patients’ Rights

Swedish

S-PD Personal Data Act

S-HM The Health and Medical Services Act

S-PR The Patient Register Act

S-HMP The Health and Medical Services (Professional
Activity) Act

S-ST Socialstyrelsens termbank
[National Board of Health and Welfare 2006]
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Table C.2. Legal terms in Scandinavian health legislation

TERM DENMARK NORWAY SWEDEN

Consent Any freely given spe-
cific and informed indi-
cation of his wishes by
which the data subject
signifies his agreement
to personal data relating
to him being processed
[D-PD]

Any freely given, spe-
cific and informed dec-
laration by the data sub-
ject to the effect that
he or she agrees to the
processing of personal
health data relating to
him or her [N-DF]

Every kind of voluntary,
specific and unambigu-
ous expression of will
by which the registered
person, after having re-
ceived information, ac-
cepts processing of per-
sonal data concerning
him or her [S-PD]

Data Controller The natural or legal
person, public authority,
agency or any other
body which alone or
jointly with others de-
termines the purposes
and means of the pro-
cessing of personal data
[D-PD]

The person who deter-
mines the purpose of the
processing of personal
health data and which
means are to be used,
unless responsibility for
such data control is spe-
cially prescribed in the
Act or in Regulations
laid down pursuant to
the Act [N-DF]

A person who alone
or together with oth-
ers decides the purpose
and means of processing
personal data [S-PD]

Data Subject
(D,N) / Regis-
tered Person
(S)

Identified or identifiable
natural person [D-PD]

The person to whom
personal health data
may be linked [N-DF]

A person to whom the
personal data relates [S-
PD]

Data Processor
(D,N) / Personal
Data Assistant
(S)

A natural or legal per-
son, public authority,
agency or any other
body which processes
personal data on behalf
of the controller [D-PD]

The person who pro-
cesses personal health
data on behalf of the
data controller [N-DF]

A person who processes
personal data on behalf
of the controller of per-
sonal data [S-PD]

Health Care (N,S)
/ Treatment (D)

Examination, diagno-
sis, clinical treatment,
rehabilitation, specialist
health care and pro-
phylactic health care
measures in relation to
the individual patient
[D-PS]

Acts which have a
preventive, diagnostic,
therapeutic, health-
preserving or rehabil-
itating effect and are
carried out by health
personnel for the pur-
poses of nursing and
care [N-PR]

Measures which in-
cludes examination,
treatment, consultation
or nursing (translated
from Swedish; ’vård’)
[S-ST]

Continued on next page
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TERM DENMARK NORWAY SWEDEN

Health Personnel Persons who are au-
thorised according to
specific legislation con-
cerning performance
of health care related
duties, and persons,
who act on their respon-
sibility (translated from
Danish; ’sundhedsper-
soner’) [D-HA]

1) Personnel with an au-
thorisation pursuant to
section §48 or a licence
pursuant to section §49
in [N-HP]
2) Personnel in the
health services or in
pharmacies who per-
form acts as mentioned
in the third paragraph
3) Pupils and students
who in training as
health personnel per-
form acts as mentioned
in the third paragraph
[N-HP]

1) Persons who are
licensed to a profession
within the health care
sector
2) Personnel who are
working at hospitals or
other health establish-
ments and participate in
care of patients
3) Persons who oth-
erwise assist licensed
personnel in providing
care
4) Personnel who are as-
sociated with ’Apoteket
Aktiebolag’
5) Personnel at emer-
gency service centres
6) Persons who oth-
erwise according to
regulations provides
services in their profes-
sion under a temporary
visit in Sweden with-
out having a Swedish
license for this profes-
sion (translated from
Swedish) [S-HMP]

The Health
(and Medical)
Service(s)

Can be divided into 2
sectors; primary health
care and the hospital
sector. The primary sec-
tor deals with general
health problems and its
services are available to
all. The hospital sector
deals with medical con-
ditions which require
more specialised treat-
ment, equipment and
intensive care. [D-HC]

The primary health
service, the specialist
health service and the
dental health service
[N-PR]

Measures for the med-
ical prevention, inves-
tigation and treatment
of disease and injury.
Health and medical ser-
vices also include am-
bulance services and the
care of deceased per-
sons. Special provisions
apply concerning dental
care [S-HM]

Patient [not explicitly defined in
the documentation stud-
ied in this context]

A person who contacts
the health service re-
questing health care, or
to whom the health ser-
vice provides or offers
health care as the case
may be [N-PR]

A person who re-
ceives or is registered
for receiving health
care (translated from
Swedish; ’patient’)
[S-ST]

Continued on next page
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TERM DENMARK NORWAY SWEDEN

Personal Data Any information relat-
ing to an identified or
identifiable natural per-
son (’data subject’) [D-
PD]

Any information and as-
sessments that may be
linked to a natural per-
son [N-PO]

All kinds of informa-
tion that directly or in-
directly may be referable
to a natural person who
is alive [S-PD]

Personal Data
Filing System

Any structured set of
personal data which
are accessible accord-
ing to specific criteria,
whether centralised,
decentralised or dis-
persed on a functional
or geographical basis
[D-PD]

Filing systems, records,
etc. where personal data
is systematically stored
so that information con-
cerning a natural person
may be retrieved [N-PO]

[not explicitly defined in
the documentation stud-
ied in this context]

Processing
(of personal data)

Any operation or set of
operations which is per-
formed upon personal
data, whether or not
by automatic means [D-
PD]

Any use of personal
data, such as collection,
recording, alignment,
storage and disclosure
or a combination of such
uses [N-PO]

Any operation or set
of operations which is
taken as regards per-
sonal data, whether or
not it occurs by auto-
matic means, for exam-
ple collection, recording,
organisation, storage,
adaptation or alteration,
retrieval, gathering, use,
disclosure by trans-
mission, dissemination
or otherwise making
information available,
alignment or combina-
tion, blocking, erasure
or destruction [S-PD]

Sensitive
Personal Data

Personal data revealing

a) racial or ethnic ori-
gin,

b) political opinions,
c) religious or philo-

sophical beliefs,
d) trade union member-

ship,
e) data concerning

health or sex life
[D-PD]

Information relating to

a) racial or ethnic
origin, or political
opinions, philo-
sophical or religious
beliefs,

b) the fact that a person
has been suspected
of, charged with, in-
dicted for or con-
victed of a criminal
act,

c) health,
d) sex life,
e) trade-union mem-

bership [N-PO]

Personal data that re-
veals

a) race or ethnic origin,
b) political opinions,
c) religious or philo-

sophical beliefs,
d) membership of a

trade union,
e) health or sex life [S-

PU]

Continued on next page
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Third country Any state which is
not a member of the
European Community
and which has not im-
plemented agreements
entered into with the
European Community
which contain rules
corresponding to those
laid down in Directive
95/46/EC of 24 October
1995 on the protection of
individuals with regard
to the processing of
personal data and on
the free movement of
such data [D-PD]

Not explicitly defined,
but understood as a
country which is not a
member of the Euro-
pean Union and which
has not implemented
Directive 95/46/EC
[N-PO]

A state that is not in-
cluded in the European
Union or part of the Eu-
ropean Economic Area
[S-PD]
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Appendix D: Swedish Legislation - Relations,

Problems and Amendments

Swedish health care is regulated by various acts, regulations and statues. The
Health and Medical Service Act(1982:763) concerns health care in general.
It’s goal is to assure the entire population of good health and care on equal
terms, by providing health and medical services [SFS 1982]. In addition, there
are five specific acts which effects electronic health records in particular; The
Freedom of the Press Act, The Secrecy Act, The Patient Register Act, The
Act on Healthcare Records and The Personal Data Act [Utbult, Holmgren,
Larsson, and Lindwall 2004].

The Swedish legislation concerning the health sector shows signs of be-
ing outdated and not well coordinated, and in the light of this, being to hin-
drance when it comes to introduction of new technology. At the present mo-
ment, the development of a more coherent legislation is commenced. Figure
D.1 describes how the Acts relate to each other (rewritten from [Utbult et al.
2004]).

D.1 Freedom of the Press, Secrecy and Health Records

The fact that health records in Sweden are public documents according to
the Freedom of the Press Act, is unusual compared to other countries’ leg-
islation. But, in practice, the health records are everything else than public.
How this is possible to accomplish, is stated in the Secrecy Act, which says
that information in health records is to be considered secret.

The question is how the health records ended in such a legal vacuum.
Most likely, there has not been a well thought-through evaluation before
these Acts have been passed. In addition, it takes two Riksdag resolutions
to make changes in a constitutional law, and it has probably been a more
smooth solution to fix the problems by means of the Secrecy Act [Utbult et al.
2004].
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Fig. D.1. Relevant Swedish Acts and how they relate to each other
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The Secrecy Act in today’s applicable form, came into force in 1980. De-
pendent on how it is interpreted, it can complicate and even hinder infor-
mation from being exchanged between different chains of care. If the vision
of ’one patient - one record - through the whole life’ shall be met, there has
to be rules saying more clearly when and how secrecy can be broken out of
necessity. This would be easier to fulfil if the information was not comprised
by the Freedom of the Press Act [Utbult et al. 2004].

D.2 The Personal Data Act, the Patient Register Act and the
Act on Health Records

The Swedish Data Inspection Board is the supervisory authority as regards
the Personal Data Act, while the Ministry of Health and Social Affairs has the
responsibility for the Act of Medical Records. These two authorities’ roles
differ quite a lot from each other. While the Data Inspection Board focuses
on personal integrity, the Ministry are more concerned with good quality
care and patient security [Utbult et al. 2004]. Based on these two different
points of view, the acts are often interpreted in a dissimilar way, creating
counterproductive situations.

The Patient Register Act came into force in 1985. At this time, IT was not
in extensive use, and the Act shows signs of this. Some of the obstacles it
creates, is that it makes it troublesome to correct mistakes in a record, and
the rules for digital signing are diffuse. The Act on Health Records is also a
problem when it comes to the vision of one record for each patient. Among
other factors, the Act does not say anything about sharing of records between
several care services.

D.3 The Patient Data Investigation

The Patient Data Investigation, or ’Patientdatautredningen’ which is it’s orig-
inal name, is a governmental investigation initiated by the Ministry of Health
and Social Affairs. The purpose is to examine all Acts and regulations affect-
ing patient information. The investigation shall produce a proposal to a co-
herent and well functioning legislation on how personal information shall be
handled within health care. Focus will be on increasing the patient security
and the patient’s possibility to participate when it comes to information con-
cerning own state of health, in addition to improve the medical and economic
follow-up. Also, protecting the patient’s integrity is of great importance.
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The investigation will analyse premises for and the usefulness of creating
an united record for each patient, used by all involved care services, either
on a national or county council level. The possibility for patients to access
their own record via Internet, will also be explored [SOU 2006].

The Patient Data Investigation shall be completed by 31. December 2006.
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Appendix E: Requirements Specifications

This appendix includes the various projects’ requirements specifications. Un-
fortunately, in two of the six cases, the specification was not available.

The requirements have been translated into English, but references to the
original versions are given.

E.1 Case 1: InterRegionale SygehusKommunikationsprojekt
- mini-IRSK

[Requirements specification not available from developer]
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E.2 Case 2: Standardiseret Udtræk af Patientdata - SUP

The requirements concerning SUP are translated from [MedCom 2004].

CASE 2: SECURITY AND CONSENT

ID DESCRIPTION

2.1 Authentification

2.1.1 There shall be established a county-specific security solution for logon of users and other
systems, e.g. Sundhedsportalen (Sundhed.dk - SP).

2.1.2 Access to the SUP-solution shall happen via SP and its security solution.

2.1.3 Access to the SUP-solution ought to be able to be done from own county net, where the
user in the county’s SUP-web application authenticates himself either with user identity
and passord (at a minimum) or via the public OCES-certificate.

2.1.4 The SUP-database can be called via webservices from other applications. Because of
this, it is necessary that the SUP-database can reject calls which come from unsecured
SUP-web applications.

2.1.5 The SUP project has chosen a solution, where the SUP-web application shall be authen-
ticated by inquiries in the SUP-database. As a minimum, the SUP-database shall be able
to identify a SUP-web application from a (system-) user’s identity and password, or via
a certificate.

2.1.6 The table containing SUP-web applications authorised (certified) to inquire data from
the database, shall include the SUP web-application’s user identity and password. The
table shall be administrated by means of the SUP-database.

2.1.7 The security administrator of the SUP-database can only give access to applications,
when the access to the application happens through an ’authorised’ authentication.

2.1.8 Communication between the SUP-web application and the SUP-database shall happen
on an adequately secured line, e.g. by means of SSL.

2.1.9 In order to handle the situation where the user already is authenticated in another sys-
tem (e.g. Sundhedsportalen), and via a link calls a SUP-web application, the SUP-web
application shall, in the same way as the SUP-database, be able to handle an authenti-
cation of anoter system. The SUP-web application shall be started with a parameter for
indication of the system’s user identity and password (or certificate), and also the user’s
user identity (or certificate).
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CASE 2: SECURITY AND CONSENT

ID DESCRIPTION

2.1 Authentification

2.1.10 In the situations where Sundhedsportalen (SP) calls a SUP-web applicationa via a pa-
rameterised link, the following steps are agreed upon:

- SP are created as a system user in the SUP-web application’s security system.
- Via a parameterised link (URL) i SP are the following sent:

- SP’s user identity and password (system-ID)
- The concrete user’s User identity (or certificate number), who requests access
- The patient’s national identity number, whose data is requested
- Choice of consent statement

- An overview of national identity number in relevance are displayed (logon- and
consent dialogues are not).

- All attached parameters are hidden by the SUP-web application (they are logged).

2.1.11 To ease the administration of users, the user administration of the SUP-web application
and the database ought to be based on a solution, which can be a part of MedCom’s
common user administraion (LDAP).

2.2 Authorisation

In the four previously mentioned scenarios, the need for authorisation and administra-
tion is various.
The first scenario concerns a traditional authorisation, where the county ca decide which
rights the user shall have based on the person’s conditions of employment.
In the second scenario, the user is in principle external, and the county shall therefore
either through a manual registration of the user allocate him rights, or via an inquiry to
an external database obtain information, which can be used for allocation of rights.

2.3 Security logging and usage statistics

Since a SUP-web application can call many different SUP-databases, and a SUP-
database can be called from several SUP-web applications, which can physically be in
different organisational contexts, in practice, it will not be possible to isolate security
logs of one single component.

2.3.1 It is a requirement that both the SUP-web application and the SUP-database do security
logging from the beginning.

2.3.2 Both the SUP-web application and the SUP-database shall provide the establishment of
a usage statistics.

2.4 Consent

2.4.1 In the SUP-project, the statement of consents are based on Sundhedsportalen’s ’tempo-
rary’ consent model, i.e. consent in SUP shall be given after the same principles as in
the Sundhedsportalen. This means that, before a user can get access to sensitive patient
data, he shall state a consent via the SUP-web application.

2.4.2 The consent shall be stored by the SUP-web application, and it shall be possible for an
administrator to control the stated consent at a later moment.
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E.3 Case 3: Klinisk Portal

[Requirements specification not available from developer]
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E.4 Case 4: PlanBasert Samarbeidsjournal - SamPro

The requirements concerning SamPro are translated from [Røstad et al. 2004].

CASE 4: REQUIREMENTS CONCERNING SECURITY

ID DESCRIPTION

4.1 Access control

4.1.1 Access to the plan for users shall be role-based. A role defines basic rights to what one
can view and do. Users can have additional rights beyond the rights included in their
role.

4.1.2 Certain users of the system shall be able to have the right to delegate their own rights
to other users.

4.1.3 The control of access to the system shall be divided into an own module, which shall be
re-usable in other systems.

4.1.4 The registration of access rights shall be based on information in the consent statement.
Valid rights to a plan shall always be within the consented time period. Note that on a
maximum, the time period for the consent can be as long as the time period for the plan.

4.2 In the future, the system shall be using PKI for authentication of users and digital
signing of information

4.3 Authentication of users (until PKI is implemented)

4.3.1 Users shall be identified by user name and password, plus an additional authentication
(e.g. one-time code)

4.3.2 The system shall support integration towards existing user databases in the domain.

4.3.3 User name and password shall only be stored on the server.

4.3.4 Passwords shall never be stored or exchanged in plain text.

4.4 After a period of inacitvity, the system shall carry out an automatic logoff

4.5 Traceability and log

4.5.1 The system shall produce traceability for all usage. The log shall include time, user and
all activities which have been done in the system.

4.5.2 Logged activity shall be deleted after three months.
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E.5 Case 5: Gemensam Vårddokumentation - GVD

The requirements concerning GVD are translated from [SLL 2004a].

CASE 5: IDENTIFICATION & AUTHENTICATION - FUNCTIONAL REQUIREMENTS

ID DESCRIPTION

5.1.1 Architecture and Principles

5.1.1.1 BAT&Portal shall, via support services, be able to identify users and authenticate their
identities according to chosen method.

5.1.1.2 A user shall be able to be a person or system component (software, server etc.)

5.1.2 Authentication Methods

5.1.2.1 The following authentication methods shall be included with full usufruct:
- PKI based logon with X.509 v3 certificate (Citizen Certificate and Health Care Certifi-
cates (HCC) according to the SITHS model)
- User identity and password
- One-time password - can be SMS based, password generators as downloadable soft-
ware or corresponding technique.

5.1.2.2 It ought to be support for the user to chose authentication method. at logon.

5.1.2.3 By log on, it ought to be support for the possibility for the user to chose certificate from
a certain authority for a particular logon.

5.1.2.4 It ought to be possibilities for direct access to the respective authentication method so
that the user does not have to actively chose method on each logon.

5.1.3 PKI related requirements

5.1.3.1 It shall be possible to specify approved certificate authorities for the respective PKI
application.

5.1.3.2 There shall be functions where it is possible to configure which attribute in X.509 that is
used to identify the user (e.g. Subject Name, Serial Number etc.).

5.1.3.3 When certificates are used for authentication, the system shall control certificate status
(account info). The methods LDAP/CRL and OCSP shall be supported.

5.1.3.4 When certificates are used for authentication, the system ought to be able to control the
certificate status (account info) via ’Delta CRL’ (X.509 CRLv2) or SCVP (Simple Certifi-
cate Verification Protocol).

5.1.3.5 It shall be possible to configure how often updates of account information shall be done
(when CRL is used).
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CASE 5: IDENTIFICATION & AUTHENTICATION - FUNCTIONAL REQ. (Continued)

ID DESCRIPTION

5.1.3 PKI related requirements

5.1.3.6 By availability reasons, the system ought to not be dependent on getting access to CRL
on each authentication. At interruptions, it ought to be backup methods.

5.1.3.7 By availability reasons, the system administrator ought to be able to close the account
information control for certificates.

5.1.3.8 By availability reasons, the system ought to be able to occasional accept account infor-
mation for certificates (typically CRL) where ’use-by date’ has passed.

5.1.3.9 Updates of CRL or other valid CA certificates shall be done without shutdowns.

CASE 5: IDENTIFICATION & AUTHENTICATION - NON-FUNCTIONAL REQUIREMENTS

ID DESCRIPTION

5.1.4 Scalability

5.1.4.1 It shall be possible to add or replace authentication methods with support from well-
defined extension mechanisms or frameworks, without extra programming.

5.1.5 Accountability

5.1.5.1 It shall be possible to log relevant authentication information, including e.g. method,
unique user identity, time stamp, result etc.

5.1.6 Confidentiality

5.1.6.1 It shall be a strong safeguard against unauthorised access to the authentication infor-
mation which the services use, both under transportation and storage.

5.1.7 Administration

5.1.7.1 The users ought to be tied to authentication methods via profiles or equivalent. It should
be defined in the profile which methods that are applied and the configuration of these.
Users should later be tied to an adequate pre-defined profile.

5.1.8 Integration

5.1.8.1 The authentication services shall both be possible to use as independent services and as
an integrated part of the portal’s graphical user interface.

5.1.8.2 The authentication services shall by needs use basic functionality concerning the user
identity from the identity handling services.

5.1.8.3 The authentication services shall be able to be integrated in the SSO service to be made
use of in connection with the Single Sign-On.
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CASE 5: ACCESS CONTROL

ID DESCRIPTION

5.2.1 General Access Control Requirements

5.2.1.1 The result of an access control shall be a logical ’yes’ or ’no’.

5.2.1.2 The system ought to support a language for rule description (e.g. XACML).

5.2.1.3 The access control ought to be able to be directly connected to EK (Electronic catalog in
Stockholm county) and useful information therein.

5.2.2 Care relation

5.2.2.1 A control of care relation shall be possible to include in the set of rules for access control.

5.2.2.2 The access control shall be able to use/call the care relation service.

5.2.2.3 At access control of health information, in the set of rules it shall be possible to set
conditions on when the access control service has to control the care relation.

5.2.3 Consent

5.2.3.1 A control of whether consent has been given or not shall be possible to include in the
set of rules for access control.

5.2.3.2 The access control shall be able to use/call the consent service.

5.2.3.3 At access control of health information, in the set of rules it shall be possible to set the
secrecy limit for when the access control service has to control if a consent has been
given.

5.2.4 Emergency Access

5.2.4.1 A specified user, or a user connected to certain defined roles shall be able to use emer-
gency access and by this pass by authorisation hindrances.
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CASE 5: AUTHORISATION MODEL

ID DESCRIPTION

5.3.1 Comprehensive Authorisation Model Requirements

5.3.1.1 It ought to be possible to define and use several different authorisation models, depen-
dant on application.

5.3.1.2 It shall be possible to execute specific access controls for applications and systems.

5.3.1.3 The access control shall be able to be functional - or information orientated.

5.3.1.4 The access control ought to be able to contain conditions concerning the validity of
rights (e.g. the right to read information concerning a certain patient with the limita-
tion of information not marked ’sensitive’, or information marked with the name of the
organisation as origin).

5.3.2 Authorisation Administrative Attributes

Authorisation Context

5.3.2.1 It ought to be possible to use authorisation contexts.

5.3.2.2 Requirements on different authentication methods ought to be able to be associated to
type of system operation (e.g. read, write or sign). E.g. logon with HCC can be requested
in order to write and delete data, while it is sufficient with user identity/password to
read the same data. This requirement also holds for possible authentication methods
which are added later.

5.3.2.3 It ought to be possible to control authorisation from a class or a group of authentica-
tion methods (e.g. PKI-based authentication with certificate from a number of specific
certificate authorities).

5.3.2.4 Authentication context shall be possible to connect to access of resources (e.g. if log-on
with HCC is done, this shall give a higher level of authorisation than authentication
with user identity/ password).

User Identity

5.3.2.5 There shall be support for individual authorisation.

5.3.2.6 User identity ought to be able to be grouped (e.g. in natural persons and mechanical
users).

Role

5.3.2.7 It shall be support for role based authorisation.

5.3.2.8 A user which is authenticated ought to not have to do another authentication in con-
nection with change of role, as long as the new role is not requesting a higher level of
authentication.

5.3.2.9 It ought to be possible to force a new authentication in connection with change of role.

5.3.2.10 A user with various allocated roles ought to be able to act in these separately or simul-
taneously.
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CASE 5: AUTHORISATION MODEL (Continued)

ID DESCRIPTION

Organisational Belonging

5.3.2.11 It shall be possible to give a user access to different resources dependent on own organ-
isational belonging.

5.3.2.12 Access to a information subject shall be given dependent on which organisational unit,
field of activity or secrecy area the information belongs to.

5.3.2.13 It shall be possible to handle organisational hierarchies (e.g. hospital, clinic, section) or
organisational terms (e.g. ’primary care’).

Resource

5.3.2.14 Individual functions in an application shall be possible to be access controlled.

5.3.2.15 Eligible resource characteristics shall be able to be authentication administrative (e.g.
information - or secrecy class, etc.).

Delegated Authorisation

5.3.2.16 Delegated authorisation ought to be supported.

Time-limited Access

5.3.2.17 It ought to be possible to control access to resources by means of time intervals (e.g.
time of day).

Process Support

5.3.2.18 Status on resources included in a process flow ought to be possible to administrate
authentication (e.g. to give right to execute certain steps in a matter of affairs process).
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CASE 5: ADMINISTRATION OF AUTHORISATION MODEL AND ACCESS RULES

ID DESCRIPTION

5.4.1 Authorisation Administration Requirements

5.4.1.1 It shall be possible to handle general and application specific authorisation rules
(e.g. to create roles for a certain application (’AppA.role’) or equivalent for activities
(’AppA.Activity’)).

5.4.1.2 All rules which concern a certain application (both general and application specific)
shall be possible to be filtered out and presented.

5.4.1.3 It ought to be possible to decentralise administration of application specific authorisa-
tion rules.

5.4.1.5 It shall be possible to add, alter and remove roles dynamically.

5.4.1.6 It shall be possible to add, alter and remove resources dynamically. (Examples on re-
sources are system, application, function and data object).

5.4.1.7 It ought to be support for templates (e.g. to use an existing role definition as a template
for new definitions).

5.4.1.8 The administrator ought to have access to functions for verification and version han-
dling of authorisation model, authorisation data etc., including the possibility for test-
ing of changes before they are placed in production.

5.4.1.9 It ought to be possible to define conditions for connection of users to roles (e.g. a user
must have occupational title ’doctor’ in order to be allotted the role ’doctor’, or a specific
role can exclusively be allotted users who belong to a certain organisational unit).

5.4.1.10 It ought to be possible to connect users to roles based on specific criteria (e.g. all users
with the occupational title ’doctor’ are allotted the role ’doctor’, or all users belonging
to a certain organisational unit are allotted a certain role).

5.4.1.11 It ought to be support for role hierarchies.

5.4.1.12 SSD (Static Separation of Duty) ought to be supported. This means that a membership
in a role excludes or in other ways limits the possibility for membership in one or several
other roles. This includes inheritance of roles through the role hierarchy.

5.4.1.13 MCD (Mandatory Combination of Duty) ought to be supported. This means that mem-
bership in a role requests that membership in another role already is allotted.

5.4.1.14 Exclusive membership in roles ought to be supported. This means that e.g. a member-
ship in a role exclusively can be held by an individual natural person.

5.4.1.15 The system ought to be able to return a list of resources which a specific role or individ-
ual have access to.

5.4.1.16 Authorisation administration ought to be able to be connected directly to EK and make
use of information therein.
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CASE 5: SINGLE SIGN-ON - FUNCTIONAL REQUIREMENTS

ID DESCRIPTION

5.5.1 Architecture and Principles

5.5.1.1 The architecture shall include a SSO service with well defined service interfaces and
documented dependencies on other components/services.

5.5.1.2 The SSO service shall be able to issue a logical certificate on the user. The certificate
shall include the user’s identity, properties (attributes) and information about current
authentication method.

5.5.1.3 The certificate as above shall be possible to use to communicate secure user information
to other components/services.

5.5.1.4 The certificate as above ought to contain allotted access rights.

5.5.2 User Authentication

5.5.2.1 The SSO service shall (via suitable authentication service / - method) require an ap-
proved authentication of the user before a certificate has been created.

5.5.2.2 A certificate concerning the user’s identity which has been issued earlier by the SSO
service, shall be possible to use under authentication of users.

5.5.2.3 When PKI-based authentication with certificate is used, verified certificates ought to be
able to be conveyed together with certificates issued by the SSO service.

5.5.3 Support for Application Architecture and Platforms

5.5.3.1 SSO towards web application shall be handled.

5.5.3.2 SSO shall be handled in solutions based on fat clients (client/server applications).

5.5.3.3 SSO shall be handled in solutions based on thin clients.

5.5.3.4 SSO towards local networks, principally Windows networks including MS Active Di-
rectory, and also Novell eDirectory/NDS, ought to be handled.

5.5.3.5 SSO towards WAP applications ought to be handled.

5.5.4 Session Handling

5.5.4.1 An active session shall be uniquely connected to a user.

5.5.4.2 A user shall be able to be connected to one or several active sessions.

5.5.4.3 SSO functions ought to handle interruptions in network communication.

5.5.4.4 The SSO session shall be persistent across several DNS (Domain Name Services) do-
mains, which means that it is not necessary to do another logon to access applications
which are in other DNS domains.

5.5.5 Logoff

5.5.5.1 It ought to be possible to set an inactivity time-out for a user session.

5.5.5.2 There ought to be support for coordinated logout from all SSO connected appl.

5.5.5.3 There ought to be functions for administrator managed logout (forced logout).
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CASE 5: SINGLE SIGN-ON - NON-FUNCTIONAL REQUIREMENTS

ID DESCRIPTION

5.5.6 Support for Standards

5.5.6.1 The SSO service ought to make use of protocols and message format standards.

5.5.7 Adaptivity

5.5.7.1 It shall be possible to alter or add new authentication methods / services within the
limits of existing SSO service, without changing the fundamental interface.

5.5.8 Applicability

5.5.8.1 The SSO functionality ought to be available for the applications/target systems via user-
friendly functions in the most frequently used technical environments. It is an advan-
tage if there are alternatives for applications connected to SSO. Functions/interfaces
ought to mask complex security technique.

5.5.9 Security

Confidentiality

5.5.9.1 All entities which the SSO service uses to issue/confirm the user’s identity, shall be
protected from unauthorised access and usage during both transport and storing. This
includes protection of possible certificates.

5.5.9.2 The core in the service shall be able to communicate securely with other components
over insecure networks.

5.5.9.3 Connections between SSO service and authentication services shall be secured.

5.5.9.4 A session shall be strongly protected against unauthorised take-over by other user.

Authenticity

5.5.9.5 The authenticity on the certificates issued by the SSO service shall, independent of lo-
cation, be possible to verify in a secure manner.

Data Integrity

5.5.9.6 All entities used by the SSO service to issue/confirm a user’s identity (and potentially
with that can give access to resources), ought to have a strong protection against cor-
ruption, e.g. through the usage of digital signatures. This includes protection of possible
security certificates used by the solution.

Traceability

5.5.9.7 All logons and logouts to applications with support of SSO shall be logged.

5.5.9.8 All requests/issuing of certificates from the SSO service shall be logged.

5.5.9.9 In the log, it shall be included point of time, if approved/denied, user identity (when
applicable), target system/application (when applicable).

5.5.9.10 In the log, the reason for failed logon, from where (ip address/number) the request
came from, and also authentication method used, ought to appear.

Monitoring

5.5.9.11 Administrator ought to have access to monitoring and statistical functions concerning
active users, the SSO service’s utilisation and status.
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CASE 5: CONSENT - FUNCTIONAL REQUIREMENTS

ID DESCRIPTION

5.6.1 Architecture and Principles

5.6.1.1 The consent architecture shall include a consent service with well defined service inter-
faces and dependencies to other components/services.

5.6.2 Registration of Consent

5.6.2.1 Registration of consent shall, for each patient, include at least information about user
identity, user’s organisational possession, patient’s identity, information volume (de-
scribed by properties covered by consent, e.g. information/security class), if consent are
recommended or not, when it was registered and start-up and finishing time of validity.

5.6.2.2 The registration of consent ought to, for each patient, be extended with information
about how identity has been confirmed, who has given the consent (e.g. patient, next of
kin etc.), how it has been given and who can the information be distributed to.

5.6.2.3 Registered consent shall be possible to revoke, and include information about the iden-
tity, how the identity has been confirmed, which of the documented consents are re-
voked and who documents the revocation.

5.6.2.4 Registration of a consent shall be possible to implement in other systems via a API
towards the consent service.

5.6.2.5 It shall exist a web interface for registration of consent.

5.6.2.6 Organisations shall be able to see registered consents if a care relation is established.

5.6.3 Status on Consent

5.6.3.1 The service shall answer if a consent exists or not based on who requests the information
and also possible limitations of information volume.

5.6.3.2 It shall be possible to offer the result of the consent control in the form of a certificate/
assurance containing verified rights.

5.6.4 Administration

5.6.4.1 There shall be an administration interface towards the consent service.

5.6.5 Configuration

5.6.5.1 A care organisation shall be able to configure the organisation limit/ secrecy limit when
consent is requested for distribution of care information.

5.6.5.2 The consent service shall be possible to configure for ’opt-in’ and/or ’opt-out’ for each
care organisation respectively. When ’opt-in’ is used, a consent has to be found for the
service to approve an distribution. For ’opt-out’, it is assumed that a presumed consent
has been given and a consent does not need to be registered in order for the service to
approve distribution of information.

CASE 5: CONSENT - NON-FUNCTIONAL REQUIREMENTS

5.6.6 Interface

5.6.6.1 The consent service’s interface ought to be based on open, standardised interfaces.

5.6.7 Traceability

5.6.7.1 All status questions and registrations of consents shall be logged via the log service.
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CASE 5: LOGGING - FUNCTIONAL REQUIREMENTS

ID DESCRIPTION

5.7.1 Log Agent with belonging Client-API

General Requirements

5.7.1.1 Changes in the configuration of message sources, message destinations, priority level
etc. shall be able to happen without influencing the availability of the service (without
interruptions).

5.7.1.2 The client-API shall exist in both a Java and a .NET version.

5.7.1.3 The client-API ought to have pre-defined operations for logging according to the most
frequently used log types (Application, Security, Event).

5.7.1.4 The client-API ought to have pre-defined operations for logging according to the most
frequently used priority levels (Fatal, Error, Warn, Info, Debug).

5.7.1.5 Logging of a message via the client-API ought to happen asynchronically. With asyn-
chronically messages, a logging call does not have to wait for answers before continuing
execution.

Log Messages

5.7.1.6 Log messages shall (in the API) consist of the following separate parts; message source,
log level, log type, message text and time stamp.

5.7.1.7 Log messages shall be able to have various priority levels (e.g. Fatal, Error, Warn, Info,
Debug).

5.7.1.8 It ought to be possible to define own priority levels (e.g. Trace, which is more detailed
than Debug).

5.7.1.9 For certain log types, it ought to be possible to chose a minimum limit for priority level
(e.g. minimum priority level can be Error for a security/audit log).

Message Sources

5.7.1.10 Message sources ought to be possible to define according to hierarchical naming.

Message Destinations

5.7.1.11 As a minimum, the system ought to support the following message destinations;
database and text files.

5.7.1.12 The system ought to support other types of message destinations than database and
text file (e.g. Windows Eventlog, Unix syslog, electronic mail messages, Windows Mes-
senger Service, JMS queues, MSMQ).

5.7.2 Consolidation, Processing and Administration Client

General

5.7.2.1 Log information, which has been transferred to the central log service, shall be available
for searching within configured time.

5.7.2.2 It shall be possible, in an user-friendly way, to define which information that are avail-
able for searching based on log type, log level and message source.
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CASE 5: LOGGING - FUNCTIONAL REQUIREMENTS (Continued)

ID DESCRIPTION

5.7.2.3 It ought to be possible to, at a later moment, to index previously unindexed information.
This means that it shall be possible at a later moment to manually retrieve older logs and
indexate these together with the already existing logs.

Monitoring

5.7.2.13 It shall be possible, in an user-friendly way, to define specific behaviour and patterns
which the system automatically does a search for in the logs.

5.7.2.14 It shall be possible to inform the operators or other responders about detected events
and differing behaviour (e.g. via electronic mail, terminal, SNMP etc.).

Administration

5.7.2.15 It shall be possible for an operator, in an user-friendly way, to search for specific be-
haviour and patterns which the system automatically searches for in the logs.

5.7.2.16 The result of a search ought to be presented in a clear way.

5.7.2.17 Additional searching ought to be possible to do based on a search result.

5.7.2.18 It ought to be possible to define via the administrator clients those search criteria which
are the basis for the automatic monitoring of the logs.

5.7.2.19 It ought to be possible to define which indexated priority level that are to be the lowest
(e.g. indexate all messages having priority level Info or higher).

5.7.2.20 It shall be possible to manually consolidate and indexate the information which earlier
has not been consolidated and indexated.

5.7.2.21 It shall be possible to set rules for when and how the log information is thinned out. By
thinning out, e.g. information that are out of date is removed.

5.7.2.22 It ought to be possible to set rules for when and how log information shall be archived.

5.7.2.23 It ought to be possible to manually export parts of the log information from the log
service.

5.7.2.24 It ought to be possible to manually export parts of the log information from the archived
log information.

5.7.2.25 It ought to be possible to analyse archived log information.

5.7.2.26 It ought to be possibilities for automatic generation of reports based on audit- and other
information (e.g. patient record).

5.7.2.27 The information which is not indexated ought to be saved in another way.

5.7.3 Archiving

5.7.3.1 It shall be possible to archive logs on secondary media for long-time storage.

5.7.3.2 The archive ought to be able to import and export log information in XML format.
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CASE 5: LOGGING - NON-FUNCTIONAL REQUIREMENTS (Continued)

ID DESCRIPTION

5.7.4 Availability

5.7.4.1 Logging ought to always be done, even if the central log service is not available at the
logging moment.

5.7.5 Performance

5.7.5.1 The period of time for an application to log a message which are correctly formatted at
starting point (no joint strings, only operation call with incoming log message), shall
not exceed 10 ms.

5.7.6 Security

Overall

5.7.6.1 Reading and export of log information shall be logged.

5.7.6.2 The consolidated log information ought to not be able to be modified.

Administration Client

5.7.6.3 Authorisation control of administrator ought to be done with the same mechanisms
which are used by the users of the system.

Modifiability

5.7.6.4 The client-API’s interface ought to be stable enough that modifications and additions of
e.g. message destinations and agents can be done without affecting the clients.
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E.6 Case 6: Nationell Patientöversikt - NPÖ

The requirements concerning NPÖ are translated from [Carelink 2005b].

CASE 6: REQUIREMENTS CONCERNING TECHNICAL SECURITY

ID DESCRIPTION

6.1 Security Functions

Requirements concerning traceability

6.1.1 All events and accesses (requesting part, distributing part and relevant objects) shall be
registered.

6.1.2 There shall be advanced functions for follow-up and inspections of logs.

6.1.3 The system ought to be able to protect logs and other critical information against inap-
propriate changes.

6.1.4 Log files in different systems shal be synchronished regarding time.

6.1.5 A standard log shall include the following information:

- Message source
- Log level
- Log type
- Message text
- Time stamp

6.2 Authentication / authorisation control

General requirements

6.2.1 There skall be functions for safeguarding of access in the solution. The safeguard ought
to among other factors include protection for log data and other security sensitive data.

6.2.2 All users connected to the platform shall be unique.
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CASE 6: REQUIREMENTS CONCERNING TECHNICAL SECURITY (Continued)

ID DESCRIPTION

6.2 Authentication / authorisation control

Authentication of health personnel

6.2.3 The model for authentication of health personnel users making use of the patient regis-
ter service (PRS) assumes that the local logon transparently controls the access to PRS.
Identification happens through the local authorisation control system which issues a
ccertificate or ticket. This gives the user access to the health care portal (which is a part
of PRS).
Information which is to be attached are:

- User identity (HSA-id is preferred, but local user name is also accepted)
- Category of profession or title
- System identity (name/certificate from the information system)
- County, clinic, unit
- Patient identity (national identity number)

Authentication of patients

6.2.4 The model for authentication of patient users making use of the patient register service
(PRS) assumes two different methods:

a The first alternative is used by patient users holding citizen certificates in order to
be authenticated towards the patient portal in PRS. The portal verifies the certificate
against a Certificate Authority (Steria) and gives the patient access to PRS. The portal
does a control towards an internal list of acceptable national identity numbers to
assure that not anybody who holds a citizen certificate shall get access to PRS.

b The second method is used by patient users with generated one-time passwords in
order to be authenticated towards the patient portal, where authorised patients and
their national identity numbers are already registered. If the user is authorised for
PRS, he is granted access.

Both methods assume that the patient portal controls the access to the patient register
service.

6.2.5 The information which is to be sent to the patient register service (PRS) are:

- User identity (national identity number)
- Patient identity (national identity number)

Authentication of IT components

6.2.5 The model for authentication of computers in the system is based on functionality cer-
tificates (server certificates). These shall be used for authentication between all incoming
computer components in the PÖS platform.


