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Abstract

Several recent events raised the attention toward possible major accidents triggered by external acts of
interference in industrial facilities. In particular, a growing concern is present with respect to the intentional
release of dangerous substances resulting in environmental and eco-terroristic attacks. Therefore, optimal
selection and allocation of preventive security measures is becoming more important for decision-makers.
Despite the existence of economic models supporting the decision-making process, their applications within
the chemical industry security context are relatively limited. This study describes a specific model for
economic analysis and selection of physical security measures, with respect to potential environmental and
eco-terroristic attacks in chemical facilities. An example of application to a relevant case study is presented
to show the model capabilities. Site-specific analysis of the baseline physical security system performance
allows comparing the costs of different security upgrades with the benefits related to either prospective or
retrospective losses, meanwhile accounting the uncertainties related to the threat probability. Selection of the
most profitable security measures within budget constraints and definition of economic indicators are the
main outputs of the model, in order to support decision-making processes for allocation of security barriers.

Keywords

Security Cost-effectiveness analysis; Physical security measures; Security decision-making; Chemical
industry; Environmental accident.



1 Introduction

In the last years, chemical and process facilities have emerged as attractive targets for malevolent intentional
actions, due to the potential consequences in terms of disruption of operations, destruction of property,
environmental damages, health deterioration or loss of life (Bajpai and Gupta, 2007) with potential for
cascading effects (Landucci et al., 2015). Two environmental security-related phenomena, named enviro-
terrorism and eco-terrorism, emerged among security threats to tackle in chemical and process facilities and
in hazardous material transportation routes worldwide. Enviro-terrorism and eco-terrorism are aimed at
respectively triggering severe environmental damages and demonstrating radical environmentalism by means
of unlawful set of actions within chemical facilities (Alpas et al., 2011). Comparison between the two has
been reported in Table 1.

Table 1 Definitions and comparison of enviro-terrorism and eco-terrorism in industrial facilities, adapted from Alpas et al. (Alpas et al.,

2011).

ENVIRO-TERRORISM

ECO-TERRORISM

DEFINITION

Unlawful action or set of actions, committed by
individuals or groups, leading to short or long term
disruption of environmental resources and properties
to deprive others of its use.

Severe damage/disruption to property, rare threat
and/or harm against people, and/or nonviolent
activism caused by individuals or groups
protesting because of perceived harm/destruction
to the environment and/or nature.

EXAMPLES

Sabotage or terroristic action w.r.t. industrial facilities
containing large inventories of hazardous substances
(e.g., chemical and process plants, nuclear
installations, infrastructures involved in energy
production) with the aim to trigger a major accident,
with the worst environmental damages possible.

Arson  actions  against  housing/industrial
developments, targeting companies using animals
for tests, theft and trespassing; demonstrative
actions (e.g., machinery and vehicles sabotage) in
industrial facilities perceived as pollutant.

MOTIVATION

Political, religious, personal, economic, etc.

<.

Ideological (i.e., radical

environmentalism”)

very

TARGETS

Environment

Assets (e.g., equipment), rarely people (e.g.,
managers)

SCALE OF THE
ACCIDENT/
CONSEQUENCES

Relevant environmental, health and assets losses,
sometimes not confined within facility boundaries.
The accident may cause the partial/complete
interruption of operations for several hours/days and

Generally, the consequences consist on minor
assets losses, confined within facility boundaries
that might cause a short and/or partial
interruption of operations.

may contribute to the facility closedown. Severe
environmental damages take place, generally requiring
massive emergency intervention, causing health
consequences to workers and, less often to the resident
population (including injuries and/or casualties).
Remediation costs and assets losses are relevant.

The importance of environmental losses in the context of security-related accidents has been highlighted by
the results of an ARIA survey, regarding 850 malicious acts perpetrated within industrial facilities (mainly
chemical industrial sites), in the period 1992-2015 (ARIA, 2015). Security-based accidents may be classified
according to four main possible typologies of consequences: environmental, economic, social and human.
For instance, the survey results highlight that 46% of security-based accidents resulted in severe
environmental consequences (Figure 1A), leading also to economic consequences. For instance, economic
consequences include internal damages necessitating repair expenses and production losses, as well as
damages to third parties operations and properties. Environmental damages include soil, air, surface and
ground water pollution. Moreover, release of hazardous or polluting substances occurred in almost half of
security-based accidents (Figure 1B). However, as demonstrated by Figure 1, security-based accidents are
complex phenomena, not limited only to environmental and economic damages, wherein social
consequences (e.g., installation of safety perimeters and personnel redundancies) and human consequences



(e.g., casualties and morbidities) should be considered too. Therefore, an accurate monetary quantification of
environmental damages within security-based accident losses, including intervention and remediation costs,
may lead to a more realistic description of all the other accidents consequences.

ENVIRONMENTAL |umus . o
CONSEQUENCES === 46.00% EXPLOSION
ECONOMIC DISCHARGE OF
CONSEQUENCES 84.00% | HAZARDOUS/POLLUTING

e R S ' SUBSTANCES
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Figure 1 Overview on security accidents consequences in industrial facilities, based on ARIA survey regarding 850 accidents in the period
1992-2015 (ARIA, 2015). (A) General overview on consequences percentage composition according to four main consequence categories:
environmental, economic, social and human. (B) General overview on security-based scenarios according to four main scenario categories:
explosion, discharge of hazardous/polluting substances, fire and other phenomena. The consequences percentages in (A) and (B) are obtained
with respect to the total number of accidents considered in the mentioned survey (i.e., 850). Consequences and scenario category percentages
do not sum into 100% as a security-based accident may determine consequences and scenario belonging to more than one of the listed
categories.

Within this context, reducing chemical plant vulnerabilities towards enviro-terrorism and eco-terrorism acts
makes the investigation of intentional risks a relevant topic. Economic analyses, such as cost-benefit and
cost-effectiveness analyses, may offer rational criteria for the selection and allocation of security measures
within the decision-making process, as demonstrated by the application to other domains, as aviation
(Stewart and Mueller, 2013, 2011, 2008) and navy facilities (Cox, 2009; Dillon et al., 2009). Table 2
summarizes recent contributions regarding theoretical, methodological and applicative aspects of economic
analyses within the safety and security domain, referred to chemical and process industry installations. The
analysis of research gaps highlighted that, despite the potential of economic analyses in establishing
competitive business advantage within chemical process safety and security (Reniers, 2014), previous
contributions are referred mostly to the selection and allocation of safety measures with respect to
unintentional major and occupational accidents (i.e., safety-based accidents). No specific complete economic
models and applications are yet available addressing the selection and allocation of preventive security
measures, within the chemical and process industry domain.

The present study addressed the development of a model for cost-benefit and cost-effectiveness analysis of
preventive security measures, with respect to potential environmental and eco-terroristic attacks, called
ECO-SECURE, specifically addressing chemical and process facilities. The ECO-SECURE approach,
starting from the analysis of the baseline physical security system, allows proposing security upgrades and
accounting both for the performance improvements and the costs derived from their implementation. The
model also includes the evaluation of benefits, considering avoided losses for different pertinent hypothetical
scenarios. Thus, ECO-SECURE enables the comparison among different security upgrades and guides the
choice of those economically feasible. Moreover, it determines the combinations allowing the maximum
profits, according to different assumptions regarding the likelihood of the attack. The ultimate aim of the
model is allowing a more rational allocation of security measures and supporting the decision-making
process, within the context of chemical industrial activities. The model is specifically tailored for security
measures aimed at the prevention of security-related events, as illustrated in Section 2, even if also the
adoption of safety measures may offer sound support in the prevention, control and mitigation of security-
based accidents (Aven, 2007; Reniers, 2010). ECO-SECURE was applied to an illustrative case study, freely
adapted from a possible security-related environmental disaster that took place in Italy.



Table 2 Previous contributions on economic analysis, regarding safety and security aspects, within the chemical and process industry domain.

Keyword

Contribution

Reference accident/
measure typology

Elements of economic analysis

Measure
performance/  risk
reduction assessment

Cost assessment

Losses/consequences
assessment

Probability of
attack/accident
occurrence

Economic analysis

(Ale et al., 2015) Unintentional (safety- | Not considered. Discussion on | Discussion on ethical issues; no | Not considered. Cost-benefit analysis,
based) accidents/ safety hidden costs; no | classification provided budget limitations.
measures classification

provided

(Garcia, 2007, 2005) Intentional  (security- | EASI  model; other | No classification | No classification provided Deterministic Qualitative discussion
based) major accidents/ | models proposed provided approach on cost-benefit
Physical security analysis
measures

(Gavious et al., 2009) Unintentional (safety- | Not considered Not considered Specific classification including | Not considered Qualitative discussion
based) accidents/ safety categories, subcategories and on cost-benefit
measures formula analysis

(HSE - Health and Safety | Unintentional (safety- | Not considered Discussion on costs; | Discussion on benefit; generic | Not considered Cost-benefit analysis

Executive, 2016) based) accidents/ safety generic classification ~ provided  (no
measures classification formula)

provided (no
formula)
(Janssens et al., 2015) Unintentional (safety- | Overall ~values; no | Overall values; no | Overall values; no methodology | Calculation of domino | Cost-effectiveness

based) major accidents | classification provided classification provided probabilities analysis
(domino)/ safety provided
measures.
(Kyaw and Paltrinieri, | Unintentional (safety- | Not considered Not considered Calculation of reputational losses | Not considered Qualitative discussion
2015) based) major accidents/ for notorious major accidents on the possible use
safety measures within cost-benefit
analysis
(Martinez and Lambert, | Unintentional (safety- | Layer of Protection | Overall values; no | Overall values; no classification | Deterministic Cost-benefit analysis
2012) based) major accidents/ | Analysis classification provided approach
safety measures provided
(Paltrinieri et al., 2012) Unintentional (safety- | Specific methodology | Overall values; no | Overall values; no classification | Deterministic Cost-benefit analysis

based) major accidents/ | for  passive  safety | classification provided. Only human benefits | approach
safety measures measures provided considered

(Reniers, 2014) Intentional  (security- | Theoretical discussion | Theoretical Theoretical discussion; no | Not considered Theoretical discussion
based) and | on performance | discussion; no | classification provided on interactions
unintentional  (safety- | parameters classification between economic
based) major accidents provided analyses and  risk

management




Table 2 (continued) Previous contributions on economic analysis, regarding safety and security aspects, within the chemical and process industry domain.

Reference accident/

Elements of economic analysis

Keyword | measure typology
Measure Cost assessment Losses/consequences Probability of | Economic analysis
o performance/Risk assessment attack/accident
Contribution reduction occurrence
assessment
(Reniers and Brijs, 2014a; | Unintentional (safety- | Overall values; no | Detailed classification | Classification for major | Deterministic Cost-benefit analysis, cost-
Reniers and Van Erp, | based) major accidents/ | methodology provided | specific ~ for  safety | accidents, including | approach effectiveness analysis
2016) safety measures measures including | categories,  subcategories
categories, subcategories | and formula
and formula
(Reniers  and Brijs, | Occupational accidents/ | Not considered Not considered Not considered Not considered Presentation of available
2014b) safety measures cost-benefit analysis
software/ methodologies
(Reniers and Sorensen, | Occupational accidents/ | Overall values Overall  values; no | Severity  classes; no | Occurrence classes Cost-effectiveness analysis
2013) safety measures classification provided classification provided
(Tappuraet al., 2014) Occupational accidents/ | Presentation of | Discussion on costs; no | Discussion on benefits; no | Not considered Presentation of available

safety measures

available models

classification provided

classification provided

cost-benefit
methodologies

analysis




2 Model description

2.1 General layout of the model
The ECO-SECURE model layout is shown in Figure 2. Definition of the site-specific adversary sequence of
actions and assessment of baseline physical protection system (PPS) performance need to be carried out
before the model application. This preliminary step was defined as module 0. Six steps are then required to
complete the assessment:
¢ In Module 1 the risk variation achieved by implementing an additional security measure (or PPS) is
evaluated.
e In Module 2 the overall costs of a specific security measure, Cgecyricy,i» are assessed. This includes
direct and indirect economic costs derived from the application and use of a security device.
e Module 3 defines the overall losses or consequences of either prospective or retrospective scenarios
expressed in monetary values.
e Module 4 is aimed at defining the threat probability (i.e., the likelihood of the attack) within a chemical
facility.
¢ Module 5 of ECO-SECURE allows defining the single security measures that are economically justified
(by means of a cost-benefit analysis, indicated with the acronym CBA throughout the manuscript) with
reference to a set of scenarios, according to deterministic and break-even approaches.
¢ Module 6 of ECO-SECURE provides the most profitable combination of security measures (by means
of a cost-effectiveness analysis, indicated with acronym CEA throughout the manuscript) with reference
to a set of scenarios, according to a deterministic and a break-even approach. Overall economic
indicators are provided.

ECO-SECURE outputs are cost-benefit and cost-effectiveness indicators aimed at supporting the security

decision-making process from an economic perspective. The model was developed extending a previous

specific application of economic analysis to security-related decision making (Villa et al., 2016). In

comparison with the previous work of the authors (Villa et al., 2016), the ECO-SECURE model presents a

relevant number of improvements; in particular:

e Cost assessment and loss assessment were improved, introducing subcategories and expressions allowing
guantitative assessment instead of applying empirical flat rates for each cost category.

e A coupled approach (i.e., deterministic and break-even), instead of a solely deterministic approach, was
introduced for threat probability and cost-benefit analysis. The coupled approach allows including a
sensitivity analysis within model application. A multi-scenario acceptability criteria was also added.

e An approach to cost-effectiveness analysis was introduced. The application of cost-effectiveness analysis
is particularly important since it allows the allocation of the security budget on the most profitable
combination of security measures. An original scoring system was also developed to provide overall
economic indicators.

ECO-SECURE was implemented in Excel® version 2013, using 7 different datasheets, defined according to
ECO-SECURE modules (i.e., from Module 0 up to Module 6). The single steps of the procedure are
described in detail in the following.
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Figure 2 General layout of ECO-SECURE.

2.2 Module 0: Specific adversary sequence of actions and assessment of baseline PPS

performance

Module 0 is the preliminary step for the application of ECO-SECURE: it provides the definition of the site-
specific adversary sequence of actions and the assessment of baseline physical protection system
performance. The selection of an adversary action sequence should be based on Adversary Sequence
Diagrams and site-specific data. An Adversary Sequence Diagram is a graphic representation of the plant
layout that should consider possible adversary starting points, distances up to the target(s), locations and
typologies of security measures in place, and availability of security guards on site. Reasonable assumptions
regarding the adversary mode of action (e.g., by foot or by car), tactic (e.g., stealth or deceit) and attack
scope (e.g., triggering an explosion or stealing an asset) should be taken.

Several models may be used to determine the baseline physical protection system performance, whose
principal indicator is its effectiveness (npps) (Hester et al., 2010). In ECO-SECURE, Estimate of Adversary
Sequence Interruption (i.e., EASI) model , developed by Sandia Laboratories (Garcia, 2007, 2005), was
applied to determine physical protection system performance. Estimate of Adversary Sequence Interruption



(i.e., EASI) model, calculates the probability of interruption (P,,p), referred to a single sequence of adversary
actions aimed at theft or sabotage The probability of interruption expresses the conditional probability of an
attacker’s path of actions (i.e., indicated with p) being foiled, deterred or disrupted. EASI model requires the
following input parameters: assessed detection and communication probabilities (i.e., indicated respectively
with P4p ; and P¢), delay mean times of each protection element i (i.e., indicated with t,, ; and expressing the
mean duration time of a task), response force mean time (t;) and standard deviations for the mentioned
parameters (i.e., indicated respectively with op; and o). Standard deviation input values are required
because the EASI model, applied for the calculation of the effectiveness, takes into account uncertainties
regarding each task (e.g., presence of a lag time) by applying probability distribution. According to the
conservative assumption on data dispersion of the model (Garcia, 2007), standard deviation values referred
to the delay parameter for each security element and to the response parameter have been assumed as 3/10
of the mean value.

According to EASI model, P;,, can be computed as follows with reference to a path p with [ tasks:

Py = (1 =TI (1 = Pap)) - Pe - (fOT <1/ 2n(op + 0G2)> exp(—=T?/ (o5 + Uc%))dT)

T=t,—tg
| tp = Yiops1tny
t 0p = Ni—k+1 9,
1)

Details on the EASI model can be found elsewhere (Garcia, 2007, 2005); the suggested modelling
environment is an Excel® datasheet. A sample Excel® datasheet of EASI model can be retrieved from the
mentioned source (Garcia, 2007). In the evaluation of effectiveness, the neutralization probability is not
accounted for, following the stated assumption that in industrial facilities the use of lethal force against an
adversary is unlikely (Garcia, 2007).

Therefore, the baseline PPS effectiveness (i.e., npps 014) Can be assessed as follows, according to:

Npps,ola = Prp* = min(PI,p) withp ={1,...,q} (2

Where the path p*, with the lowest P; ,, (i.e., P;,+) among q possible ones has been named critical path. P, -
characterizes the baseline effectiveness of the physical protection system, according to the principles of
EASI model (Garcia, 2007).

2.3 Module 1: Effectiveness assessment

This module is aimed at proposing security upgrades and determining the reduction in risk AR; due to each
security measure i. Following the assumption of adding one security device at a time, risk reduction due to
the introduction of a generic security measure i in the existing Physical Protection System can be computed
as:

AR; = Nppsnewi — NppPS,old (3)
Vie{l,..,.n},nez

Where 1pps new i €Xpresses the probability of attacker’s path of actions being foiled, deterred or disrupted in
presence of each additional (i.e., “new”) security measure { among the possible n security measures. It
expresses the upgraded PPS effectiveness. On the other hand, 7pps 414 Tepresents the probability of attacker’s
path of actions being foiled, deterred or disrupted before the addition of a security measure, calculated in
module 0. Thus, risk reduction (AR;) requires the evaluation of PPS effectiveness. In order to define the
effectiveness of upgrades, the EASI model is applied to the critical path for each of the security upgrades i,
obtaining nppsnewi » Vi € {1,..,n},n € Z. Further details on effectiveness assessment by means of EASI

9



model are provided by Garcia (Garcia, 2007, 2005). It should be noted that EASI model, applied in ECO-
SECURE for the calculation both of the baseline and of the upgraded system effectiveness specifically refers
to physical security measures and cannot be generalized (i.e., it cannot be applied for safety measures
performance evaluations). The choice of an appropriate pool of security upgrade should be based on the
Organizational-Physical-Electronics-Reporting principle (i.e., OPER) (Reniers et al., 2015), which considers
a complete PPS as a combination of the three security functions of detection, delay and response. Therefore,
the range of choices should include at least one security measure belonging to each security function. Further
details on security measures classification, based on security functions, are available elsewhere (CCPS -
Center for Chemical Process Safety, 2003; Garcia, 2007). A detailed guideline on the possible security
upgrades to be adopted is available elsewhere (Garcia, 2007), therefore it is not necessary to use a specific
software for the selection of appropriate security upgrades within ECO-SECURE application.

2.4 Module 2: Cost assessment

This module provides the evaluation of costs for each risk-reducing security measure (CSewn-ty,i). The cost
assessment for a security device includes the direct economic costs of applying the device and the indirect
costs associated with its use. Therefore, it may include general terms as purchase costs, personnel costs and
running costs. On the other hand, also cost terms either specific for each category of PPS or site-specific
might be determined. Six main cost categories have been considered. Among these, five are in close analogy
with a similar cost evaluation referred to safety measures for the chemical and process industry (Reniers and
Brijs, 2014a): i) initial costs; ii) installation costs; iii) operating costs; iv) maintenance, inspection and
sustainability cost; v) other running costs; vi) specific costs. Despite the similarities with the cost
classification applied to safety measures (Reniers and Brijs, 2014a), ECO-SECURE contains cost items
specifically tailored for physical security measures, as described below.

Initial costs are the costs incurred during the investigation, selection and design phases of the project,
involving furthermore the costs of materials, training and eventual guidelines changes (Campbell and Brown,
2003). Installation costs refer to the expenses sustained to put the security measure in place and ready for use
(Campbell and Brown, 2003). The main difference with similar cost evaluations referred to safety measures
(e.g. see (Reniers and Brijs, 2014a)) is the absence of a “Production loss cost” term and the different
composition of the linked “Start-up cost”. Installation of security measures usually does not interfere with
the production rate of chemical plants, determining the necessity to neglect this term from the analysis.
However, in some situations an integration of safety and security measures has been realized, allowing to
extend the term “production loss cost” also to security measures. Operating costs are the expenses derived
from the operation of the security measure, in terms of utilities consumption and labor (Campbell and
Brown, 2003). The maintenance costs should incorporate also inspection and sustainability costs (e.g.,
renewing license and rental costs). Also, “other running costs” (e.g., cost of providing office furniture,
transport, insurance, and stationery items) should be added as a separate category, due to its limited influence
on the Overall costs (Campbell and Brown, 2003). The last category (“specific costs™) includes all the cost
features that are peculiar of a specific category of security measure or a site.

The Overall annual costs due to the implementation of one generic security measure (CSecun-ty_l-) can be

calculated as the sum of the six mentioned contributions for each security measure i considered in the
analysis:

Csecurity,i = (Ciniriasov + CinsrarLov + Coperarion,ov + Cuisov + Corov + CSPEC,OV)L-
vie{l,...,.nh,nez 4)

Where: CyiriaLov is Overall initial costs, € ysrarov IS Overall installation costs, Coprrarionov 1S
Overall operating costs, C ;s oy IS Maintenance, inspection and sustainability costs, Cor oy is Other running
costs and Cspgc oy IS Overall specific costs.
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The expressions applicable to the calculation of each cost category in equation (4) were developed according
to the fundamentals of CBA (Campbell and Brown, 2003) and reported in Appendix A.1 (Table Al). In
order to calculate each cost category, the costs pertaining to each subcategory identified in Table Al need to
be added:

Cc= Z?:1 Csc,i )
Where C¢ is the cost category of interest, and Cg ; is the i-th cost subcategory identified in Table Al.

The expressions reported in Table Al allow the calculation of the single cost terms for a generic security
device. Grouping them into the six mentioned cost categories, the total annual cost due to the implementation
a security measure can be computed. The cost estimation can be extended to more than one security device.
All the cost terms should be expressed in coherent monetary value.

For the determination of Overall specific costs (CSPEC_OV ) specific cost subcategories were outlined for each
class of security measures, according to their functions and features. As stated by Lee et al. (Lee et al., 2002)
cost metrics are often site-specific because each organization has its own security policies and risk factors.
Despite the fact that this cost category is open to eventual additional contributions, Overall specific costs
were determined as:

Cspecov = Crpi + Csiregp (6)

Where Cpp,; indicates Overall cost of a false-positive case and Cg;rg,, site-specific costs. The false-positive
rate refers to a situation in which the detection device identifies an object (person or thing) as a potential
hazard, when it is not (Lin and Van Gulijk, 2015). This error turns into additional security procedures that
cause inconvenience to employees, but it may also delay systems operation (i.e., due to re-inspection) and it
may eventually turn into a money and person-hours waste and reduced employees confidence toward
security systems. The formula proposed by Lin and Van Gulijk (Lin and Van Gulijk, 2015, 2014) was
applied to calculate the cost of such events:

Crpi = Cra; - P(FA); = Cpay; - P(alarm 1o attack); - (1 — P(T);;)

()

Where: Crp; is the Overall cost of a false-positive case for an individual detection security measure i, Cry;
is the cost of a single false-positive case (e.g., cost derived from additional security procedures, as re-
inspections and personnel delays), P(FA) is the false-positive probability or false-alarm probability, P(T);;
is the likelihood of the attack, referred to a security measure i and to an accidental scenario j. Further
information on this term is available in Section 2.6. P(FA); is a function of the security device i and it
expresses the probability of having the alarm without an actual threat (P(FA); = P(alarm,no attack);).
The right member of equation (7) has been determined by applying the probability chain rule to P(FA);,
with P(FA); = P(alarm 1no attack); - (1 — P(T);;). Further details on the formula might be retrieved
from a deliverable of SURVEILLE European Project on surveillance devices (Lin and Van Gulijk, 2014).
For the estimation of Crs; and P(alarm |no attack); values, standard values for a generic individual
detection measure (Garcia, 2007), not related to the specific detection device that is implemented, can be

applied within cost assessment, after adequate validation by a panel of experts, whenever device-specific
information is not available.

Therefore, false-positive costs depend on the assumption regarding the likelihood of the attack. Assuming
the likelihood of the attack equal to 1 (i.e., a possible value according to the deterministic approach) turns
false-positive costs to zero. Indeed, it leads to the minimum specific costs value, and consequently to the
minimum Overall costs for a generic security measure. Setting P(T);; = 0 leads to the maximum value of
specific costs and consequently to the maximum value of Overall costs for a generic security measure.

11



Therefore, the overall costs for a generic security measure, corresponding to intermediate values of P(T);;,
fall within these extremes. Further information on the likelihood of the attack is reported in Section 2.6.

Site-specific costs (CS,TE_SP) can be eventually added when available. An example of typical site-specific
costs might be the cost related to modification of safety measures/procedures necessary to accomplish the
company safety standards after the implementation of the security measure. Therefore, specific costs are
represented by a range of values (i.e., solely for detection elements), determining consequently a range of
values for Overall costs of a generic security measure. Nevertheless, in case of a narrow range of values for
overall costs, meaning very low values of specific costs with respect to overall costs, this dependence may be
neglected.

2.5 Module 3: Benefit assessment

Benefit assessment consists on the definition of the costs of an either prospective or retrospective accident
scenario j among m possible ones. Therefore, benefit assessment requires the quantification of the losses
(i.e., named also damages) derived from a successful terroristic attack or, generally, from a security-based
accident (CLOSSJ-). Benefit modelling was indicated as module 3 in the general ECO-SECURE layout (Figure
2). As reported by CCPS (CCPS - Center for Chemical Process Safety, 2003), a security risk assessment, as
well as the related selection and implementation of security measures, requires a definition either of
reference assets or of reference scenarios, leading respectively to an “asset-based approach” and to a
“scenario-based approach”. As stated by Reniers (Reniers, 2010), in the case of security risk assessment
within the chemical and process industry, a scenario-based approach might be more familiar to experts of
safety risk assessment, wherein scenario-thinking is widely applied to picture possible unwanted situations.
Considering that the effects of accidental or intentional events are often comparable (Nolan, 2008), in the
tentative selection of security scenarios those considered for safety thinking can be considered. In case of a
retrospective analysis (i.e., posterior application based on a real security-based accident), the actual losses
sustained in the attack, named realistic benefits, may be accounted. In case of a prospective analysis, if
available, information should be gathered on previous accidents triggered by terroristic attacks on similar
reference installations. An expected scenario, which considers the average hypothetical benefits, weighted by
probabilities of occurrence, of different possible outcomes, can be indeed considered in the scenario
selection phase with reference to prospective analysis (US Department of Defense, 2000). Otherwise, in case
of no information available regarding scenario selection and prospective analysis, a “worst-case scenario”
should be taken into account. In fact, adversaries (e.g., in case of environmental-terrorism or eco-terrorism)
deliberately search for the best manner to execute their plans. This means that they are aiming to cause as
much damage as possible, and therefore, certain scenarios that would be labelled as extremely unlikely in
case of safety thinking, might actually be considered in case of security thinking (Reniers and Audenaert,
2014).

The losses derived from a successful attack include environmental damages, fatalities and other damages,
both direct and indirect, which will accrue because of a successful attack, taking into account the value and
vulnerability of people, environment and infrastructure. Generally, in a CBA approach, a monetary
quantification of the losses is carried out, but also non-quantifiable damages (i.e., psychological and political
effects) are mentioned (Stewart and Mueller, 2011). Quantification of direct tangible costs (e.g., replacement
costs due to property damage) is quite straightforward. On the other hand monetizing intangible terms related
to a terroristic attack (e.g., value of human lives loss after an attack, long-term environmental consequences,
fear or social issues emerging after the attack, sufferance and victimization costs) is a very difficult task that
has always arisen ethical concerns since its introduction (Hansson, 2007; Kelman, 1981). Among these, the
most controversial issue is the assignment of a monetary figure on a person’s life (Tappura et al., 2014).
Despite detailed descriptions, which can be found elsewhere (Paltrinieri et al., 2012; Viscusi and Aldy,
2003), it should be clear that the monetary value is referred to as “Value of a Statistical Life” (i.e., VSL),
avoiding any personal involvement. Indeed, also the monetary estimation of environmental damages may
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raise ethical bias, as it reflects the subjective environmental attitude of the analyst (Spash, 1997).
Furthermore, environmental and health consequences of a hazardous substance release, as demonstrated by
the notorious Seveso accident in Italy (1976), may last over 40 years. Indeed, as stressed by Lin and Van
Gulijk (Lin and Van Gulijk, 2015) the alternative of not recognizing these costs is probably even more
arguable. For instance, an alternative approach to economic analysis with respect to ECO-SECURE, may
require different studies for tangible assets and intangible damages (i.e., human losses) to solve the
mentioned issue (Hansson, 2007).

The details concerning the loss categories of the present study have been reported in Appendix A.2. The
categories and subcategories referred to the costs of each scenario were adapted from previous studies
(Reniers and Brijs, 2014a; Villa et al., 2016), enhancing the focus on short-term and long-term
environmental damages.

The Overall benefits indicate, within risk assessment domain (Reniers, 2010), the damages derived from a
generic accidental scenario (CLOSS, j). Overall benefits can be computed as the sum of seven contributions,
for each scenario j considered in the analysis:

Cross,j = (B supc,ov + Bpmeov + Brerainsov + Buov + Benvov + Breprov + Bspecov )j
vie{l,...m}meZ (8)

Where: B sypc oy is Overall supply chain benefits, Bpyg oy is Overall damage benefits, B, i einsov IS
Overall legal and insurance benefits, By o is Overall human benefits, Bgyy oy is Overall environmental
benefits, Brgpr oy Is Overall reputation benefits and Bspgc oy is Overall specific benefits.

The expressions applicable to the calculation of each benefit category were developed accordingly to the
fundamentals of CBA (Campbell and Brown, 2003) and are reported in Appendix A.2 (Table A4). In order
to calculate each benefit category, the benefits pertaining to each subcategory identified in the mentioned
table need to be added:

Cp = Xi=1Csp,i ©))
Where Cp, is the benefit category of interest, and Csp ; is the i-th benefit subcategory identified in Table A4.

The expressions reported in Table A4 (Appendix A.2) allow the calculation of the single benefit terms for
either a prospective or a retrospective accidental scenario. Grouping them in the seven mentioned benefits
categories, the total losses due to a generic accidental scenario can be computed. All the benefits terms
should be expressed in coherent monetary value. Although this category is open to eventual additional
contributions, Overall specific benefits in ECO-SECURE have been determined as:

Bspec,ov = Bsite_sp + Bimm (10)

Specific benefits are mostly site-specific (BSITE_SP) and should be considered in case of additional
information available. If additional information is available, also other immaterial terms (B;,), such as the
“cost of fear”, psychological damages, social and political tensions might be added to the analysis.

2.6 Module 4: Likelihood of the attack

In Module 4, the threat likelihood to be considered in the economic analysis is determined. The threat
likelihood (P(T);;), named also “likelihood of the attack” and “probability of the attack™, expresses the
probability of an individual or a group with adequate motivation and capability to attack a chemical and
process facility, committing theft, sabotage or other malevolent acts that would result in loss of assets. Threat
assessment is aimed at quantifying the actual or potential threat on a facility by means of statistical data
treatment, based on expert elicitation, as well as on available intelligence, law enforcement and open source
information. However, several authors (Garcia, 2007; Stewart and Mueller, 2013; Villa et al., 2016) stressed
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the difficulty to get a significant estimate of this term. Therefore, in the presence of uncertainties and lack of
information on this term, two approaches can be applied:

Module 4.1 Deterministic approach. In this case, a defined value of P(T);; within the range [0,1] is
assumed, and is considered an input of the economic analysis. As suggested by Garcia (Garcia, 2005), in
case of unacceptably high consequences (i.e., major accidents with possibility of cascading effects,
national security at stake), for both prospective and retrospective accidents, a conditional threat approach
may be applied: it implies to consider P(T);; = 1. This assumption means that the consequences of a
possible attack are so severe that the estimation of the threat probability is not required; therefore, it
allows focusing on the role of security measures management.

Module 4.2 Break-even approach. According to this approach P(T);;, renamed P(T)l-j* and P(T),,j*,
respectively for cost-benefit and cost-effectiveness analyses, is the output of the economic analyses and
it represents the minimum threat probability required for the benefits of a specific scenario j to equal the
costs of a security measure i (or a combination of security measures v); the threat probability is
calculated in modules 5 and 6.

2.7 Module 5: Cost-Benefit analysis
In Module 5, the single security measures i that are economically feasible with reference to all the m
scenarios are identified.
Before starting an economic analysis, it should be noted that the total benefits and the total costs occur at
different points in time. Therefore, it is necessary to introduce a discount rate to convert all cash flows to
present values of annuities. This process, named “actualization”, is shown by the following formula
(Campbell and Brown, 2003):

~_ . (@+r)P-1)

C=C G TFO (11)

C=C,r=0

Where C is the actualized value of overall cost or benefit, C is the yearly overall cost or benefit, z is the
number of years the security measure will be operating and r represents the discount rate, intended here as
the real rate of interest.

2.7.1 Module 5.1. Cost-Benefit analysis with deterministic approach
When deterministic approach is applied, the Net Benefit for every security measure i and each scenario j is
determined according to the following equation:

Net Benefitij = P(T)ij ' CLoss,j "AR; — C.S‘ecurity,i
vie{l,...,.n,nez 12)
Vie{l,...m}meZ

Where Net Benefit;; indicates the Net benefit obtained by applying a security measure i, among n
possibilities, with reference to a specific scenario j, among m scenarios considered in the analysis. Following
the standard CBA terminology, the term P(T);; * Cposs - AR; indicates the overall positive cash flow
obtained by the application of a security measure i, for a scenario j, whose occurrence will lead to the overall
benefits indicated as C,, ;. The value of the latter term, including environmental damages, fatalities and
other damages, both direct and indirect, derived from a successful attack, is calculated according to the
categories reported in Section 2.5. Cgecyrity, Indicates the costs of providing the risk-reducing security
measure i that is necessary to obtain the overall benefits.

According to a deterministic approach, the implementation of a single security measure i is acceptable, with
reference to all the m scenarios if:
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{ Net Benefit;; = 0

13
vjie{l,...m}meZ (13)

Else, it should be rejected. The calculation of Net Benefit;; represents the output of cost-benefit analysis
submodule 5.1. The analysis should be repeated for each security measure i and for each scenario j,
obtaining therefore n x m values of Net benefits. A single security measure should be accepted or rejected
over all the m scenarios.

2.7.2 Module 5.2. Cost-Benefit analysis with break-even approach

This submodule calculates the break-even point, which is the probability of the attack P(T)L-j*,
corresponding to Net Benefit;; = 0 for every security measure i and each scenario j, according to the
following equation:

CSecurityi
P(T).," = Security.l
( )U CLoss,j"AN;

vie{l,...,n},neZz
vie{l,...m}meZ

(14)

According to a break-even approach, the implementation of a single security measure i is acceptable, with
reference to all the m scenarios, if:

{ P(T);" < P(T)ij, (15)
vie{l,...m},meZ

Where P(T)l-j' is a threshold value for the likelihood of the attack, which can be derived from different
sources, as intelligence data or generic accident data gathering, as well as expert elicitation. Else, the security
measure should be rejected. The calculation of P(T)L-j* represents the output of cost-benefit analysis
submodule 5.2. The analysis should be repeated for each security measure i and for each scenario j,
obtaining therefore n x m values of P(T); j*. A single security measure should be accepted or rejected over
all the m scenarios. The application of a break-even approach offers a sensitivity analysis on the likelihood

of the attack, directly included in the model.

2.8 Module 6: Cost-Effectiveness analysis

This module calculates the most profitable combination of security measures with reference to the scenarios.
Often, security investments should be compared with budget limitations. In this situation, the economic
evaluation method turns into a cost-effectiveness analysis.

2.8.1 Module 6.1. Deterministic Cost-Effectiveness analysis
According to the deterministic approach, the optimization problem to be solved, known as the “Knapsack
problem” in the field of Operations Research, consists on finding the solution of the following system:

( max (Net Benefit,; - x,,)

! C‘U Xy < CBudget,j V] € {1, ...,m},m EZ (16)
x, €{0,1},x, € Z

l ve{l,...,. whweZ

The first equation of the system expresses the total Net benefit from the selected investments portfolio,
which should be maximized, hence obtaining the max (Net Benefit,; -x,,), among all the possible w
combinations of security measures, indicated by v e {1, ..., w},w € Z. Therefore the calculation should be
applied for each combination of security measure v and for each scenario j, obtaining w x m values of Net
benefits.
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The second equation expresses the fact that the total cost of the selected measures, composing combination
v, (C, - x,) should not exceed the security budget (CBudget,j). The same constraint allows discarding

directly also single security measures not respecting the budget. The security budget (CBudget, j) is the total
annual monetary amount defined by security managers that can be allocated on a combination of measures.
The security budget is often scenario-dependent, as it can vary based on scenario severity. However, in case
of unacceptably high losses (e.g., cascading events) security budget might represent a fixed value, which
cannot be reduced. The third constraint (x,, € {0,1}) implies that a measures combination is either fully taken
or not taken at all. A number of assumptions are implicitly embedded in this formulation:

e Security investments cannot be partial: a measure is either adopted or not;

e The overall hypothetical benefit of all measures considered is the sum of the individual benefits;

e The overall cost of all security measures adopted (C,) is the sum of the costs of the individual
measures, composing a combination v, as expressed by the second equation;

o Each security measure can be implemented independently, without consequences for the other
investments. This simplifying assumption was kept in the present formulation. However, it might be
overcome in future studies by considering reduction cost factors due to the combined
implementation of security measures.

The output of submodule 6.1 is the most profitable combination of security measures (v*), within the
constraint of the security budget, for each scenario j, according to deterministic approach. A ranking of all
the combinations, in order of decreasing profitability, is provided. However, the top-three most profitable
combinations are identified, as they might be the probable final security investments. Therefore, the
combinations that are outlined are the most profitable ones, under the deterministic assumption of P(T);; as
a defined value within the range [0,1]. The results of cost-effectiveness analysis, according to the
deterministic approach, may differ significantly among scenarios. The application of an original scoring
system allows defining an economic indicator expressing overall cost-effectiveness analysis results, derived
from multiple scenarios, according to the deterministic approach.

2.8.2 Module 6.2. Break-Even Cost-Effectiveness analysis
Following a break-even approach, the optimization problem consists on finding the solution of the following
system:

min (P(T),,j* £ Xyp)
Cy Xy < Cpuagerj Vj E{1,...,m} m€ Z
x, €{0,1},x, € Z
ve{l,....whweZ

(17

The first equation of the system (17) expresses the probability of the attack with the application of a selected
investments portfolio, which should be minimized, hence obtaining min (P(T),,j* -xv), among all the
possible w combinations of security measures, indicated by v € {1, ..., w},w € Z. Therefore the calculation
should be applied for each combination of security measure v and for each scenario j, obtaining w xm
values of P(T),;". The values of P(T),;" can be calculated according to equation (14), by replacing a single
measure i with a combination v. The constraint expressed by equation (14), regarding Net Benefit,; = 0 is
embedded in the formulation of system (17).The second equation expresses the fact that the total cost of the
selected measures (C, - x,,), composing combination v, should not exceed the security budget (CBudget, j),
which in turn is often scenario-dependent. The third constraint (x,, € {0,1}) implies that a measure is either
fully taken or not taken at all. The assumptions embedded in the formulation, the constraints and the
notations are the same ones as those expressed with a deterministic cost-effectiveness analysis. The output of
submodule 6.2 is the combination of security measures, v*, with the lowest probability of the attack, within
the constraint of the security budget, for each scenario j, according to a break-even approach. A ranking of
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all the combinations, in order of decreasing profitability, is provided. However, the top-three most profitable
combinations are identified, as they might be the probable final security investments. The combinations that
are outlined are the most profitable ones with the assumption of Net Benefit,; = 0.

The application of a break-even approach to cost-effectiveness analysis offers a sensitivity evaluation on the
likelihood of the attack, directly included in the model. The results of cost-effectiveness analysis, according
to the break-even approach, may differ significantly among scenarios. The application of an original scoring
system allows defining an economic indicator expressing overall cost-effectiveness analysis results, derived
from multiple scenarios according to the break-even approach.

2.8.3 Module 6.3. Overall Cost-Effectiveness Indicator

The outputs of submodule 6.1 and submodule 6.2 may offer significant support to security decision-making.
However, the indications provided by deterministic and break-even cost-effectiveness analyses might be
different and sometimes conflicting with respect to the same scenario (e.g., a combination might have a high
P(T),;" and a high Net Benefit,;). For this reason, it is not possible to compare directly cost-effectiveness
analyses results obtained from the two approaches, because Net Benefits are monetary values, within the
range (—oo,+o), whereas P(T),; are adimensional values, ranging within [0,1]. Moreover, within the
same approach to cost-effectiveness analysis, results might be very different among scenarios, as discussed
in Sections 2.8.1 and 2.8.2. Consequently, security investments that are not profitable with respect to a
marginal scenario, might become economically feasible with respect to a catastrophic scenario.

The introduction of specific scoring systems is a common approach to provide more understandable
information to stakeholders (Argenti et al., 2015; Srivastava and Gupta, 2010). Assuming that
Net Benefit,; = f(P(T)y;) is a linear function increasing monotonically in the range [0,1] (i.e., under the
assumptions expressed in the two economic analyses modules), it is possible to define two original economic
indicators, named KPI; and KPI,, expressing respectively the results of deterministic and break-even cost-
effectiveness analysis, and eventually to combine them linearly. The combined application of the two
indicators allows defining the function univocally. Therefore, the sensitivity analysis regarding the threat
probability is included in the model. The use of multi-scenario criteria allows defining average economic
performance of security measures combinations, weighted on all the scenarios m.

The first economic indicator (KP1I,) expresses the results of deterministic cost-effectiveness analysis. KPI; is
defined according to equation (18), for each possible combination of security measures v and for all the
scenarios m:

( IfCy - %y < Cpuagerj Vj €E{1,...., m} m€ Z
KPIL, = (X7%,(Net Benefit,; - x,/(max (Net Benefit,-;)))/m) - 10
x, €{0,1},x, € Z
ve{l, .. whweZ
je{l,...m}meZ
Else KPI; =0

(18)

Therefore, KPI;, ranging between [0,10], expresses the combined economic and technical performance of
each combination of security measures, according to the deterministic approach. The value of the indicator is
normalized with respect to the most cost-effective options v* obtained from a deterministic approach for
each scenario, which scores 10 and weighted on all the scenarios m. The higher the value of KPI;, the better
the overall performance of the combination. If the combination does not comply with the budget constraint
for all the scenarios, the value of the indicator is 0.

The second economic indicator (KPI,) expresses the results of break-even cost-effectiveness analysis. KPI,
is defined according to equation (19), for each possible combination of security measures v and for all the
scenarios m:
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IfCy - xy < Cpyagerj Vj €{1,.., m} m€ Z
KPL, = (X71,(1 = (P(T)y; " - x,)/(1 = min (P(T),+; " - x,,)))/m) - 10
x, €{0,1},x, € Z
ve{l, .. whweZz
je{l,...m}meZ
\ Else KPI, =0
(19)

Therefore, KPI,, ranging between [0,10], expresses again the combined economic and technical
performance of a combination of security measures, according to the break-even approach. However, KPI, is
normalized with respect to the most cost-effective option v*obtained from a break-even approach for each
scenario j, which scores 10 and weighted on all the scenarios m. Also in this case, if the combination does
not respect the budget constraints for all the scenarios, the indicator value is zero.

An overall performance indicator is calculated from the combination of KPI, and KPI,:

IfKPI, > @ and KPI, > f8
ECS = (KPI, + KPL,) - 0.5 (20)
Else ECS =0

Where ECS is an overall cost-effectiveness indicator, again ranging between [0, 10]. Constants @ and g are
acceptability thresholds, having a value ranging between [0, 10], which may be introduced by the security
analyst and discussed with management, to warrant that combinations considered in decision-making
perform above some minimum threshold values, under both the deterministic and break-even approaches. A
possible guideline for the selection of a and B values has been proposed in Table 3. From a general
perspective, in case of security managers that tend to put the focus of the economic analysis on the
profitability of measures regardless the likelihood of the attack (i.e., high values of Net Benefit under
deterministic approach and consequently high values of KPI,), it is suggested to adopt high or very high «
values. On the contrary, in case of security managers that tend to put the focus of the economic analysis on
having an acceptable measure even with very low likelihood of the attack (i.e., low break-even probability
and consequently high KPI,), it is suggested to adopt high or very high g values. Other a and g values fall
within the two discussed extremes.

Table 3 Guideline on & and B acceptability thresholds for security analysts.

Qualitative description a p

of acceptability | Range of | Requirement for a selection Range of values | Requirement for B selection

thresholds values for a for B

Very high (8,10] Very high Net benefit accepted under (8,10] Very low break-even probability
deterministic approach by security accepted by security management
management

High (6,8] High Net benefit accepted under (6,8] Low  break-even  probability
deterministic approach by security accepted by security management
management

Medium (4,6] Medium Net benefit accepted under (4,6] Medium break-even probability
deterministic approach by security accepted by security management
management

Low (2,4] Low Net benefit accepted under (2,4] High  break-even  probability
deterministic approach by security accepted by security management
management

Very low [0,2] Very low Net benefit accepted under [0,2] Very high break-even probability
deterministic approach by security accepted by security management
management

Therefore, the module provides a scoring system based on three indicators, all ranging within [0,10]: two
intermediate economic indicators, expressing respectively deterministic and break-even cost-effectiveness
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approaches, and an overall cost-effectiveness indicator. The scoring system provides the basis for a sound
comparison of all possible security alternatives.

3 Case study

3.1 Definition of the case study

The ECO-SECURE model was applied to an illustrative case study, consisting in the terroristic sabotage of
four storage tanks in a fuel storage facility, aimed at causing environmental damages by releasing water
pollutants. The oil depot considered in the case study includes 37 storage tanks containing various liquid
hydrocarbons, as diesel and heating oil. The accident scenario consisted of a sequential sabotage of four
storage tanks, named after respectively Target 1, Target 2, Target 3 and Target 4, as shown in Figure 3.
Target 1 and Target 2 are two heating oil tanks, containing in total 800,000 kg of product; while Target 3 and
Target 4 are two diesel tanks, containing in total 1,800,000 kg of product. The distances among the targets
have been reported in Table 4, Part B. The damages, as well as the plant layout, are freely adapted from a
real security-based accident that took place during the night between 22" and 23™ February 2010 in
Villasanta, Monza-Brianza province, Italy (Alpas et al., 2011; Associated Press in Rome, 2010; EMARS -
Major accidents reporting system, 2010; Winfield, 2010a). However, the case study is fictional and its aim is
the validation and the further implementation of the model, addressing the selection and allocation of
physical security measures against environmental and eco-terroristic attacks in a chemical facility. Therefore,
the causes of the security-based accident here-in considered (i.e., an external environmental terroristic attack)
are not related to the causes of the real accident (Berni, 2016; La Repubblica, 2016).

The starting point for the adversary was chosen in correspondence of a railway route just outside the border
of the facility, at about 50 m distance from the first target. The adversary was supposed to carry out the
sabotage action by foot. The sabotage sequence of actions consisted in opening a valve and switching on a
pump in correspondence of each target, leading to the spill of the entire contents of the four tanks, for a total
amount of 2,600,000 kg of hydrocarbon liquid products (ARPA - Agenzia Regionale Prevenzione Ambiente
dell’Emilia-Romagna, 2010). The spill substance, from the pipes of the loading docks and the repayment of
the product, overfilled the tanks of the oil-water separator tank coming indirectly from the sewage system
inside the plant and directly passed to curb protection, likely due to saturation of the sewer system itself; part
of the spill was also poured into the containment basins. Then, the spill was drained from the oil-water tank
through the main valve, always kept open to allow the discharge of wastewater from a hydraulic barrier
aimed at remediation, to the sewer outside the plant, which flows into the main collector. Indeed, the spill
reached the treatment plant of the nearby city through the main sewer. Consequently, the spill has been
poured into the nearby river and caused a significant pollution of river water and rive sides downstream of
the filter for about 100 km, with involvement of a second river in the stretch downstream from the mouth of
the first river. Contaminated waters of the second river affected the second river delta and the coastal area of
the sea. In the actual event, the Lambro river (i.e., first river in the case study) and the Po river (i.e., second
river in the case study) were polluted for about 350 km. The realistic damages, derived from the actual event,
consisted in severe environmental losses to the ecosystem, requiring therefore emergency actions to contain
pollution that lasted several days after the accident. Furthermore, intense monitoring and in-site and off-site
remediation actions were required during the subsequent months. The company had to sustain legal costs due
to prosecution, as well as the payment of fines. The accident resulted in no human losses but in severe
damages to the environment, in economic damage to the company, and in collateral damages to surrounding
activities and public infrastructures (e.g., the treatment plant was off for about one month) in the nearby
densely populated area (EMARS - Major accidents reporting system, 2010).

The determination of PPS in place was carried out using available information and comparing the description
of PPS usually present in chemical facilities (Reniers et al., 2015) with photos and maps of the layout of the
reference installation, reported in Figure 3. The screening allowed the identification of key protection
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elements and key distances, which are data necessary to calculate the baseline physical protection system
effectiveness. Further information on the PPS in place are reported in Section 3.2.

TP

Figure 3 Layout of the reference installation considered in the case study, with édVersary starting point and path of actions, the latter
indicated by the numbers. The ending point is target 4. Further information on adversary tasks is available in Table 4. The layout has been
retrieved from Google Earth®.

The application was carried out in Excel® modelling environment, using 7 different datasheets,
corresponding to ECO-SECURE modules, as explained in Section 2.1.

3.2 Development of adversary sequence diagram and effectiveness calculation

3.2.1 Definition of site-specific adversary sequence diagrams and calculation of the baseline

system effectiveness
A possible critical site-specific adversary sequence path, in relation with physical protection elements
present on the reference site, was defined and is described in Table 4, Part A and shown in Figure 3. The
calculation of baseline system effectiveness was carried out according to the approach described in Section
2.2, with the aim to determine the probability of interruption (P,*) of the critical adversary path. The solely
detection elements present are cameras on the wall delimiting the two storage areas, with Pyp o = 0.9. The
probability of assessed detection (PAD,i) expresses the likelihood of detecting an adversary within the zone
covered by cameras or intrusion detection sensors. In addition, the location of detection elements was
included in the analysis, according to the EASI model. For all delay elements with the exception of running
times, specific data have been retrieved (Garcia, 2007) and reported in Table 4, Part A, jointly with all the
data inherent to the detection function for the path considered in the case study. For the calculation of
running times, the standard adversary velocity of 10 ft/s = 3.048 m/s has been assumed, considering a
reduction factor due to additional weights carried by the adversary unitary (i.e., no additional weight carried
by the adversary). Distances among delay elements were retrieved from the reference map and reported in
Table 4, Part B. Standard deviation for the delay parameter of each security element and for the response
force time parameter was assumed as 3/10 of the mean value throughout the case study, according to the
conservative assumption on data dispersion reported in the EASI model (Garcia, 2007). This assumption
allows considering that guards will not always respond exactly after the same time, and that adversaries may
take more or less time to penetrate barriers with respect to average values. Inputs for the calculation of
response element have been reported in Table 4, Part C; for the probability of guard communication (P;) a
conventional value for industrial facilities was assumed (Garcia, 2007), with a response force time of 8
minutes, considering that security guards are not present on site during the night shift, with the exception of
the facility caretaker. The critical probability of interruption (P;*) has been calculated according to equation
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(1) and its value is 0.0425. P,*will be considered in the development of the case study and represents the
value of the baseline PPS effectiveness (i.e., 7ppso14).- The value was obtained by inserting in the EASI
model datasheet (Garcia, 2007) the inputs listed in Table 4, according to the approach described in Section
2.2. Therefore, the calculation of baseline system effectiveness highlights security weaknesses, which may
be tackled by the introduction of pertinent security upgrades. The baseline effectiveness calculations can be
performed in other case studies, according to the same approach; however, the results are site-specific as
they require data regarding distances on site and security measures in place. Therefore the value of baseline
effectiveness obtained (i.e., 0.0425) cannot be extended beyond the current case study.

Table 4 Input for the calculation of baseline PPS effectiveness referred to the critical path. Part A) Adversary sequence and inputs for the
calculation of detection and delay elements referred to the identified adversary path; Part B) Additional data for the calculation of running

delay times; Part C) Inputs for the calculation of the response function. Standard deviation was assumed 3/10 of the mean value. Values
retrieved from data repository (Garcia, 2007) and site-specific plant layout.

Part A) Adversary Sequence Diagrams and Inputs for Detection and Delay elements
ADVERSARY TASKS DETECTION DELAY
Task Task Description Detection elements and Delay elements Mean delays tp ;
number assessed detection probabilities (s)
PAD,i
1 Starting point - - -
2 Climb external wall None Height of the wall 10.0
3 Run to first tank (Target 1) None Running time 14.8
4 Open first valve None Time required to open first valve 30.0
5 Activate first pump None Time required to activate first 60.0
pump
6 Run to second tank (Target 2) None Running time 16.4
7 Open second valve None Time required to open second 30.0
valve
8 Activate second pump None Time required to activate second 60.0
pump
9 Run to third tank (Target 3) Camera on wall delimiting two | Running time 26.9
areas (Pypo = 0.9)
10 Open third valve None Time required to open third valve | 30.0
11 Activate third pump None Time required to activate third 60.0
pump
12 Run to fourth tank (Target 4) None Running time 43.6
13 Open fourth valve None Time required to open fourth 30.0
valve
14 Activate fourth pump None Time required to activate fourth 60.0
pump
15 Ending point - - -
Part B) Data for Calculation of running delay times
Description of the action Symbol | Value Unit | Description of the action Symbol | Value Unit
Adversary velocity during running v 3.048 m/s Distance external wall/ target 1 ds 45 m
(Task 3)
Distance target 1/ target 2 (Task 6) de 50 m Distance target 2/ target 3 (Task dy 82 m
9)
Distance target 3/ target 4 (Task 12) dy, 133 m Reduction factor due to 17 1 Adim.
additional weight carried by
adversary
Part C) Data for the calculation of Response function
Probability of guard communication P, ‘ 0.95 ‘ Mean Response Force Time t; (S) ‘ 480

3.2.2 Security upgrades identification and calculation of upgraded system effectiveness (AR;)
Starting from the value of baseline PPS effectiveness (nppsyold = 0.0425), six PPS upgrades have been
proposed, according to technical references (Garcia, 2007; Reniers et al., 2015):

A) Adding surveillance cameras as perimeter detection system;
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B) Construction or additional height to concrete-reinforced external perimeter wall as perimeter delay
element;

C) Adding detection elements (i.e., surveillance cameras) at sabotage targets level,

D) Adding delay elements at sabotage targets level;

E) Adding alarm for unauthorized manual valve opening and cages to hinder unplanned switching
on/off pumps at sabotage targets level,

F) Reducing response force time by building a closer and 24h active guard dispatch.

It should be noted that upgrades A and C refer to the detection function, upgrades B and D refer to the delay
function, upgrade E refers to the combination of detection and delay functions and upgrade F refers to the
response function. Moreover, upgrades A and B refer to the external perimeter of the facility, while upgrades
C, D, E and F refer to the proximity to the sabotage targets. All the tanks of the storage facility have been
considered possible targets.

Table 5 Effectiveness results for six different possible PPS upgrades. From the left to the right, in column order: Upgrade identity,
description of the upgrade, Physical protection function modification, reference number of adversary sequence diagram modified tasks,
modified inputs for the effectiveness calculations, upgraded PPS effectiveness (#pps newi) and risk reduction (AR;). (*) Reduction of response

force time does not affect a single task. A data repository regarding modified inputs values for security upgrades is available in Garcia
(Garcia, 2007).

Upgrade Description PPS - N° of Modified inputs HPPS, new i AR;
ID function modified
modification tasks
A Addition of cameras at Detection; 2 Pyp, = 0.9 0.3904 0.3479
external perimeter wall exterior
level cameras
B Construction/ additional Delay; wall 2 tp, =180s 0.0425 0
height to external concrete- | hardness
reinforced perimeter wall
(3m high)
C Addition of detection Detection; 3;6;9;12 Pap3 = Paps = Papsz = 0.9 0.3685 0.3260
elements at sabotage exterior P4po = 0.99 for existing
targets (cameras on each cameras cameras
tank)
D Addition of delay elements Delay; 3;6;9; 12 tps =tpe =tpg=1tpi, = 305 0.0783 0.0358
at sabotage targets additional wall additional delay with running time
with doors
E Addition of alarms for Detection 4,7,10;13 | Pyp4 =Pyp7 = Pap1o = Pap13 = 0.5215 0.4790
unauthorized manual (alarms); 58,1114 | 0.9 for alarms
valves opening and cages Delay (cages) tps =tpg =tp11 = tpia = 305
for pumps at sabotage for pumps cages
targets
F Reduction of response force | Response; - t; =240s 0.5771 0.5346
time (by creating a closer relocation of ™)
and 24h active guard guards closer to
dispatch) storage area

The upgraded values of effectiveness, indicated as nppgsnew i, for each of the six options have been
calculated by inserting the modified input items, listed in Table 5 (i.e., third to last column), in the
effectiveness model previously applied to calculate baseline PPS effectiveness (i.e., the EASI model),
according to the approach presented in Section 2.3. The modified inputs regarding each security upgrade,
with the exception of upgrade F, affect only specific tasks of the adversary sequence diagram; for all the
remaining tasks, the values reported in Table 4 have been applied.

The results regarding upgraded effectiveness (i.e., Nppsnew i) and effectiveness improvement index (i.e.,
AR;, named also risk reduction), corresponding to each of these upgrades, have also been reported in Table 5.
Risk reduction values have been obtained for each security upgrade according to equation (3), using the
baseline effectiveness value (i.e., npps o1g = 0.0425) and the upgraded effectiveness value (i.e., 7pps new i)-
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The results in Table 5 clearly show that, from the effectiveness point of view, the best option is the reduction
of response force time (upgrade F), followed by the application of alarms for valves and cages for pumps at
sabotage targets level (upgrade E). On the other hand, the presence of additional delay elements, represented
by options B and D, proved to be ineffective in increasing PPS effectiveness. The addition of detection
elements (i.e, cameras), both at external and sabotage targets level, represented respectively by upgrade A
and C, shows an intermediate performance in terms of risk reduction. However, even if upgrades F and E are
the best ones from the effectiveness intermediate calculation, it does not mean automatically that they are the
best options in the end of the application, due to additional terms that are still to be considered in the analysis
(e.g., costs, benefits, budget threshold, etc.). The approach presented in Section 2.3., here applied, can be
used analogously in other case studies. However, the results of effectiveness calculations are site-specific
and accident-specific; consequently they cannot be generalized beyond the current case study.

3.3 Cost calculation for security upgrades

Cost calculations were carried out for each of the six PPS upgrades proposed in the case study, according to
the six main categories and 22 subcategories presented in ECO-SECURE (Section 2.4), considering the time
span of one year and the implementation of a single security upgrade. Details of the calculations are reported
in Appendix A.1l. Figure 4 summarizes the results obtained. The values of Overall costs belong to the same
order of magnitude (i.e., 10* €) for all the security upgrades, with the exception of upgrade F that is one
order of magnitude higher. The comparison among percentage compositions, also reported in Figure 4,
shows that for detection and delay elements (i.e., upgrades A, B, C, D and E) installation costs are the
prevailing ones. For upgrades regarding the detection function (i.e., upgrades A, C and E), initial costs and
operational costs are also relevant items.

OVERALL COSTS e
100% 1.12E+04 € 1.10E+04 € 3.30E+04€ 3.60E+04€ 2.10E+04€ 2.60E+05€ CATEGORY
A 8
' [ NN
l 111. Overall Initial
920% [ \ Costs
N\
80% \
52. Overall

70% Installation Costs

)
w0 3. Overall Operating
Costs
50%
40% 4. Overall
Maintenance,
Inspection &

% COSTS

o,
30% Sustainability Costs
5. Other Running
20% Costs
10% b
v : e B6. Overall Specific
- S T EZEE e Sl bl
A B C D E
Upgrade ID

Figure 4 Percentage composition of Overall costs for each upgrade of the PPS, according to the six cost categories considered, under the
assumption of P(T); = 1. On x-axis, from the left to the right, the six PPS upgrades are represented: A) Adding surveillance cameras as

perimeter detection system; B) Construction or additional height to concrete-reinforced external perimeter wall as perimeter delay element;
C) Adding detection elements (i.e., surveillance cameras) at sabotage targets level; D) Adding delay elements at sabotage targets level; E)
Adding alarms for unauthorized manual valves opening and cages to hinder unplanned switching on/off of pumps at sabotage targets level;
F) Reducing response force time by building a closer and 24h active guard dispatch. Overall cost of each security upgrade is reported on the
top of the corresponding column.

3.4 Benefit calculation for the actual scenario
The losses derived from a successful attack should include the environmental damages and other damages,
both direct and indirect, which will accrue because of a successful attack, taking into account the value and
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vulnerability of environment, people and infrastructures, as described in Section 2.5. Consequently, benefits
calculations are dependent on the choice of an appropriate accidental scenario. In case of economic analyses
based on a real event it is common practice to account the retrospective losses, named also realistic benefits,
which indicate the actual losses sustained in the accident. Therefore, the realistic benefits were considered in
the case study. These may not exactly reflect the actual ones, due to the limited amount of technical and site-
specific information available. It was assumed that benefits are independent from the security measure that
can be implemented.

The details of the calculations are reported in Appendix A.2; the results of benefit calculations are
summarized in Figure 5. The overall benefits were estimated of 8.16-10 €, justifying therefore the definition
of the accident as an “ecological disaster” (Winfield, 2010b). As shown in Figure 5, environmental benefits
are strongly prevailing (i.e., about 47% of Overall benefits), with a particular relevance of the environmental
remediation benefits subcategory. Moreover, reputational benefits and legal and insurance benefits are
relevant (i.e., about 23% and 25% of Overall benefits respectively), due to the high media coverage give to
the accident and to the legal procedures. The calculated benefit apportionment is typical of a major accident.
Indeed, as stated in previous studies referred to the chemical industry domain (Gavious et al., 2009; Reniers
and Brijs, 2014a), the value of indirect losses, which include for instance reputational losses, human and
environmental losses, legal and insurance losses, is generally superior to direct losses. The gap tends to
increase with the increasing severity of the accident (Gavious et al., 2009). Moreover, the comparison with a
previous work, regarding the estimation of reputational losses derived from notorious accidents within the
same domain (Kyaw and Paltrinieri, 2015), confirmed the gravity of reputational losses with respect to
Overall benefits. In the present case study, damage benefits represent only 2% of Overall benefits derived
from an environmental disaster. This low percentage value is confirmed by a previous application referred to
a less severe accident scenario (Gavious et al., 2009) that estimated damage benefits around 10% of Overall
benefits (i.e., 3,56-10°€).

The application of a possible global approach toward benefit calculations, including human and assets
damages, has no relevance on the present case study, as human benefits value is zero, due to the absence of
casualties and morbidities.

Overall benefits: 8.16E+07 €
1. Overall Supply Chain Benefits

I : = 2. Damage Benefits
£22.85%¢

3. Legal & Insurance Benefits

4. Human Benefits

F20.00%)

ENVIRONMENTAL
BENEFITS

£6. Overall Reputation Benefits
7. Overall Specific Benefits

m5.1. External Environmental
Intervention Benefits

252, Internal Environmental
Intervention Benefits

55.3. Environmental Remediation
Benefits

®5.4. Other Environmental

| Benefits

Figure 5 Percentage composition of Overall benefits for the actual scenario, according to seven benefits categories.

24



4 Results

The results of the assessment of the case study consist in cost-benefit analysis results, cost-effectiveness
analysis results and final results based on the application of an original scoring system to cost-effectiveness
analysis. Overall costs for each security measure and Overall benefits for each scenario have been made
comparable by applying appropriate discount rates (i.e., 3.5% and 1.5% respectively (HSE - Health and
Safety Executive, 2016)) over a 10 year time-span, according to equation (11). The latter is a conventional
number of operational years for a security measure. With regards to the deterministic approach, the
conservative conditional threat probability assumption of P(T);; = 1 has been taken (Garcia, 2007), because
the scenario analysis is retrospective and refers to an environmental disaster.

Cost-benefit analysis results, reported in Table 6 for both the deterministic and break-even approaches, are
coherent. Indeed, the security measures A, C, D, E and F may be applied according to the actual scenario.
Therefore, the simple application of a conventional cost-benefit analysis does not offer precise indication on
which single measure is the most useful with respect to the case study.

Table 6 Cost-benefit analysis results according to a deterministic and a break-even approach, in term of Net Benefits and P(T)i,-*
respectively, for six different PPS upgrades with respect to the actual scenario.

DETERMINISTIC BREAK-EVEN APPROACH
PPS UPGRADE APPROACH
Net Benefit Upgrade P(T);" Upgrade
economic economic
feasibility feasibility
Upgrade ID DESCRIPTION/UNIT € - adim. -
A Addition of cameras at external perimeter | 1.89E+07 accept 1.75E-04 accept
wall level
B Additional height to external perimeter | -3.14E+03 refuse 1.00E+00 refuse
wall (3m instead of 1.5m)
C Addition of a detection element at the | 1.77E+07 accept 5.53E-04 accept
sabotage targets (cameras on each tank)
D Addition of a delay element at the | 1.94E+06 accept 3.95E-04 accept
sabotage targets (concrete wall + security
door)
E Putting alarms for unauthorized manual | 2.60E+07 accept 2.35E-04 accept
valves opening and cages for pumps at
sabotage targets
F Reduction of response force time (by | 2.90E+07 accept 2.56E-03 accept
creating a closer and 24h active guard
dispatch)

Cost-effectiveness analysis was thus applied to determine the most profitable combination of security
upgrades within the security budget constraint, according to a deterministic approach and a break-even
approach. All the possible 63 combinations of PPS upgrades have been considered. Actualized Overall costs
were calculated for each combination summing the Overall costs of each option and applying a 3.5%
discount rate (HSE - Health and Safety Executive, 2016). Overall costs were then compared with the
actualized security budget. Actualized security budget value considered is of 51.4 k€. The results, reported
in Table 6, show that the most profitable combinations of security measures are different between
deterministic and break-even approaches. Nevertheless, upgrades A (i.e., addition of cameras at external
perimeter wall level) and/or upgrade E (i.e., installing alarms for unauthorized manual valves opening and
cages for pumps at sabotage targets) are present within all the most profitable combinations, regardless the
approach.

In order to allow a comparison of the results obtained from the two approaches, indicators KPI; and KPI,,
expressing deterministic and break-even cost-effectiveness analysis results, were calculated. The results for
the most profitable combinations are reported in Table 7.

Table 7 Cost-effectiveness analysis results according to deterministic and break-even approaches. From the top to the bottom: first-most
profitable combination, second-most profitable combination and third-most profitable combination.
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DETERMINISTIC APPROACH BREAK-EVEN APPROACH
COST- Combination 1D Net Benefit | Total Cost of KPI, Combination | P(T),;" Total Cost of KPI,
EFFECTIVENESS €) Combination ID ] Combination
RANKING © (adim) (€S)
FIRST A+C+D+E 6.46E+07 2.91E+04 10 A 1.75E-04 3.31E+03 10
SECOND A+B+C+D+E 6.46E+07 3.23E+04 9.9995 | A+E 2.09E-04 9.42E+03 9.9997
THIRD A+C+E 6.27E+07 1.89E+04 9.7003 | E 2.35E-04 6.11E+03 9.9994

Figure 6 shows the values calculated for the overall cost-effectiveness indicator, ECS, obtained combining
KPI, and KPI,, according to equation (20) and setting both the threshold values in the equation, a and f,
equal to 3. All the combinations not complying with threshold values were not reported in Figure 6.

Decreasing
ECS ranking KPh

BAC+D
ASCHDHE 1 = = _C+D - ~KP12
A+BHCH D4R T n AYBED  ——ECS
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Figure 6 Values calculated for the deterministic performance indicators (KP1,), break-even performance indicator (KPI,) and overall cost-
effectiveness indicator (ECS). Only combinations with threshold values a and p higher than 3 are reported.

As shown in the figure, the combinations with the highest values of ECS always include at least three
measures. All the ten top combinations offer an integration of different security functions (i.e., detection,
delay and response), providing therefore a more complete security protection. It should be noted that none of
the combinations reported in Figure 6 include the security upgrade F, because its overall cost does not
respect the security budget, even if its effectiveness improvement is the highest one.

5 Discussion

ECO-SECURE offers a complete framework for economic analysis, aimed at the selection and allocation of
security measures w.r.t. environmental accidents, within the specific chemical industry context. Moreover,
the model is relatively straightforward, enhancing its possibility to be applied in industrial practice. The
application of ECO-SECURE to a case study suggested some answers to practical challenges that a security
manager may face within a chemical facility.

The results obtained from the analysis of the case-study provided insights on three main issues:

(1) Advantages and limitations of input modules (modules from 0 to 3);
(2) Advantages and limitations of economic analysis modules (modules from 4 to 6);
(3) Possible further developments of the methodology.
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Concerning point (1), input modules provide a complete evaluation with respect to costs and performances of
security measures, as well as to losses, fostering the consequent accuracy of results. ECO-SECURE offers,
according to modules from 0 to 2, site-specific answers to security analysts, because it allows evaluating the
performance of physical security measures present on-site and comparing several security upgrades
according to technical and economic criteria, as well as possible adversary paths dependent on the layout of
the facility. As highlighted in ECO-SECURE application, the precise checklist provided for costs and
benefits evaluation, in modules 2 and 3 respectively, may prevent omissions and inaccuracies. Moreover,
regarding benefit assessment (i.e., module 3) ECO-SECURE may be applied both in predictive and in
posterior analysis, as well as to different accident scenarios, in order to obtain scenario-specific economic
indicators to be compared.

However, inputs modules show some limitations. As all economic analyses, the inputs may reflect the
subjectivity of the analyst, concerning the monetization of intangible costs and benefits, whose inaccuracies
may lead to misleading results. Moreover, although effectiveness assessment (i.e, module 1) is able to take
into account uncertainties that may decrease the overall performance of the PPS (e.g., possible lag-time in
detection by security guards), it offers just a simplified description of a possible real accident. Another
possible limitation regarding inputs modules is the choice of an appropriate pool of security upgrades (i.e.,
module 1) and accidental scenarios (i.e., module 3) that is up to the security analysis, in particular whenever
a prospective analysis should be performed. For this reason, whenever ECO-SECURE is applied, it is
important to present the analysis in a fully transparent manner, specifying the assumptions made and
discussing the uncertainties arisen from inputs modules.

Concerning economic analysis modules (issue 2, modules 4 to 6), three distinctive positive features of ECO-
SECURE can be outlined. The method allows the combined use of both cost-benefit and cost-effectiveness
analysis, adopts two complementary approaches to the likelihood of the attack (deterministic and break-even,
see module 4), leading to an integrated specific scoring system.

The model allows performing economic analysis by means of both cost-benefit and cost-effectiveness
analysis, according to module 5 and 6 respectively, offering as outputs a broad spectrum of economic
analyses results, which can eventually support the security decision-making process. The application of
solely cost-benefit analysis, according to module 5, might not provide significant screening criteria, in
particular with reference to very severe environmental accidents. Costs of security measures are several
orders of magnitude inferior to overall losses, resulting therefore in the feasibility of almost all the single
security measures, as visible from the results of the case study reported in Section 4 (Table 6). Instead, cost-
effectiveness analysis (i.e., module 6) may offer sound indications for the stakeholders to rationally select
and allocate security measures, providing a range of economically profitable options that consider also
security measures combinations within the budget constraints, as highlighted by the results of the case study
reported in Section 4 (Table 7).

The combined application of deterministic and break-even approaches to cost-benefit and cost-effectiveness
analysis offers a significant advantage within economic analyses, as it allows inserting directly the
uncertainties related to the estimation of the likelihood of the attack in the model, avoiding the necessity to
perform an additional sensitivity analysis on the results. The deterministic approach, provided in modules 5.1
and 6.1, offers to the security manager insight on the optimal revision of the physical protection system,
within the constraint of the annual security budget, after a variation regarding the likelihood of the attack
(e.g., due to socio-political changes, increased visibility of the target, etc.). Therefore, it defines the optimal
allocation of security upgrades, as a trade-off of two relevant parameters: cost and effectiveness
improvement index. The break-even approach, provided in modules 5.2 and 6.2, starting from a range of
security options, allows defining the minimum likelihood of the attack that makes each option economically
profitable, within the constraint of the annual security budget.
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Nevertheless, it should be noted that all results of economic analyses may vary depending on the
assumptions made by the security analysis on discount rates for costs and benefits. Moreover, cost-
effectiveness analyses results may vary also depending on the threshold of the security budget, that is
generally defined yearly by security management. For this reason, when applying the method, it is necessary
to present assumptions introduced and uncertainties arisen transparently.

Another original feature of the model is the use of a specific scoring system (i.e., module 6.3), made
necessary to compare the cost-effectiveness results obtained from the two approaches and to eventually
combine them into an overall cost-effectiveness indicator (i.e., ECS). Eventual company-specific acceptance
criteria and additional information should be considered. For instance, as visible from case study results in
Section 4 (Figure 6), the application of the scoring system makes the model more understandable to decision-
makers with non-technical backgrounds, because the final output of ECO-SECURE is constituted by solely
one typology of indicator (i.e., ECS). Therefore, the application of an original scoring system allows to
compare a limited pool of final combinations, and consequently to allocate the dedicated budget on security
upgrades according to a rational criteria.

Concerning the possible further development of the methodology (issue 3), presently the methodology is
limited to the selection and allocation of preventive security measures against environmental security-based
accidents. This limitation is imposed by the specific features of such devices, and by the different intent of
preventive measures with respect to mitigation measures (i.e., safety measures). Mitigation may consider
both intentional and unintentional accidents and, as such, needs to incorporate a different analysis, including
unintentional failure scenarios. Indeed, the tools required to carry out such analysis are different and address
a specific legislation context. Nevertheless, in further research developments, the methodology will be
extended to address post-accident mitigation, in purpose to compare the possible role of safety and security
measures with respect to environmental accidents. The extended methodology will allow decision-maker to
have an integrated view of safety and security deficits in a chemical installation and to allocate the budget on
the most critical aspect (i.e., either on preventive or on mitigation measures).

The outputs of ECO-SECURE might be applied in risk-informed security decision-making at company level
with different purposes: to increase the awareness of management towards environmental security issues by
means of non-technical and rather user-friendly outputs, to tackle security vulnerability chemical facilities
and to allocate the budget on profitable physical protection alternatives w.r.t. environmental accidents.
Nevertheless, the general concepts of this economic model are applicable beyond the industrial security
domain; for instance, to support security decision-making at social level against environmental damages
(e.g., selection of security measures to prevent vandalism).

Eventually, ECO-SECURE application, as demonstrated by the case study, may be a systematic useful tool
to cope with environmental-security based incidents in chemical facilities.

6 Conclusions

The model developed provides to security managers indications on the most profitable single security
upgrades and combinations of them needed to prevent security-based accident scenarios. Results of
deterministic analysis allow upgrading the physical protection system, according to possible variations in the
likelihood of the attack. Break-even analysis provides the optimal allocation of the security budget, defined
yearly by security management. The application of a specific scoring system allows comparing the two set of
results, obtaining overall indicators. Thus, the method enables to define a more rational selection and
allocation of physical security measures and its outputs provide a sound support to managers within the
decision-making process. Its application may eventually contribute to the reduction of chemical plants
vulnerability toward environmental and ecological terroristic attacks.
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Appendix A. Costs and benefit calculations

A.1 Costs calculations

Cost calculations have been carried out for each of the six PPS upgrades proposed in the case study,
according to the categories, subcategories and formula proposed in Table Al, displayed below. It should be
noted that many subcategories consist of wages, so realistic annual salaries have been retrieved from a

specific database (PayScale, 2016) and converted into hourly wages considering 1920 hours/year.

Table A1 Overview on Overall annual cost estimation for a generic security measure.

Cost modelling for a generic security measure
Cost category Symbol Cost subcategory Symbol Formula
INITIAL COSTS C INiTIAL OV Investigation costs Cinv ¢ whm
L L 3
i=1
- - L
Selection and design costs Csep Z Wi Ry
i=1
n S
Material costs Cuyar Cori * Nar
i=
Training costs (start-up/in Cr ¢
service) ( i 'nl)
= start—up
t
+ (Z Wl--hi-nl-)
i=1 service
Changing of guidelines Coar § Coi o
and informing costs o CELLTH
INSTALLATION CnstaLLov | Start-up costs Csrarr Zt Wik,
COSTS LW
Equipment costs Cg (Zs . ) (ZS . )
(including P - purchase & i=1CE'i N, » + i=1CE" N, R
R - rental costs, space s
requirement costs) + ZL_:lCSpace,i Vi Ngg
Installing costs CinsTaLL Z‘ Wi hy g
i=1
OPERATING Coperarion ov | Utilities costs Cyop s Cori Ny
COSTS o M :
Human resources Curo ¢ L
operating costs Zi=1wi hi -1y
MAINTENANCE, Cumisov | Material costs Coarm Z Cori Ny
INSPECTION & =1 '
SUSTAINABILITY Maintenance team costs | Cypr ¢ - ) " ( ¢ h )
COSTS (A- scheduled m. /B- (Zi=1wi L " l_=1Wi 1 5
unscheduled m.)
Inspection team costs Cinsp t we b
[ L]
i=1
License  and  rental Cric t
renewal e
OTHER RUNNING Corov Office furniture costs Cor Cuor * Aofice
COSTS
Transport costs Cr -
Additional Ccomm -
communication costs
Insurance costs C, -
Office utilities costs Cou Cyou " Aoffice
Office supplies costs Cos -
SPECIFIC COSTS Cspecov False-positive case costs Cep; Cra;i* P(FA);
Site-specific costs Csire sp -
Key
Symbol Definition Symbol Definition
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Asffice Total office area (m?) Ccoum | Cost of communication (e.g., post, phones,
mails, etc.) (€)
Cg; Price for unit of equipment i (i) Cra; | Costof asingle false-positive case (€)
unit
Ceari Unit cost for chagging of guidelines C; Cost of insurance (€)
and informing (m) ' .
Cim,i Price for unit of material i (it) Cos | Costof office supplies (€)
unt

Table Al (continued) Overview on Overall annual cost estimation for a generic security measure.

Key
Symbol Definition Symbol Definition
Cspace,i Space requirement cost for unit of equipment i Cr Cost of transport (€)
€
(unit-m3)
Cyor Cost of office furniture per unit area (iz) Cyou Cost of office utilities per unit area (iz)
m m

h; Number of hours of category i (h) Ng; Amount of units for equipment i (n° units)

n; Number of employees of category i (n° people) Ny Amount of units for material i (n° units)
P(FA); False-alarm probability (adimensional) s Number of different materials (or equipment)

t Number of employee categories Vi Volume of equipment i (m?)

w; i €

i Hourly wage of category i (h.pmon)

Several data regarding cost calculation have been retrieved in US dollars of year 2016. A conversion rate
from US dollars to Euro of 0.9019 €/U.S. A. $ was assumed (X-Rates, 2016). Moreover, a location factor
of 1.20 (Richardson Products & Cost Data On Line Inc., 2008) was applied in order to adjust US prices and
salaries to those of Italy, the location of the case study. The use of location factor throughout the analysis
allowed a site-specific cost calculation. In the estimation of wages, several professional profiles, which are
typically involved in the selection, design, installation and maintenance of a security system in a chemical
facility, were considered. According to their different job tasks, the following security-related jobs have been
accounted for the calculation of appropriate cost subcategories: purchasing office staff and manager, security
manager, security engineer, security guards and officers, training expert (i.e., security consultant), masons,
installation and maintenance technicians.

In the calculation of initial costs for each security upgrade, wages for the job profiles involved, costs of
auxiliary materials and publications of leaflets for internal use have been considered. In the calculation of
Installation costs, with particular reference to equipment costs, specific information of market prices for each
security upgrade have been retrieved from vendor websites and reported in Table A2.

In the calculation of operating costs, utility costs consist of the costs of annual electric power consumption,
which are significant only for upgrades A, C and E. For the three mentioned upgrades the power has been
calculated through the standard power law, retrieving data on intensity and voltage from products datasheets
(Alibi, 2016; Shenzhen An Ying Technology Co. Ltd., 2016) and accounting the number of devices in place,
which have been assumed to be working continuously all year long. The estimated annual electric power
consumption has been 5.78-10° kWh for upgrade A, 3.89-10° kWh for upgrade C and 7.78-10° kWh for
upgrade E. Considering an average industrial electric energy market price in Italy of 0.175 €/kWh (Eurostat,
2016), utilities costs have been finally calculated. Human resources operating costs have been calculated by
considering the manpower, in terms of security officers and guards wages for each security upgrade, which is
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not negligible for upgrade A, C and E. It should be noted that for security upgrades B and D, which are walls
in different positions, this subcategory is equal to zero. For upgrade F, the hiring of four additional security
guards, aiming to extend the security surveillance during the night shift, has been accounted. Therefore,
operating costs, prevailing over other cost categories for upgrade F, consist of security guards annual wages,
hiring and training costs.

In the calculation of Maintenance, inspection and sustainability costs, the following assumptions have been
made for each security upgrade: material costs were estimated assuming an annual substitution rate for
equipment and other materials in the range between 3% and 5%, 2 scheduled maintenances, 1 unscheduled
maintenance and 2 scheduled inspections per year have been accounted. License and renewal costs appeared

to be negligible for all the six upgrades.

Table A2 Data for the calculation of Equipment costs for six different PPS upgrades.

UPGRADE | DATA FOR THE CALCULATION OF EQUIPMENT COSTS
ID
Description Unit Value Reference/Notes
A Number of surveillance cameras at perimeter level neunits 11 8% of spare items not
included
Cost of an outdoor surveillance camera €/unit 195.9 Vendor  website  (Alibi,
2016)
B Length and height of the concrete wall, with footings m 1382; 3 Layout of the facility
Cost of the wall (according to these specifications) € 3251.76 Vendor website (Get A
Quote, 2016)
C Number of cameras for each tank nlunits/tank | 2 -
Cost of an outdoor camera €/unit 195.9 Vendor  website  (Alibi,
2016)
Total number of cameras in place nunits 74 8% of spare items not
included
D Number of tanks group neunits 9 Layout of the facility
Average length and height of the concrete wall around each unit m 800; 3 Layout of the facility
Cost of the wall for each unit (according to these specifications) €/unit 1900 Vendor website (Get A
Quote, 2016)
Cost of security doors to be applied on each unit €/unit 1082 Vendor website (Grainger,
2016)
E Number of alarm per valve n°units/valve | 1 -
Cost of an industrial alarm €/unit 117.4 Vendor website (Shenzhen
An Ying Technology Co.
Ltd., 2016)
Number of alarms n°units 37 8% of spare items not
included
Number of cages per pump n°units/pump | 1 -
Cost of a metallic cage for pump with lock €/unit 18.4 -
Number of pumps nunits 37 -
F Unit cost for the new building (standard warehouse with €/m? 582.3 Vendor website (BMT,
concrete floor and metal clad) 2016)
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Area of the building m? 70 Layout of the facility

Other running costs have been calculated for each security upgrade; only for upgrade F this cost category has
a significant role, provided that the construction of a new building for security guards requires additional
office furniture and utilities.

In the calculation of Specific costs, the contribution offered by false-positive costs should be considered only
for detection elements (i.e., upgrade A, C and E). For these upgrades, a single false-alarm cost has been
assumed, based on expert judgement, 2.80°10° € (Toronto Municipality, 2016) and P(alarm | no attack); =
0.143 (Garcia, 2007). According to the considerations expressed in Section 2.4, false-positive costs depend
on the assumption regarding the probability of the attack. Assuming the probability of the attack equal to one
turns false-positive costs to zero, leading to the minimum value of specific costs value. Consequently,
assuming the probability of the attack equal to zero, leads to the maximum value of specific costs. Site-
specific costs, as revisions of safety measures and procedures, have been accounted in particular for delay
elements, whose implementation might require a revision of emergency routes, as well as entrance doors and
exit doors. Therefore, specific costs are represented by a range of values only for detection elements (i.e.,
upgrades A, C and E), in turn determining a range of values for Overall costs. Nevertheless, in case of a
narrow range of values for overall costs, as in the case study, this dependence might be neglected.

For each of the six security upgrades, the main results obtained from cost calculations, according to the six
cost categories of ECO-SECURE, as well as the Overall costs (Cgecyrity,i) have been illustrated in Table A3.

Table A3 Calculation of Overall costs for six security upgrades, as the sum of six main categories: 1) Overall initial costs, 2) Overall
installation costs, 3) Overall operating costs, 4) Overall maintenance, inspection & sustainability costs, 5) Other running costs, 6) Overall
specific cost. For detection upgrades (i.e., upgrades A, C, E) Overall specific costs, and consequently Overall costs, depend on the assumption
regarding the probability of the attack. Setting P(T);; = 1 leads to the minimum value of specific costs and consequently to the minimum
value of Overall costs for a generic security measure. Setting P(T);; = 0 leads to the maximum value of specific costs and consequently to the
maximum value of Overall costs for a generic security measure.

CALCULATION OF OVERALL COSTS | UPGRADE | UPGRADE | UPGRADE | UPGRADE | UPGRADE UPGRADE

(CSecurity,i) A B C D E F

Symbol Description Unit | Value Value Value Value Value Value

CinimiaLov 1. Overall initial € 3.53E+03 1.57E+03 3.53E+03 1.57E+03 4.41E+03 4.49E+03
costs

CinsTALL OV 2. Overall € 4.17E+03 7.10E+03 1.92E+04 3.11E+04 7.87E+03 5.71E+04
installation costs

Coperationov | 3. Overall operating | € 1.01E+03 0 7.99E+03 0 5.01E+03 1.70E+05
costs

Cwmis,ov 4. Overall € 1.98E+03 1.05E+03 2.69E+03 2.18E+03 2.62E+03 2.79E+03
maintenance,
inspection &
sustainability costs

Corov 5. Other running € 1.80E+02 2.80E+02 1.80E+02 2.80E+02 2.80E+02 2.43E+04
costs

Cspec,ov 6. Overall specific € 3.00E+02 1.00E+03 4.00E+02 8.00E+02 8.00E+02 1.00E+03
costs + - -

7.00 E+02 8.00 E+02 1.20 E+03
CSecurity, i Overall costs € 1.12E+04 1.10E+04 3.39E+04 3.60E+04 2.10E+04 2.60E+05
1.16E+04 3.43E+04 2.14E+04

A.2 Benefit calculations
Benefit calculations have been carried with respect to the actual scenario considered in the case study,
according to the categories, subcategories and formula proposed in Table A4, displayed below.

Table A4 Overview on Overall annual benefits estimation for a generic accidental scenario, with focus on environmental benefits.

Benefit modelling for a generic scenario

Benefit category Symbol Benefit subcategory Symbol Expression

SUPPLY CHAIN Bsypcov Production loss benefits Bp, Q - tps - Pry
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BENEFITS Start-up benefits Bgrarr Q=0 tp Pry

Schedule benefits Bscu (Foanc * Meanc) + (Fd ‘Mg d)

+ (ncon ' (Ccon - Cin,h))

DAMAGE BENEFITS Bpme,ov Damage to own Bpomsp A+B+C

material/property

Damage to other Bpocmsr D+E+F

companies

material/property

Damage to surrounding Bpsa G

living area

Damage to public Bp pmsp H+1+]

material/property

Table A4 (continued) Overview on Overall benefits estimation for a generic accidental scenario, with focus on environmental benefits.

Benefit modelling for a generic scenario

Benefit category Symbol Benefit subcategory Symbol Expression
LEGAL & Bigreins,ov | Fines-related benefits Brines K+L+M
IIB;’\IIESNUERFAI\$SCE Interim lawyers benefits Biiaw Wsy, * Mgy, = dsp, +wy, -y, - dyy,
Specialized lawyer benefits Bgiaw ¢
w; h;'n
i=1
Internal research team Birest ¢
benefits G h; -y
- - ;
Expert at hearings benefits Bey Wby mg
i=1
Legislation benefits Birc Sp " Ls
Permit and license benefits Bpgiic Cep-Lp
Insurance premium Bns Pr - Ipp
benefits
HUMAN BENEFITS By ov Compensation victims Bycr VSL - ng
benefits
Injured employees benefits By 1k Cpyny + Cspr gy
Recruit benefits B ¢
H,RECR Z 1(CH,L- + C”) N
i=
ENVIRONMENTAL Benvov External intervention Bg vty ZZ . ZS B ,
BENEFITS benefits (salaries related to l_lcsfl + izlc"”" N
emergency interventions / + Z” c
materials / post-accident tmq MONITE
monitoring / others) “ Nyoniri + Corrinty
Internal intervention By vty ¢
benefits (manager work- Zizlwi hi =g+ (We - he 1)
time benefits/ cleaning
benefits)
Environmental remediation Brem (ZV e C ) i
benefits (short-term / long- jmp | SPA TSPE REM,LT
term)
Other environmental Boruenv -
benefits
REPUTATION Bgreproy | Share price benefits Bgp Mpgp - Drgp
BENEFITS
SPECIFIC Bsprcov Site-specific benefits Bgri sp -
BENEFITS Immaterial benefits Biym -
Key
Symbol Definition Symbol Definition
A Damage to the company equipment and B Damage to the company buildings and other
machines (€) infrastructures (€)
Cc Damage to the company raw materials and Cep Cost due to facility close-down (€)
finished goods (€)
C i € Cyi iri i(—£
con Cost per unit asked by the contractor (um[) Hi Hiring cost per employee of category i (pemm)
Cinn In-house cost per unit (i) Cu Cost of one light injured worker ( £ )
unit. person.
Cug,i Unit cost for material i applied during Cuoniri | Unit cost of monitoring action type i it)
emergency intervention (ﬁ) e
Corunty Other environmental costs (€) Cremyr | Long-term remediation costs (€)
(" Cost of one serious injured worker ( € ) Cs; Intervention cost from organization/emergency
person.
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service i charged to the company (€)
Cspi Cost per unit of product i spilled (%) or (%) Cr; Training cost per employee of category i (pemn)
D Damage to other companies equipment and d N° days of tardiness in the orders (n°days)
machines (€)
d; Number of work days per junior lawyers Dgep Expected drop in the share price (%)
(n° days)
dg, Number of work days per senior lawyers E Damage to other companies buildings and other
(n° days) infrastructures (€)
F Damage to other companies raw materials and Foonc Fine for a cancelled order/contract ( € )
finished goods (€) contract
F, Fine for delays in deliveries per day G Damage to surrounding living area (€)
€
(delay-day)
H Damage to public equipment and public h, Number of hours worked by a cleaning employee
machines (€) (h)
h; Number of hours of category i (h) 1 Damage to public buildings and other public
infrastructure (€)

Table A4 (continued) Overview on Overall benefits estimation for a generic accidental scenario, with focus on environmental benefits.

Key
Symbol Definition Symbol Definition
Ipp Expected increase of the premium (%) Isg Increase of the security budget for the facility after
major accident occurrence (%)
] Damage to public materials and public goods (€) K Civil liability fines (€)
L Criminal liability fines (€) Lp Likelihood of losing operating permit (%)
M Administrative liability fines (€) Mpggp Current total market value of the company (€)
Mmgp; Amount of product i spilled (kg) or (m?®) n, Number of cleaning employees (n° cleaning
employees)
Neanc N° of orders/contracts cancelled (n°contracts) Neon N° of units given by the contractor (n°units)
ny N° of orders with a delay (n°delay)) ng Number of fatalities (n° people)
n; Number of employees of category i (n° people) n, Number of junior lawyers (n° lawyers)
ng Number of light injured workers (n° people) Nug; Amount of units of material i applied during
emergency intervention (n° units)

Nwonir,i Number of monitoring actions type i (n° units) ng Number of serious injured workers (n° people)
ng, Number of senior lawyers (n° lawyers) Pr Current total premium cost of the facility (€)
Pr - - i - n°units

U Profit per unit sold (unit) Q Production rate of the factory (—h )
Q* Production rate of the factory at the start of line s Number of emergency materials applied during
reactivation ("WlitS) emergency intervention
h
Sg Total security budget of the facility (€) t Number of employees categories
tp Duration of reduced production during tps Duration of the stop in production (k)
reactivation (h)
v Number of monitoring actions categories VSL Value of a statistical life ( € )
person.
c Hourly wage of a cleaning employee (h.pemn) i Hourly wage of category i (h'persan)
w i € w - €
JL Hourly wage of junior lawyers (day.lawyer) SL Hourly wage of senior lawyers (duy‘lawyer)
y Number of products spilled z Number of organizations/emergency services

involved

In the calculation of Supply chain benefits, production losses and start-up losses have been neglected
because the facility is an oil depot, not a production facility (e.g., a refinery). A flat rate for Schedule benefits

has been retrieved (Galvani, 2015); details are available in Table A6.

In the calculation of Damage benefits, illustrative commercial equipment costs for the pumps damaged have
been retrieved from vendors; details on the calculations are reported in Table A5. The values of damages to
company infrastructures and surrounding living areas (e.g., canals, private properties) have been reported in
Table A6. The estimation of damages to public infrastructures, as the water treatment system of the nearby
city is presented in the same table. Regarding the evaluation of finished goods damages, average market
prices have been assumed for both the products (i.e., diesel and heating oil); details on calculations are

reported in Table A5.
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In the calculation of Legal & insurance benefits and after, it should be noted that, as for costs calculations,
many benefits subcategories consist of wages. The same data displayed in Appendix A.1, regarding the
conversion rate from US dollars to € and the location factor have been applied. In the case of Legal &
insurance benefits, the job profiles involved are junior lawyers and seniors lawyers, specialized lawyers,
security manager, security engineer, security analyst and security consultant. Details on the data applied for
the calculation of Legal & insurance benefit subcategories are available in Table A5. No human losses and
injuries have been sustained in the actual accident; however, data regarding the calculation of Human
benefits, as the value of a statistical life (VSL) and compensation costs for injuries might have been retrieved
from previous studies (Paltrinieri et al., 2012; Viscusi and Aldy, 2003). Hiring benefits are inserted in
Human benefits category as they refer to the costs that should be sustained by the company when an
employee is hospitalized or dead after the accident to hire additional personnel in substitution. Therefore, no
hiring benefits have been sustained in the actual accident. Data regarding their calculation may be retrieved
from previous studies (Gavious et al., 2009; Reniers and Brijs, 2014a); it is suggested to consider hiring and
training costs equivalent to a monthly salary each for the employee category.

In the calculation of Environmental benefits, flat rates for external and internal intervention costs have been
reported in Table A6. Environmental remediation costs have been estimated according to the data reported in
Table A5. A flat rate for other environmental damages to the surrounding ecosystem (i.e., plants and
animals) is available in Table A6.

The data for the calculation of Reputation benefits are available in Table A5. The expected percentage drop
of market price regarding a major oil spill has been assumed, with a value of 31% (Goossens, 2012). This
data was confirmed in a long-term time perspective, which is the time span required for benefit calculations,
by a recent study (Neilan, 2016). In the calculation of Specific benefits, collateral damages, due to voluntary
spills in the river from nearby facilities subsequent to the major accident (Querzé, 2010), have been reported
in Table A6.

Table A5 Data for the calculation of benefit subcategories with respect to the actual scenario.

BENEFIT BENEFIT DATA FOR THE CALCULATION OF BENEFIT SUBCATEGORIES
CATEGORY SUBCATEGORY
SYMBOL Symbol | Description Unit | Value Reference/Notes
DAMAGE BENEFITS Bpomap A Damage to the € 1.19E+04 | Damage to 4 pumps; average unit cost for
company equipment a pump assumed 2.98E+03 € from vendors
and machines and validated by expert judgement
B Damage to the € 5.00E+03 | Limited damages to piping/surrounding
company buildings infrastructures (EMARS - Major accidents
and other reporting system, 2010) — quantification
infrastructures based on expert judgement
c Damage to the € 6.52E+05 | Spill of diesel and heavy oil. Inventories of
company raw spilled diesel and heavy oil available in
materials and Section 3.1. Average market prices
finished goods assumed for diesel and heavy oil (i.e.,
respectively 280 €/m? and 95 €/m?®)
LEGAL & K Civil liability fines € 6.89E+06 | Civil liability fines as expressed by
INSURANCE Biiaw prosecutors (Totaro, 2014)
BENEFITS M Administrative € | 8.90E+05 | Taxation on spilled products (Galvani,
liability fines 2015)
Bige Sg Total security € 1.00E+04 | Severe security deficiencies highlighted by
budget of the facility accident report (EMARS - Major accidents

reporting system, 2010) — quantification
based on expert judgement

Isp Increase  of the % 17.00 Scenario dependent value, based on expert
security budget for judgement, to reach usual budget values
the facility after reported by (Reniers and Van Erp, 2016)
accident occurrence
Bpgric Cep Cost due to facility € 1.20E+08 | Data retrieved from (Berni and Rosa,
close-down 2015)
Lp Likelihood of losing % 10.00 Likely closing-down of the facility after
operating permit the accident (Berni and Rosa, 2015) —
(%) quantification based on expert judgement
Bins Py Current total € 5.00E+07 | Premium based on possible value of the
premium cost of the facility after partial sale, as declared by
facility company owner (Pecorella, 2011)
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Ipp Expected increase of % 1.00 Expert judgement
the premium
ENVIRONMENTAL Brem mgp; | Amount of product | kg | 2.60E+06 | Inventory of spilled hydrocarbons products
BENEFITS spilled  (kg) or available in Section 3.1
(m*)
Csp Cost per unit of € 1.44 Unit  remediation cost for liquid
product i spilled hydrocarbon spills retrieved from a
(i) or (i) previous study (Etkin, 1999), converted
kg m? and actualized to (€(2016))
Cremor | LONG-term € 2.00E+07 | Long-term remediation costs for the site
remediation costs retrieved from (Berni and Rosa, 2015)
REPUTATION Bsp Mggp | Current total market € 6.00E+07 | Current total market price for the company
BENEFITS value of the based on (Pecorella, 2011)
company
Dgrep Expected drop in the % 31 Expected long-time percentage drop of
share price market price regarding a major oil spill
(Goossens, 2012)

The data reported in Table A5 and A6, applied for the calculation of benefit categories and subcategories,
were retrieved from a collection of references and validated by a panel of security managers and academic
security experts. Eventually, all the benefit numerical values have been determined accordingly to the
pertinent categories and subcategories of the approach, allowing the calculation of the Overall benefits
(CLOSS_ j), for the actual scenario (Table A6). A discussion on losses apportionment is available in Section
3.4.

Table A6 Overall benefits results for realistic scenario. The calculation of Overall benefits has been carried out as the sum of seven main
categories: (1) Overall supply chain benefits, (2) Overall damage benefits, (3) Overall legal & insurance benefits, (4) Overall human benefits,

(5) Overall environmental benefits, (6) Overall reputation benefits, (7) Overall specific benefits. Intermediate calculations regarding benefit
subcategories are reported, together with assumptions made.

CALCULATION OF OVERALL BENEFITS (CLDSSJ-)
Symbol Category/ subcategory description | Unit | Value Assumptions
Bsupcov 1. Overall supply chain benefits € 1.70E+06 See assumptions for subcategories
Bp;, Production loss benefits € 0 No stop in production, it is an oil depot
Bsrart Start-up benefits € 0 No start-up benefits, it is not a production facility
Bsen Schedule benefits € 1.70E+06 | Costumers refunding — flat rate retrieved from reference (Galvani, 2015)
Bpmc.ov 2. Overall damage benefits € 2.29E+06 | See assumptions for subcategories
Bp omsap Damage to own material/property € 6.69E+05 Limited damages to equipment and machines — calculated according to
data in Table A5; limited damages to piping/surrounding infrastructures
— calculated according to data in Table A5; damage to finished goods
(e.g., diesel and heavy oil) - calculated according to data in Table A5
Bp ocmarp Damage to other companies | € 2.00E+04 Very limited damages to other companies materials/properties (EMARS
material/property - Major accidents reporting system, 2010) — quantification based on
expert judgement, assuming 1.00E+04 € of damages each for 2 boundary
facilities
Bpsa Damage to surrounding living | € 1.00E+05 Damage to private properties/canals (ARPA - Agenzia Regionale
area Prevenzione Ambiente dell’Emilia-Romagna, 2010; EMARS - Major
accidents reporting system, 2010) — quantification based on expert
judgement, assuming 5.00E+03 € of damages for 20 householders in the
surrounding densely inhabited area
Bp puap Damage to public | € 1.50E+06 Damages to the water treatment system of the nearby city (Pecorella,
material/property 2011)
BioLainsov 3. Overall legal & insurance | € 2.05E+07 | See assumptions for subcategories
benefits
Brings Fines-related benefits € 7.78E+06 | Civil liability fines and taxation of spilled products — calculated
according to data in Table A5; no criminal liability fines — based on
expert judgement
Biiaw Interim lawyers benefits € 1.31E+04 Senior and junior lawyers’ wages — calculated according to (PayScale,
2016)
Bgiaw Specialized lawyer benefits € 6.28E+02 Specialized lawyers’ wages — calculated according to (PayScale, 2016)
Birst Internal research team benefits € 2.91E+03 Security manager, security engineer and security analysts’ wages —
calculated according to (PayScale, 2016)
By Expert at hearings benefits € 6.14E+02 Security consultant’s wage — calculated according to (PayScale, 2016)
Bigc Legislation benefits € 1.70E+05 Increase of security budget after the accident — calculated according to
data in Table A5
Bpgric Permit and license benefits € 1.20E+07 Calculated according to data in Table A5
Bns Insurance premium benefits € 5.00E+05 Calculated according to data in Table A5
Bh.ov 4. Overall human benefits € 0 No human losses and injuries (EMARS - Major accidents reporting
system, 2010), no recruit benefits
Benv.ov 5. Overall environmental benefits | € 3.80E+07 See assumptions for subcategories
Beintv External intervention benefits | € 1.20E+07 Overall external intervention benefits — flat rate retrieved from bulletin
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(salaries related to emergency released by Italian environmental protection agency (ARPA - Agenzia
interventions / materials / post- Regionale Prevenzione Ambiente dell’Emilia-Romagna, 2010)
accident monitoring / others)
By inry Internal intervention  benefits 1.55E+06 Overall internal intervention benefits — flat rate based on an interview to
(manager  work-time  benefits/ the company owner (Galvani, 2015)
cleaning benefits)
Brem Environmental remediation 2.37E+07 Environmental remediation for hydrocarbons spill and cost of
benefits (short-term / long-term) requalification project for the site — calculated according to data in Table
A5
Boruenv Other environmental benefits 7.00E+05 Damages to the ecosystem close to the river (Franceschi, 2010)
BrepT0v 6. Overall reputation benefits 1.86E+07 Expected long-term drop in market price - calculated according to
data in Table A5
Bspecov 7. Overall specific benefits 5.01E+05 See assumptions for subcategories
Bgire sp Site-specific benefits 5.00E+05 | Collateral damages, due to voluntary spills in the river from nearby
facilities subsequent to the major accident (Querzé, 2010) -
quantification based on expert judgement, considering 1% of overall
environmental benefits
Biym Immaterial benefits 5.00E+02 Post-accident_ psychological meeting for employees (12 hours) — Salary
of psychologist retrieved from (PayScale, 2016).
Closs, Overall benefits 8.16E+07 | -
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