Modeling Adaptive Security in IoT Driven
eHealth

Waqas Aman
Norwegian Information Security Lab(NISLab)
Gjovik University College, Norway
wagas.aman@hig.no

Abstract

The implementation of Internet of Things (IoT) in eHealth will
indeed significantly enhance ubiquitous healthcare services. FExisting
research in these areas and corresponding systems are more focused on
functional designing and developing preventive and detective security
controls. However, threats faced in IoT are more complex due to the
diverse nature of technologies involved and the evolving threat landscape.
They have become more sophisticated and challenging for preventive
and detective technologies. Hence, we need to develop adaptive security
solutions for IoT-eHealth which can predict security threats and respond
to them dynamically to protect personal health information. This paper
presents an adaptive security model that will learn adverse influences
in IoT-eHealth infrastructure, predict and estimate the risks involved in
a context-aware manner and autonomously adapt security measures in
order to minimize the risk faced. The model presented is a preliminary
abstraction that reflects how adaptive security can be achieved in IoT-
eHealth.

1 Rationale

[oT is a global network focusing on the interconnection of various technologies
(things) to support services quality and their extensions [1]. IoT inherit intelligent
and self-* capabilities, such as self-learning and self-adapting, which makes it
favorable for dynamic environments [2]. However, due to the fact that IoT allows
diverse technologies, wired and wireless, it is subjected to an array of threats
as underlined by [3, 4, 5, 6]. This provides an adversary multiple means and
opportunities to target personal health information that is transmitted from body
sensors to remote hospital sites.

Traditional preventive and detective measures such as IDS, Access Control Lists
(ACLs), firewalls, anti-viruses, etc., as stand-alone controls cannot provide the
reality of an ongoing attack. They lack to add contextual information failing to
distinguish a security event from a non-event thus leading to high rate of false
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positives [7]. Adaptive security can provide a comprehensive security solution for
IoT-eHealth where diverse technologies used are threatened by an array of ever
changing security and privacy risks [2, 8, 9]. This approach can be seen in various
security models, such as [10, 11, 12, 13| however, they are not intended for IoT-
eHealth. To elaborate the process, adaptive security systems continuously monitors
user, device and network related events (as environmental influence), establishes a
context among them to analyze the situation (risk) reality and devise a new security
strategy (as a response to the influence) as per the risk evaluated to defend against
it. This mechanism provides a predictive security solution where the threats are
apprehended before it becomes reality [14].

To be aligned with the nature of loT-eHealth, which is a continuous monitoring
service, security risks should also be assessed and responded dynamically. In the
ASSET (Adaptive Security for Smart Internet of Things in eHealth) project [15] we
aim to achieve this objective by developing risk based adaptive security methods
to ensure predictive and autonomous security in loT-eHealth. This paper presents
an adaptive security model for loT-eHealth based on the requirements we analyzed
in [9]. These essentials entail that: a). Risks need to be dynamically assessed,
b). The solution should provide context awareness to increase security intelligence
required for risk analysis and to reduce false-positives, ¢). Autonomous adaptation
needs to be incorporated to evolve security settings and responding to the analyzed
risks autonomously and d). The solution should assimilate lightweight analysis
methods to reduce the computational complexity. The objective of this paper is to
answer the questions: How adaptive security can be modeled in IoT-eHealth? And,
what are the necessary components and actions to accommodate the mentioned
requirements? The model is still in the development phase and will be explored
and evaluated in the near future. However, it illustrates the ground concept that
addresses the requirements we analyzed earlier and gives an abstract solution for
the adaptive security process in IoT-eHealth.

The rest of the paper is organized as follow: Section 2, presents a typical IoT-
eHealth infrastructure. The proposed model will be detailed in Section 3. In
Section 4, an objectives-based evaluation is presented aiming to recognize how the
proposed model meets the risk management requirements in IoT-eHealth. Finally,
the concluding remarks and our future research endeavors regarding the proposed
model will be detailed in Section 5.

2 loT-eHealth Infrastructure

A typical loT-eHealth infrastructure, depicted in the figure 1, includes wearable
body sensors which collects various bio-signals and transmits them to a hospital
site for medical investigation via intermediary nodes and communication paths. In
ASSET’s lab, we have used a planar architecture [16] at the edge of the Body
Sensor Network (BSN) in which bio-signals are collected, interpreted and (locally)
analyzed by a terminal node using single-hop communication. We have introduced
the terminal node as a smart thing, a smartphone or a tablet, in order to utilize
its features and resources to support eHealth services such as mobility, emergency
calls, local analysis and reporting, patient-doctor communication and e-prescriptions
etc. ZigBee and Near Field Communication (NFC) are used as channel protocols
between the BSN and smartphone. The bio-signals are then sent to a remote hospital
site using Internet or mobile network (3G/4G, GPRS) for further investigations.
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Currently, the Internet is used as a communication model between the patient and
hospital sites.
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Figure 1: Typical IoT-eHealth Infrastructure

3 Proposed Model

This section elaborates our proposed risk based adaptive security model. The model
is built on the concept of Security Event Management (SEM). SEM systems collects
interested events from network devices, applications and systems and examine them
to analyze the overall system security [14, 17]. They intend to provide a consolidated
and centralized security management solution. The model consists of three major
functional components: Monitor, Analyzer and Adapter. The entire Monitor-
Analysis-Adaption process is done in a continuous real-time manner. Critical
information, such as risk metrics, policies, analyzed risks, correlation rules, adaptive
rules etc., are stored in the adaptive database, which are referenced and updated
along the process. An abstract view of adaptive security process is depicted in figure
2 whereas, the proposed model is shown in figure 3. A description of the components
and their functions is detailed in the subsequent subsections.

Analyzer
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Figure 2: Continuous Adaptive Security Loop

Monitoring

The Monitor component is used to capture the environmental influence on the
individual infrastructural elements, such as the sensors, smart device, etc., as well
as the associated network behavior and statistics. Depending upon the event syntax
and semantics generated by a specific source, events can be sent to monitoring
(Collector) unit using different transport protocols, such as Syslog [18], which is
the most common protocol used to collect events(logs) remotely. The collector
component can be configured with the corresponding protocols’ sinks in order to
receive or collect the events in its integral form. To analyze events collected from
different sources using different transport protocols, they must be transformed to a
common format understandable by the Analyzer component. This transformation
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Figure 3: Proposed Adaptive Security Model

is done by the Parser which extracts the interested fields for analysis from the
raw events and transform them to a universal format. We will be using regular
expressions and XML libraries, such as [19, 20], as a standard universal techniques
for events to be recognized and analyzed by the Analyzer effectively. Context of
individual events are stored as XML tags which defines various attributes reflecting
the situation of an event.

Analysis

The Analyzer establishes a context among related events and analyzes the impact
and risk associated with them. It (Assignor) assigns risk metrics to the transformed
events received from the monitor thus, adds more to the context of an event. Risk
metrics can be pre-determined or dynamic values, for instance impact, likelihood,
reliability or probability, which can be assigned to the event based on its sensitivity
and the asset generating it. The Correlator relates different events (contexts) coming
from different sources and provides an advance context that provision a true picture
of the faced threat. This reduces the false-positives and increase security intelligence
for the risk analysis and optimized adaptation [21]. Correlation can be achieved
using pre-defined rules or using formal modeling techniques such as Bayesian network
modeling or Machine Learning techniques.

Adaptation

Risks beyond acceptance are notified to the Adapter where a decision to circumvent
the anticipated risk and a mitigation action is taken. Events from external security
and performance tools, such as QoS monitors, Fault detectors, IDS and vulnerability
management, can also be used to enrich the intelligence of security analysis process.
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The main objective of this function (Administrator) is to administer the decision
of an optimal security response that reduces the analyzed risk to an acceptable
level. It may consult stored adaptation rules or may use established approaches,
such as Decision theories. Machine learning techniques can be used to complement
the enrichment of existing adaptive and correlation knowledge. The adapter also
directs the necessary steps to be taken to mitigate the faced risk. These directions
are provided to the Responder which formulate them and consult the stored scripts
to execute the security adaptation.

4 Objectives-Based Evaluation

In our previous study [9] we analyzed various requirements for dynamic risk
management, which were formulated based on the nature and needs of IoT-eHealth.
To revise, we identified IoT-eHealth as a continuous monitoring service where patient
health information is transmitted, analyzed and responded to in a continuous
manner. The main data producers in the infrastructure are the body sensors.
Another critical resource is the smart device which is the first point of contact
data collection, interpretation and (local) analysis for the sensor’s data. These two
resources are considered to be low-end devices.

Basing these facts, we conclude that IoT-eHealth needs an InfoSec risk
management solution which should: assess the risks faced in a dynamic and
contertual manner; its analysis needs to be lightweight to accommodate the
computational constrains and to ensure immediate analysis and decisions; and that
it should provide autonomous adaptation to mitigate the risk. In the subsequent
sections, the proposed model is evaluated to ensure how it meets these requirements.

Dynamic Assessment

The model is designed as continuous-feedback loop which provides a dynamic and
continuous mechanism for monitoring, analyzing and managing system and network
behavior [22]. This property is a vital design consideration in self-* systems [23].
In the proposed model, events are collected, filtered, translated, analyzed, stored
continuously and decisions on the analyzed events are performed dynamically. The
environmental influences on the system are monitored and analyzed continuously
and in realtime whereas, system influence (security adaptation) on the environment
to mitigate an analyzed risk though, performed in realtime but is done when
necessary.

Context Awareness

Context is the information required to characterize the situation of an entity [24]. In
[oT-eHealth, an entity could be any of the infrastructural object as well as the users
(patients, doctors or healthcare stakeholder in general). In the proposed model,
we intend to achieve context awareness by modeling the information collected in
Extensible Markup Language (XML). Events collected will be tagged with attributes
that will define their situation and impact. When events are generated, there are
certain attributes that are logged by the source. These attributes detail questions
like who, where, when and what, which characterize the situation of an event.
Context will be represented and stored in XML which will be analyzed by the
Analyzer during risk analysis.

65



Furthermore, a threat faced is an organized collaboration of different events and
exploits which are experienced and logged by different sources as it progresses to
the actual target(s). Thus, analyzing a risk based on a single event does not reveal
the actual risk confronted and may results in false-positive redundancy [21]. It is
therefore, necessary to relate events from different sources to provide holistic and
contextual information for the risk analysis and to predict or detect the anticipated
risks accurately. The correlation engine in the proposed model will correlate events
from different sources with different context thus, providing new, advance and more
refine context(s) based on reasoning (for instance, stored correlation knowledge) to
make the risk analysis process more accurate.

Lightweight Analysis

To achieve fast response in the entire adaptive security process and to accommodate
the computational resources of the low-end devices in the infrastructure, we are
aiming to introduce lightweight mechanisms into the proposed model. The model is
currently in the development phase where we haven’t selected any specific methods.
However, we intend to use simple tools and techniques, for instance, [25, 19, 20]
for common jobs, such as event filtration, parsing, representation and their storage,
to give enough time for the actual risk analysis and adaptation. Currently, we
are exploring traditional risk metrics formulation as well as lightweight formal
approaches to Game, Decision, Utility theories based approaches, such as [26, 27],
as they tend to model the dynamic behavior of entities in a conflicting situation.

Autonomous Adaptation

The Adapter component in the proposed model will fulfill two objectives in the
context of security adaptation:

1. Enhancing the stored correlation and adaptive knowledge by learning new
trends and patterns from risk analysis and mitigation decision (performed by
the administrator) processes. This will assist in accurate threat prediction,
precise risk analysis and optimized mitigation strategies in future adversarial
confrontations.

2. Adapting an optimized mitigation response to reduce the negative impact of
a currently faced risk. Decision instructions (provided by the Administrator
to the Responder) will be formulated which will trigger the stored scripts
to execute the adaptive response. The response formulated can either be a
security action for instance, blocking an unsecured port or employing a more
secure protocol for future communications.

From design perspective we will be using Machine Learning techniques and Decision
theories to meet this objective.

5 Conclusion & Future Work

IoT enabled eHealth will significantly enhance remote and mobile health monitoring.
However, the introduction of IoT will increase the security risk as diverse
technologies will be incorporated which can furnish multiple paths of attacks for the
adversary. Furthermore, threat sophistication has also increased. Thus, traditional
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preventive and detective technologies seem to be ineffective to apprehend the risks
faced. To overcome this problem, a risk-based adaptive security model is proposed
in this paper that provides a continuous, realtime, context-aware assessment and
an autonomous and optimized mitigation response to reduce an anticipated risk in
IoT-eHealth. Its continuous and context-aware event correlation ensures to capture
the threat before they become realistic. Thus, provides a predictive security solution
to analyze the unknown threats.

In future, we intend to refine the proposed model which includes, identifying,
detecting and categorizing security events in [oT, devising methods for correlating
dependent events as well as risk analysis and identifying security metrics upon which
the system will adapt. Beside formal methods, such as Game theory, Bayesian
modeling and Utility theory, which are the primary design focus, we intend to
achieve these objectives using lightweight approaches. Security metrics necessary
for adaptation will be explored. An attack-defense case study will be formulated
to validate the proposed model and a prototype will be developed on which formal
tests and experimentation will be performed.
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